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Precedence: PRIORITY Date: 03/08/2004
To: Office of the General Counsel Attn: Investigative Law Unit
Room 7326
| b6
International Operations Attn: I0S/IOU-2 I

b2

From: [ |
b7E . Contact: l " L :L———J b2

bé
é;ﬁg;roved By: | ] .
b6

Drafted By: I Iwhz

b7C

“
Case ID #: 66F-HQ-C1364260 (Pending)
66F—HQ—C1384970\ (Penéiyg)

Title: USA PATRIOT acT 1645
SUNSET PROVISIONS

Synopsis: This communication responds to the lead set for ALL
RECEIVING OFFICES in the referenced communication.

Reference: 66F-HQ-C1364260 Serial 5

Details: The one incident that comes to mind concerning[:::::]

is the Patriot Act Provisions to seize mcney in a
corresponding bank account of a Middle Eastern bank. There was
one Letters Rogatory from thge =0TA including cases in which
banking reccrds were sought.] iis a country with banking
secrecy laws, and it is difficult to get financial records.
However, when a bank in[____ ]has money in a corresponding
account in a U.S. bank, it is possible to freeze the account
until the information sought is obtained by the United States.
This matter met with some limited success.

b2

bL7E

considers this lead covered.
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#IO: Office of the General Counsel
~ "Re: 66F—HQ—C1364‘), 03/08/2004

LEAD(s) :
Set Lead 1: (Info)
ALL RECEIVING OFFICES

For information only.

*

From: [ ]

b2
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SRev. 01-31-2003)
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b7E

EDERAL BUREAU OF INVESTI ION l%
Precedence: ROUTINE Date: 03/09/2004
To: General Counsel Attn: Investigative Law Unit
| Room 7326

International Operations Attn: SSA IOU-I1

From:
Contact:
A By: ‘D()
pproved By: | ‘i . b6
Drafted By: I |: ac bIC
"
Case ID #: ngCHQ—C1364260’%@%Pending)
66F-HQ-C1384970’ "(Pending)

Title: USA PATRIOT ACT
SUNSET PROVISIONS

Synopsis: To provide results and cover lead.

Reference: 66F-HQ-C1364260 Serial 5

Details: For information of recipients, to dateJ
has not had the opportunity to use any of the investigative tools
created by the USA PATRIOT ACT.

Consequently,' Iis negative for any feedback
which is responsive to [ead 66F-HQ-C1364260 Serial 5, and

therefore considers above referenced lead covered.
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~*7o: General Co
Re: 66F-HQ-C13

LEAD(s) :

L 3

Set Lead 1: (Info)

From:
03/09/2004

ALL RECEIVING OFFICES

Read and clear.

*
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Nen ALT, INFORI
s ) HEREIN I #un
(Rav. 01-31-2003) _ DATE 8-

FEDERAL BUREAU OF INVESTIGATION

Precedence: PRIORITY Date: 03/15/2004 bé
b7C
To: International Operations Attn: _102 | |
b2 General Counsel Attn: | | TLU
b7E From: |
Contact: p b2
— %>, ﬁn% b6
Approved By: | N
b6 . - b7C
Drafted By: b b7C

\
Case ID #: 66F-HQ-C1364260° (Pending) 0
66F-HQ-C1384970 (Pending) .NA

Title: USA PATRIOT ACT;
SUNSET PROVISIONS

Synopsis: Response to lead on use of the USA Patriot Act.

Reference: 66F-HQ-C1364260 Serial 5
66F-HQ-C1384970 Serial 7564

Details: | | is a conduit of information from
Field Offices and FBIHQ to | liaison; however, pssumes
that a number of investigative leads were generated for this

office because of the provisions of the USA Patriot Act. b2

hopes that Field Offices are responding to this request so that b7E
OGC is able to provide the necessary justification to Congress.
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r- ) . . . . b2
To: International rations From:
Re: 66F-HQ-C1364260, 03/15/2004 s b7E

LEAD(s) :
Set Lead 1: (Info)

ALL RECEIVING OFFICES

Read and clear.

* b7C
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(Rev. 01-31-2003) ; DATE: 08-0%-2005
CLARSIFIED BY 651795 DMH/KJ

FEDERAL BUREAU OF INVESTIGATION REASCN: 1.4 (<)

DECLAZAIFY ON: 09-09-Z030

Precedence: DEADLINE 03/19/2004 Date: 03/17/2004

To: Office of General Counsel Attn: Investigative Law Unit

Room /73206 be

b7C !
From: l
Contact: b2
- b7E
Approved By: | [ ATL TMRORMATTON CONTATNED
HERETN T8 UNCLASSTFIED EXCEPT
Drafted By: | Fhs WHERE SHOWN OTHERWISE
1/

Case ID #: 66F-HQ-C1364260
66F-HQ-1384970-»%OQQ .
66F{_}28229 —¢

b7&

Title: USA PATRIOT ACT
SUNSET PROVISIONS

Synopsis: Review ofl |USA PATRIOT Act subfiles
previously established to document the effective use of these
tools in anticipation of the 12/31/2005 sunset.

Reference: 66F-HQ-C1364260 Serial 5

Details: On 03/26/2003, via EC to all employees,g:::::::::l b2
established USA PATRIOT Act subfiles to document the

b7E

effective use of these provisions which are scheduled to sunset
on 12/31/2005.

The USA PATRIOT Act provisions subject to sunset
concern, voice mail, nationwide search warrants for e-mail,
information sharing, voluntary disclosure by ISP, immunity from
civil liability, expanded predicates for Title III, roving FISA
surveillance, new standard for FISA Pen/Trap, new standard for
business records under FISA, changes to "primary purpose®
standard in FISA, monitoring communications of computer
trespassers, and certification forms submitted to FinCen for
terrorism and money laundering investigations.

periodically sends out e-mails to all
perscnnel as a reminder that the usage of these provisions must
be tracked and documented in the appropriate subfiles.

rThe results of

SECEET
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SPeRET

b2
To: Office of G al Counsel From: | }
Re: 66F-HQ-C1364980, 03/17/2004 y bR

these requests enabled investigators to identify
previ known | | associated with
captioned subjects. Additionally, with respect to one of these b2

b7E

SRCRET
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To: Office of Gs ral Counsel
Re: 66F-HQ-C136 0, 03/17/2004

LEAD(s) :
Set Lead 1: (Info)

GENERAL COUNSEL

AT WASHINGTON, DC

Information only.

*

From:

b2
b7E
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FIED EXCEET

E SHOWHN CTHERWISE

FWE[)EﬂRii? BUREAU OF INVESTIGATION

Precedence: DEADLINE

Date: 03/18/‘%‘?&1% b6

03/19/2004
To: General Counsel Attn: Investigative Law Unit b7C
| | Rm. 7326
From: I b2
Squad 1 b7E b2
Contact: CDC! Il l bé
DATE: 09-09-2005 b7C
Approved By: l | b6 CLASSIFIED BY 65179 DMH/KJ
T REASON: 1.4 (c)
Drafted By' l ijm bIC DECLAZSIFY OQN: 09-09-2030
Case ID #: 66F-HQ-C1364260  (Pending) 05-Cv-0845
66E-HO-C1384970 (Pending).R\3 b2
66 63323 (Pendlng).‘gﬂi -
Title: USA PATRIOT ACT
SITNCEM DROVTASTONS b2
DIVISION STATISTICS 78
is: Provide OGC with recquested information regarding
use of Patriot Act Provisions.
Reference: 66F-HQ-C1364260 Serial 5 b2
Details: Referenced serial requested statistical information P7%
from regarding use of USA Patriot Act provisions. The
requestea information from[:::]IT and FCI investigations is as
follows:
STATISTICS
Technigue Times Used
bl
b2
b7E




To: General Counsel From: |
Re: 66F-HQ-C1364260, 03/18/2004

I b2

b7E

bl
b2

b7E

bl
b2
b7E
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7 To: General Counsel From: -
Re: 66F-HQ-C1364260, 03/18/700Z pre

LEAD(s8):
Set Lead 1: (Info}

GENERAL COUNSEL

AT WASHINGTON, DC

As requested in referenced serial. Read and clear.
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ALT TNFORMATTON CONTATHED
HEREIN IS UNCLASSIFIED
DATE (8-15-2005% BY A5179 DMH/KJ/05-cv-0845

FEDER% BUREAU OF INVEST&ATION

(Rev. 01-31-2003)

Precedence: ROUTINE Date: 03/17%?{2004
bé
To: General Counsel Attn: Invedtigative Law Unit b7C
Room 7236
b2
From: [ 1] ,
SAC . b‘E
Contact: ! I
Approved By: | E{?ﬁg b6
. b b7C
Drafted By: tamd
Case ID #: 66F-HQ-C1364260- 20
Title: USA PATRIOT ACT
SUNSET PROVISIONS
Synopsis: | Iexamples of the use of USA Patriot
Act sunset provisions to achieve investigative goals. b2
b7E

Details: The following is set forth regarding use of
investigative tools created by the Patriot Act:

1.) Intercepting communications of computer
trespassers. :

b7a




b2
To: General Counsel From:

Re: 66F—HQ—C1364266 03/17/2004 b7E

2.) Changes to "Primary Purpose" Standard for FISA.

[T The changes to the FISA Sections 218 and 504 enabled

criminal investigators and prosecutors to review and present

b7a

b7a

bé
b7a

b7C




B2
To: General Counsel From:
Re: 66F-HQ-C1364266 03/17/2004

L7E

b72a

material leading to| l b7C

bé

| The material support

portion of the i1nvestigation i1s ongoing. b7a
b7C
3.) Information Sharing
The cooperation between other Government Agencies
within the Intelligence Community (IC) and the FBI has resulted
in gsignificant improvements in the conduct of everyone's mission. b2
has prepared FISA requests in two separate matters based bIE

on information from the IC. Three potential compromises in
ongoing foreign intelligence investigations were averted through
the timely sharing of information. Numerous IT cases benefitted
from the receipt of intelligence from the IC and vice versa.
Follow-up investigations have been coordinated with the IC when
FBI - IT subjects have departed the U.S., whether the departure
was voluntary or not. Numerous IIRs disseminating foreign
intelligence and/or positive terrorism intelligence have been
generated.

*
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ALL INFORMATION CONTATINED .

1 CLASSIFIED BY 65179 DMH/KEJ/05-cv00845
.3 N . HEREIM IS UNCLASSIFIED EXCEPRT RER 1.4 (o)
(Rev. 01-31-2003) WHERE SHOWN OTHERWISE DECLASSIFY OM: 08-26-2030
reEDERAM)BUREAU OF INVEST@ATION
Precedence: ROUTINE Date: 03/18/2004 @5?)’
N
To: FBIHQ Attn: Office of General Counsel
v igative Law Unit
| b6
Room 7326 bC
| b2
From: — bR
Contact: ADC| Ext.l b2
bé
Approved By: | Fvb\/ .
b b7C
Drafted By: | Lja b7C

21
Case ID #: 66F-HQ-C1364260 . (Pending) §124
66F-HQ-C1384970 (Pending)

Title: USA PATRIOT ACT
SUNSET PROVISIONS

b2

Synopsis: response to Patriot Act survey.

bL7E

Reference: 66F-HQ-C1l364260 Serial 5
66F-HQ-C1384970 Serial 7564

Details: A canvas was conducted of all counterintelligence
and counterterrorism squads regarding the provisions of the
USA Patriot Act which are subject to the sunset provisions.
The following details the results:

Vodioao Mol (Qarnti1nn OHQ\J

s

bl

1s 4d VallUd4dlDle LUOLK LI all ClielgcllCy sSLLULUaULOIT ODLallllily a b2
search warrant would be much faSt?I_ﬁnd_lﬁﬁﬁ_Qanliﬂaiﬂd_Lhaﬁ .
obtaining an emergencv Title ITT : b7E

Nationwide Search Warrants for FE-mail (Section 220) -

The|
\ Y bl
tigj ‘fSh b2
this 1s a crucial provision for Prior to the
USA Patriot Act a great deal of manpower was used obtaining b7E

SEDRET
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SeeeT
To: FBIHQ From: | |

Re: 66F-HQ-C136426‘ 03/18/2004

° .

b7E

search warrants foﬁ_QLheI_dixisiQn&_iQI_ﬁ;mall_Eéizlszﬁ_ﬂhﬁCh
are located in the

still spends a great deal of time serving process for other
divisions, however, it is nothing like the days after 9/11
when SAs were required to draft and swear to affidavits for

all the other divisions.

Il d st~y TN o] Scurac [(Cartimnn 2192) l bl
5
= b2
| This provision is essential P7E
to[ | for the same reasons as stated above. Due to
the number of communication carriers in the division, it is
imperative that we are able to request this type of
information from communications carriers in an emergency i53 o1
situation. -
b2

Infoymatian Ghaoraine (Qoobiaon 203 {b) &(d)) -

bBTE
A considerable amount

a5 been shared, but to this date[ |
investigations have generated

information pertinent to any CI or CT investigations.
However, due to the new 315 classification and the removal of
the wall between the criminal and intelligence worlds, it is
imperative that information be permitted to flow in both
directions.

Intercepnting Comminicationg of Comninter Treanasaera
(Section 217) - ' bl

Al t Hougr,—mosT—oT] TKmmtmEE”ﬁHUKTﬁ§_*iSJ b2
Cas€s nave | 1T 18 anticipated that
it will occuUr—TITr TIE® TIear L[UCUrLZE.

b7E

Expanded Predicates for Title TTIT (Sectionas 201 &

202) -|

TT IS VeIly IMpOITAIIt CIat &Il COOIS DS I:S:I bl
> fight against terrorism. At this tim b2
FISA is primarily being used to obtain ELSUR on

IT subjects, however, it is crucial that the FBI have the
ability to neutralize terrorists where the danger they pose
outweighs the value of the intelligence that we maybe able to
ccllect. Title III is an excellent investigative tool that
should be available in the fight against terrorism.

bT7E

RPovinag BFTCSA Snrvuesillanc~g (Comtd-~nm 20410 I




R . 3 '\ E
. To: FBIHQ From: |
Re: 66F—HQ—C136426. 03/18/2004

b2

b7E

l:s:l bl

' New Standard for FISA Pen/Tran (Section 214) —l l

] m
THTE CECNNIgUE ag pIrovIdsd Colltacts Ior ib)
—potentral assers and has aided in developing the subject's
personal profile. However,

this is a under utilized technique
due to the length of time it takes to obtain, most agents wait
l_ahtq rormiogt o TTGH |

Change "Prim P

ose" Sta rd f E
[(Caoctian 21813

i bl
I S I'S
has aided in obtaining the majority of IT FISAs. It is ! )
necessary to maintain this provision in order to continue

investigating counterterrorism under the 315 classification.

New S

Fandard far RBuginogg Rosnrda undax BTAQD
(Section 215) -
bl
&) w2
b7E
*
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ALL INFORMATIOCH COMNTAINED

(Rev, 01-35-2003) . HEREIN IS UNCLASSIFIED, EXCEPT

WHERE SHOWN CTHERWISE

red@RAL BUREAU OF INVESTIGAT@N

fg% ‘
Precedence: ROUTINE Date: 03/18/2004
To: General Counsel Attn: Investigative Law Unit b6
l ]
Room 7326 b7e
b2
From:| |
" Legal Unit PIE L,
Contact: CDC| | be
ﬁ/ a 08-z040s
. DATE: U3-0%-Z00%
APProved BY. CTLARS ED EY 65179 DMH/JE biC
bé REASON: 1.4 (o}
DECLA F OH: 09-U8-2030
Drafted By: | b7¢C
7 05-CvV-0845
Case ID #: 66F-HQ-C1364260 ~  (Pending)
66F-HQ-C1384970 _ _
£135
Title: USA PATRIOT ACT
SUNSET PROVISIONS
Synopsis: Summary of benefits| | has received
from various provisions of the USA PATRIOT Act. b2
Details: The following provides statistics, examples, and b7E

brief narratives summarizing some of the benefits thel ]
as received from various provigions of the USA PATRIOT

C

Nationwide Search Warrants for E-mail and Associated
Records - Section 220 of the Act. See 18 U.S.C. § 2703.

This technique has been used frequently for e-mail
records. Without it service would have been much more time
consuming and less successful.

During this investigation, FISA coverage was

conducted ror approximately one year. A significant part of the
i e-mail accounts
Part of the success and ease ot b7a

initiating this coverage hinged on this provision. Each of the e- ,,
mail providers were located in a different part of the country.

If this provision were not in place, this coverage, which was b7E
deemed urgent at the time of initiation, would have been
dramatically hindered and crucial intelligence lost or delayed.

Information Sharing - Section 203(b) & (d) of the Act.

.

SECRET




5 .
To: General Counsel From: | | e
Re: 66F-HQ-C13642% 03/18/2004

Generally speaking we are now able to discuss our cases

b2

with other agencies much more freely. This has streamlined and b2

greatly facilitated our investigations. b7E

1994 le6215 (Closed) / . iﬂ?l
s

- [Investigation revealed subject to De a comn-
M WIIO was primarily raising money for his own personal benefit.
However, investigation also revealed subject was engaged in
various criminal activities. Sections 203(b) and 203(d) were
utilized in allowing information from the criminal case to be
shared with the intelligence investigator. The intelligence
investigation produced an enormous amount of intelligence,
including information received from several foreign intelligence
services. Section 218 and Section 504 were utilized to share the
pertinent parts of that intelligence with the criminal
investigator, as well as the federal prosecutors. Without all
three of these provisions, both the criminal and intelligence
investigators would have been conducting simultaneous and
parallel investigations, without the ability to have a complete
picture of the subject, thereby, resulting in lengthy and
duplicative investigative efforts. As a direct result of these
enabling provisions of the USA Patriot Act, the subject was
ultimately convicted on the criminal charges and, consequently,

deported from the United States. However, prior to subject's b2
deportation, subject provided a tremendous amount of valuable bE
information which has been used in approximately a dozen
[:::::;:]investigations alone, plus an additional half dozen cases

in other divisions across the United States.

| | The information sharin ortion of the act has
impacted the effectiveness of the | which

participated in the referenced case which involved threat
mailings. The ability to share information has enriched FBI b7E
liaison with State, Local and other Federal agencies, resulting

in better relationships.

b2

When events broke in this case requiring JTTF response,
the ability to organize an action plan among the agencies was
greatly enhanced. A level of trust resonated among investigators
which resulted in a style of teamwork imperative in the first few
days after the threat mailings. The ability to share information
relieved the case agent from being overwhelmed, and allowed for a
much more effective investigation.

| | This is an investigation of an increasingly
lorganization, with its leaders in the
United States advocating and preparing for violence. In recent
years, radicals have infiltrated the group's leadership in the US
with several key members advocating violence. |

b7a

2
SECRET




To: General Counsel From: l bIE

Re: 66F~HQ—C13642% 03/18/2004 .

|this threat would be difficult to

combat given the respect and legal protections the group enjoys b7A
in the US and overseas.

Information sharing witﬂ |
| and
| 1S essentia 0 1 ITy1 jects'
associates, travel, and activities in support of this
organization.

I In this case, we opened a parallel investigation

on the criminal side. Subpoenas were used for financial

information and NSLs for toll records. Previously, we would have

had difficulty sharing the NSL results with the criminal side.

When we obtained pertinent information from the criminal side, we

had to send an NSL for the same information in order to use it

for the intelligence side, duplicating voluminous work on the

part of the Bureau and the service provider. Also, the criminal

case agent would not have been apprized of significant

developments on the intelligence side of the case. Recently, b7A

| | The criminal case agent
would not have been in a position to assist us if he had not been
fully briefed in on the case. Due to the criminal agent's work,
a valuable source was successfully recruited.

Due to the complexities inherent in this
E;:;::]terrorism investigation, this case has been a Hdoint panrr
o

weesn the fallowinag acenciec. FRT

b7A

b2

[ | These cases involve | |

b7a

he purpose Of the 1investigation 1s to determine 1f these
businesses and/or their owners/employees are forwarding funds
overseas in support of terrorist activities.

The Information Sharing sections of the USA Patriot Act
have been critical in that the investigation is being conducted

Inrormation sharing between
the FBI and these agencies has been instrumental in identifying
subjects, conducting surveillance and obtaining various records.
Due to these Patriot Act provisions, intelligence information can
be shared which greatly affects the utilization of resources and
the focus of the case.

b7A




SEp@T

To: General Counsel From: | b7E
Re: 66F—HQ»C136426 03/18/2004

bl

b7a

] This investigation was initiated based on

information sharing between intelligence agencies, and
FBI. This aspect of intelligence sharing between agencies in the
intelligence community has been a_tremendous asset in this
investigation, particularlyv withl]| I

At the outset of this investigation, a parallel
criminal investigation was initiated, which at the time was still
under the mandate of the previous guidelines which forbid
information sharing between intelligence and criminal
investigations of the same subject. This was an excellent
opportunity to witness the difference between the guidelines when
a "wall" existed and the new guidelines where the "wall" was
removed between criminal and intelligence investigations. Under
the criminal investigation, subpoenas were issued for toll
records and financial information. Since this was during the
"wall" period, the criminal agent and the intelligence agent
could not and would not be in the same room while there was
information received as a result of the subpoenas. Likewise,
when intelligence information was received from a linked FISA
investigation, the criminal agent would remain completely unaware
of the new intelligence which could aid in the direction of the
criminal investigation. The AUSA assigned to the investigation
was particularly uncomfortable with the investigation for fear of
violating the guidelines of influencing the intelligence
investigation. This placed the AUSA in a precarious position:
needing to know all the information from both aspects of the
investigation and yet not wanting to mistakenly report
information from the criminal agent to the intelligence agent and
vice versa. The "wall" procedures hindered the investigation of
terrorism cases tremendously.

After the "wall" was removed, the difference in the
investigation was obvious and significant. Meetings between the
USA, AUSA, intelligence agents, criminal agents were regular and
productive. This allowed a team aspect to investigations between
the USA's office and the agents in the field.

Practical aspects of information sharing involved less
repetitive effort duplicating information. An example of this
would be information from subpoenas and National Security Letters

4

SECRET
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To: General Counsel From: I
Re: 66F—HQ—C13642“ 03/18/2004

b2
|

(NSL) . Before, the criminal investigation could not have any
information gathered as a result of a NSL and likewise with
intelligence investigations having information gathered from a
subpoena. This required two documents to be issued per one piece
of information.

b7

Since the implementation of the new provisions,
information from this investigation has been shared with several
other FBI field offices which has resulted in an expanded picture
of potential terrorist activities within the United States. This
provision is crucial to the ongoing effort against terrorist
threats to the United States.

New Standard for FISA Pen/Trap - Section 214 of the
Act.

b7a

T CotIICw -

b2
bIE

b7a

The old standard of ‘'"specific and articulable
Tacts™ that the line was used by an agent of a foreign power was
changed to a relevance to terrorism gtandard.] ]

b7a
b2
b7E




SERRET

. To: General Counsel From: -
Re: 66F—HQ—C13642‘ 03/18/2004

Changes to "Primary Purpose” Standard for FISA -
Section 218. Section 504 amended FISA to allow personnel
involved in a FISA to consult with law enforcement officials.

mnnﬂﬂnn

b2

b2

281Fl |66686: Information was shared from the case agent in the b7E
above referenced 199(Q| |66215 investigation under Section 218
and Section 504 with the criminal investigator and federal
prosecutors to convict one of the subjects of this investigation.
Having the criminal side fully apprized of all of the
intelligence was of great benefit as this helped in the
coordination of surveillance and the interviews of certain
individuals connected to this investigation. After completing
his sentence in federal prison, this particular subject of this
criminal investigation will also be deported from the United
States. All of this was facilitated by the sharing provisions
under the USA Patriot Act.

51
, b7A
31 e
]Sectlon 218 has enabled the 1intelligence b7C
TECTEIVED T IOMm egn intelligence/security agency regarding

subject to be shared with federal prosecutors both in two
Divisions. This is an ongoing investigation.

This intelligence investigation was opened based

solely on information provided by the subject of above referenced
closed 1990Q 66215 investigation. This information alleged the b2

b7E

| Through the coordinated etfforts ot
various divisions and resident agencies, information was received b7A
from several foreign intelligence services regarding subiject.

This intelligence included information about | |

bé

b7C

As a direct result of being able to share this intelligence under
Section 218 and Section 504 of the USA Patriot Act with other
agencies involved with this investigation,

Without these referenced provisions of the USA Patriot
Act, this coordinated investigative effort between a multitude of
various federal, state, local, and international law enforcement

6
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".To: QGeneral Counsel From:

b7

Re: 66F—HQ—C13642‘ 03/18/2004

agencies would have been much more difficult with possibly a much
different result.

The changing of the FISA standard from a "primary

purpose" to "a significant purpose" has had a dramatic impact on
terrorism cases and this particular investigation would not have
been possible without this change. This investigation centered
onl |

| The FISA coverage of the subject wag initiated

after intelligence indicated that |

| This

information would fall primarily in the criminal aspect of a
terrorist attack and negate the "primary purpose" standard for
FISA coverage since the purpose was not to gather intelligence
but to use the criminal justice system to stop a terrorist
attack. As a result of the changing standard, FISA coverage was
initiated and further information was gathered to accurately
assess the threat.

New Standard for Business Records under FISA - Section
215.

e have obtained INSLS for records from a b2

bz

b7E
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+To: General Counsel From: |
Re: 66F—HQ—C13642‘ 03/18/2002 b7%

~

b2

.

LEAD(s) :

Set Lead 1: (Info)

GENERAL COUNSEL

AT WASHINGTON, DC

Read and clear.

*"




ALT TNFORMAT
HEEEIN IS
DATE 08-15-2

SETFIED
BY 65179 DMH/EJ/05-cv-0845
(Rev. 01-3 }:—2003) .

‘ ' reperf BUREAU OF INVEST@ATION o
S

b6
Precedence: PRIORITY Date: 03/18/2004 b7C
To: General Counsel Attn: Investigative Law Unit
attn: | | Rm 7326
From: | b2
CDC B2 b2
Contact: SSA| I I be
Approved By: ‘ b7C
bé
Drafted By: mrs BIC
Case ID #: 66F-HQ-C1364260-2 (Pending)
66F-HQ-C1384970-%14
Title: USA PATRIOT ACT
SUNSET PROVISIONS \
Synopsis: Providing OGC, ILU with information concerning
provisions of the Patriot Act subject to the Sunset Provision.
Reference: 66F-HQ-1085160 Serial 57
66F-HQ-C1364260 Serial 1
Details: A suxvey conducted among the Supervisory Special
Agents in thd |division indicate that, by far,
the most important and utilized provision of the Patriot Act
has been the delegated authority to the field to utilize NSLs
in appropriate investigations. Also the ability to share
information between intelligence investigations and criminal b2

investigations has proven invaluable.

As to the specific = of the Patriot Act
subject to sunset provisions[fffzif;;zrhas no anecdotal or
gtatistical information to provide

b7E
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General Counsel From:

Re: 66F—HQ-C13642‘ 03/18/200Z

LEAD(s) :
Set Lead 1: (Info)

GENERAT, COUNSEL

AT INVESTIGATIVE LAW UNIT

Read and clear.

*
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b7E




(Rev. 01-31-2003)

@ERAL BUREAU OF INVESTIGAION «
%‘3
e b6
Precedence: ROUTINE Date: 03/16/2004
b7C
To:i/é;neral Counsel Attn: | |
Investigative Law Unit
From: | o2
Legal Unit b7E b2
Contact: SSA | |, cpc, | | b6
L ! b7C
Approved By: —
bé DATE 09-09-2005 BY £517% DMH/EM
Drafted By: | Ldlk
b7C
Case ID #: 66F-HQ-C1364260-35 05-Cv-0845
66F-HQ-C1384970- %IS!
Title: USA PATRIOT ACT
SUNSET PROVISIONS
Synopsis: To report the] luse of USA Patriot
Act sunset provisions as requested in referenced EC. o
Reference: 66F-HQ-C1364260 Serial 5 b7E
Details: To report | lpositive use of
investigative tools provided by provisions of the Patriot Act,
subject to a legislative "sunset" clause.
Information Sharing ( Section 203) Marxc 4. v ri
to Joint Terrcorism Task Force agents to b2
b7E
of
SUSpTCrCoO 5% TOII T X IrSser . Ty POV IuT crreomstarrcral evidence
of suspect materially supporting terrorism.
b2
Use of Federal Grand Jury Subpoenas.
Roving FIS4 Surveillance - Section 206 - The | | b2

| [RA Joint Terrorism Task Force | | b7E




To: General Counsel From: -
Re: 66F-HQ—C1364’, 03/16/2004 .

l b2

b2

b7E

New Standard for FISA Pen/Trap (Section 214) - This technique has
been utilized multiple times within our district. Information
from this technique has led to discovery of other suspects.
Other investigations are ongoing. This investigative tool has
been used with electronic communications | | »2

! b7E

Changes to "Primary Purpose" Standard for FISA( Section 218) - amended under
Section 504 - coordination w/ law enforcement under FISA. - FISA
information is shared routinely with all cleared personnel
involved in the Joint Terrorism Task Force.

New Standard for Business Records under FISA ( Section 215) - thel I b2

b7E

The following sections are not listed in the referenced EC, but are included due to their
value to investigators:

Scope of subpoenas for records of electronic communications (Section 210) - the b2
foutinely uses Grand Jury Subpoenas to cover leads and further investigate
suspects in Joint Terrorism cases. Thg Erocesses approximately 10 National ®’*
Security letters per week, covering ECPA, RFPA an .

Modification of authorities relating to use of pen registers and trap and trace devices
(Section 216)
b2

Novemher 2003 Pen's initiated onl ]

b7E

Investigation by Joint

ierrorisii Iask FOorce COIULIIULIIG.

Defendant | |is charged in a federal criminal
complaint in [with Unlawful Flight to Avoid Prosecution
(UFAP). He was charged by local authorities with trafficking in

marijuana, possession of marijuana, and conspiracy. There is

also a federal investigation open for making threatening b2

communications. | b7E
bé

[ 1 1 |-Louisville, p7e

Ky., and| | Dallas, Texas.) The PATRIOT

Act allowed us to obtain { n/tr r f i

Judge in our district for

|- This saved a




b2

To: General Counsil From: | |

Re: 66F-HQ-C1364 03/16/2004 . b7E
b6
great deal of time and meant that we did not have to involve b7C

AUSAs from two other districts] |remains a fugitive.

—

bl
b2
b7E
bé
b7C

b7a
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To: General Counsel From: [47 4] bR
Re: 66F-HQ-C1364:., 03/16/2004 .

LEAD(s) :
Set Lead 1: (Info)
GENERAL COUNSEL

AT WASHINGTON, DC

Read and clear.

*"




DATE: 08-29-2005
gE E?‘ FEL INFO. :
CLASSIFIED BY £5172 DMH/KJS05-cv-0845
ATT. THEORMATTON COMTATNED CLASSIFIED BY &517% DMH/RJS05-cv-0845

E O - a7
FIED EXCEDT REAZON: 1.4 ()

31.2003) HEBREIM IS UNCLASE i o
(Rev. 01-31-2003) DECLASSIFY ON: 08-29-2030

WHERE SHO®H OCTHERWIEE

reEDERS. BUREAU OF INVES @3ATION

Precedence: DEADLINE 03/19/2004 Date: 03/17/2004 b
To: General Counsel Attn: ILU, Room 7326 b7C
Attention: | |
From: b2
Squad 2
Contact: SSA | bm'1| I b2

i b6
Approved By: I lﬁn}&fx/ b7C
b6
Drafted By: | I%?é;ﬁLq
. b7C

Case ID #: 66F—HQ-C1354260;;é,.

Title: USA PATRIOT ACT
SUNSET PROVISIONS

Synopsis: To provide a brief narrative summarizing | hse v7E
of several authorities implemented by the USA Patriot Act which are
subject to sunset provisions. Referenced lead covered.

Reference: 66F-HQ-C1364260 Serial 5

Details: Above referenced communication requested offices to provide
the Investigative Law Unit (ILU), Office of the General Counsel
{(OGC), with "statistics, good examples or anecdotes, or at the very
least, a brief narrative summarizing the benefits the office has
received from the provisions...."

b2
To that end, provides the following information:

b7E

1. Voice Mail - Section 209 of the Act permits law enforcement to
obtain a search warrant or court order for voice mail messages
maintained by a communications provider under 18 USC 2510 or 2703.

U 1
Lﬁ#rﬁg]w{e T , l: S Il
. echnnigue ; . |

valuable tool. In an emergency situation obtaining a search
warrant would be much faster and less complicated than bl
obtaining an emergency Title III.
b2
bIE




bl
b2

b7E

bl
b2
b7E

SEREET

b7E

bl
b2

b7E

b2
To: General Counsel From:
Re: 66F—HQ—C1364’, 03/17/200%
2. Nationwide Search Warrants for email - Section 220 of the

Act permits the issuance of search warrants with nationwide
jurisdiction to an electronic communications service provider
under 18 USC 2703.

—

J izl

3. Voluntary Disclosures by ISPs - Section 212 of the Act
permits communications providers to voluntarily disclose the

contents of communications to protect life or limb or their rights or

property.

bl

: b2
115 oz

4. Information Sharing - Sections 203 (b} and (d) of the Act
permit the sharing of information between criminal and
intelligence investigations.

{E]

I rl5A coverage oOn a Cclose assocliate provid

ed

invaluable information on the first subject, in particular the timing
of his arrest, as he was in the process of leaving the country on
extremely short notice (the arrest was made at the airport.) The IT

subject ultimately pleaded guilty to a White Collar Criminal ch
was denaturalized, and deported out of the country.
provide a more detailed, classified, case review upon reques

5. Intercepting Communications of Computer Trespassers -

Section 217 of the Act permits a computer owner/operator
to provide consent for law enforcement to monitor the
activities of a computer trespasser.

31
6. Expanded Title III Predicates - Sections 201 g%é 202 of the
Act permit the use of court authorized electronic
surveillance (i.e. a Title III) in investigations involving
chemical weapons (18 USC 229), terrorism (18 USC 2332a,
2332b, 2332d, 2339A and 2339B) or computer fraud and abuse
(18 USC 1030.)

gt

SERRET

arge,
can

b2

b7E

bl
b2

b7E




SEGEET
I

To: General Counsel From: o
Re: 66?—HQ—C1364:‘, 03/17/2004

- ‘.h bl

b2

7. Roving FISA Surveillance - Section 206 of the Act permits bIE

roving surveillance where the target is attempting to thwart
electronic surveillance. e

| However, | |
antITIPares TIE INCreased UsSe Or TIIS Imporctanc authority to combat
the increasingly sophisticated trade craft employed by IT and FCI b2
subjects. b7E

8. New Standard for FISA Pen/Trap - Section 214 of the Act
authorizes a FISA Order for a pen register or trap/trace based upon
the standard that such is relevant to the investigation. bl

8y Lo

b7E

9. Changes to the "Primary Purpose" Standard for FISA Court
Orders - Section 218 of the Act authorizes the issuance of a FISA
Court Order where foreign intelligence gathering is a "significant
purpose" rather than the '"primary purpose" for the Order.

This provision along with the inf i aring provisions are
the cornerstones of the PATRIOT ACT. tffififf:frhas had great success
in the sharing of FISA information tc asgsist members of the :
Intelligence Community (IC) as well as other criminal agencies, and
the US Attorneys Office. 1In one particularly noteworthy example, the
subject of a two year long FISA was subsequently arrested on a
weapons charge stemming from an incident that happened prior to b2
9/11/01. 1In preparation for the trial, | | b7E
coordinated closely with the AUSA's office to i1dentify potentially
useful FISA cuts in preparation for a trial. While the subject
ultimately pled guilty prior to trial, significant time and resources
were committed to reviewing the FISA cuts in_preparati
coordinating a unified strategy between tjel l the
AUSA's office and the arresting agency. | can provide a
more detailed, classified, case review upon request.)

10. New Standard for Business Records Under FISA - Section 215
of the Act permits the issuance of a FISA Court Order for
record production where the information is relevant to
an investigation.

° 18]

‘Xgéin, however,[::::]
considers this authority to be extremely valuable, in

particular when the use of a National Security Letter (NSL) is not
authorized or appropriate. bl

b2
bPTE
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To: General Counsel From:

Re: 66F~HQ-C1364:’, 03/17/2004

LEAD(s) :
Set Lead 1: (Info)

GENERAT, COUNSEL

AT WASHINGTON, DC

Read and Clear.

L 44
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< CATRL THFORMATTION IMNED

u i “3IFIED EXCERT 'S
WHERE SHOWN OTHERWISE S%E
{Rev. 01-31-2003)

FEDER{). BUREAU OF INVESJJFATION
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\%% 4

Precedence: DEADLINE 03/19/2004 Date: 03/18/2004
V/f;: General Counsel Attn: Investigative Law Unit |
b2
From: I | .
Squad 1 . T b6

Contact: CDC| |

b7C

Approved By:éﬁ

|
Drafted By: l Ie${/é;//) b6

b7C
Case ID #:166F-HQO-C1364260 (None)
06F-HQ-C13843970 (None)
Title: USA PATRIOT ACT
SUNSET PROVISIONS
nopsis: To vide a brief narrative summarizing benefits

has received from specified provisions of USA 2

PATRIOT Act. b7E
Reference: 66F-HQ-C1364260 Serial 5
66F~HQ-C1384970 Serial 7564

Details: Field offices were requested to provide OGC with
statistics, good examples or anecdotes, or at a minimum, a

brief narrative summarizing the benefits the coffice has

received from the specified sunset provisions of the USA b2
PATRIOT Act. Listed below are the specific provisions

b78
rﬁghgdulgd_ig_ﬁunaat with brief commentary regarding use by the
bl

b2
Voice Mail - Section 209:

b7E
bl Nationwide Search Warrants for E-Mail and Associated Records -
Section 220:
b2
b7E ig:l
Voluntaryv Disclosnres - Section 212-
()
bl
b2
b7E

55179 DMH/KJ/05-cv-0845



bl
b2
b7E

bl
b2
b7E

SESRET

To: General Counsel From:
Re: 66F-—HQ—C136426), 03/18/2004 - b7E

Information Sharing - Section 203(b) and (d):

b2

- | Some but not all speclilC case examples QJFE%

include the following:

1) 1In 315Q{__]56983, information was obtained from a criminal
case CW regarding the subject of a foreign intelligence
investigation who was suspected of planning a terrorist act.
Sharing of intelligence information developed regarding the
subject led to the interception, arrest and anticipated
deportation of the subject.

2y 1 | intellicgence information was shared

b7E

b7a

3) In| | pen register information obtained b7A

through a traditional criminal court Order directly supported
a FISA application which has been prepared and forwarded to
FBIHOQ.
4y 1In an intelligence investigation,
information was developed regarding| ]

This information was b7A

provided tO | ]

Expanded Predicates for Title III - Sections 201 and 202:-

Roving FTSA Surveillance — Section 206-

New Standard for FISA Pen/Trap - Section 214:

Changes to "Primary Purpose™ Standard for FTSA - Sectjon 218:
—_—

q(E'-Zl

TIT JrarCTIry

is pending before OIPR was developed through file number 315N-

These appllications 1nrormacion obtained tnrough traditional
criminal investigative methods has been shared and

incorporated into the application. The FISA application which b2

6807. b7E

L
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b7E

bl
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b7E
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To: General Counsel From:
Re: 66F—HQ—C13642&, 03/18/2004 IR

Mo O+ =orndoard €Ay Riicincess Rocnyds yindery BIQA - Saction 215

b7E

bl

b2
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To: General Counsel

From:)g;;;::::] bz
Re: 66F—HQ—C1364@, 03/18 ‘ bTE

LEAD(s) :

Set Lead 1: (Discretionary)

GENERAL COUNSEL

AT WASHINGTON, DC

Read and disseminate as appropriate.

*




- | ALL INFORMATION CONTAINED
: REIN IS LASSIFIED
UATE 0B8-15-2005 BY 65179DMH/KJ/05-cv-0845
(Rev. 01-31-2003) UATE (8-15-2005 8Y & SDMHS KT/ cv-D54

rEDER#) BUREAU OF INVESRSATION

9%

Precedence: ROUTINE - Date: 03/19/2004"
: _ ; b7C
To: General Counsel Attn: | | ILU, Rm. 7326
l/ b2
From:
l_c_rElon act: | || | PTE pp
.1/ ' ’ bé
Approved By:\ﬂ l B7C
b6
Drafted By: | l
b7C

Case ID #: ese;F-HQ-c1364;260—35;’“‘il
66F-HQ-C1384970-

Title: USA PATRIOT ACT
SUNSET PROVISIONS

Synopsis: This EC co i uple of anecdotes regarding the
benefits conferred on nvestigations by the Patriot Act.

Reference: 66F-HQ-C1364260 Serial 5

Details: While attempting to gather infarmation for a full

response to the referenced serial, Icould not locate b2
reliable data on the impact that lapsing Patriot Act provisions bTE
have had on investigations, butl is happy to
report that Agents provided a couple of ig €rescting anecdotes.
b2
bé
b7A
b7C
b7E

| This vital information led to tﬁe issuance of 8
indictments and the seizure of numerous bank and financial
accounts totaling nearly $600,000.00.

Since the enactment of Section 504 of the Patriot Act,
gents operating FISAs have been jable to use
intelligence generated therefrom to aggistl criminal Agents and
criminal AUSAs in prosecuting the |case. Foreign PY7E
intelligence information, e.g. travel information, collected
through use of FISC-authorized electronic |[surveillance in the

b2




To: General Counsel From: [ ]
Re: 66F—HQ-C13642. 03/19/2004 I

caseg involvinal

‘.' b7E
i L and | |
[has aided the criminal investigations and
subsequent prosecutions of these subjects.
it will-

Ifl llearns of other relevant anecdotes,
provide them ToO € Investigative Law Unit immediately.

*"

b7A
b6
b7C
b2
b7E
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BY 6517% DMH/EJ/0S5-cv-0845

(Rev. 01-31-2003)
ALL INFORMATTION

COMTAETNED
ERETM TI¢ SIFIED EXCEPT

WHERE SHOWHM OCTHERWIEE

ser

FEDERAL BUREAU OF INVESTIGATION

@)

Precedence: ROUTINE Date: 03/19/2004
To: yGeneral Counsel Attn: Vf%vestigative Law Unit bé
Room 7326 b7¢

From: | b2

Sguad [ - Chief Division Counsel (CDC) b7E

Contact: | |—|

— b2
Approved By: ﬂ§}/ b6 bé
. b7C
Drafted By: | I3 b7C
Case ID #: (U) _66F-HQ-C1364260 (Pending)'*gl b7a
(o) lYPending}Vézfi
Title: (U USA PATRIOT ACT
SUNSET PROVISIONS
Qunongige (1Y Thie communication reports examples of the b2
use of portions of the USA Patriot Act 7B

WITLCIT Will sSunsec 1 2005. b7E

&Q”HH eri rom : =

sify On:

Administrative: (U) Reference is made to the 02/27/2004
electronic communication (or EC) of the Office of the General
Counsel.
Details: {(U) The following are examples of thej | b2
[ juse of portions of the USA Patriot Act which will
sunset in 2005: b7E

(U) Nationwide Search Warrants for Email and
Associated Records

—

(5]

(U} Information Sharing

bl

b2
SECRET

b7E

SECRET




bl
b2

bL7E

: SE/BE:ET
SRGKET

To: General Counsel From: | | . b2
Re: (U) 66F-HQ-C1364260, 03/19/2004 bTE

bl
b2

:E%{: The referenced EC requested specific examples
relating to Sections 203 (b)Y and (d) of the USA Patriot Act. . b7E

(8]

{ BUC The following 1is

orrered:

(]

Relevant 7k53

information developed in the criminal investigations was shared
with those in charge of the international terrorism
investigations, and vice versa.

- . .

- The Joint Terrorism Task Force
(JTTF) estéblished Iiaison with the U.S. Department of Education
and the IRS - Treasury Inspector General for Tax Administration.

(-

The Department of Education offered to share
informatiofh regarding foreign students under the provisions of b2
the Patriot Act, provided that the requesting JTTF member attests
that terrorism may be involved. Information available includes
extensive background data concerning students who have requested
grants. To date, two reguests have been gsubmitted to the
Department of Education. These requests are pending.

bL7E

cm”“zgi The JTTF received a similar offer
from IRS - Treasury Inspector General for Tax Administration to
share information regarding potential terrorist subjects.
Information includes a query of a threat database maintained
regarding individuals who have expressed anti-government
sentiment, specifically tax protesters. Information to be shared
is limited to whether an individual posed a possible threat, or
did not pay taxes based on anti-government beliefs. This
information is most useful regarding domestic terrorism cases.
To date, two requests were been submitted, but both yielded
negative results.

(U) Roving FISA Surveillance

X 1

A= AN VYV s L AALINACA DL UL L T8 T 117 LAl

SEEKET ot

b2

b7E




- SBEEET
e e

To: General Counsel From: | | . b2

Re: (U) 66F-HQ-C1364260, 03/19/2004 b7E
bl
b7E

(U) Changes to "Primary Purpose" Standard
for FISA

< 151

bl

b2

b7E




. . SEBRET

2
To: General Counsel From: | ‘ b
Re: (U) 66F-HQ-C1364260, 03/19/2004 b7E
LEAD(s) :
Set Lead 1: (Discretionary) .

GENERAL COUNSEL

AT WASHINGTON, DC

(U) For information and discretionary action.

L 24
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{Rev. 01-31-2003) ‘

FEDERAL BUREAU OF INVESTIGATION

mmmﬁ

Precedence: ROUTINE Date: 03/19/2004
To: General Counsel Attn: | : ]
Investigative Law Unit b6
Room 7326 .
International Operations Attn: SSA| | I0U-IIn7c
b2
b2
From: , | .
b7E Contact: | | 5 b6
Approved By: | ﬁ//ﬁ/ {\ b7C
ALL TNFORMATION CONTATNED b6
. HEREIM IS UNCLASSIFIED EXZCEPT
Drafted By: I h{'mhr WHERE SH;WH OTH;RWIFJE}
biC
Case ID #: 66F-HQ-C1364260 (Pending) 3,;,_
DATE: 0B-15-2005
Title: USA PATRIOT ACT CLASSIFIED BY 65179 DMHE/KJI/05-cv-0845
° REASCN: 1.4 (d) :
SUNSET PROVISIONS DECLAZSIFY QN:JSE—]_S—SE%SG
Synopsis: To provide examples of use of Patriot Act provisions.
Lead covered at
b2
Reference: 66F-HQ-C1364260 Serial 5 BIE
Details: l has utilized provisions of the Patriot Act b1
as it relates to e-mall communications | ]
b2

118 Jore

l lThese cases involved the utilization of Hotmail and/or
© accounts by Subjects for the purpose of communicating with
victims or the families of victims.

contacted the U.S.

Department of Justice (DOJ) Office of International Affairs Efiﬁ) b2
and Computer Crime & Intellectual Property Section (CCIPS).

| ] 2703 (£) preservation letters were submitted, b7E

subsequently 2703(d) letters were drafted and submitted by DOJ.
[:::::%::]involved the utilization of Hetmail o mﬁﬁl for

communication betw in ar omicide
investigation. both Hotmail and Yahoo were
utilized in an attempt to extort funds from the Argentine

subsidiary of a large United States accounting and financial
services firm.

a kidnaping was resolved,; and
a victim rescued, as a result or the voluntary release of non- b2
content Hotmail e-mail data by MSN. In this investigation, MSN

b7E

TS EC

SEERET




SB‘QQET —

To: General Couns rom: ‘/
Re: 66F-HQ-C13642 03/19/2002 ‘
bl
b2
based attornevs worked in conjunction with b7E

51




SELRET

. / b2
To: General Couns From: | | é
Re: 66F-HQ-C13642 y 03/19/2004 . B7E

LEAD(s) :
Set Lead 1: (Info)

ALL RECEIVING OFFICES

For information.

\24




5 ET ALL THEFORMATION CONTATMED
HEREIN IS UNCLASSIFIED EXCEET

WHEFRE SHOWN COTHERWISE

FEDERA{)BUREAU OF INVEST:ATION

(Rev 01-31-2603)

Precedence: DEADLINE 03/19/2004 Date: 03/18‘,%%1%04
To: General Counsel Attn: _ILU. Room 7326  °
b6
biC
Vi .
Contact: b7E b6
) | DATE: 09-12-200% B7C
Approved By: )]—\f“ REAsoN: 1.4 ()
DECLASSIFY ON: [9-12-2030 bs
Drafted By: | |
232 . 05-CV-0845 b7C
Case ID #: 66F-HQ-C1364260~ ~ (Pending)
Title: USA PATRIOT ACT
SUNSET PROVISIONS
Synopsis: Response to OGC request for information on Patriot Act
utilization.
Reference: 66F-HQ-C1364260 Serial 5
Details: The has had the opportunity to b2
utilize variousS Patriot AcCt provisions, most frequently, by b7E bl
taking advantage of the new legal standards related to FISA
techniques. b2
b7E
The new information sharing capabilities has allowed b2
the| to share important information with the
intelTigence community, most notably in the following cases: b7E
bl
e
: |:‘:Ill b7A
bé
) S:lb';c
bl
b7A
bé
b7C

i 4 4 . - -
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SEXRET

Té: General Counsel From: | | b2
Re: 66F—HQ—C136426‘ 03/18/2004

b7E

/iS>b1

b6
b7C
The Patriot Act has also allowed information sharing
bhaotwaan tha aximinal dnvackigation and intelligence investigation bl
L2 b7a
A nationwide search warrant for _electronic bé
communication records was utilized in ths A1E)
investigation, providing for more efficielt USE Or INVEStIgative b7cC
resources.

bl
bé
b7C

SEGRET
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Tc*: General Counsel From:

Re: 66F—HQ—C1364266 03/18/2004

LEAD (s} :

Set Lead 1: (Info)

GENERAL COUNSEL

AT WASHINGTON, DC

Read and clear.

&¢

SEAEET
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E: 08-15-2005
(Rev. 01-31-2003) ; 9 DMH/RI/05-cv-084
. b6
b7C
Precedence: ROUTINE Date: 03/19/2004
To: General Counsel Attn: I l ILU
Rm. 7326
From: | | b2
Squad #1 bTE b2
Contact: l bé
: b7C
Approved By: |
b6
Drafted By:
b 2% b7C
Case ID #: (U) ‘/66F—HQ—C1364260’ (Pending)
(U) 66F-HQ-C1384970” (Pending)
$i6T
Title: USA PATRIOT ACT b2
SUNSET PROVISIONS
b7E
Synopsis: (U) The]| | is providing examples
of utilization of USA Patriot Act provisions.
(SECRET) Deri om : Multiple Sou
See Clasgificati Tity Reference
Section.
Classification Authority Reference: Eg(ziuﬁ
Details: (U) Reference FBIHQ (ILU,OGC) EC to All Field Offices
dated 02/27/2004.

(U) The referenced EC requested that each field office
provide statistics, examples or anecdotes, or a brief narrative
summarizing the benefits which the office has received from the
use of sgpecified sunset provisiong of the USA Patriot Act.

b2

(U) Accordingly, the two appropriate[:::]squads
dealing with FCI/DT/IT and Cybercrime were contacted and the b7E
following information was provided:

>

seoker
SERGET

1




SEREET
S%ET
To: General Counse, From: l l . b2

Re: (U) 66F-HQ-C1364260, 03/19/2004 b7D

(U) The FCI/DT/IT squad had one example each of its
utilization of the Information Sharing provision and the Changes
to the Primary Purpose Standard for FISA. The following are the
examples provided, along with a comment regarding the New
Standard for Business Records under FISA:

(U) I. Information Sharing bl

b6

—
L
™

b7C

L
e |is)

bé

b7C

bl
bé

b7C .ll: S:l

bl
b2
b7E
b7D
bl % ) |: S :|
b2

SEPKRET
2 bl
bz
bB7E

SEXRET
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SE%T SE}{ET

To: General Counse’ From: I;] b2
Re: () 66F-HQ-C1364260, 03/19/2004 L7E
{1
bl
b7D
b2
b7E
(U) 1II. Primary Purpose Clause
L
. 18]
b7C
{15
bl
b7D
b2
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FED.AL BUREAU OF INVESTIGATI"

Precedence: ROUTINE Date: 03/19/2004
To: General Counsel ATTN: AGC] ] be
Investigative Law U‘%i% bIC
From: | | b2 ’
Sqd 2 b7E
Contact: CDC| l b2
A b6
Approved By: l ‘/Z— be
Drafted By: | |
< ‘ b6
Case ID #: 66F-HQ-C1364260° 2°(Pending) e

Title: USA PATRIOT ACT
SUNSET PROVISIONS

Synopsis: To provide Investigative Law Unit with examples of

usai(g of certain Tunsetted provisions of the USA Patriot Act by
the

Details: Per the request contained in the OGC, ILU EC dated
2/27/2004, captioned as above, the following is a synopsis of b2
instances where certain provisgions of the USA Patriot Act, b7E
subject to being sunsetted on 12/31/2005, have been utilized by

Natiomwide Search Warrants for E-mail and Associated Records - Section 220 of
the Act enabled courts with jurisdiction over an investigation to issue a search warrant with
nationwide jurisdiction to compel the production of information held by a service provider, such
as unopened e-mail. Previously, the search warrant had to be issued by a court in the district
where the service provider was located. See 18 U.S.C. § 2703.

b2
305C 142731 Nationwide search warrant for AOL. bE
On April 3, 2003, an FBI agent frorr{ l had signed onto

America Online (AOL) in an undercover capacity. The agent had entered the AQL chat room
[ land encountered an individual using the AOL screen name| I
Indicated that he was running a list management program in the chat room and
advised that anyone wishing to join the list should type the words "list me." The Buffalo agent
tvned "list me® and shortly thereafter received an electronic mail (e-mail) message from
Embedded in the e-mail were nine images that depicted children engaged in
sexual activity. The minors observed in these specific images had been previously identified

thropeh the FRI'c Child Victim Identification Program. The agent subsequently initiated contact °°
with who then sent three additional e-mails to the agent. Two of the e-mails had 7€
an attached file that was a video clip of child pornography. The remaining e-mail again b2
contained embedded images of child pornography. oTE




b2
To: General Counsel From: | |
Re: 66F—HQ—C136426[.03/19/2004 || b7E

Based on additional investi @entiﬁeﬂ as | |
@a resident of information was provided to] |
which continued the investigation off IA search warrant was eventually 1ssued for b2
residence, at which time computer and other electronic evidence were seized. In an b7E

interview conducted during that search Jadmitted that he had engaged in the distribution

and receipt of child pornography. Forensic examination of the electronic evidence supported the
investigation; however, ought to identify any additional evidence thatl_t‘may b6
have retained on AQL's server, in e-mail, etc. As suchlt]\as obtained a search

warrant fol________JAOL account and intends to serve it during the week of March 15, 2004, It b7C
1 Lol d that the warrant to be served upon AOL, located in Dulles, Virginia, will allow

to determine whether additional evidence regarding the distribution. receint. or
possession of child pornography resides in| ount. In addition| may be
able to identify additi bjects, with who ay have exchanged such images, or
minors, with whon lnay have been communicating.
l 1 " rch warrants issued as follows: b2
] o Hotmail and Verisign bE
I o Catalog.com, Yahoo!, Hotmail, and Verisign
b7

An international group of "carders" (individuals who use and trade stolen credit
card information) was operating via the Internet using Internet Relay Chat channels and various
fraudulently purchased web sites. The carders needed individuals within the United States to
provide "drop" sites (addresses within the country of purchase to which fraudulently purchased
goods could be delivered for shipment to locations outside of that country).

Nationwide search warrants were used to obtain e-mail communications among
the carders. Search warrants issued o rovided information about the
fraudulent activities of the group including a drop site 1i In addition, e-mail
addresses for other members of the group were discovered. Nattonwide search warrants were

then issued or |> obtain information from the newly discovered e-mail addresses as
well as updating the mtormation from the previously known addresses.

The content produced by the e-mail providers in response to the Nationwide
resulted in the indictment of the individual operating the drop site located in
The Nationwide search warrants reduced the time needed to have the searches
executed and significantly reduced the number of FBL U.S. Attorney's Office, and Judicial b7a
personnel required to complete the search warrant process.

Intercepting Communications of Computer Trespassers - Section 217 of the Act
clarified an ambiguity in the law by explicitly providing victims of computer attacks the ability to
invite law enforcement into a protected computer to monitor the computer trespasser’s
communications. Before monitoring can occur, however, four requirements must be met. First,
consent from the owner or operator of the protected computer must be obtained. Second, law
enforcement must be acting pursuant to an ongoing investigation. Both criminal and intelligence
investigations qualify, but the authority to intercept ceases at the conclusion of the investigation.
Third, law enforcement must have reasonable grounds to believe that the contents of the
communication to be intercepted will be relevant to the ongoing investigation. And fourth,
investigators must only intercept the communications sent or received by trespassers. Thus, this

S




b2
To: General Counsel_ From: | |

Re : 66F—HQ—C136426.03/19/2004 . b7E

section would only apply where the configuration of the computer system allows the interception
of communications to and from the trespasser, and not the interception of non-consenting
authorized users. Additionally, based on the definition of a “computer trespasser,”
communications of users who have a contractual relationship with the computer owner may not
be monitored, even if their use is in violation of their contract terms (i.e. spammers). See 18
U.S.C. § 1030(e)(2); 18 U.S.C. § 2510 (20) & (21); 18 U.S.C. § 2511(2)(i).

Communications of Computer Trespasser Intercepted b7E

. : . o . b7A
An international group of "carders" (individuals who use and trade stolen credit

card information) was operating via the Internet using Internet Relay Chat channels and various
fraudulently purchased web sites. The carders would use proxy servers and free e-mail accounts
to conceal their identities on the Internet. Proxy servers change an Internet users origin IP

address to that of the proxy server such that only the proxy server knows the true point of origin.

Free e-mail accounts can be obtained without providing true identifica .D.n_s.u.c.b.as_nam.els
addresses, credit card numbers, etc. One such proxy server was locate and the

s a result, va
. With

consent from the server's owners, all Internet traffic that passed through the proxy port was
intercepted in accordance with the above Patriot Act provision.

Prior to interception, two e-mail accounts were known for the main subject. The
interception led to the discovery of three additional e-mail accounts used by the main subject.
The only connection between the e-mail accounts was that the subject logged onto all of the
accounts around the same time on numerous occasions. One of the newly discovered e-mail
accounts provided a real name and physical address information for an individual in Kuwait
believed to be the main subject. The other accounts provided additional leads that would not
have been possible without the interception of trespasser communications (e.g. one of the other
accounts was commonly used by the main subject in additional frauds making it simpler to
identify the fraud and connect them to the subject).

Any_questions concerning the irec b2
Sqd. 10 (Cyber) at] br SA | b6

b7C
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LEAD(s) ¢
Set Lead 1l: {Info)

GENERAL COUNSEL

AT WASHINGTON, DC

For information and possible use by ILU in support of
continuing usage of certain provisgsions of the USA Patriot Act
beyond 12/31/2005.
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Drafted By;p l |

05-CV-0845 b7C
Case ID #: (U) ©66F-HQ- C136426U/ Pendlng
(U) 66F-HQ- C1384970?\ ending)
Title: (U) USA PATRIOT ACT
SUNSET PROVISIONS
b2

Synopsis: (U) Narrative of the benefits thel |
JTTF has received from certain provisions of the Patriot Act. b7E

(X) - Deri rom -3
>B<:EU) De ity On:

Reference: (U) 66F-HQ-C1364260 Serial 58

b2

Details: ! Per the referenced communication, thel |
JTTF would cite two significant investigations to support
e renewal of the provisions of the Patriot Act that are
scheduled to sunset on December 31, 2005.
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To: ©Office of the General Counsel From: l |
Re: (U} 66F-HQ-C1364260, 03/16/2004 b7E

pricr to the submission of the request. The new standard under
Section 214 of the Patriot Act of "relevant to an ongoing
investigation to protect against terrorism” could be
established with the available evidence and the FISA request
was approved within a few months.

iU)°”““E8{ Based in part on the data obtained from the pen
registers, the case agent was able to establish that the
subjects were in contact with the subjects of other FBI
terrorism investigations.

ALE S This new information, combined with other
information, provided a basis for a FISA request to authorize
the interception of communications on the subject's cellular
telephone. This request 1s pending approval. This
investigation has been transferred to the Miami Division
because the subject moved to Florida.

< 181

bl
b7a

b2

>< b7E

bl
b7A

[ R
“bé} Further, it i1s anticipated that these records
will support additional allegations into individuals who have
previously been in control of money deposited into that
account and may support a FISA request to overhear
communications by the individual currently in control of those
funds.

1Ty - i ) , .
RS The information sharing provisions of the
Patriot Act are now so routine for task force members that it

SRERET

2

SERET




SPCRET
® _ e ®

To: Office of the General Counsel From: b2

Re: (U) 66F-HQ~C1364260, 03/16/2004 b7E

is almost unthinkable that these crucial toolsg wouild no longer

be availapblel
bl
b7Aa
b2
b7E

UL b1

As one] | JTTF member stated,
"because of the Patriot Act, one Investigator can now pick Uup p7g
the phone and have information from ICE, the Postal Service,
or the State Department at his fingertips." "It has created
one-stop shopping” that has enhanced the speed at which we can
recognize patterns of activity and can focus more gquickly on a
subject. Another investigator explained that he no longer
wastes time trying to convince companies to provide
information. They now comply immediately with requests
because the Patriot Act obligates them to respond.
"Investigations are no longer thwarted because of the
timeliness of the response to the request for information.™

(U) If requested, this Division will provide
additional examples of how the passage of the Patriot Act has p2
increased the ability of investigators to
obtain useful informatior——TmroTrorvromals and groups b7E

associated with terrorism.
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To: Office of the General Counsel From: b2
Re: (0) 66F-HQ-C1364260, 03/16/2004 b7E
LEAD (s) :

Set Lead 1: (Info)

ALL RECEIVING QFFICES

{(U) Read and clear

44




CALL TNFORMATION CONTATHED S&Hﬁf
EEIN IS ASSIFIED EXCEET

B

.
-0

w B
Precedence: ROUTINE Date: 03/18/2004
To: General Counsel Attn: _Investigative Law Unit
l bé
b7C
From: b2
Squad 1 .
Contact: Acting i&?} bIE | b6
b7C
Approved By:
\ b6
Drafted By: 6 | hdb b7¢C
—— ) N ‘%Q
Case ID #: £AF-HO-C1364260 (Pending) , 22 b7A

(Pendlng);) QB&Z&;Q?
Title: USA PATRIOT ACT
SUNSET PROVISIONS

. 2
Synopsis:[:::::::::]response to USA Patriot Act survey b

regarding use of the particular provisions scheduled to expire p7E
on December 31, 2005.

Reference: 66F-HQ-1364260 Serial 5

Details: After a review of whether any ofl

investigations have utilized the enhanced Investigative tools b2

which are gschednled to avynire agc nrovided hy the Datryiont Aot

(npcrny | b7E
‘ bl

I has used other investigative tools created by
provisions of the Act and these tools have had a crucial
impact on investigations. The greatest positive
impact is derive rom the ease with which[::::::%:]can now
issue National Security Letters ("NSLg") due to the reduced
signature authority of NSLs and the relevance standard.
Before passage of the Act, NSLs were less frequently used
because of the lengthy process required for issuance of NSLs.
OGC has access to the control file that would provide an
accurate number of NSLs isgsued since the passage of the Act.
To supplement that figure, polled the majority of the b2
agents who have used NSLg on the number of NSLs used and the bIE
importance that obtaining such information in a timely manner
was to their investigations. Based on that effort, it appears

SERRET




SEXRET

To: General Counsel From:
Re: 66F—HQ—C1364i60, 03/18/2004

b2

‘ b7E

thatl has issued well in excess of 100 NSLs since the 22
passage o e Act. More importantly, the information b7E
obtained from these NSLs has represented the full range of
information available to include financial records, E-mail

account information, telephone toll records, and consumer

credit reports. Invariably, the agents replied that the
information was crucial to their investigations to the extent

that the ability to succeed in the investigation hinged upon

the ability to obtain such information in a timely manner.

Many of the cases in which the NSLs have produced positive
impact are classified matters; accordingly, specific anecdotal
examples will not be provided in this response. The Counter
Terrorism squad supervisor has advised, in general terms, that
the matters have concerned potential threats wherein the quick
access to information from NSLs played a critical role in
accessing the credibility of the potential threats. The
Foreign Counter Intelligence squad has likewise show a
dramatic increase in its utilization of NSLs and expressed the
value that NSLs have provided to its efforts.

Furthermore,[::::::::]anticipates that the new ability to

obtain temporarily assigned network addresses by subpoena will
play a critical role in its newly established Cyber Squad in
intrusion cases. Thus far, that information has been already
obtained by other divisions involved in the same

investigations. b2

will continue to educate its agents on the tools b7E

created by the Act, including the provisions scheduled to

expire. If the investigative tools derived from the

rovisions with relevant expiration dates are employed in
l prior to December 31, 2005, lwill amend this

response.
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Date:

05-cv-0845
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Investigative Law Unit

Room 7326

b2

b7C
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Contact: CDC|

] bs

Approved By: |

Drafted By: |

Case ID #:66F-HQ-C1364260

l
GeF[ 117669

USA PATRIOT ACT
SUNSET PROVISIONS

Title:

Synopsis:

To provide information summarizingl

(Pending) -39
(Pending) -<4s70
(Pending) 4+

H

biC

DATE: 09-12-2005
CLASSIFIED BY 65172 DR&/KI b6
REASON: 1.4 ()
DECLASASIFY QN: 0%-1Z-2030

b7C
05-Cv-0845 b2
b7E
b7a

b2

reliance on several authorities implemented by the USA Patriot Act 4z
(the Act) which are subject to sunset provisions.

Details:

As requested in an electronic communication (EC)

dated

2/27/2004 to All Field Offices from the Office of the General Counsel,

offices were requested to provide the Investigative Law Unit
examples and/or statistics demonstrating the

with information,

(ILU)

benefits the division has received from certain provisions of the

Patriot Act.

Writer conducted a poll of all supervisors within the
Based upon responses

division seeking information described above.
the poll,[:::::f::Provides the following information:

b2

b7E

1. Voice Mail - Section 209 of the Act permits law enforcement
to obtain a search warrant or court order for voice mail messages
maintained by a communications provider under 18 USC 2510 or 2703.

bl

ig) b2

2. Nationwide Search Warrants for e-mail - Section 220 of the 44
Act permits the issuance of search warrants with nationwide
jurisdiction to an electronic communications service provider under 18

UsC 2703

SBERET

14y b1

b7E
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To: General Counsel From:
Re: 66F—HQ—C1364260.03/17/2004 bTE

3. Voluntary Disclosures by ISPs - Section 212 of the Act
permits communications providers to voluntarily disclose the contents
of communications to protect life or limb or their rights or property.

bl
which involved a domestic terrorism investigation arising from an B Eff
arson allegedly perpetrated by a radical animal rights group. b7
4. Information Sharing - Sections 203(b) and (d) of the Act
permit the sharing of information between criminal and intelligence ﬂ
investigations. ‘iﬂj

There ig ammr OVEIWNEIMIIIOIY DPOSICIVE IESPOISE alolg DOCUI CIIMINal oI
intelligence investigators to this section of the Act. The examples
of information sharing are too numerous to describe in detail,
however, two large scale investigations have benefitted immeasurably,
specifically:

a. Example A is a criminal case which involves two charitable
organizations found to have fund-raising ties to terrorist groups.
The matter began as an intelligence investigation, but information
was shared between criminal and intelligence investigators and will
likely lead to criminal indictments and substantial forfeiture.

b. Example B is a criminal investigation into a Middle East terrorist
group, with a parallel intelligence investigation into specific
members of the group. Through information sharing and the ability of
the criminal and intelligence investigators to work together, FISA
interceptions and search warrants have been used to provide extremely
valuable information for both the criminal and intelligence
investigators.

5. Intercepting Communications of Computer Trespassers -
Section 217 of the Act permits a computer owner/operator to provide
consent for law enforcement to monitor the activities of a computer
trespasser.

bl

b2

6. Expanded Title III Predicates - Sections 201 and 202 of a
Act permit the use of court authorized electronic surveillance inb7E
investigations involving chemical weapons, terrorism or computer fraud
and abuse.

ligp o=

b2
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To: General Counsel From:
Re: 66F—HQ‘-C136426('03/17/2004 b7E
7. Roving FISA Surveillance - Section 206 of the Act permits

roving surveillance where the target is attempting to thwart
electronic surveillance.

I R

|dilad assist another field office 1n 1iCSs

Utilizacion Of a roving FISA. Agents from the Division
monitored the roving FISA when the subject arrived in and
while the subject stayed in an area hotel.

8. New Standard for FISA Pen/Trap - Section 214 of the Act
authorized a FISA order for a pen reglster or trap and trace device,
based upon the standard that such is relevant to the investigation.

13

9. Changes to the "Primary Purpose" standard for FISA Court
Orders - Section 218 of the Act authorized the issuance of a FISA
Court order where foreign intelligence gathering is a "significant
purpose" rather than the "primary purpose.”

as slarlnig Or INIorImactloll betweell 1nctelligence alld

criminal agents was prohibited prior to the Patriot Act. See Examples

4a and b above.
10. New Standard for Business Records Under FISA - Section 215

of the Act permits the issuance of a FISA Court Order for records
production where the information is relevant to an investigation.

18]
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Set Lead 1: (Info)

GENERAL COUNSEL

AT WASHINGTON, DC

To provide information as requested by ILU. Read and clear.
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Date:
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bé

Attn: | |
Investigative Law Unit
Room 7326

To: Office of the General Counsel

b7C

b2

L-1
Contact:

From:

b7E
ADC | b

Approved By: | | |

%P

Case ID #: 66F-HQO-C1364260 (Pending)
(Pending)

Title:

b6

Drafted By: | b7C

b2

b7E
USA PATRIOT ACT

SUNSET PROVISIONS b7a
Synopsis: To provide the Investigative Law Unit, Office of the
General Counsel (OGC) the information requested via their EC
dated 1/23/04 regarding captioned matter.

all squads was conducted to obtain statistics, good example
and/or narratives summarizing the benefits has received
from the referenced sunset provisions. The result are as follows:

Detiffffszursuant to the above referenced request a canvass of
b2

b7E

Information Sharing- Section 203 (b This section of
the sunset provision was of great benefit to criminal and
intelligence matters being investigated. Having a hard wall
again between intelligence and criminal matters would greatly
inhibit law enforcement ability to conduct long term terrorism
investigations, which often falls into both categories.

2 as o - : asa I |

;Tth hotmail.com

in regards to 315N matter. This act was also used in the same
case to obtain information from yahoo.com, with unsuccessful
results.

New Standard for FISA Pen/Trap- Section 214:
n tw
Lﬁaffér. !

15)

b7E
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To: Office of the General Counsel From: Miami
Re: 66F—HQ—C13642' 03/23/2004
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To date, the other sunset provisions of the Patriot A"

have not been used in thel Ilead is b2

considered covered. b7E
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Case ID #: 66F-HQO-C1364260 {Pending)//g/ 05-CV-0845

66E 1384970 (Pending) -

661 5618

Title: USA PATRIOT ACT
SUNSET PROVISIONS

Synopsis: To advise the Office of the General Counsel (OGC) of
provisions of the Patriot Act used by that are set to expire
on 12/31/2005.

Reference: 66F-HQ-C1364260 Serial 5
66F-HQ-C1384970 Serial 7564

Details: Referenced Bureau communication requested field offices
to report the usage of provisions of the USA Patriot Act set to
expire on 12/31/2005. has used several of these provisions

to its investigative advantage in general criminal and
counterintelligence cases, but has made the most use of these
provisions in counterterrorism cases. Initially, however,
reports that Agents on several occasions have requested to make
appropriate use of important tools legislated in the Patriot Act
and each request has been denied by the Department of Justice
(DOJ), Office ntelligence Policy and Review (OIPR).
Specifically, has requested OIPR approval for "roving FISA
surveillance"” under Section 206 regarding known Intelligence
Cfficers (IOs) who_emfIOf counterintelligence techniques to avoid

detection. All of eguests have been denied. In addition,
WFO has requested the use of the new standard to obtain business
records under FISA and has been denied on each occasion. [::::g

notes that the same records may be obtained in criminal c&ases by

b2

b7E

b7E




b2
To: General Counse From:l |
Re: 66F-HQ-C13642 03/19/2004 . b7E

use of subpoena, yet the legislated tool in counterintelligence
and counterterrorism cases goes unused.®

In regard to Section 220 and the ability to obtain

nation-wide search warrants| has benefitted not only in
regard to the efficiency in which it can conduct its own
investigations | |, but also in regard to the b2
personnel resources it does not have to expend in obtaining
search warrants to be served in America On Line (AOL). In the P7E

pastl had expended significant resources in regard to the
liaison with the U.S. Attorney's Office in the Eastern District
of Virginia in drafting, and applying for AOL search warrants, as
well as the service of these warrants.

b7a

has used the authority in Section 212 of the
Patriot Act on occasions when the Assistant Director or the
Special Agent in Charge has found that information developed
revealed an emergency involving an immediate risk of death or
serious injury. In a number of cases, this provision allowed
to obtain the content of e-mail in response to threats (usually
over the Internet or e-mail), where the use of other more routine b2
provisions would have been much less timely or would have
required specific approval by the Attorney General. [:lused b7E
this provision to obtain access to e-mails wherein members of a
known terrorist group had e-mail traffic involving a discussed
attack (BKSSE::}224164). The provision was also used in
investigating a threat to a high ranking foreign official.

The new information sharing procedures of Section

203(b) & {(d) and the changes to the "primar pose™ standard
for FISA have significantly changed the way investigates
terrorism ca r both intelligence value and for criminal
prosecution. has participated in numerous investigations in

the last two years that have involved the participation of
investigators in foreign countries, criminal investigative

techniques, Assistant Unite es Attorneys and the use of
FISA. On several occasions, has obtained the express b2
authorization of the Attorney General to use FISA information in
criminal proceedings. Case Agents and others have commented that b7E
these investigations would never have operated as smoothly prior
to these Patriot Act provisions, and in some cases, the matters b7a
would have been almost impossible to complete. These changes
were most evident in] | 3150{:::P15590,and in the
b2
b7E
2




To: General Counse From: |‘ b2
Re: 66F-HQ-C13642 03/19/2001% . bTE
"Virginia Jihad" series of cases. In addition, the "significant

purpose"” standard has allowed the employment of the FISA
technique on indicted individuals, wherein significant foreign
intelligence has been developed. Such use of this technique
would not have been practically employed in the past under DOJ's
reading of the "primary purpose" standard.

Section 214 of the Patriot Act has enabled Agents
conducting CI/CT investigations to obtain pen register data on
the subjects of their investigations in a way that is much more
like the way their counterparts on the criminal side obtain such
authorization. However, significant resources could still be
saved by streamlining the process even further, by giving FBI
attorneys access to the FISA judges and by creating positions for
FISA magistrates. Pen register/trap trace 1is an important
investigative tool and could be used to a greater extent if the
process 1is made easier. It has provided useful and invaluable
information (65A 220066) regarding previously unknown contacts
on case subjects that may have gone unknown before when there was
a requirement to identify the individual as an agent of a foreign
power.

[:::]believes that all of these provisions, if utilized
to their fullest intended extent, are useful tools and should be
extended. Further, OGC and Congressional Affairs should continue
to seek further legislation to assist in investigative efforts.

b2
b7
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To: General Couns From:l l

Re: 66F-HQ-C13642 03/19/2004 . b7E
LEAD(s) :

Set Lead 1: (Discretionary)

GENERAL COUNSEL

AT WASHINGTON, DC

Will include wse of the Patriot Act in b2

justification to remove exXpiration dates from the various b7E
described provisions.
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Precedence: ROUTINE Date: 03/2422804
To: General Counsel Attn: Investigatjive Taw Init, FBTHQ
Room 7326,
bé
Chief Division Counsel bTE
Contact: I ' ALL TNFORMATION CONTATNED b2
HEFREIN IS UNCLABSIFIED EXCEPT
Approved BY: WHERE SHOWH OTHERWIZE bé
b7C
DATE: 08-12-2005 . bé
Dratted By: e
NS DECLAZSIFY QN: 09-12-2030
Case ID #: 66E-HQ-C1364260-(pending)
14 231 05-CV-0845
. b7E
Title: USA PATRIOT ACT SUNSET
PROVISIONS
Synopsis:l summary of the benefits the office
has received from Patriot AcCt provisions which will sunset or b2
expire on December 31, 2005, unless Congress acts otherwise.
b7E
Details: The has canvassed individuals who hav.

used some of THE Patriot Act investigative tools outlined in
serial 5, dated February 27, 2004, in file 66RH{Q-C1364260. The
following summary includes only those tools used or actively
congidered by the Division.

Roving FISA Surveillance-Section 206

e

The Case Agenc,| [ Characterized Chls auchority as botn
necessary and effective. While the roving authority did not
thwart a terrorist act, it better enabled the Agents to
successfully and more expeditiously conclude the investigation.
All participants agreed that the option to consider securing this
authority is critical in resolving serious IT and FCI matters.

New Standard for FISA Pen/Trap

For reasons of which OGC is aware, the lower
evidentiary standard to establish grounds to secure FISA
pen/traps has not been adequately exploited in IT and FCI

SBERET
\

b7E
b6

b7C
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ToO: General Counse From:
Re: 66F-HQ-C1l3642 03/24/200Z2 .

b2
b7E

matters. lhas submitted some requests, but until the
process 1is expedited and made more akin to the ease with which
criminal pen/traps are secured, the law has been of little
benefit. 1In fact, in at least one 315 case, criminal pen/trap

orders {(and grand subpoenas) were used largely because of the
perceived slow pace in using FISA technigques,_degpite the fact

that a full content FISA was later approved.

Changes to "Primary Purpose" Standard for FISA

The change to the FISA certification now requiring that
foreign intelligence be a "significant purpose” of the aputharity
sought has benefitted the FBI's mission in general, and l
investigations in particular, as it has made considering and/or
obtaining FISAs more possible under appropriate circumstances.

If nothing else, it has alsoc given Agents more flexibility in
determining how to most effectively use investigative strategies
to protect against terrorism and clandestine intelligence
activities. And similarly, consultation with prosecutors has
improved.

New Sta_nldard for Business Records for FISA

Improved based on recent changes allowing FBIHQ/OGC to bypass
OIPR, but the benefits have not been fully realized vyet.
L 44
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notes the process would appear to be greatlyuIj
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To: General Counsel From: l l
Re: 66F—HQ—C136426. 03/24/2004 . bTE
LEAD (s) :

Set Lead 1: {Info)

GENERAL COUNSEL

AT WASHINGTON, DC
For information and possible use by ILU in support of

continuing usage of certain provisions of the USA Patriot Act
beyond 12/31/2005.
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*ALL ORMATTON CONTAINED .
SECRET
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WHERE SHOWH COTHERWISE .
_{V(Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

/‘®f§

Precedence: PRIORITY Date: 03/22/2004
To: General Counsel Attn: _Investicgative Taw Unit e
Room 7326 b7C
b2
From: I l
Legal Unit bpg
Contact: ADCI I
‘ biC
Approved By: 1 -
bs
Drafted By:
Case ID #: 66F-HO-C1364260 (Pending)‘,f:/.//' bR
| (Pending) - $4()
197‘ |C233355 (Pending) “Lf b2
Title: USA PATRIOT ACT b7E
SUNSET PROVISIONS
Synopsis: To providel lresponse to request for
examples and summaries of use of investigative tools created by
the USA PATRIOT Act. Lead covered. b2
b7E

Reference: 66F-HQ-C134260 Serial 5

Details: This EC provides a brief narrative summarizin

use of investigative tools created by the USA PATRIOT
Act. A canvas was conducted of all squads in the Los Angeles
Division and the following details the results:

Voice Mail - Section 209 of the Act enabled law
enforcement to obtain all voice mail which is stored by a
communications provider, including unopened voice mail, using the
procedures set forth in 18 U.S.C. §2703 (such ag a search
warrant). This also applies to other wire communications as
defined by the statute. Voice messages stored and in the
possession of the user, such as messages on an answering machine,
are not covered by this statute. Previously the law was vague on
the standard required to compel production of a stored voice mail
message, leaving the possibility for argument that a wiretap
order was required. See 18 U.S.C. § 2510; 18 U.S.C. § 2703.

bl

b2

b7E
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To: General Counsel Fa_.kz I .
Re: 66F-HQ-C1364260, 03/22/2004

b2

b7E

Nationwide Search Warrants for E-mail and Associated
Records - Section 220 of the Act enabled courts with jurisdiction
over an investigation to issue a search warrant with nationwide
jurisdiction to compel the production of information held by a
service provider, such as unopened e-mail. Previously, the
search warrant had to be issued by a court in the district where
the service provider was located. See 18 U.S.C. § 2703.

This technique was utilized by .

following the shooting on July 4, 2002 at | b2
International Airport. It was extremely helpful in this
investigation for the Central District of California to be able b7E

to issue nationwide search warrants for information on the
subject's email.

Voluntary Disclosures - Section 212 of the law
explicitly permits, but does not require, a service provider to
disclose to law enforcement either content or non-content
customer records in emergencies involving an immediate risk of
death or serious physical injury to any person. This voluntary
disclosure, however, does not create an affirmative obligation to
review customer communications in search of such imminent
dangers. This provision also allows a communications service
provider to disclose non-content records to protect their rights
and property. This portion of the provision will most often be
used when the communications service provider itself is a victim
of computer hacking. See 18 U.S.C. § 2702(b) & (c)(3); 18 U.S.C.
§ 2703 (c) (2) (F) .

For about ten months {(January 2003-November 2003) there
was a mandatory reporting requirement for the receipt of content
information (usually e-mail content) under this emergency
disclosure provision. (See the Homeland Security Act and EC 66F-
HQ-C1384970 Serial 501.) During that time, offices were only
required to report the number of e-mail messages that were
received under this voluntary disclosure provision. Offices were
not required to report the receipt of records and were alsoc not
required to provide case information. For this reason, it would
be beneficial for offices to now report more detail on these
voluntary disclosures. Examples where voluntary disclosures led

to valuable foreign intelligence or arrests would be particularly
helpful.

3] w
| Moreover, thlis was the practice

after 9-11, where service providers voluntarily provided FBI Los b2
Angeles with the information requested. In an emergency or
crisis situation it would be imperative to the investigation for P7E
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To: General Counsel Fl.: | . b2
Re: 66F-HQ-C1364260, 03/22/2004 b7E

service providers to have this ability to voluntarily provide the
FBI with this information. Where time is of the essence, giving
service providers the option of revealing this information
without a court order or grand jury subpoena is crucial to
receiving the information quickly. This is what occurred after 9-
11 and should continue to be in place in the eventuality of
another such attack.

Information Sharing - Section 203 (b) & (d) of the Act
provided new information sharing capabilities between criminal
and intelligence investigations for foreign intelligence
information and information obtained via a Title III electronic
surveillance. (See EC| dated 10/26/01 for
additional information.] Recognizing chat this tool has become a
regular part of how the FBI operates, especially in terrorism
cases, no statistics are necessary. However, case examples that
demonstrate the importance of this tool should be provided.

A11| |CT and CI investigation continue to b2
benefit from this provision of the USA PATRIOT Act. A good
example of this in Los Angeles is the case where the intelligence
investigation of an FBI Supervisory Special Agent and a member of
the PRC revealed information that the intelligence squad was able
to share with a criminal squad for prosecution on criminal
charges. Information sharing has also been invaluable between
CT/CI investigations and criminal investigations into violations
of neutrality, fraudulent document production, passport/visa
violations, immigration violations, white collar crimes, drug
cases, and all types of fraud schemes.

Intercepting Communications of Computer Trespassers -
Section 217 of the Act clarified an ambiguity in the law by
explicitly providing victims of computer attacks the ability to
invite law enforcement into a protected computer to monitor the
computer trespasser’s communications. Before monitoring can
occur, however, four requirements must be met. First, consent
from the owner or operator of the protected computer must be
obtained. Second, law enforcement must be acting pursuant to an
ongoing investigation. Both criminal and intelligence
investigations qualify, but the authority to intercept ceases at
the conclusion of the investigation. Third, law enforcement must
have reasonable grounds to believe that the contents of the
communication to be intercepted will be relevant to the ongoing
investigation. And fourth, investigators must only intercept the
communications sent or received by trespassers. Thus, this
section would only apply where the configuration of the computer
system allows the interception of communications to and from the
trespasser, and not the interception of non-consenting authorized
users. Additionally, based on the definition of a “computer

3
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To: Ceneral Counsel F‘: [ .

Re: 66F-HQ-C1364260, 03/22/2004 L7E

trespasser,” communications of users who have a contractual
relationship with the computer owner may not be monitored, even
if their use is in violation of their contract terms (i.e.
spammers) . See 18 U.S.C. § 1030(e) (2); 18 U.S.C. § 2510 (20) &
(21); 18 U.S.C. § 2511(2) (1).

Thigs provision has proven especially useful to the

and is considered a key aspect of all cyber

investigations. "Hackers" routinely use victim computers for SPAM b2
and other illegal communications. Therefore, this provision has bTE
proven useful in both intelligence and criminal investigations.
Recently this method has been used on at least two occasions in
intelligence cases where the FBI took over the victim's on-line
identity to communicate with the suspected terrorists.

Expanded Predicates for Title III - Sections 201 & 202
of the Act expanded the predicate offenses for Title III to
include crimes relating to chemical weapons (18 U.S.C. § 229),
terrorism (18 U.S.C. §§ 2332, 2332a, 2332b, 2332d, 2339A, and
2339B), and felony violations of computer fraud and abuse (18 bl
U.S.C. § 1030). See 18 U.S.C. § 2516. b2

; TE
i,
yet but IT IS anticipaced that Che expanded predicate OlLLenses HE?
for computer fraud and abuse will become essential to several Los
Angeles investigations.

Roving FISA Surveillance - Section 206 amended FISA to
-allow the Court to issue a “generic” secondary order where the
Court finds that the “actions of the target of the application
may have the effect of thwarting the identification of a
specified person.” This means that, when a FISA target engages
in trade craft designed to defeat electronic surveillance, such
as by rapidly switching cell phones, Internet accounts, or
meeting venues, the Court can issue an order directing “other
persons,” i.e., the as yet unknown cell phone carrier, Internet
service provider, etc., to effect the authorized electronic
surveillance. Even if the target is not engaged in obvious trade
craft, we can obtain such an order as long as the target's
actions may have the effect of thwarting surveillance. This
allows the FBI to go directly to the new carrier and establish
surveillance on the authorized target without having to return to
the Court for a new sec ary order. For additional information
see EC| hated 10/26/01. Any examples where
roving authority has been obtained and utilized to gain valuable
foreign intelligence should be provided.

b7A

The roving wiretap provision has been extremely helpful 5
in One specific example is that Los Angeles has

b7E
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To: General Counsel F, ‘
Re: 66F-HQ-C1364260, 03/22/2004 b7E

| b2

seen counterintelligence targets change service for hard-lines,
email accounts, and cell phones numerous times. The roving FISA
authority has allowed for investigators to continuously monitor
these targets without interruption. Changing of telephone
carriers is a documented techni foreign intelligence b2
officers to avoid detection. | ihas documented these
occurrences and been able to continue coverage because of this p7E
provision.

New Standard for FISA Pen/Trap - Section 214 of the Act
eliminated the requirement that the FISA pen/trap order include
specific and articulable facts giving reason to believe that the
targeted line was being used by an agent of a foreign power, or
was in communications with such an agent, under specified
circumstances. FISA pen/trap and trace orders are now available
whenever the FBI certifies that “the information likely to be
obtained is foreign intelligence information not concerning a
United States person, or is relevant to an ongoing investigation
to protect against international terrorism or clandestine
intelligence activities, provided that such investigation of a
United States person is not conducted solely upon the basis of

activities protected by the first _amendment to the Constitution.” b7a
For additional information see Ed |dated
10/26/01.

b2

This provision has not proven useful to|
Although the standard has been lowered the reality of the work bTE
load situation at OIPR makes this technigque not viable. With the
creation of the 315 classification, an agent has much better luck
with getting a pen register under criminal standards than waiting
for a FISA pen register to be approved. Moreover, if agents are
going to take the time to fill out the paperwork for the FISA pen
register, they might as well complete an actual FISA application.
In one example, an agent was told she had enough for a FISA and
not to waste time with the pen register. 1In another situation,
the agent made the pen register request first and then several
months later requested the FISA and never again heard anything on
the pen register. If this was something that could be approved
at HQ or locally, then it might be a valuable technique, but with
the backlog on FISAs it is impractical to request a pen register
FISA and then wait months to hear nothing.

Changes to "Primary Purpose" Standard for FISA -
Section 218 changed FISA to require a certification that foreign
intelligence be "a significant purpose" of the authority sought.
Section 504 amended FISA to allow personnel involved in a FISA to
consult with law enforcement officials in order to coordinate
efforts to investigate or protect against attacks, terrorism,
sabotage, or clandestine intelligence activities, and that such

5
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To: General Counsel F]_.: | .

Re: 66F-HQ-C1364260, 03/22/2004

b2

b7E

consultation does not, in itself, undermine the required
certification of "significant purpose." These changes allow FBI
agents greater latitude to consult criminal investigators or
prosecutors without putting their FISAs at risk. For additional
information see EC 66F-HQ-A1247863 Serial 71 dated 10/26/01.
While no statistics are required for this provision, case
examples and brief narratives on the benefits of this provision
are sought.

Thig is the single most important provision of the USA b2
Patriot Act. iinvestigations have revealed that more
often than not the suspected terrorists or intelligence officers b7E
are committing criminal violations in support of their terrorist
activities. The ability to obtain a FISA order where there is
substantial evidence of criminal activity and significant
evidence that the proceeds are then being used to fund terrorist
activities is imperative to these types of investigations. This
provision also goes hand-in-hand with the information sharing
provigion. The shift in focus allows investigators to coordinate
more with AUSAs and other law enforcement information regarding
the criminal activities of terrorists.

New Standard for Business Records under FISA - Section
215 changed the business records authority found in Title V of
FISA. The old language allowed the FISA Court to issue an order
compelling the production of certain defined categories of
business records upon a showing of relevance and “specific and
articulable facts” giving reason to believe that the person to
whom the records related was an agent of a foreign power.
Section 215 changed this standard to simple relevance (just as in
the FISA pen register standard described above) and gave the
Court the authority to compel production of “any tangible things
(including books, records, papers, documents, and other items)
for an investigation to protect against international terrorism
or clandestine intelligence activities, provided that such
investigation of a United States person is not conducted solely
upon the basis of activities protected by the first amendment to
the Constitution.” This is the same standard described ahave for
Section 214. For additional information see EC
71 dated 10/26/01.

b7A

Althoughl Itr'icnnc thig oo an aovtyamalss

valinahle tochndmig

lizy

LS aware oF eTTOorts by

NSLB to resolve this issue with OIPR. |wou1d argue bl
that this is an extremely valuable technique because of the

ability to obtain records where an NSL is not appropriate. The b2
standard of simple relevancy should be sufficient for these b7E

6
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To: General Counsel Fl.: l .

Re: 66F-HQ-C1364260, 03/22/2004

b2
investigations. NSLB should make all attempts to enforce this bIE
standard and not permit OIPR to create a higher standard which
would make use of this technique more difficult.

tonsiders this lead covered.
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To: General Counsel F):.-]

Re: 66F-HQ-C1364260, 03/22/2004

LEAD(s) :
Set Lead 1: (Info)

GENERAL COUNSEL

AT WASHINGTON, DC

Investigative Law Unit: Read and clear.
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Precedence: PRIORITY Date: 03/19/2004 W
To: General Counsel Attn: Investigative Law Unit,
AGC |
From: | | b2
Squad 2 - b2
Contact: cDC | o
b6
Approved By: b7C

b6

7C

b
Drafted By: | baid Z;Lﬂé

Case ID #: (U) 66F-HQ-C1364260 {(Pending)
(U) 66F-HQ-C1384970 _— .-

N7 '
Title: (U) USA PATRIOT ACT ziééLC)/

SUNSET PROVISIONS
Synopsis: (U) To provide Investigative Law Unit (ILU), Office

of the G ), with statistics and examples of the
benefits has derived from specified provisions

of the USA PATRIOT Act.

T peri

D €§ify Om:

G-3

Reference: (U) 66F-HQ-C1364260 Serial 5

Details: (U) Referenced communication instructed all field
offices to provide ILU with statistics, examples and/or a brief
narrative summarizing the benefits each division has derived from
specified provisions of the USA PATRIOT Act.

(S) Referenced communication set forth a list of
specific techniques for which each field office is to report
staristics caoncerning 1ts use

b2

b7E

J1a)

bl
b2

b7E
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To: General Cour’l From: | ] ‘ bTE

Re: (U) 66F-HQ-C1364260, 03/19/2004

bl
b2

b7E

{(U) Set forth below are statistics and/or descriptions
concerning Milwaukee Division's use of the remaining specified
technigues:

bl

b2
BTE
iIIEM”Z§<: Thel Iwould clearly have
submitted additiocnal requests for such orders in a number of b2
other cases but for the fact that, to date, no such orders have
ever been issued. xperience is that FISA business P7E

record orders are Iikely to prove essential in numerous
investigations once they begin to be issued.

|i8)

bl
b2

LITY . bTE
T ~[8) One oL the two exceptions noted above pertained to

an individual who ultimately became the target of a FISA full

content interception. | ltherefore believes that pen and
trap order could still have been obtained in that instance under
the previous, higher, standard. With regard to the second b2

exception, although a foreign power was identified,| |
believes it would still have been difficult to meet the prior
standard. Furthermore, the time involved with obtaining the

SHBCRET




s SEERET
s@@'r
To: General Couan From: . bz

Re: (U) 66F-HQ-C1364260, 037197200Z b7E
facts necessaxr port the affidavit would have probably b2
resulted in missing the window of opportunity for

deploying the technigue. bTE

o ]
gy )y
S TIaZS1ITication 1Ivestligations (none of which are in conjunction
with an application for an order authorizing the interception of
the content of communications). While each instance meets the bl
current "relevancy" standard, it is questionable whether any of
these three orders could be obtained under the previous, higher,
standard. TE

() Changes to the Primary Purpose Standard: This
change, which removed the risk of having to shut down the
Division's most productive FISC authorized techniques in the
event information was shared with prosecutive personnel, has
directly let to a dramatic improvement 1in case coordination (see
"information sharing" below). The change in the Primary Purpose
standard, and consequent removal of "the wall,® has fundamentalls
changed and enhanced the manner in which the |
conducts international terrorism and foreign counterintelligence
investigations.

(T} - "C}§< Information Sharing: Due to elimination of the
Primary Purpose standard,l lsharing of
information with regard to terrorism investigations has become
routine. It is now standard practice that all] 1315 bIE
classification cases are reviewed for federal criminal
prosecutive potential by appropriately cleared United States
Attorney's Office personnel. The changes in this area have led
to US Attorney personnel being incorporated as essential and
integral components of JTTFs in both]| lheadguarters city
and the Madison Resident Agency.

L For example, the First Assistance United States
Attorney, has FBI office bz

~

b2

access, a desk in}| |JTTF office space and a GroupWise bR
account. He is continually (almost daily) briefed on significant =
cases. In fact, the US Attorney's Office Intelligence
Officer assigned to FBI | | ITTF actually serves as the
Coordinator of that JTTF.

ttjb%“”{ﬁq Similar coordinati ith regard to the b2
United States Attorney's Office, l

and the JTTF located in the Resident Agency. b7E
s)(:RET
3
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To: General Coun’l From: l | . b2

Re: (U) 66F-HQ-C1364260, 03/19/2004 b7E

s}

|e1
b2
b7E
b6
b7C

b7a

THVESC1Igat Lo

iuj\““ While information sharing is a rather novel

fggggpg_y;;? regard to FCI investigations, its importance to
efforts in this area also cannot be overstated.

Traditionally, FCI investigations have been hamstrung by rules b2
that did not allow investigators to consult with prosecutors
until the investigation was essentially over. Specific examples b7E

of the benefits which the new rules have brought to FCI
investigations inl include the United States Attorney's
Office[%::::] providing advice and consent to seize and initiate
forfeiture of $30,000 which was brought into the United States
illegally by the subject of a 200M investigation. The US
Attorney's Office has also provided counsel hn[::::::::]FCI
cases regarding violations of the Foreign Agent Registration Act.
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Re: (U) 66F-HQ-C1364260, 0371972004 b7E

LEAD(s) :
Set Lead 1: (Information Only)

GENERAL COUNSEL

AT WASHINGTON, DC

(U) This information is provided for appropriate use
by the Investigative Law Unit.
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DECLAZSIFY ON: 0%-12-2030

Approved By: |

Drafted By: I
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.
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Case ID #: -HQ-C1364260 (PENDING)
66F-HQ-C1384970

Title: USA Patriot Act
Sunset Provisions

Synopsis: Use of Sunset Provisions of USA Patriot Act by b2
l ]

b7E
Reference: l b7A

Details: Between 03/25/04 and 03/30/04, writer contacted the

four counter terrorism supervisors, two counter intelligence
supervisors, and four SSRAs in the| Jas to the

uses of the Sunset Provisions of the USA Patriot Act. Many of

the supervisors stated that their numbers were approximate and
other instances of the use of these provisions were possible b2
prior the supervisor assuming leadership of the squad. All of

the supervisors agreed that the Sunset Provisions are very b7E
useful and necessary in the war on terrorism.

The following are the number of instances that the
Houston Division has reported utilizing each of the Sunset
Provisions:

Section 209
Section 220
Section 212 ‘ bl

Section 203
b7E

SEN
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To: OGC From: b7E
Re: 66F-HQ-C13642 (PENDING), 03/31/2004

Section 217

®

Section 201
Section 206

Section 214 bl

. b2
Section 218
b7E

Section 215

* Virtually all of the supervisors spoke to the
necessity of the Section 203 (b) and (c), the Information
Sharing provision. It universallf was lauded ag a major step
forward in the war on terrorism. utilized b2
contacts with| jin the g
development of the case. One counter intelligence supervisor
cited 4-5 cases where the FBI could not have made a case on b7a
terrorism, but for contacts with the United States
Intelligence community. Information sharing was utilized
heavily in putting together terrorism watch plans for the 2004
Super Bowl and 2004 Baseball-All Star Game. Three other
supervisors cited sensitive cases made, or greatly assisted

by, our newly obtained ability to share information with the
intelligence community.

**  One squad was in the process of attempting to
utilize section 201 and 202 (Expanded Title III predicates),
but, because of an emergency, utilized a FISA instead of a
Title ITII.

*** One supervisor stated that even though his
squad did not utilize the traditional roving FISA Surveillance
as explained in Section 206, he had FISA search warrants
authority granted for all vehicles being utilized by his
sguad’s targets.

*

SEPRET




; E ALL THFORMATION CONTATHM

-
' . HEREIN I% UMCLASZIFIED
(Rev. 01-31-2003) WHERE BHOWN OTHERWISE

IED
EXCERT

REASQN: 1.4 (o)
DECLAZZIFY ON:

DATE: (8-24-2005
CLASSIFIED BY 6517% DMH/RJ

08-24-2030

FE%..‘RAL BUREAU OF INVESTIGA@PN 05-cv-0845
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Precedence: ROUTINE Date: 03/19/2004 -
. Gy 2
To: eneral Counsel Attn: | Y
Tnvestigative Law Unit. -
FBIHQ Room 7326
b2
From:l I
Squad #2 b7E b2
Contact: | b6
Approved By: b7C
b6
Drafted By: b7C
Case ID #: 66F-HQ-C1364260.~ (Pending)
66F-HQ-C1384970 (Pending)
Title: USA PATRIOT ACT
SUNSET PROVISIONS
Synopsis: To respond to the Office of General Counsel (OGC)
regarding captioned matter.
Details: For information of OGC, by EC dated 02/27/2004, OGC
requested field divisions provide examples, statistics, anecdotal
information and brief narratives summarizing the benefits derived
by the office through the use of these provisions.
b2
| The following provisions have been used by the bTE
Nationwide Search Warrants for E-mail and Associated records: :Q
This provision has been used several times in Child Exploitation (Sg
Matters (305 cases).
1
In one instance, a subject in downloaded b2 2§i
illegal child pornography images from a server located in bIE 2
Fremont, California A _search warvant ntilizing this provision a O~
was obtained in the for records in the 3
server located in Fremont, Calirornia. &« %%
G
In another 305 matter, Nationwide Search warrants were used to 30
obtain evidenge from AQT,.  VYahoo and 23 rhotn albums located on a o Q}\
server in the 2 £ tQ‘
b2 Eg N
This provision was utilized in ladditional 305 bl b7E ;§‘\Q
investigations. \Q
b2
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SPBRET

b2
To: General Counsel From: I
Re: 66F—HQ—C13642?, 03/19/2004 " b7E
bl
b2
New Standard for FISA Pen/Trap: 7E
/ The new standard of '"relevant to an ongoing =£S?

investigation" was critical in obtaining a pen/trap and the
information obtained through the pen/trap will lead to a full
investigation.

Information Sharing: Section 203 (b) & (d)

This provision has been the most helpful and has been used the
most throughout the division. Specifically the case where the
most impact was observed ig the invegtigation of the Palestinia
Islamic Jihad {(PIJ) and
Specifically, before "the wall" came down, the presence of "the b6
wall" had a negative impact on the ability of the criminal
investigators to develop a viable criminal case for prosecution.
There was approximately nine (9) years of FISA take that couldn't
be shared with the criminal investigators. The majority of the
PIJ indictment was prepared in Mid-2002, prior to "the wall"
coming down, utilizing information that had been formally passed
over "the wall" with appropriate authority and after substantial
effort by both criminal and intelligence investigators. This
information consisted of approximately 250 FISA-derived
conversations and approximately 100 FISA-derived faxes.

o

b7C

After "the wall" came down, in approximately January 2003, over
20,000 hours of FISA-derived intercepts became immediately
available for use by the criminal investigators, which included
thousands of calls previously deemed to be pertinent. Although
welcome, it created a significant information overload.
Consequently the criminal investigation is still ongoing, but
clearly, bringing down "the wall" allowed criminal investigators
the opportunity to enhance their investigation, which was already
set for indictment, in spite of "the wall." The criminal
investigators and prosecutors now have a clearer understanding of
the criminal activities of the PIJ, because all pertinent
information in possession of the FBI is now available for their
use.

In addition to information sharing "in-house," this provision has
broadened the sharing between federal and state and local
agencies. This broadened sharing between agencies has encouraged
a regular interaction between investigators. In a specific case
in Orlando, information sharing has led to joint investigations
or subjects in the group. Through coordination and sharing,

Tampa has been able to place leaders of the targeted group in
which prevented them from returning to the U.S. after

—Eparting .

bl
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b7C

b& , bB7C

Subject: Attn: .
Date: Fri, 6 Sep 10:21:58 -0400 P be
From: | BE | b7C

To: <nationalpress@FBI.GOV>

AL THFORMATION CONTAINED
Hi : HEREIN IS8 UNCLAZSIFIED
’ DATE DB-15-2005 BY $517% dmh/lim ca#05-cv-0D845

Thank you for your assistance.

Following are the questions I would like to ask of a spokesperson for the
FBI with regard to the events of Sept. 11, 2001, and the passage of the
Patriot in October 2001. But first, I would like to explain how I plan
use these comments.

ur staff is preparing an article that will reflect upon the events of Sept.
11, 2001, and the passage of the Patriot Act, and how those events have
changed the financial crimes arena, particularly with regard to money
laundering. As a sidebar to the main article, we are asking several key
figures on the money laundering front to share their general thoughts and
comments on the past year's events and how they have changed the operation
of their agencies and organizations. The article will be very
straightforward and simple, featuring just one or two direct quotes from
each of our contacts.

Here are the guestions:
1. What did 9-11 and the passage of the Patriot Act mean to your agency?.

2. Could you share some specific details as to how things have changed
within your agency?

3. Have you had to enhance the training of your staff? If so, to what extent
and how did you carry out that training?

4. Has the level of communication changed between your agency and other
government agencies that deal with money laundering? If so, how has it
changed?

Thank fou for offering to pass these questions along to someone -- either b6

or another spokesperson. I appreciate your assistance.
. b7C

Reg&rdg&i

b6

b7C

Tel. ext.l I

Fax

bé

b7C

qArO Oﬂb"'&’“ﬁw

ORIGINAL 80-HQ-1199962 39 >

1ofl

9/6/2002 10:30 AM
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SUNSET PROVISIONS IN BOLD

TITLE I--ENHANCED SURVEILLANCE PROCEDURES

Sec. 201. Authority to intercept wire, oral, and electronic communications relating to
terrorism.

Sec. 202. Authority to intercept wire, oral, and electronic communications relating to
computer fraud and abuse offenses.

Sec. 203. Authority to share criminal investigative information.
203 (b) (Title III) and (d) (Grand Jury)

Sec. 204. Clarification of intelligence exceptions from limitations on interception and
disclosure of wire, oral, and electronic communications.

Sec. 205. Employment of translators by the Federal Bureau of Investigation.
Sec. 206. Roving surveillance authority under the Foreign Intelligence Surveillance Act of 1978.

Sec. 207. Duration of FISA surveillance of non-United States persons who are agents of a
foreign power.

Sec. 208. Designation of judges.
Sec. 209. Seizure of voice-mail messages pursuant to warrants.

Sec. 210. Scope of subpoenas for records of electronic communications.
ALL THMEORMATION CONTATINED
(HEREIN I5 UMCLAZEIFIED

pare 12-07-2008ew, 211 °@larification of scope.

Sec. 212. Emergency disclosure of electronic communications to protect life and limb.

Sec. 213. Authority for delaying notice of the execution of a warrant.

Sec. 214. Pen register and trap and trace authority under FISA.

Sec. 215. Access to records and other items under the Foreign Intelligence Surveillance Act.
Sec. 216. Modification of authorities relating to use of pen registers and trap and trace devices.
Sec. 217. Interception of computer trespasser communications.

Sec. 218, Foreign intelligence information.

Sec. 219. Single-jurisdiction search warrants for terrorism.

‘i & . Iy . ) .
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Sec. 220. Nationwide service of search warrants for electronic evidence.

Sec. 221. Trade sanctions.
Sec. 222. Assistance to law enforcement agencies.

Sec. 223. Civil liability for certain unauthorized disclosures.

Sec. 224. Sunset.

Sec. 225. Immunity for compliance with FISA wiretap.

: N :~;:Ez; ; 5
i o alek bidd |
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What did Patriot Act do?

1. Enlarged ELSUR capabilities
201 and 202 added predicate terrorism-related offenses for T-III
206 - Roving wiretap
207 - extended duration of FISA
209 - voice mail with a search warrant
214 - FISA Pen standard made congruent with criminal standard
216 - nationwide effect of pen/trap orders
217 - computer trespasser
218 - FISA "purpose” changed to 'significant purpose"
220 - nationwide search warrants for e-mail
225 - civil liability immunity for compliance with FISA order

2. Encouraged sharing of information
203 (a) - Grand Jury information
203(b) - Title IIT information
203(d) - Any foreign intelligence information
901 & 905 - coordination between DCI and FBI

3. Made intelligence investigative techniques congruent with criminal techniques
206 - Roving wiretap authority
214 - Pen/trap standard
215 - Standard for business records
505 - Standard for NSLs

4. Expanded anti-terrorism financial tools
314 - enhance USG/financial institution cooperation re: money laundering
315 - expand money laundering predicates
317 & 318 - long-arm jurisdiction over foreign money-launderers
319 - jurisdiction over foreign funds in U.S. correspondent accounts
320 - expands forfeiture for offenses against foreign nations
323 - enforcement of foreign forfeiture judgments
324 - expands geographic targeting orders
359 - SARS
363 - expands penalties for money laundering
372 - criminal and civil forfeitures in currency-reporting cases
374 - expands counterfeiting statute
375 - expands penalty for counterfeiting foreign currency
376 - material support included in money laundering
377 - extra-territorial jurisdiction for fraud with (e.g.) credit card numbers
1004 - expanded jurisdiction for money laundering




5. Visitor controls
412 - AG required to detain aliens he certifies as threat to NS
413 - share visa records with foreign governments
416 - AG to expand foreign student visa monitoring

6. Expanded criminal statutes
801 - attacks on mass transportation systems
803 - criminalizes harboring of certain offenders
804 - crimes at foreign missions
805 - expanded "material support"
806 - civil forfeiture of terrorist assets
809 - eliminated statute of limitations for some offenses
810 - enhanced penalties for certain crimes
811 - attempt and conspiracy added
814 - expanded jurisdiction for computer crimes
817 - expanded biological weapons statute
1011 - unlawful to fraudulently solicit charitable contribution

4




SUNSET PROVISIONS IN BOLD

TITLE i--ENHANCED SURVEILLANCE PROCEDURES

Sec. 201. Authority to intercept wire, oral, and electronic communications relating to
terrorism. (1)

Sec. 202. Authority to intercept wire, oral, and electronic communications relating to
computer fraud and abuse offenses. (1)

Sec. 203. Authority to share criminal investigative information.
203 (b) (Title III) and (d) (Grand Jury) (1)

Sec. 204. Clarification of intelligence exceptions from limitations on interception and
disclosure of wire, oral, and electronic communications. (1)

Sec. 205. Employment of translators by the Federal Bureau of Investigation.

Sec. 206. Roving surveillance authority under the Foreign Intelligence Surveillance Act of
1978. (1)

Sec. 207. Duration of FISA surveillance of non-United States persons who are agents of a
foreign power. (2)

Sec. 208. Designation of judges.
Sec. 209. Seizure of voice-mail messages pursuant to warrants. (2)

Sec. 210. Scope of subpoenas for records of electronic communications.

‘Sec. 211. Clarification of scope.

Sec. 212. Emergency disclosure of electronic communications to protect life and limb. (1)
Sec. 213. Authority for delaying notice of the execution of a warrant.

Sec. 214. Pen register and trap and trace authority under FISA. (1)

Sec. 215. Access to records and other items under the Foreign Intelligence Surveillance Act.

0y
Sec. 216. Modification of authorities relating to use of pen registers and trap and trace devices.

Sec. 217. Interception of computer trespasser communications. ¢y

Sec. 218. Foreign intelligence information. (1)

| [
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Sec. 219. Single-jurisdiction search warrants for terrorism.

Sec. 220. Nationwide service of search warrants for electronic evidence.

Sec. 221. Trade sanctions.
Sec. 222. Assistance to law enforcement agencies.

Sec. 223. Civil liability for certain unauthorized disclosures.

Sec. 224. Sunset.

Sec. 225. Immunity for compliance with FISA wiretap.
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ThlS 1awsu1t challeng the éonstl

tut10nal1ty of Sectlon 215 of the USA

f,

PATRIOT Act, which vastly ‘zexpanéis the ;p

Wex‘i of the Federal Bureau of' Investigation

3 belopgmgs mcludmg “books, records, papers,
' j person s home It can also order charities,

ki 1te1net Serv1ce Prov1ders or indeed any

~p?e1fs )nzil belengingS‘of others. The FBI can

; ; ding Unftéd, States citizens and permanent

s facé. To obtain a Section 215 order, the FBI
S0 § 1t ;31<2,Il>g:ing§ ?are{“seught for” an ongoing

it J’fnat:‘ieﬁal tfefror—ism investigation. The

T any reason to belleve that the target of

i;:.v

the order is a; cnrmnal suspect orf fo"relgn égent The FBI can obtam and execute Section
P

215 orders i in total secrecy “The t £Se :non 215 orders are never*notlﬁed that their

3
pnvacy has been compromlsed —feven: years fla]ter and even if’ they are innocent. The law

a5,

ts Qersons or entltles served with Section 215 orders

mcludes agag prov1510n that pro

from ever dlsclosmg, evenin theirn '*st general terms, that the FBI has sought information

from them.* By serjouslyécomprq ing ﬁh"e nghts to privacy, free speech, and due

process, Section 215 violates the; rst, FZ)urth and Fifth Amendments of the United

B o
=

o anr FBT INFORMATION CONTATHED ) R ;
. HEPEIIJ ‘I8 UNCLASSIFIED # i ' £ I
L‘Mb l"’ 12-2005 BY 65179dmh/baw > 08-cv-0845 : 21 v




States Constitution. Plaintiffs respectfi llyl‘sfeék a declaration fhat Section 215 is facially
unconstitutional, and a penﬂahent inj gncti;)é égainst its enforcement.
JURISDICTION AND VENUE

3. This case ariscs under the Umted States Constitution and the laws of the
United States and presents a federal questioiniwit:hin this Court’s jurisdiction under
Article TII of the United States Con;?,tg;lutioﬁ and 528 U.S.C. § 1331. The Court has
authority to grant declaratory relict';piptrsuarllv‘t%lo the Declaratory Judgment Act, 28 U.S.C.
§ 2201 et seq. The Court has authoz'rit(y to dward costs and attorneys’ fees under 28
U.S.C. § 2412. Venue is proper in ;thlfS dlStI’lCt Lmdu‘ 28 US.C.& 1391(e).

PrAaRT I]F S

4, Plainﬁff Muslim CdnimunitsygAS“sociation of Ann Arbor (“MCA") is a
non-profit, membership-based orgét ] 1zat10n thal serves the religious needs of Muslims in
and around Ann Arbor, Michigan.” MCA c?v&‘)ns\and administers a mosque and an Islamic
school. MCA sues on its own beh:aliif and on behalf of its members, students, and
constituents.

5. Plaintiff Amcrican;ér‘ab Ailt_;if[)jisel'imixlation Committee (“ADC”) is a
non-profit civil rights organization comm1tted {co defending the rights of pcbplc of Arab
descent and promoting their rich cultural hc‘mdge ADC, which is non-sectarian and non-
partisan, is the largest Arab—Amer’aiéafn g?raiséroéts organization in the Unjted States.

Based in Washington, D.C., it wa*s%unded in{1980 by former United States Scnator
James Abourczk aﬁd has chaptcrg ﬁanonwmcl ADC sues on its own behalf and on behalf

of its members and constituents. -
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ﬁ)on:s()rslﬁip Services, Inc. (“Bridge”) is an

H

13
¥

reﬁlgees and: asylum*seekers beconi aﬁd;: stay self—sufﬁment Bndge is affiliated with

Church World Serv{i(?;e andfv;’_,lth Epgr opal Mlgratlon Mlmstrles Bridge recruits and

trains church sponsors to help refugges cge’faﬁe niew lives in East Tennessee, and provides
: : ] ) P o : o
o ¥

services until refugees are él?;igible

pply for Uélitﬁ:d States citizenship. Bridge sues on

its own bebalf and oﬁbehalfof its ; .
8. Plainﬁiff Co:uiglcil 0 é,a;h .Is:lamlc Relatlons (“CAIR”) is a non-profit,
: ; ;ed 1jlov eni'lancmg the public’s understanding of
;mli“ c1v;l hbemes organization in the United

1

g and has chapters nat10nw1de and in Canada.
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10. Defendant Attci)rney G"ér?leral éJ(‘)hrii Ashcroft heads the United States
Department of Justice, which is the agency 01 thu United States government responsible
for enforcement of federal criminal laws and domcstw intelligence investigations.
Defendant Attorney General Ashcrcgft’ basi ultimate authority for supervising all of the
operations and functions of'the Dcpf:afﬁtiincnt;of Justice. The Department of Justice
includes the FBI, the: agency authorlzcd to usc thc law challenged in this case.

I1. Defendant Robert Mucller i3 thc Dlreclor of the FBI, which is the
principal investigative arm of the U%’nk‘l;t}»ed St{agcs Depann)ellt of Justice. Defendant Robert
Mueller is rcsponsibl"e for s‘upcrvisi"nggall 01 the operations and functions of the FBL. The
FBI is the agency authorized to use the law chal\lenged i this casc.

STATUTORY LANGUA(,E AT ISSUE

12. The Foreign Intclhgence Survell‘l.mce Act-(“FISA™), 50 U.S.C. § 1801 et
seq., was cnacted in 1978 to govem FBI survmllancc of foreign powers and their agents
inside the United Stales See Pub. L 95- 51 1 92 Stat. 1783 (Oct. 25, 1978). Through
FISA, Congress created the Foreigéﬁlhtc]liigéncé Surveillance Court (“FISA Court”),
originally composed of scven (noW elevem) i‘cdéefa]. district judges empowered to grant or
deny government applications for FIGA Suir{";/eiljla’ncc orders. See 50 U.S.C. § 1803.

13. Since 1978, Congregsé‘i@si zfirrfjem?e{d FISA numerous times, cach time
adding new tools to the FBI’s torc1g‘n inteflﬂgeriyée toolbox or expanding the class of
investigations in which such toolsmaybcempﬂ dycd.

14, One amendment, \Ai;hg“(;hzwzésmckli-ﬁed as Subchapter 1V of FISA,
authorized the FBI to obtain “busi.;n;‘;és lréciords’f from vehicle rental agencies, common

3
1.

. d e b . . .
carriers, storage facilities, and othf;r;slmxlqrtbua‘;mcsses if the FBI had “specific and




E g t
i 1?5 *
articulable facts” glvmg reason to beligveithat thg ~records in que‘stlon pertamed toa
VO :
Lr i LI
foreign agent or power See Pub LET05- 2732":’; Tltle VI § 602, 112 Stat. 2411 (Oct. 20,

1998).

15.

16.

The Patnot Act was P

séd

: 5

'%M&QJ&"QM“

vy

(’:m October 26 2001.

1
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Sectlon 215 of the Pa ot A :t?ameuded Subchapter TV of FISA by:

n c‘é ,:0

Ay

S
o S

of “any tanglble things (including books

i ” » d«not Just ‘business records; (ii) allowmg

;tanglble thmgs from anyone, and not just

QJartles and (111) allowmg the FBI to demand

hout showmg any evidence: that the person

: -&;@50 USC §1861GD.

fuire th pFBIlito Showé probable cause or any reason

/ Pf the ’pro’visfio“n are “sought for” a

T iﬁtematio‘hal terrorism investigation. As

H t
4

, "1ot Act the FBI is now authorized to use

i

.now]ln to be altogether unconnected to criminal

L

JA Court to defer to the FBI’s specification

Yy zafsectiorfr'215 ‘order are sought for an i

: x‘l




terrorism or clandestine inteilligence!, %gtiV{tib§. The FISA Colrt has no statutory authority
i

to examine the foundation of the FB;I;;S spgciiﬁcaition or to.'reject‘?the specification as
unfounded. See id. § 1861(b)(2) & ;@)?(1).’ ’

19.  Section 215 does noé reqmre the FBI to have reason to believe that the
records or personal belongings souéét%per_tzgiﬁ tola particular suspect or a particular

K
¥ L

offense. Accordingly, the FBI couli(i fiisc Sgdmn 215 to obtain from a bookstorc a list of

people who had purchased a partic bfo‘loli(,} or to obtain from a health clinic a list of

patients who had reccived medical tare. The FE&I need not state or even know in advance
R

which individuals’ piivacy will be
20.  Ata hearing before {ftl;i:‘e Héuisé J ujdic’iary Committee on June 5, 2003,
Dcfendant Attorney General John ‘A’éhcrotg slatéd that, prior'to the Patriot Act, the

w < ; ,; R ERRT .
government “used to have [to allegc) a rea‘sgn {0 believe that the target is an agent of a
; ; yate ‘
fen < ] "
B
foreign power,” a standard hic agreje(}l{?yvas ‘lowc r'than probable cause.” He
7 -i

acknowledged that, under Scction ,‘the} govt;mmcnt may now obtain “all relevant,
A

tangible items” without such a showing. °
21.  Section 215’ does nd :Iﬁeqli_h{egthej FBI" ever to notify surveillance targets

o

that it has obtamed their recoxdb ot érbonal bel ongmgq

22.  Section 215 does riz j hmclude ary procedurc that would allow a person or

entity served with a Section'215 orde‘r to challenge the.order’s constitutionality before

turning over the rccords or pcrsona]-;belongmg‘ sought by the order.
|

23. %ctlon 215 duthorlzes the 4FBI 0 obtain records or perbonal belongings of

¥

!
{based in part on “activities protected by

United States cxtm.m, and pennancnt remdents

i

the first amendment to the C()tlbt\l"utl()ll ” Ia’ 1861(4)(1) see also § 1861(a)(2)(B).

i “ﬁiﬁﬁémi&ﬂh hif o




ns

see also § 1861 (a)(2)(B)

25. Sectlon 21 5 requlre

that the mvestlgatlon is not; bemg cgg' ucte
42

i )

basis of act1v1t1es protected by the

¥

speciﬁcation;as unfoundedg ,‘See i

3

""""‘ﬁ- aoreldlBi,

TN

fe k )?t& (c)(‘l).

n

LG AV S
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e

he fFB% toi qbtaln recerds or personal belongings of

o

,or permanent re51dents based solely upon

dmenbto the Constitution.” See id. § 1861(a)(1);

?)ilrt to defer to the FBI’s speciﬁcation

Unlted States person solely upon the

’ mhent The FISA Comt has no statutory s

¢ FB , spec1ﬁcat10n or to reJect the

26. Section 215;§ihc1ud t ”“ / "1g gag prov1510n “No person shall
disclose to any otherf;person ((other; %)%c p’rsons necessary to produce the tangible - : F
. P § |4 ¢ 1 .
o4

th}ings under this sec‘;tion)f.‘ that the K¢
tanglble things under this sectlon e

indefinite, and do not requlre the EB}ﬁtc m

particular case.

27.  Defehdant Attorn'e i

publicly even the mest ba51c info

2

refused to say, for. ezz(cample,f how mg

information from publlc llbranes,“‘

L5
T I %

i ’zmes ._it»h-as beejn ,used~.to obtain mformation

len-ts, and how man“y} times it has been used




28, Through a request sufbfﬁitted undcr the Freedom of Information Act, the

S

American Civil Liberties Union obtéﬁfiéd heavily redacted-documents that indicate that

the FBI has alrcady used Section 215, '

%

29.  AtalJune 2003 hedrmg, Defcndant Attorney General Ashcroft informed

the House Judiciary Commlttee that 1t is hlS posmon that Section 215 could be used to

wo i
S

obtain, among other things,,library and bqoks‘mr}: records, computer files, education

records, and even genetic mformatlo 3 ,
.

{
FACTWAL BACKGROUND
30.  Based on their personal expgmum -es and the government’s own actions,

! 3 voE
plaintiffs have a well-founded behefithat .tlér.y and their members, clients, and

constituents (hereinafter © mcmbcr %ﬁd'chcms ) havu been or are currently the targets of

investigations conducted upder ch;t,ijn 21 5‘ Bg:cause Section 215 does not require the

government to provide notice to s :illance tm]'gcts and because it strictly gags

recipients from disclosing that the FBI hasésought or obtained information from them,

. IR } :
plaintiffs and other innocent targetﬁ‘s of FBI surv,'e‘illance have no way to know with
certainty that their prlvacy has becmcomproml%d
31.  The FBI has alrcady*targcted pldmtlffs their members, and their clients in

a number of ways.

32, The FBI has sought in

their members and clients. ) o i4
33.  The I—BI has sought.i ‘nform atlon from some of the plaintiffs’ members and
7

clients directly, cither during visitﬁs%’té thei;r ﬂhon}nes and businesscs, or through numerous
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37.

providing material support to For

Department had a prevmus-ly und%s los

i3, %
thousands of Iraql citizens:and Irafflf

e%gli T

members and chents' contrlbuted ﬁn ; 01

a ’Mushms of Arab and South Asian

EE : ‘
ders dnd clients who were required to register

of plamtlffs mernbers and c11ents of

D ; Tlon leerty Shield.”

iy ﬁlembers‘ wcre;questloned about their
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f : ed States support for Isracli pohcles, and

: EPlei}intiffs’ members and clients believe

gation under Section 215 because of

%

ate flip‘_ : Igcly in November 2002 that the Justice
; féntfe .lfysgeigiéeap‘rc‘)éram involv[ing] tracking

‘ w1th dual citizenship.”
i g a ﬁumlger of charities suspected of
@rganiZétions. Some of plaintiffs’

L4

these charities before the charities were




38.  Some of the plaintitfs and thciir‘ meémbers and clients have direct contacts
with people whom the INS detained and theEF(BI 1iﬁter,rogated after Scptember 1 1" The
FBI routinely interrogated INS detain.ég‘%s, as@:ingiqueslions not only about the detainecs’
own immigration status, political vie\.{/s, 1‘cli;g;ou$ beliefs, and foreign connections but

also about the political vicws, religiots belicfs, and foreign connections of the detainees’

friends and family members.

1

e

¢

39.  Many of plaintiffs’ rhéi‘}lbérs andlclients cmigrated to the United States

; FEEN
- , . S S , : ‘

from countries the government has agcused, of sponsoring terrorism, such as Syria and
] !

Iraq. Defendant Muelier haststated; publicly that a “substantial” number of persons are
CE PR 7 |

' i 4 ,
under constant surveillance, particularly in‘communttics like New York and Detroit,

L ‘ . Slg b ; o
where plaintiffs have thousands of Arab-Ameri¢an members and clients.

'
40.  Many of the plaintiffs dircctly sérve Muslim communities, or have

iy
B

significant numbers of members of & icnt'fsévﬁho‘{are Muslim. Two of the plaintiffs, the
v Siw

N ¥

Muslim Community Association ()f”f?inn?/\‘%rborﬁand the Islamic Center of Portland,

Lt

Masjed As-Saber, operate m\osquc‘s.; .

41,  Scction 215 has caus‘ed SOI‘RC ofiplaintiffs’ members and clients to be
inhibited from publicly expressing thelr pél;ticf;ll viéws, attending mosque and practicing
their religion, participating in publié fdcbfaicé cﬁgaging in political activity, associating

with legitimate political and religious orggriiZa;tiQns, donating money to legitimate

charitable organizations, exercising¢andoréin private conversations, rescarching sensitive
S S
political and religious topics, visiting particular websites, and otherwise engaging in

activity that is protected by the FiﬁréﬂAmé’nﬂhﬁ}:nt to the United States Constitution.
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nzof Ann Arbor

based organlzatlon that owns and

vhchlgan T$lamic Academy, in Ann

daySf MCA employs approx1rnately 20
mernbers

3 nrolled at the Mlchlgan Islamlc

L f) qgh 131“‘ grade In add1t1on to offering the

the 'b;f,ls'lc% kxio‘wled'ge requlred to preserve

i 3 v

. 1ty«.v
3 S I L
L

; ‘; Pamot Act ¢ on the civil nghts of

Ja{nuary 26:2002; April 14, 2002; October

f(->rums addressed the impact of the Patriot

;.\?émrv -

! 11,lies‘;feind‘fundra1§ers related to the Rabih
' was almost always discussed.

45, Because of the relaﬁemshlp et ef'en MCA, itsimembers and leaders, and

b

',,tmned detamed or arrested since September

: ,.I%has used or is:currently using Section 215 to
:,f_ ' ﬁ :
out it (md its members, students, and

H
b

: i i
obtain records or petsonal belongi hi"

vwv
- c

constituents.




46.  For examplc ’thu MCA 1tv<; Ieadcrs;hlp, and 1ts: members have been
a9<;001atcd with Rabih Haddad Ra°Wb1h Haddad sadl- -year-old native of Lebanon who
came legally to the United States and hved unlll recently in Ann Arbor with his wife and
four children. He was an active métihbepofMdA and a volunteer teacher at MCA’s
Michigan Islamic Academy. In 1992% he <;0+f0ﬂ111ded the Global Relief Foundation, a
humanitarian organization which th% cheral govemmcnt has accused of having provided

matcrial support forterrorism. In December 2001 Mr. Haddad was arrested on

immigration charges. Though nev@rﬁ*accus;cgl 01 threatening or harming anyone, Mr.
. RN .
Haddad was denied bond and hcldm;,solltajry confinement for months with almost no

. L ab & .
access to his famlly or the outside w.,o"rld.r The IINS commenced removal proccedmgs

against him based on visa Vlolatlons and thc govu‘nment attempted to close the INS

(:
hearings to the press> and public. TheﬁAC L=U the Detroit Free Press, Representative John

; a

Conyecrs and others successful]y ‘auedvto opcn the hearings. Mr Haddad was ultimately

imprisoned for approx1matcly mneteen months ,Jand deportcd to Lebanon in July 2003.

s :

He was never charged with any cr

I

47.  Some MCA membc%s%’ ‘ ql d tf;jlc Free Rabih Haddad Committee in

P
: . Giioh .
December 2001. The Free Rabih Eje}fd,dad C omimittee supported the Haddad family .

during Mr. Haddad’s 1mpnsonmcnt,%ralsed~ moncy to assist in his defense, organized
“ f
public dt.monstratlons n support ot Mr Hadda(l and organized a letter-writing
yo 1 P
campaign. The Free Rabih Haddad Qomm@tee ]contmues to-educate the public about the
o P I

3 E
[ |

. - A R | . . . . .
government’s treatment of Mr. Haddad. Thé MCA itself also held numerous fundraisers

and public rallics to protest Mr. Hz{fdggd’é détention.

13




Bank. The federal government has :
through wiretaps autljion‘zed‘ dinder
Arian’s daughter, La§la Al-Arlan, spok

March 2003.
1nvest1gat10n by the FBI

came to the Umted States m 1987

e

State Umver51ty and a Ph D in Eng

Umted States 01t1zem He 1s {marfi

member of the Mmhlgan Islarmc

approximatély three years. ;

5’?’.#" S

For example, MCA mbe

Mr.; Albardu%li has{ )

Mr. Albarougdl ha il

X

9115 to the MCA in

| j éwas 1ndlctedf in the Mlddle District of
(firfgianﬁi abe_,ttmg ter:rons;m in the occupied West

: 'ndence in the case’ ‘that they obtained

e

@i
S s& .
‘3

tné)t Act" mendment to FISA. Dr Al-

S e g
> mr-gw ~ s
”v——\

:ig;r;;,«m
.~

?er father s case;at MCA’S mosque in

SR e 8

OthenfMCAtmenlbegsﬁanﬁﬁleaderg have been mdmdually targeted for

Homam Albaroudl was born in Syria and
’:1ved a Masters in Engmeemng from Missourl

| jm Oregon State University. He is now a

al éltcd States c1t1zen and has three children, all

Sk

United States cmzens He works as ‘an e jgﬁneé "for a Fortune 100 company.
Y

Z

gn%‘a“ct;‘iv e member of MCA since 1999. He was a

s ‘oard of: dlrectors for 3 years.

ember of CAIR’S Mlehlgan chapter for




54. In 1993 Mr. Albaroudl co- founded the Islamic Assembly of North

* America (“TANA™), a non-profit orgiel?nlzation' dedlcated to cducating the public about
G Islam. While he was associated thb the: o;réani;z?ation, IANA organized conferences,

v

published religious books, and sup;p'l:i.'ed Qurdns1 to incarcerated Muslims. Mr. Albaroudi

B served as IANA’s Exccutive Direotor;:frorﬁ the «brganizétion’s founding in 1996 until

1997, when he stepped down from“v,f‘h:;ié positfon ‘and ended his association with IANA
(R

because of personal differences wiftli?othér"?li\NéA leaders. The FBI raided TANA’s
offices in February 2003, scizing c‘_;o?;ni;putegséa‘nél taking photographs of books. The
computers contained information zi‘fb;”out'Mff ‘&l"Alt-j»aroudi FBI agents also questioned

TANA associates and ex- cmployees about Mr A]baroudl notwithstanding that his

i

association with JANA ended in 1997

55. Mr. Albaroudi was also a ;fo?lfndcjrr of the Free Rabih Haddad Committee.
Mr. Albaroudi convéned tho initiaél?leetifné of t:he Committee on the premises of the
MCA. v i

56.  Mr. Albaroudi has t\&élCC l;een contacted by the FBI. On the first occasion,
which was approximately four ycarg;.agol I\>Ir AHbaromldl was on an employment-related
consulting assignment in Indiana wh cn tho?F BI! ‘came looking: tor him at his home in
Michigan. When the FBI diécovcr‘cd ﬂlat M‘r Ai.lbaroudi was not at home, they left their
cards with Mr. Albaroudi’s wife, abskllng thot‘ M] Albaroudi contact them when he

returned. Mr. Albaroudi did so. The ‘FBI dld not pursue cfforts to speak with Mr.

Albaroudi after he 1mf0nned them tﬁh;at he, d'?u{l not feel comfortable speaking with them

wh

without an attorney present. o {

'

: Yy X ‘u, A “;m:':.}‘ Lo
§ LR e R



T |

SRR
i <§ufd1 agam 1n or about March 2003 On this

.i

5. Mr Albaroudl explamed to the FBI that he

would have contacted%theni eféhis ov‘if
the United States. The FBI then askedl]
who had recently been arrested for af

charges. The FBI dldgnot pursue-eft;

them that he did not‘fféel comfo rtab 1e .

(U A
58.  Mr. Albaroudi:reason

cthnicity, bis place ofbirth, his earl]

5

IS
H
.
10)
%
)
¥

*Mz‘.

zbaroudl about: another co-founder of JANA,

it ch;_‘eeki’ and}then detained on immigration
5 ;aék: vith Mr. Albaroudi after he informed
t ,

i ;g M/‘lth them w1thout an attorney present.

'fev‘e{s that because of hlS religion, his

irfherishlp \and 1eadersh1p role in MCA, the FBI

21 5; to obt ain his rec‘:ords and personal belongmgs.

59. MCA member Kri vnetAhn 'ahJ was born in Lansing, Michigan in 1958.

)
¥

61.  Mrs. Abouzahr tauéht*ﬁat«
from 1995-1997, from 1999 20014

youngest daughter i currently a stll

‘a1
¥
i
L

t'h

he elﬂest df whom is 121 and the youngest 9. Mrs.

: Umversny in 1978 and an M.A. from

'1ty in 1980 ‘She moved to Mlchlgan in

rnbe’r of the MCA since 1986.

ow,mgw

\/[1( hlgan Islamlc Academy from 1990-1994,

e wosonad

/ ;}mi‘:ng tihls past&academlc year. Mrs. Abouzahr’s

|
Mlchlgan«lslamlc Academy
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62. Mrs Abouzahr serv Bn MiCA 5 Outreach Committee, whose mandate is

to educate Americans about Islam.»‘?- As a méefnbér of the Outreach Committee, she has

‘.

visited numerous local schools and community organizations to give presentations about
i 2

Islam. Mrs. Abouzahr also serves informally as an advisor to Michigan Islamic

Academy’s new immigrant studcntfs‘:arnd 'th‘feir parents who have questions about adjusting

to life in the United Statcs. s

. 2
63. Mrs. Abouzahr 18 an aotwe membcr ot the Ann Arbor Arca Committec for

Pcace (AAACP). As a member of that organuatlon, Mrs. Abouzahr attended

‘
3
1

demonstrations agqut the Gulf Wdrw agamst th Patriot Act, against the FBI’s

[

F—

5 5 )
“voluntary” mtcrwew program and \1n favorqof 2 JUSt peace bétween Israel and Palestine.

Mrs. Abouzahr has also spoken publlcly ati(fomonstrations sponsored by AAACP and

&

MCA, including at demonstratlonbim support 01 Rabih Haddad.

64. Mrs. Abou7ahr 18 also an actwe Immbel of the Free Rabih Haddad

Committee. As onc of the Commiftée’s l;»\{;ogM%:dia Coordinators, she drafts press

releases, speaks to the modia‘, and ani:Ze%siipﬁt-i»lic‘d‘cmonstrations. She has also spoken
publicly in support oi Mr. Haddad For cxampljo in February 2002, after she had traveled

to Washington, D.C.; with Mr Haddad S Wlfe 1he spoke at an informational forum

organized and co-sponsored by thef/X’AACPi;and] the Free Rabih Haddad Committee to

. ; nE ,‘
inform the local community about H ddad;si‘cas[e,

£

65.  The Free Rabih Haddad Commitfee’s post office box is registered in Mrs.
38, S i :

Abouzahr’s name. g

N1 Y
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Section 215 to obtanr her recmds anei persogn.

.;«a ‘z i

Michigan University;;'; He‘-r@qeived

institution in 1997. : ¢

69.  Mr. Hassan )

has three children, two of vx?h;om arg nlt(;d
. 4
¥ D g e
technology consultant and feéides i ilanti
{‘i ! ;HL i .:-‘{ .
70.  Mr. Hassan has beeinﬁﬁ'*mennli'E

.i&

AR :

1 Belongmgs.

¢ United’ :taﬁtés;f.in :f199;4; to study at Eastern

0 )
/ Aé the FBI has used or is currently using

omputer Information Systems rom tht

tat",s ,c1tlzqn»s.f Mr. Hassan now works as a

o iof the MCA since 1994. Since January

o
1

he

);"AL“/’QM“ o

s

' v, and ats,:MCAistice President.

f wj" he*FréeRablh Haddad Committee. As one

drafts press releases, speaks to the

) i

s that because of his rehglon his ethnicity,

%Rablh Haddad Comrmttee and his

e @
G

z .s

membershlp and leadershlp role in N

i
215 to obtain his rece,rds anfd perso%i

73. MCA;‘:alsQ ;Qasonabl;, :

order. It then would have noZabili




dan e

mail, home and business addresses,;and citi?zéﬁshipistatus and national origin. MCA

keeps records rclatmg to mcmbers’ im arrlages and divorces, and relating to members’

v

family problems that MCA’s: Imam}and Somal (1 ommlttep help resolve. MCA also keeps

records documenting,the use of zakat» (membcm charltable donations). The Michigan

Islamic Academy also mamtams ay 1cty oﬁcducatlonal and counseling records about its
i ‘

s e&<k’-

? 5 u
’of rclqglous documents associated with the mosque

()

students. Finally, MCA has a vari¢ t

and the Michigan Islamic Academ

E]

RV
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o 'QA@;'W;{# '*<~,r14r .y .J.» v
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74. MCA has a pollcy ol Mly mamtammg the prlvacy of its records and

routinely assures its members that ar
il

ithpjl@t!O}] thcy pr0v1de to MCA will be kept

' LI b
S 3 . . .
confidential. MCA’s membcrs rely on MGA's :ligsurances that their records will be kept

BT

confidential. b

75. SE,CUOTI 215 compxony'%es MCA 45 dblllly to maintain the confidentiality of
S

records pertaining to’its members and;studgnts, ‘and to protect individual members and

~k‘,"

: , (A
students from harassment, threats, axid Vipl;c:nce:{ MEA has been the target of harassment

since September 1 l . For example, éon sor%e occasmm aftcr MCA President Nazih

Hassan was quoted in newspaper af ;leSr the MCA received scverdl hate letters. After
‘ i
;

bon Ncws at: thc end ot Mdrch 2003, an unknown

Mr. Hassan wrote a letter to the Ann ]

5t
P

individual or group placed hate ﬂié,r§ on caré outﬂde the mosque. Were the

»

confidentiality of MC/\ $ records to bc Compromlbcd and MCA’s membership list to

become public knowledge, MCA’ ; mdnv1dual memburs would be subjected to verbal

harassment, threats, and even v101@_n§;c.. R

¥ .
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ids confidentjal 3lsq allows MCA to protect

2

ithat thesgovernment will target them for

id 1g their rights to free speech, free

FBI is usiﬁg“proVisions.of the Patriot

‘r‘s, some MCA members are afraid to

E jpress thelr opl_f !,’ons about religious and

DT e
Fas

assomated with the orgamzatlon

e : Amerlcan-Ar

t if gamzatlon commxtted to defending the

y ?Epeople of Arab descent ADC has

ny istates. It\is he;’adqqagtered in

: niNew: York City, Detroit, San Diego, and San

e

';cﬂt, ADC'fhas spent a significant amount
> "ng agalnst the ClVll rights encroachments
F O

gd {’ongxcssmmal brleﬁngs in Washington,

‘.‘!

Tor ofa natlonalfjcongressmnal‘, briefing

i

;ﬁg!, Which was atten'ded by several

ired testlmony from immigrants who had

y'%;}‘.
4 ¥ 7
O




suffered civil rights v-iélatiorfsffafter‘S;é@teptbgag (1. OnJ une 2.2003, ADC co-sponsored

i
e Lol o
another congressional Staff bmé:fing @Q%ustng;dtt the Act and other post-September 11
: - ) TR .

Department of Justice initiatives. AD! stfff; fhen}abers have spoken about the Patriot Act
at over 150 confercnces, seminars, an‘d 'univerSityt events around the nation. Additionally,

Kl

ADC's National Convcntlons for 2002 and ”003 1ncludcd several panels discussing the

g

% i

Patriot Act and other government pro» ams dmd pollcles 1mplemented after the Patriot
‘ !

).

fy!
Act became law. ADC spokespeople ‘_mcludmg Commumcatlons Director Hussein
o # H
Ibish, arc among the leadmg advocates in nat’tonztl media against the Patriot Act.
(
' : s
provgl(sles foutine assistance to anyone contacting

Moreover, the ADC Legal Departmv

)

N

]

o ‘ IEEEE

ADC for help concerning law enforcément %)ﬁ ot%tet activities.related to the Patriot Act.
Li

S
Finally, ADC’s Legal Department 1Sfan aetév:e fpcutlmpant in coalition-based policy
advocacy to amend or repeal patts oigf’thc A?t‘:

i

s

80. ADC monitors the dye ;‘proces‘s mjtq cqual protection rights of all Arab-

Americans, including those; who w%rfefdetai;in.ed (%)n by the INS after September 1 1" and

those who have been, caught up in te rr

N \

i
omsm 1nv<‘st1gat10ns

81.  For example ADC and its members publicly condemned the use of secret

evidence in the detentlon of Dr Mazen Al *Najj.ir formerly a University of South Florida

professor. Though incarcetatcd for é)ver .thr‘ee y@ar‘s; Dr. Al-Najjar was never charged
by .

with any criminal offensc. ‘He was ultimately deported for visa violations.

82. ADC and its mcmbet havef zfléol rhade public statements of concern about
£

due process issucs in the case of Rablh Haddad‘ a commumty leader in Ann Arbor,

iy
!
Michigan who was detained by the IN S 1ns]%ecg’mbcr 2001, imprisoned for approximately

SRR I TR Y

S 1 ' ) ‘“, ;
. iR s %&A '
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nineteen months, and ultimately depé

. @903 without iiaving been charged with

3

Ship | twedn ADC, its mermbers, and persons

Because of the relationsh

. ADC mamtams a variety of records
y e of familfy_;members, home and business
jresses, credit ea’rd information, and

L poli :y of mamtammg the conﬁdennahty of its

i
i

2 gbifity to maintain the confidentiality of

members from harassment threats, and

2

14l i 'crease 111 hate crimes, dlscnmmatlon and

;eptember 11 attacks. Many of these

j ;eport on Hate. Cnmes and

?ost-September 11 Backlash ” Over 700

o documented over 80 cases in whlch

s : :he"\&,'fijere perceived to be Arab. There




,“Ma...
w&a;&w«uéﬁmé'r
ea

were also over 800 cascs of employmcnt dlscnmmatlon against Arab-Americans, an

approximately four-fold i 1ncredse oygzr prcv1ous lannual rates, and numerous instances of

EY

denial of service, discriminatory service and housing discrimination. These numbers

th

remain significantly abovc‘pre-Septémbé‘r 11" Tevels today. Were the confidentiality of
ADC’s records to be compromlscd or ADC’S full membership list to become public
knowledge, ADC’s members could rlsk hara%smcnt threats, and even violence.

Arab. Communltv C entcr for sEconomlc and SOClal Services

L

mental health, educational, artistic; mplo;grrilcml, legal and medical scrvices. ACCESS

has more than 2500 members and zfp‘ffﬁox‘irélgtclj]/ 150 full-time staff,
SAE N ,

87.  ACCESS provides 01\2; or sc‘v;énfty a]:ﬁfferent programs to more than a
1

hundred thousand people of all clhmc and TLllglOUS backgrounds. In the last fiscal year,

ACCESS provided more than 57 29@3‘36!‘“065 m the area of social and legal services,

1 H

hlatrgc,, s,elj\fices,' more than 60,300 in health and
I

more than 12,600 counseling and ps

N . 1 > ) 7
health education scrvices, and mor¢ ghﬂan 55;,600 eémployment and vocational services.

N

ACCESS also provided more than 256 590 hOUTﬁ of educational and recreational services

e

-

v

to youths and their parents,iand sponsored cu tul al events and activities attended by many

W Loy
F
i

m
Sk e

thousands of people.

88.  For example, ACCEé»Sf runs;’zf Community Health and Resources Center

that offers a wide rarlgc of mcdical,}@iibli;c Béalt]ﬁj mental health and family counseling
3

23




has twice sponsored aﬂNatloneil Confer:

i }‘

89. ACCE;&SS’S "D;e’partm

5

RRE
p_.«
#:

mstructlon and famlly accultu;ratlo ser\;leesito

teen dialogue 6pportt1;r1ities for you

90. Becauée of tﬁe’ relati

i

and persons questioned, detﬁiifned, 0 ;;} leported s_i

usin

belicves that the FBI has used oris irent

e')

ers an
£

t\ivée

E ‘a?:n@

ices offers emergency food

: ss preventron programs Its Department

b tralnmg programs language

elp 1mm1grants 1ntegrate into their new

3 ~fr_ovi'd«s‘:s after schi‘)ol ‘homework

K youth, and recreation programs and

nACCESS ité rnembers and clients,

‘ nce‘ September 11th ACCESS reasonably

1g Sectron 21 5 to obtain records or other

"&

d‘fcliénté.

i_clién’,té have been iﬂdividoally targeted

in 1965. He has beem a legalgperrna

Ghosn’s appllcatron for naturalrzat*

by , \hmed Ali Ghosn \yas born in Lebanon
ident of the Uni?itcdk Stéteé since 1993. Mr.
Ser oendrng for over seven years. Mr. Ghosn

hie INS later 1nformed Mr Ghosn that it




had lost the apphcatlon and adv1sed3h1m to submlt two duphcdte applications. Mr. Ghosn

did so. He received. an acknowledggr%lellt n(i)tlce trom the INS in January 1998 — over
! N

five years ago. Smce January 1998 thc INS has reqmrcd Mr. Ghosn to be fingerprinted
on multiple occasions but it has nevér so’ught to‘ schedule a naturalization interview.

93.  The TNS most reccnt]»y, reqmrcd \\/lr Ghosn to be fingerprinted in February
2002. When Mr. Ghosn appeared dS he ha’d becn askcd to, he was greeted not only by an

: i
i 13,
INS criminal mvcstlgator but also bé two EBI agents, who questioned him for over two
; H

hours about his assouatlom with v, ¢ ous' md1v1a:1ual_s and charitable organizations in
¢ : P ¢

Lebanon. The FBI agents mformedﬁ 1 Ghom that he could be naturalized if he

cooperated with them, but that if h d'id n"ot= %hi sichildren would be seized by the

government and placed in foster cat MI {Gho‘,n answercd the F BI’s questions to the

best of his ability but refused their request that he become an FBI or INS spy. He was not
e

advised of his right to coun‘sél.

94.  Becausc of the FBI’fs actlons,qu; Ghosn reasonably belicves that the FBI

: ?, 2, § i .
has uscd or is currently using Section 215 to.obtain his records or other personal
S R 3 . * .

belongings.
95. ACCESS also. reaso?nélily bé%li?&:vc?s:that it could be served with a Section
215 order. It would then haivfc no ablllty to?c}]alﬂengc the order before compromising the
privacy rights of its membcrs‘é and L]lCl’ltS ACL]?ESS maintains a wide range of highly
‘ P

personal, scnsitive reé;ords relating to the Sérsi‘/icé:s‘it offers to clients. For example, the

Community Health and Research Ceniler n@i_:ntai‘ ns medical records for torture victims




P ;'l Wlth Eplsc@pal Mlgratlon Ministrics

| €h frch that ad @cates for the protection of o | ';‘;; ‘

i I

the: refugees ;
98.  Bridgefemploys cight ‘si%ff;%ﬁsg;nbe;,rs aid s offices in Knowville,
, o Chettanooga, and BﬁS%fdl, Tennesseﬁ"‘-: :

99. Bridgé%generauy obtaill

5 in either of two ‘ways. In some cases, a

oassist.a relative whom the United -,

inc ,}Zet arﬁfved ifn?'the" United Sta"tes, In

the Unl;tedf States. In other cases,

| ?

; “ ;mlzatlons such : as CWS and EMM. ' . ‘*‘
o J Lreﬁlgees w‘ho do not have famlly inthe -‘ . ‘_ e
Um?ted States.’ , § o ) # 'I
100. ;’ vHistorifg::ally, B%‘ldge e(ff apjp;d)eimgtél;& 200 new refugees and g

@ .
i@

&
N -
@

R - YO
[
: [

¢ fd whlch 1ncludes refugees who arrived N B |

:des approx1mately 500 ﬁles

L e PTUAVRURI, < (P
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101.  Bridge ordinarily se{rﬁ%gs 1ts ;cBieni{s' through individual sponsors, whom
Bridge recruits from local churches,i’rr‘los@ie‘is, and synagogues.

102.  Sponsors sign conﬁélédtial,iﬁ:yéagl%cements. Bridge staff explain and review
the confidentiality ag‘recmem’ in spori@:sor fra;ini'llg scssions,

103.  Bridge provides its élli\'tagnt:s"\xfitl1 aibmad spectrum of resettlement services.

s ensure that new refugees have accommodations,

i 1

For example, Bridge staff dIld spon

furniture, clothing, and food;.accoﬁi}g ny new refugees to the Department of Health for

N

Eap—-

medical examinations and immunizations; pgo;vli‘dchnghsh language tutors to refugecs

who require them; ensure that refugec ‘cllii]dréh enrol] in school; provide cultural

counseling to educate new refugees |

A
a3 |

bout American customs; assist new refugecs in

. ) T P I
finding employment as quickly as po%;mblg;%zfssn‘atncw'refugecs I complying with

105,  In many cases, Bndgcgs ﬁles‘alqohncludu case notes taken by Bridge staff.

g

i 2

’ rg [rc»m which;the cllent has suffered in the
' : -
past or that the client suffers c«urrentl - Ca .&.' hot f’s may also document the nature of the

Case notes may docurpent medical Q

>

g

.

persccution that the chcnt faccd in h’er‘ihomc* coufltry. :

!
s !

i

-

L

*
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107.

whose staff have the rele‘vantg?langua
decide that they cannsc%)t' affor(i to entri

clients generally do not obta;ir;'il the el

with their problems — includivrzlg serio

108. Bridge;é is coricierned
the conﬁdentielity of its clierrts’ reco
information they pret;‘éide wrll; be ke
confidentiality of the 1nforma’t10n t
privilege. Bridge pro";Vides ité elierlt

that Bridge will dlsclose them record

x’

iq ;] : .
t Bridge staff about personal problems,

', iﬁation at work or school, domestic

In @ne case for example, Bridge counseled a
‘% .

acqug;tred as a result of rape by a soldier. In
3 ; ient iwho was being mistreated by his

had

do;c—ﬁlmenltatlojn* of conversations relating to these
I S N

"‘ li‘ent{s can obtain the assistance they need
setilenaent services organization in East Tennessee

t tﬁe*ir-}ipm sbﬁatl :iinfblzmation to Bridge, those

thétiftl?)e need from ‘anywhere. They simply deal
;‘éj'i:eal_ aﬁd personal; problems — on their own.
3

Sectibn 215¢ compromlses its- ablllty to maintain

dg regularly assures 1ts clients that the

' lv1de is protected by a social worker
1dent1a11ty agreement that assures clients

c111tate the contmuatlon of proper

,3/

hatii : eoufd bc senved with a Section 215 -

g/‘_ettlgé order before




110.  The FBI has approaciﬁgd Bfié}ge for information about its clients on at least

two occasions. In carly November 2002, the FBY approached Bridge to ask it to disclose
: g

all records relating to its Iragi-born cliénts. ‘Bridge declined to disclose the records

because the records included scnsitilvé,iperspﬁal information, including medical

.

information.
111. On November 12, 20'02 Bmélgc was scrved with a Subpoena To Testify
Betore Grand Jury, ordermg the productlonsof Any and-all records of Bridge . . . relating

to any and all Iraqi- born people wh@) avé b en asslsled by Bridge Refugee and

R IR
Sponsorship Sewwes Inc., mcludmgjgre(,oxdwthat provide the name, address, telephone

o

number, employcr, and personal <:1rcumstanccs uf such pcrsons. Bridge moved to quash

e

E M

the subpoena but w1thdrcw its motie ri“ yvh ni the ] BI agreed not to seek more information
?
than Bridge’s: cllcntq would: alreadyfhavc prov1dc‘d to the INS. The FBI made dear
:v. : ﬁ "
howcver, that it mlght eventually demand morc 1nt0rmat10n The FBI did not indicate

i

what form such a demand nlight takc

S

112. Bridgc client Muwafzf"’Albér%cﬁi w‘:as bom in 1968 in Najaf, Iraq, where he

lived until 1991. In 1991, at the enco ragemem]of the United States, Mr. Albaraqi

participated in an uprising a'gainst the o‘vemment of Saddam Husscin. Although the
uprising was successful in N ajaf, Anj riCa_fn} s;up%.drt did not materialize and ultimately the
REENY :

city fell again:to the Iraqi Republlc ‘uair(fi.j Tﬁose who had participated in the uprising

were labeled traitors and were tortured 1mpr150ned or killed. Mr. Albaraqi fled to Saudi

Arabia. ' L

ARy

29
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113.

interview.

I {;‘:
i

SE

"Mr. ASlbaraql éhved

Saudi Arabia from March 19

?

T

91 to

the United States Whille llvmg at th

g

eptembe
i

g

i3

nwd

%

;N'atmms admmlstered refugee camp in

]
i ,1?94 He applled for political asylum in -

,‘orgambatlon was transferred to Bridge

idie als0 helped Mr. Albaragi apply for

o
kc)}ﬂlse

..;t¢t®ld that the mteerew was optional or

-

States in’ September 1994. His file,

in Tennessee, where he had ﬁ1ends.

i4n dgusgmg '@o?livae in Tennessee. For

2
¥

d: ;Jidﬁﬁiy/illle,rz p’o‘iinti'n‘g out where he could

Mr. Albaraql find a ‘i‘lace t@ llve, pa’d hlsz f%rgﬁnlxonth s ,refnt an’zd u;ti'litiesf, and bo’ught him

cunty‘ Bndge accompanied Mr.
", lAlbaraq1 wafs gl‘:ven a medical’

1ped> Mr. Albaraq1 withthis apphcatlon

ity hﬁskapplgcatlon for 01tlzensh1p

g

f $ ates citlzen 1n 1999. Mr A1baraq1 now
,’ : i f(noxvﬂle, Tennessee Heis. also a part-

i 'ers1ty of Tennessec

g workp' ‘ce mJanuary 2003, stating that

&1 T ‘ffh{ave' an attorney prcsent at the

,smnz?

Lk isﬁ ’



118.  During the intervie@fthé FB] asi<ed, among other questions, whether

anyone associated with the Iraqi govqcmment had asked him to engage in terrorism

s

against American targets; what hc ,{Jvfoilld;do:’iif an Iraqi agent asked him to engage in

terrorism; and whether he might act ¢ ffeireﬁﬂy xf the Iraqi agent cut off his brother’s

,

finger and sent it to him in the mail‘."\’, o

119.  Mr. Albaraqi would it hé;\fééjsoﬁ%ght Bridge’s assistance for sensitive,

personal matters hadihe thought thgt},the FB:I'gc‘o'j,lld easily aceess Bridge’s records under
' . g T
: . TR .
Section 215. Based on his own experience;as ajrefugee, he belicves that other refugees
YNNI
g H A

will be less likely to seck He]p from ;@pdgcﬁ because the FBI can obtain their sensitive,

personal records even when they haye, done nothing wrong,
; Ty
T TR . R ’
Council 0n§Amer10§m—:\[slamlc Relations
[

120. CAIR'isa nom-proﬁ grassrootq forgam?atlon dedicated to enhancing the

;

i ]
public’s understandmg of Islam and %Musl r ms. (1 CAIR is the Iarg%t Islamic civil liberties
organization in the United Stqtes C AIR sin ati ofnal office in Washmgton D.C., hasa

(ST

permancnt statt of about 25 peop]e ”‘Appr lemai tely the same number of pcoplc are

employed by CAIR’s state and localﬁ hapterg J '_

[21.  Since thc passage of the P’ltTlOt Act CAIR has spent a significant amount

of time, staff resourcés, and funds m»advecatmg agamst the civil rights encroachments

i
[ 1
an,nuaﬁl C¢

authorized by the Act CAIR host mterg:nce each March. At both the 2002

and 2003 conferences, multiple Gpeakerq explalmd‘ the Patriot Act and discussed its
import for Muslims.in the Umted States C AIR hosts an annual dinner each October. At

i

both the 2001 and 2002 dinners, speakers cxplaljncd the Patript Act and discussed its

import for Muslims in the United Statcs CA[R regularly distributes e-mail “Action

iﬁ; a&jiiﬁm&
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N
¢ i
4 b
i 3
13

Alerts” to members ad others whotliive sub
7 . o .

d to AIR’s Actlon Alert list. Since

ki v:tnw o
<m'ﬂy1/:¢/,i’tm‘€-n‘:=u&m_ o
L O e

sy

mnumerous Actlon Alerts related to the

the Patriot Act became law, sCAIR

Patrlot Act. CAIR has also 1ssued

122. CAIRmomtorts the

S
E.
g

u»%

erous%news releases related to the Patriot Act.

process and equal protectmn nghts of all Muslims

living in the United States mcludmga hose :letallned on 1mrmgrat10n charges after ‘ S

September 11th and those Caught ub
54-page “Civlleghts R'epoj'rt” that
terrorism” policies, mcludmg the P
Muslims. CAIR 1ssued a s1m11ar ¢ ,‘4:
Ri"ghts Report in Jul;y;‘ 2003 5

123. BGC@&%SG of th% relat 1

S TR B i :
questioned, detamed,%or deported s
: : i t

the FBI is currerltly mrsing;S;ebtioni 5 t0 i

“

and its members

124. For example CAIR. :

1956 She came to the Umted Staté

Mrs Bayoumi has been a member

'L

125. Mrs Bayouml is md

1 terr

; ’j’ghtas R:port i’nZZOOl;

11
Ve i

‘ hadi*

had on the c:1V1l l1bert1es of Amencan

'd:issued_ a new Civil

<

f ,en CAIR its m'e'mbers -and persons

ik b e 1 1‘h CAIR reasonably believes that

M

,records and personal belongmgs of CAIR

mber Ma%gda 'Bay; umi was born in Cairo, Egypt, in

e

n'1977 arld became a United States citizen in 1988.

CAIR Edr‘:apprbxihiately four years.

' ": d;has three chrldren of whom the youngest is

i
and was also born in Cairo, Egypt. He
e

50

jof Mrs Bayourm 8 ehlldren are United States

|

yracuse New York.

a’ al'uhte‘er; f__or several cornmlmity organizations.

AR

] 2,,rft% Acilv;isd’ry Group for the Special-Education
{ 3 4 L : R .

THATRITTIRONY



L2
. o L
B . : i F

: Cw [
ki 3
i %} R

*oa

PPN

Director of the Syracusc Sch{ool Di:fs‘ﬁr_ict. She sén«t’ves as a board member of the Central
New York Parent's Coalition for Chfldren WithiSpcéiallNecdS. She co-founded and
serves on the board 6f the of Autisﬁi; éuppén Group. She founded and scrves on the
board of the Ed Smiéh School's bupport Gréozup jfor Children With Special Needs.

127.  Mrs, Bayoumi and herhusbzand (:O—f()‘unded and serve on the board of the

. &

Central New York Chapter of the Amcnum Mushm Council, an organization that was

established in 1990 to increase the«e'ffecuwc}paqt1c1pat10n of American Muslims in the

political process.

25
S RTEEE
128.  Two FBI agents camc‘?to M:rsé Bjayouml s home on February 26, 2003.

They first mformed Mrs. Bayouml?that thcyj want»d to question her husband. When Ms.

question her instead’

129.  The FBI's quesuomfn‘gagfocused' on a donatlon that Mrs. Bayoumi and her

husband had made ta charity Ld]lb% He]pi the Ncedy Mrs Bayourm and hcr husband

RN P
had donated scveral hundred dollar gto the, organwatmn thu previous year.
3
’ N ?

Bayoumﬂ how much momy she and her husband

(-
»

130.  The agents ; askcd I\/ilrs‘l

D%
B

had contributed to the charlty, whcthcr she flad attended a dinner that Help the Needy had
recently hosted, whether she knew: what theﬁdonatlon was being used for, and whether she

would be upsct if the money had been used t0 bunld,a mosque. Mrs, Bayoumi told the

1,5‘

FBI that she and her: husband had (zlonatediaL tc\jv hundrcd dollars to the charity in cach of

1

the previous few ycars had attended 1thc recem] dinner, and had assumed that the donation

would be used to provide food and medlunc tor needy people in Iraq.
i, - % :

% : Yy




13 1. The FBI didﬁ»n‘ot infi Mfrs:‘i ;a;’llouml how they had leamed that she and

her husband had made a donatlon ‘

B 132. On the same day thit

transferring funds tbgpersoi:}ls,} in I:V{ (6| v :‘/i'{n'g obtained the proper license. While

Help the Needy wafs?{’hot ac':c,ljlsed 0 . oY 1d1ng anythmg other than humamtanan

 ‘ ) ent's press release accused Help the

il ytlsgef?‘forts"‘to en'd‘Saddam Hussein's

‘t 'es that becaUSe of her réligion, her

i eedy, the FBI has used and is currently

ot f personal belongings.

b s that it cowld be served with a Section 215

; itvi to ?;chall‘enge the order Before

5., CAIR maintains a variety of records

¢ and business mailing addresses; phone

ﬁlétion», and checking account information.

s Pty
=t
G

e hahty of its members and their private

rship numbers;or any other information

i

e M‘m’xé‘mk
o .
e R
7,

'S abilit;y'ft("; maintain the confidentiality of

e o
s SN S
oS

btect members from harassment, threats, and

w~<.w@*v’&*& ) v 2
e W




violence. CAIR has documented a substantlal increase in hate crimes, discrimination,
and harassment against Muslim and Arab Amencans since the September 11th attacks.

l‘ i5

Many of these incidents are dcscrlbed in CAIR’ 2001, 2002, and 2003 Civil nghts

Reports. Were the conﬁdenuahty OfacAlRt s rcc ords to bc compromised and CAIR’s
i k , %

v‘:

membership list to become public k?ri’é)fw_led"gé, C}AfIR members could risk harassment,
: s P

threats, and even violence.

Islamic Centeéf Portland Mdbjed As-Saber
N

orlland, MaSJed As-Saber (“ICPMA™), is a non-

136. The Islamic C‘enter éf%% 1

profit orgamzanon that owns and adnﬂmﬁel‘? a moquc, known as Masjed As-Saber and

an Islamic school known as the Islaniic Sc}jogol g)f Portland. Approximately 450 people
attend services at the mosque cach Fnday as many as 3500 attend services on religious
holidays. ICPMA cmploys’ approx;‘;rfx itély §16 "pfﬁizople‘. : Approximately 60 students are

enrolled at the school;.

137. Because of the relati_c{ﬁ';hiﬁ f);)thi%en ICPMA, its community members and

leaders, and persons and orgdmzdtlona mvustlgated questioned, detained, or arrested

since September 1 1th ICPMA reas onably behcvcs that the FBI has used or is currently

using Scction 215 to*obtain recordS’ and p’er’;s‘gmaﬂ belongings pertaining to it and its
N :‘ i ]E
community members and students .+ <5
L 3

138.  Some! ICPMA Lommumty members have been individually targeted for

investigation by the FBI. o ; g

139.  In October, 2002, a {fédera‘l gréemd jury in the District of Oregon indicted

six individuals and charged them w1th varlous c‘ounts of conspiracy to wage war against
: 'i ‘% ; .
the United States and to pr0v1du n ?te rialt suppo%rt to Al Qacda; a seventh individual was

f 1

‘ s 3 ‘1 . C
4 i iﬁﬁiiﬁs bhhddiis it eni

,‘.,’;\:.; oy




¥

also states that the govemment obt

The affidavit does n@t stato the legg

was ultimately réquig,ed to aﬁsclos

the Portland area some of ) hom ‘
interviewed some IO]PMA cémmv
worshlpers and their’ polm

ﬁ

141. In addltlon, some o

the FBI but have not%%een é:harg_ed |

Thomas W. McCar@ﬁi‘ey sta"[e%di thatf

Islamic Center of P;('f)lﬂiﬂand,:i Mas'je 1y

su’rveillance was au?tﬁo'rized ilndei'

i

the subpoena becausk of the impac |

affaid to donate to IGPMA becaus! ki
v 4

ini/estigation and h % ssment. Theik ¢

3} {A trial is currently scheduled for January 2004

7" case Some of the defendants, Jeffrey

Abdulla al Saoub, attended the ICPMA.

':rnon't of the "dé:féndants,' Police Officer

voon

’nflant recbrded conversations inside the

; ,, nJune 6 2002 The electronlc

11 mto the alleged consplracu::s is

islfrom ICPMA. In March 2003, the

P

ecords related to the defendants

i lawyers who moved to quash

Iptivicy ights of IGPMA’s constituents, but

Some of:'ICPM?A’S constituents are now

ihiir "é:l(%),l;‘fla;'tions'Z Wixll';pfovoke FBI




ST f
142, Forexample, l(‘I’I‘\’M;lﬁ'c‘\idicn\ Alaa Abunijem was born in Saudi Arabia
and came to the United States in I‘)h‘)‘ lle iﬂ@cuinu aLLS, citizen in 1996, Mr. Abunijem
is married to a ULS, citizen and has four childrer. He holds a B.S. degree in Electrical
Fngineering and an M.S.in Engincering and "I“c(:rlnmlogy Management. e currently

works as an engineer for a Fortune 100 company. and has lived in Portland. Oregon,

f

since 1999
(43, On December 17,2002, Mri Abunijem was stopped at the Scatte airport
by LLS. Customs and questioned by, both LLS. clistoms and IBI officials regarding the

purpose of his trip to Saudi Arabia# ‘The officials scarched his documents, business cards.
: !( . L

and credit cards for thirty minutes béfore réturning them to him. On his return from
N~ AT ‘
Saudi Arabia on January 9. 2003, Wis luggage and documents were searched for overan
. Lo P . .
hour and a halt. and he was questioned by officials about his teip.
. . L 3 . .
[44. On February 26, 2003, an FB1 agent called Mr. Abunijem at his work
place and questioned him about a domation: e had miade 1o a charity called Telp the

Needy. Mr, Abunijen had made donations of several hundred dollars to the organization

L ¥

over the past few vears, The FBIdid ;nnltil;l form Mr, Abunijem how they had learned that

he made a donation to Help the Neetly, MiiAbunijem told the FBIagent that he did not

; !

feel comfortable talking to the FRI \Sillmui alawyer,
145, On the same day thiihe FBI quiestioned Mr. Abunijem. the Department
Foa [

. . . L A T . .
of Justice announced that a federalgrand juiy in Syracuse. New York, had returned an

T
A . g I . S .
indictment chargingHelp the Needy-and four-individuals assoctated with it of

L

o

transterring funds (o persons in Irdgawithout having obtained the' proper license. While
' f‘rj: . : . . .
Help the Needy was;not accused offhiving protiding anything other than humanitarian
B * ! "

) ) N ;q’
T ﬂd,mh;mi
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aid to people living in [raq the Justlc Ddeﬁﬂ]gnt'S press release ‘accused Help the

Needy of attempting to undermine the Prcsudcntls cffom “to end Saddam Husscin's

TN

tyranny and support for terror.”

146.  Since-1999, Mr. Abf?lﬁ'ijem Kas scrved as a board member of the Islamic
}\ B L ‘

eh]

Assembly of North Amcnca (“IANA")

L , I T . .
,,a'fnon—proht,orgamzatlon dedicated to educating

;

the public about Islam IANA orgér%l e confcrences pubhshes religious books, and
6.3 co X i. 3
supplics Qurans to mcarcerated Mﬁé‘ ms} Thc FBI faided IANA’s offices in Michigan in

i

or about February 2003 bLlZlﬂé computers anditakmg photographs of books. The
F

ch ¥

computers contained information a;;b’;é)i]t;Mig. iAbmecm._ The government has not charged

TANA with any crimie, but has arr d one of the organuatlon s former presidents,

Bassem K. Khafagl,,on federal bankgfmudk@hari,eb Absmtanl U S. Attorney Turry

Derden of Boisc, Idaho has 'Stated 'pg_t;l)liclyzt}hat ]“1her111vo'st1gat1011 could expand to other
: T ,

directors and Islamic Asscni'bly cmf):ljoyecs”
147. Mr. Abunijerh has Lélét:b‘een;“ é%har;;ged with(’any crime and strongly maintains
his innocence. ) | £ |
148.  Mr. Abumjem reasonablv behcx es that because of his religion, his
I
ethnicity, his place ot bmh his 1cadersh1psrolc lin lCPMA and IANA, and his donations to
Help the Needy, the FBI is currently ausmg Secuon 215 to obtain his records and personal

belongings. - ‘ . E’ L
149. TICPMA reasonably bellcve%that it could be served with a Section 215
order. It would then havc no ab1]1ty to. challcngc the ordcr bctorc compromising the

privacy rights of its members. lCPMA mguntams a variety of records about community

members, including their names and'itheg nfa{negj‘. of family meimbers, home and business
ok B B

M ) i Prt i
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LR

o nfe

mailing addresses, phone numbers, ©F

'\
wil addresses. eredit card information, and

4

cheeking account information. ICPNIA also retdins records of services it provides o
community members, including Islamic marfiage contracts, and records of divoree
proceedings and finaicial assistance given to needy familics. The Islamic School of
Portland retains health, financial and educational records pertaining to all ol its students
i

and stall. 1CPMA has a policy of maintiniig the contidentiality of all records pertaiming

: , S ¥
(o its community members, stalland students.

P

150, Scction 215 compromjises ¢ PMATs ability (o maintain the conlidentiality

of its records, and to protect L'mmﬂui]ily members and students from harassment, threats,
and violence. Sinee the Septembei L1 attacks, ICPMA community members and other

Arab-Americans have repeatedly been the target o harassment. Were the confidentiality

ol ICPMA’s records to he compromised and ICPMA™s community listor other records (o

v

become public knowledee, TCPMA s icommunity members and students could risk verbal

. P
harassment, threats, and even violenee.
L3
151, TCPMAs ability toskeep its fecards confidential also atlows ICPMA (o
- ES '
proteet its community members from the possibility that the government will target them
u : . o e ‘ \ .
for their association with 1CPMA zincluding their rights to free speech. free association.
: . :
and free exercise of religion,
152, Because ICPMA mn’ﬁmupil_\i mimbers pelieve that the FBI s currently
using provisions of the Patriot Act tostarge CICPMA, and because the FBI has recorded
LA :
conversations and services inside (e mns%u‘rlc and sought records from ICPMA many

ICPMA community: members are afraid td atead mosque. practice their religion, or

cxpress their opinions about religious andfpolitical issues.

3
-
St ‘

HEE
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CAUSES OF ACTION

153.  Section 215 violates;t!;ic F(})uirtih Amendment by authorizing the FBI to
execute scarches without criminal (;);r«‘%fbre:igéﬁ!éint{:lligence probable cause.

154.  Section 215 violatcs?t-h‘e F odr{h Amendment by authorizing the FBI to
exccute searches without providing: t%l%’géteglsind‘widuals with nqtice or an opportunity to
be heard. o

155.  Section 215€vi01atc§ thu F;fﬁhﬁ* Anslcnd’rhent by authorizing the FBI to
deprive individuals of property w1thf.)ut dué i)rvoijl:ess.

156.  Section 215;Violatef§z fHL F{ir%téAqﬁendment; by categorically and

permanently prohibiting any persohjfrfoni di$c]ojsing to any other person that the FBI has

i

sought records or personal bclongmgs :

ki

157.  Section 215 v101atus the Fmtz Amcndmcnt by authorizing the FBI to

investigate individuals bascd on thmr excrmsc (Lf hrbt Amendmcnt rights, including the
rights of frec expléssxon free dSSOC; ‘121011,‘%8?(1 firce exercise of religion.
PI?%XYEhéI%QIj(RE[JEF
WHEREFORE Plaintiff reSpectqulg} ;req}lésits tr;xat the Court:
1. Decclare that Sectiohg?.%l 5 is%uinc@nstitutibna-]. under the First, Fourth, and

Fifth Amundments ¥

2. Pcrmancntly cnlom chfendams#from using Sec‘uon 215,

3. Award Plaintift fe¢ pulbuant to 28 U.S.C. § 2412.

Ly
T

4. Grant such other aﬁ funhcgrg‘rel’}\ef as the Court deems just and proper.
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Respectfully submitied. \;‘

ANN BELESON

JAMEEL JAFTER

National Legal Department

American Civil Liberties Union
Foundation

125 Broad Street. 18" Floor ‘
New York, NY 10004-2400
i (212) 549-2500
MICIHATL I STEINBERG
NOEL. SALEH :
KARY 1. MOSS
American Civil Liberties U