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SECTION 7. INTERVIEWS

7-1 USE OF CREDENTIALS FOR IDENTIFICATION

Credentials (commission cards) shall be exhibited to all
_persons interviewed by Special Agents so there will be no doubt
concerning the organization with which they are connected.

EFFECTIVE: 01/08/79

7-2 THOROUGHNESS, PRECAUTIONS, TELEPHONIC AND USE OF
INTERPRETERS

EFFECTIVE: 01/08/79

7-2.1 Thoroughness and Precautions During Interviews

(1) When interviewing subjects and suspects,
consideration should be given o including questions as to the
knowledge on the part of the interviewee of previous crimes of a type
similar to the one currently being investigated. The objective is to

develop information concerning other unsolved violations.

(2) 1In the interrogation of subjects and suspects of
Bureau investigations, all Agents should be most meticulous not to
disclose directly or indirectly confidential informants or
confidential sources of information. Questions or references to
papers and files may enable an intelligent subject to fix the source
of our information. :

(3) During an interview with a witness, suspect, or
subject, Agents should under no circumstances state or imply that
public sentiment or hostility exists toward such person. If, during
an interview with .a witness, suspect, or subject, questions are raised
by such persons, oF if anything transpires which gives reasonable
grounds to believe that subsequently such questions or incident may be
used by someone in an effort to place an Agent or the Buresu in an
unfavorable light, a memorandum regarding such questions or incident
should be immediately prepared for the SAC. The SAC is responsible
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for promptly advising FBIHQ and the USA of such questions or incident
and FBIHQ must be promptly informed of all developments.

(4) Agents are not acting as practicing attorneys and
under no circumstances should legal advice be given or an attempt made
to answer legal questions, Agents who are attorneys should not
deliberately make known their legal training. If an Agent who is an
attorney is questioned regarding|his/her|legal training, |Agent|should
state that|he/she|is an attorney but that|he/she|is not in a position
to give legal advice or answer legal questions. Agents should not
interview subjects, subsequent to the initial interview, to determine
what plea subject will make on arraignment. If a USA should make such

| a request,|USA|should be informed of FBIHQ instructions.

EFFECTIVE: 01/08/79

7-2.2 Telephone Interviews

Interviews and investigations by telephone are highly
undesirable. However, in those few instances in which a3 substantial
saving of time would be effected and the necessary information can be
fully obtained, the use of the telephone may be justified. The SAC
must personally approve the use of the telephone to conduct interviews
and investigations in every instance.

EFFECTIVE: 01/08/79

7-2.3 Use of Interpreters

When subjects cannot converse in English adequately, make
arrangements to have interpreter present. Use Bureau personnel if
available in same or adjacent office. Otherwise, qualified .
interpreters from other U.S. intelligence or enforcement agencies may
be used. If none of foregoing available, consider use of sponsor or
close relative of subject for exploratory interview, leaving way open
for reinterview with qualified interpreter if all questions cannot be
resclved. If qualified interpreter is necessary and is not available,
request FBIHQ assistance,
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i) eei . (4)—1In-other-matters; the need—for FBIHQ authurity is set
forth in the guidelines dealing with a particular type of case.

' 3

Sensitive

"Manual of Investigative Operations and Guidelines

Part II _ PAGE 7 - 3
EFFECTIVE: 01/08/79

7-3 REQUIRING FBIHQ AUTHORITY

FBIHQ authority|to interview is required before interviews
are conducted in the following instances: -

(1) The individual to be interviewed is prominent and/or
controversial and suspected of a crime and/or the investigation may
receive extensive media coverage.

(2) The individual is an employee of the news media who
is suspected of a crime arising out of the coverage of a news story or
while engaged in the performance of his/her duties as an employee of -
the news media. Attorney General authority is alsc needed. (See MAOP,

Part II, 5-7, for further information.) '

(3) Refer to FCIN, Part I, 0-2.5 for FCI investigations.

(5) Whenever a question'arises as to whether or not FBIRQ
authority must be obtained prior to an interview,-it-should-be-—— ==
resolved in favor of contacting FBIHQ.| ‘

EFFECTIVE: 01/08/79

7-4 . ONE VS TWO AGENT INTERVIEW OF SECURITY SUBJECT

Safety, security, sensitivity and good judgment are _
considerations in evaluating necessity for two Agents to conduct .
interview of any subject in all types of security 'investigations.

SACs have responsibility and option of deciding when two Agents should
be present during any interview of this nature. Safety of Specials
Agents should be first priority in any evaluvation in this regard.

EFFECTIVE: 01/08/79 - - _ -

- . Sensitiv§
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7-5 EVALUATION OF AN INTERVIEW

An interview cannot be considered thorough unless the’
secount thereof shows the basis for allegations or other pertinent
information furnished by the source during the interview. Only with
the benefit of these important details can the information be fully
and properly evaluated. Statements or allegations may not be accepted
without inquiring of the source as to how source acquired such
information, or as to the basis for beliefs or opinions he/she might
express. I[f his/her information is based on hearsay, an effort must
be made to identify the original source and to interview that source
if feasible to do so. In this regard, consideration must be given to
protection of the identity of confidential Bureau informants or
sources when necessary. When details as to the basis for allegations
made or the identity of original sources {f disseminated outside the
FBI would tend to reveal the identity of an individual whose identity
should be protected, that fact should be called to attention and those
details furnished by cover page(s). For example, A furnishes the New
York Office pertinent information, orally or in writing,|which|A
said|he/she|received from B. The body of New York's report must
clearly show that A cannot personally attest to the accuracy of the
information, but thatlhe/she]received it from another individual;
however, B should not be named .in the body of a report unless the New
York Office knows there is no objection to the disclosure of B's name.
Whether B is identified by name or not, the body of the report must
contain any available description of B to permit an evaluation of the
information being reported. These requirements are applicable to
interviews of all types, including established FBI sources or
informants, subjects, suspects, and witnesses, and to all types of
Bureau investigations. Written statements by informants are not to be
considered an exception. The basis for statements attributed to
established sources and confidential informants need not be set out in
investigative reports provided informants' statements or channelizing
memoranda specifically show the information is based on personal
knowledge of the informant. If it is not of|informant's|persona1
knowledge, the investigative report must show the basis for -
informant's statements. Any deviation from these requirements should
be called to FBIHQ's attention and fully justified. Failure to comply
without sufficient justification will be considered a substantive
error for which administrative action will be considered.

EFFECTIVE: 10/23/86
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7-6 INTERVIEWING COMPLAINANTS AND SUBJECTS OF CRIMINAL
INVESTIGATIONS

EFFECTIVE: 10/23/86

7-6.1 Interviews of Complainants

(1) Complainants who have transmitted information to
FBIHQ by letter and who have been advised that they would be
interviewed in the field must be interviewed promptly and appropriate
advice submitted to FBIHQ. Delay in handling the interview must be
reported to FBIHQ.

(2) Complainants who have communicated with field offices
must be interviewed promptly when they have been advised that an Agent
would interview them.

EFFECTIVE: 10/23/86

7-6.2 Subjects of Criminal Investigations

| [(1)| In interviews with subjects and suspects,
consideration is to be given to the scolution of crimes other than the
one which is presently being investigated.

| |(2)| In such interviews, the disclosure of the identity
of confidential informants and confidential sources of information
rust be avoided.

| | (3)| In interviewing subjects of criminal investigations
where the possibility exists the subject may have evaded payment of
income taxes or there is an apparent irregularity relating to the
payment of income taxes, consideration should be given to inquiring of

| the subject as to whether |he/she|filed an income tax return for the
pertinent period and where it was filed. Such an inquiry should not
be made where there is a possibility that it will prejudice our case.
If any information of interest to the Internal Revenue Service,
Treasury Department, is obtained as a result of such an inquiry, it
should be promptly referred to the local coffice of the Internal
Revenue Service, and to FBIHQ in a form suitable for dissemination.

Sensitive’
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EFFECTIVE: 10/23/86

7-7 DEVELOPMENT OF DEROGATORY INFORMATION DURING INTERVIEWS

Derogatory data developed through interviews of witnesses
and other sources must be completely approved or disproved and
accurately and factually established as applicable to the person under
investigation. The danger of relying upon information obtained from
one source is obvious and vigorous steps must be taken to further
develop such cases through evidence obtained through other sources and
from various investigative techniques. Beware of being misled by
circumstantial evidence and guard against incomplete interviews or
overeager witnesses who deviate from telling what they actually know
to what they erroneously feel the FBI is desirous of obtaining.

EFFECTIVE: 02/20/90

7-8 IDENTIFICATION OF SUSPECTS

Identification of suspects by witnesses interviewed should
be in crystal-clear, unmistakable language, showing exact basis for
such identification, and corroboration should be developed for same
wherever possible. Make certain that when suspects are identified in
a lineup the identification is from independent knowledge and
recollection of the facts by the witnesses, and not from the
witnesses' mere association with the suspect with a photograph of the
suspect previously exhibited to the witnesses. There is no "margin of
error”" allowed the FBI for mistaken identifications. Obtain a signed
statement whenever it is possible in those instances in which a
witness, who would or could subsequently testify, makes a positive
identification of a subject from a photograph or by personal
observation. |Investigators may wish to utilize Form FD-747, Photo
Spread Folder, to display the photographs.[ If witness refuses
to|provide a signed|statement, so indicate in the report.

EFFECTIVE: 02/20/90

- 7-9 INTERVIEWS INVOLVING OR RELATING TO COMPLAINTS
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PRINTED: 03/14/94




Sensitive

Manual of Investigative Operations and Guidelines
Part II PAGE 7 - 7

EFFECTIVE: 02/20/90

7-9.1 Complaints Received at the Field Office

Complaints must be handled by the SAC, ASAC, or
supervisory staff in all offices which do not have an authorized
complaint desk. If the information in the complaint will result in
publicity or if FBIHQ may be interested, FBIHQ should be advised
promptly.

EFFECTIVE: 02/20/90

7-9.2 Complaints In Person or By Telephone

(1) The employee receiving the complaint must complete
Form FD-71 immediately. However, the preparation of the complaint
form is not necessary in those instances in which immediately upon
receipt of the complaint a teletype, airtei or letter is sent cut the
same day to another field office or FBIHQ setting forth the essential
facts of the complaint. Any details which normally would appear on
the complaint form which are not contained in the body of such
teletype, airtel, or letter are to be added to the yellow file copy se
that complete data will be available in the files of the office where
the complaint was received. FD-71 is a letter—size preinserted carbon
white form made up so that the name and aliases of the subject,
address, character, name of the complainant, address, phone number,
personal or telephonic, date and time, subject's description, facts,
and name of employee receiving the complaint can be entered and the
results of the indices check can be shown.

(2) The index must be checked immediately regarding names
of complainant {unless complainant is a known or established source)
and subject. The SAC must indicate action to be taken. Proper
consideration must be given to all persons who contact field offices
either telephonically or personally whether as complainants or
visitors. Such contacts must be handled courteously and promptly and
there must not be any improper, indifferent, or arrogant treatment of
such contacts.

Sensitive
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EFFECTIVE: 02/20/90

7-9.3 Complaints By Letter

(1) Concerning a matter not within the jurisdiction of
the FBI but within the jurisdiction of some other Federal
investigating agency, acknowledge the letter of the complainant to the
proper agency. (Form FD-342 may be used to transmit anonymous
letters.) If complaint concerns a matter handled by Department of
Labor under Labor-Management Reporting and Disclosure Act 1959, advise
complainant in acknowledgement that the matter has been referred to
the USA for appropriate action. Immediately upon referral to USA
include information in an LHM and forward to FBIHQ.

(2) Incoming communications must be acknowledged
promptly, except where SAC deems otherwise.

EFFECTIVE: 01/31/78

7-9.4 Complaints Critical of the FBI or Its Employees

(1) Complaints received critical of employees or the FBI
must be thoroughly investigated and promptly reported to FBIHQ.

(2) Upon receipt of a critical complaint aboutl the FBI
from a public official which necessitates an inquiry to ascertain the
facts prior to acknowledging the communication, the SAC, or in his
absence whoever is acting for him, must promptly call the public
official, acknowledge receipt of the communication, state that a
prompt inquiry is being initiated to ascertain the facts, and that as

. soon as all the facts are secured the SAC will be in touch with the
complainant. If there is any question in the mind of the SAC, or
whoever is acting for him, as to the propriety of this, immediately
communicate with the appropriate official of FBIHQ so that the matter
can be resolved. :

EFFECTIVE: 01/31/78
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7-9.5 Legal Requirements of the Privacy Act of 1974 (Title 3,
USC, Section 552a) ‘

When conducting an interview for any purpose, the
interviewing Agent must always bear in mind the provisions of the
Privacy Act, i.e., information collected must be: (1) relevant and
necessary to accomplish a purpose of the Bureau; (2) authorized to be
accomplished by statute or Executive Order of the President (or by the
Constitution).

Additionally, the information collected must be accurale,
relevant, timely, and complete; and, if describing how an individual
exercises a right guaranteed by the First Amendment to the
Constitution, the collection and maintenance of the information must
be pertinent to and within the scope of an authorized law enforcement
activity,

For a more detailed explanation of these provisions, refer
to Section 190-5 of this Manual.

EFFECTIVE: 01/31/78
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SECTION 10. RECORDS AVAILABLE AND INVESTIGATIVE TECHNIQUES

10-1 INTRODUCTION

(1) The following information is being provided as a
reference for investigative personnel seeking additional data and/or
the location of individuals who are the subjects of FBI
investigations. This information is presented in two parts, Records
Available and Investigative Techniques.

{(a) Records Available are those documents which may
assist in either compiling a necessary profile (either of a group, an
individual or a business enterprise), or will assist in locating
subjects, suspects, witnesses or victims.

(b) An Investigative Technique is a method by which
. an activity is conducted (Title III) or information placed (stop
( notice) which may aid in the identification or location of a subject
or in the gathering of evidence.

(2) The use of any of these records or investigative
techniques must be in accord with legal and ethical investigative
procedures. In many cases, the obtaining of records or use of an
investigative technique must be authorized by the SAC, Department of
Justice, Attorney General or court order. If any doubt exists as to
what the correct procedure is, the appropriate supervisory personnel
must be consulted. It should be additionally noted that the
information contained in this section is not all-inclusive regarding
records or investigative techniques available.

(3) As the various items appear, there will be either a
reference to another section in this manual or to another manual, an
explanation of what the technique is or simply a listing of the
record. Additional record information is available in Part II, Section
19 of this manual titled, "Location of Other Government, Industrial,
and Organizatioral Records."

EFFECTIVE: 01/21/86
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10-2 RECORDS AVAILABLE

shic Directories

City Directory
Closed and Pending Files

L -

overnment Agencies

fication Records (FD-9)

n
ln!erslaleI!In'x ! ication Index
'!!M!IIIIIIIIIIII

Marriage Records
Merchant Marine
Military Departments

Motor Vehicle Departm
Iatxonal Auto Theft Bureau ' bw

Newspaper Library

Z

pro ation ang Parole Offices
Public Li ries
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Schools and Colleges

Social Security Records _

Sources of Information Index

Street Guide

Surveillances

elephone Director

Unemployment Agencies, Federal and State ’ £

EFFECTIVE: 05/25/90

. | 10-3 INVESTIGATIVE TECHNIQUES |(See MIOG, Part II, 21-23
( (25).) |
Authorship Identification Authorship identification is

an examination of aural
(recordings), written or
printed material to determine
a subject's age, ethnic,
geographical or educational
idiosyncrasies. (See MIOG,
Part II, 13-28.)

Artist Conceptions see MIOG, Part II, 13-24
.Crime Scene Searches see MIOG, Part II, 13-6.4
Check Circulars see MIOG, Part II, 21-25

Circular Letters see MIOG, Part 11, 21-24

Computer Assistance or )
Automatic Data Processing see MIOG, Part II, 10-4

Interstate Identification Index (I1I) see MIOG, Part II, 10-5

Consensual Monitoring : see MIOG, Part II, 10-10

Sensitive
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Electronic Surveillance (ELSUR) see N10G, Part II, 10-9
Evidence -~

Racketeering Records _
Analysis see MIOG, Part II, 13-20

Collection, Identification
and Preservation of

Physical Evidence see MIOG, Part II, 13-6.4.7
Collection of Evidence in
Rape Cases see MIOG, Part II, 13-8.2.5
| Flucrescent Powders
and Other Marking Materials see MIOG, Part II, 13-15.2
Plastic Cast Impression of
Stamped Numbers in Metal see M10G, Part 1II, 13-13.3.1
Restoration of Obliterated )
Markings see MIOG, Part 1I, 13-14.2
(10)
Shoe/Tire Tread Cast and Lifts see MIOG, Part II, 13-19
Hypnosis see MIOG, Part II, 10-12
Identification Orders see MIOG, Part 11, 21-25
Informants see MIOG, Part I, 137
Mail Covers ’ see MIOG, Part II, 10-6
National Crime Information Center see MAOP, Part iI, 7
Pen Registers ‘ see MIOG, Part II, 10-10.7
Photographic Examinations see MIOG, Part II, 13-18
Photographic Surveillances see MIOG, Part 1I, 13-7.5
Polygraph Examinafions see MIOG, Part-II;l13-22
Stop Notices j see MIOG, Part II, 10-7 )
| | )
Sensitive
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Surveillance Techniques see MIOG, Part II, 9
Telephone Toll Records see MIOG, Part II, 10-8
Title III Coverage see MIOG, Part II, 10-9.10 -
Undercover Activities -

Criminal Matters . see MIOG, Part II, 10-11
Wanted Flyers see MIOG, Part 11, 21-25

Wanted or Flash Notices on
Fingerprint Cards see MIOG, Part II, 14-15.5

EFFECTIVE: 09/03/93

(: 10-4 COMPUTER ASSISTANCE OR AUTOMATIC DATA PROCESSING

The Systems Development Section (SDS) of the Technical
Services Division assists the field in investigative matters: (1)
involving computer or data processing personnel; (2) where there are
voluminous records that require sequencing, comparison eor
calculations; (3) requiring assistance in the wording of subpoenas for
computer records; or search warrants for searching of computer
installations, etc. More detailed information regarding computer
services available to you is set forth in Part-1I, 16-10, of this
manual.

EFFECTIVE: 11/17/88

-5 INTERSTATE IDENTIFICATION INDEX (111I)

(1) The III allows on-line accessibility of more

Than|twelve|million criminal arrest records through the use of your
MIC computer terminal. The III maintains index records which contain
tersonal descriptive data of the subject of the criminal history
‘vecord. The location of the data base(s) which stores the criminal
nistory record is also part of the Index. Records available through
the IIl include: subjects arrested with dates of birth 1956 or later

_ and all individuals arrested for the first time on or after 7/1/74,

(f regardless of their dates of birth.
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(2) Detailed instructions for conducting name searches
and record retrievals are set forth in Part 10 of the NCIC OPERATING
MANUAL. The state control terminal officer within your state can
respond to any questions or problems you might have concerning the
cperation of your NCIC computer terminal.

(3) All field offices are encouraged to use III in their
daily operations.

(&) If no record is located through the III File, check
with the FBI Identification Division since it maintains over 13
million additional manual records.

EFFECTIVE: 11/17/88
10-6 MAIL COVERS
EFFECTIVE: 03/09/81

10-6.1 United States Postal Service (USPS) Regulations

(1) USPS regulations governing mail covers are codified
in Title 39, Code of Federal Regulations (CFR), Section 233.2 and
designate the Chief Postal Inspector to administer all matters
governing mail cover requests by law enforcement agencies. Except for
national security mail covers, the Chief Postal Inspector may delegate
any or all such authority to the Regional Chief Postal Inspectors. In
addition, all Postal Inspectors in Charge and their designees are
authorized to order mail covers within their districts in fugitive and
criminal matters.

(2) USPS regulations state that a mail cover may be
requested to locate a fugitive, to obtain information regarding the
commission or attempted commission of a crime, or to protect the
national security.

(3) For mail cover purposes, a "mail cover" is defined by
USPS as the process by which a record is made of any data appearing on
the outside cover of any class of mail matter,|(the FB1 may not

‘request a check of the contents of any class of mail);|a “erime" 1s

defined as the commission or attempted commission of an act punishable )

‘ ' _ Sensitive
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by imprisonment for a term exceeding one year; a "fugitive" is any
person who has fled from the United States or any state, terrxtory.
the District of Columbia, or possession of the United States, to avoid
prosecution for a crime or to avoid giving testimony in a criminal
proceeding. '

(4) No mail covers shall include matter mailed between
the mail cover subject and subject's known attorney-at—law. However,
the mere fact that a subject has retained an attorney will not defeat
a mail cover. A mail cover may be used but mail between the subject
and subject's attorney shall not be included. Mailed matters between
the subject and subject's attorney are protected.

(5) Excepting fugitive cases, no mail cover shall remain
in force when the subject has been indicted for any cause. If the
subject is under investigation for further criminal violations, a new
mail cover order must be requested consistent with USPS regulatxons.
A mail cover on an indicted subject who is not a fugitive is still
possible under certain conditions. Although not available for crimes
for which the subject has been indicted, a mail cover may be used as

( an investigative tool to xnvestzgate the subject's other crimes. As
: to fugitives, a mail cover is available for the offense for which
indicted and other crimes.

(6) Excepting mail covers ordered upon subjects engaged,
or suspected to be engaged, in any activity against the national
security, or activity violative of any postal law, no mail cover order
shall remain in force for more than 30 days. At the expiration of
such period or prior thereto, the requesting authority may be granted
additional 30-day periods under the same conditions and procedures
applicable to the original request. No mail cover shall Tremain in
force longer than 120 days unless personally approved for further
extension by the Chief Postal Inspector. |In all requests for
mail covers to extend beyond 120 days, the requesting authority must
specxfy the reasonable grounds that exist which demonstrate the mail
cover is necessary for one of the stated purposes.l

_ (7) No officer or enployee of the USPS other than the
Chief Postal Inspector, Postal Inspectors in Charge or their designees
are authorized to order mail covers. Under no circumstances shall a
postmaster or postal employee furnish information, as defined in
- paragraph (3), to any person except as authorized by the Chief Postal
Inspector, Postal Inspector in Charge or their designees.
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EFFECTIVE: 03/09/81

10-6.2 Policy

(1) FBIHQ approval must be cbtained before a mail cover
request is submitted to the USPS.

(2) In criminal matters, requests for mail covers should
be submitted when it can be shown that use of the technique would be
logical, resourceful, appropriate, and when the use of the technique
is in conformance with all regulatory requirements and guidelines
including the Attorney General's Guidelines on|General Crimes,
Racketeering Enterprises, and Domestic Security/Terrorism
Investigationl.l when requesting authorization to utilize a mail
cover, consideration should be given to whether the information sought
can be obtained in a timely and effective manner by less intrusive
means. Further, in recognition that use of a mail cover raises
possible First-Amendment concerns, care should be taken to ensure use
of the mail cover will be confined to the immediate needs of the ‘
investigation, particularly when considering a mail cover to be placed
on an individual who is not the subject of a criminal investigation.

(3) The SAC should review and approve all requests for
FBIHQ approval of mail covers and should review and approve all
requests for continuation of existing mail covers.

(4) The SAC should conduct frequent checks as lo the
productivity of mail covers after being placed into effect.

(5) Cases are not to be closed until the mail cover has
expired or has been withdrawn. FBIHQ is to be notified upon the
termination of each mail cover. FBIHQ is also to be notified if
request for mail cover is not approved by the Postal Service, which
notification shall include a statement of the reasons given by the
postal authorities for not approving the request.

(6) 1nformation obtained as a resuit of a mail cover in
fugitive or criminal cases should be reported in the cover pages.

(7) Requests for mail covers should not be submitted in
preliminary criminal inquiry investigations. ('The Attorney General's
Guidelines on|General Crimes, Racketeering Enterprises, and Domestic
Security/Terrorism Investigations,” effective 3/21/83.) |

o Sensitive
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(8) A mail cover index is to be maintained by the Support
| Services Supervisor|(Office Services Manager).| 3- by 5-inch cards,
FD-57, may be filed alphabetically or by street address and should
reflect the following:

(a) Nawme and address of person whose mail is covered
(b) Fugitive or criminal case

(¢c) File number of case

(d) Date when placed

(e) Identity of Agent handling

(£} City

(g) Duration of mail cover

. (9) After the mail cover has been discontinued, the mail
( cover index card is to be destroyed.

EFFECTIVE: 01/21/86
10-6.3 Requesting FBIHQ Approval
EFFECTIVE: 05/10/82

10-6.3.1 Fugitive or Criminal Cases

(1) In recommending a mail cover in a fugitive or
criminal case, submit an girtel te FBIHQ advising that UACB within ten
days your office intends to request a mail cover from the district
Postal Inspector in Charge covering the area where the mail cover is
to be placed.

(2) This airtel must alsoc include tﬁe following
information: .

(a) Brief background of the case.

(T’ - (b) A statement setting forth the reasons that the
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use of a mail cover is logical, resourceful and appropriate.

(¢) Identity and complete mailing address of the
person whose mail is to be covered.

(d) Location of the district Postal Inspector in
Charge to be utilized.

(e) |The Federal statute and maximum possible penalty
involved. .

(£) Whether the person whose mail is to be covered
is under indictment in connection with the matter under investigation.

(g) Whether the person whose mail is to be covered
is known to have retained an attorney and, if so, the attorney's name.

(h) 1In fugitive cases, whether the fugitive is under
indictment in connection with the matter under investigation.

(i) 1In fugitive cases, whether the fugitive is known
to have obtained an attorney and, if so, the attorney's name.

(3) Upon FBIHQ approval, your request to the appropriate
district Postal Inspector in Charge must be written or confirmed in
writing. ‘

(4) In fugitive and eriminal cases, mail covers may be
placed initially for 30 days' duration and may be extended on request
to the district Postal Inspector in Charge for additional 30-day
periods up to a total of 120 days. If an extension of the mail cover
beyond this 120-day period is desired, FBIHQ approval must be obtained
prior to submitting the request for extension to the appropriate USPS
authority. Any request. for FBIHQ approval for extemsion beyond 120
days must clearly set forth the specific reasonable grounds that exist
which demonstrate the mail cover is necessary.

(5) In requesting that confidential arrangements be made
to initiate a particular mail cover, the period of days of the matil
cover must be specified but a particular date should not be.

(6) When emergency authority is needed to establish a
mail cover, USPS regulations state that the appropriate Postal
Inspector in Charge, or that Inspector's designee may act upon an oral
request, to be confirmed by the reguesting authority in writing within

two business days. However, the USPS will release no information
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until an appropriate written order is received. In these situations,
FBIHQ authority may be obtained by telephone, followed by confirming
teletype or by immediate teletype requesting emergency authority to
establish a mail cover. As in routine instances, FBIHQ approval must
be obtained prior to making an emergency ‘request to the Postal
Inspector in Charge for a mail cover. Emergency requests must also
set forth the same 1nformatxon a5 that which is required in routine
requests.

EFFECTIVE: 05/10/82

10-6.3.2 National Security Cases

(1). As noted above, USPS regulations state that a mail
cover may be requested to protect the national security. For mail
cover purposes, '"to protect the national security,” is defined by USPS
as protecting the United States from any of the feollowing actual or

. potential threats to its security by a foreign power or its agents:

(‘ (i) an attack or other grave hostile act; {(ii) sabotage, or
international terrorism; or, (iii) clandestine intelligence
activities. '

(2) All mail covers in national security cases must be
approved personally by the Director of the FBI or, in Director’s
absence, by the Acting Director on Director's behalf. If the
individual on whom the mail cover is to be placed is a United States
person, Attorney General approval is also required.

(3) All correspondence concerning national security mail
| covers should be|transmitted "BY LIAISON" and|addressed as follows:

Chief Postal Inspector
U.S. Postal Service

| |475 L'Enfant Plaza, Southwest|
Washington, D.C. 20260

Attention: |[Legal Liaison Branch
Room "3417|

(4) The name and address of the individual or
establishment on which the mail cover is to be placed must be
unclassified. A statement such as "For the purpose of placing the
mail cover, the above-captioned individual's name and address are

(" considered unclassified," will suffice.
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(5) In these national security cases, when the field is
recommending to FBIHQ that a mail cover be requested, complete
information concerning the name and address of each individual or
organization to be covered, including ZIP code, should be supplied.
Set forth information similar to that outlined above for criminal
cases, including any information concerning known attorneys of record
and any information as to whether or not the subject is under
indictment. Requests for approval of national security mail covers
will require more detailed explanations and must stipulate and specify
the reasonable grounds that exist which demonstrate the mail cover is
necessary to protect the United States from an actual or potential
threat to its national security.

(6) 1If the request for a mail cover in a national
security case is approved by FBIHQ, arrangements for implementing the
mail cover will be handled by FBIHQ.

EFFECTIVE: 02/16/89 )
10-7 STOP NOTICES
EFFECTIVE: 06/10/88
10-7.1 Definition
A stop notice is a request to be advised if an individual

or property comes to the attention of any organization or a member
thereof. :

EFFECTIVE: 06/10/88
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10-7.2 Placement of Stops
‘ The form utilized for placement of stops is an FD-56, a 3-
z by S-inch card. This should record the date a request is made of a

furnished NCIC unless a reason exists otherwise. If so, it should be
indicated on FD-56. The office placing the stop should prepare the
FD-56 and route to the office of origin (00) by letter or as an
enclosure to another communication setting forth the results of
investigation. This communication should include the name of the
Agent placing the stop and with whom the stop was placed.

b particular law enforcement agencymetc.
6 This form should not be prepared 1f information has previcusly been

EFFECTIVE: 06/10/88

10-7.3 Indexing Stops
| (1) The requesting and placing offices are required to
( record in their automated indices each name and/or item of property
- which is documented in a stop notice while the stop notice is in force

(subject or reference record). The miscellaneous part of the index
record should contain the same information as included on the FD-56. |

| (2)| The Office of Origin|(00) will file the FD-56 in the
manual general index[except when FBIHQ is 00. |If FBIHQ is OC, the
office placing the stop will maintain the FD-56 in its manual general
index.| The FD-56 will be filed|with|the|manual general index before
the letter group "A" led by a separator marked "STOP NOTICES" and
sequenced|in proper numerical order|(Classification, Case, Serial).|
if the stops were placed by a written communication, only one card is
needed even though more than one item was listed. When stops have
been placed with FBIHQ or by another field office, no
| cards|(FD-56s) |are necessary.

EFFECTIVE: 06/10/88
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10-7.4 Removal of Stops

(1) It is the direct responsibility of the 00 to remove
all stops on individuals or properly wheh a determination has been
made that they are no longer needed. Stop cards are to be reviewed
quarterly to remove obsolete cards and to discontinue unnecessary
stops.

(2) Mechanics of removing stops — Office of origin will
forwvard, via routing slip, FD-56 to office which placed stop advising
stop should be removed. Notation will be made on appropriate serial
in file indicating name of employee and date stop removed after which

FD-56 will be destroyed. Office of origin should be advised of
removal of a stop by the office which placed the stop.

EFFECTIVE: 06/10/88
10-7.5 Types of Stops

EFFECTIVE: 06/10/88

Stdp notices are DRlg

EFFECTIVE: 06/10/88

10-7.5.2 Immigration and Naturalization Service (INS)

These stops (INS Lookout Notices) are placed by use of the
FD-315 form. The original FD-315 must be signed by the approving
field supervisor and sent directly to INS as indicated on the form.
INS will not place stops on U.S. citizens since it has no statutory
authority over U.S. citizens. :

(1) INS stops are of necessity never classified. The
stop names and {dentifiers are available on lists or electronically in
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areas open to travelers.

(2) INS regulations state that other Federal agencies may
request the posting of lookouts. These requests for stops must meetl
the INS criteria for posting unless there are outstanding warrants of b7f

arrest,
FBI investigative ﬁ&ﬂ/
oces not usually meet INS criteria for posting lookouts. :rxls

(3) The INS Stop System consists of three parts: (a) The
INS "National Automated Immigration Lookout System” (NAILS), an
automated telecommunications network records system; (b) The "INS
Lookout Book" printed with one-line lookout records, updated and
distributed once every calendar month; and (¢) A 90-day temporary
emergency lookout system posted electronically by INS Central Office,
or by local FBI Border Offices. _ b7£

é&ﬂ/
S stops jﬂus,

(4)

4 will be posted until the subject’s ninet:iet irthday.
(5) Instructions for Completing FD-315 - Instructions are

printed on the reverse of the FD-315 form. One subject should appear
on a single form with additional names or aliases listed
alphabetically on that form. Do not use spelling variations. Only
actual names used by subject or those names for which subject is known
to have identification should be submitted. One birthday only should
be used. If the subject is considered armed and dangerous, suicidal
or having physical or mental problems, the caution block should

| be|checked|{x'd) and this information should be explained under

"Miscellaneous."
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{(6) Emergency INS Border Stops — A teletype can be
forwarded to INS Headquarters requesting an emergency INS stop. In
addition, border FBI offices may place stops with INS at a local level
along the Canadian and the Mexican borders. In order to handle such
stops these offices must be provided with: identity; description;
photograph, if available; approximate time subject expected and mode
of travel. Emergency stops should be placed selectively when all of
the above items are not available. In addition, when it becomes
apparent these stops will extend beyond 90 days, an FD-315 should be
sent to INS, Washington, D.C.

(7) Cancellation and Amending of INS Stops - It is
incumbent upon the requesting office to place and cancel stops. The
FD-315 should also be used to amend or provide additional pertinent
information developed on subject. In all cases the FD-315 should be
used and the proper action is to be indicated. Stops are cancelled
automatically by INS at the end of the period indicated. Note: the
maximum time an INS stop can be in effect by submission of an FD-315
is five (5) years. If no cancellation date is shown on the FD-315,
INS will place the stop for a maximum of one (1) year. The requesting )
office should be on the alert to renew these stops if required.

EFFECTIVE: 05/25/90

bt
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EFFECTIVE: 02/16/89
10-8 STORED WIRE AND ELECTRONIC COMMUNICATIONS AND
TRANSACTIONAL RECORDS ACCESS
Title 18, USC, Section 2703, sets forth the procedural
requirements that the Government must meet in order to obtain access

to electronic communications in storage and related transactional
records, including telephone toll records.

EFFECTIVE: 01/22/90
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10-8.1 Contents of Electronic Communications in Electronic
Storage

The statute draws a distinction between contents of
electronic communications that have been in storage for 180 days or
less, and those that have been stored for a longer period of time.
This distinction is based on the belief that while the contents of a
message in storage should be protected by Fourth Amendment standards,
as are the contents of a regularly mailed ietter, to the extent that
the record is kept beyond six months, it is closer to a business
record maintained by a third party for its own benefit and, therefore,
deserving of a lesser standard of protection. A distinction is also
made for contents of electronic communication in a remote computing
service.

(1) 180 days or less — A governmental entity may require
the disclosure by a provider of electronic communication service of
the contents of an electronic communication that is in electronic
storage in an electronic communications system for 180 days or less,

only pursuant to a warrant issued under the Federal Rules of Criminal )
Procedure or equivalent state warrant (Title 18, USC, Section
2703(a)).

(2) More than 180 days - For contents of an electronic
communication that has been stored for more than 180 days, a
governmental entity may use any of three alternative means of access,
depending on the notice given to the subscriber, or customer. The
Government may, without providing any notice to the subscriber, obtain
3 state or Federal search warrant based upon probable cause (Title 18,
USC, Section 2703(b) (1) (A)). If the Government chooses to give notice
to the subscriber, it may obtain access to the records by using either

| algrand jury, administrative, or trial subpoena|authorized by a
Federal or state statute (Title 18, USC, Section 2703(b) (1) (B) (i)), or
a new statutory court order based upon a finding that the records are
relevant to a legitimate law enforcement inquiry (Title 18, USC,
Section 2703(b) (1) (B) (ii) and (d)). |This court order, like a court
order for a pen register or trap and trace, may be obtained from a
"court of competent jurisdiction" which includes "a district court of
the United States {including a magistrate of such a court) or a United
States Court of Appeals."| The required notice may be delayed pursuant
to Title 18, USC, Section 2705. :

(3) Contents of electronic communications in a remote
computing service - Access to the contents of electronic
communications is governed by Title 18, USC, Section 2703(b) and the
means of access available are the same as those mentioned above for )
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communications stored for more than 180 days. However, it is unclear
whether communications stored in a remote computing service for less
than 180 days are governed by Title 18, USC, Section 2703(a), that is,
that such communications can be obtained only by a Federal or state
search warrant based upon probable cause. The Department of Justice
has urged United States Attorneys to argue that Government access to
the contents of an electronic communication held by a remote computing
service does not require a search warrant during the first 180 days.
Questions relating to this area should be directed to the Legal
Research Unit, FBIHQ. )

EFFECTIVE: 01/22/90

10-8.2 Access to Transactional Information
(1) Telephone Toll Records

(a) Criminal and Civil Matters - Access to telephone
( toll receords is governed by Title 18, USC, Section 2703.
Specifically, the disclosure of toll records to a governmental entity
is permitted only when the governmental entity:

1. wuses an administrative subpoena authorized
by a Federal or state statute, or a Federal or state grand jury|or
trial |subpoena; :

2. obtains a warrant issued under Federal Rules
of Criminal Procedure or equivalent state warrant;

: 3. obtains a court order for such disclosure
under Title 18, USC, Settion 2703(d): or

4. has the consent of the subscriber or
customer to such disclosure.

The Department of Justice has, however, advised that it is a misuse of
the grand jury to utilize the grand jury as an investigative aid in
the search for a fugitive in whose testimony the grand jury has no
interest. Therefore, grand jury subpoenas for witnesses or records,
including telephone toll records, should not be requested in Federal
fugitive ‘investigations. (See Part II, Section 2-9.8, of this manual
for limited situations in which courts have recognized that grand jury
efforts to locate a fugitive are proper.) Where the telephone tol}l

(f records being sought are those of a member of the news media, approval
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of the Attorney General is required. (See MAOP, Part II, Section
5-7.1 entitled "Investigations Involving Members of the Media.")

(b) National Security Cases — See Foreign
Counterintelligence Manual, Part I, Section 0.

(c) Notification to Telephone Subscriber

Criminal - and Civil Matters — Many electronic
communication service providers of long distance telephone service
will automatically notify a subscriber that his/her records have been
released to law enforcement unless the SAC certifies that such
notification would prejudice an investigation. The certification
period is 90 days, after which many electronic communication service
providers will automatically notify the subscriber of the release
within five days unless there is a recertification. Each
recertification extends the nondisclosure period for an additional 90
days. At the conclusidn of the final recertification period, the
subseriber will, within five days, be notified of the record release.
Each SAC must ensure appropriate administrative devices are in effect
to provide for the initial certification where required and
recertification prior to the termination of the preceding 90-day
period where a continuing need for nondisclosure exists.

(2) Subseriber Listing Information

Criminal and Civil Matters — Some telephone companies
are requiring compliance with Title 18, USC, Section 2703 before they
will release subscriber listing information, including that which is
publicly available., It is the opinion of the Depariment of Justice
that Title 18, USC, Section 2703(c) was not intended to apply to
subscriber information, whether published or unpublished. Questions
concerning this issue should be directed to the Legal Research Unit,
FBIHQ.

(3) Video Tape Rental or Sales Records

The Video Privacy Protection Act of 1988 amended
Chapter 121 of Title 18 "Stored Wire and Electronic Communications and
Transactional Records Access" by adding a new section (redesignation
of section 2710) governing the disclosure of video tape rental or
sales records. It makes the unauthorized disclosure of records by any:
person engaged in the rental, sale, or delivery of prerecorded video
cassette tapes or similar audiovisual materials unlawful and provides
an exclusionary rule to prohibit personally identifiable information
otherwise obtained from being admissible as evidence in any court
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proceeding.

(a) The new section defines personally identifiable
information as "information which identifies a person as having
requested or obtained specific video material or services . . . .
The disclosure of this information to law enforcement is permitted
only when the law enforcement agency:

"

1. Has ihe written consent of the customer; or

2. obtains a warrant issued under the Federal
Rules of Criminal Procedure or equivalent State Warrant;

3. a grand jury subpoena;

4. a court order (a court order shall issue
only upon prior notice.to the consumer/customer). '

(b) The disclosure of merely the name, address, and
telephone number of customers of a video tape service provider, when
the information being sought does not identify the customer as having
requested or obtained specific video materials or services, may be
made to law enforcement without compulsory process or the prior
‘opportunity to prohibit such disciosure by the customer.

This type of information was specifically not included in the
definition of "personally identifiable information" (that type of
information protected by the Video Privacy Protection Act of 1988) to
allow law enforcement to obtain information about individuals during
routine investigations such as neighborhood investigations.

(c) No separate disclosure procedure was provided
for Nationzl Security cases.

EFFECTIVE: 01/22/90
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10-9 ELECTRONIC SURVEILLANCE (ELSUR) PROCEDURES AND
REQUIREMENTS

(1) Electronic surveillance is one of the most effective
and valuable investigative techniques utilized in both criminal and
national security investigative matters. To protect the use of this
technique, the administrative and management controls contained in
this section will receive the same meticulous oversight as does the
informant program. Unless otherwise noted, it will be the
responsibility of the case Agent and his/her supervisor to ensure
compliance with these instructions. It should be clearly understood
that the use of electronic surveillance requires (a) administrative or
judicial authorization prior to its use, and (b} contact with the
field office ELSUR support employee to coordinate all necessary
recordkeeping, and (c) consultation with the Technical Advisor (TA) or
a designated Technically Trained Agent (TTA) to determine feasibility,
applicable technique, and the appropriate equipment.

(2) The procedures and requirements for ELSUR )
recordkeeping, control of evidentiary-type materials, and approval for ')
use with regard to national security investigations are addressed in
the Foreign Counterintelligence Manual.

EFFECTIVE: 04/24/89

10-9.1 Definitions

(1) Electronic Surveillance — The aural or other
acquisition of the contents of any wire, electronic or oral
communication through the use of any electronic, mechanical or other
device (Title 18, USC, Section 2510 et seq.). '

(2) ELSUR Indices - An alphanumerical index card system
maintained at FBIHQ and each appropriate FBI field office containing
the names of all individuals or entities, all locations and all
facilities for which electronic surveillance has been sought by the
FBI in a court order. It also identifies those individuals who have
been participants in a conversation monitored or overheard during the
course of an FBI electronic surveillance; and those who own, lease,
license, or otherwise hold a possessory interest in property subjected
to an electronic surveillance conducted by the FBI. '

(3) ELSUR Cards - 3-x-5-inch cards which comprise the . ‘
ELSUR indices. i ' . )
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(4) Principal Cards - 3-x-5-inch cards maintained in the
ELSUR indices containing the true name or best-known name of all named
interceptees identified in any application filed in support of court
suthorized Title IIT electronic surveillance. (See 10-9.12(1).)

(5) Proprietary Interest Cards - 3-x-5-inch cards
maintained in the ELSUR indices identifying the entity(s) and
individual {(s) who own, lease, license, or otherwise hold a possessory
interest in locations subjected to electronic surveillance authorized
under Title III.

(6) Overhear Cards - 3-x-5-inch cards maintained in the
ELSUR indices containing the true name or best-known name of
individuals (including non-U.S. persons, Special Agents, assels,
informants, cooperating witnesses, etc.) who have been reasonably
identified by a first name or initial and a last name as having
participated in conversations intercepted during the conducting of an
electronic surveillance. (See 10-9.10 and 10-10 for further details.)

(\ (7) Blue ELSUR Index Cards - 3-x-5-inch cards, blue in
color, used for preparing Principal, Proprietary Interest and Overhear
cards in Title III matters. All ELSUR cards relating to Title II1 are
‘blue in color.

(8) White ELSUR Index Cards - 3-x-5-inch cards, white in
color, used for preparing Overhear cards in consensual monitoring
matters.

(9) Source - With regard to ELSUR matters, the word
"source” refers to the technique (microphone, telephone, body
recorders, etc.) employed to conduct the electronic surveillance. In
Title III matters, the "source” is the control number assigned; and in
consensual monitoring matters, the “esource” will be the control number
assigned or the word "consensual."

(10) Title III Electronic Surveillance — The aural or
other acquisition of the contents of any wire, electronic or eoral
communication pursuant to a court order obtained under the provisions
of the Omnibus Crime Control and Safe Streets Act of 1968 (Title 18,

. USC, Section 2510 et seq.) for offenses set forth in Title 18, USC,
Section 2516.

(11) Consensual Monitoring - The interception by an

electronic device of any wire or oral communication wherein one of the
(’ parties to the conversation has given prior consent to such monitoring
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and/or recording.
EFFECTIVE: 04/24/89

10-9.2 Instructions for Maintaining ELSUR Indices

(1) The FBI has an obligation to totally retrieve the
authority, contents and resulting use of material acquired regarding
all persons targeted, monitored, or who otherwise hold a possessory
interest in property subjected to electronic surveillance by this
Bureau. In order to fulfill this obligation, it is the responsibility
of each field office to comply with these instructions so that any
electronie surveillance can be recalled from the files of the FBI.

(2) Indexing procedures in ELSUR matters will be the same
as those set forth in the "Index Guide" which is available in each
field office through the File Assistant/ELSUR support employee. All
offices utilizing electronic surveillances will maintain one ELSUR )
index and prepare two copies of the appropriate~type ELSUR card, one
for forwarding to FBIHQ and one for inclusion in the field office
ELSUR indices. Each card filed in the field office ELSUR indices will
be date-stamped to reflect the month, day and year the card was filed,
Cards prepared in the name of an individual will be filed in
alphabetical order according to the last name. Names of businesses,
organizations, etc., will also be filed in alphabetical order.
Proprietary Interest cards cross-referencing telephone and vehicle
identification numbers will be filed in a separate section within the
ELSUR indices in numerical order according to the last three digits of
the number. Should the last three digits be identical with any
already in file, proceed to the next digit to the left. Addresses
will be filed according to the name of the street; numbered streets
will be spelled out, and in both cases will be filed in alphabetical
order in a separate section within the ELSUR indices. In the event an
address contains two street names, an appropriate card will be made
for filing by each streel name.

(3) The ELSUR indices will be maintained in a securely
locked cabinet and will operate exclusively under the supervision of
the field office ELSUR coordinator or the support employee designated
to assist the coordinator. Access to the ELSUR index must be
restricted to an absolute need-to-know basis.

(4)- In the event any ELSUR index card within the ELSUR
indices in any given field division is classified according to . )
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existing Executive order instructions to protect information involving
national security, the ELSUR index of that field division must be
classified at the level of the highest classification of any material
contained therein. Any information retrieved as a result of a search
of the ELSUR index must be reviewed for proper classification prior to
internal FBI dissemination and/or subsequent release. :

(5) The assistant ELSUR coordinator will conduct an
annual review of the ELSUR indices to locate and correct misfiled
cards, duplications, and subsequent overhears. Particular attention
will be given to Proprietary Interest cards and Principal cards to
ensure each item is complete where necessary. As this review is
completed, an index card will be inserted at the front of each drawer
within the index and will show the date the review was completed and
the initials of the employee who conducted the review.

EFFECTIVE: 02/16/89

( 10-9.3 Requests for ELSUR Checks

(1) Upon submitting a request to FBIHQ for an electronic
surveillance indices check, it is necessary to indicate in each
request the reason why the information is being sought, such as
whether the sought after ELSUR information will be used for
preparation of a Title III affidavit, for an investigative lead, or
for other purposes.

(2) Field office personnel handling ELSUR checks should
also note that per U.S. Attorney's Manual, Title 9, Section 9-7.000,
all requests for search of electronic surveillance records under a
defense claim pursuant to Title 18, USC, Section 3504, or Federal
Rules of Criminal Procedure, Rule 16, or for other trial-related
reasons, must be directed by the Government trial attorney to the
Department of Justice, Criminal Division, Attention: |Legal Support
Unit, Office of Enforcement 0perations,|Telephone Number FTS—
All assertions on behalf of the United States must be made by the
Attorney General or Attorney General's designee. In the event a
Government trial attorney requests an ELSUR check, the attorney should
be advised of the instructions referred to above in the U.S.
Attorney's Manual.

Sensitive
PRINTED: 03/14/94 .

- ' . ‘ R )



Sensitive

Manual of Investigative Operations and Guidelines
Part II ' PAGE 10 - 27

relating to consensual wonitoring ELSURs, the field division should
always advise if the ELSUR coverage in question is still pending or a
covert operation not yet disclosed.

(6) The ELSUR index should also be searched for any
telephone numbers and addresses provided in the departmental reguest.
All indicated files resulting from the search should be thoroughly
reviewed for information relative to electronic surveillance.

EFFECTIVE: 04/18/85

10-9.5 Transmitting ELSUR Material to FBIHQ

(1)) ELSUR index cards will be submitted, utilizing Form
FD-664. This is a preprinted form directed to the ELSUR Index at
FRIHQ. FD-664 requires the submitting field office to fill in blanks
on the FD-664 reflecting the exact number of index cards submitted,
the exact field office case.title and file number and the technique
utilized for the ELSUR. An inventory is required on the FD-664
indicating the identity of the ELSUR index cards submitted; therefore,
list the name(s), entity(s), address(s), telephone number(s), and
wvehicle identification number(s) indexed on the top line of each card
enclosed. Lengthy submissions may be reflected by addenda to the form.
Further, the FD-664 may be utilized for noncriwinal matters. If
utilized for noncriminal matters, the proper classification should be
affixed to the form. The original and one copy of the FD-664, as well
as accompanying enclosures, will be inserted in a plain brown
envelope, sealed and clearly marked:

Director, FBI
ELSUR Index
FBIHQ

and submitted to reach the Bureau within the tiwe frame allotted.

(2) Unless instructed te the contrary, responses to ELSUR
surveys and related correspondence will be transmitted to the Bureau
by airtel to: Director, FBI, Attention: ELSUR Index. This airtel
should be entitled "ELSUR." The original and one copy of the
transmittal airtel as well as accompanying enclosures will be inserted
in a plain brown envelope sealed and clearly warked: Director, FBI,
ELSUR Index, FBIHQ. This airtel will be submitted to reach the Bureau
within the time frame allotted the specific type of material being
forwarded and within Bureau deadline.
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(3) When a court-ordered surveillance is authorized,
installed, extended, or when a noncriminal matter installation is made
or approved, an FD-664 should be submitted to FBIHQ. This does not
preclude submission of a teletype or other expediticus communication
te the appropriate substantive investigative section in criminal eor
noncriminal matters pertaining to emergency authorizations of both
court-ordered or noncourt-ordered matters. All communications should
be classified according to matérial contained within the
communication. All communications should contain the field office case
title and complete file number. Any communications concerning
expeditious authorization and/or installation should contain also the
name(s) of target(s), address(s) telephone number(s), source number of
the installation or consensual monitoring number and dates of
authorization, installation, extension and expected termination.

EFFECTIVE: 06/18/87

10-9.6 Retention of ELSUR Files and Related Records )

On January 10, 1980, Judge Harold H. Greene, U.S. District
Court, District of Columbia, issued a preliminary injunction to
suspend all records destruction programs. Since that time, this order
has been modified somewhat] however, these modifications did not
include ELSUR materials. Until otherwise advised by FBIHQ, all
originals and copies of original tapes, logs, transcripts, records,
files and communications reflecting any ELSUR information relating to
Title III matters, criminal intelligence matters and consensual
monitoring matters will be retained.

EFFECTIVE: 06/18/87

| 10-9.7 |Marking|Fite Cover "ELSUR"

To ensure certain files are retained beyond the
established file destruction period,|a check mark will be placed on
the ELSUR line or "ELSUR" will be stamped on the case file covers of
those files containing the "results" or the "products" of electronic
surveillance|on every current, every preceding, every subsequent and
every Sub volume to the file even though the product of the electronic ,
surveillance may have been taken from another file or furnished by ‘ )
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EFFECTIVE: 04/18/85

10-9.4 ELSUR Searching Procedures

(1) In connection with White House inquiries, requests
under the Freedom of Information/Privacy Acts (FOIPA), discovery
motions, U.S. District Court orders, and other lawful motions
emanating from the courts, the Department of Justice directs inquiries
to FBIHQ regarding possible electronic surveillance coverage of
witnesses, defendants, or attorneys involved in Federal court
proceedings. In order to accurately respond te such requests, field
offices receiving instructions from FBIHQ to conduct a search of the
ELSUR index and general office indices should search the name as
shown, as well as aliases, variations in spelling, combinations and
contractions, the extent of which is determined by the searching
employee. All combinations searched must be shown on the incoming
communication or an attached search slip so that the extent of the
index search is readily apparent.

(2) An individual who has been party to a conversation
intercepted by electroni¢ surveillance may frame a request under the
FOIPA to include a search of the ELSUR indices. Such would require
close coordination between FBIHQ and the field division which may have
submitted ELSUR indices cards identifiable with the requester.

{3) This process of coordination will generally be
1n1t:ated by an FOIPA Section airtel to the approprnate field division
when the FOIPA request is received for processing. This airtel will
request review of field office ELSUR records to determine if the
individual monitored is identical to the requester and if there are
additional instances of monitoring. FBIHQ ELSUR Index may not have
previously alerted the FOIPA Section that the individual was monitored
in a consensual or Title III electronic surveillance investigation,

{4) Where the overhear is recent in date, it 1s possible
that the consensual electronic surveillance in question relates to a
pending investigation or a covert operation not yet disclesed. The
pending character of this investigative matter would not be evident
from the FBIHQ ELSUR Index records. This pending status governs FOIFA
Section processing of the ELSUR request and the FOIPA Section must be
made aware of the status to ensure that the fact of an overhear will
not be prematurely disclosed to the requester.

(5) Therefore, in responding to an FOIPA Section airtel
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another office.

EFFECTIVE: 12/10/93

10-9.8 Preservation of Original Tape Recordings

All original criminal ELSUR-taped recordings will be
placed in an FD-504 (Chain of Custody - Original Tape Recording
Envelope), sealed and retained in & modified steel wardrobe-type
cabinet, security-approved container, or metal file cabinet equipped
with a bar-lock device, hasp or other security—approved lock unless,
under Title III, the authorizing judge has directed to the contrary.
These cabinets are to be housed in a limited or restricted access
location to ensure against unauthorized access in order to overcome
any claim that the ELSUR tape was altered or distorted while in the

) possession of the FBI and to assure the chain of custody. (See 10-9.6

( for current rules regarding the retention of taped recordings. In
watters involving national security refer to the Foreign
Counterintelligence Manual for instructions regarding the handling of
national security taped recordings.)

EFFECTIVE: 08/12/86

110-9.8.1 FD-504 (Chain of Custedy - Original Tape Recording
' Envelope)

(1) All original tape recordings (including closed
circuit television recordings) maintained as a part of a permanent
record of the FBI, as well as those sealed by the U.S. District Judge,
should be placed in an FD-504 envelope, exhibited as a bulky and
stored as instructed above in Section 10-9.8 of this manual.

(2) The procedures for filling out the FD-504 are as
follows: :

(a) File Number — Enter the substantive case file
number to which the tape recording relates and include the 1B (Bulky
Exhibit) number. :

' (b) Tape Number - Enter the sequential number given
‘the tape recording enclosed.

Sensitive
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(¢) 'Agent Supervising Interception - Enter the name
of the Agent (or other Bureau employee) who removes the tape from the
recording device after the recording is made; or who first receives
custody of the original tape after the recording is made and the tape
i1s being surrendered for retention.

(d) Title III'Court-Order or FISA Court-Order
Control Number: Mark appropriate space to indicate if the ELSUR is
authorized under Title IJI or under the Foreign Intelligence
Surveillance Act (FISA) of 1978, and enter the control/symbol number
assigned.

(e) Consensual ELSURs - Mark appropriate box to
indicate Consensual Monitoring (CM) telephone or nontelephone and any
CM number assigned.

(£) In instances wherein the original tape recording
enclosed in an FD-504 envelope is not a court-ordered or coqsensual
ELSUR, mark the appropriate box to identify the origin of the tape )
enclosed, (i.e., Volunteered Tape—Not FBI ELSUR; Interview; other).

(g) Interception: Date and Place - Enter date and
place (city/town and state) where intercept occurred.

(h) Tape Removed From Equipment - Enter date and
time the tape was removed from the recording device.

(i) Identity of Persons Intercepted, If Known -
Enter "See Log" for all court-ordered ELSURs (those authorized under
Title II1 and under the FISA of 1978). For warrantless ELSURs
(Consensual Monitoring) enter the true name or best known name of all
individuals (including the consenting party) identified as having been
overheard.

CHAIN OF CUSTODY

(i) Accepted Custody - Signature of the first person
accepting custody of the recording (Agent supervising the intercept
and/or any others taking custody of the contents of the FD-504).

{k) Released Custody - The released custody column
should show the signature of the last person accepting custody and
then releasing custody to the next person. The last name exhibited as
accepting custody would normally be the individual that places the
evidence in the tape storage facility and thus releases custody, by )

Sensitive
PRINTED: 03/14/94

LR S




e e e e

( Sensitive

Manual of Investigative Operations and Guidelines -
Part II PAGE 10 - 31

signature, to the tape storage facility for permanent storage. (See
Title III Section of the ELSUR Working Guide, page 44).

(3) In sealing the FD-504 envelope, the flap should be

moistened, then sealed. The date the envelope is sealed and the
initials of the employee sealing the envelope should be affixed on the
flap at the point where the end of the flap meets the envelope.
Yellow transparent preprinted "evidence tape" should then be placed
atop the seam of the flap and overlapping to the other side of each
edge of the envelope, as shown in the Title III Section of the ELSUR
Working Guide, pages 44 and 45.

(4) 1In those situations involving interoffice travel and

ELSUR usage, i.e., body recorder, ensure original recordings are
entered into chain of custody as a bulky exhibit within five days of
the receipt of the recording, as required in the Manual of
Administrative Operations and Procedures, Part II, Section
2-4.4,1(1)(b). All original tapes are to remain in the field office
where first entered as a bulky exhibit. If tapes are entered into the

recordkeeping system of the host office (the office wherein the tape
( was made), the recordings will remain in the custody of the host
office. ELSUR indexing will be done by the office where the tape
recordings are entered as bulky exhibits, and, if appropriate, host
office copies of the recordings will be made and forwarded to other
concerned field offices by the custodial offices.|

(5) 1If, during the conduct of an ELSUR, the recording
device fails to operate or malfunctions and the tape is found to be
blank or contains only portions of the conversation, the tape is to
be retained in an FD-504 envelope as described herein. |

EFFECTIVE: 08/12/86

10-9.9 Recordkeeping Procedures for ELSUR Information Generated
Through Joint FB] Operations

(1) In joint FBI coperations with other Federal, state and
local law enforcement agencies wherein electronic surveillance is
conducted through a Title III installation, the agency which prepares
the affidavit, application and order seeking the authority will assume
all responsibility for ELSUR indexing and recordkeeping. The fact
that the investigation is a joint operation will be stated in the
affidavit and application for the court order and will specify which
(’ agency is lending support to the other.
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(2) Accordingly, if an outside law enforcement agency
prepares the affidavit, application, and order in a Title III criminal
matter in which the FBI is lending investigative support, that agency
is responsible for the proper maintenance of all transcripts and tapes
resulting from the Title III installation. In such case, that agency
is also responsible for the preparation of electronic surveillance
index cards and none would be prepared for inclusion in the FBI
electronic surveillance indices.

(3) With regard to consensual monitoring, the agency that
obtains authorization for consensual monitoring will assume all
responsibility for the necessary ELSUR indexing and recordkeeping.

See 10-10.2 or 10-10.3.

EFFECTIVE: 10/18/88

10-9.10 ElectronicISurveillanceI - Title III Criminal Matters )
| (See MIOG, Part II, 10-3, 10-9.1(6) & 10-10.9.1(8) () )|

An FD-669, Checklist-Title III (Criminal Matters) form, is
to be executed, serialized and retained in a separate sublettered file
to the case file. One form is to be prepared for each application
filed in each investigation. Every item contained thereon is to be
initialed as completed and, where appropriate, will show the serial
number of the communication prepared that ensures the requirement has
been met.

(1) Title III of the Omnibus Crime Controcl and Safe
Streets Act of 1968 (Title 18, USC, Sections 2510-2521) provides a
legislative basis with carefully constructed controls, requirements,
and limitations for the judicial authorization of electronic
surveillance techniques in certain major violations, including, but
not limited to: :

(a) Organized crime activities such as certain
gambling offenses, racketeering, extortionate credit transactions and
use of interstate commerce facilities in the commission of murder for
hire; :

(b) Murder, kidnaping, robbery or extortion
prosecutable under Title 18, U.S. Code;

"'Sedlitiﬁe
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(¢) Presidential assassination, kidnaping, eor
assault; :

(d) Obstruction of justice;

(e) Interference with interstate commerce by
violence or threats of violence;

(f) Interstate transportation of stolen property,
theft from interstate shipment, and interstate travel to incite a
riot;

(g) Espionage, sabotage, treason and the illegal
acquisition or disclosure of atomic energy information;|(See (2).)]

(h) Sexual exploitation of children;

(i) Interstate transportation or receipt of stolen
vehicles;

(j) Hostage taking;
(k) Mail fraud;

(1) Fugitive from justice from an offense described
in Title 18, USC, Section 2516(1);

(m) Certain firearms viclations:
(n) Obscenity;

(o) See Title 18, USC, Section 2516, for a complete
listing of applicable violations.

(2) With respect to the types of investigations listed in
item (g) above, which might be the act of an agent of a foreign power,
consideration should be given to obtaining electronic surveillance
according to the provisions of the Foreign Intelligence Surveillance
Act of 1978 (FISA) (Title 50, USC, Section 1801 et seq.). It is
generally accepted that the provisions of FISA afford greater security
to the Government's case, as there are detailed security precautions
incorporated into the entire process. While obtaining electronic
surveillance pursuant to FISA may be more difficult than a Title III
surveillance in those instances where foreign powers may be involved,
it should be the preferred method. If electronie surveillance
pursuant to FISA is determined to be the preferred method in a

_Sehsitive
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particular investigation, concurrence of the USA is not required, as
this function will be coordinated by FBIHQ with the appropriate
Department of Justice office. (See Foreign Counterintelligence

| |Manual, Part I, 0-2.6.3 & Appendix 10, |for procedures in obtaining a
FISA court order.) ‘

(3) Title III Applications - Approval Levels

(a) The initial phase in the stringent
administrative approval process of Title III applications commences at
the field level with the review and approval of the Title 111
affidavit by field office supervisory personnel, the principal legal
advisor (PLA) and the concurrence of the respective USA or Strike
Force Attorney. The PLA in each field office is completely familiar
with the statutory and procedural requirements for electronic
surveillance, and must be consulted whenever a Title II1 is being
considered.

(b} FBIHQ's review of an electronic surveillance
request is a three-fold operation: case supervision, legal analysis
and executive approval. In this regard, those applications involving 1
the following sensitive issues or circumstances require the approval
of the Director or Acting Director:

1. "emergency" Title III interceptions (i.e.,
interceptions conducted prior to judicial approval under provisions
found in Title 18, USC, Section 2518(7)):

2. applications requesting Title III
interceptions based upon "relaxed specificity" (i.e., applications in
which the requirement to specify those facilities from which, or the
place where, the communication is to be intercepted has been
eliminated——so called "roving" interceptions) under provisions of
Title 18, USC, Section 2518(11) (a) and (b);

3. the anticipated interception of
conversations of members of Congress, Federal judges, high-level
Federal officials; and high-level state executives and members of a
state judiciary or legislature; :

. 4, situations involving significant privilege
issues or First Amendment concerns (e.g., attorney-client privilege or
other privileged conversations, or interception of news media
representatives); ‘ ' '

§. situations involving significant privacy _ )
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concerns (e.g., interceptions of conversations in a bedroom or
bathroom, etc.}: :

6. applications concerning Domestic Terrorism,
International Terrorism, or Espionage cases;

7. in any other situation deemed appropriate by
either the Assistant Director, Criminal Investigative Division, or
Legal Counsel Division, or their Deputies.

Nonsensitive Title III applications for electronic surveillance of
wire and oral communications and of electronic communications not
involving may be approved by the
Assistant Director or Deputy Assistant Director acting on his/her
behalf in the Criminal Investigative Division. Legal Counsel Division
will review and approve all such Title III submissions prior to final

executive approval. bz

Title III applications for authorization to intercept electronic E

. communications over a—o not require FBIHQ
( review and approval, but may proceed with SAC approval. | (See MIOG,
* Part II, 10-10.11.1(2) (b).)]|

(c) Thereafter, with the approval of the Attorney

General, or Attorney General's designee, the USA or the Strike Force

" Attorney shall apply to a Federal judge of a competent jurisdiction
for a court order autherizing the interception of communications
relating to the specified offenses listed in Title III (Title 18, USC,
Section 2516). Judiciasl control, however, does not cease with the
signing of a court order authorizing the interception of
communications but continues into the operational phase of the
electronic surveillance--installation, monitoring, transcribing and
handling of tapes. In addition,|a cover airte! is to be sent to FBIHQ
with a copy of each periodic report prepared for the prosecuting
attorney and filed with the court. This report is to be submitted to
FBTHQ the same day or next workday after the periodic report is filed
with the court.| :

(4) It is essential that the requirements set forth in
Title 18, USC, Section 2518, be followed meticulously in the
"preparation of a Title IJI application. In addition, it 15 essential
that the following points be covered:

(a) That the probable cause is current;

(r - (b) That definite grounds have been established for
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certifying that normal investigative procedures have been tried and
failed or demonstrating why these procedures appear to be unlikely to
succeed or would be too dangerous if tried (the courts have made clear
that the use of "boilerplate™ statements in this respect are
unacceptable)

(¢) An attempt has been made to identify the
subscriber to the telephone on which coverage is sought, if the name
is not that of one of the principals; ' ' bz

(&) That minimization will be assured, es ecially
W he coverage involves a
or the like;

(e) That the premises to be covered are described
fully, including a diagram, if possible, in requests for microphone
installations (although no surreptitious entries are to be conducted
for the purpose of obtaining such data), (see 10-9.10(6) delow);

(£) That upon consideration of preparing an
affidavit for coverage under Title III, the field office forward an )
airtel to FBIHQ, under case caption, setting forth by separate

subheading the Synopsis of Overall Investigation, Priority of the

Investigation Within the Division, Anticipated Manpower Requirements

and what outside support, if any, will be needed, a Synopsis of

Probable Cause Justifying Title III Application, the Prosecutive

Opinion of the U.S. Attorney, and Characterization of the

Interceptees;

(g) |Thet a request for an ELSUR search of all office
records be submitted, in writing, to the office ELSUR File Assistant
(EFA) within 45 days prior to the submission of the affidavit te
FBIHQ. The request should identify the substantive case title, to
include the violation and field office file number. 1t should state
the request is being submitted in anticipation of Title III ELSUR
coverage and list the following: (1) person(s), (2) facility(s), 3)
place(s) and, if appropriate, (4) vehicle identification number(s),
etc., under consideration in order to identify prior applications.

The EFA will conduct a search of the ELSUR Automated Records System

(EARS) database requesting "all office records.” Only the Principal,

Proprietary Interest, and Intercept records contained in the EARS

database, which relate.to unclassified criminal matters, should be

printed in their entirety, attached to the search request, and

furnished the requestor. No information relating to court-ordered

ELSURs conducted pursuant to the Foreign Intelligence Surveillance Act

or information relating to consensual monitorings conducted pursuant : )
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to Attorney General Guidelines for FBI Foreign Intelligence
Coliections and Foreign Counterintelligence Investigations should be
printed or provided to the requestor. It is the responsibility of the
requestor in the cffice seeking a new court order to follow up the
results of the search. Contact must be made with those offices
identified as having filed previous spplications to the court to
obtain facts required for inclusion in the affidavit being prepared.

(h) Where extension orders are sought naming NEW
person(s) (principals/targets), facility(s) or place(s), an ELSUR
search must be conducted on the newly added principals/targets, prior
to submission of the extension affidavit to the DOJ. Where extension
orders are sought naming the same principals/targets, facilities, or
places specified in the initial affidavit submitted to FBIHQ, a
"recheck'" of the EARS will be conducted for the purpose of updating
the search. The "recheck” will be conducted for all extensions sought
90 days following the filing of the initial application.

(i) Reguests for ELSUR searches which relate to

Title 21, USC violations, must be searched through the Drug
(h Enforcement Administration (DEA), Washington, D.C. This will be
accomplished by the FBIHQ ELSUR index for all search requests which
relate to 245 violations. The need for an ELSUR search of the DEA
records for any other vioclation must be specifically requested through
the office EFA at the time the ELSUR search request is submitted. All
pre-Title III ELSUR searches conducted will be transmitted to FBIHQ
ELSUR index automatically via the EARS., Headquarters will forward the
request to the DEA, Washington, D.C., and provide a response to the
requesting office. Appropriate documentation confirming the conduct
of all pre-Title III searches must be serialized and filed in the
substantive case file or the corresponding ELSUR subfile to the case
file. Documentation may be in the form of a memorandum, airtel,
teletype, or search slip. Requests for a search of the ELSUR index
received from any outside agency or department are to be referred to
the ELSUR Unit at FBIHQ. |

(5) See Title 18, USC, Section 2518 for a complete
listing of the statutory requirements (procedure for interception of
‘Title II1I);

. (6) Where it is necessary, prior to issuance of a court
order, to survey property or premises to determine the feasibility of
installation of wire or oral communication intercepting devices, or
other electronic surveillance devices such as beepers and closed
circuit television cameras, the survey shall not exceed lawful

(r activity, i.e., no entry or other intrusion into an area where a
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reasonable expectation of privacy exists may be made absent consent of
| the proper party. f(See (4) (&) above.) |

(7) 1In matters involving the use of Closed Circuit
Television (CCTV) in conjunction with a Title III electronic
surveillance, refer also to Part II, Section 10-10.9 of this manual.

(8) Roving Interceptions. One of the most significant
additions to Title 18, USC, Section 2518 brought about by the
Electronic Communications Privacy Act of 1986 concerns the specificity
required in the description of the place where, or the telephone over
which, electronic surveillance is to be conducted. The original law
required that the application for, and the order authorizing, an
electronic surveillance request indicate the "particular" facility or
place in which the interception was to occur. The new law contains an
exception to the particularity requirement and, in effect, allows an
interception order to targel a specific person rather than the
specific telephone or premises that person might use. The amendments
establish two similar rules to govern the interception of "oral
communications” and "wire or electronic communications"” where Lhe
target facility need not be identified with specificity before the J
interception order is obtained (Title 18, USC, Section 2518(11)).

(a) With respect to "oral communications," the
application must contain a full and complete statement as to why the
ordinary specification requirements are not practical. The
application must also identify the person committing the offense and
whose communications are to be intercepted. The judge must then make
a specific finding that the ordinary specification rules are not
practical under the circumstances (Title 18, USC, Section z
2518(11) (a)). Examples of situations where ordinary specification
ractical include cases in which 1 E

rules would not be

n such cases, Lhe order
would allow law enforcement officers to follow the targeted individual
and engage in the interception once the conversation occurs (Title 18,
USC, Section 2518(12)).

(b) The provision concerning "wire or electronic
communications" is similar to that governing oral communications. The
application must specifically identify the person committing the
offense whose communications are to be intercepted. The application
must also show, however, that the person committing the offense has
demonstrated a purpose to thwart interception by changing facilities.
In these cases, the court must specifically find that such purpose has
been evidenced by the suspect. An example of a situation that would )
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meet this test would be bz
itle 18, USC, 76

(c) HWith respect to both oral and wire or electronic
communications, the approval of the Attorney General, Deputy Attorney
General, Associate Attorney General, Assistant Attorney General or an
Acting Assistant Attorney General is required before a relaxed
specificity order is sought. Approval by a Deputy Assistant Attorney
General in the Criminal Division, which is authorized for al! other
interceptions, is not sufficient for this type of application.

(d) The Government cannot begin the interception
until the facilities from which, or the place where, the communication
is to be intercepted is determined by the agency implementing the
order (Title 18, USC, Section 2518(12)). Congress also intended that
the actual interception not commence until the targeted individual
begins, or evidences an intention to begin, a conversation. It was
not intended that the relaxed specificity order be used to tap a
series of telephones, intercept all conversations over those phones,

( and then minimize the conversations recorded as a result. This
provision puts the burden on the investigatory agency to determine
when and where the interception is to commence. There is no
requirement of notification to the court once the premises or specific
phone is identified prior to making the interception; however, a
specific place or phone must be identified. Limiting interceptions to
specific places once they are determined should satisfy the
specificity requirement of the Fourth Amendment.

(e) Obviously, this provision will be a va
tool in criminal investigations g

el . - . 1]

R R . : owever, the
Amendment implications involved in this procedure should not be
ignored. This is an extraordinary provision and it is the intention
of the Department of Justice that it be used sparingly and only in
clearly appropriate cases. This provision is not a substitute for
investigative footwork; it is not intended that the ordinary showing
of probable cause with respect to a specific telephone or location be
dispensed with on the theory that the subject is a criminal who

. engages in criminal conversations wherever he/she goes. -

(£) A further consideration, especially in wire or
electronic interceptions, is the practical problems faced by the
telephone company or other provider of electronic communication

(’ services in effecting the interception, complete with leased lines to

Sensifive
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the Government listening post, on extremely short notice, Care has to
be exercised to work with the telecommunication companies and to
provide them with as much information and notice as possible as far in
advance as possible. Telephone companies in particular have expressed
great concern about their ability to comply with such orders, which
may require action on their part that will strain their ability to
assist law enforcement officials in Chese cases. Congress, at the
request of the telephone companies, included a provision in the Act
allowing the companies to move the court that has issued a reduced
specificity order for the interception of wire or electronic
communications to modify or quash the order if the interception cannot
be performed in a timely or reasonable manner (Title 18, USC, Section
2518(12)). 'The key for all concerned is to approach this procedure
with care and foresight and to be aware of the practical and legal
problems that may arise.

(9) It is also necessary that Lhe post-execution sealing
requirements of Title 18, USC, Section 2518(8) (a) be met. Failure to
adhere to this requirement could result in suppression of relevant
interceptions in the absence of a satisfactory explanation for any
delay in sealing. Agents should therefore be prepared to submit the )
origiral recordings of all interceptions to the issuing judicial
official for sealing immediately at the conclusion of the period of
continuously ordered electronic surveillance. In this context, if
there is no dreak in time between the expiration of the original order
and any subsequent extensions, Agents may wait until the expiration of
the final extension before fulfilling this requirement.

If any delay in making this delivery is anticipated, the Agent
supervising the electronic surveillance should document the causes for
this delay, i.e., duplication equipment failure, unforeseen manpower
allocation priorities, and notify the supervising Assistant United
States Attorney or Strike Force Attorney of the anticipated delay. If
the supervising Agent anticipates this delay to be any greater than
five days from the expiration date of the continuous electronic
surveillance, he/she should, through the supervising attorney, within
that five-day period obtain an extension of time in which to fulfill
the sealing requirements from the appropriate judicial official.

EFFECTIVE: 10/15/93
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10-9.11 Emergency Provisions, Title III Criminal Matters

(1) In regard to the interception of wire communications
or oral communications in which a reasonable expectation of privacy
ox;sts, or electronic communications, the' Department will generally
recognize no exception to their requirement that a warrant first be
obtained. However, if an emergency situation exists wherein time does
not permit following the warrant process and such electronic
surveillance is believed crucial, the Attorney General, Deputy
Attorney General, or the Associate Attorney General, under the
authority of Title III (Title 18, USC, Section 2518 (7)), can
authorize electronic surveillance prior to obtaining a court order.
This means, of course, that no SAC or FBIHQ official has the authority
on his/her own to authorize interception of wire, oral, or electronic
communications, even under emergency circumstances where a human life
is in jeopardy. Title 18, USC, Section 2518 (7), which contains the
specific requirements for emergency authorization, provides as
follows:

investigative or law enforcement officer, specially designated by the

= Attorney General, the Deputy Attorney General, the Associate Attorney
General or by the principal prosecuting attorney of any State or
subdivision thereof acting pursuant to a statute of that State, who
reasonably determines that--

( "Notwithstanding any other provision of this chapter, any

"(a) an emergency situation exists that invelves--

“"(i) immediate danger of death or serious physical
injury to any person, '

"(ii) conspiratorial activities threatening the
national security interest, or

"(iii) conspiratorial activities characteristic of
organized crime, that requires a wire, oral, or electronic
communication to be intercepted before an order authorizing such
interception can, with due diligence, be obtained, and

"(b) there are grounds upon which an order could be
entered under this chapter to authorize such interception,

may intercept such wire, oral, or electronic communication if an
application for an order approving the interception is made in
accordance with this section within forty-eight hours after the

(T interception has occurred, or begins to occur. 1In the absence of an
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order, such interception shall immediately terminate when the
communication sought is obtained or when the application for the order
is denied, whichever is earlier. In the event such application for
approval is denied, or in any other case where the interception is
terminated without an order having been issued, the contents of any
wire, oral, or electronic communication intercepted shall be treated
as having been obtained in violation of this chapter, and an inventory
shall be served as provided for in subsection (d) of this section on
the person named in the application.”

(2) A field office seeking emergency Title III
authorization should telephone such request, along with altl known
facts and circumstances, to the Criminal Investigative Division (cI1p),
FBIHQ. During weekend, holiday, or nighttime hours requesting field
offices should telephone the request to the CID Duty Supérvisor. In
either case the telephone request should be followed by a teletype
setting forth details contained in the telephone request.

(3) The grounds upon which an order may be entered (in
emergency situations) are limited to viclations of those crimes
enuperated in Title 18, USC, Section 2516, and to an emergency )
situation existing that involves immediate danger of death or serious
physical injury te any person, conspiratorial activities threatening
the national security interest, or conspiratorial activities

characteristic of organized crime.

(4) The phrase "conspiratorial activities . . .
characteristic of organized crime" is not defined in either the
statute or the legislative history. Therefore, what activity meets
this definition must be considered on a case-by—case basis. It is
noted that DOJ has in the past demonstrated a willingness to consider
authorizing emergency electronic surveillance on the basis that
participants were members of an organized crime group in the
traditional sense that the term has been applied. It would seem that,
at a minimum, there would have to be evidence of twe subjects
(exclusive of informants and undercover operatives) conspiring to
commit some violation enumerated in Title 18, USC, Section 2516.

(5) With regard to the phrase "conspiratorial activities
threatening the national security interest,” both the statute and the
legislative history are devoid of any definition. Requests from the
field for emergency Title III authority may in some cases be examined
at FBIHQ to determine any possible applicability that the above
statutory language may have to .the activity in question. In some
cases a determination may be made that the application for electronic
surveillance can more appropriately be made under the emergency )'
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provisions of the Foreign Intelligence Surveillance Act (Title 50,
USC, Section 1805 {(e)). :

(6) Since Section 2518(7) requires that a written
application for electronic surveillance be received by the court from .
which authorization is being sought within 48 hours after the
interception has occurred or begins to occur, preparation of the
affidavit should commence contemporaneocusly with the telephone request
to FBIHQ. The affidavit should be transmitted by facsimile to FBIHQ
as expeditiously as possible to allow for necessary processing by
FBIHQ and DOJ, and submission to the appropriate court within the
statutory time limit. Field offices may provide assistance to local
USAs' offices without facsimile facilities by transmitting the
application and proposed order over field office facilities to FBIHQ.
These documents will be handcarried along with the affidavit to the
DOJ. In accordance with DOJ policy, written application will be made
to a court for an order approving the interception, whether or not the
interceptions obtained are determined to be fruitful from an
evidentiary standpoint. In the event that the need for electronic
surveillance evaporates following authorization but prior to the
installation and activation of the technical equipment, the submission
of an affidavit is not necessary. In such cases it will be sufficient
to submit an LEM briefly setting forth the fact that a request for

‘emergency electronic surveillance was made, the basis for such

request, and the reason why such surveillance became unnecessary.

(7) It should be emphasized that the above-described
procedures under which emergency Title III autherization can be
obtained do not in any way eliminate the need to comply with the
requirements of a nonemergency Title III application since one may
intercept communications under oral emergency authority only . . . if
an application for an order approving the interception is made in
accordance with this section within forty-eight hours after the

_interception occurred, or begins to occur . . ." (Emphasis added).

The net effect of the emergency authorization process is that,
following receipt of emergency authority, the entire nonemergency
process must be undertaken, but within a much shorter period of time
(48 hours). : s

‘ (8) With regard to oral communication (microphone
interceptions as opposed to wire interceptions), it is important to
note that Title III authority is, by definition (see Title 18, USC,
Section 2510 (2)), required when such oral communications are uttered
by a person who exhibits a justifiable expectation of privacy. 1In the

- absence of such justifiable expectation (e.g., a forcibly occupied

building, the residence of a stranger or of a hostage, and similar
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situations), no Title III court order is necessary for interception of
the communications. However, for purposes of administrative control,
DOJ continues to require that prior approval for such interceptions be
obtained in the same manner currently required for the approval of
consensual monitoring of nontelephone oral communications (body
recorders and/or transmitters), that is by obtaining emergency FBIHQ
suthority which is thereafter confirmed in writing to DOJ. These
procedures entail consultation with and concurrence of a
representative of the local USA's office, followed by a request to
FBIHQ for emergency authority. The request and the basis for same are
thereafter confirmed in writing with the DOJ. (See 10-10 for detailed
requirements.) A field office desiring to institute microphone
surveillance in hostage or other emergency situations where the
existence of a justifiable expectation of privacy is in doubt should
telephone the request to CID, FBIHQ. (Where possible, such request
should recite the opinion and recommendations of the field office
Principal Legal Advisor.) CID will furnish all known facts and
recommendations to Legal Counsel Division (LCD), which will make the
final determination regarding the presence or absence of a justifiable
expectation of privacy. If LCD determines that there is no
justifiable expectation of privacy in the particular situation, CID
will orally authorize use of the microphone surveillance. The field
office must follow with a teletype reciting the oral authorization
given and the facts upon which the authorization was based. - The
subsequent confirming letter from CID to the DOJ should specifically
include the AUSA's opinion, and should state the opinion of LCD with
respect to the absence of a justifiable expectation of privacy and the
basis for that conclusion. If LCD determines that a justifiable
expectation of privacy does exist, Title III authority is of course
necessary for the microphone surveillance.

(9) With regard to microphone surveillance, it is noted
that some electronic tracking devices (commonly referred to as "E£TDs,"

have incidental
microphone capabilities. Although the primary use of such devices may
be for their homing capability, the- incidental microphone capability
of the devices may require that Title III court authorization be
obtained prior to their use. Requests for authorization to utilize
such devices in ransom packages should be telephoned to the
appropriate substantive desk at FBIHQ.

{(10) Relative to the authority to make emergency entries
to install microphones absent a court order. In a situation where
there is determined to be a justifiable expectation of privacy, or
installation would involve trespass, emergency Title III authority
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must first be obtained under Title 18, USC, Section 2518 (7). The
U.S. Supreme Court held that the power of the courts to authorize
covert entries ancillary to their responsibility to review and approve
electronic surveillance applications is implicit in the Title III
statute. LCD believes that authority for the investigative or law
enforcement officer specially designated by the Attorney General
(normally the Director) to approve entries to install microphones can
logically be derived from the.emergency provisions of the statute
(Section 2518 (7)), and that this derivation of authority is
consistent with the Court rationale. Since FBI policy requires the
inclusion of a specific request for surreptitious entry authority in
routine Title IIT affidavits when such entry is necessary, this
request, along with the underlying basis, should of course appear in
the affidavits submitted (within the 48-hour time frame) following
epergency Title III authorizations.

EFFECTIVE: 04/24/89

|[10-9.11.1 Form 2 Report

(1) The Form 2 report, to be submitted by a field office
upon completion of Title III ELSUR activity, is a form designed by the
Administrative Office of the United States Courts (AOC), and is
utilized by the Department of Justice (D0OJ) and the AOC to obtain
certain specific information relating to the administration of Title
111 physical activity, (i.e., actual monitoring, physical
surveillance, etc., in direct support of the ELSUR) and the results
obtained therefrom. Usually in April of each calendar year, the AOC
publishes a booklet reporting all Title JII activity for the previous
calendar year. This report is required by Title 18, USC, Section
2519, of the Cmnibus Crime Control and Safe Streets Act of 1968.

(2) FBIHQ, upon notification of the filing of an
application for a Title III court order, will, on a case-by-case
basis, forward by airtel under the substantive case caption of the
field office involved, a prenumbered, precarboned Form 1 and Form 2
packet as provided to the FBI by the AOC. The Form 1 report consists
of ply 1 and ply 2 of the packet. The Form 2 report consists of ply 3
and ply 4 of the packet. ‘

(3) Form 2 reports and related correspondence are to be
typewritten. '
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(4) On or before the 30th day following the denial of a
Title III court order or the expiration of the authorized period of
the order, including all extensions, the designated Special Agent will
assist the prosecuting attorney in completing plies 1 and 2 (Form 1
portion of the packet) and items 1 through 6 of plies 3 and 4,
(Form 2 portion of the packet) identical on both the Form 1 and Form
2. The Form 1 portion should remain with the prosecuting attorney.
The prosecuting attorney shall then be responsible for providing the
issuing judge the ply 1 and ply 2 (Form 1) for review, approval, and
signature so that the courl may forward the Form 1 to the AOC.

(5) Items 6 through 11 of plies 3 and 4 of the Form 2
repert are to be completed by the designated Special Agent and not by
the prosecuting attorney. Ply 3 of the Form 2 report is to be
submitted to FBIHQ 60 calendar days following the termination of a
court-authorized Title III. This rule will apply strictly to all
Title IIls, whether denied or granted, routine or emergency, exceptl
those authorized during the last 60-day period of the calendar year.
Any Title III authorized during the last 60 days of the calendar year
or terminating on or before Decewber 31 are to be submitled to FBIHQ
no later than five working days following termination of the Title }
II1. This submission is to be made regardless of whether or not
resource costs (Item 9B) of the installation, basically supplies and
other items, are available at the time of submission. The ply 4
portion of the Form 2 is to be submitted appropriately to the
prosecuting attorney.

(6) Any Title IIT expiring before midnight of December 31
should be reported to FBIHQ, telephonically, on the next working day
following the termination of Title IIT activity. Thereafter, the Form
2 should be submitted to FBIHQ within five working days.

(7) In a joint or task force lype investigation involving
another agency, the agency which is responsible for recordkeeping
procedures, as outlined in the MIOG, Part II, Section 10-9.9, shall be
responsible for the preparation and submission of the Form 2 (plies 3
and 4 of the packet) in accordance with that agency's established
procedures. It will be the responsibility of the designated Special
Agent to maintain effective liaison with the responsible agency in
order that all necessary statistics, costs, and results are compiled
and reported on one Form 2 to be submitted by the responsible agency,
if other than the FBI. ' '
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EFFECTIVE: 06/18/87

| 10-9.11.2 Completion of Form 2 Report
The following is a listing of each Section and Subsection
set forth on the Form 2 report with an explanation of the information A
to be entered for each Section/Subsection. .

| (1) “COURT AUTHORIZING OR DENYING THE INTERCEPT"

The Form 2 shows the above caption as Item 1 and all ply
copies of the Forms 1 and 2. The docket number is generally
preprinted and is utilized to track the form itself. To properly
complete item number one, the full name of the judge signing or
denying the Title III court order should be shown, along with the
identity of the court to include the exact street address and not a
post office box number.

b - e

L | (2) "SOURCE OF APPLICATION"

(a) Subsection 2A "Official Making Application.”
This section should be used to show the full name of the official
making the original application to the court, generally an Assistant
United States Attorney. The title of the official waking the original
application should be shown with his or her telephone number and area
code. The county and the agency name should be shown with the exact
mailing address, not, Federal Building, with the name of a city and
state.

(b) Subsection 2B “Prosecution Official Authorizing
Application." The appropriate name to be shown is a DOJ official in
Washington, D.C., not a United States Attorney or an Assistant. The
word "same" may be shown only if a DOJ official was also the official
making the original application, as shown in Subsection 2A.

| (3) “OFFENSES (LIST MOST SERIOUS OFFENSE FIRST)"

Enter the offense(s) specified in the Title III order or
application for an extension of the order (predicate offenses, i.e.,
1TSP, TFIS, etc., cited in application). List, in capital letters,
and underline the most serious offense first, (only one offense should
be underlined). The following controls should be used to determine
the most serious offense:

. Sensitive
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(a) when two or more offenses are specified in the
application, the offense with the highest maximum statutory sentence
is to be classified as the most serious.

(b) When two of the offenses have the same maximum
sentence, a crime against a person is to take priority over a crime
against property.

When listing the offenses, a,éineral description such as gambling,
narcotics, racketeering, ete., will suffice. DO NOT cite the offense
by title and section of the U.S. Code.

{(4) “DURATION OF INTERCEPT"

Enter the number of days requested and the date of the
application. Use the appropriate box to show whether the application
was denied or granted and show the date of the order or denial of the
order. If the application was granted with changes, changes should be
listed in the column captioned "Granted With These Changes." That is
to say, if the judge, the official making the application or the )
prosecuting attorney authorizing the application differs from those
named in Item 1 and 2 above, the new individual should be named and
identified by title in this section. Also, if emergency authorization
was granted, it should be shown in this section along with the date
granted i.e., "Emergency Authority 9/1/86." Do not list source
numbers or techniques authorized. If insufficient space exists in
this section to show all changes, submit on plain bond paper with
number of section and title, as an attachment to ply 3 of the Form 2.

(5) "TYPE OF INTERCEPT"

Check the appropriate block(s) and note the specific
device if not telephone or microphone.

(6) “PLACE"

Check the appropriate block(s). Be specific as to the
business type and other type location, if any.

NOTE: When this portion of the form has been completed,
the Form 1 portion (plies 1 and 2) is to remain with the prosecuting
attorney who shall then be responsible for providing the form to the
issuing judge for review, approval and signature in order for the
court to forward the Fors 1 to the AOC. The authorizing judge is
required to file the Form 1 report with the AOC within 30 days of the
expiration of the order, including all extensions. )
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| (7) "INSTALLATION"

Check the appropriate block; only one block should be
checked. .

| (8) “DESCRIPTION OF INTERCEPTS"
! Subsections BA through 8F to be utilized to show:

(a) that date on which the last ELSUR installation
was terminated:

(b) the specific number of days the installation was
in actual use;

(c) the average frequency of intercepts per day,
(rounded off to the nearest number). Divide the "Number of
Communications Intercepted," (8E), by the “Number of Days in Actual
Use," (8B), i.e., 131 intercepts divided by 29 days equals 4.51 or 5
(\ intercepts per day.

(d) the number of identifiable individuals whose
communications were intercepted, {count each person only one time even
if intercepted more often);

(e) the estimated number of communications
intercepted, and

(f) the estimated number of incriwinating
communications intercepted.

(%) “cost"

(a) Subsection 9A "Nature and Quantity of Personnel
Used to Instal! and Monitor." This section should be utilized to show
the exact number of Special Agents (SAs) assigned to physically
monitor, log, perform other administrative functions or work in any
other capacity, specifically regarding the Title III itself. Also,
the specific number of support (clerical) personnel utilized for tape
transcription, duplication or other administrative support should be
shown in this subsection., SA time should be shown in total number of
work days, i.e., "65 Special Agents days." Use the same formulation
for support personnel. If a joint operation, other agencies' (either
- state, local or Federal) personnel time should be shown by number of
(r work days and broken down as above. If three Deputy Sheriffs were
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utilized for five days, show "15 Deputy Sheriff days." The expended
personnel time of other Federal agencies should be listed in the same
manner. Do not co-mingle state, local, or Federal time. '"Personnel
Cost" segment should be left blank. Cost figures will be computed at
FBIHQ. Therefore, it is necessary that accurate and specific
information be furnished to FBIHQ via this form.

(b) Subsection 9B "Nature of Other Resources (Cost
of Installation, Supplies, etc.)."” Requires specific cost figures
which pertain to the Title III itself. For instance, leased line
figures, if available at the time of reporting; equipment or tools
necessary for the specific installation(s) and any other supplies, not
to include tapes, unless purchased with case funds specifically for
this case. This resource cost is to be shown in the block to the
right of item 9B marked '"Resource Cost." The "Total Cost" figure is
to be left blank.

| (10) “RESULTS"

This subsection should be executed when results have been
obtained. Do not place the words "not applicable" or "N/A" in this
subsection. This subsection should be utilized in much the same
manner as an FD-515 (Accomplishment Report Form).

| Items 10A through 10D are to be utilized to show:

(a) "“Number of Persons Arrested" {or otherwise taken
into Federal custody, i.e., pre- or post-indictment summons) & "Arrest
Offenses." Enter the total number of persons arrested. Count each
person only once regardless of the number of offenses charged. List
all offenses charged in the arrests. Again, a general description
such as gambling, narcotics, racketeering, etc¢., will suffice. (Do
not enter individual's name and do not use U.S. Code citations.)

(b) "Number of Motions to Suppress.” Enter the
number of motions to suppress (quash evidence) which were granted,
denied and are still pending. '

(¢) "Number of Persons Convicted" & "Conviction
Offenses.”" Enter the total number of persons convicted as a result
of the interception and the offenses, by general description, for
which the convietions were obtained. Persons who pled guilty would be
counted in this category. Again, count each convicted person only
once. (Report upon conviction. Not necessary to await sentencing.)

{ ' (d) "Number of Trials Completed.” Enter the number
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of trials resulting from this Title III installation which have been
completed. Do not count as a trial any instance where a plea was
taken during the trial. Also, do not count any grand jury
information such as dismissal of indictment.

| (11) “COMMENTS AND ASSESSMENT"

This subsection shéuld be utilized mainly to show if two
or more Title III installations are related. This may be shown by
inserting the words "related to document number " All Form 2s
are prenumbered, and the docket number for the related Form 2 should
be shown. The remaining sections of item number 11 should be left
blank. The prosecutor's signature and date of report are to be left
blank. .(These blocks are executed by the Attorney General or Attorney
General's designee in Washington, D.C., at the time of the Annual
Report.) '

Retain one copy of the completed Form 2 (ply 3) in a field
office control file and one copy in the 1A Section of the substantive
( case file for supplemental submissions and recordkeeping purposes.

EFFECTIVE: 06/18/87

| 10-9.11.3 Submissions of Form 2 Report to FBIHQ

(1) Appropriate administrative controls are to be
utilized by field offices to ensure accurate and timely submission of
the Form 2. The Special Agent to whom the case is assigned and
his/her supervisor are administratively responsible for the Form 2
report. SACs are "responsible” for the accuracy of the content of
all Form 2 reports and their tiwely submission.

(2) The report is to be forwarded by airtel in a plain
brown envelope, sealed and clearly marked:

Director, FBI .
ELSUR Index
FBIHQ

| The airte! will include the following information:

(a) Complete case title and name of Special Agent
(f ' executing Form 2.
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(b)) List of principals named in the initial
application for the specific Title III. Should principals be added in
an extension application, these names are to be listed and identified
with the specific extension order, i.e., "lst extension," "2nd
extension," etc. :

(c) The annual salary of any non-FBI personnel
listed in Item 9, Subsection 9A, used to install and/or monitor the
Title III.

(d) Should a case be deemed sensitive to the point
that any information disseminated outside the FBI or DOJ would
compromise the investigation or witnesses, etc., @ detailed statement
must be made in the airtel relative to the reason why the Form 2
report should not be sent to DOJ for dissemination to the AOC for
publication, '

(e) The names required in Item "(b)" above are to be
listed, in the format as described, on a white 3 X 5 inch card
captioned "Principals," followed by the docket number (corresponding )
to the docket number on the Form 2), and the names of the individuals
named as principals in the initial application and each extension :
thereof, This 3 X 5 inch card is to accompany the airtel and Form 2
report submitted to FBIHQ.

EFFECTIVE: 06/18/87

| 10-9.11.4 Supplemental Form 2 Reports

(1) Supplemental reports pertaining to statistical
information called for in Item 10, caption "RESULTS" are included in
each calendar year Title III report made by the AOC. The results
called for in the supplemental report pertain to Title III ELSUR
activity conducted during prior calendar years. Therefore, .
supplemental reports are to be submitted to FEIHQ as indicated in
10-9.11.3, above and subsequent to the submission of the original Form
2. The supplemental reports are to be submitted to FBIHQ by no later
than close of business November 15 of each individual calendar year.
Field offices will be reminded of this required submission by annual
airtel to all SACs.

(2) 1f ﬁo supplemental information has been developed,
that is to say, no further statistical information exists for the case -
~or is forthcoming pertaining to the Title III, field offices are to \)
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submit an airtel to FBIHQ setting forth the fact that no supplemental
information will be submitted and giving reason, i.e., case closed,
trial set for following year, etc.

(3) The November 15 deadline will be extended only in the
event statistical information is to be routinely reported by Form 2
within the same calendar year the original Form 2 is submitted. This
information could include arrests, convictions (not necessar:ly to
include sentencing), number of trials completed or major seizures
prior to the end of the calendar year., Further, if no additional
statistics are expected to be reported, the field office should so
state in the submitting airtel.

(4) The additional information to be reported should be
added to the copies of the previously submitted ply 3 of the Form 2
retained in the 1A section of the substantive case file and the field
office designated control file. The form should then be duplicated
and forwarded to FBIHQ. A copy of supplemental Form 2 should be
retained in the 1A section of the substantive case file and the field
office designated control file.

) A (5) For further guidance regarding the execution of a
Form 2, refer to the "ELSUR WORKING GUIDE,"™ Title III Section, pages
68 and 68.01.

(6) Special Agents preparing Form 2 reports should note
the Form 2s are to be prepared and submitted by Special Agents,
not Assistant United States Attorneys or other DOJ officials,
notwithstanding instructions appearing at the bottom of ply 3 of the
Form 2,

EFFECTIVE: 06/18/87

10-9.12 ELSUR Indexing in Title III Criminal Matters

The ELSUR support employee in each field division will
index or supervise the indexing and review of all ELSUR ecards in Title
III matters prior to their submission to FBIHQ. This is to ensure all
‘cards are complete, accurate and in a format specified herein. (For
indexing procedures, refer to the "Index Guide' available at each
field office through the File Assistant/ELSUR support employee ) In
Title III matters, all ELSUR cards will be typewritten. Two original
cards will be prepared, one to be forwarded to FBIHQ for inclusion in
(r ‘ the FBIHQ ELSUR Index and one to be maintained in the field office
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ELSUR index. If the information appearing on an ELSUR card is
classifiable, the card must be classified in accordance with standard
classifying procedures. For indexing purposes, microphone surveillance
(MISUR) being utilized in conjunction with either a closed circuit
television (CCTV) surveillance or an electronic tracking device will
be treated as a microphone surveillance.

(1) Principal Cards - 3-x-5-inch cards maintained in the
ELSUR indices containing the true name or best-known name of targets
of Title III electronic surveillances. The term “"principal" means any
individual specifically named in the application furnished the court
as being expected to be monitored during the course of the electronic
surveillance. Included on the Principal card is the term "Principal
Title III"; the control number assigned the source, the Bureau file
number, if known; and the field office file number., In Title III
matters, Principal cards are prepared on blue index cards and are to
be submitted to FBIHQ within ten working days of the date the
application is filed with the court regardless of whether or not
authorization is granted and whether or not an installation is made or

activated. In the event that 2 new individual(s) is named in an )

application for an extension or amendment of a court order, ensure
Principal cards are submitted on the new individual(s).

Example of Principal Card

Principal Title III (Blue 3-x-5-inch index card)

a. SMITH, JOHN

b. PRINCIPAL TITLE III
c¢. AL NDNY-1

d. 182-111

e. AL 182—1

(2) Proprietary Interest Cards - 3-x-5-inch cards
maintained in the ELSUR Index identifying the entity(s) and
individual (s) who own, lease, license, or otherwise hold a possessory
interest in locations subjected to electronic surveillance. These

cards also identify the locations, telephone numbers, vehicle ‘ )
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