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SECTION 10, RECORDS AVATLABLE AND INVESTIGATIVE TECHNIQUES

10~-1 INTRODUCTION

(1) The following information is being provided as a
reference for investigative personnel seeking additional data and/or ‘
the location of individuals who are the subjects of FBI -
investigations. This 1nformat1on is presented in two parts, Records ' T
Available and Investlgatxve Techniques.

(a) Records Available are those documents which may
assist in either compiling a necessary profile {either of a group, an
individual or a business enterprise), or will assist in locating
subjects, suspects, witnesses or victims. ,

(b) An Investigative Technique is a method by which
an activity is conducted (Title III) or information placed (stop )
notice) which may aid|in the identification or leocation of a subject i
or in the gathering oﬁ evidence.

(2) The use of any of these records or investigative
techniques must be in accord with legal and ethical investigative
procedures. In many cases, the obtaining of records or use of an
investigative technique must be authorized by the SAC, Department of
Justice, Attorney General or court order. If any doubt exists as to
what the correct procedure is, the appropriate supervisory personnel
nust be consulted. It should be additionally noted that the
information contained in this section is not all-inclusive regarding 7
records or investigative techniques available.

(3) As the various items appear, there will be either a
reference to another section in this manual or to another manual, an
explanation of what the technique is or simply a listing of the
record. Additional record information is available in Part II, Section
19 of this manual titled, "Location of Other Government, Industrial,
and Organizational Records.'- :
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10-2 " RECORDS AVAILABLE
- : L e " ‘

City_Dirgngry .
Closed and Pending Files
Court System

Department of Veterans Affairs| : %%

J

Field Office Special Services List

Government Agencies |
|

TIdentification Records (FD-9) A ' -

I

Interstate Identification Index

Maps .
Marriage Records
Merchant Marine
Military Departments
Motor Vehicle Department

l

National Auto Theft Bureau
Newspaper Library

PD Checks:

i

Probation and Parole foices
Public Libraries

-
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Schools and Colleges |
Social Security Records
Sources of Information Index
Street Guide |

Surveiliances :

Telephone Directory |

PAGE 10 - 3

Voter Records

EFFECTIVE;'05/25/90

10-3 INVESTIGATIVE TECHNIQUES (See MIOG, Part II, 21-
(25).)

Artist Conceptions see MIOG, Part II,

Crime Scene Searches - ! see MIOG, Part II,

Check Circulars - _ see MIOG, Part II,

Circular Letters see MIOG, Part II,

Computer Assistancé or .

Automatic Data Processing . see MIOG, Part II,
Interstate Identification Index (III) _ >seé MIOG, Part II,
Consensual Monitoring o - see MIOG, Part II,
-Electronic Surveillance (ELSUR) see MIOG, Pa;t 11,
ﬁvidence -

Racketeering Records
Analysis _ see MIOG, Part II,

Collection, Identification
and Preservation of
Physical Evidence , see MIOG, Part II,
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Collection of Evidence in

Rape Cases ; - see MIOG, Part II, 13-8.2.5
Fluorescent Péwders '
and Other Marking Materials see MIOG, Part II, 13-15.2
Plastic Cast Impre;sion of | . N
Stamped Numbers in/ Metal see MIOG, Part II, 13-13.3.1 i
Restoration of Obliterated )
Markings : -see MIOG, Part II, 13-14.2 e
(10) s
Shoe/Tire Tread Cast and Lifts -see MIOG, Part II, 13-19 ;
Hypnosis _ see MIOG, Part II, 10-12 -
Identification Orders see MIOG, Part II, 21-25
Informants see MIOG, Part I, 137 ‘:;
Investigative Information Services see MIOG, Part II, 10-17 -
Data Bases For Use In Investigations ‘ﬁf
Mail Covers see MIOG, Part 1I, 10-6 :i
National Crime Information Center see MAOP, Part 11, 7 ,t::
Pen Registers | see MIOG, Part II, 10-10.7 E
| Photographic Examinations | see MIOG, Part II,|13-7.6] w;
Photographic Surveillances see MIOG, Part II, 13-7.5
Polygraph Examinations ‘see MIOG, Parnt II, 13-22 )
Stop Notices : _' see MIOG, Part 1I, 10-7
Surveillance Techniques see MIOG, Part II, 9 S
Telephone Toll Records see MIOG, Part II, 10-8 =
‘Title III Coverage ‘ see MIOG, Part I1I, 10-9.10

Undercover Activities —
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Criminal Matters | ’ see MIOG, Part II, 10-11
Wanted Flyers see MIOG, Part II, 21-25
Wanted or Flash Notices on
Fingerprint Cards ' see MIOG, Part II, 14-15.5
- l
EFFECTIVE: 07/25/97

10-4 COMPUTER ASSISTANCE OR AUTOMATIC DATA PROCESSING| (See
MIOG, Part II, 10-3.)|

The|Invest1gat1ve Automat:on Support Sectxonlof the
| Information Resources |Division assists the field in investigative
matters: (1) involving computer or data proce551ng personnel (2)
where there are voluminous records that require sequencing, comparison
or calculations; (3) requiring assistance in the wording of subpoenas
for computer records; or search warrants for searching of computer
installations, etc. More detailed information regarding computer
services available to you is set forth in Part II, 16-10, of this
manual. . .

EFFECTIVE: 06/01/94

10~5 INTERSTATE IDENTIFICATION INDEX (III) (See MIOG, Part II,
10-3; MAOP, Part II, 7-4.1.)

| ' (1) The III allows on-line accessibility of criminal
arrest records through the use of your NCIC computer terminal. The
.II1 maintains index records which contain personal descriptive data of
the subject of the c¢riminal history record. The location of the data
base(s) which stores the criminal h1story record is alsoc part of the
Index. Records ava;lable through the III include: subjects arrested
with dates of birth 1956 or later and all individuals arrested for the
first time on or after 7/1/74, regardless of their dates of birth and
selected older records converted to the automated system for certain
fugitives and repeat offenders.

(2) Detailed instructions for conducting name searches

Sensitive.
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and record retrievals are set forth in Part 10 of the NCIC OPERATING

MANUAL. The state conFrol terminal officer within your state can

respond to any questions or problems you might have concerning the

operation of your NCIC computer terminal.

.. (3) All field offices are encouraged to use III in their
daily operations.

(4) If no record is located through the III Filé, check
with the FBI Criminal Justice Information Services Division since it
maintains over 10 miilion additional records not available through
IT1I. . e “

EFFECTIVE: 05/13/96

10-6 MAIL COVERS

EFFECTIVE: 03/09/81

10-6.1 United States Postal Service EUSPS) Regulations

(1) USPS regulations governing mail covers are codified Y
in Title 39, Code of Federal Regulations (CFR), Section 233.2 and
designate the Chief Postal Inspector to administer all matters K
governing mail cover requests by law enforcement agencies. Except for
national security mail covers, the Chief Postal Inspector may delegate
any or all such authority to the Regional Chief Postal Inspectors. In
addition, all Postal Inspectors in Charge and their designees are
authorized to order mail covers within their districts in fugitive and
criminal matters.

(2) USPS regulations state that a mail cover may be
requested to locate a fugitive, to obtain information regarding the
commission or attempted commission of a crime, or to protect the
national security.

(3) For mail cover purposes, a "mail cover" is defined by
USPS as the process by which a record is made of any data appearing on
the outside cover of any class of mail matter, | (the FBI may not
request a check of the contents of any class of mail);|a "crime" is
defined as the commission or attempted commission of an act punishable
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by. imprisonment for a term exceeding one year; a "fugitive" is any
person who has fled from the United States or any state, territory,
the District of Columbia, or possess1on of the United States, to avoid
prosecution for a crime or to avoid giving test1mony in a criminal
proceeding. |

) {(4) No mail covers shall include matter mailed between
the mail cover subject and subject's known attorney-at-law. .However,
the mere fact that a subject has retained an attorney will not defeat
a mail cover. A mail cover may be used but mail between the subject
and subject's attorney shall not be included. Mailed matters between :
_*_____fihemsubiect_andwsubjecpls_attorney_aremptotected. _ 1

(5) Except1ng fugitive cases, no mail cover shall remain
in force when the subject has been indicted for any cause. If the
subject is under 1nvest1gat1on for further criminal violations, a new
mail cover order must be requested consistent with USPS regulatzons.

A mail cover on an 1nd1cted subject who is not a fugitive is still
- possible under certain conditions. Although not ava1lab1e for crimes
for which the subject has been indicted, a wail cover may be used as i
-an investigative tool to 1nvestxgate the subject's other crimes. As
to fugitives, a mail cover is available for the offense for which
indicted and other cr;Tes.

6) Except1ng mail covers ordered upon subjects engaged,
or suspected to be engaged in any activity against the national _
security, or activity violative of any postal law, no mail cover order . L
shall remain in force for more than 30 days. At the expiration of s
such period or prior thereto, the requesting authority may be granted '
additional 30-day periods under the same conditions and procedures e
applicable to the original request. No mail cover shall remain in
force longer than 120 days unless personally approved for further
extension by the Chief Postal Inspector. |In all requests for ¥
mail covers to extend Peyond 120 days, the requesting authority must
specxfy the reasonable grounds that exist which demonstrate the mail -
cover is necessary for'one of the stated purposes.| 4

H RN

n No officer or employee of the USPS other than the
Chief Postal Inspectori Postal Inspectors in Charge or their designees
are authorized to order mail covers. Under no circumstances shall a
postmaster or postal employee furnish information, as defined in ‘ ' e
paragraph (3), to any berson except as authorized by the Chief Postal ' o

Inspector, Postal Inspector in Charge or their designees.
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EFFECTIVE: 03/09/81v

10-6.2 _Policy _
~ !|SACJapproval must be obtained before amail cover _
request is submitted to the USPS.|SACs areauthorized toequest  mail
covers, with the exception of those involving National  Security cases,
from the USPS. Seepolicy in Partll, 10 6.3.2 concerning mail covers

involving National Security cases.

7! lariminal matters, requests for mail  covers should
be submitted whenitan be shownthat use ofthe technique would be
logical, resourceful, appropriate, and when theuse of the technique
isin conformance with  all regulatory requirements and  guidelines
including the Attorney General&#@slelines on General Crimes,

Racketeering Enterprises, and DomesticSecurity/Terrorism _
Investigations. Nhenlrequesting authorizationto utilize amail

cover, consideration  should be givento whether the information sought
can be obtained in d@imely and effective manner byless intrusive
means. Further, inrecognition thatuse of anail cover raises
possible First ~ Amendment concerns,care should be taken to ensure use
of the mail cover will_be confined to the immediate needs of the
investigation, particularly when consideringnail cover to be placed
on an individual who isot the subject ofa criminal investigation.

I The SAC should review and approve all requests for
mail covers  and should review and approve all  requests for
continuation of existing mail covers.

.. ! The _ SAC should conductfrequent  checks de the
productivity of mail coversafter beingplaced intoeffect. &#39;

_ ICases  arenot tbe closeduntil  the mail&#39;covehnas
expired or has beerwithdrawn. |[SA@ust|be notified if request for
mail|cover is not approvedy the USPS,|which notificatiorshall
include @atatement of the reasons given y the postal authorities for

not approving the|maillcover|request.&#39;-&#39; &#39;-

[&#39; I'Information obtained-as  aesult of amail cover in
fugitive or  criminal casmdd be reported inthe cover pages.

I Requests for mail covers should not be submitted in

preliminary criminal inquiry investigations.  "The AttorneyGeneral&#39;s

Guidelines on General Crimes, Racketeering Enterprises, and Domestic
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Secuntyﬂerro“sm%gat effective 3/21/83.! &#39; &#39;
! Anail cover indexis to be  maintained by .
I theJAdministrative Officer/Of Eice Services Hanager.| 3- by 5-inch
cards, FD-57, may be filed alphabetically or Istreet address and
should reflect the following:
al Name and address of person whose risail covered.
b  Fugitive or criminal case X
_ ¢t File_numbermoj_;ase. 4 I _
d! Date when placed !
92-
el Identity of Agent handling
z
Oy 28#39;
g! Duration of mail cover
-w
&#39; 9! After the mail cover has been discontinued, the malil 1
cover index card is tobe des troyed.
- &tﬁg;
_>¥¥
EFFECTIVE: 05/09/95 T
IO 6.3 Requesting Approval
EFFECTIVE: 05/09/95
T
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10-6.3.1 Fugitive or Criminal Cases

I'n recommending a roaier _in &UGITIVE OR
CRIMINAL CAS#tibmitla memdo the SAC|advising that anail cover
is being requested|from the district Postal Inspector in  Charge

covering the area where the mail coveris tobe placed.

I &#39; Thismemo|muaiso include the following

information:
a! Brief background of the case.
&#39;  b! Atatement  setting forth the reasons that the
use of amail  cover ifgical, resourceful and  appropriate.
c! Identity and complete mailing address  of the

person whose mailis tbe covered

d! Location of the district Postal Inspector in
Charge to be utilized.

e! The federal  statute and maximum possible penalty

involved.

fl Whether the person wimase is tbe covered
isunder  indictment  inonnection wité raatter investigation.

g! Whether  the person whose mail i be covered
igknown to hata&ned an attorney and, if so, the attorney&#39;s name.

h! In fugitive cases, whether the fugitive is under
indictment in connection with the maitter under investigation.

i'In fugitive case hether the fugitive is known
tohave obtained aitorney and e attorney&#39;:1ame.

" if so0,
1

_!'|Your|reouest tthe appropriate districtPostal
Inspector in Charge musbe written or confirmed iwriting;

F'n fugitive and criminal cases, mail covers  may be
placed initially  for 30 days duration and maybe extendedon request
to the district Postalilnspector in @brarge additional 30-day
Berlods up to a total of 120dhys. an extension of the mail Cover

eyond thisl20-day period desired,|submit|theéequest for|an|

extension to , the apprgpriate USPS authority. Any request for _ |
extension belZhdaysst cleagstth|any|specific
92
1
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reasonable grounds that exist which demonstrate the mail cover is
NECESSARY. ,-

[ ! ISAC approvakequired whenlrequesting that

confidential arrangements  be madeto initiate garticular mail cover.

lIThelperiod of days_of the mail cover must be specified, but a

particular date should not be.

I When emergency authority is needed to establish a
nail cover, USPS regulations  state that the appropriate Postal
Inspector in  Charge, or that Inspector&#39pesignee may act_upon an oral

request, to be confirmed by_the requesting authority in  writing_g3thlnm
two business days. however, the USPSwillrelease ~ no information

| until an appropriate written order is received.

EFFECTIVE: 05/09/95

10-6.3.2 National Security Cases

I Awmted above, USR8gulations state that amnail
cover may be requested to protect the national security. For mail
cover purposes, "to protect the national security,” igefined by USPS
as protecting the United States from any of the following actual or
potential threats toits security by a foreign power or its agents:

i'an attack or other grave hostile act; il sabotage, or
international terrorism; or, iiil clandestine intelligence
activities. *

I &#39;Allmail covers  in national security cases  must be
approved personally by the Director of the FBI or, in Director&#39;s
absence, by the Acting Director on Director&#39;s.behalf. If the
individual on whom the mail cover isto beplaced isa United States
person, Attorney General approval islso required. u

r! All correspondence concerning national security malil

| covers should be|transmitted'BY LIAISONihd|addressed a®llows:
.&#39;:-.- -.. &#39;

g~ -M. &#39;-,  |. .&#39; A"2=8#TRIFY, GEEIW M,
|47 iy I £5) ISZ{gﬁUég\ggfﬁw "l &#39;~
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 The name and address dhe individual or
establishment on which the mail asver to h@aced must be
unclassified; Atatement such as "For the purpose gdlacing the
mail cover, thboveicaptioned individual&#39;s naamel address are
considered unclassified," will suffice.

l'In thasenal security caseswhertfield IS

__recommending to FBIHQ,thatmail coverbbequested, complete

. T8&#39

-8

information concerningithe = name andaddress of eadtvidual or .
organizatipn_toWbe_cpvered,_includingk;I8*ggde,_sheuld b supplied
Set fortbrmation similar to tbatlined above forcriminal
cases, including any information concerning knowrattorneys atcord

and anynformatiorde  whether onot the subjectisinder

indictment. Requests for approval ofational  security mail covers
will require  more detailedexplanationsandst  stipulate and specify
the reasonable grounds that existh demonstrate themail cover is

|ONal secur

_ I Ithe requestfor amail cover ia  national
security case is approvedoy FBIHQarrangement@nplementing the
mail cover  will bwandled by FBIHQ.

-« ~Nggessary t@rotect theUnited Statesrom amgctual or potential
ii2'th ity

EFFECTIVE: 02/16/89
10-7 STOP NOTICES

EFFECTIVE: 06/10/as

10-7.1 Definition p »

Atop&#39;nasiceequest to levised in individual
or property comes tadhe attention ainy organization or anember
thereof. - "

EFFECTIVE: 06/10/88
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10-7.2 Placement of Stops &#39; e &#39; e§C
.The form utilized  for placement of stops is &D 56, &- ',—&#3c
inc ard. This should record the date aequest is madeof a
articuliar m\}orcemen agency, etc
his form should not be prepared ifnformation has previously been
furnished NCICunless aeason exists otherwise. elf so, itshould be
indicated on  FD-56. The office placing  the stop should phepare P
FD-56 and route to the office  of origin Q! bgtter oras an
enclosure to another communication setting forth  the results  of
iInvestigation. "This communication shouldnclude the namedhe r
Agentwplacing the stop and with whomthe stop_wasplaced. P L%
_%#39;1.
.0.
9235.
EFFECTIVE: 06/10/as Lo
10 7.3 Indexing Stops
T Steva RO
2l re oottt aefiterferty |
&#3 b 92&#39; whldb(m;lr][lentedm atop notice \iinde stop notice orce 4
- subject r § 1
record %&ﬁﬂﬁﬁﬁfﬁﬂﬁéﬂ&ﬁﬁiﬂ%ﬁdeﬂﬁﬁ@-%J
4
| !| The Office of Origin| 0! W111 file the FDPSG6 ithe 19&#
manual enerahdex exce twhe Bl 190. Ef FBIHQ i90, the &#t3C
Iofflce the sto will maintain the FD-56 inits rganasl _,Fgfﬁ%
index. T -56 WI lbe filedlwith|the| manuaj;enera indekefore _
the letter group "A" db aeparator marked "STOROTICES" and 5}.
se%uence npgrlcgb order92 Classification Sasalli B
ace avritten communication, onlgne cardi K
needed everthough morethan one item was listed. When dtaps
been placed WABIHQ or kanother field office, no
B cardsl FD-56s!|are necessary. &#39; w
N
EFFECTIVE: 06/10/88 |
- s
H
Pli. "£1.1928+4
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It is theect responsibility aghe 00 temove ~ 14 LL %5
altops on individuals property when determination Haeen . Va "‘g§'
made that they are nolonger ritteged. cards doe be reviewed I &9 927 rWIl\

emove obsolete cards and to discontinue unnecessar
quartetfly Y s

-&#3B19:
stops. A |
if Ifl&#

! Mechanics of rstopying * Office of origin will - 178 %g
forward, via routing slip, F® 56 officeh deaed ~ advising &85
stop should be removed. Notation viid madeon appropriate serial " viggh
in 8ile_: dicating name® employean dat s p_remgved_aS8iwhich 3 t‘%f%;
. 1n" . "d IW °W.F9 . . H &#39; fl..
FD-56 Void destroyed. Offlce of aignld™ be advised of ~§@g‘ﬁ
removal o stop by the office which placed thtop. ' jéf;tg\;g

[
1:
EFFECTIVE: 06/10/as iy

iéig0/es ofStops

Bh o

EFFECTIVE:

06/10/as 92 & $g&§

%
on ,SSIS
v1°"-5-1 u I con

-BIB laced

EFFECTIVE:  06/10/88 be. me

1; 5 *i-+
&#39; B Il Ii§_§%,
10-7.5.2 Immigration and Naturalization SkN@ce qﬂ:‘}%
&#39; TEess INS LookoutNotices! are placed by use of the -Bi3%
FD-315form. The original D485 be signed by the approving .el"'3?-<—;'
field supervisor and sent doectly INS as indicated on the form. FR439
INSwill not place sthps  U.S. citizens since it has no statutory a0,
authority over U.S. citizens. t%z;#
. &3
INS stopsreof TEBEsSit classified. The o 0n-

stop nameandldentlflers are available ISts electronically in -

_ _&#309;
_-_&#39;:_..-_.7 E o - , e.
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to travelers -Q A

areas open

it" "&#IS'[Q I&#?g )
ues Sl
_heCLl ITH) J

arres t

9;of lookbetse requests stopsnust meed;
diregrants_of »

n

activity does not tINS t dor posting lookouts

- 92

&#39; ! ThéNS Stop System consists of three parts: a!
INS 9NationaAutomated Immigratidrookout SystemNAILS!, an
automated telecommunicati2ng_netygrk_feeordswsyst@me "INS

The

Jv@stlgatlve

Lookout Book" printed with  one-line lookout  records, updated and
distributed-once every  calendar month; and c! A0-day temporary
emergency lookout system petgrbnically by INS Central Office,
or by local FBI BorderNO£E£ices. . ..

&#39; b&#39;7E&#39;

=T55¢ . g StOpS . . . . .
—=" willbe posted until the subject&#3Nmetieth birthday.
I Instructions for Completing FD-315 - Instructions are
printed on the reverse ofthe FD~315form. One subject should appear

on a single form with additional names oraliases listed

alphabetically on  that*form. Do  not use spelling variations. Only
actual names used by subject or those names for which subjectis known
to have identificationishould be submitted. One birthday only  should

be used. Ithe subjectis considered armed and dangerous, suicidal
or havin ¢ physical or  mental problems, the caution  block should

I be|checked| x&#39z,nid:l this information should be explained under
"Miscellaneous."
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10-B STORED WIRE ANELECTRONIC COMMUNIBGATIONS
TRANSACTIONAL RECORDS ACCESS

Title 18ISC, Se2fiof, detrsh thwrocedural

requirements thatthe Oovernment.muas¢et inorder rd obtain access
to electronic communications instorage andrelated transactional

records, including telephone toll records.

EFFECTIVE: 01/22/90 92
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communicagoresnedyliBe USC, Se@it@3 b! doed o

meansaiccess  avaibable are ~ the same ahose  mentioned above for
communications stored for more than 180 days. However, itis unclear
whether communicationstored in  @aemote computing service for less
than 180dagsgo erned by Title 18, USCSection 2703 al, tisat
that such communicatipns_candi#ained ONLDy dederal or state
search warrant based upon probable cause. The Department of Justice

has urgedUnited StatesAttorneys to argue that government access
the contents ain  electronic communication held %/&#EGmote computing
t

service does not require, aearch waryant dyri first, 180 days.
| Oue 1 ok a%[%i?ﬁ% ghaber}?e d

nvestigative )
EFFECTIVE: 10/23/95 &#39;
10*8.2 Access to Transactional Information
= /7
1€09,9;, ! TelegRecards|Rae MIOG,
._al Criminal and  Gidtters Access to ag,
‘telephonelbillinglrecordsland  dthesactional records not

including the contents afommunications!|is governed byTitle 18, p
USC, Section2703.~ Specn‘lcaII%, the disclosure ofaord _ather_
| information pertaining to a subscriber|to aovernmental entity is
permitted only when the governmental entity:

9R|obtains avarrant issued under the Federal
Rules dEriminal Procedure or equivalent state warrant;
i|2.|obtains a court order feuch disclosure
uritder 18, USC, Section 2703 d!; or
I, |3. has theconserdhe subscriber or
customer to such disc losure.

16jin  to thetbods, an administratigibpoena authorired
dederal or state statute, or dederal or state grand jury, or trial
subpoena malye usedto obtain basic subscriber information sash

"the name, address, t@dphone  billing records, telephone number
or cthescriber number or identity, and  length of service of a
scriber to or customer (fuch  service and the types cfervices
|S subscriber or customer utilize s!." TiBe USC, Section
_ 92 455,
g. >
. 892.
" '»TéélTé
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2703 =!'! cl.] &#39;

The Departmenf Justice has, howeveradvised thatit is . a mfsuse
the grandjury to utilize the Qhrand—Jury asan investigative aid in
the Searchior dugitive in whosdestimony thgrand juryhas no

interest. There ore%ra_nd junsubpoenas fwitnessesecords,
including telephonelbjllinglrecordshould nobe requesteoh
federal fuqgitive investigations. SeePart Il, Section-2-9.8dhis
manual forfimited situations in which courts haverecognized that

Jeaynd efforts to locate  a fugitive are ﬂroper.! re
telephonelbilling|recprds belrt%pught arehosed member dihe

BT S e et
the Hedia."! &#39;

~ b! National Securitycases $e@eign
Counterintelligence Manual,lintroduction,|Section|1.

c! Notification to Telephone Subscriber

Criminal an@ivil Matters Hanlectronic

communication servigaoviders dbng distance telephoneservice
vailltomatically notify aubscriber that his/her records havebeen
released to law enforcement unless the SAC certifies that such
notification  woejddice an investigation.  The certification

&#39;.5,5;

eSS AR RO METHHrS

period is 90 days, after whichrabaggronic communication service

providers will automatically notify  the subscriber of the release
within five days unlessthére is “aecertification. Each
recertification extends . the nondisclosure period for an additional 90
days. At the conclusiondghe final recertification period, the
subscriberwiithin five days, be notified of the record release.
Each SA@ust ensureappropriate administrative  devices are ieffect
to provide for the initial certification wda#med and
recertification prior tthe termination ofthe precedin§O~day
period where aontinuing need for nondisclosure exists. :
&#39; , |
I'lOn-line  Computer Netwledcords -

al Records afn line . electronic communicationsnd

electronicneinail! transmission revealrtiaae
basic subscriberrecords seeTitle 18, USC, Sectio2703 |! ¢! C!
dlee, named addresseihe topic of or the foamnmected with

the communicatlog%!,bare ngslon e_ra%vailablf_,- to law %r%fqrcementl
agencje urs uppoe ucn inrormatl alnead on
thgoug t%gjseol% a:ourtpor er undei_lt?e 18, 8@5,%6@“(21783 d!
avarrant, orthe consentdhe subscriber or customer Title 18,

i&#39;Sensitive&#39;
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USC, Section 2703 c!'L &#39; " ,

b!  To obtain®703 d! court order, the application
must state "specific and articulable facts showing that there are
reasonable grounds to believe thatthe contents dfansactional _
recordsadr  other information sought regardingstored electronic
communications aré'relevant and material to  an ongoing criminal

investigation.”| 7
' Video Tape Rental or Sales Records

Chapter 12b'|fit|;h§m!i@':§fdr%1§‘ Wrré%ﬁﬁéggo%%%%ﬁm%ﬁ%@@ﬂdfmi ——

Transactional RecordsAccess" by adding a new section redesignation
afection  2710! governing the disclosure ofideo  tape rental or

sales records. It makesthe unauthorizedlisclosure atcords l?ny
person engaged ithe  rental, gale, delivery qdrerecorded  video
cassette tapes or similar audiovisual materials unlawful and provides
an exclusionary rule to prohibit personally identifiable information
otherwise obtained from being admissible asvidence in any court
proceeding.&#39;

- &#39; al The newsection defines personally identifiable
information dsformation  which identifies a personas having

requested or  obtained specific ~ video material or services . . ..
The disclosure dghis92information to law enforcement is permitted

only when the law enforcement agency: a

1. Has the written consent dhe customer; or
\"

A 2. obtains avarrant isis1okenl the Federal
Rules driminal Procedure or equivalent State Warrant;

3. arand jury subpoena;

4;a court order a court order.shall issue
amppn prior notice tthe consumer/customer!.

b! The disclosure of rierely name, address,and
telephone numbeafustomers @i  video tape service provider, when
the information_beingsought doesiot identify the customers having

requested or obtained specific igterials @ervices, maybe
made to law enforcementwithout compulsory process or the prior
opportunity tprohibit glisblosure by the customer.

This type ohformatidn was specifically not included in the

Sensitive
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definition_of "personally identifiable information” _that type of
|r?forma‘;[‘|ﬁon rotectedilipe VidedPrivacy P{)otec.tl%r}\ct of 1988! to
allow lawtorcementlto tain informatiombout individualgluring

routine investigations ) such as neighborhood investigations.

- C! No separatalisclosure procedurepasvided
for National Security cases.

EFFECTIVE: 10/23/95 A

10-9 ELECTRONIC SURVEILLANCE ELSWHROCEDURES AND
REQUIREMENTS

I Electronic surveillance is one of the most effective
and valuable investigative techniques  utilized in both criminal and
national security investigative matters.  To protect the use of this
technique, the administrative and management controls contained in
this section wdkteive the sameneticulous@eersight  dbes
informant program.  Unless otherwise noted, it vod the
responsibility of  theicase Agent and his/her supervisor to ensure
compliance withimstauctions. It should be aleakystood
that the e electronic surveillance requires a! administrative or
%udicial authorization priorto itsuse, and b! contactwith the
leld office ELSUR suppamployee t@oordinate all necessary
recordkeeping, and c!lconsultation with _the Technical Advisor TA! or
alesignated Technically TrainedAgent ITA!  determine feasibility,

applicable technique, and the appropriate equipment.

!"The procedures ameduirements for ELSUR
recordkeeping, controlof evidentiary-type materials, and approval for
use with regard to national security investigations are  addressed in
the Foreign-Counterintelligence Manual.

EFFECTIVE: O4/24/B9
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10-9.1, Definitions

I Electronic  Surveillance - The auralor other
acquisition of the contents of any wire, electronic or oral G
communication throu useof an&electronlc mechanicalather
device Title 18, USCSection 2511kt seq.!

L SURIndices hanum alndex cardystem
mamtam@BlH%andq roBrlate F&‘ﬁ)‘: containing
the namesof all |nd|V|duaIs or entltles dfcations and all h

e

facilities for which electromigrveillance hasen soutlgt
FBI in a court order. It atsntifies those individuals who have

___TI"bEé patici I_J))antsalnonversatummon1t6FEdI3F BvérhEaFd*d fingmthe

course ofan FBlelectronic surveillance, and thosewho ownlease,
license, orotherwise hofdossessorinterest inproperty subjected
to an electronic surveillance' conducted bythe FBI.

o I' ELSUR Cards -3 x 5-inch cardsvhich comprigée
ELSUR indices. &#39;

&iK39;
I Principal  Cards 3 x-5-inch cardsmaintained inthe

ELSUR |nd|cnta|n|n the true nameor best knowmame ofall named
T ﬁBﬁ'SSé%ﬁP DREHRANLEY LR Ut

! Proprleta Interest Cards - 3-x*5-inch cards

maintained inthe ELSURdices identifying the entity s! and
individual s! whown, leasdicense ar%herwuse holdqaossessory
Interest Ifocations  subjected toelectronic surveillance’ authorized

under Title IH. &#39;

&#39:; Overhear Card8-x 5-inch aaaistained ithe
ELSUR |nd|ce$onta|n|ng the true nameor best known name of
|nd|V|duaIts mcludmgnt;\)nn U. S8 h Agents, assetsbI
an 00 era w ave beepasona
tr?led%ygws |n|t|a nd alast names avmg—y
g rtlc(?ated INn CQ versatlons Imterce tgdrm? theconducol 9
ctronic survell ance. See 10*9.[0and 10-1€or further detalls

I Blue ELSUR Ind&ards - 3-x-5-inch cards, blue in
color, usedor preparingrinci aI Pro rietamypterest an@verhear
aards’ T|tIe " mattersS. All L$UR ardelatlng to Title lll are

blue in color. 1

&#39:.8#39:1-5- - 8] White ELSbéex Card8-x-5-inchcards, whiten
oS Eotor, usedfor RreparingOverhear cards consensuahonitoring

Seng ive
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matters. , “sin§k£0/0
e
9! "Source - With regardto ELSUR matters, the word -
"source" refers to the technique microphondelephone,body 3
recorders, etc.! employed to conduct the electronic surveillance. In
Title Ihatters, the "source" is thentrol number assigned; and in
consensual monitoring]matters,  the "source” will be the control number &#39
assigned or  therd "é:zonsensual."
A
~ O!'Title IElectronic Surveillance - The aural  or E
other acquisition of the contents of any wire,-electronic or oral
cpmmunicatieggpursuant to aourt  order obtained uhder provisions

of the  Omnibus Crimei ohtrol anduSafe_StreetsWKct of 968 Title_13:
USC, Section2510aDeq.! for offenses set forth In Title 18, USC,

Section 2516.

[l Consensual  Monitoringr  The interception by an
electronic device of any wire or oral communication  wherein one of the 10
partiesto the conversation has given prior consent to suohnitoring
and/or recording. I

EFFECTIVE: 04/24/39 K

10 9.2 Instructions for Maintaining ELSUR Indices k)

" The FBI has an obligation to  totally retrieve the Js.el’fy
authority, contents and resulting use of material acquired regarding "=c§.°
all persons  targeted, monitored, avho  otherwise hold  gossessory -a?é‘f
interestin  property subjected to electronic  surveillance by this_ :
Bureau. In orderto  fulfill this obligation, it ithe responsibility "4
of each field office to awitiply these instructions sothat any ?

electronic surveillance can be recalled from the fibes the FBI.
I v

&#39; I Indexing procedures in ELSUR matters,will be the same
as those set forth in the "Index_Guide" which iavailable irach
field office through the File Assistant/ELSUR support employee. All_
offices utilizing electronic surveillances will maintain one ELSUR
index prepare two aufpies the appropriate type  ELSURand,
:&#39; ~. for forwarding to FBIHQ and one for inclusion inthe field office
ELSUR indices. Each card filedin  the field office ELSUR indices will
be date-stamped to reflect the month, day and yearthe cardwas filed.
Cards prepared inthe  name of an individual will be filed in é"»'i
alphabetical order  accordingto thelast name. Names of businesses, -
organizations, etc., willalso  be filed in alphabetical order.

A1
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Proprietary Interestjcards  cross-referencing telephone and vehicle  &#39;

identification numbers will be filed inta separate section within the

EhBCHR in numerical order_according to the last three digits of

the number._Should the last three digits be identical with any

already in deed to the next digit to the left. Addresses

will be” fdeaording  to the namaihe  street; numberedstreets

will be spelled out, and both caseswill be filed in alphabetical

order in aeparate section within  the ELSURIndices. In the event an

address contains two street names, appropriate card will  be made

foling by each street name.

I3!. The ELSURWINQices_will&#39;be maintaisegu ly
locked cabinet and will  operate exclusively under the supervision of"
the field office ELSURcoordinator or the support employee designated
to dhsist coordinator. Access tothe ELSUR index must be
restricted to absolute need-to-know basis. t

o . 'In  the emnt  ELSUR indexcard within  the ELSUR
indices iany given field_division is classified according to _
eX|St|n? Executiveorder instructions to protect information involving

national security, the ELSURhdex dhat ~ faildsion rbast
classified dhe level dhe highest classification a&ny material
contained therein. Any information retrieved as aresult of aearch

ghe ELSUR inderast reviewed for proper classification priorto  _
internal FBI  dissemination and/or subsequent release.

| The assistant EbStdihator will conduct an
annual review dhe ELSUR indices tolocate and correct misfiled
cards, duplications, and subsequent overhears. Particular attention

will be given to Proprietary Interest cards and Principal dards
ensure each itemis complete where necessary. As_this  review is
completed, andex cardwill beinserted atthe front of ehelwer
within the index andwill show the dhte review was completed and
the initials aghe  employee whoconducted the review.
1 i

0

srrscrrvs: 02/16/89
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- whether the sought after ELSUR information will

_also note that per U.S. Attorney&#39;s MariLidk 9,

|defense ghairsuant
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10r9.3y  Requests for ELSUR Checks
_ | &#39;Uﬂon submiwiaguest to FBIHQOr an electronic
surveillance indices = check, it isecessary to indicate jgach

request thereason whyhe information is being gought,such as
e use

. g . . . > fi
reparation oflitle Il affidavit, for an investigale ead,  or

or other purposes. &#39;

office personnel handling Eb8tk3 should
_ ! S€Gion 9-7.000,
all requests for search of electronic surveillance recordsuander

I Field

to Title 13, USC, Section 3504, or Federal 1

Rules of Criminal Procedure, Rule 16, orfor othertria i catwed
reasons, mube dl_recteoby the Governmentbrney to the &#309;

Departmenfostice, CI’ImIrDi\_/ISIOH,e féﬁ%nt'oﬂﬁe#@ésm H pO!

UnilPOffice of EnforcemenOperations,|T one

All assertions on behalf of the United Statesmust behgde e
Attorney General or Attorney General&#39;s designeehe event a
Government trialattorney requestsan ELSUgheck, theattorney should
be advisedof the instructions referred to aboveithe

Attorney&#39;s Manual. 1s &#39;-

EFFECTIVE: 04/18/85

10-9.4" EBesldiRing Procedures _
11! In connectionvith WhiteHouse in%iriesr,equests
under theFreedom olnformation/Privacy Acts FOIPA!, discovery

motions, U.S. District Court orders, and other lawful motions .
emanating fraifme courts, the Departmealustice directs inquiries
to FBIHQegarding possibleelectronic surveillance coverage o
witnesses, defendants, or attorneys involved in  Federal .o

proceedings. Inorder92to_accurately respoisdchrequests field
offices receiving instructions from FBIHQ toconductaearch of the
ELSUR index diees should searctlthe nameas

generaloffdiees . . _nan
shown, asasll aliases, variations in.spelling, combinationsand
contractions, the extent of which is determined byhe searching _ »
employee. Allcombinations searcheast beshown ahe incoming
communication @n frlttachedsearcg #%lg so that the extent of the ~-1
Index searchis readily apparent. ;

_ An individual who haseen partyto a conversation
intercepted byelectronic surveillance may framea requestunder the

Sensitive
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FOIPA toinclude a searchdhe ELSUR indices. Such wouldrequire
close coordinationbetween FBIHQd thefield division which mapave
submitted ELSURhdices cards identifiable with  the requester.

I This  processafoordination-will  generally be
initiated by an FOIPA*Sectiorairtel tthe appropriate field division
witinen FOIPA request is received fprocessing. This airtel  will
request review  of fidfite ELSUR records to determine ithe &#39;
individual monitored s identical to the requester and ithere are

additional instances ahonitoring. FBIHQ ELSUibax not have
previously alerted = the FOIPA Section that the individual  was monitored
l|a  consensual oifitle [l electronic surveillance investigation.

I Where the overhear isecent idate, iis possible
that the consensual electronic  surveillance in  question relates to a
pending investigation ~ or a covert operation notyet disclosed. The
ending character dhis investigative matter would not be evident
rom the FBIHQ ELSUMRIex records. This pending status governs FOIPA
Section processing dhe ELSUR requestand the FOIPA Section must be
made aware dhe d@mtus ensure that the fact an overhear will
ri prematurely disclosed tothe requester.

I Therefore, inesponding to anFOIPA Sectiairtel
relating to  consensuat monitoring ELSURSs, the field division should
always advise if the SLSUR coveraga question is stéinding @
covert operation et disclosed. &#39;

! The ELSiHRexlId also besearched foany |

teleph_o_rie numbersaind addressesprovided in the departmental request.
All indicated files resulting  from the search should be thoroughly
reviewed for  information relative to electronic surveillance.

EFFECTIVE: 04/18/B5

10 9.5 Transmitting ELSUR Materiato FBIHQ &#39;

' ELSUR index cardswill be submitted, utilizing Form
FD 664. This ia  preprinted form directed tthe ELSURatex
FBIHQ. FD-664requires92the submitting field . dfiice filh blanks
on the FD-664#fecting axaober  ohdex cards submitted,
the exactfield officeicase taled fiember andttexhnique

utilized for the ELSURAnN inventoryis requirgd onbth%tFEEhmgf#Sg;
Erhxﬁiii,:e cards submitted;therefore,

£3&#39%ist the name s!, entity s!, address s!, telephone number s!,.and

nsitiv
&#39; PRINTED: Sens 02/18/98 -
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vehicle identificatidn number s! indexed dhe top line afach card

enclosed. Lengthy  submissions may be reflected by addenda tthe form.
Further, the FD-664 maybe utilized for noncriminal matters. If

utilized for noncriminal matters, the plagsification should be
affixed to the form.§  The original and one copy dhe FD-664, asell
as accompanying enclosures, \oid inserted in a adwn
envelope, sealed andiclearly marked: &#39;
_Director, FBI
ELSUR Index
FBIHQ
s and submitted to reach the Bureau within the time fedloited.
92-.
' Unless instructed to  thentrary, responses to ELSUR
surveys and related correspondence will be transmitted to the Bureau
by airtel to: Director, FBI, Attention: ELSUR Index. This airtel
should be entitled "ELSUR."  The original and one copy dhe
transmittal airtel as92well as accompanying enclosures will be  inserted
ina plain brown_envelope  sealed and clearly marked: Director, FBI,

J?2 ELSUR Index, FBIHQ. This airtel will be submitted toreach  the Bureau
within the  time frame;allotted  thpecific type ohaterial being
forwarded and within Bureau deadline.

I When aourt-ordered surveillance iauthorized,
installed, extended, or when aoncriminal matter installation is made

or approved, an FD 664 should be  submitted to FBIHQ. This does not
preclude submission of&#39;a teletypeor other  expeditious communication

to the appropriate substantive  investigative section in criminal  or
noncriminal matters pertaining to emergency authorizations ddoth

court ordered aroncourt-ordered _matters. All communications should

be classified according tomaterial containedwithin-the

communication. All communications should contain the field office . case
taled complete file number. Anycommunications concerning
expeditious authorization and/or installation should contain also the
name s! darget s!, address s! telephone number s!,*source number of
the installation or consensual monitoring number  and dates of.
authorization, installation, extension and  expected termination.

nrrscrxvs: 06/18/87 *

8443957, &#30;L
- #89.928&#30;
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10-9.6 O Retentlon dELSUR Flﬁgd Related Recorcr #ﬁir

_)) -

&#3!n January 10, 1980, Judge Harold H. Greene U S Dlstrlct
Court, District  of Columbla |ssuedaprellmlnaryrnjunctlon to ;
suspend all records destruction programs. Since thattime, this order
has beemmodified somewhatpwever, thesenodifications did not
include ELSURnaterials.  tierwise advised by FBIHQ alk#39;
originals and copies of original tapes, gs transcripts, records,

files and communications reflectingny kkation relating to
Title matters, criminal mtellrgence matters and consensual
monitoring matters will be retained. &#39;

EFFECTIVE: 06/18/37

10-9.1 |Marking|File Cover Hstsun"

&#39Fmsure  certain files are retained beyond the
established file destmuction period,|]a ahack will be placed on
the ELSUR liore "ELSUR" will be stamped onthe case file covers of
those files  containing the "results" or  the "products? of electronic
surveillance|on everycurrent, every preceding, everysubsequent and
every,Sub volunte the file even though theproduct of the electronic
surveillance may have beentaken from another file or furnished by

another office.

EFFECTIVE: 12/10/93

&#39;10-9.
110

1 Introduction,

% ser\rafn@ OglnaTape Recordi MI@Rart

I 5.1 1= LHBSA, . 7-14:-FCIH, e .
ot g i

All original criminal ELSUR-tapedcordings will be
laced in an FD 804Chain_of Custo Orl inal T-apxmrdlng &#39; ~
nvelopeI sealedhnd retainedin anodified stegtrobe-type 1

Sapinet, secyrity-apmontrner, metal fileabinet equinped

under Title Ithe authorrzmgjudge has dlrected to the contrary.
These cabinets areto be housed ina limited or restricted access

locationto ensure against unauthorized access in order to overcome

any clainthat theELSOR tayeses alteredr distortedwhile inthe
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possession of the FBI and to assure the chain of custody. See 10-9.6

for current rules regarding the retention of taped recordings. In

matters involving  national security  refer the Foreign A
Counterintelligence Nanual for instructions regarding the handling of w
national security taped recordings.! €
&#39; 1

EFFECTIVE: 12/21/94

10-9.8.1~e_ WFDv504_ Chain_of Custody-rOriginal Tape Recording__ 1 4
Envelope! | Sedldgatibook  for Special Agents, 7 14.!]

1TALL prlgmal tape recordings including closed
circuit television recordings! maintained as gart ofa permanent
record of the FBI, as;well as those sealed bythe U.S. District  Judge,
should be placed in an FDPSC&hvelope,[maintained asevidence,|and
stored as Instructed above in Section 10-9.8 of this manual.

N The procedures for filling outthe FD"504 are as 84399
follows: &#39;
al File  Number- Hmer substantive case file
number tahich the tape  recording relates-and include the
IB| Evidence!|number. &#39;5
&#3939; b! Tape NumberEnter the sequential number given
the tape recording enclosed. A
c! Agent  Supervising Interception Einéer name

of the Agent or other Bureau employee! who removes the tape from the
recording device after the recording imade; orwho firstreceives

custody of the original tape dfter recording is made andthe tape
is being  surrendered for retention. .- &#39;
92 ;
- d! ;Title  Tourt Order or PISA Court-Order
Control Number: Mark appropriate space to indicate if ~ the ELSURIs &#39;
authorized under Title 1br under the Foreign Intelligence s
Surveillance Act, PISAl of 1978, and dheer control/symbol number
assigned. -.g.i - r.H~ p &#39%#39;
&#39; _el COnsensual&#39;EL8aMRs appropriate box to
57 1924139 1) s onsensual Monitoring CM! telephone arontelephone  and an
ﬁﬁf@%ab' ‘h%%%%%l assigned. g P P Y
.:r%}?,-L
SHD i, 8%?f,:
I e
Sensitive
/%2»;&#

- | MAiirrr7-an?/ 1</0 \/



Xv ca-_;»,~.1-11" - |

92 ST

*, 1
:eééfﬂ Sensitive | ) n .._f8 335
=3
Hanual of Investigative Operations and Guidelines
Part | o a" PAGE 10
| v f! iIn instancederein thaginal tapecording G

enclosed idfD 504;envelosenot aourt-orderedmonsensual
ELSUR, méhnke appropriatdox toidentify the origin of the tape
enclosed, i;e., Volunteered Tape-NBBI ELSURnterview; other!.

&#39; ;s g! Interception: Date andlace Enter datand r
place city/town and state! where intercept occurred. -

_ h! Tape Removed FroEguipment - Enter date and
time the tape wasremoved fronthe recording device.

a i Identity of- grsons Intercepted If Known -
: P

at, .- _ H.. _ w
ESex Log" forall  courtrordered ELSURs those authorized under
Title 1dnd under the FISA of 1973!. For warrantless ELSURs
_Consensual Monitoring! eéhteer true nameor best knowname ALL
|nc}I1|V|dduaIs includingthe consentingarty! identified as havindgeen a
overheard. ~
L.
&#39; CHAIN Q@USTQDY
‘J’l‘q' _ j! Accepted Custody'Signature of the first person
accepting custodyf the recording Agentsupervising the intercept
ang/or others taking custody of the contents of the FD-504!. g
1
k! ReleasedGustody The releasedtustodiy qa
should showthe signature of the last person accepting custody and aw
then releasing custody to the next person. The last name exhibited as Ed
accepting austddy normally be the individual that places the £1
evidence inthe tape storage facility and thusreleases custody by
signature, to the ta e925tor§1ﬂqie‘acillty for . permanent storage. See nv
Title 1Bection of the BASIHRg Guide, page44!.
_ I'n sealing the FD-504 envelope,the flap should be i
moistened, then sealed. The date the envelope is sealed andthe a
initials of the employee sealing the envelope should be affixed on the {5
flap at the point where the end of the flap meets the envelope. f‘{@
Yellow transparenpreprinted "evidencetape" shouldthen beplaced iy
atop the seam ofthe flap and overlappingo the other sifleeach e
edge of the envelope. adiown _inthe Title IBection ofthe ELSUR = 1
Working Guidepages 44and 45; 92 &#39; VAR
&#39; 92 92 -,&#39;~&#39p .
l'n those situations involving interoffice  travel and g
ELSUR usage.e., body recorder, ensure original recordings are Mbs
~-za__entered int0 adfain " custody as|evidencelwithin|lO|daysef the W
&362-prreceipt of the recordi z, as required in the Hanual of Administrative >
, H Operations arfffocedures. Paiection|2-4.4.4.]  All original
. e-HWESYY¥?&#39; S8
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>_l-?.f .:-,
| tapgsare t(lif r?mairin tﬁeI{_:I _Glmltmft .the ﬁ(rjsli[ enteretchs i . ?{;‘.j
viaence.r ta reentereanto tnerecorakeepiagsier). tne o>
ﬁosto%:ee_, p(%ﬂclaiﬁﬁ‘eIH (metagemade! tﬁe COI‘CflnlgS- @@%
Il remainte custo%ythe ralfiCe, ELSURIe m\g;xgl be. e
Inpne the e thetaperecordingareentereas|evidence,| §
afnd apdoroprlatehostafﬁpfes_ of t erecord&)‘gﬂvl_l beade
and forwardedto other concernedfield offices by the 8jial
offices. &#39; &#39;
-g . I duringheconducf anELSUtRerecording
devicefails to operateor malfunctionsandthe tape ifound tbe
F-i
@:-
. . . . - &3
rQL%QJ('RrL%%t%L{%M&MQEM gkl _thelconversation,ithe_t APE
wg
e
EFFECTIVE: 10/16/96 439,
32
10-9.9 RecordkeepingProceduresfor ELSURformation Generated Zv.l-__
Through Joint FBI Operations Q%#Sig:f
I In joint FBIopignations other Federal, state and o
local law enforceménagenciesvhereinelectronic surveillance,is &30
conductedhrough Title 1l itstallation, agleicty prepares A
the affidavit, application andorder seekingthe authority will assume y
all responsibility for ELSURdexingandrecordkeeping. Thefact
thee  investigation is a joint operation ol gtated  the
affidavit andapplication for the curder and will specify which 92
agency is lending support to the other.
. . 2
I Afccordingly, anoutsidelawenforcemeagency . .
prepares the affidavits _ application, . and qrder, in a Title Il criminal - &H39r
matterin whichthe FBlis lendinginvestigativesupport,that a(%ency
Is responsibldor thenpropemaintenanae all transcripts andtapes ALs

rizeuiting theTitle Ill " installation. In stage, that agency
Is also responsible for the preparation of electronic surveillance v,

index cards and nonewvoeuld ~ prepared for inclusion in the FBI
electronic survelllance| indices. I .~
: y
I Withregardto consensuatonitoring,the aghencyhat

»-.C-»-v

ggesqgﬂ)_szlblllotry {ggoghelnecessa@LSURdemn@ndrecordkeeplng. 2
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NES
BH#39; 'Q‘[ S\?xuadexpl.oitationOjchilgren; "i'DA“GEEO"-’ n3q
A&#39nterstate transportation or receipt of stolen o g g
vehicles; A e R
]! Hostage taking; £3
kI Hail fraud:; _ o
-
- ! fugitive fromjustice fromasffense described S
imitle 18, $eCtion 2516 1, 8439
.é;?é#gg;_é
».=ee (
-15%%
. . . . o &#3
@értain firearms violations; W KEHS
n' Obscenity; 133%
14,
o ! SeeTitle 18, B&Ction 2516, for a complete S
listing  of applicable violations. %, g
. . o . . $PH
_ I Withrespectto thges  of investigations listed in M
itgin  above, whiamightbe the'act of anagent fposugn, §&4
itkbration be given to aHéeatmogic _ surveillance ;'% .
accordingtthe  Provisionsof the Foreignintelligence Surveillance , 57>§|'
Act of 1978 HIBA! 50, USC,Section 1801ETSEQ.!.- It is s
gerueatibd that the provisions of FISAafford greater security S
tthe = government&#8Ses as there are detailed security precautions g
-incorporated into the entire process. While obtaining “electronic ¢, L
surveillancepursuanto FISAbay more.difficultthana Title Il <53
surveillance in those instanceswhereforeign powershay involved, I&#3
ishould  be the preferred method. If elecironic surveillance ,-&H#39
garsuant FISA is determined to be the preferred methodin a 92 r¢
articular _investigation, cgncurrenceof the USAs not required, as = -1
his function will~ be coordinatedoy FBIH@ith the appropriate ~ 4 R3O
DepartmesftJusticeoffice. SedéNationaForeigrntelligence &8¢
ProgramManual, Appendix4-l.2, for proceduresin obtaining a FISA P
court” order.! - —’&%f_;l%"
aé
-1 Title 1l Applications approval Levels :tA"»_&
»~i-- *=
" &#39a! Theinitial ghasein the stringent * @ _,. 8439, &
administrativapprovalgprocetditle Il aprhcatlonsomencﬁ ST
the field level with theview and approval of the Title &#3% '{,'7,%%9,:
affidavit by field office supervisory personnel, the Chief Division H.E P28
G'Q%ﬁﬁqﬂetin
e ifle Il "Cod/ChecKIigst sdbmissi e g i, =

. WE892;.

&#39: &#39: &#39: - 1&#39: 92 .. . &#39'1
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Manual dfivestiga tir(e Operations and Guidelines i i 0 0
|Rfidavitto  FBIHQI TheCDC ieacHigfiice 18 completeyiEm:~ . Q- K-
familiar with  the statutory and procedural requirements for electroriic e ~°2/c)2
surveijllance, andst . be consultedwhenevedlitle 11| |be|n9; e
considered. ; J- I A#39; &#39; a
_— &#39
b! FBIHQ s responsibilities towards requestsor | -;.&%
courtrordered electronic  surveillances are  that of case supervision T
and executive approval. With  regard texecutive approval, the s
management level atwhich requests for Title Il electronic I
surveillances can l@pproved is degendent the circumstances ==
surrounding the request. FBIHQ has recognized seven specific _m4,.
situations that  have been characterized-as "sensitive issues." The l,
48&#39
_§139;
1
9?L'z'-t-i-gz-&
following?*five | sehsitive"issues*or*circumstancesrequire the* T " o
approval of|a Deputy|Assistant|Director orhigher ftben Criminal -1-1-
Investigative Division CID! or National Security  Division NSD! as ens
appropriate:| - -
if. T
_ _ 1. applications  requesting Title 1l _ o3
interceptions based upon "relaxed specificity" i.e., applications in -£3-:
requirement to specify those facilities from ich, the |
place where, the communication &0  be intercepted has been L&
eliminated--so calledi"roving" interceptions! under provisions of as
Title 18, USC, Section 2518 1! a! and b!; 5-
. _ "2. situations involving significant privilege . ?
issues or First Amendmentoncerns e.g., attorney-client privilege  or - 84391
other privileged  conversations, anterception of news media ii--E
representatives!; i
- 3. situations involving  significant privacy ‘& H
concerns e.g., interceptions afonversations in &edroom or P
bathroom, etc.!;- L
=S
&#39; 4. applications  concerning DomesticTerrorism, &3y,
International Terrorism, or Espionage cases; i <L
T 5. inany other situation  deEprEtiate by »V'iE{S'
either the  Assistant Director, CID, dkssistant Director, NSD. Elg#?%%
The following TWO ! instances require the approval dhe Director G?gg:;g]
orthe  Acting  Directoriwhen conducting sensitive Title 11 o
applications: - U - ,?%._gﬁ,:_:,'
: . . : R 1777
) ) t1. "e_mertgeng:ya_ _Tlfle 1] |n|terce(§)t|ons le.,. Sa=
Inferc 1ons.. cle@rior to judicCial approval under provisions " 8923
I.,MS%{Q@&%WE%&%%E ection 2{518!!;- PP P os
'—'%Q;E

-_.))Er-__
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D 2. the anticipated interception of I

conversations of members of Congress, federal judges, highrlevel

federal officials; and high~level&#39;state executives andmbers  of a
gtateiary or legislature. -

ALL requests for electronic surveillance which involve one dhe

above "sensitive issues" must bereviewed bythe Office dhe General
Counsel OGC! priorto  approval. . [

NONSENSITIVE Title ILI applications for electronic _surveillance of

wire andoral commongcatigh wagdkgagmgl ctronic communiN&@ibns
rw*r*WW|nvoIV|ng%{ding§§% lisplagrgaginggdeviceslmay-be apptoged aW -~v~ ~

appropriate FKIE@ction Chielevel in the CID.

ITitle IHpplications for authorization to intercept electronic -

communications ovafdigital display pagefjdo NOfiequire FBIHQ

review and afﬁ)roval, but  may proceed with SAC approval. See MIOG,
Part 1L0-10.11.1!b!! &#39; ,

-giEannstance \eneleasEons/comoeons that

res d through discussions with ng officials at the
Department of Justiceg CID supervisors and/or executives will  forward
applications involving such issues tOGC fortheir review, advice and
recommendations. 1

c! Thereatfter, with the approval of the Attorney

General, or Attorney General&#39;s designee, the USA or the Strike Force
Attorney  siably to dederal judge of a&ompetent jurisdiction
for aourt order authorizing the interception of  communications
relating tthe  specified offenses listed ifitle [ITitle 18, USC,
Section 2516!. Judicial control, however, doesnot cease with the
signing of aourt order authorizing the interception of
communications but  dotdinues the operational pifase the
electronic surveillance--installation, monitoring, transcribing = and
handling of tapes.|h  addition, aover electronic communication is
tobe sentto FBIHQ with aopy of each periodic report prepared for
the prosecuting  attorney and  fiéth the court. This report  isto
be submitted to FBIHQ1the same day or next workday after  the periodic
report is filed with the court.

Q _d! IAn EXTENS3IN be soudbtcontinue
monitoring beyond  theiinitial 30-day period without dapse  intime.

When_a breakinoverage has occurreca RENEWWRler mabﬁefsought

gegétie- originkiTzautird Rdggmnidation in

&#39;
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support ofan extensiowr renewalmust complyith the same &#39; S

requiremenrdmn original Title application, includingpproval
of the Attorney General or designee. - &#39;

Except as explained below, extensions and renewals whichoccur within
30 dayf the original Title IIl order do NOrequire revievoy
FBIH({ After_&apse of more thar30 days,DOJ requireseview by
FBIHQ andanemorandumrequesting renewed electronic surveillance.
There may be situations  when particularly  unusual circumstances
dictate that the FBI adopt a'ﬂreadé existing Title . Ill from another
*federal law enforcemaagency. Suckprocedureviod approved on *
a caserbyrcase basis, and only in exceptional circumstances. _
»aa¥Y Moreover,~before the4FBl~begins~or~adopts"the~administration cha -

Title pursuant to aourt order, the field must obtain FBIHQ
approval. Therefore, eattdnsions renewals within 30 days ddOT
require FBIHQ@pproval ONLYthe Title Il iguestion has already

been approveoy FBIHQ.In order to ensurecomplianc

siatutory gn ogedurtal requirements, itis  imperative that Chief 7
C ﬂ) !rcﬁtlgd}jhenever electronic  surveillance is
’ | |
&#39;v8 - !t s essentidia requirements sdnforth
Title 18, USC, Section2518, be followed meticulously ithe
preparation of a Title IHpB;iDcation. In addition, itis essential
that the  following points vered: &#39;

a! That the probable causeisurrent;

b! That definite grounds have hesablished for
certifying that normal investigative  procedures have been tried and
failed or demonstrating whiynese procedureappear tobe unlikely to |
succeed or \beuld too dangerous if tried the courts haade clear
thatthe use of "boilerplate” statements in this  respect are

unacceptable!;

c! An attempt has been maddo identify the
subscriber to  the telephone on wbwmdrage is sbught, ifthe name
isnot thatof one of the principals;
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for the purpose ofobtaining suchdata!, see 10-9.10 ! below!;

fl That upon consideration of pre#?aring an
affidavit for coverage under Title Ill, the field  office forward an
electronic communication to FBIHQ, under.case caption, setting forth

by separate subheading theSYNOPSIS OFVERALL INVESTIGATR@NDRITY
OF THEINVESTIGATION WITHTKE DIVISION,ANTICIPATED MANPOWER
REQUIREMENTWHAANDIOUTSIDE SUPPORTWILL BREEDEB,
SYNOPSIS OFROBABLERASIEYING MITLE APPLICATION, the
PROSECUTIVE Q#idlIOMNS. Attorneyand CHARACTERIQATTAGN

I .

INTERCEPTEES,; . ~

g! That aequest foran ELSUR searchofall office
records be submitted, in writing, tthe iR Flssistant
EFA! within 45 days prior to the submission ahe  affidavit to
FBIHS. Theequest shouldidentify the substantive casditle, to &#39;
include theviolation hadfudlice file number. It should state
the request ibeing  submitted in anticipation of Tiile ELSUR
coverage distl the following: I person s!, I facility s!, !

deration in doder identify @pplications.

&#39@ s! and, if appropriate, !vehicle identification number s!,

OHDOO -

EFAvIl conduct alsearch of the ELSURuUtomated RecordSystem
EARS! databasquesting "all offmards." Only thePrincipal,
Proprietary Interest, and Intercept regcotaisied inthe EARS
database, which relate to unclassified criminal matters,  should be
printed in thatirety, attached tthe  search request, and
furnished the requestor. No information relating to court-ordered
ELSURs conductegursuant to the Foreign Intelligence Surveillance Act
or information relating to consensual monitorings conducted pursuant
to Attorney General Guidelines for FBI Foreign Intelligence :
Collections and Foreign Counterintelligence Investigations_ should be
printed or provided to the requestor. Itis the responsibility of the
requestor in the office seeking anew courtorder to follow up the
reBults the search. ,Contact must be made with those offices
identified as  Haedg _previous applications. ~ to the courtto
obtain factsrequired forinclusionithe affidavit heiegared.

h! Where extension @oers sought namingNEW

person s! principals/targets!, facility s! ~ @lace s!, an ELSUR
searchrbast conducied othe newly gadetipals/targets, prior
teubmission  of the extension affidavit tthe DOJ. Where extension

orders are s.(_)udgh.t naminthe same@rincipals/targets, facilities,  or
places specified in the initial affidavit submitted to FBIHQ, a
'recheck" ofthe EAR®ill be conducted forthe purposeof updating
the search. Th&recheckViod conducted faall extensionssought

98:daydollowing thefiling of the initial application. p

92 .
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|1i?
E3.

il Requests for ELSUR searches which_relate to

Tie USC violat ons,must besearched througthe Drug

Enforcement Administration ~ DEA!, Washington, D.C. This willbe

accomplished by FBIHRLSUR indiex all search reqfuest/shlch _ w

relate to 245 violatihnsr The need-foran Be&kdR of the DEA

records for any other violation must bespecifically requested through

the office EFA atthe time the B8R request isubmitted. A

pre-Title 11l EesdtkdRes conducted will be transmitted to FBIHQ

ELSURadexmatically via the EARS. Headquarterswill forward the

requestto the DEA, Washington, D.C., and provide aresponse to the

requesting office.  Appropriate documentationconfirming the conduct
_ of"all pre-Title-TTI"searchesfmustrbe seriali;ed"and"frIedrinrthe "r

substantive case file dhe corresponding ELSURsubfile to  the case

fecumentation may be inthe form of an electronic 5

communication, teletype, aearch slip. Requests for a&earch of the

ELSUResived rom any outside agency or department are tbe I-

referred to the ELSUR1subuattFBIHQ.&#309; g 0

;.,%5 o | See Title 18, USC, Sectior2518 for a&omplete
-I|-I'S|tmg||c|)|f the statutory requirements procedur®r interception of
itle I

e>

'Where its  necessary, prior toissuance of a_court

order, to survey propertgr premisesdetermine the feasibility of 5
installation of wire or a@@mmunication intercepting devices, or Ly
atlemtronic surveillance devices  such as beepers and closed

circuit television cameras, the survey giatll exceed lawful Zeabo:
activity, i.e., remtry or oftitarsion into an area where a

reasonable expectation of privacy  exists rhay made absent consent of A&#39
the proper party. See I'e! above.! '%ZI

o ! Imatters in\_/olving[ the_. use of Closed Circuit
Television CCTYA conjunctiorwith dlitle 1lI electronic
surveillance, refer alsoto Partll, Section 10-10.1 & 10-10.9 of this
manual. | &#39; 92

I _8!' Roving Interceptions. One ofthe mostsignificant
additions to Title 18, USC, Section2518 broughtabout by the |
Electronic Communicatiofsivacy Actof 1986concerns thespecificity

4

required ithe description of the place where, or the telephone over :
which, electronicsurveillance isto be conducted. Theriginal law | 7o
required that the application for, and the order authorizing, an - et
electronic_surveillance requestindicate the "particular" facility. or
.. 11aex3@lace in - which the interception was to occur. ~ The newlaw contains an
a#39-+>exception to the particularity  requirement and, ieffect, allows an
- 4 [ -115$ .
%2 L. &;??El)t vi
e
ensiti .
L 1=EFRmeeni=1a/9s W
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interception order toitarget apecific person ratherthan the
specific telephoneripremises thaperson mighiee amendments

establish two similartrules to govern theinterception of "oral
communications" andernre electronic communications" where the

target facility need nobe identified with specificity before the
interception order isbtained  Title-18, USC, Section 25I8 I!!.

~/al With respectto "oral communications," the
application musontairdull - and complet@atement ds whyhe

ordinary specification requirements are not practical.  The i
application mustatintify the personcommitting theoffense and

whose communicati@me to be intercepted. The judganust thenmake

anspeeirie findingHS8f_th-4EfdiEary specificatiare? af-_ H3t
Eractlcal under the circumstances Titlé 18, USC, Section

58 1I'all. E I ituati : ificati , .
ru I%_s @ﬁ t%?ac ica oPﬁcI}g}%%%rhmﬁfSﬁ%ﬁng@ggg&}gg LI,
ﬁ%ﬁlguemptﬁ S A SR e a0 |
would allowlaw enforcemertfficers to follow the targeted individual

and engage the interception oncéhe conversatioaccurs Title 18,
USC, Section~ 2518 2!I; - A

o ‘b! The provision concerning'wire or electronic
communications" issimilar that  governing oral communications. The
aﬁpllcatlon mustspecifically identify  the personcommitting the .
offense whoseommunicatiorsge “be intercepted. The application
must also dimmever, that the person committingthe offense has

demonstrated purpose tothwart interception b d’aaihigiﬂg?]

In thases, the court must specifically find that Such purposéas .

been evidenchHtle = suspect. améple of asituatign _that would &[92(]:
meet thistest wouldbe thel§ bT3EL I-(I)b73 =78 37§ph$§%§§%§.t %
BRORE LRIk gnsgsI £ M3%§:@%@E&%?§§ 12 18,

o c! With respect to both oral and wire or electronic
communications, teprovatihe Attorney GeneraDeputy Attorney
General, Associate Attorney General, Assistant Attorney General @an
Acting Assistant Attorney General is required before a relaxed

specificity order.is_ sought. Approv Deputy Assistartttorney
eneral inthe Crimina Division, wsich™ authorized for all other

interceptions, is not sufficient for this typedpplication.

: ... d!' Thegovernment c vhngvnﬁn thenterceptio :
_unttll ttr)le_facmtlets Erbgrrzl gl?g\llch,,om%e p%c e_re,efheomﬁﬁh]unr}catlon
IS e intercepteds eermlril%b agency implemen
order T|t}e18,pUS<Sect|on 25 2!!.Cgong%/esspa|hstendegd that

SRR
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the actualnterceptlon natommence uthid targetechdividual
begins, carwdences ammrentlon in, a:onversatlon It was
no mteqdfm t thelr eC|f city orddye us pa
serles ofelephones, te ersations ahese phones,
and thenm|n|m|ze thelconversatlo secorded asa result.  This

rOVISIO urdeon theinvestigator enoydeterm
hen a e eh terce tlon I® CO g%ere no é#£9
0 ification tadh ecoHrd)nce ﬂ}ﬁremlses ecific

requiremen
?1% eﬁennfl prlor to maklngt aterce howevar
ecif |c uae e |dent|f|ed leltlng interceptidons
eC|f ceso ceth% deter e the |
s eC| icity requiremeoitthe Fourt Amen ment. &#39;
e, thi viodd alya
tool inriminal n?ves’ltjlvgtlfg m‘sh)g%\éatoe% susp ectsH

uite effectiven avoi mglectronlc survelllal’m;efre uently
changing theimeetingdades telephonesi Howevene ourth
Amendment implicationsvolved ithis = procedure shouldot be
ignored. This = an extraordinarprovision andt is the intention
theDepartment difstice thait be used sparing@nd onlyn
clearl oprla]gte cases, This Prowsma not asubs ltute for
i% OOtW I’I{S not Inten ? } e%r |n %)Wlng
use wit res pecispeciiic te aIO

dlspensed withon the theory that the subject ia crlmlna who
engages incriminal conversatlonafvherever he/shgoes.

&#39; fA further consideration, espemall wire or
electronic interceptionss the practlcal roble the 92
telephone company other provider of electronic com unlcatlon
serwces meffectmg thelnterceptlon completwith leasedioes

overn Mtenlng %st on extremelghort notice. C%re haso
e e erciseto workwith the telecommunication compan
provide themwith asuch information andotice aspossible adar in
advance psssible. eeglonempanlespartlcular havexpressed
ili

reat concerabout thelra tytﬁ n] s)tr\gfh tﬁelragﬁ?t%/\:i]omh

a requirgction orth e|r|p
Ist lanenforcement officia these:ases tongressy

request of the telephonecompanles includegbrovision in the Act
allowing the companies:to motiee dbatt has issuedaeduced h
specificity order for the interception ofW|re or electronic

communicationsmtalify oguash t erderl'l the mtercegtlonannot
ae ection

e et ”e%%e%%%ve?;%tﬁ%etgéﬁt:atmﬂmsavfe

&#309;
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. 9! It is also necessarat the post-execution sealing
re(ﬁwlrem%ts ofTit1e9218, USCGGection 2518 8! a! be me}. Failure to
adnhere ttnis requiremenobuld resultsuppressionor relevant
interceptionsithe’ absence d satisfactory explanation foian
delay in sealing. Agents should therefore be prepared to submit the
or{cglnal recordings of all interceptions to the |_ssum%11ud|C|aI
official for sealing immediateét the conclusion othe.period of
continuously orderecklectronic surveillance.  Ithis  context, if
there is no breakin time between theexpiration of.the original order
and _an?/subsequ_ent extensions,Agents maywait until  the expiration of
the final  extension before fulflillng this requirement.

lany  delay*in"making~this-delivery~is~anticipated;~the Agent~* ~a we
supervising the electronic surveillance should document the causes for
this delay, i.e., duplication equuament failure, unforeseen manpower
allocation priorities, _and notify  the supervising  Assistant United

States Attorneyor Strike Force-Attorney ofthe anticipated delay. If
the supervising Agent anticipates this delay to be anP/ greater than

five days fromthe expiration date of the continuous electronic
surveillance, he/she should, through the supervising attorney, within

that five day  period obtain an extension of time in which to fulfill

av

11 the sealing requirements fronthe appropriatejudicial official. 3
The timelyreview of Title Il electronic surveillance ELSUR! tapes,
CCTV recordingsd cdnsensuakcordings is crucial to the overall
success @ criminaliinvestigation.lThis reviewhould takelace as 1

soon aspossible. This is especially true in "crisis" situations,
generally defined as life or death” matters. Ithose situations,
Title Il tapes, CCTV.recordingsand consensualrecordings must be -
reviewed as quickly as possible from the time of the intercept.
Pertinent conversations in "crisis"  situations must b®ought to the
attention of  supervisory personnel immediately. lall other.
situations defined as "noncrisis" matters, the tapes should be
reviewed promptly, as deemechecessary basedupon the exigencies of
the investigation.  To ensureadherence to this poIicK, itis
incumbent uporthe supervisory personnel to establish and follow a

sgstematic policy providing for the appropriate review articulated
above! of all tapes. *, -

0] Tltleil8,-USC,Sect|on 251Bprovides for é80-day
time limitation on Title Il interceptions of wire, oral and

electronic communicatibns. The 30-day time limitation  shall commence
at the time and date that the Title [l monitoring equipmentis
activated, regardless  of when an actual communicationis first
intercepted. Ithe mbnitoring equipmens not activated within ten

days of the signing of the Title Ill  court order, however, the30-day
1,.
S
-tn
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time limitation begins with thkeventh 24*hour period after the
order isigned. " I .

EFFECTIVE: 02/28/97

10-9.11 Emergency Provisions, Title Il Criminal Mattersi

'In  regard tthe interception of wire communications
or oral communications in<which aeasonable expectation of privacy

____**existsj orrelectronic*communicationsT*the Department"will qenerallyé
n e

recognize no  exceptionto  their requirement that awvarra first
obtained. However, ifan emergency situation exists wherein time does
not pelimiting the warrant  process and such electronic

surveillance ibelieved crucial, the  Attorney General, Deputy
Attorney General, orthe Associate Attorney General, under the

authority of ~ Title 11l Title 18, USC, Section 2518 !, can

&#39;guthorize electronic surveillance  pdor obtaininga  cwaler. a.
This means, of course, that no SAGHBIHQ official has the authority
on his/her dwn  authorize interception of wire, aal, electronic

communications, even  under emergency circumstances where  d&uman life
isin jeopardy. Title 18, USC, Section Z518 !, which  contains the

) specific requirementslfor emergency authorization, provides as P~
foll : i
ollows ,T.|I;Is;“

) ~_ "Notwithstanding any other provision _ of this = chapter, an%/ %ﬁ@ﬁ
investigative daw enforcement officer, specially designatedby the 20:
Attorney General, the Deputy Attorney General, the Associate Attorney |'f‘|§_ ’
Generaldsy the principal prosecuting attorney of any State or .

subdivision thereof acting pursuant to statute of that State, who alr
reasonably determines that"- &#H:

"al an emergency situation exists thmtolves--
&#39; | " il&#39; immediateger ofdeath or serious

physical injurytany person,

" iil conspiratorial activities threatening -
the national security interest, orf 7

» " il conspiratorial activities
characteristic of organized dhate, requires awire, oral, or
electronic communication to be intercepted before an ad#orizing
such interception can, with due diligence, be obtained, and -

{#30; &#309;
92 IR
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H- "b! theze t%roundsu yhich aarder coulde
enteredthder  chapter toauthorize-such interceptiomay
intercept suchwire, oral, or electronic communicatiafn

applicatjon for gn.orderapproving theinterceptjon is made in
accordance \f}mb SECtIOWIt_HIﬂ?OI’ty-eI Htgters the
Interception hamcurred?yeglns to occur. In tabsence of an
adeln, ~  interception shall Tmmediately terminate when the-
communication sougbktobtained awhen the application for the order
Is denied,whichever |®arlier. |n theéeﬁ%%lt such%)hcathn_for

; re inter

approval idenjed, an anyother ca ceptios
téor inated withart ordeh)a(&/lncl; beessued, theontents cany

wire7"oral7-or"e

L e e 4- ~*-
T TEs

C
T

1
. 3,;-=1

Fi

-SEs-

. Qs3;

2

_.3.‘<_

ectrohicrcommunicationui

%mgﬁ?‘whm foh! g%s%@l% !f%)nhisl s;ectioxne nto ry ﬂs;,;,: S

the person namedithe  application.”

| During normal WOl‘kIh(?urﬁldd office seeking
emergency Titkilutiorization . should adviséhe appropriatenit

of the Criminal InvestigatinNavision _C_ID!FBIHQ? telephonically
such request, and contemporaneouslfacsimile a concise written .
statement ahe facts,circumstances anobable causapportin
the requedor interceptioras wellas emergemathority. Durin
weekend, holidaypr nlgf ttime hours, requestingfield offices, should
direct emergencyitle Ttelephonic  and facsimile communications to
the CIDduty supervisorwho will advise the appropriate CID |
substantive Unibr SectionChief of the request. The substantive
unit will be th(le&omtlof contactfor the field requestingthe
emergency Titlkéequest and will maintain aldgying ~ normal
working hours, pertaining to the lErogress of the authorization

rocess. Duringoff hours, weekends, ahdlidays theEmergency Title
Prb uest log |H be mamtaein the&#Sg' Buperv?s m the

Strategic Information and OperationsCenter SIOC!.

| The ground_s ucPc.which arorder male enteredin
emergency situationsare limited to violations of those crimes

enumerated ntle 18, USC, Sectid?b16, ando EEmergency .
S|rt]hat|o existinghat:invoives |mmed|dim.%%r .(tlleatrmenous.
iratoaefivities threatening

ySICal Inju anyyerson, cons | 1S
he’national Security ifiterest, aonspiratorial  activities

characteristic of  organized crime.

92
.t The phrase "conspiratorial activities . ..
characteristic of Qr?ar_uzed_crlme is not defined in either the
statute or the legislative hlsto_ay. Therefore, what activitymeets
this definition must bepconsidemdacase-by-case basidt is
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notedthat DOMhasinkthe past demonstrated willingness toonsider
autho_rlzm? emergencygelectronstirveillance onthasis  that

articipants werermoémbers an organizedcrime groupin the

. b )
R A AUt | havaD DesvIGeResE twosBlacte: 1o

exclusivef informahtandlercover dmmaﬂiv’e@ _ to
commisomeiolationienumeratedn Title 18,.USC, Section2516.
I \Adgard to the phrase"conspiratorial activities

threatening the national security interest,” = both the statute and the

legislative history alevoid  of anydefinition. Reguests  the
field femergency = Title Il authority mayin somecasesbe examined

statutory Ianguagemayhave¥o the activity ~In question. In some
cases a determinationimay be madethat the application for electronic
surveillance canmoreappropriately be made&#Sche@ne_r?en%
rovisions of the Foreignintelligence SurveillanceAct Title 5
ion 1805 ell, _&#309; &#39;

Since Section 2518! requires that a written
application for electronic surveillance be received by theurt from
which authorization ibeing  sought wighin hours after the
interception has occurred or begins to occur, _Preﬁaration of the
affidavit should commenamntemporaneouslwith.the

telephone/facsimile  request to FBIHQ. The affidavit should be
transmitted by facsimile to FBIHQs expeditiously as possible to
allow for necessary processing by FBIHQand DOJ, and submission to the
appropriate court within the statutory time limit. Fa#ldes .. may
Brow eassistancdo local USAsSH#iBO0s withoutfacsimilefacilities
y transmitting the application gamdposed order over field office
facilities to FBIHQ.Thesedocumentéd  handcarriedalongwith
the affidavit to the DOJ. In accordancewith DOJpolicy, written
application will bemaddo a dourt amwder approvingtB#39;

interception,whethehr not the interceptionsobtainedare determined

to be fruitful ~ from an evidentiary standpoint. In the event that the
needfor electronic surveillance evaporatesfollowing authorization
but prior to the installation and activation of the technical
equr_nent_fhe submissiorof an affidavit is not necessary. In such
casesit will be sufficient to submitan LHHbriefly  setting forth the
fact that a requestfor emergenejectronic survéillancewaade,

the basis for such request, angl the realsonWhy.s%:hsurvelllance

becamdnnecessary. il

I It shoulbeemphasizidttheabove described
emergencyTitle 1l authorization can be

not in anywayeliminate the needto complywith the
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requirements aghonémergendytle 11l application sinceone may_
Intercept communicatiomser emer eng)éauthorct;m/ "o
APPLICATIONFOR AH}ORBIEN?OVM@ER PTIONS MADR
ACCORDANCE HITBETHI®N WITHINRTY=EIGMPDRR THE
mrsncsrrron occunnsbonn@ms  occua . .."  Emphasis added!.
The neteffect of theiemergencyauthorization processithat,

following receipta@@mergéencyauthority, the entire nonemergency

process must be undertaken, but within a rabolter period of tim
8 hours!. &#39; I r =

. ~ 8!'With regard to oral communicationmicrophone
interceptions as opposed towire interceptions!, it ignportant to

nof-that Title Il a thoritylis,"by definitipn see Title 18, USC,
Section 2510!!. required ~“whensureh communications atgtered

by aerson who exhibits gustifiable expectation gdrivacy. In the
absenceafuch justifiable expectation e.g., dorcibly occupied
building, the  residence of atranger or &  hostage, and similar

situations!, niatle Il court osder necessary forinterception of
the comunications. Prior approval for such interceptions must be
obtained in  the same meguiszd for the approval afonsensual

monitoring ofnontelephonic oralommunications. Nontelephonic
consensual monitoringn criminal matters maye approvedy the SAC,
except when one or more of the smesitive circumstances listed in
MIOG, Partll, 1010.3 I! is present. Requests for authority to
conduct consensual  monitoring when  the srmsitive circumstances
are present can be approved by the SAC when an emergency situation
exists, and must be submitted to FBIHQ for Department of Justice

a_ploroval_ In routine sityations.  See HIO@art I, 10-10,3| 9!.!1 A
field afBe@ing tmstitute microphone surveillancen hostage

or ahwergency situations where the existence of gustifiable
exBectation of privacyisin doubt should telephone the request to

CID, FBIHQ. Where possiblesuch requestshould recite the opinion

and recommendationsof the field dEigef Division Counsel.! CID
Vidlinish all knownnfacts and recommendationsto Office ofthe  &#39;"
General Counsel OGC! which make thefinal determination

regarding the presence or absence of gustifiable;expectation of

privacy. If_DGC determines that there is no justifiable  expectation
of privacy in the particular situation, CID will orally authorize use
aghe microphone surveillance. The field office must follow with a

teletype reciti the qral authorization giyen and thefacts&#39;upon |,
Vajﬂ’ﬂgﬂ autﬂ%rlzatlon \a/lmed. TPE(EJJBSG uent conﬁﬁ -

#om CIDtthe  DOJ shouldspecifically include  the AUSA&EBRBI®HN,
and should state the opinion dGC with respect tthe  absence of a
iustifiable expectation  girivacy  and the basis for that conclusion.
f OGCdetermines that gustifiable expectation qgfrivacy  does,

exist, Title IIIauthoritgl is, afourse, necessary forthe microphone
9 -._S. 1-7:&#39; #39;
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9! With regard tanicrophone Surve |IIa 28
that sonedectro ?l%ckrégvrceg comnrete sngﬁ)s '—--'-'-&#33'-

"beepers, or homin | "Q&#3C
T1

BURFRRNONE é@"%‘m‘“‘%%u Gl %i”?‘“%on% c':%%saﬁ?ﬁ‘?{/ o

dhe devrce e thatTitle Il court autho zatlo
obtainedidor thelr use. SAC mauthorize thauseduc !
devices ircriminal investigations.See HIOart 11, 10 10 8.!

g
> g9
| 10" Relative tthe s&ESbr1£8&#39;f3* mekiifiesE}gtnEy 42 cex
to ing@ibphones  absentcourt order. Ia  situation Where e
hae1r:e tetermrned toa[qerstrfrable expectatloqfrrvaci t " 392
INStaliatio ass, e I autnori A
..... NSilatonpiodie, | [gpass, eMEaITul quipority
Q&ﬁ?étils Su rer@®urt heldhat the powedhe  courts to authorize g
(E:Meneks ancillary totheir responsibilityto revievandapprove e
&#39—electron|c surveillance ‘applications is implicit in  the Title Il &#39; 2
statute. OGCbelleves thatauthority for the investigativedaw
enforce fflcerpe |aII des ateh theAttoIrn n‘?[ General un
norma rector trie mstaft Eﬁrt ogasa E
icall ro me vrsr ute
ecll n%gﬁ% (5 Hnat tﬁ drequv GEPU ority
srstentw ‘nae mce I?o |c%/ re ur eghe
|nc USION OISDECITIC rea/u@lrre titiQus entry aut Ol’lty

routlne Title 111 affrdawts hen suantry Is necessary, this ol

R A DA AR 28 e TP A EanSRRRg ™

emergency Title Il authorizations. -
.3
e
EFFECTIVE: 02/is/97 -277
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10-9.11.1 Form  Report 7

| The Fornmieport, to be submitted bya field office
upon completioof Title [l ELSURactivity, is form designedy the

Administrative Officehof the Btaees&#39;Courts ADC!, ands
utilized by the Departmentafustice DOJ! andthe AOCio obtain
certain specific information relating to the administration of Title
lIl physical activity} i.e., actual monitoring, physical
surveillance, etc., idirect support of the ELSUR#hd results
obtained therefrom. Wsually ril each calendarytear, AOC
publishes abooklet reporting all Title 1ll activity for the previous
calendar year. This report Is required Dbhitle 18, USC,Section

*

2519:"of"thetOmnibus"Crime"Control-and*Safe"Streets Actrof-1968.s

~ &#39; BBIHQ, upamotification of the filing of an
application for a Title |ll court order, will, on a case-by-case
Hasimsrd ajrtel under the substantive case caption of the
field officdved, a prenumbered, precarboned Form 1 and Form 2
packet as provided toythe FBI by the AOC. The Forml report consists
of ply Jand Ply 2 of the packét. The Fornfteport consists of ply 3
andply 4of the packet. u

. I Form Zeports aethted correspondence ate be
typewritten. - -

_ ! Onor keore  30th da¥ following the denial of a
Title Il court ayder  the expiration of the authorized periodof
the order, including all extensions, thedesignated Speciahgent will
assist the prosecuting attorney ioompleting plies1 and2Form 1
pdrtion  the packetl.and items 1 through 6 of plies 3 and 4,
Formzortion of the packet! identical —on both the Formland Form
2. The Formiportion should remairwith the prosecuting attorney.
The prosecutingittorney shall then beresponsible for providing the
issuing judge the ply 1 g 2Form Xbr  review, approval, and
signature dbat theurt may forward the Form 1 tthe  AOC.

- Items 6 through Ibf  plies3 and&#39;4hef Form 2
report are to mmpleted Hlfze  designated Special\gent andot by
the prosecuting attorney. Ply 3 of the Form2 report isto be
submitted to FBIHQ calendar days following the  termination of a
court-authorized Titleilll. ~ This rule will apply strictly to all
Title llls, whether deniedr granted, routine @mergency, except
thatworized during the last 60-day period of the calendaryear.
An%/ Title 11l authorized during the last 60 days of the calendaryear
or terminating on or before Decemba&d are to be submitted toFBIHQ
no later than five working days following termination of the Title

Cancitive'i 7248
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IMhis submissionlis to be madeegardlessaofthether or not

resource costdtem 9Bldhe  installation, basically_supplies and
other itemsare availablat the timeaubmission,” Th glyl
portiondhe = Form 2ligbe submitted appropriately t

prosecuting.attorney. &#39;

lAny T expiring before midnightdecember 31
should kreportye_d tlgEIH_ ,tgllep o_mcaﬁn e?ext WOI‘%Q@
follﬂwm thet%rmlnaél)om'lflte, [ ctlv\lky. _ Thereatfter, th rm
2 should®e submittetb FBIH@ithin five working days.

l'In goint das foype Investigation involving

another agenc}he age Ey WHic?ﬂisspGnsible"£or-recordkee wg"
proceduresamitliined ithe ~MIOG, Partl, Section 10-9.9, dteal

responsible foithe preparatiomnd suRmissi@he FornPplies 3
and 4dhe packet!in accordance witlthat agency&#3tgblished

procedures. It. will be the responsibility of the desi_%nated Special
Agenttmaintain effective liaison with’the responsible agenay

: order thatall necessarnstatistics, costs, resultsare compiled
412 anc?reportenm onﬁorr}ﬁ a)e submlttecmﬁe responSI% I(Igncy,

ibther than the FBI. A

EFFECTIVE: O6/18/37

10-9.11.2 Completion dform 2 Report

The following is disting  afach Section and Subsection

I set forth on the Form 2report with an explanation dhe information
to be entered feach Section/Subsection. I

! I'"COURT AUTHORIZINGIOENYING THETERCEPT"

: The For&shows th ajﬁgx'ﬂnn dte Band all pl
copiesdhe Forms né) 2. 'ﬁm t number {genera y Py
preprinted ands utilized to tthek  form itself. Twoperly

complete jtermumber onethe full namethe jsdgeng . or
denying thditle court adeuld be showralong withthe
|dent|tg/ aghe courtto include tbgact street addressand nota

post  df number. e

I "souncs or APPLICATION" I

! | Subsection2A "Official Making Kpplication."
This section should beused to show thelju(fl name dﬂg %?Hcia}

92
-85
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making theoriginal application to the court, generally akssistant.
United State#ttorney. Thetitle dhe  official makingthe original
application should be showrwith his or her telephone numbeand area
code. The county and the agen%/ name should be shibkvn the exact
mailing addressfeederal uilding, withthe namef aity and

state.

o b! Subsection2B "Prosecutiddfficial Authorizing
Application." The  appropriate nameto be shown is @0J official _ in
Hashington, D.C.not dJnited States Attorneyor an Assistant. The
word "same'may bestrdwn if @0J official was also the official
making the original application, as shown  Subsection 2A.

I "Orssusss LIST MOST SERIOUS OFFENSE FIRST!"

L EnéS20ffense s! specified in  the Title ader
a_lpgllcatlon for axtension dhe opfedicate offenses, i.e.,
TSP, H#¢tS, cited in application!. List, in capital letters,
and underline the most serious offense first, onI%/ one offense should
be underlined!. The fotlotvolg should be used to determine
the most serious offense: _

o a! When two or more offenses are specified inthe f
application, the offense it highest maximustatutory sentence
it0 be classified as the most serious. -

~_ b!'When two of the offenses have the samemaximum
sentence,_aa@gaest gerson isto take priority over a&rime
against property.

When listing the offenses, ayeneral description suchas gambling,
narcotics, racketeeringetc.,-will suffice. DO NCCite the offense
by title and section of the U.S. Code.

I ! "DURATION dNTERCEPT"

1 Hnédmumber of days requested and the date dhe
application. Use the appropriatebox to show Wheth&he_aiapllcatlon
was deniear grantedlandshow thedate of the order atenial  of the
order. Ithe “application was granted whianges, changes shouldbe
listed in the amptioned "Granted Withrhese Changes.That is
to say, ifthe judge,lthe official making the application or the

prosecuting attornegduthorizing the application differs from those
named inltém Jand 2 above, the new individual should be named and

identified by title ithis section. Also, emergency authorization
was granted, it should be shownin this section along with the date

/" [ 92
Sensitive -as
N PRINTED: 02/18/9s.
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I'&mergenc Authority 9/1/86." "Do notlist source

num%ers aechnlques authorized. Ifins ff|C|e space eX|sts
*this section toeshow althanges, Subomifaind *P°p&ber with
number of_section andtitle, = asan agachmentto  ply3 ofthe Form 2.

! "OrYPE INTERCEPT" 1

device ifnSt1RTSp HBRE TGS hdHe and notegieppecfic

a I-"PLACE"

* n *% n
&#39b§3|ﬁess7 type a dﬂwghe(:klgcba
NOTE: Whelhls portlon of the form hasbeen completed,

the Form 1 portion  pliesl and 2! remain with the prosecutin
Gittorney who shall then beresponsible for providing the form to tﬂe

issuing judge for review, approval ang signature in dader the

1&#39;: €ourtto  forward the orm 1 tothe Apc.” The authorizing jud
e — required tble the Form 1report yjth the AOC within 30 gays of the

"~ 92expiration of the order, including ai extensions.
! "INSTALLATION"

*apﬁ)ro[prlate&#SQ block s!T Be specific&#3

block; only one.block should be

checked. Checkthppropriate
8! "DESCRIPTION or INTERCEPTS" 92
FRubsections BA through 8Fto be utilized to show:
&#39a! that1 dateonviiech  last ELSURstallation

was terminated;

. bl-the  specific  number of days the installation was
iin actual use;

the aver

uencyi

brc%grts Ay,

C!
rounded off-to the nearestnum erl

Communications Intercepted," 8E!, f D iACt
"Use," BBI b3;L mtercepts olflvﬁekniyﬂaglrso ec%sad Ciaéd'r

intercepts per
2 . . pe . ..
g ~al thenumber adentifiable individualsrhose
%&“ >communications wer&ercepted, count each persom)nly onetime even
1t
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if intercepted  more often!;

_ e! the estimated numbexommunications
intercepted, and

&#39; fl the estimatedumbeshcriminating
communications intercepted.

91 "COST" _

a! Subsection 9'Alaturelﬂj and Quantityd?ersonnel

Used tolnstall and Monitor." This [ be utilized to show

the examber dpecial Agents SAgsligned&#39;to Physica
monitor, log, perform otheadministrative functionsr work ~“any

other capacity, specifically regarding the Title Il itself. Also,
the specifichumbesupport ~ cleriCal! personnelutilized for tape

transcription, duplication ather administrative supportdteuld
shown in thigsection. ~Sife  should be shown totahber  of
work days, i.e., "65 Special Agents days." Use the sameformulation
%2 for support personnel. If a joperation, other agencies either
g state, local or Federal! personnel timeshould beshown bywumber of
-1 vdangs and brokendownahove. If threeuty Sheriffs were
utilized for foays, sSédw [Hymutif days." Theexpended
personnel time of dtkderal agencies shouldbe listed inthe same
manner. Do not co-mingle state, local, or Federal tlfersonnel
Cost" segmeditmuld” left blank. Cost figureswill be computed at
FBIHQ. Therefore,iis necessary thataccurate andpecific
information be furnishedto FBIHQ via this form.

_ b! Subsection 9B "Natureddther Resources Cost
dhstallation, Sup}?lles etc.!." Requires specificcost figures
\pleithin to the Title IIl_itself. For instance, leasedline
figures, if available at thme  ofporting; equipment otools
necessary forthe specific installation s| arg aréy_?theYsupplles, not
tmclude ~ tapes, unlespurchased wittasefapédsitically for 1
this case. This resoyrcecost is to be shown inthe plock tthe
right ofem 9Barked "Resource Cost.The "TotalCost" figureis

to be left blank.
0! "RESULTS"A

) This subsection should be executed when results have been
obtained. Do not dleee  words "notapplicable™ dN/A" ithis
subsection. This subsection shouldbe utilized imuch the same
manner as &D 515 Accomplishment Report Form!.

Sensitive &#39;
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tems 10A - through 10@@re to be utilized _to show;

al  "Numberd®ersons Arrested" or otherwise taken

into Federal  custody, ie., pre- or postrindictment summons! & "Arrest
Offenses.” Enter the total number gfersons arrested. Count each
persononly  once regardless dghe  number afffenses charged. List
all offenses ~ chargedin the grrests. Again, ajeneral  description
such aambling, harcotics  racketeering, etc., will suffice. Do
not enter individual&#39;s name  anddo notuse U.S.Code citations.!

G b! "Numbeiflotions to Suppress."Enter the

numbeohotions to suppress quash evidencemech granted,
asaléa §Ha&#39;5¥e*8£111*5e alng""t *™" " * *'-8#39;" ¥ { ¥"*Q#3Q; "*"x*"

c! "Number dPersons Convicted" & "Conviction
gff]fenses."_E{\ter . g‘e total " number of  persons convicted as aesult
€ Interception an € offenses, by general description for
which the convictions wereobtained. Personswho pledguilty vieeuld
counted inthis catel%;org. Again, counteach convictegersqnonly
convic

oR&port upo lor\Not necessdnyaealiencing.!

_ - d! "Numberadfrials ~ Completed." Enter  the number
dfials resulting from this Title 11l installation Vilanoh been
completed. Do not count as atrial anyinstance where glea was
takenduring  the trial. Also, do not cunt grand jury
information such as dismissal ahdictment. i

1! "COMMENTS ANDASSESSMENT"
_ This subsection . should be utilized mainly to dhow two
or moreTitle Il installations are related. This may beshown by
itfserting words "related to documentnumber ." hil Form 2s

are prenumberedand the docket numbeiftre related Form Zhould
be shown. The remaining sections oafem number Il should Beft
blank. The prosecutor&#39;s signatame date gkport _are to be left
blank. Thesélocks arexecuteln% Attorney Geneaoal Attorney
General&#39;s dasidfeshingtol).C., at the timedhe Annual

Report.!
Retain one copy dhe  completed Form 2p|fy 3lin dield
of the

aftio&ol fleand onedopy the 1Rection bstantive
case file for supplementalsubmissions anccordkeeping purposes.

p Sensitive
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EFFECTIVE: 06/18/87

f 10-9.11.3 Submissiafiszrm Report FBIHQ

rlateadmlnlstratlve controls a e tbe

ro :
%lﬂgllzz%cr'rﬁ fHe'desﬁECy%ﬁ to Wﬁothe case|s.I rgses¥ Suea%lg sign

h|s/hersu erwsoareadmlnlstratlvelgesponsmlmTe Forn2
ort. Csare " res(ﬁ) nsible"fye  accuracyof tbhentent  of
ForrrZeports andthelr timely submission.

' Theeapornm befbgmarded airtel in aplain

brownenvelope, sealed and clearly

Director, FBI
ELSUR Index

lig Ttartelilinclwdi®|lovnifoymation:

a! Completasditle anchamef Speciahgent

executmg Form Z&#39;

&#39; b! List of principal®iamethe initial _
appllcatlonfor thespeC|f|c itle Shouldghrincipals [mdded in
xenS|ora fpclcatlon ,thesenameare,  belisted, andidentified

Wlt the specificextensionreer, "Ist extensmn “2nd
92Z%extension,”  etc.

nnuakala n on FBpers
listed item 9, gﬂ%sec?iolA usecTycEf Q{[am and olr)morﬁtorﬁ\e

Title

&#39; &hould aca(%daede%mednsnwe the point

that anylng)ématlont sstemlnate utside o d at t
compromifige investigationor veitniesses etaile saemen
pmusBemadm healrgt’a] me?tlve ¢ ereasorwcl] %

not bedent DOJor drssemlnatlon the AOCtor

publlcatlon

" al?]oveare to be
|
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namegpnncipals the initial applicatiosath extension
thereof. This X 5.inch cardis taccompany the airtel andFRbrm
report sobmitted FBIHQ. -&#39;

EFFECTIVE: 06/1s/87

10-9.11.4 SupplementalForm2 Reports
I Supplementakports pertaining tstatistical

inBdlmalation ~ for Item Idption "RESULTSIfe included iql
eachrcalenddate lll_reportm3ae*itge KOCTheresort; "l | »5
called for in the supplementalreport gertain Title Il ELSUR -

activity conductedluring prior calendaryears. Therefore,

Stﬁplemental reports are to be submitted to FBIHQas indicated, in
10-9.11.3aboveandsubsequetd the submissioaf the original Form

2. Thesupplementedportsare to be submittedo FIHQ “no later

than close of businessNovembdi5of eadividual calendaryear.
Fle||d off|c$s viodd remindedf this requiredsubmissio@nnual
airte to a SACs.&#39;

~ If nosupplementaiformatiorhasbeerdeveloped,
that is to say, no further statistical information exists for the case
or is faythcoming pertaining _ the Title |Ill, fadfites are to
submitanairtel to FBIH@etting the fHwt no supplemental
informatiorwill be submitteé@ndgiving reason,i.e., caseclosed,
trial set for following year, etc. -

I 1 TheNovembgbdeadlinelsdd  extendednlyin the
eventstatistical informationito  be routinely reportedh rm
within the samecalendaryear the original Fori® is submitted. This
informationcouldincludéarrests, convictions not necessarilyto
include sentencing!, numbeof trials cmmpleted majorseizures
gdor  the endof the calendar year. Further, if no additional
statistics are expectedo bereported, the field office swuld
state in the submitting airtel. . &#39;

I Theadditional informationto be reported shouldbe
addedto the copies of the previously submitted ply 3 of the Form2
retained in_the |A section of the substantivecasefile andthe field
office designatedontrolfile. Theformshouldhenbeduplicated
and forwardedto FBIHQ, A cop)ﬁof supplementalForm2 should be
retainedin the 1Asectionof the substantivecasefile andthe field

H1
Li%gma-s0ffice  designated control_file.
”€=rf :;&'!§39;—|* g o

|gP-&#39
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'For further quidancesgarding theexecution ofa
Rorm  refer  the VgORKING gUFDl%'III Sect}[on, pages
63 and 63.01. &#39;

- | Sgecial AgentpreparingFornzeports should note
the Form2s are to be prepared angubmittediypecial  Agents, as
not Assistant United States Attorneysaor other DOJ officials,

%Mthstanding insér#ggf)ns appeei[ing atthe bottogg%; 3 dhe

EFFECTIIE: 08/13137 pf

1O 9.12 ELSUR Indexing in TitI€riminal Matters

The ELSURsupport employee in each field division will
index a@upervise the indexing and_review of all ELSURaards  Title
lll matters  prior to  their submission to FBIHQ. Thisis to ensure all
cards are complete, accurate andin dormat specified herein. For
i_ndexin%procedures, refer to the "Index Guide" available at each
field dffroaigh the File Assistant/ELSURIpport employee.!In 1-2-
Title Il _matters, all ELSU®uiltls be typewritten. Two original
cards will be preparedyne tobe forwardem FBIH@r inclusion in
the FBIHQ ELSUR Indexand one to be maintained ithe field office
ELSUR index. If the information appearing on an ELSURiard
classifiable, the  card mustbe classified in accordance with standard
classigingbpr_oced_ures. _For indexing purposes, microphonesurveillance
HISUR! beingtiliged igonjunction with either alosed circuit
television CCTVIsurveillance an electronic tracking devicewill
be treated as anicrophonesurveillance. g

&#39; Principal Cards f3-x-54inch cards maintained in the
ELSUR indicesontaining the true nameor best-knowmameiargets
ofitle Il electronic ‘surveillances. The term "principal" means any
individual specifically  named inthe application furnished the court
as lmipgcted to be monitored during the course dhe  electronic
surveillance. Included on the Principal card ithe term "Principal.
Title 1I";  the controlnumber assignibe sourcethe Burealile
number, iIf known; andthe field dilece number. In Title 11l
matters, Principal @mels  prepareddiue index cards and are to
be submitted to FBIHQt&thin working days of the date the
application is fueth the court.regardless  of whether arot
authorization igtjranted.and whether or not an installation _ismade or

do

activated. In the dhant aew individual s! is namemh an
application for axtension @mendment of aourt order, ensure
it -ii#sg;
Sensitive &#39; . 1- -
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Principal cards  are submitted on thew individual s!. y
Example of  Principal Card -
Principal Title [IBlue 3*x-5 inch index card!
a. SKHN,
b. PRINCIPAL TITLE I
c. AL NDNY 1
d. 182-111
e.AL 182-1
&#59; "92
-'1,-%2#39; I Proprietary Interest Cards - 3-x-5-inch  cards
! maintained in the ELSUR Index identifying the entity s! and -
individual s! who  dease, license, or otherwise hold a possessory
interest in locations subjected to electronic surveillance. These
cards also identify the locations, telephone numbers, vehicle
identification number, etc., targeted inthe Title Idpplication.
Proprietary Interest cards further include the  control number assigned
the source; the date  the surveillance was instituted; space for the
J dateit  will be discontinued; Bureau file number if known;  and field
office file number. Proprietary Interest-cards should be prepared in
ananner soas tobe retrievable by the name of the proprietor s!, the
location, and  dachity specified in  the application.
Accordingly, to accomplish this cross-referencing, an appropriate
number of  these cards should be  pripanreahging thetop three
entries in conformity with proper crossfindexing and filing _
procedures. In Title Ithatters Proprietary Interest cards are
prepared on blue indseds. Where electronic surveillance devices
are being installed on anotor  vehicle, the vehicle identification
number and notthe license number! will appear akem "c." All
Proprietary Interest Gels to_be submitted to FBIHQ within ten
working days of the date the application is filed with the court,
regardless of  whether or not authorization is granted bythe judge and
whether arot an installation is made a@ctivated. Inthe event
thata new location or facility is identified ian application for an
o extensionor amendmentof acourt order, ensure Proprietary Interest
#¥.  cards are submitted reflecting thsw  or modified information within
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ten workigays afhe datéhe applicatialed with thecourt.

Telephone Suﬁ}eﬁﬁ%ﬁ;{ F@g\gﬁg&gt?&er?}nﬁ:ﬁé?gﬁ/ﬁatters

-1, IProprietary Interestcard for filing by

name s!.

a.i SMITH, JOHN
A

[202-324-3300
c. 901 El "Avenue, Roo 300 | _ J dm_ uJd_

Albany, New  York

Holiday Inn
AL NDNY-1
| Instituted: 11-1-82

Discontinued: to be filled itater!
182-000
AL 187"12

2. Proprietary Interest cardfor filing by

telephone number.
92

202-324-3300
a. SMITH, JOHN
c. 901 Elm Avenue, Room 300

Albany, New York
Holiday Inn

d. AL NDNY-1

e. Instituted: 11-1-82

g.. ?59?8&6‘“%%39; to_be filled idater!i
h. AL 182-12 .

3. Proprietarylinterest cardor filing by

address.

c. 901 Elm Avenue, Room 300
Albany, New  York

Holiday Inn
SMITH, JOHN &#39;

Sensitive
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202-324-3300
ADNY-1 -
Instituted: 11-1-32
Discontinued: to be filled in later!
182-1000
AlB2-12 &#39;
facility. 4. Proprietary Interest cardfor filing by
C. Holiday Inn
901 EIm Avenue, Room 300
Albany, New  York
SMITH, JOHN
202-324-3300
ADNY-1 &#39;
Instituted: 11-1-82
Discontinued: to be fithed later!
182-1000
Al32-12
~92.
I Examplesf Proprietar In erest Cardgor TESUR N
Covera%e imitle IPI érlm na atte%'l% orenan rson
Owns, Leaskgenses, odDtherwise Ho@sssessorhnterest in

the Property Subjected to * the Surveillance

Proprietary  Interest card for filing by

name s!.

3.

b.
C.

SMITH, JOHN
d JONES, SARA
" 202-324-3300
901 Elm Avenue

e «Albany, New York
ABC Trucking Co.

f AIDNY-1
"  |nstituted: 11-1-82
Discontinued: to be filled in later!

gt  182-1000

Ufga h AB2-12 &#39; &#39;

ram A,



&#39; 1 e
5.
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Part Ii 0 PAGE 10 -60 .

I al S|
of SMITH, 1k gajﬁ%ﬁe%*ﬁﬂéjﬁ%‘g%ﬂ%edf?@%@“ﬂﬁfd%_%ame

a. JONES, SARA

SMITH, JOHN
b. 202-324-3300&#39; A

c. 901 Elm Avenue
"Albany, New York

ABC Trucking Co.
" H[&#39;_AL NDNY:|_* ¥D W 4* &#39; kw A
e. Ins_tituted: _ II-1 82 _ _
f. Discontinued: to be filled in later!
g. 182-1000
AL 132-12

il e, PTOPrietacandideung st |

b. 202~324-3300

3. SMITH, JOHN .
JONES, SARA

c. 901 Elm Avenue
Albany, New York

ABC Trucking  Co.
d. AL NDNY-1

e. Instituted: 11-1-82 _ _
E. Dlscontlnued to be filled in later!t
g. 182-1000 &#39;

92 n82-12 &#39

a

4. ProprietaryInterest cardor fitiyg

address.

c. 901 Elm Avenue

@%@I@ny’ Truc(i<vi'anoIr

2/18/98#39:; /@
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a. SHOHN

JONES , SARA

202-324-3300 r
AL»NDNY 1&#39;

Instituted: 11-1r82

Discontinued: to be filled in later!
182*1U00 *

AL 187*12

Q &#39; T 5. &#39;Pf6sfi-t-fY | t=T-8twb f gfbfifilingml
facility. -

OEa9: c.ABC  EW{"AGenue

Alban New. _ York

JONES MM

202-324- 3300

AL NDNY-1

Instituted; 11-1-82 1&#39;
Discontinued: to be filled in later!
182-1000

AL 182-12

| Examplef Proprietarynterest Cartbr HISUR

Coverage inTitle III

e~ L Proprietary Interestard forfiling by
3. SMITH, JOHN
b. rusun &#39;

c. 901 Elm Avenue, Room 300
Albany, New York &#39;

Holiday Inn
d. AL NDNY-2
e. Instituted:
g E. Dlscontlnued to jE)e ?ﬁed in later!
. h. AL L82 12 &#39; &#39;
A
Sensitive
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2 Proprietary Interest cardfor filing by the

901 Elm Avenue, Roon300
Albany, New  York

Holiday Inn
SMITH, JOHN
HISUR

ADNY*2

Instituted: &#39;11-1-82

Discontinued: bedilledn l-ter! k

18231000
AIg2-12

3 Proprietary Interest Card for filing

Holiday Inn
901 EIm Avenue, Room 300
Albany, New  York

SMITH, AOHN
MISUR

ADNY-Z
Instituted: 11-1-82

Discontinued: to be filled ikater!
182-1000
AlB2-12

_d! Ex le of Proprietary .Interest Card for MISUR
Coverage InvoIV|n@,\/ehfilcr:?é3 Pin 'Irltlep CVrlmlna Matters

1 Proprietary Interest ciard for filing by

SMITH, JOHN
HISUR

VIN |IA2345RA789
Al. NDNY-3 &#39;
Instituted: 11*1-82

Discontinued: to be f111ed ifater!
182-1000
AIB2-12

Sensitive

PRINTED: 02/13/98
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2. Pro rprletany\terest cafar filingby the

vehic}(/e identification numbe

1
VIN 1A2345RA789
SMITH, JOHN-

nrsun
MANDNY 3

Ins_tituted; _11-1-82 _ _
a%@'sig&ﬂg%?g—'_— ,,tOJbe filled in '_aF? r|! _&#39:14

AIB2-12

Nocard forfiling — underthe gqdressis required in matters involving

-a motor vehicle.
f Proprietary Interest Cardsfor CCTV
Coverage |rConnect|ona\WRI$I%LFF5 8over
- &#39; 1. Proprietarylnterest cardor filing by
&#39;name.
' SMITH, JOHN
HISUR
901 EIm Avenue, Room 300
d Albany, New5York
* Holiday Inn
e. AIDNY-3 &#39;
Instituted: 11-1-82
f. Iljsiggl%r(‘)l(t)ilnued: to be filled in later!
ﬁ Al82-12 1
. 1 _ iy 92
address 2}Pr - oprietary Interest card for filing b
C-
. Algany
Hollday In ;
3- SMITH, JOHN
H?IY b_ <1 MISUR

~ ANDNY-3
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Partll ,, PAGE 1064
e. Instituted: 11-1-82
fDiscontinued: to be filledin later!
g. 132-1030

h. 182-12

3. IProprietarinterest carfbr filing by the

facility.
c." Holiday Inn
901 East Avenue, Room 300
"4t Albany; NewrYork
a. SMITH, JOHN
b. HISUR
4. AL_NDNY 3
dnstituted: 11-1-82
fDiscontinued: to be filledin later!
g. 132*1000
h. 182-12
J '”\}\ﬂﬁt sﬂygt&mshen Pro net Iféndare chepgfhedem
be kno } |5|format|on |$i ter %hould b drnl\slh
o FBIHQy alrte amende prepare ;

I Overhear Cards3-x*5-inch caadstained |n the
ELSUR indicesontaining tree _ name obest- known namoé all
iIndividuals includingn-U.S. pers cial Agerdssets,
informants, coo eratm esses etcwho ha r|C| eelgntronic

conver atlons |n drin theconduct ofa te II
Su ve P ? qure ur e
Ividua 8vefr ard es er Q tlme er v0| e
|sver ear e IN |V|dua |$)ve eardroore aume source,
a se arateOverhear card;h?uld besubmltted to FBIH%]BIeach source
iIrst time anindividual I1Is overheard. Athe ELSURdIces

malnt ined IHO wilinly contajpne Overh eqﬁd flrsttlme
i " C%1ear(d)Xaspecn|5|)c source,it will

an individualis ove
res onS|b|I|t of thef off to maintain retords aJI

tl\1le at' vidyal OV e?ata'%le:r ent

car alntalned IVI
é?ﬁ N mlttEE en

e |nd|V|o|ua ver earg lsnown @ nam ven
dlant a.partial namegode namel,ckname N h ear

L
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REN Ry
camin g gurv illans osmv ennﬁed\Nnh —
eC|C|n #ﬁlrod% onloqg% an it
verhear ¢ nsubmi eg eer ﬁar e LW
t e e rlles ate then to ove ource and
skequeﬂgeolw asf Trfnllrm cg ca td: ndividual
eco |eI ce d Ina Uontm
l%)" |nd|V|dua overh a yer ea[) ?I(Cfmt In t te on
conversatlont o nura e ne
sour Lfﬁ umber,if known d thef
num atte red
el o 5“ eriod gine,
eedcalenaar |rig aneaﬂ _
‘%’ﬁ%%%%‘ﬁ%@ ?ﬂi Hﬁ%ﬁd@ﬂ MG RBAIHQ VR each differe
accordance mgtruc missI0oi s
Example ofOverhear Cardin Title  1ll Matters e
o
. ”_._||
11, 52881 - Overhear Titldll, TESURr MISU&bverage.
| a. SMITH, JOHN 34
b. 12-7-81 92
c. AL NDNY-1
d. 182-111
e. AL 132-1
){addltlonamformatlodleld a:fﬁems necessar for £ 8-
J) e to B
abe r%xgthe ex nea rllet:tlﬁtatement the F IHQ N
as tﬁeresnﬂO o‘?a g'_gt}éduc edb Wie rec%.resi?ano (? 9
ffice ma reflect onthe Overhe%nd thehel er the 92-
offrce off ||r|g|n AnOverhear cgcepare .
appear as ollows: -
s1
a. SMITH, JOHN $-
bi&#39;.12-7-81
C. AL NDNY-1
d. 182-11
e. AL 182-11 E&H3RHAIN
5.00: as 1s2~12
‘wae c 1 (o
N ,1:é$&#39;.Ef’;
waage
92 &#39;.j92 |.&#39;-
E?
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e e i LR RleRa G P es
o¥ origin;to orwar theFD* g64%e % orlgln?or

informalion purposes is SU |ent
EFFECTIVE: 06/06/36

10-9.13 Marking  of Recordingsfor Identification
= ANbeePart ; gog.1. 06, u2f M BERE#3948 1

EFFECTIVE: 09/22/87

10-9.14 Loan of ElectronicSurveillance EqumdmlState and
{"8H#39:H" F&#39: Local Law Enforcement Agencies

| See Part Il,|16-7.3.4]dhis manual.

EFFECTIVE: 09/22/87

10-9.15 Submission of Recordings

H tImslt%uctlzoalsr r rdlnglofta%eﬁ'%\op
| B! Pz‘% el a btania " &

EFFECTIVE: 10/16/96

| -&#309;

Sensiti§&39;
PRINI/ED:
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10-9.16 Transcriptionof Recordings
|
FD-652 Transcrllotlon Re(}uest/ |ﬁij]'e éalostﬂguld

Eﬁcggboanﬁ’d%au s fowansclp %‘cﬂgp t?{he N

diseUssion/mecingrfaae, White subjeet COPIST i O
S i ff“%xfﬁ?gasengﬁp ettt hesac
e

B (i S &#fEQaIEeH &W@RSEEt%?% I8T1 T,If3F
of transcripts! feEoTaNgae CoNeapommaeralg. oo aton

EFFECTIVE: O4/19/91

10-10 .CONSENSWADNITORINGRIMINAL MATTERS

EFFECTIVE: on/19/91 &#39;

10*10.1 Use of Consensidnitoring iriminal Matters

_ Consensualonitoring the intercept
electronic dﬁwce any wireor oral communication €.t the

parties to the communicatiorhas givien consent to SUCh
monitoring  and/or-recording.

| Titl S tion 2511
from oié th grtle% &e%g(r:n'ﬁwnum& &mﬁgﬁ LR Ceorrésee%on
wuthm arexc%tlont e generafarrant require ocu

| ﬁ?ﬁ‘r] ormancghmre P@emﬂe%i%]qeiﬁgo%tseénﬁ%ol|ca¥m%%wres
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officer.is the consentingar tionally, th cons 92
olnstliutes @ccuratI g a&ﬂ?ljc'%] gc aBtS utlllzed
In a court in the event e| consent |sra|se
adminjstrative proceduneeds ocumemteohssurethe court

ﬁ tﬂarﬁflo S\q 1#39 lSS@S:(b,n 2H1MClE See MIOG, )

| Separate control files - Onefor telephonic
consensual monltonngand another for nontelephonic_consensual

- St R W matined &

- Eﬁrdgs@&h%%%e%&%&%@lvgI&ﬁ‘h]rgaﬁﬁ-m%g%?ﬂgﬁél files_will_belforrt

Inspection. | i)

'é matters mvolvm%the use of ClosedCircuit

Television CCTivVtonjunctiowith theconsensual monitoring 3
technique, refer dtso artll, 10-9.10!and 10-10.9 of this

&#39 12; man%%gg A

EFFECTIVE: 02/28/97 1Y
10-10.2 Monitoring Telephone ConversatiarSriminalHatters K
See MICRart [, 89 211!, 9111.3.2 !, 192-141; 3

Part11, 109.9]1, 16-7.4.1.1

An FD- 67Oj1mfkllst€:onse udonitorin Tel one

Criminal Mattefst recor eeplnlg ationa
requirements specifiedhe MIOG UR Workln
Gujde." Thisform is avajlable for o] t|ona useasaeference and
training aidto ensuradherence &il existing Bureau requirements.

"l SACs maythorize monitoringf telephone
conversations in criminal matters for the duration of the &#39;

STheShSn R N Ao P09 1 OB 75

Monitoring Equmerﬂhd malye” granted-und#ére conditionghat:
Agents should obtainvritten consentfor aﬂ

dia ST PR

PRINTED “0Z/18/98 §5aggs:
I'.?l &WW?M#W39;,WEW vf RN AR oS .' .




&#3!

R-:8.r 7 \J.
vZ Jensitive
Manuabf Investigative Operatlonsand(&#tﬁﬁlmes
Plart PAGHO

tain
axgent o the ep resento I3ESS COﬂSGﬂt

Thefact that the quarse nt|n leelined  to glvewrltten
(‘:e?{(]asgﬂt;h all?becor%egtslt?\tne FQ 4e72 ggglnsenttlp ry&#39;s
signature. Oncgne?\sent orrrhascbe%m) tainedit will nogoél ’

necessaryobtain  a separateconsentform for eachlnstancewhereln

conversatlo etbe monl&edmd/orrecorded It IS su fICI nt
t econse rms Si r eacimvesti atIOSDt?]n S dh
orit\van e

of cehasob t?l etﬁeﬁ nsensuabni

qcrtnatteo IC heau orityvag rante econsenting
FL%?# §?ﬁ“&%&seﬁt‘ort§t@ﬁ?&%éft}ﬁtﬁ%n%”dﬁhthrﬁé‘gw‘t“d'C'M*S”'Ct&
Eeansst Ya%’res?‘t?eugﬁﬁtﬁergéc.n&%ec nsent:

b! Prior to its _initial  use, the WSJSA
Strike ForceAttorneyfor the particular investig atlonln whichthe
malhitorin beutlllzegg%twid ano |n|ont aé}t
orecordlng

entrapmasiforeseen&s@8camththemonitori
of the conversationas an investigative technique. ThisS initial

concurrencgd®uld confirmednh writing. \Whenevarchang@

parties gQr circumstancescur, subsequenpmlon&iﬂtmuld obtained
andaonfirmed wrltlng SeeHIOGPart Il, 10-10.321.1

? |tor| nductedtsidéhe

|on|wh|c aut rlza ame |re ordlnatlothh

?Eoncur{ IVISIO % monltorlng_
|n|

ntin decllne ewritten sentWh l\co{gn
%g nforcem ersoneftw

OCCUI’ usUrrence edocumennt I%%
o fice of or not umentedthe leadoffice |

orwardlngherecordmg therequestingffice.|

diwuld estabhs?t éAﬁ e{%:%g}(g)g# ggllgnggr teIePa earlnc‘%?trr]tlwtgrﬂg 9

relatlveto theaut orlzatloan tilization of t Is procedurshould
urp se)f tBAC&#39;s

beretain on o ill. befor the
admini ?ratl % orr V{40 §) ecftion.

el Th 9 tbe  typewrittenco ted
|ts entlr ndorwaraz |cated )(ﬁeco oﬁ 0 t\a Eltor
T e In |cate

It nen nga te autortsr
W h Ch%?my i selnvestlgakt)tl n erelhﬁ)osh
onlan ont orgonsensuabnitoringut Orlt
ﬂb&#f’g%m& rova%p rgocumentmbnd: D % P&ﬁay
&#39. - g5heonly wherboth technlquesare beingusedin the same
.92
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EFFECTIVE: G5/10/96

10-10.3 Monitoring Nontelephone Communicationsin Criminal Hatters
" See moo, Part 1,7-14.64!, 9-7.z!,91-11.3.3,
192-15; Part 1l, 10-9.9 |, 10-10.9.31, 16 7.4.1; &

Legal Handbook for Special ~ Agents, B-3.3.3 .1&#39;

AD-671, Checklist- Consensual Monitoring -i

Nontelephone Crimin&latters! form, lists all recordkeeping and
operational requirements  specified in  the HIOG, HAOP, andthe "ELSUR

QigHBEE It NG At Htife T e imgau

9; requir

Sensitive
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&#39; ! Nontelephonic Consensual Monitoring NTCH! in
criminal matters  may be approved by the SAC, except when one or more
of the seven sensitive circumstancesis present. Requests for
authority to  conduct consensual monitoring when any of the seven
sensitive circumstances are present will be submitted to FBIHQ for
Department of Justice approval in ROUTINEsituations, and  can be
approved e SAC vainen emergency situation exists. EMERGENCY
situations are those wherein the monitoring igexpected to take place
within 48 hours. Emergency authority cannot exceed 30 days and
requests for extension will  be submitted to FBIHQ for Department of"

Justice approval. See |, 9'and OL!
&#39; Spgroval for routine nonsensitive NTCM usage or for -
emergency NTCH usage involving sensitive circumstances isto be

documented on Form FD-759 Notification of SAC.Authority Granted for
Use of CONSENSUAL Monitoring Equipment!. The FD-759is to be
typewritten, completed _inits  entirety and forwarded to  the

S?77A Heoditdtidine OB G,

--jW? Partll, 10-10. I'NTCM authority is  case specific and isot

I" transferrable to any other investigation except when the case file
under \wiméch authority was  granted isonsolidated or
reclassified. - -

SAC authority  tapprove NTCMusage iall butthe seven
sensitive circumstances may not be redelegated; however, an acting SAC
raathorize Agents to conduct routine.consensual monitoring, if
specifically and individually designated kikie SACto actin his/her
stead when tBAC is absent. BReG, Part Il, 10-9.11 8!.! The
sEitive circumstances are as follows: _

"al The interception relatesto an investigation  of
aMember  of Congress, dederal judge, amember ofthe Executive
Branch at Executive Ugvel or awove, a pehnson has served*in
such capacity  within the previous.two years;

b! The interception relates to anvestigation of
any public official and  the offense investigatedis one involving-
bribery, conflict of interest, or extortion relatingto the
performance of his or  her official duties. Public official is
defined as afficial of any ?ubllc aftity government including
special districts  as vasll | federal, state, county, and municipal

governmental units.!;

tggggg c! The Interelpémmomvesbigation

| - -.+&#39;F§- __
Sensitive. g,
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a federal law enforcement officia
"d! The consent 12

member of the diplomatic corps of . J&#39"
ing or  nonconsenting person 85 a

e! The consentiagoafgnnoncansenting person is or has
been  anember of the Witness Security  Program and that fact is known
tothe agencyinvolved orits off

fl The  consentif§™ §f¥consenting person is ithe
custody of the Bureau  of Prisons
Service; in cases where the individual isin the custody ofthe Bureau

of~Prisonseor the-Uhited-States M’
als~Sa/fe "the~fieldYoTfice We

teletymuesu rTg aUtﬂle.’sleZ LQ\Qnsual monitoring

devices on  grisoner, ora reque Stfor a furlough or extraordinary
transfer of arisoner, must cont ain the following information in
addition to that information set outin 10-10.3 9
iL. The 10c  ation of the prisoner;
&#39; 2. Identif  ying data-concerning the prisoner
FBI number, inmate identificatio n number, social security number,
etc.!;

3. The nec essity for using the  prisoner in the
investigation; &#39;

4. The name s! of the target s! of the
investigation; &#39;

5. Nature of the activity regemsted
consensual monitoring dawice, lough, extraordinary  transfer!;

6, Securit y measures to lieken to ensure the

prisoner&#39;s safety if necessary;

-7. Length oftime  the prisoner will  be needed
ithe activity;
i8. Whether the prisoner will  beeded asa

witness;

-9, whether @ prison redesignation relocation!
willbe  ngumssary completion ~ ofthe  activity; .

-10. s hether the prisoner will remain in the
,,3&_#39;.,
i i n
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custody of the FBI or whetherhe/she will be unguardeexcept for
security purposes. "

The authority of the SAGapprove consensual monitoringhen an
emergency situation exists does NOT alter the requirement for Rrior

DOJ authorizatiorto use grisoner whoisn  the custodyof the
Bureau ofPrisons BOP!or the United StatesMarshals ServiceUSMS!.
Accordingly, fieldoffices are required tocontinue coordinatiritpe.
use of grisoner, who_is thesubject of consenting_or nonconsenting
gg%rgtoring, through FBIHQ asset forth in MIOG,Part II, 10-10.3Aand

PAGE 10

_ -44 m__g! eThe Attorney General,~Deputy AGamenal, e
Associate Attorney General, Assistant ‘Attorney General for the
Criminal Division,  orthe United States Attorney in alistrict = where
an investigation is being conducted hasequested theinvestigating
Aagency to obtain prior  written consent for making aonsensual
interception in apecific investigation.

The presencef one or moreof the above sevenircumstances requires
Office of Enforcement OperationS0OJ approval.Additionally, all
requests requiring DOJ aBprov_alshaII be reviewed andapproved bythe
Chief Division  Counsel CDC! priorto  submission of the communication
to FBIHQulii& name ofthe CDGCstated ithe  requesting

communication.

I The Guidelines alsomandater8I&#39btaining prior
authorization from  the United States Attorney, Assistant United States
Attorney, Strike Force Attorneyor antiier  previously designatedOJ
attorney for the particular investigation iwhich the monitoringwill

be utilized.

I. The Director hadelegated authority tile SA®®
approve NTCHf verbal communications excepiilnen  circumstances
listed iHIOG, Partll, 10-10.3 ! above, arepresent. SACsmay
authorize NTCMsage for the duration of nonsensitive investigations
so long as the circumstances undemhich the auéisority ~  granted
l.e., the subject matter, the consentingparty or parties tthe
interception, and the judicial district wherein monitoring will take
place! dwt substantially change--the  authorization will remain
valid. Were dranges noted, consideratioshould bgiven by
the SACto determine whether or_not the NTCMuthority should continue
or new authority obtained. \Waere authority is  obtained, a new FD
759 must be completed.

I Consensual monitoring conducted outside the division

Sensitive
PRINTED: 02/18/98
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in which authorization was obtained requires ;yordination with and Ft
concurrence from the SAC ofeach division wh rethe  monitoring will |
occur. |Such concurrence musbe documenteeh writing by the office 4

of origin ~ ihot  documented bythe lead offi cein the EC” forwarding
the recordings to the requesting office.|

&#39;  Agents shoulabtain writtenconsent, documenigd
axecuted FD*473 Nontelephone Device Cons entt  faimenever &#39;
possible. However, oral consent  willbe  acceptaple in those instances

where thensenting party declines to give written consent. When
oral consent is obtained, at least Law Enforcemen®Dfficers one
of whom should be an Agent ofthe FBI!'shoul ¢e presentto witness

e* ~ »this~consent. The~fact that the-consenting~ party-has~declinedsto gives
written consent should be recorded on the FDO473 This form should
then be executed iall respects, with the  eyception of the

consenting party&#39;ssignature.

I Once the consent  form has beep obtained, it widt
be necessary toobtain  aeparate consent fo  mfor each instance
wherein communications areto  be monitored and/or recorded. It is
sufficient if the consent formis digned éaghstigation so
long as the office isontinuing to operate un er thesame authority "
and the subjects targets! and consentingparty! do not change. This )
consent form gleaflain vl such time as the consenting

party expresses the desire, either aally in writing, to &Special
Agentof  the FBI  to rescind the consent.

) ] I No exception 'ShOUId ) be made to executing and properly
witnessing the consent form inthe situation \hereinan  informant,
cooperative withness  CW!, a Special Agent any other law enforcement

officer is thensenting party. See  MIOG, pyy, 10-10.1 ! and N
I.I' The consent form constitutes an  acCurye reliaple, official

record that may be_utilized ina aourt th ¢  abent issue of

consentis raised or the administrative  proCegure  reeds be

documented to assure the court compliance Wigitie 18, USC, Section

2511 ! cl.As inany case involving CONSgnsyal monitoring, it is

essential thed consenting party be present atall times when the

monitoring equipment is activated.&#39;

_ 8! SAC or DOJ authority iseq_ uired in é'ointo erations &#39;
with nonfederal law enforcemerdgencies inwhich FBInontelephone
monitoring equipmentwill be used. See HIOG, Partll, 16-7.3.4 !

9l'In  requesting Departmentiof jystice DOJ! authority

for use of nontelephonic consensual MoNitorigyipment in routine L

situations when any of the seven gensitive ircumstances listed in iiﬁéwg..ﬂ
Sensitive
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MIO@artll, 1D-10.3 exists,it will benecessag/ usethe

following formatin” theld communlcatlo ty
AdministrativBatgmdrtion this crooidnjcation  the

con ent r%]té/ﬁlﬁldéntlfledmcg][’ot C%lmm é:‘ﬁ)l;ghtbys%ntl%cg

num
DepartmentSee MICEE;,rt 180r9.11 8! 10-10.3 I f!, above.!

isequested to utilize penic to
monlto md ?lvatecommunlcatam and
if groprlatens rt"andothersasyetunknown"'
connection with a&# character! Ra{®6r.

"QETAIB *"Bglgln Wg%’;%tﬁ?n\% cher h&%%&s t&at this-requestrr

uires rov
stancegquiresy harﬁ)tpfrov |. Providea stateme tthe
% IvVisiorCoun 8 Ifled nam asre é}g groved
the communicatifor legal sufficiency. Describazsckgroun

case--reasons why terce |s needed and whenand there IS
need Identify erso is to earthe deviceor IlndIC&te if
T fIX ewces tohﬁﬁ 8v ecor e ans.mlttI gose |rcu1t
er n erg wil c})elnsta e utomo lle,
|ce ornteac consentipgay, ndicatat will onlybe
“2‘?“”“ 103k SH%'SPW fabee?&ilf } or‘?’?a""”'”@{{‘:‘éms the
| u
g 89@/ econsent rtylgen |? enepers urce\{' Show,
(%j mmw trative %/ bh rH r informant,
n |ty Arna per owhos entltyls to eprotected
tvE\ngn emhttmlstratwe deviceto beuse nd
a |3>{ atconsentl rtws W|II|n to testi
court andwill executethe FD-4730r will give oral consen h|ch

Wltnessedhl_ytwo awenforcemenfficers, afe ghonold
be an Agent of the

i %egw@ﬁmcfycal AUSA karcé\ttorney

regardmgentrapmelaindspemflcally A gagj%rgvethe Lefe

ADMINISTRADAMAAI administrativedataddmuld showm this
section. Hereon¥should:he persorwhas to wearthe devicebe
idéntified pro ectionis sought'lby mame symbahumbesr

indicate ifixed device.

0! Whesnemer § atIOFEXIStSInVO|VIn%

sensitiv rcumstan%ar g uthorizatigis not require
Undesucltircumsta c’d?sa agppprowberequeshowever,

Sensitive
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ubs nt DQficationisequired within fiveywork daysd will
ﬁmn(ﬁga%y Il—D %on rece mﬁe }é’orm IQES %&mer ency
authority cannot exceed 3@ays andrequests for extension will be
submitted6BIHQ for Departmemif Justice approval. See !.!

1! All  offices shouldENSURE appropadtainistrative
1(__:ﬁ)ntrols ar? establlsheghto e_psure FBII—_I@dwsteﬁl_ 0 tggyres%lﬁs of
e usager c nsuahgnito equipmemwthin s . the
expwaﬂ%n o%&% and/or B%tﬂoﬁzatlon._?ﬁs anticipated
taat  extension of DOJ authoritywill be needed; ensuréhat the

regu_estjn teletyat)és receiveddtE IH(&jat least seven da%m'ior to
tegpiratio of"authority. Within 30days ofthe expirationof each

D450 RIS 2 SR A SR S eigAG T anFD-6211 NTCH
ivicrd8d VBIFER ™ Snie 5ps Seit e Bliecty ¥,

2! The initial opinion of the WRISA, or Strike Force
Attorney regardingimentrapment_andconcurrence in the use of the
technique shoule confirmeaoh writing. Whenevercaange in
parties or circumstances occushsequent opiniosisould bebtained
and confirmedwvriting. See MIO@art Il, 10-10.2 1! b!.!

-

EFFECTIVE: 09/17/97
10-10.4 Deleted

EFFECTIVE: 12/16/88

[JI0-10.5 ELSURnNdexingtonsensudlonitoring Hatters

) The ELSURsupport employee in each field division wil]
index, @upervise the indexing of, and review all ELSUR cards

c%nsensual monit rénlgnatters, rior ttheir . submissionbBIHQ.
Thisi1$o  ensurethht S complete, accuratand in a
' X

format specifiedherein, For indexi roceduresfer to. the "|nde
GurlT(}e" af\)/allablat eachﬁe?c‘ oﬂlce rt}%’rgug tqrijl e Assstant)ELSUR
support employee.!In consensuamonitoring mattersall ELSUR

overhear cardsvill be typewritten. Two original cards will be

t prepare't'al, on® erwarded to FBIH@r inclusion in the FBIHQ

Sensitive
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ELSUR Indexand oneto bweaintained inthe field office ELSUR index.
If the information appearingpnan ELSUBard  classifiable, the
card mustmdassified” "~ in accordancesidndard classifying

procedures.

o I Overhear Cards"3 xf5 cardsmaintained the ELSUR
indices containing the true name olbest-known namgall individuals
including non-U&rsons, Specrdents, assetsformants,
cooperating witnesses, etc.! \have participated in _ conversations
intercepted duringthe conductof aonsensual monitoring matter.

Only oneOverhear cards required per sourcefor any individual
overheard, regardless of the number of times his/her voice is
overheard:" If"the~individual~is overheardon morghan onesource,*a~w ~
separate Overhear card should be submitted to FBIHQ for each source

the first  time an individual is overheard. As tB&SUR indices
maintained at FBIHC%»iﬁly contain one Overhear cardthe fiiste

r

andividual is overheard on a specific source, itwill  be the &#39;
&#3g 3 1S onsibility of the field  dfiice maintain records of all
.. Subsequéent overhefatisattividual  over thesame source.

3.-  Accordingly, the field office  shouldenter tbate  of subsequent
overhearsdhe card maintained on the individual in the fflice
ELSUR indicesOverhear cardare only submitted if the identity of
the individual overheard isknown odull name isgiven. In the
dhant artial name, code name, nickname or alias overheard
during.an electronic surveillance ipositively  identified with a
specific individual through investigation-aor further monitoring, an
Overhear cardis then submitted t6BIHQ. The overheardate will be
tharliest date the individual was monitored ovetbatirce, and
all subsequent overhears determined to hdentical tthat individual
should be recorded onthe field office ELSURcard. In addition tthe
name of the individual ~ overheard, Overhear cards contain the date on

conversationtptaice; the control number a33|%ndme
source orthe word"Consensual”; thgechnique "telephone’or ,
"nontelephoneg” spelledut!; Bureaufile number, if known; and the &#39;
field office  file number. In consensuamonitoring matters,Overhear
cards are prepared on winfEx cards. All Overhear cards will be
submitted t6BIHQ, in accordance with instructions for the submission
@ELSUR cards, within a reasonable period of time, not to exceed 30
calendar day®llowing thefirst instance an individualis identified
as having been overheard aasrh different ELSUR installation.

|[Examples of Overhe@ard iConsensual Monitoring
Matters" _ -&#309;

. -Nipt
f~¢34 L
¢3 a! Overhear Consensual Monitoringlelephone

~¢ggr

iSensitive
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I BMITH, JOHN &#39;
b. 12-7-82

c. AL CH# 10Telephone! oiConsensual Telephone!

d. 182-111
e. AL 182-1

b! OverhearConsensual MonitoriNgntelephone

. SMITH OHN

12:7-827°™" &#39; a
- ey n5nA1_l5C,:al§lc# Ngnteelfeprmnébm@saal 4,

d. 1s2-111
e. AL 132-1

' Any additional information _dield = office deems
necessary fomclusion onany typeELSUR cdyding forwardeo

B0 be Iabeled on th card an expla ed |n rief stateme t
in the FD-664A s nexa e aauXI aryo ce su |tt|n ear
i cards to FBIHA3 thaesult ofda. SUKRonductedt e re uee

another field offlce may wish to reflect on the Overhearcard the file
number ofthe office of origin.- An Overheatard preparedn this

manner would appear as follows: _

3- SMITH, JOHN

b, 12-7-32
c.AL CM# 12 Nontelephone! or Consensual

&#39; Nontelephone!

d. 132-111
e. AL 132-11
f. 00: B82-12

It would not be necessary forthe auxiliary office.to pmglaalse
of the Overhear cardsfor inclusion inthe” ELSUR indenfthe office

of origin; to forward a:oPy of the FD-664 tahe office of origin for
information purposes is sufficient.

Sensitive
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EFFECTIVE: 12/16/83! 1
|0 10.5.1 Administratioh ELSBRcords Regaltdiognants and
Assets
~ I Title 18, USC,Section 3504, allows alaim tbe
made fordisclosure of ELSUR informatidn.in any.trial, hearing, or
qihmreeding in or before any court, grand jury, department,
officer, agency, regulatory body, or other authority of the United
States...." Discovery motions may be madeby a defendant ithe
-_---e ~ proceedings,-or-on behalf~of~witnesses,~and-attorneys-providing -_ 1%
representation. However, ina motion for  disclosure of ELSUR
information involving aource who participated in consensual 71

monitoring, aesponse by the government doemt necessarily disclose -
the identit of the source consenting party! and/or the confidential if
nature of the relationship thatividual had with the FBI exceptin L
situations wheredeterminationisnade by theappropriate authority
that source disclosure is relevant tthe  proceedings.

3,L8

Every effort vad_made by FBIHQ through liaison  with
the Department of Justice  tprevent disclosure. .

| To preventunwarranted disclosuresthe foIIowin?
procedures atbe ‘used whemsourcas garty aonsensua

monitoring:

o a! Communications to FBIHQrequesting consensual
monitoring authorizationare to identify informants or ets
symbol numberor other appropriate terminology. 1

bl In the execution of the required consent form

FD 472, FD-473the true name ofthe consentingparty is to be used.
When the consenting party is aource, the original  ofthe executed
| form iso be retained In the|evidence]section of the source&#3913in

file.

c! On the FD-504 Chain of Custody-Original Tape

Recording! envelope, the true name ofthe source isto be set forth in

the ed for the entry, "Identity  of Persons Intercepted.” 3
The completed FD-504 is tbe  maintained in alimited or restricted

access location infull compliance with the instructions  set forth in

Part Il Section 10~9.8, of this manual.

d! Neither the true name nothe informantsymbol

Sensitive 8
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number isto be set forth dhe FD-192| Control of
General/Drug/Valuable|Evidence! form.

el ED~302stranscripts, etc., pertaining to .
consensual monitoriraas to %Ie_é)repeﬁedno} md?ntalned gompllance
with the instructions detth IRPart |, Section |37 10 ofthis

| BUide-Frai” thelintfodiction. Setiaheroreign

Counterintelligence Manual.Because othe nature of consensual

monltlorlné], particularly whe imiﬁ%_ number ot:onversaaws are
{ vo(ye .Strlfﬁt rencet lines Is essentialo protect
e Identityf thesource. .

fl Overheaards ate berepared fdl Z
reasonably identified participants to a:onsengaaﬁyp monitored

conversation, includingthe consentingparty. For sources, boththe
Q antthe field . office cards are tbe Igrepared forthe true

FBIH .0,
name s! dhe individual smonitored. Excefar required
gtassmcatlon markingsapplicable, no additionalnotations areto

= PersoBrth on the cards sabmitteohtoFBIHQ_t('hndicate_the monitored
A% tothelS ®ourcedo indicate thathere isany uniqueensitivity
consensual monitoringonducted. Sucrnaveatsrhaweve(rﬂo . be

placed on the field office ELSUR cardshut must be documentedo
%Si(n:éﬁc serial wéilgtts the needor andduration ofspecial

I The airtel ts FBIHOQ FD 6@ficlosingstsun
dards sources s to be prepared andsubmitted as outlined’in
Section 10-9.5above. The names beinmmdexed byeach cardenclosed
pill be listed onthe FBIHEQpiesihe axattly  asthey

appear dhe  ELSUR cards. Exceptfor required classification
markingsmoplicable, no additionahotations aréo beplaced on
this airtel D-664! tandicate theenclosed overhezardsrilate
aource. The copyof this communication toh@aced in the field

ofice  gybstantive file is to be redactedzs to reflect the symbol

number  of the source rather thanthe true name.J

. h!  Eh&BRal igot  to be indexed to nor
submitted fraan Informarr ass fﬂe. @hﬂ){nﬁ IS to be
done re ectlrngheQWe substantive cas@e.g

! For additioniiistructionshregardinftig)rmant
Tii cti ?I',]Ptl,s ion 137, of.thi
K &M[lg"ﬁ‘r aﬁaalons%?, yeNationa %nrégﬁflg'esn(r:ng art)(g):jrram]
-Kg anua

Sensitive A
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EFFECTIVE: 10/16/96 .

10-10.6 Use of Convéensmzki)nitoring iNational Securitjatters

_ Refer to Foreign CounterintelligenceManual, Appendik,
Section IV.F. -

EFFECTIVE: 12/05/as

10-10.7 Pen Registers DialetNumber Record&te MIOBart I,
[10-3, 10-10.11.3]&16 7.4.6.!

' The Electronic Communicatiofsivacy Actof 1986 1
Act!, aamended, regulates the use of dialed humberecorders and
_ the pen register technique Title 18, USC, Sections3121-3127!. The oc
-5 Act codifiesexisting Departmeot Justice DOJ! palicyof obtaining
aourt order to authorize tmstallation and useof gen register
and sets forth tpeocedure  for seeking such anorder. It  is not
necessar?/ to obtain aourt omtien ttedephone user consents to
the installation of the penregister device.

!_Jilﬂaw enforcement agenaiegequirednder Titlel8,
USC, Sectidi2l c! to install and Use technologhat is "reasonably
available" in order to |ima information obtainedlomapen
register to "the dialing and si nalling% information utilized  in call
processing” onlyhe numberBaled to reach thecalled numbenot
additional numeé |¢aé%sargemﬁles!._ uclrweglg er _ technology
IS not now available.Wherttechnolagyevelopgdihe Engineering

Section, Information Resources Division, will acquire and distribute
same. _ &#39;

al . Cell Site Simulators: This provision doesnot
affect DOJ/FBbpolicy dhe use of digital analyzers and cell site
simulators. No court asder  required to use these devices to
acquire cell site da&lular telephone ESNor MIN, or other

facility-identifying information! when obtainedthout involvingthe

telecommunication carrarotttermediary. Howevegen-~ §
register or trap and toader is needed these devices are used

to obtain numbers dialetlo drom aellular telephone i.e., call
~ T 39PRocessing information!.

.9:2§,|:92
92357 --5?5&#39
Sensitive
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Under Section 312l c!, aen register orde for aellular telephone
is limited to acquiring call processing iN¢,;mation. Additional non-

content information,  such as cellulartele  none ESN or MIN,  cell site
sector information, or other location type "information may ~ be
considered "arecord or other information - I

. . . pertalnlng to asubscriber
and obtained from aelecommunications Carrierpursuant to aourt
order under Tile USC, Section 2703 d! | " siantto avarrant
or consent of the subscriber or customer. ’

|| '|Supervisory personnel ar€gensure  thatthe use of
. the pen register isnot  substituted for Other logical investigations.

1

Priorto  requesting that an attorney for the government apply for a
pen register~order~under~the ActT the case  Agent shouldwsubmit~a - e
memorandum or other appropriate communicatitml.iabd by the
supervisor, to the case file and tothe peegister control file

setting forth ~ the reasons for pen.register  ,se and  documenting the
asis tetements  to be made_in the,jjicaiion, It the United
States Attorney or Strike Force Chief requresa  written request
specifying the factual basis forthe assertionsin  the application,

copies of_the letter rhay designated to the above indicated files in
lieu of & separate memorandum. Thabovej,siyctions apply to all
instances wherein gen registeris  to be g whether aloneor  in
conjunction with  the interception  of wire o gjectronic communications
under the provisions of the Act. ~AIDivisi on Counsel]should be
consulted if thereis any question asto tpe sufficiency of facts
stated or  whether the existing faots Stated ananner  which
would clearly warrant the assertions made inthe  application for the

order. Aopy of eachorder obtainedmustye filed  ithe  pen

register control file.

&#39,' !|Pri0r tthe actual flllng of applicatipn for a
pen register order, the case Agentisto €nsurethe availability of
equipment within  his/her field ~dffice. the equipment is not
available from the existing offi@nto ry, e TAor  TTA
should be requested to make appropriate Contact with  the Operational
Support Unit, Information Resources  Divisi on to  secure equipment.
Adquests for pen register equipment Mt he confirmed in writing.
1 * -

|| !]'The Act requires the Attor,ey ceneral tomake  an

1ig

n

annual report  to Congress onthe number of pen register orders applied
for Bgw  enforcement agenciesof the DeRment. Doy has advised
the FBI by memorandurof this  requirement .4 has requested quarterly

reports on . pen reqiste usage. Court-orde dpen register usage  must
F a I 8 % expiration dite
. . yalta requirements and"
stan iaed_simp

a8 MiNg,  the féfrm airtel captioned
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"Pen Register/Trap and TraceUsage" FD-712rbast. wused. If an

. order is obtained,butrextual _coveragediny lines is effected,
then  submission is required. These reporting requirements do not
apply to penregister usage effected uhder provisions dhe
Foreign Intelligence Surveillance Act. .

- ] it should be notedtied same telephohee which
“carries the electronic  impulses signaling the number which has been
dialed also carries voice transmissions. Therefore, supervisory
personnel rastre that all FBI andnon-FBI personneloperating pen
register equipment solely wnder pen register order be informed of
tabove and warned that audio monitoring equipment must rmver

utilized imonnection with pen"register coverageaitlephone linegl**** ™ "x

EFFECTIVE: 10/23/95

::8n 92| Hxigehcy Provisions 92

S»
no If an emergency situation exists wherein time  does not

permit the obtaining of aourt doder gen register, any Deputy
Assistant AGemeesy or Higgpartment afustice official

g mayauthorize the installation and use of a pen register prior to
obtaining a court dtdevever, _the speciftic provisions ofFitle
18, USC,Section 3125, rhast  satisfied. These provisions state:

_ ~ I'Notwithstanding anyaqil@rision  dhis  chapter,
any investigative or law enforcement officer, specially designatedby
the Attorney General, the Rdfhey General, the Associate

T Attorney General, any Assistant Attorney General, any acting Assistant
Attorne?/ General, or any Deputy Assistant Attorney General, or by the
prosecuting attorney any state or subdivision thereof

principa _
_ a;]ctlng garsuant — atatute of thadte, who reasonablydetermines
i that :
lla! amergencituation existghat involves
7. immediate dangeoof death  dmwdilys
injury to any person; or
2. conspiratorial activities characteristic of
, organized crime, . _ .
egg@uwﬁmtallammdotpereglstartmpd
- Sensitive"
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trace devicebefore arorder authorizin&;;uch installationand use
can, with due diligence, be obtained, an

PAGE 1Q;

. b! there are groundsupon whichgrder  could be
enteredihder  chapter taa_tﬂorlzepsua\:’tvlsta ation anaise may
have installedand use penregister or trap andtrace devicef,

within 48hoursafter installation hasoccurred, obegins to.
occur, anrder approving the installation or use is issued In
accordance with Section 3123 of this title. -&#39;

_ I In the absence o&n authorizingorder, susd |
dhatiediately  terminate whehe informatiorsought isobtained,
whenrthe application for the"order is"denied"or"when"48&#39;hours have"
lapsed sincéhe installation of the pen registeror teaqul  trace
device, whichever is earlier.

I The kpowing installatioror useby anyinvestigative
daw enforcement officerof gen register or trap and tcesec
ursuant to ! above without applicatiorfor the authorizing order

\F/)vithin 48 hours of the installation staiktitute iolation of
this chapter.
In dbsence, "emergency"” pemegister provision mirrors the

"emergency Titlell" provisionfound inTitle 18, USC, Section A
2518 " However,thege  several differences.First, the number
of statutorily designated DOMicials whomay approemergency use
of pen register deviCes ikederal investigations is "broadenéd to
include "amMyssistant Attor eral, afAgting Assistakitorney
General, omany Depu#ssistant Attorne{senéral.” Secondjnlike
Section 25181, the emergenqyen register statute doesnot include
emergency situatioim/olving "conspiratoriabctivities threatening
thational ~ security interest.™ In those rare situations \alnere
"emergency" Rene ister would be requiredfor use in situations
threatening thanational security,consideration shoulte given: a!

to utilizing™ the emergenlg_ visions oftkRereign Intelligence
Sur\felllance!brﬂ_ 1978 ,TéA ates B}en registerdevices .
agell adectronic surveillance terceptions national&#39;security
investigations, wittlde criminal espionagecases; or b! to
emphasizing thathe situation, although threateningthe national
security, either  involves ammediate danger of death @erious

physical ~ toany personor tttee  situation concerns  &#39;
cons[plratorlal activities characteristic ofor%anlzed crmes.g., a
terrorist group&#39as to bomlauilding!.  @burse, If

investigative orlaw enforcemaenfticers are dealing withthe _
telephone subscriber customeruser!, the customer&#39;s cagsent,
indicated inSection 3121 b!'!, is sufficient, andacourt orded

- Sensitive
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not be obtained.|
1

EFFECTIVE: 01/22/90

10-10.8 Electronic Tracking Devices| See MIOG,-Partl, 7 1k.6 5!,
.9-7.1 1 11, 10-9.11 9!, 010.11.1.] &#39;

g Electronic &#a%&nl de ces,&#39;

mbycg%ﬁn Er aﬁ% Smpstﬁe@stlwgih%*ﬁm@ch Vil %s,c_...

aviees specifieally excluded from Title uirements because
of the  manner in&#39;whichthey function and the limited privacy ¢
implications related to their use Title 18, USC, Section
2510 2! D!I. However, in tbivsemstances where aourt order is L
required, Tige USC, Section 3117 provides for extrajurisdictional
effect. That is,a  court order issued by  gudge anagistrate may
authorize the use of  the device within the jurisdiction of the court
and outside that jurisdiction if the device imstalled ithat
jurisdiction. The Department of Justice has interpreted this section
to mean that qusgh is valid aftside the court&#39;sjurisdiction
both inside&#39;andutside the jurisdiction of the |Bidtss.

1 On Vehicles

alA  searchwarrant isnot requiredto install an
electronic tracking device dhe exterior of a mekhicle in a
public place, and the device may beused to monitor the vehicle&#39;s
travel over public roads. A peaseling ian automobile on
public highways  has nmeasonable expectation of privacy ihis/her
movements from one place to another. Since no search  aeizure is
involved ithe use of this technique, no quantum of proof i$
necessary to justify its use. Likewise, a search warrant is not
needed continueto  monitor the  device after the vehicle  enters a
private area,.so longas theauto rhay visually observed from
adjoining premises. Ifthe  vehicle enters a private garage hidden
private compound, @aearch warrant should be obtained if monitoring is
to  continue.

&#39; bl The samegeneral rule  hasially been applied
tothe use of tracking devices on aircraft. -
.r-2
739 I Other Personal Property
85839,
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| "a! Electronic trackidgvices oftane placad W

various ty?es of personal property and then used to monitor the
location of the suspect and the property.- &#39;

b! Placement of an electronic tracking device

inside personal property lawfully  accessible to the Government is not a

a search under the Fourth Amendment. Likewise, monitoring the device

vindle property is in a public place, or open to.visual

observation, even though it is @rivate  property,is nota search.

However, monitoringthe device once it has beentaken into private

premises not open teisual observationis a Fourth Amendment search “92_

which;~in the~absence-ofian emergency; requires-a search~warrantr ~Ita

isot  generally possible atthe time of installation of alectronic

tracking device to anticipate  the route and the destination of the

property into thich as beenplaced; and there exists arisk in any

case that monitoring the device wthile ifocated  inside private

premises will become necessary. Therefore, a@earch warrant should be

acquired prior to the installation and monitoring of the device,

unless an emergency existswhich renders such acquisition

impracticable. The application for the warrant should set forth ! a

description of the object into which the device isto be placed, ! 2T
1 the circumstances justifying its  use, and !the length of time for

which thesurveillance’is requested. Becaus®f the \@riety

situations in veleckronic tracking o_Iewc_esmaa/ beemployed and ¢

the need to maintain proper controls ovei thee,|SA - )

authorizationwititumented concurrence dhe PLAnd theAUSA [is

required before such alevice is utilized.

.59

EFFECTIVE: 02/27/95

09 piineta] SBaSES TR D 101

I Department of Justice DOJ! regulationgrequire that
PRIOR AUTHORIZATIObDE obtained for all Gaiillances for law

enforcement purposesThe level of such authorization widlry with
the circumstances under \iiigh technique viod employed. o M_
~12
t ~!'Authorization ~  forthe use of CC&¥ not _
automatically conveyauthorization for the useof any other technique
".&#39;
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e.g., audio monitoring!, either by itself loonjunction Wi

use of this technique. The useof such additional techniques must be

specifically requested dghe  properlevel of authorization; mest
all requirements asset forthin this manual regarding the use of that

technique;andst  be specifically authorized prior tolits use.|

&#39; ! A separate control file for CCTV matters should  be
established in each field office aappropriate documents relative to
instructional material, authorization, and utilization of this
technique should  be retained. This control file will be for the
nlé{) ose of the SAC&#88ministrative control anq for review during

EFFECTIVE: 05/08/95

10-10.9.1 CCTV Authorization - Criminal Hatters See MIOGPart |,
-53, 9-7.2.1 Q

i |1t should be nb&=d use of HAND HELD VIIRECORDERS

NOT to be confused with CCTV surveillance wherein  the camera is placed
in aemote location and generally concealed from view.

I'For CCTV surveillanceof events transpiring in  public
places, or placesto whichthe public has general unrestricted access,
and where the camera can lmaced in @ublic area, or in area to
\iinéch surveillance Agents have nontrespassory, lawful access,
delegated FBI  officials may independently authorize CCTV surveillance
without the  need notify the DOJ either before or after the
surveillance. -&#39;

LAl CCTV monitoring requires the approval of the SAC,
following mandatory legal review  and concurrence of the Chief Division
Counsel CDC!. The SACmay authorize the use of CCTVforthe duration

of the investigation under the following circumstances:

_ - (ETV  camerais located in gublic aea
in docation uhder exclusiye possession and control of the FBI
AND the areato heewed ian exterior public area or anterior

common areaabsent aeasonable expectation of privacy. Some examples

o e samerals I B rioT doamhd” ?rﬁ"%‘e“’é’&aamﬂakg- _

o IS _"H o | | o
&mpeassAND the doea be viewed is gublic  hallway in abuilding or e
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lobby of  an apartment building, motel, bank or  the like. The CDC
should be consultedin  all cases involving the nonconsensual

monitoring of interior commomreastdetermine whether any
circumstances exist wehéete an expectation of privacy.

| b! the CCT\tamera is located on private premises,
but no trespassory entry isrequired to install the equipment because
consent to installhas been obtained from a person with gossessory
interest in the premises AND the area to heewed isan exterior
public area or anterior commordae&ing an expectation of
privacy; and

*e in situations*where"there is*nontrespassory or*

consensual placement ofthe CCTV cameraandthe areato be viewed is
the interior of private premises or aiheas where aeasonable
expectation of privacy otherwise x> consent has  been obtained
from a participant ithe activity to be viewed.

Incases which [wessitive or unusual circumstances the
, 3 concurrence of the Unit_ed_ States Attorney&#39;sOffic_e USAO! should also
'V:.&?_e_,g;* be obtained. The opinion of the USAO, if required, dball

confirmed.or obtained in writing.! _

Before conducting CCTV surveillance outside of the division from which
authorization is obtained, Agents must coordinate  withand  obtain
concurrence from the ®AC each division win@néoring vaidcur.

Such concurrence must be documented in writing by the office  of origin
if not documentediiie lead office  inthe HE&warding the

recordings to the requesting office.|

SAC authority to dp@iiove surveillance may not be redelegated. In
the SAERHI;S however, individuals designated as "Acting SAC" may
exercise the  SAC&#39;s authoritip approve CCTV surveillance  under the

7

ab@eenstances.

I Documentation of the atedads, brief background
concerning the investigation, and the authorization ofthe  SAC must be
set forth inthe field office ELSUR Administrative Subfile  tthe
substantive case file, with a copy designated for the field office

CCTV control file. Form FD~677 Documentationof SAC Authority for
Closed Circuit  Television CCTV! Usage-Video Only! will be used for
this purpose. In those daseling sensitive or  unusual questions
or circumstances, the substantive desk at FBIHQ is tbe notified.

, ! Video Surveillance Winene is  Reasonable
Expectation of  Privacy. A court order  is required forthe useof CCTV

"Sensitive
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in ALL situations where a reasonablegexpectation gdrivacy exists

either ithe place where the damera tbe installed, or in the

place to be viewed, and appropriate consent has not been obtained. If

judicial authorization is required only for the installation of the

camera e.g., because the surveillance is ofa publicarea orplace E
where the public has unrestricted access, or because consent has been

obtained from garticipant ithe activity to be viewed!, prior DO1
approval is not required. &#39;

A CIALL  situations where thereis  aeasonable expectation
gdrivacy ithe  area tbe viewed and no consent has been granted, a
curaer and [miod approval is required. CDC review and SAC

&#39;a fJipif rd \Ba# 38T TdE Vit Si&#IWIBEIROEC"Oi 18BN IHBEHINFBIC &#39;18#39;.
AUSAdIDOJ prosecutoris required pdor requesting DOJ approval,
The application and wldeuld be based an  affidavit that
establishes probable cause to believe that evidence of dederal crime
vioid obtained through  the surveillance, and should include:
-1'?$'1F1- al  @articularized description  dhe premises to
'.ggs be surveilled;

92"

&#39; b!  the names dhe persons expected tbe  viewed,
if  known;

&#39; c! statement dahe stepsto betaken toensure
that the surveillance will be minimized to effectuate only the
purposes for which the orderis to be issued;

&#39; | d! a ghatving normal investigative procedures
have hded and found  wanting, or aretoo  dangerous temploy; and

-el statement dhe  duration of the order, which
shall not be longer thanis necessaryto achieve the objective dhe
authorization, nor iany  eventlonger than 30 days. -

1. When CCTVi®o  be used INONJUNCTIONWITH
Title I aural surveillance, th#idavit supporting the aural
surveillance may, igppropriate, also be usedto supportthe video
surveillance order. In such cases, DOJ policy requires  a&eparate
application and order prepared by the appropriate United States
Attorney for  the video surveillance, in additionto  the usual
application and order faural surveillance. .

&#TY;>t . &#39; 2. See Part IBection 10-9.10 dhis manual

Ti"l\ﬁs_&%%r guidelines regarding Title 1l electronic surveillance.

. .153:. -

51;:-3;
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! Documentation of Consent
- al _In tb'msetjons _ i.e.,noppublic areas where
aeasonable expectation of privacy exists! requiring the consent of
an individual to view and/or video regord, use cZCTV equipment,

any activity the consenting party may have, Agents should obtain
written consent. This consent should be documentedi®xecuting FD?
473a Closed Circuit Television Consent! form \possibler

However, arahsent viodl acceptable in  those instances \tinere
consenting party declines to give written consent. When oral consent
isbtained, at least law enforcementofficers one of whomshould
be anAgentahe FBI! ¢bwuld presenttwitness thensent, and

t E fSEtCthat_theTconsenting"party&#39;has declined&#39;to give"written |

consent dteuld recorded dhe FD 473a. This fehould then be
executed in all respects with the exception dhe consenting-party&#39;s
signature. d

) _ b!'Form  FD-473a should_be executed and properly
witnessed in all situations  requiring consent for use cﬂiCJIqV &#39; 3
equment, evarnen theonsenting partis an informant, cooperative
witness, SpecialAgent, or any otherlaw enforcementfficer. As  in '
any caseinvolving consensuammonitoring, it is mandatorythat the

consentingia@ty = present within the areato be viewed atall times
when the CCTV equipment isctivated. - L
o _ c! Consent  should be obtained from both the )
Rartlmpant in the activity being vieweand from thgerson orentity
aving possessoryterest’in the location where theequipment isto
be placed or mounted, if the two individuals are not the same.
Becauseof awvide variety dafircumstances  concerning installation of
CCTV equipmenthe CDCshould be consulted in situations valngre
guestions or any unusual circumstances arise.

_1&#39; gubstantial modification imither the location
inere CCTV cameniato be placed or ithe dpea  be subjected
t€CTV surveillance, or a:hang{e in the primary subject s! _of the
investigation, the anticipated target s! of the&#39;8@Va&illance, or

the consenting party s! will  require separate authorization. _
A offices ghmude appropriate administrative
controls are established. N
1.
|_i~
*%f_%;:&#
.. »s@
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L?
EFFECTIVE: 09/17/97

10-10.9.2 CCTV ELSUR Records " Criminal Matters

The use of nonaural CCTV video only! igonjunction with
ariminal investigation as outlined above duEs constitute an
Tintercept" afefined in Title 18, USC, Section 2510, and, therefore,
is technically not arectronic surveillance.c As such: _

I Absent other types  of coverage, ELSURaatdting

A»:
""" tB E6H5E¥51"cclv EBVE¥5g- 8¥~ 6t"ta ba*p¥ep5¥ed;&#39;" - -""" ™" |

9292 ! Absent other types of coverage,|la check mark should
notbe placedon the ELSUR lineon  didse covers and  the file cover

ginatll be stamped "ELSUR."|

This situation does not applyto national security matters, as
*<Cy0terminology defined by the  Foreign Intelligence Surveillance Act of
* 1978 is different from that defined in Title 11!

EFFECTIVE: 12/10/93

10-10.9.3 CCTV Audio and Video! *ELSUR Indexing - Criminal Matters

ICCTV  tobe usedwith theconsent ofa participantin
conjunction with audio monitoring equipment may be handled inthe same
manner and ithe same communication asa request for.the consensual
monitoring,of nontelephone|communicationsLl  See Part II, 10-10.3  of
this manual entitled "Monitoring Nontelephone|Communications|in
Criminal|Matters,” for ~ procedures attendant to nontelephonic
consensual monitoringusage.!| i

_ I For|ELSURJindexing  purposes, amicrophone
surveillance HISUR! being|used|in conjunction with  &CCTV
surveillance vioidd treated as HISUR.

[ Fet Il, 10-9.12,  ofthis manual for
"t|ELSUR|indexing  requirements, procedures, and specific examples of

Hrincipal, proprietary interest, and|intercept records|in Title 1
,688 H matters. In consensual monitoring matters, refer to Part Il, 10-10.5,
5888 of this manual for indexing requirements, procedures, and specific

rsfi
. .:::Tg_&#sg;
~.6.11788i
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examples oflintercept  records.

EFFECTIVE: 05/08/95

10-10.9.4 CCTV  Preservation of the Original Tape Recording

As with  all original tegEordings, original CCTV
recordings will be properly identified; duplicated, if necessary;
placed in an FD-504 Chain of Custody - Original Tape  Recording!
"envelope} exhibited_in*the file;"and otherwise&#39;maintained inE *
accordance with standard instructions dealing with the handling of
original tape recordings and the preservation of evidence.

EFFECTIVE: 09/22/87

10-10.10 Tape Recorders

I Heavy-duty plant-type recorders and portable  single
carrying case-type recorders, are usually utilized in court-authorized
technical surveillance urider Il or the Foreign Intelligence
Surveillance Act. See Part 11,]16*7.3.4,|of this manual relative to
loan of thpuipment tother law enforcement agencies.! Smaller
handheld cassette tape recorders and concealable tape recorders are
usually used for consensual monitoring. In either case the necessary
authorization outlined in this manual must  be obtained prior to their
use for these purposes. I

I Use of tape recorders for the purpose of overt
recording of the statements of witnesses, suspects, and subjects is
permissible on a limited, highly selective basis only when authorized
by the SAC.To ensurethe voluntariness of a statement electronically
recorded, the following conditions  areto be adhered to: .o~

I al _the recording equipment rbast in plain  view of
the interviewee; -

- b! consent of the interviewee tothe recording must
be obtained and clearly indicated ahe tape;

c! the guestioning must  be carefully prepared so
thatthe tone of voice and wording of the_questions do  notintimidate

AT

*l._
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4,
or coerce; and " . - ¢
&#39;. d! recording tapesiust nobe editedor altered,
and the originals must be sealed inan FDf504, Chain of Custody -
Original Tape Recording Envelope! and stored insuch amanner asto
ensure the chain of custody. &#39;
EFFECTIVE: 09/22/87
10-10.11 Radio Monitoring
EFFECTIVE: 09/22/87
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10-10.1.2 Cordless ~ Telephones and Other Types dRadio
Monitoring | SeeMIOG, Part139-1.1.!|

| Effective 10/25/94, with  the passage dhe
Communications Assistance for Law Enforcement Act CALEA!, all
cordless telephone conversations, including the radio portion dhose
conversations, are now accorded privacy protection under Title I of
the Omnibus Crime&#39;Control &Btfeets Act df968 Title I,
Title 18, USC, Section Z510 ET SEQ. Prior tthis legislation, the
radio portion ohany cordless telephone conversations could be
monitored without dritle lllor  FISAcourt order. As a result of
tairmendment to Title 1l legislation,-the monitoring any
cordless telephone conversation is subject to the samelegal
requirements as the monitoring of dellefdrones and traditional
land line telephones. Ithe absence afonsent, all such  monitoring
requires a Title or FISA court order. |For information regarding
the investigation  and use afnauthorized interceptions, see  HIOG,
Part 1Section 139 "INTERCEPTIOGF COMMUNICATIO8t®Bterning
violations of Ti8e USC, Section 25I1.| &#39;

| ! Certain qtuio communications, suchghose
that are broadcastso asto bereadily accessibfeto the public AM
and FMradio station  broadcasts, unencrypted shiprto-shore
-~ T.. communications, public safety communications, citizen band amateur and
szamea30; 9€NEral mobile radio services, and the like! remain unaffected by the
=~ 92CALEA, dzefore, the interception  afuch comunications does not
require alitle Il order. See Title 18, USC,Section 2511 ! g!.

I'Any additional questions regarding whether a&#39;
particular device or radio communication is covered bv Title 11l
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General Counsel, FBIHQ. "

EFFECTIVE: 06/03/96

10-10.11.3 "Cellular ~ Telephones

ST L R

g5

. _&#3Noncontent information, such as cellular telephone ESN_or HINgell
site sector information, or other location type information may be
considered "a record or other information  pertainingto  a subscriber”
and, therefore, obtained from delecommunications carrier pursuant to
aourt ardder Title 18, USC, Section 2703 d!, @ursuant to a

warrant or consent of thebscriber or customer.

~I'Cell Site Simulators: No courtorder is required to
use digital analyzers arell site simulators  known as"triggerfish"!
to acquire cellsite  data cellular  telephone ESN or HiN, other
facility-identifying information! =~ when obtainedwithout involving the
telecommunication carrier or attiermediary. However,pen
register or trap and trace asder needed if tHesies are used
to ohimbers dialed to or from aellular telephone i.e., call 9
groc_:essin information!. p See MIOG, Part ll,  10-10.7 "Pen
egisters".T &#39; in

I Access [Pesiod: The useof cellular telephones
that are  altered, or “cloned," to alow fraudulent theft of service

is now alhegal use of an accessdevice under Tie USC, Section

029 al, "Fraud and related activity in connection with access
devices." Hastion specifically prohibits the use of aitered
telecommunications instrument, or acanning receiver, hardware or
software, for purposes of  obtaining unauthorized access to
i3 1 telecommunications services and defrauding the carrier, Section 1029
c}g%g%a Title Ipredicate offense under Ti8e USC, Section25I6 c!.
B erefore, it  allows the wuseof a Title Itb obtain evidence of
. MIL. access device fraud.|

EFFECTIVE: 10/23/95  .&#39;
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10-10.12 Approval for the Use of Technical Equipment

PAGE 10 - 100

iTechnical equipment shipped to field offices does not
constitute authority forits use.In criminal matters, SAC, FBIHQ,or

Department of  Justice authorization isequired priorto  the use of
certain types  of electronic  surveillance equipment.  For the specific
authorization required, in criminal ~ matters refer  to the appropriate

section of this manual relatingto the type afquipment being
considered for use.In national security = matters refer to the Foreign

CounterintelligenceiManual.

--10/18188 ~----- - ~~eee - -l meee. __ .. .._. W e

10-10.13 Technical Collection dEvidence - Safeguarding Techniques
and Procedures _&#39;

I Electronic Surveillance techniques  mast be

N1 compromised by disclosure in correspondence and during judicial
&#39; proceedings.

I Information regarding technical operations, equipment
and technigues must not be divulged during testimony, in FD-3025, in
Title 11 affidavits, or in other  correspondence directed outside the

FBI during the course of anvestigation.

I This policy should be brought to the attention of all

-USAs and Strike  Force Attorneys  and other interested parties so that
prosecutions can  be planned without the  necessity that the
Government&#39;s casaequires this type of  disclosure.

I Details . concernl_lg the s eg arding oftechnl ues . and
g)rocedures an etestlmonyofT As pa oun |ﬁ>art ection
this manual. .

EFFECTIVE: 10/13/as
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PRINTED: 02/18/98

"GH3OT&HIG W22 GEBYG- 57 AGHIGE - 92 ~J-&#3T: i &HBF Y |¢»&#39; -dei ¥se:=mi.&#39;92iR#29:8e -:erd. s&#3%~  &#39;



,-1-5,.
J3.
12

X¥¥~ |
.hr

- . _&#398#39; ¢-=_;_- .
» - --.&@-9;.&%9&#39; st -7 8839 +~85 V.

:|_§

Sensitive

Mapplonvestiptive » ¢ Opsliogs angByidelines PAGE 1010.1

10-10.14 Reviewdhechnical Advisor TA! -1

_ All correspondence concerning technical matters is tbe

reviewed bthe TAor, in his/her absencegl echnically Trained Agent

TTA! priorfo belngfapprove_tlple SAC oother official.actingfor
SAC. Thepurpose ofthis requirementis to ensure thatrequests for
technical mattersare cleared through theindividual in the office .
havmb _%het‘noFl’entl kno(\]/lvledge (eta‘iquhpmelnt al\_/allablll_tlyhequment
capahllity, technica ures, andechnical policies. .. The
S IC{eh(1_:|hcylolutlesi‘fle inQF areet orﬁnn ar?ll, ection16-7.2.6
0} anual. S -

EFFECTIVE: 10/1s/as

10-10.15 Training for TTAs

' The TA will set minimurtraining requirementsfor all
TTAs in TA&#39;s offiaad ensure that these minimum requirements are
met. Themaginmagments will be different foffice toffice,
but will be designedprovide all TTAswith experienceithe
provision of,allaspects#lectronic surveillance support.

o ' The SAC musnsure thatgrogram for achieving
minimum requiremegssablished and complieglith consistently.
The SA@ust ensurghat all . communications, instructionsand SAC
memoranda pertairtteghnical work andechnical equipmemiust be

read and initialed o1} active TTAs.

_ al The SAC will provide sufficient  time_ftire TA
to |mFIemeraprogramof instruction @rening  for actise,
investigative personnel, and supervisors.

- &#39; b! Additional information regarding Technical
Training andhe Technicalnvestigative Progracan befound inPart
Il, Section 16-7 of tmanual. &#39; E -

EFFECTIVE: 10/18/88
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Services Division, FBIH
regarding authenticitye

matters.

i tive

and Gldene2 #39: P AGHE

analysisand courttestimon
tlng edltlng andother assomated
hesenormall becormDmts of question atpretrial

hearings. It is avell establlshedfact that tape recordingand

other téchnically collected evidenceare admissiblein court.

basis of current caselaw, the Government camtroduce ta%essolely

10102 "

&#39;9
is.

N§#39;*

gmenarian&taﬁamﬁhlmnlcal 9:

On the

4-
on the testimony ofthe Agent s!who monitorand recordd 5.
intercept assuming the Agent

authentici of the "
1
sion hearing.
LIf, in an unusual circumstancehe Government&#88;s
mandatesadlsclosure of FBI technical operatlons equipment or
tech nlque th eproblem shoulbe first brought to the attention of the
I}ht Principal L? al Advis llideterm| etluhsc,aﬁg anbe
Ig reasons. Alternatives t ISC osure WI e soug ifno
M- O ~
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resolution is possible which vpooldect FBI technical concerns,
then notification should be = made tBBIHQ, Engineering Section,
Technical Services Division, so dinal decision can be made in
conjunction with the appropriate FBIHQ investigative divisions.

EFFECTIVE: 01/22/90

10-10.17 Trap/Trace
91-11.3.2!, & 1

I American
line carriers and local
capability  twlentify
specific telephone
and procedures.
operation than

circumstances.

This technique

1 The

Sections 3121-3127!.

DOJ! policy  adbtaining
¢; trap/trace device
an dtder. is not

ac

necessary

be successfully

92-14 1!

is an

Electronic Communications
Actl,_as amended, regulates the

ourt doder

and sets ftréh

tobtain

telephone user consents to the installation

I DOJ and the
leelapbhone companies toll
and dffecting
requiring the use dhis
contact the  field
Trained AgGeA
be coordinated by the TiTAs

7.2.6 8! ahis manual.!

offtchnical

I [Supervisory
trap and traceis not substituted
measures. The case Agent
appropriate communication,

file and tthe teaqul

"R BICRTK NG

for information.

should submit
initialed by
tcacdrol

FBI have
ow

Telephone and Telegraph AT&T!,
operating telephone
delephone
number through

companies have

number tlsat
the use dfap
internal telephone
effected in

Privacy Act

use of tteshnique. Title

The Act codifies existing
authorize the

procedure for

a awder

of drapl/trace

reached agreements
certain guidelines
trap/trace technique.

Advisor TA!

the field

for other

Sensitive

ltoagaitrace
office. See

personnel are to ensure ttied

IIP1

Procedures See MIOG, Part I,9 71,

other long
the
calling another
and tceneces
company

certain limited

dafo86
18, USC,
Department qfustice
installation
seeking such
when the
device.

with AT&T
in applying

and
for

Investigative personnel
sensitive investigative

technique should
ora Technically
activity will
Partll, 16-

use of a

logical investigative

a raemorandum
thepervisor,
file setting
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foruse ofthe technique and documenting the factual basis  for &#39;
certification to the courtthat the information likelyto be obtained
isrelevant to amgoing  investigation, or in cebkese the legal
justificationis  based uloonconsent, documentingthe consent of the
user tthe installation. If  the United States Attorneyor Strike
Force Chief requires awritten request specifying the factual basis
for certification, copies of the letter may be designated to the
above-indicated files inlieu of aseparate memorandum.

The Chief Division Counsel should be consulted ithere is any
guestion as to the sufficiency of facts stated or whether the
existing faots stated in ananner

C*é i&# T &#39; ABABYNE T 33 :
order obtainedmust befiled ithe

- |!] The Actalso requires the Attorney General to makean
annual reportto Congreson the number otrap/trace orders applied
for by law enforcemeragencies ofthe Department.DOJ hasdvised
the FBI by memoranduwhthis requirement andhas requested quarterly
reports on court-ordered trap/trace usage.

111 The use of court-ordered trap/trace techniques must

be reportedby airtel to FBIHQAttention: Operational Support Unit,
Information Resources Division, within five workdays after the

expiration date of emajinal or renewalorder. To satisfy DOJdata
requirements, angtandardize anctlmpllf)F frelplorting, the form
airtel captioned "Pen Register/Tramnd TracdJsage" FD~7dist be

used. .

[!] These reporting requirements do not aEpIy_
trap/trace estgEed under theprovisions of the Foreign
Intelligence Surveillance Act.

] 8!LAmerican Telephone an'dele%raph AT&EnNd other
carriers bill the FBI for costs associated wit the installation of

trap and trace devices and/or the utilization of  trap and trace
procedures. Thecost of this technique varies considerably. The

actual cost depends on the number of telephone company-offices
involved. __ &#39; | _--&#39;

o lal Payment dhese  expenses follows  the same
ﬁwdelmes agher areas of confidential expenditures, 8thC
aving authority to approve up to $20,000 per case eachfiscal year.
-Any requestver $20,00Ghould bedirected to FBIHQ, Attention:

L-»1 Operational Support Section, Criminal  Investigative Division.

Sensitive .
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_b! Upon receiptahe monthly invoice/statement
fROR&. T, or other telecommunications carrier, FBIHQ conducts a

preliminary review dll services that were provided and completed
dimee last billing period. "

Kc! Once the preliminary review isompleted, &Ofg
of the approved invoice/statemenforwarded with blank Form 6-153
to the appropriate field division which  requested the service.

d!' Form  6-153 should be completed by the field
division and returned to FBIHQ, Attention: Operational Support
Section, Criminal Investigative Division.

EFFECTIVE: 02/14/97

10-10.17.1 Emergency Provisions

If a@amergency situation  existsein tohoes not
permit the obtaining of aourt doder drap andtrace, any Deputy
Assistant Attorney  General or higher DOJ official may  authorize the
installation and  use dfap and trace procedures paor obtaining a
curalesr. However, the specific provisions  of Title 18, USC,
Section 3125, must be satisfied. These provisions state:

I Notwithstanding anper pbvision thigpter,
any investigative  daw  enforcement officer, specially designated by
tAgtorney General, the Deputy Attorney General, the Associate
Attorney General, any Assistant Attorney General, any acting Assistant
Attorney General, or any Deputy Assistant Attorney General, or by the
principal prosecuting attorney ainy state @ubdivision thereof

acting pursuant to astatute of that state, who reasonably determines
that - -

Cal an emergencysixiatfon that involves-

1. immediate danger of dwmath serious bodily
injury tany  person; or

2. conspiratorial  activities characteristic of
organized crime, that requires the installation and use of gen
registeror drap andtrace device before an @ad#rorizing such

y8#39: Installationand  use can, with_due diligence, be obtained, and

292;¢

Sensitive
PRINTED: 02/18/98
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_b! there aregrounds upaevhich arorder coulde
entered under this chapter to authorize such installation and use may
have installed and use gen register drap and trace device if,

within 48  hours after the installation lfeecurred, or begins to
occur, an @pproving the installation oruse isissued in
accordance with Section 3123 of this title.

I'ln the absence of an authorizing order, such use
shall immediately terminate whenthe information sought is obtained,
whenthpplication for the orderis denied or when 48hours have -
lapsed since the installation of the penqister drap and trace
device, whichever is earlier.

I The knowing installation oruse by any investigative

or law enforcement officer of gen register or teaql tohnece
pursuantto ! alitveut application for  the authorizing order
within 48 hours dhe installation  ghwlktitute aviolation  of
this chapter. 1
|
. Inessence, the"emergency" trap and tpaogision mirrors the

C "emergency Title llI" provision foundin Title 18, USC, Section
2518 !. However, there are several differences. First, the  number of
statutorily designated DQJ officials who mayspsrgency use of

trap and trace devices in Federal investigationsis broadenedo
include "any Assistant Attorney General, any acting Assistant Attorney
General, or any DeputyAssistant Attorney General." Second, unlike
Section 2518!,  the emergency trap and tetgite =~ does not include
emergency situationswvolving "conspiratorial activities threatening
the nafional” security interest.” In those rare situations  where an
"emergency" trapnd tracewould berequired for use in situations
threatening thenational security, consideration shouldbe given: a!
to utilizing  the emer%enc rovisions of the Foreign Intelligence
Surveillance Act of 1978 FISA!, which regulates pen register/trap and
trace devices as well as electronic surveillance interceptions in
national security investigations, which include criminal espionage
cases; or b!to emphasizing that the situation, although threatening
the national security, eithelves an immediate danger afeath  or
serious physical injuryto any person orthat the situation, concerns
conspiratorial activities characteristic of organized crimee.g., a
terrorist group&#39;plan to bomb abuilding!. Of course, if

investigative or  law enforcement officers are  dealing with the »
telephone subscriber or customer user!, the customer&#39;s consants
indicated in Section 3121 b! !, is sufficient, and a courtorder need
not be obtained. Use Form FD 472 to document  consent.

88339,

¢ {H
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10-11 FBI UNDERCOVER ACBRMBSAMATTERS | BEEG,
PART 11, 10-14.1.5.192

NOTE: FBI unnsncovA@TIVITIES-CI MATTERESE FCI

"MANUAL.!

T The undercover“technique-is"one ofFthe mostTeffectiveFand- *
successful investigatitaols theFederal-Bureaumfestigation has

to investigate crime. As such, it should beprotected andused
wisely. The conduct otindercover gperationdCOs! igoverned by
the AttorneyGeneral&#39;s GuiddliGesn-FBhdercover Operatio

n
. whicl:hﬁvylerenltlalla aﬁproved in 1980andrvie_d|/1392. The FIELD
"Jgel'issEminate to the fleld. Tze f|e;;_o§|ce unde \_/er coordinator
" UCC! and theUndercover aBeénsitive Operatioumnit USOU!,
Criminal Investigative Division, FBI Headquarters, shoulde consulted

repecdiog guestions relating to UCOs.

S

EFFECTIVE: 12/07/93

| 10-11Deleted]

4

EFFECTIVE: 10/13/93 &#39;

| 10-11.2 92Deleted|
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|Deleted|
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EFFECTIVE: 08/28/91

| 10-11.9 |Deleted|

EFFECTIVE: 08/28/91

F.
10-12 USE OF HYPNOSISS ANVESTIGATIVE AID

EFFECTIVE: 02/16/39

10-12.1 Approval to Utilize See MIQ®artIl, 10-3.!

| \Vie 16 1 ISS] 2o
ﬁﬁg HyEY PinoBREIERres sers
&#39; victimsare willing” to undergostich aniterview. The use of hanosrs

shouldlmnfined ~ to selective Bureau cases.Upon findingawillin
witness or  victim, Bureau authority must hebtaine from the
appropriate Assistamirector| AD! responsibler either the
Criminal Investigative Division CID! or the National Security
Division NSDI who ma eleiate this authorit to their Section Chief

olesrgn | T |t|cahj nci onse 81639:s!
nvesti atrve ppokinit | nc lons aeetec Ica resource to

the field and musteceive copiesof all communications pertainirtg.
thee of h%/ pnosis. Set forth in yourrequest forauthorrzatront e
nameo he ypn05|sexpertyoumten to use anddrief | summary

[Oflsyc |a ert éyc?to o%r':’(p)t ysrcran oofen?% \?\/I resrggaalrfredas

a’.ye””"“ﬁ%mf.e S hy i AEREetad ] ety

contacted taobtain thename oe[t&#39 qualrfled hypnedsest your
field division,  Upon receiptof Bureatauthority, the matter muste
thoroughly discusseavith thiSA  or Strike Force Attorneyin Charge.
Include the fact that the caseAgent the Sk€IQHBO;s “will attend
the hy pnotrcﬁjessr%n andadvise whethethat p rsonrhkel to
participatel pnotic sessiofi.he use h nosrenarvrtness
must havethe concurrence of th Si tant Unrted

O L)
£ 7 Ao ee.
ag, are cautioned thal ern |rcumstances ureau personne

3
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participate in hypnoticinterviews inon-Bureau cases.
EFFECTIVE: 03/21/96
10-12.2 Hypnotic Session
It IS recommenddtat written permission to conduct

ahypnotlcmhter\llgiawtl)e obtainedrior to the |tnterV|ew ';rhlstb
—rs- tREMRTGRIUdRdepermisions lswiinesser victi thave

It Is important that you either audio arideo  tape
the entire sessionan  subsequenthypnotic sessions. Video tape,
however,s the preferred methodf recordmgthesesessmns

al;nees:sor wc]m @JHOSISS n§] HUCIO’ [ ewer onaglc Of I e

&#39 & hypnotist. Thewithessonctim |s not I|keI to.reveallos
emnermosecretsiose  controlof his or hermmd Further,

Thypnosigself is notlikely to producanyphysical ps chological
dzpnage the person&@a@%/ p PSy J

I"  Youmustalso bear in mind ttre use of the
information obtained through hypnosis danot . assumedbe
necessarilyaccurate. Carefulinvestigationis needetb wbefy
accuracyof informationobtainedduring these sessions.

EFFECTINO2/16 9&#39;

920-12.3Roleof|Casagenn HypnotiBession]

The|cas jknt  act as liaison i hypnotistand

tend th notlc ssion. the caseAgentcannotattend, an
gACﬂt (ofdﬁ ﬁj andléhedutiesot thecas en]j

rhast clearly understoodhat the hypnotlst IS, chargedwi
&#mﬁ]%spon3|bllltleslof92c;on ugervisinglthgpnotic

mbpgﬂ YPOALDHAT e’
thls theo;tge gmamuesnom ATt it E

. ~"Bi#39;-&1
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n03|s bwt notcon%% notlc indu noﬁerminaﬂee

élv tIC s gequ z nto uti NOSIS
1|nc cas gen e&gnee ng as

liaison. .

|| The|numbgrenons actupilysent #die hypnosiession should

be held aninimum.

EFFECTIVE: 07/17/95

10-12.4 Hypnosis Evaluation
In order to evaluate the efficacy cthls

technique, a

eident
lems:

gnlflcant Investigative
his  technique.

I Total, number ohypnosis sessionso mclude the
length of each session. S

&#39;The identificationf anysi
information obtainettirough thetilization

' The hypnotic techniqueutilized tmclude the manner
of recording the interview.

| | - The identtfye|ca§é\gentSAC designeel|and
the hypnotist. !

I Disposition aghe case.

EFFECTIVE: 07/17/95
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10-13 VISUAL INVESTIGATIVE ANALXSBIS

s to ascil | V'%%'ag%“ ey gggmﬁ@

ence lst rrecor
{ﬁi\o caa om tlons
ctlve |ze3ata nma aerrn?en eve t hIS
an /or subjaoatter. ana t|c dtdkn Rlsq}/ata

base includélA Networklrhgnk Analysmnd Matrignalysis.
' VIA  Networking sase management techmhqub

ists in-the plannin dnat ontrol nda a
%) com ‘ )PnYIe eﬁfﬁlp‘er%p G%A' mgeca resla%onshlps
atm)

e |nve3| osae:tlvmes L|nk

A d SIS sm | |

relations |eS| n | | u |nves ation.

tdemo tr telses atlon%| mg

nes to s ate t estren t e re atl ns | eom tric
ures t %r%ntlate Pe ? F S or n
cﬁB?iPe s elinves gal ¥) |Crlm E)emen ary

|8ent|ﬂ/ S|mll|ar|t|e e anaﬁl ma%ge S recon eatrime

%r&sreattesws\/ﬁgi |0n rd?g)non aerld&em OI‘¥S {hanntaln
he "a

observations f‘ naIyS|s vailable
Information

st
prosecutive pS%‘émﬁ&& ST el S s s e
and prosecutive strategy.

' dlel ice dpsestigative or
Informatlon F ﬁ a% @%&%ﬁ% f
R oj@{ﬁ%eﬂ?iﬁ TR SR
tolmake dompatible Viapplication.9

iesggaiol (SR ESIRE: sgted‘é*%% Sacpe
invéstigation o Srar T %%srsf ﬁ‘lge)envestlgatlogn

EFFECTIVE: 11/20/90
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10-14 ADVANCFEEJNE)I

NGIN@RSTIGATIVE PURRPRODSEBBIRHEe
11, 6-11, 6-12, &-12.3 L.]| - -

ure |e a HQ
confldentlal nature Aadvance tn‘inds m re uestdmlfund

ra t systensuch ex

%s&%& Mﬁ‘”ﬁ%‘%
@@Beaa@@rlaSz7§§2F§ a¥"'E

witness/criminal mformampenses Fleldfflces maglso request
advancef f s ?reIPO % encglndercayer
peratons, a %S.Pfg) ges, peC|aI
Survelllance Groups and Shovand Buy- Bustrequwements

seo

1

3! Once advancefmhds has beemved freBIHQ
0 to fund an investi at aut ori ﬁ ﬁi‘lﬁat
T system rescin a ong er hnsse

- ~&#H39;
&H#IB . -

., advances hbeen |q uida em‘ returne(and approprlaiethorlty to

{ usdhedigdtem has beabtained.

EFFECTIVE:.12/07/93

10-14.1 Typesof AdvancAurttiomgty 1
Foags be requestefbr the following investigative

purposes:

EFFECTIVE: 11/23/87

&#39;9
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-10-14.1.1 Case.Authority

_ | 'The SAChas authorizationo spendip to $20,0Q00 per
fiscal year for confidential expendlturescurred inconnection with

02 S IS MU o

0,000 automatlcal y renewéat eachcase atthe beglnnl
each succeedifiscal year, ladessed the contrar

If expendltureare projectetb exceeﬁAC authoroy

during thefiscal year, a requestfor additional authorlt nust be
sent to the a[g) ropriate substantive pragrager at FBIH

request ADDITIONALHORIT Ytihar amourdf expenditure at are
ant|C|pated forthe remaindesf the fiscal yEach request must

include:

al That additional case authority is requested for
a specific amount.

b! Detailed justificationto  support the request.

Mi 5 Total amount spentto date during the

mv&stlgatlon regardless of the source of funds. 0

&#39; d! Statement asto the availability of  fumds  the
| field ddfidget. If the balance ofivailable budgetddndsis

&#39;insufficienstpport pIannedaxpendltures theauthorlty request
| must include aequest to reallocate firods another budget

category ca requesto supplemethe total field office budget.
e! Adequacy of the dgdtem to fund request.
fl A deadline bywhich FBIHRQust respond.

g! Hire transfer instructions if expeditious

handling isrequired. Wire transfers lessthan $2 ,008ust be
justified.

Lif additional authority is approved, the date upon
which the additional authority ~was grantedMUST bﬂD1ed each

j advancer expenseequestexcess of $20,000.

mayg
IP%)L@?B operabjl(]'peabes The

0ol e i VG

oweveauthorize spendmig

W~
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more ﬁ“ﬁ?o QB r‘&‘S‘%%Seéé?&‘%'S‘H‘Sune Al year,a
re uest Qlddlla str%agﬁe ‘rjg%escl:betale .

program maa
paragraph !  above.

EFFECTIVE: 12/07/93

"4 &#39; "I&#39; 10=14TIT2 Informant Paymen
- S H/N@FtS 11.1.

&#39; Anadvance oifunds maye requestedo pay informants for

inf rmation provided.P nibased on hevalu the
rmatlo ga epaymen S| JF h&SAC is
5y authorlze ta rve umulaament ' . Additional d
u". U ¢‘ [
&#39 advaotéu sto makepaymentshodld belirected toFBIFIQ and
should contain the following:&#39; | &#39;
I Justification for the payment
1! Adequacynefdraft systemitod theayment
I' Justification  of the "emergenciyf" awire transfer
.has  been requested. : g
EFFECTIVE: 12/07/93
1
10 14.1.3 FCl/Terrorist Informant Authority 92
nceof funds sted for . ular monthly
Ra}/mept?nﬁo/lyﬁ [rorist |n 18? fovi ed
hority fosuch pay mea on egran guests 1
-for auth or|t and vances ds shoulke descrlbed for

Informant Paymemuthorlty in 10-14.1.2 above

&
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EFFECTIVE: 12/07/93

10-14.1.4 Bribe of.Public Officials

m t A v nc delfor r|b ayments Authorr]tt
B ﬁyp T S

ests ance ssho the su stantlve IFb}.-
' IHQ, and shouldontain thefollowing information:

I &#m9 &#39;Adequaby Uf th—udf§ftesy§tliﬁlmmto prVIde the

N
| JustificatiarfttemergeritgWire transfer V

EFFECTIVE#32/01/93

Authority

#9

is requested.

I 10 1411rﬁlercover/Fmﬂ16iriiy SedibifEIPML1.!|
o d Req uestfadvancefundm dClGroupand Gro”lgI
gﬂo?ﬁe%’%ﬁﬁ'o@rdﬁ qdn erco esu? Q.

ratp IEetra %tﬁé‘ﬂnaﬂgé'ﬁ 92
un S n{ eS rals st%r 611 |reonut to gl R ) eratlon AII

8?’18” n s?xr(g:r? ?ﬁgllam or: e 3
A0 AL ane

_ hnmguct LIndero PEALIONS mat@Alllisl\sﬂATTERS
INEREIONALFOREIGN&#39: INTERMANBFAICK PRUMGRAM

EFFECTIVE: 02/14/97
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|0-14.1.6 Show and Buy"BustHfomelng Authority

! Show and Buy- Busmone?/ isavailable on a case by-
case baslxa rovid Uagma cre IB t¥ r anasset in ormané

ness ercaver
ran actlarll\lau %)[I b CI:I)I’II_}_/Lng[ at ?.S@SG
iﬂ% does opriated
?un S. Suchfunds areN %I%Lhe owe% becomeeweﬁce o] (6)
leave thecare, custodyr control of eFBI The re 0.be
returned t¢-BIHQ wherongeneeddilie cas

use wasriginally authorlzedso thatthey makm;lbsequently

reissued.

I Show funds cannoh:leposned into a klm@ank other

flnanC|aI insti utlon Wlthout %ne?em on fr Att rne eneral.
%J ece un ace
edera ly in anC|a mstltutlon Lm authonzed

2 to ;irovrlde (;;edldeQ/ﬁ an gperation. S h
[%O ‘i?ag% C |0|maa‘scﬁ?1 agreﬁ st' sce 5%9 E?

| % rrﬁrug) usein eB‘hBé(ﬁl\tmé_T@se ofmore

] Requests foBhow dBuy-Bust funasust specify:

a! Justification for the use of the fands  the
need fohttorney Genesamptions tioe usef bankccount s!,

I b! That the United StatesAttorney will not require
the funds to be retained as evidence,

c! That the fundswill not be allowedto leave the
care, custodyor control of the FBI, and S

d! Precautiohs betaken dhsure safety of
involved personneand thesecurity of funds to be used.

:}‘gzt(k?& rCIe Sm ?;T%%”e ettagl[q Ir?ﬂrég%gwsmn
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Pareh i [ ““‘h Uier bafirectethes "

EFFECTIVE: 12/Q7/93

10-14.1.7 Deleted

EFFECTIVE: U5/25/90

10 14.2 Delivery of Advance

Funds cabe madavailable tthe flajd Department of
&#39: Il'tteasur chec,kl e case (rftn emerge |reransfer
I Al adva ce ted fun de sé;ec sesn

cann mm| adva S)t erases. Aﬁlae%uests must
Pe Submlttednd thenvestlgatlvecc&aﬁlon with a&omplete

file number. Taeds may be depositeth anybank
Wlthout axemption  from the Attorney General.

! Department of the Treasur Chec@ncea request‘or
an ad¥an(seapprov hesubst nt| Ma e%
ays tothe Accountbection tobtaira e Department
of the Treasury. ThecheCkwhichis gayable the SACighen

forwarded tahé field by airtel. Requiests should mader enough

g
in advancéo anticipate time for the approvgbrocess, acquisitiof
the check, and delivery by the U.S. PostalService.

I Hire  Transfer - An approvetequest for an advancey

ﬁﬁ?@ﬂ@@i m%ﬂegﬁﬁg%ml\/\MQrmatloln t?gl-JE§

a! Nameand addressf receiving bank musbe a
Federal Reserve System HembeBank!

b! Name and titte. of bank contact&#39;
.. ?2%| c! |C|ah3ﬂ1€§1ecm/|hegent
m1 will pick upthe funds[FHé€X5, Partl, 58-6.6!
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EFFECTIVEI 12/07/93

10-14.3 AccountabiIity/VoucheringRequirements
Wheaniffice requests avance @finds frorﬁBIH%the

& 39 s%@ &%ﬁ&ﬁ’rﬁ’@&&%&%‘? R AL

T T_%ﬁq%ld Iuﬁom %ngésl%“ ﬁﬁ%@% kandmg

“?f‘i fo pe”m%vssﬂe@rg i géaemﬁng

a quaTI]I%QJ S|b+ll¥ dvance .
Bl e %;% csgeld
P85L BreNaIPaIS fﬁf% r§f’8 ftice 2
B "i"- gg}ér epoltied BIBIEL onfidentral
rae 1Bl th: gsou porfe receipis

ue
Agent certlflcatlofrsr eacland eveey<pend|ture

' Confldentlaﬂ'ravel Vouchdr expenditures from
advancesayf proprlate dsob&)uchereqbromptlyan

822%%“&&%8‘&‘&1%@%&%‘%@% St
general rules  apply:

al Expendlturesmust berouchered prompdiiyd no
less frequently than monthly. &#39;

&I¥139; A vouchenust beubmitted faxadandar
month thatthe advanceemains outstanding.

c! The voucher shoulépresentbatendar

_£%% eyqehdtdes. p

=8¢
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t reportedline8d! Balanc
Outstanding her&ﬂ9 W I reﬂmntaslm han %e
last day the calendaxonth belraagported

cash banta/outhoéTtﬂgtp e Or%%ﬁ%ra%r} h%%ahnﬁno
expenditures weremade.

fl Voucheesre dust FBIHI@e tenthday
thegmonth follovhegmonitieing reported.

));q

3

sh1@

: ‘&ﬁ%%'

>: s&#39 rEf

T25

t

. "L &#H39;
1:-

| | w_ "lgl Ibe 8gnSiggiSikippoBell VOucher

Bluesli

- *
official, hbelr:D-achg PA%tA%Stmneq: y_ t&#39 h eSA}IE 5p&6|

h! Thevoucher. ningssu aid
Al e ones S

| afion
expenditures.
emization [ex res ER+YE6!
@%Voucher Reconcﬂ%f[b OB 5! ?mmslﬁac 2] ha'ouc er.

e AR
o Sete R%@%-'Ot Jachasen)

iscahe
08 ucse.o‘fe%@ e s
TS e e

0 "Jﬂv‘ (1
to be remitted.
b! Returrilyire TransfeOutstandifgplances
of $25,000sboald be returrted-Blidgire transter.

1. The funds shoulde Viiioeal dederal

g#gg ----- Reserve Sylstember Baonkigh thesasury Financial
o' Communication SystéiRCS! to:

Departmerttietasury FederaReserve Bank,
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INewy o[kT(BeiiasuriG:Imarbﬁbnztl

for credit

- 2. The bank should also be instructed to
include in the third party information  section of the TFCSfunds
transfer messagérmat, a description of the return in the following

format:

Field office abbreviation and field office  file number, name ofthe _
remitting Agentand the statement, "Returrof outstandingbalance of
advanced funds." e.g., "BS 183G-1224, SAohn Smith, Return of
outstanding balance of advancedfunds."!

NOTE:. DONOT include classified file numbers in the TFCS
traesgaige format. A

| '|On the same daghe fundsare wired, a telety;oe must

be sentto FBIHQ,|IAccounting92Sectibitention; Confidentia
Services Unit,|confirmingthe wire transfer and describing the type of

funds being returned, i.e., return & direct advance, show money,
interest income, or evidence.

| '|The final voucher, listing expenditures fothe month
in which the outstanding funds are being returned, must be submitted
to the Confidential|Services Unit,Accountin?|Section. Thereturned
funds should diso described_e.g., return of advanced funds,show
money, etc.bn theVoucher ReconciliatioRD-735! attached the

voucher.

EFFECTIVE: 12/07/93

10-14.4 Field Office Centralized Control Systemfor Advance of

Fun(js4

_ . Aswith alladvances tofield offices, advances for
investigative purposesmust bereported to and includedin the field
office centralized control system for advance dtinds. This requires
that one copy of the Burealcommunication confirmiagn advancef
funds be placed in a 66F- control file  captioned "Advanceof Funds
Control File."  In addition, dedger page mustbe created for each
advance received. The ledger will record the amount received,

vouchers submitted againstthe advance, any fretdsned, the date
of cashcounts, andnternal audits. Instructions asto the operation
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anual of Investigative Opergfi n Guidelines ) ;
BRHIP nvestggve-Orergiasgns _PAGE 10-122  =ts-a
f tralize ntrol stem can n inthe MAOP, Parfl 9: ey
815, ARG AacBlnaCEnT Az ebntrol ' System "~ 8y¥9 30, 5.«
8~
EFFECTIVE: 12/07/93 \-/92-11
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10-15 TRACING or FIREARMS - o 30
1
_ ~ Firearms that are recovered during and subsequentto FBI B P
"investigations and/or other documentamgvidence offirearms, both jah
S
g
n e It H . ll. H ] *
oS LR bR B R R G Y SR B Cgflfhrouah the
Firearms AIF!, when possibleand consistent with FBI interests.
Furnish the type of firearm, including the manufacturer, model, -
caliber or gauge, barrellength, overall length, serial number, and
e andgddress ofinterested U.S Attorney” USAL If certification &#39;
PPN SR Rty .
2Z g 1% manual, -
i 15 entttied "Firearms Acts." _gl)s__\_,_?b";
.&#é9;a;QE
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EFFECTIVE: 08/28/91

E 10-17 &#39; RBIESTIGATIVE INFEERWABESHES FOR USE

1IN INVESTIGATIONS

I The . FBI has|hundredflinvestigative infQrmation
data baselservicagmila le taits ersonnghrou H% utte

Informatlon Technolgpter arthe Savanrialformatlon Technology
Cen er IT These INnvVesti atlvmformatlon osler\nces are

se ul il B Investigatio es eciall tlng}v %sdses and
el s S ey
pemanl% Itein bo h:en ers, C'ﬂ}urs sﬁm

aveek.

The information available 8utomated and may  vary

E%’ State a[CC%H'Qﬂ tOholw oIltme ?‘f]&;lt%%/e%eg?%dltteaemteeeldeighon|mlI

ont eFod;ns FD-80%D-809A he esté) e, faxor
e assi np cedenceidictat t the, re uest

eavera an e'[l utingrequestsy twoda
<LA)Irlorlt u%sﬁssmt In é%o r% g dlee

m e
ithin twdhours.: Immedia uestsm tn?e ﬁormeH n

8?1%1 YSLS | reeaﬁgﬁteulrnn%m%e {ec?n retrie ! e&jema Wlth

ebrlef s no 5|s ofthrEiDrmatlon Attached toeach response
retu ne }t‘n % form FD 8IO! for u? .assyrance
acco pllshm tea s ensthe thisreply tforns returned

r to the ITCs. F
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It - aérlgé;i&#
he "Tel rlloAAiléid . offices ?%ﬁlcce?s tcandtshould%ilizef
e ication’] gn 11 |a centrapository.for,. _&#
%e?epﬁoﬁe sﬁ%sﬁﬂaeﬂLﬂata mItﬁa‘é?eﬁehon% i\pg) Ication ] ‘?%_—1%9
should be&hecked prioto setting leads fortelephone relate e
records. p _ &#39; o
li | Field offices shatdck 1i€s andPRtNET oL
before setting leads to other offices. - LSO
_ .1 The following&#39;is a|sadfple types of -3
informationloflata base®irrently availablghrough th&rCs: i
AL
52139;&#
. @9;92
. _ | On-linelautomated "criss- . directoryrt EHRY. &t
information923ccasentor Infonmatonamahaiduas or YPe i
businesses, telephomembers asdbscriber informatiorgnd gbk;
addresses forasubject or the neighborsof asubject. SR
. &#39;1-.
e b! ICREI;RECOEDAHIE[ROEAU@\;IH R_elcord Lo
r . Infermation pr | i
& iﬁecuﬁi;@é ﬁfﬁ%@l infor tgtertpEtidnal
+7pusSIiness — locdtor informatio ed "name, sociasecurity rtumbenr
address information. = _ 1 ’ ?
ol ASSET INFORMATI@MNormation Sidhss
mag
A-5
" -028&#3
~mtRe,
oa[rllgflwS states,|and deceased|SSAN icr?n(s)r ' Hﬂg[% >gwd'
availabl@. ASSeinformation qu avaﬁa8|en an u{ommgte ormat mk —
fewery county inevery state.| ;F%ﬁ
. | CTINFORM IFY TY NUMBERS]-=«/:"
Pro_\fndesfnﬂf(eratr(ggardmg S enl I\t(): ac eckaeéJ ] e, 52
seeift _ .falls wijth the rangedictive ccqunt pu rs, . Tb "
| 3pproxifatdleriviay S thrtmdnat SRS~ - d F 7=
Informationelﬂrcﬁfodi%Se in'strﬁy g sjathat haye -
en re(ﬁ)c?rae ecea?e , INC T was Issue
tthe address whbeelastdeath benéias mai thenont 4--
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sura % RI mollorma o ﬁ! % y L
ace irst '

ité ra UI‘IS ert Irma on ’
Ses%lﬂm%lcarjac N ucﬁaln rma eb%

Kl
is

t- -*affidayitvic
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arfl [ necessarylvan expert"witness from*NICB*cany_

la%gllable iall f|ellalclfp Ices anslr%mﬁ:m]fée SGNC%UHGW o

in_the field. office; h wever, fonffline sear e
mves{l ations;’ anen Sp eCinc aﬂ&quese tll%s wilhave
r-_ the capablllty to accessthls mformatlon

| h![ TECIE -Treasur nforcement Communications *
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beurse o estl at |s mform ;
AU ro ntlflc eI, g%s into 2.

nitedtates mal o searc e IVI ualsn
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"AfEECTJIQNTECHNIQUﬁEND MECHANIERBREST 'Il

11-1 ARREST  TECHNIQUES

EFFECTIVE: 05/10/82

11-1.1 Geperal  __, S -- -47m 7L.2- - . 0,% i 3
t |stﬁ

es b_TI ‘SAds pla@arrests -
cretu e Bk A
reason fo6AC ngpersonally part|C|pat|ngrrest
I A on wisdeinglace
) eSSBS RO Ts. i
Ql é%@t%tﬁfcé\fé? b0 UERRRRISREIN Mitbse or

other situations which mighfarise.
I Person arrestedtmuld ayfare intention of

TS @@%@%ﬁ%ﬁ% PR gent

of the FBI.

takgy |atAgns or th rer?téc'a atﬁf?n h?f"rm

suff|C|ent force to subduany opposmon

use ||a31|taz'alt|\||0ngem%/oc?<§) fig s e[;nulgatedmarms

%'{35 i aﬁﬁ?f RIGYSIR RiauRARnse A
e S. s
i i dhe

ividual oindivi uals tbe apprehendad, thelrcumstances
the apprehensioleing made.
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EBEFEEAVE:

-1.2 Initial Approach

Thdirs ﬁonve{) ati erso earre tls
At pop g Juddecbilty
ot t earr ers 'rlges uld-

Bo en ers % rsat 1) voﬁeccﬁ iS He

&#39: Fesp@tﬁq Hﬂ Wﬂﬂf@%hg@éé%%sed&rfexplamn

char ﬂbffen Hoat/\tl)elrrr] rtetallth nhelang[uage
tfo destro V|enccﬂftejEec anes

gqan gae?ﬁ ope
%elrarrgs riIsaneshouidE gr _=m--

ol DUUTEITESAN

ar-o Wy -

. # XU v-\v) CTURE | | WA k S
tOI‘ s ranspor gaNnQuetantas, )
shoulddictate the personalprivileges granted.

nma st rthestreettgp uId
alwa a 0SSl e ers
arre earres rmnt rsections
possible.

Ex%erlenneﬂnahsallzlémif it is osthmhembreak

e R e

|esucaman byraut or
challengeaherbya policeadficer acmzen

o0 pene RIS AT
UII’ O(’i[‘f'lcl ﬁ'len 3

o taln anAgentSucblothlngshouldecall’ﬁg#uIlysearched
paor delivery  the prisoner.
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[I-1.3 Search of the Person

EFFECTIVE: 05/26/89

11-1.3.1 Preliminary Search
I At the timea personarrested by Ag entsr
vquRtanIg cim fflce anthformation velog from
him/her result r arrest, su rso bst eﬁ‘%‘latel
Sea@%ﬁ&ge 8%&9@% aa‘?x%’i’ﬁé’?’ ! ” 18@&3?3 I':[,‘lsprc])uld*be 'made,eas
LI WA B, 0 [kt en,
el Pl sl oo
guar«ﬂ%gu ons erpnthﬂm gcumstances, srhould
be followed.
Slg’? l:)k &lrpmrmisngyi
albove 'Itn?& am\{ eprelimiary se
men e ce of
|s/ er emplo pmersfra:en sunas;c ﬁmo
FPS\NQ\? ‘baé%)? 9‘?(%% ot ﬁﬁ‘é‘éﬁ‘é‘@f’ﬁ 'S
|stra uat cealed

otﬁ P aval g&ma ur 0S d¥er nmcu sm%imld
an arrestgrerson e\keae transportexl Bureau vehmlghout
tma@hed for weapons.| g

| |mmed|atelx notl&%aqgé%c%%%% |ICeof %Gr%ge%on under

arrest orof the presence ahy suspect_fohom arrast

contemplated.

'Informatl n on thelaw rsearch arskizyre is

@%&gﬂq edt[%r pec rgr?tg Seet eérsrcl)gd Séeg

.4 Nes R WET that

xH. prevethe persamiest  from ormgunlng posseskion
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PAGHE
them.
| \&then Agerdnd ,coopenatimaspforcement 4
officerfind it necessag'raovrde pr Fmrna arcd person,

the Agent should be teearcher.

EFFECTIVE: 05/26/39

11-1.3.2 FinaISearcancCoIIectioer Evidence

oS g@@b'ﬁb}ra{d
assoamgﬂ ’% U CIEGD eten |
esecurr ?Tcl%nal

C ﬁrérg 88%22%? ai%‘eeg avh?sZ%r personc duc tia

lﬁcq r arel
are I ortrorms
1] . orecC a.

A rear eanhibuanrenmma

indicate that the personis disarmed.

shoul ! Vé/hrlefaar hrri rweag/ rr%?trcurlaaét) Nt ear
gasvea SRErehouRXerer %

which is considered dangerous

! Fug |\1 oftenconc on neir

|n ne&f]?rtto |soner arr
gfll sscare ar con UC :
, . .

styp®fweapon
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bladehavédeeltoncealed shoesoles, coalap&eﬁlg andsewenh'7

the back of a vest.

' Anyarticle having thickness should be inspected with
suspicion and every sgohare of a prisoner&#38|ething and body
should be carefully examined.

Buch articles  as notebooks, newspaper clippings, and
keys rhay  the source ofaluable leads. The [sismrier be
required to account for all notations and addresses in notebooks or on
other articles  afobuld be questioned as to the use of each key.

"* | Evidence*and&#39;weapons"should"be displayed"to another
Agent immediately upon removing them from a prisoner so that both
Agents can testify as to their source. |Care should be exercised in
the handling of lawges ahoney and, when feasible, should be
countedin the presencef the arrested personandoneother Agent.|

! Firearms should not be carelessly unloaded, but the

7&”@ jeibteStigRGH ek AT ditkitie Gafth &itiet

removal.

8! Serial numbers of firearms obtained in connection
with Bureau cases should be searched through the National Crime
Information Center NCIC!. Whenever possible, any vehicles, property,
currency, securities, toineslks&#39;s or moneyorders in possession
of an individual arrested in Bureau cases should be searched through
NCIC unless the source of the \mictty, etc., is known.

9!  Two more Agents shall conduct the search and
complete descriptive and itemized list in duplicate shall be madeof

| all articles removedrom|his/her|person. Emasures corrections

shall  be initialed by the prisoner. g
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i
Il 1.4 Transportation off\rrested Persons -

| llm%rlly
(% erS ns a ?gsg
( Inng n nkcr:rer INS %(r:eSﬂay
S %eret d
= éswa;’Bl opa es'uCIS s{ﬁms orte
KL JEJS.S ZE &#

P és
| a Fs

. Qfgﬁ% gr(;f% odatt ol % rson
- TRebdSAR %@Enq ate'y .
| Whereatrest, i | .
@%ﬁf*ﬁ#ﬁeﬁ%@'
R a0

field offlce

ranfessiopEfERl i %@%@ﬁ%@%@%&m

purview tieNabland Mallakgcisions.
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[I-1.5 Handcuffing

S’bj B

tr iR Sﬁl‘ﬁfnty | :

*@_2

EFFECTIVE: O5/Z6/89

11-2 Pnocsnunss FOR ARREST

&#3%Hdo- EFFECTINIS/26/89

11-2.1 Arrests and Searches

EFFECTIVE. 05/26/89

I-2.1. 1 Types dArrest  Warrants 92 &3
F are twlormafarrantgor, %@rresﬁfederal
law’ VIO ators. & ;

! Magistrate&#S@sswwyahUSHAGISs|based

upona:omplalnt |

district cour%’&m m'stsuaﬁﬁy HEHH fsllng)f

g@formatlonlon amwder dhe dlstrlctjudge

EFFECTIVE: 05/26/89
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112.1.2 Authorityto ServAlfasants -

ruLwrlal e Sl e Ao SasE
Lz\% &: ?u CrImNEH e}% dy qtif
E) es r rﬁa rre rrantsa )

xecu ero ceaut orlzed BIAgents ar
suthorize &#39;

| Agents a t r||7: ahduld sealbest
-warrantsssue ase

over W as mvestlgatlve

8

W i %Nt.giﬁt.;%@.f%&?geﬁ“%f%?f%”feétéie““ ‘
&

hér;ii;%&g hmﬁ)%

being left Iscretion en to the
sensitivity olour.associates| en orc:errrr:%9 W what is
transpiri % sdictions. =~ and waust resgé“eft
responsibility tthe peoptd thelrcommunltl

lln  executingarrest warrant,which  is accomplished
with theapPrehensmn/arresth:ef subj ecttheﬁ?rgg‘tt Teed not haye .
the warranihis/her possessmn athe tlmeo

%ﬁ MBV&"?H% defendant as

rrantis/her
ggzﬁeassm%“efns;tz?agfesmhe e

ssu&&/he tme_%mﬂ{tpar}ﬁtb succes Hbst ohave
FOIREVADR 17YaH RRS SR e

the sammay
be exhibited to the subject upgnest.
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11-2.1.3 _Summonand Subpoenas

| Summonstesuld rhIoIser\Aa}jd Bur nts
orIInvestlgatlve Assistantajaxc @ity-BIHQJ

! The summginal| beserved upardefendab

%e'f"er %9&#%9“ v T fi‘ bGAUASOR, yrson
swtab cretioan Ye grein m ilimgo
tdefendant&#39 Bst known address.

! In situations wheiewouldbe clearlyadvafi#®!s

r

' " 8 gfestigative __"
Q\?fsé]tn 8 n or nve e\fyggm gé)@na&s - ’

leus  use Is
made of this authorlty &#39

EFFECIIVE: 05/26/89

[I-2.1.4 Arrests Without Warrants

I Authority and Notification r

al Wherhe factsand exigenof/the situation

demands nts thorized make am a
warran erarﬁﬁ&ﬁa& kf‘?ort seﬁguiﬁartmde
obtain thapproval f Hom thEAC SUGA.

that FB| not||f||n sgua%%ne Jud entz\i/{/anmlmmand
o SRR e e A
surfce ;

I Emergency  Situations

a! Wherevepossible prosecutioshould be
authorlzm%marrantlssue%rl D amarrest. {n Bure%u cases,

F era |tte t ents ﬁ] I’gﬁany
nlm‘[g'tlm sp e émté%es W E eyare
reas %8}0 at t rson rrest
MmmMmItsug

commltte fel easonable gmounds
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reasonable caise sand#probablecause.”

b! Wherandrasst been mamlﬁehout prior
thorlzat|on e&tf o ' outaN %%ncly
ituatl n ace a

atlo ] en%é)made
R

V}{'Ithl thsi g'Sdegf_eg ISIS wlstgct)ll‘lﬁ é:%?é?%en},eﬁglg\rfnbe made
e offensac ué y commltte

3 prese

' Instructlon tBureau ? mt,lsWBere
anestru tIOI’l eelv SIS an OI‘ au

.. %ﬂ”ﬁﬁa pt such |ns ructnﬁ@

PAGE 110
- K

EFFECTIVE: 05/26/89

11-2.1.5 Forcible Entry p

In m ents haauath tybre? uter
Wr‘tﬁipeersono a a| cfl
|ses u |ce |ve @{l?ﬁor Ity and

purpose, vatfiernanda mlssmn am
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11-2.1.6%¢arch the Person| Salsolieégatibook for Special
Agents, 5-3.5.1

Officers have am uestloned rg htto search the person

p
of onéawfull rrestedﬁ\n thln% ?ucq‘rmt; lHocuments and
2%{%% S hoespackageag, or
ermlss G%EW rogag cause {o
e|eve ewdence rlme |sonceae CaVIt
I[t e Seﬁl IEQ 2m
ersonne search __warrant or wm__
ourt orderis o '[al nsen |ven OI‘ enc
circumstances H% su easmeces
reasonableuse ctt earc

EFFECTIVE: 06/2s/90

C’? [I-2.2 Custody of Prisoners

EFFECTIVE: 01/31/78

11-2.2.1 Other Than District of Prosecution

Upon the  written request of a Special Agent of the
FBI, the marshal is authorlzed to takecustody of grisoner

nbth standln warrant or atbert papers are
noti eSS|on Hmthket Frrestq WIﬂ}O&E
unnercaees r us ipt ofhe outs warrant
8?% hecop ght & Wri Retreaﬁ e mars?inag Be
8 este 3&? R T aéPneﬁ qaeﬁ(?rﬁ
Istrict ivhich t ewarra outstandindt shall also indicate

whethasrot directions havgeen givdor the forwarding dhe
warrantto the arresting marshal. -&#39;

 Form FD-351 mbhg usedicequest the marshatib

P e S e
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necessary action.

LIf, due toemergency condltlothae marshab
unable teomphilith  reques@in “Agent, thé\gent shouldllow
aeasonablecourse, anablrcumstancesdlctate handlethe

necessary transportatian arraignmergccordingly.
EFFECTIVE: 01/31/78

11-2.2.2 Property of Prisoner

S M \ﬁVheﬁ erslon Lam%bst |fsﬁreleasedtthe q[ustotd \of a
ars er law enforcemaefiice ertyhat i

e returngmoraccom QP E‘I% (5)6?6 éﬂ 8
M%rs al cnrt 'eAr Iz%venfo cem nt of G(r]a)rthe resence dﬁe person
under arre nremlz ec S egm&g@

property POSSI (%J e&aL” er easre\c_thls
manner buiirmll dlsposeaﬁs provided forunder existing

instructions.
EFFECTIVE: 01/31/78

11-2.2.3F Removef Prisondrom th€ustodihe LIJ S Marshal

qu movalof prisonefrom théJ.S. M Qcky
for mtervrev\w en necesbygrigentsquires aut or SAand
certification in  writingto the U.S. Marshal.

! Interview nc%rsI as providedior above Ut
o cond e ami iEhn cBsSaly. Benytion

! Where prisoners areemoved fraime custodyf the
U.S. Marshahder eP visions ofhrs sectiordrehsported to

AoCIEACEIE o SR alfice BQQaué‘“BJnoﬁme%eé‘t‘?‘cﬁ'c%

LhIEy pb"éﬁar?ﬁ%@%%'sn @edss (e prisoner.

I "No tore loyee ofthe Government any law.
enforcement offisksall e 1 gfﬂto remoggarisonerawaiting
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trial from the place fdeetgﬂtlg)nwnhout anordﬁrmqﬂhe (o{0) tO{
ermission riIsonsxcept ene nited
tates Attorney anAgent IrCharge @f Io al offlce of the Federal

Bureau dh vestj atlon ofh e Departmeh t]ustlce uy| dentified

SEHK/'SR.é”nVYmb \atpibaner eﬁvcaéP” t{a,'ﬁ fi)ar%% MsbHe

\I/r\}FﬁreSttrhea U|r dem orar gmrc])va t er rou %‘Sace of
conhn ment gfrlceo¥ LeUn e State%tto ne o ﬁ1

e P e
W aobdiNG R B CY SR aTelr R aaR: VA" 7 &#39:F Z

n pre %_ig cmégsui bse e fraime | il,erlillotit eéger;ﬁ:oef

gtaPes meju ial trlctlﬁrwr\ﬂ@ﬁ}ge jaﬂ is located.
- 1 emeved withouhe

Ci* appif BlHAEONS.

I There . is set fodfeafter  form D.Cl1d which
should hesed amotice tahe U.SMarshal oémoval ahy Federal

prisoner for the purposesnentioned:
REPORT OFEMPORARY RELEASPRISONER

This is to certif , that on at Hour! at the
request oNameof D.Aor Agent!l removEdderal prisoner
from at the office of s and
returned hithe samday at in accordanwath the
provisions of Circular Nb..2676-AA. &#39;

U.S. Marshal or Deputy!

Jud. Dist.!

EFFECTIVE: O5/10/82

Sensitive
PRINTED: 02/18/98

1" " T 1&#3%39;__%23%,- |-~Y>|.._..-_.—;,¥|‘"I'..' =~ u~ksa

_ =, het~"4-+-wng-



q¢§§ﬁu eg; - :

Mﬂwaphvestigative Operations andaui.dPJiAQgE 11.- 14

11-2.3 Miscellaneous

EFFECTIVE: 05/10/82

11"2.3.1 Requests of Incarcerated Subjects

In all ¢ seswhlch dBureausubjectiscarcerated
elther priorto or tealg]nment an; Ieé(fhe su%ect makes

in_SHG BOEE B DITERCTE RSBl

WI
q dsee
Vise |
the USAW.S. Marshatihe deswesothe subject &#39;

EFFECTIVE: 05/10/82

f- 11"2 8l2dicaioA Eambaar
N amerson |rBureau custo Ialns aﬁckness or
ill health or wqh r&eﬁﬁ ﬁ&%l rﬁgg?o?éfyaﬁ ents

present, arrang rso S medical

attention without delay.

EFFECTIVE: 05/10/82

11"2.3.3 Arrest of Foreign Nationals
Wlthln U. errltor - a grlel\}vhlctrlloa aI
+ gluaﬁ*n @%’d ﬁ?hi grre sl§lhe/she]
0€es n no orel n tlon
e& netLs n [_rres |cer

reaty liprce

|n
ﬁonSéJ ar cﬁf‘n% Lét[%é gmrw% fl tlon r)her|
% | gﬁerres theF o%r Tﬁe? acl monsul
Ing tﬂearre 'e a the a'r?e on&ag;2 re%on ular

csyé notlflcatlon
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I Outside U.S. Territory Agent$rave jurisdiction

D R MES: ope AT L e AdepIaY,
counftries, arra eln\E)es gmllonge &:ondﬂ%?e&? el%m d be

ﬂ?nen a:wcumrtﬁ&%mrganner at| n _ofvi atmno{
e soverel efareign countr nts canbe(ﬁoresea
e scenef arr stsby forei C?enL{tho |e}'s1 articipatén or be

hes” incl rresiecompan foreign
|as '[ rtln rsoners, rnterV|eW S |sone
att elr pace O ceratiom’t Eesence 0 reign

2£n2£6£1581 ErBRsin? wltlﬂnbvssssls eq2ifssls
foreign countnguthority musie obtameﬁdom FBIHQ.

EFFECTIVE: 05/10/32
11-3 ROADBLOCKS
C EFFECTIVE: 05/10/B2

11-3.1 General

| Several situations magrisewhichedbuire  that
one or more roads be blocked.

I'Consider utilization of roadblock&aooperation
with localanddeate  enforcement agenaases in whiclsuch

appears to be logical. | 1
' Tﬁe SAC shoulb:é cognlzarmf the siatk local
\S re fglzatlo Orc%%célﬁ?a,ﬂérggeghmﬂdtbe
esta |shmer%@3d%rfoc dmd? ansmissiamsurrounditugal

and state police. -

EFFECTIVE: 05/10/B2
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[I-3.2 Roadblock Methods

There are set forth below several suggestions ae
effective means of blocking roads.

I'To bIock roads for the purpose of ins ectlng
M-in HQ  &#39;|.a:|Uih0f:al&#39;tiCL1131&#3&ea

p lo;-1»
19757
5E6p signs can be utilized in telling Lne vehicles to -
lane. Severatars shouloe p gﬁﬁ?ttetd asshougy ~one Tiecton
and therseveral fronthe otherdirection dba ffic wi ot
back, the Agents in the rirst car can use LMCLL _ -

| ! I
P [J[JOI’] thgpe ohi?; ?de,r r%r?otal g‘?glgr?i?etﬁg V\a‘rjr%Begmg

rnms ava

L W Se
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I Whenever aoadblock is established in which anyl
Bureau ersonnelghgelcally present gamm ate, itis_"
ntshe in

fundamental thathe charge ofsuch o eranrand’th‘éy
rfn t maksure that the ollceo arw%mrs artlc atln fur J
uel cooperation. Eac eld per ona nS| etcsee

ithat anysuch roadblookomplete n planninga oad
definite ‘consideration must begiven tprowdmg for the safet

the officers participatin and Innocent citizens who cadoglcaYy be
expected toun into suchaoadblockon thepublic highway.

1»- EFFB&/TN/&2

11-4 - RAIDS

EFFECTIVE: 05/10/82

11-4.1 SAC Responsibility

' When adangerouaSS| nmerdnses WhICh the

ractical applicatidiyearms mi tbeeaso anticip
% 8 Eg I{f1 ar e SA@mESstime r]ead\(/ershl maids
carrests where flrearm ight beused andn major casesaj rea

|mportance eveough thets nom icationth arms ht be

em loyed. Unlesgiergency condifimagent otlflcatlon he
q¥erson acting his a sencemhetlm latelytified when

F__Lécrll?;nu?;[mla arises, before action is  taken to arca rehenﬁlon
d advisedly teletypeor telephond@he
off|C|aI who will be |n chargeof the dangerous aSS|gnmentf -the

S”F&‘ﬁ'd ﬁtl'”edéh'crd’gl’éjnspOtln ?rge suff|C|ent exﬁﬁﬁmon
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1 If anajor case is being investigated involving the,
hot pursuitdtigitives ~ which requiregconcentrationof Agents,it
IS incumbenupon. eaclsAC t_carran%e for 24-hour coveragm the
resident agencids his territory wherethe activity is suchthat
can beexpected themsill be numeroysadise and contactBom
cooperative citizenand othetaw enforcemguérsonnel. Where
necessary, clerksaydilized to effect such coverageNo such
coverage shoullde initiated without authority from FBIHQ.

EFFECTIVE: 05/10/82 &#39;

[I-4.2 Elements of &Raid g

Araid is affensive _ type of&#39;g£)eratthar_acteriz_ed by
the s“ddennesfs deliv (}/ Th? urpqse onduﬁg\? raldg.
usually taapprehend individualsea cﬂaremlses. 0 raidsf
y planned tdest ad_vant?gﬂll lm)nlcllur(]:te exactly tﬂesl,ame.d
- Ho ents will characterize well-planne
TP SRR 5 t
! Speed.
! Surprise.
I Simplicity.
| Safety cll personnel.

I Superiority ohanpower and firepower.
EFFECTIVE: 05/10/82
11 4.3 Planning Raids

EFFECTIVE: 05/10/82

Sensitive _
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11-4.3.1 Raid Conmanderand Responsibilities p

I Every rsimbuld be carefully ptanned ddvance
ensuretgeeatest

factor of safety to the residing party and
iInnocenbystandersgnd preventhe escapef tpersons sought.

I Onendividual designateds raid commandsmnould

b ibléor planni d ing=die raid, andit
I |sﬁ elg O(Qr Iresﬂo%g%}'fgaﬁda%?n lécf{]%emé%%ggpaﬁihyg
f th they & takeyin , the jai :
I|I%ree>/§_ %ﬂoéﬁ&ﬁiﬁecﬁ%r&%thatﬁ I|ndut§z> %%grn\gnp@nand
issderg as the situation mayde and. N

bl
515

D EFFECTIMES/10/82
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11-4.3.2 Selection and Composition of the Raid

-0Z»
|197E

EFFECTIVE: 05/10/32
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11-4.3.3 Raid Orders

Radtbrs are issued by the raid commanderwho will

advise eachfsgent officer on the raid oflhis/her|specific duty.
He/She|will, ofcourse, furnish all of the informationavailable
concerning thegersons tobe apprehended the members dhe raiding

party.

EFFECTIVE: 05/10/82

114.3.4 Equipment p

1 8/15

&#39; |

EFFECTIVE: 11/26/84 A

-e
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Part Il

11-4.3.5 Assembly Location

@y and

dl

~~ | 2n gtEE de
| y fort shouldbe Eadmavoi apn thelprera

Faana Stement o SR s Ty Rgheons

operation. &#39;

EFFECTIVE: 1I/26/84
1&#39;.

:1-#hgtoach 1é Raid Site
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»

EFFECTIVE: 02/20/90

11-4.5 Entering the Place tobe Raided
EFFECTIVE: 02/20/90

11-5.5.1 Identification of Raid Party

! Radys bmgin asignal  fromthe raid commander
to the occupants of the place beidgd, advising them  of the
official92identity of treeding party and requesting theirender.
Sometimes than be92accomplished by  a telephone call and inther
instances il becessary toshout tothe occupants of the house
from the outside. Many raids of  premises, however, are lmBgun the
raid commander, after providing for appropriate outside protection of
the premises, approaching the front entrance and demandingentry after
rhesiivey presence and official capacity known.

I'ln any raid the participants should clearly identify
themselves as Special Agents ofthe Federal Bureau of Investigation to
glersons inthe place baidgd and those nearby so that no
claimcan bwade by subjects thatthey were HWejagked other
gangsters. ldentity should be made knowrverbally by aloud clear
statement on the part of the raiding officers that "He are FBI
Agents," or "We are Special Agents of the FBI," and by display of
badges. Identity of an Agent may notimmediately be gineler the
following circumstalr}‘%eS%.l t

o*
11t?
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7
EFFECTIVE: 02/20/90

1145.21

EFFECTIVE: 02/20/90

11-453

1

L.
&#39;

EFFECTIVE: 05/20/94 "I

11-4.6 The Covering Party

EFFECTIVE: 02/20/90
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11-4.6.1 Dutésh€overing Agents

| When persons aresseerging  fromthe e, they
should be advised of the raiders identity and called upon to

surrender. If, however, theycome oubf theuse
covering Agentshould immediatelgeturn fire.

EFFECTIVE: 02/20/90

IPH3t Raid Responsibilities

EFFECTIVE: U2/20/90

&#39:1
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1I-4.7.1 Arrest_of Subjects

All persons identified as subjects and subsequently
arrested during the course of aaid should be removed fronthe

premises aappro!orlate securjiyecautions takenprevengscape
or92rescue attempisSubjects areto be properly advisedof their

rights.

EFFECTIVE: 02/20/90

11-a.7.2 Raid Site Security

Ear

92

EFFECTIVE: 02/zq/90

11-4.7.3 Publicity A a

All  raluaild be conducted as discreetly _possible
and without  resulting in undue publicity. The names  of participants

in aaid  should not be disclosed without @FFBIHQ authority.
Should anyonébe kdllgthg a raid inquest by  lacghorities

is necessary, arrangements can usually be madefor  oneor  two Agents
to testify  forthe entireraiding party.

EFFECTIVE: 01/22/9Q?

11-4.8 &#39; Miscellaneous

Qfvhile ~ participating in aaid, Agents shoulie dtert
the needor "fire " discipline" andexercise cautioand googidgment

when discharging weapons.

_92&#39;

~&#39;>

hi "~~
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EFFECTIVE: 01/22/90

11-4.9 Photograph of Subjects

| Photographs of Bureau subjects should be taken before
blank watls no Bureau equipment, pictures, arther Bureau
material showing. The use of identifying numbers or name cards is
recommended. The subject&#39;s nameégscription, date photograph taken,
office name and case number, and, if known, subject&#39;s FRImber -
should be listed on  thereverse side dhe photograph. The field >

office 68se humber"must bé shown&#39;En*the"'0cA"-brock"un"the"subject s
fingerprint card. Previously, photographs were sent  to the
Criminal Justice  Information Services|Division, either separately  or
attached to the fingerprint card. Photographs arenot tobe
submitted. If photograph  of @Bureau subjectis  taken, simply  check
the appropriate block yes orno! on_the back ofthe fingerprint card
-=92  indicating whether ornot  ghotograph ofthe  subject iavailable,
and file  the photograph inthe 1A section dhe field investigative
fiould the|Criminal Justice Information Services|Division
receive aequest forthe photograph, the  requester i directed
tthe appropriate frffite. Rememberto showthe field office
investigative file number ithe "OCA" block onthe fingerprint card
as thismber vioid guoted to agencies desiring the subject&#39;s
photographs. Juveniles may not be fingerprinted or photographed
without the  written consent ahe amlgss the juvenile is
prosecuted as an adult. See Part 11,137.1.2 of this manual for»
further photographing information.!

EFFECTIVE: 04/03/96

11 5 EMERGENCY AND PURSUIT DRIVING

-1 Emergency driving describes the need to move by motor 2
vehicle from  one_place tanother ian expeditious rnmanner order to
respond to exigent circumstances. Pursuit driving refers to the p
following of anotor  vehicle for the purpose of raaking apprehension
or conducting  aurveillance. Both emergency and pursuit  driving may
require tactics or techniques \ilGchase the radksady
inherent in operating a mekicle.

i@n
52% &#39;92
R I'FBI  vehicles responding to emergencyor pursuit

Sensitive
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situations  witilize an adequate warning system, such as a siren,
flashing light, or other  device required by letatutes where use
afuch equipment will not defeat the FBIs mission. While employing
such devices, drivers ddureau vehicles during an emergency or a
pursuit continue to have aluty tdrive with due regard for  the
safety  adfthers.* 0

| ! Ithe interest cfafety, the following  factors
should be  considered prior to initiating maneuvers or  sphieth
quodd a risk afeath or serious  injury to participants or third
parties:

al The seriousness ahe offense under

investigation indletheg the suspect has threatened the life or

safety of othersor posesaisk to th%#scgqmmunityithe event of

escape. 92

b! Variables such ake weather,
performance capabilities ahe vehicles involved,

pedestrians and other traffic.

road conditions,
and the presence of

The dhoims dheould communicated to the driver&#39;s supervisor as
SN itis  poactical doso. If, ithe judgment dhe driver
orthe  supervisor, the potential risks outweigh the benefits to be
derived foomtinued pursuit or emergency response, such pursuit  or
response should be terminated. Theuse o vehicle or roadblock to

effectuate a stop can  be considered adeizure
Amendment and mustbe conducted in a reasonable

under the Fourth

manner and in A

conformity with FBI policy concerning the use of force et forth in

the Ldgadibook for Special Agents, 3-6.4.]

EFFECTIVE: 01/22/90

e &#39;r&#39;
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&#8Bx0N 12. FIREARMS

12-1. AUTHORIZATIONRESPONSIBILITCARRY FIREABKS
HAOP, Pati, 2-1.5 & LegalAttache Manual2-18.!
|Special . Agents SAsbf.the Federal Bureau of
Investigation are authorizedlto daggrms under Title 18, USC,
Section 3052. - G@439; ) &#39;

EFFECTIVE: 04/07/97

12 1.1 SAC Responsibility

s_animatel nsiioletheuse and
§ malntenamf\ % firearms a}ﬁellat 8 equl maﬂ%elrrespectlve
Ivisions. SACs arealso responsible for|prOV|d|ng training _in

fa flrearms to all ersonnel authorivediegpons on official
g Principal Firearménstructor PFI!will be assignediiie
SAC tananage the|f|e1d|f|rearms|tra|n|ng|program "

EFFECTIVE: 04/07/91

12-1.2 Special Afant Responsibility SeeMAOP, Palit

1-3.2.!

securitylaSn San{g?rﬁ%amkaiﬁ rrgesaltlrjrlr?sf%ﬂ %ﬁmnate usSnder

their control.

EFFECTIVE: 04/07/97

Ji -
&#39; &38839;-1&#39;3".
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|12-2 |UTILIZATION CHREARMS|

EFFECTIVE: 05/20/94

12-2.1 [Deadly Force r Standards for Decisions See HIOG; Part |

I I, 30-3.8 ! MAOP, Partl, 1-4 !, LHBSA, 3-6.&
"L =2tst1&#439; Fares’?lya r12=21Irl! "

I POLICY TEXT:
&#39; &#39; a!l DEFENSE OF LIFE Agents may use deadly force &#39;

only when NECESSARY, thais,-when the Agents have probable cause to
beli j fz re' 1a oTa
oL dsater [OUBTHHY

C b| FLEEING SUBJECT Deadly force may be ueed
prevent the escape of afleeing subjectif there iprobable cause to

believe:

1.the subjecthas committeda felony involving

the infliction or threatened infliction of serious physical injury or
death, and &#39;

2he subject&#39;s escapeould se imminent

danger of death or serious physical injuryto the Agents or other
persons. .

C!VERBAL WARNINGS IF FEASIBLE, and ifto do so

; wouldhot increasehe dangeto the Agent  others, averbal
w@arning submit tthe authority of  the Agent shall lmven  prior
to the use of deadly force. &#309;

d! WARNINGSHOTS No warning shots are to beed

MAgents.
1 el VEHICLES -Weapons mayot be fired solely to
disable mekiokgps. Weapons may biged atthe driveror  other

* occupant of a moving motor vehicle only when the Agents have probable
11% £ cause to believe that the subject poses animminent dangerof death
Yior serious physical injury to tAgents or others, and theuse of

Sensitive

PRINTED: 02/18/98

&#39;5

.~ &#30,4;1288800; RABOORIAMIIIE-&H30% 30843992, 1 R BHEID & 430 -38#39,-7-4#39;3:-": 51§ <; RH3T. BRI .» 8439 1 A3y B0 1=40R 40 .. ;...



&#39;_ P

516 %#%9@399 Sensitive
Manual dhvestigative Operations and Guidelines
Part IPAGE 12."3

deadly force does not create alanger tothe publicthat outweighs
the likely benefits ofs use.

I DEFINITIONS e

e ial Deadly Force: Force that s likely to cause
death aerious physical injury. &#39;

b! Necessity: In evaluating the NECESSITY to use
deadly force, two factors are relevant: 1! The presence of an
IMMINENT DANGEf##he Agents or others;and 2! The ABSENCE OSAFE
ALTERNATIVES to theuse of deadly force. Deadlyjforce is never
permissible under this policy = when the sole purposemismtowprevent the
escape of asuspect.

1. Imminent  Danger: "Imminent” does not mean
"immediate" or "instantaneous," but that action is pending.
Thus a subject may pose an imminent danger even ihe/she isnot at
vegment pointing a weapon at  the Agent. For example,
&#39; &’fﬁ?nﬁﬂent danger reaigt if  Agenets probable cause  to believe
_g. "= anyof tfdlowing: &#39:;

ahe subject possesses aveapon, oris
attempting to gainess to aveapon, under circumstances  indicating
an intention to use it against the Agents or others; OR,

b. Hubject iarmed and running to gain
the tactical advantage afover; OR, y

c.A subject with the capability of
inflicting death or serious  physical injury~*or otherwise
incapacitating Agents-"without aleadly weapon,is demonstrating an
intention to do so; OR

I d. The subject is attempting to escape from
the vicinity of aiolent confrontation ivhich he/she inflicted or
attempted the infliction of death or serious physical injury. |

2. Absence of aafe alternative: Agents are
not REQUIRED touse or consider alternatives that increase danger to
themselves or to others. If &safe alternative tthe use afeadly
force itikely to achieve the purpose dverting an imminent
danger, deadly forceis not necessary. Angong factors affecting,
the ability of Agents to SAFELY seize auspect, the following are

relevant:

Sensitive
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&#39;a. RESPONSETO GOMMANDS Verbal warnings
prior to using deadly force are reéddiEdd FEASIBLE -i.e., when to
do so would not significantly increase the danger Agents or
OtVieits. compliance with Agents commandsmay make the use of
deadly force unnecessary, ignohing commands may present Agents
waith sgfeon. M

&#38#39,; b. AVAILABILITY OF COVER Availability of
cover @movides  tactical adlvantage. armed suspect attempting to
gain a position afover may necessitate the use of deadly force;
conversely, an Agent in a position afover may gain additional time

_to assess;the_need_toWusewdeadlygforcemwithout_incurring signi icant
additional risks.

u c. TIME CONSTRAINTS The inherent
disadvantages posed by the issue of action/reaction, coupled with the
lack df reliable  means of causing an instantaneous halt to a

threatening  action, impose significant constraints  on the time £rame
imwhich  Agents must assess the nature and imminenced  threat,

! APPLICATION or DEADLY FORCE

al  When the decision is made to use deadly force,
Agents may continue its application the subject surrenders or
no |ponges an imminent danger.

b!  When deadly force is permissible under this
policy, attempts tehoot toause  minor injury are unrealistic and
can prove dangerous to Agents and others because they are unlikely to

achieve the intended purpose of bringing an imminent danger to a
timely  halt. ’ '

c! Evenwhen deexdly is permissible, Agents
should assess whether its use creates a danger to third parties that
outweighs  the likely benefits of its use

-EFFECTIVE: U4/07/97

12-2.1.1 |RevisedandMovedio 12*2.1|
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EFFECTIVE: 04/07/97

12-2.1.2 [Revised antfloved tol2-2.2] &#39;

EFFECTIVE: 04/07/97

12-2.1.3, |Revisedavidved to 12-2.3|

EFFEZNYRY

112-2.2| Carrying  of Weapong See also MIOG, Partll, 12-6.!
Formerly 12-2.1.2!|

I SAs must be armed|at dlmes when onofficial duty
with  the handgun secured to the Agent&#38esson in an approved

holster. Immediate accessto the handgun and security are paramount.
Briefcases, handbags, etc., are  rg®nerally acceptable methods  of
carryinga firearm. Loss of atamage to awveapon related to
nonholster storage or the itm@bility access weapon whemecessar
result in recommendation for ac ion.
Qgpg armed wiiémuty.

| The = SAGmesignee is ultimately responsible for

lassignments where firearms might be used. |The|SACshould_be on scene

M =&#30; " BBV F&HB: ;. o @ - YREHBY; - - - =, T T STt MWW 8HBOTI~- L &3O VL

if possible.

I Safety levers shmtuld be engaged on any pistol
constructed with a double dosgshot e.g., 3mith Wesson 459
659, 3_913!..1 With the exception of single-action pistols| e.g.,
Browning Hi*Power!,|handgunshould not be|holstered|in aocked mode.

_Sensitive
[PRINTED: U2/18/93
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I \Aihen SAis moving|with arawn weapon, the finger
ustbe off the trigger; double-action weapons should be decocked; the
manual safety should be  engaged on single-action weapons. Safety is
the paramount consideration. Unless obvious and  articulable
circumstances dictate otherwise, thafaty rules should NOT be
violated.
92
I To preclude unintentional discharges when covering

an adversary, double action weapons should be decocked and|finger off
the trigger. Single-action|weapons including shoulder weapons!
should|have thesafety engagedand finger off the trigger.|

! \8Asn are armed, handguns rhast fully loaded.

I Unless operationally deployed, shoulder weapons
should be maintained withjJan empty chamber. Prior tentry iateas
where potential aadgfsy around should be chamberedin all
shoulder weapons. The safety should remain engaged until the &#39;"
circumstances require placing the weapon in the "fire" mode.|

| 8!| SAs must be familiar with  and currently qualified
with all firearms and equipment they carry.

| 9!l When possible, emphasis rhast placed on planning
arrests  tensure superiority of manpower and firepower texert
maximum pressureon the individual s! being|sought, thereby reducing
thelopportunitylfor aubject to|resist or flee.

| 0192 SAsmay drawtheir weapons without being confronted
with a deadly-force situation. Proper training,Jgood  judgment|and
experience in  arrest situations must be relied upon  Qgjprovide the

proper responsewhen confrontedwithlpotentialldeadlygforce
situations. - s

g

| II'] SAs slp_ould avoid]unreasonablel&iggba_\y of weaponsin

public.

-1 12Y Accidental or  unintentional discharge  of aveapon is
extremely dangerousto tpablic andtéBl personnel. |Avoid
unnecessary handling offeapons and never dry fikeapons unless an
range or other safgable area.| ANY unintentional discharge  must
be reported to FBIHQ U=inhg18.

- 131 Specialized weapons, i.e., HI6,]JMP5,|gas  delivery
systems, etc., ronit be deployed by SAs trained and currently
qualified in their use.

Sensitive
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EFFECTIVE: 04/07/97

112-2.3| Firearms Aboard AircraftSee HIO®art I, 164-15 !.!
| Formerly 12-12.1.3!

I Title 49, USC,|Chapter465,|Section 46505, generally ~

__m_wr" forbidscarrying firearms_aboardircraft,a|FBI Special Agents]arer,rA " m" \WI

exempt from this prohibition.

IFAA  Federal Air Regulation 108.11 a! Title 14, CFR,
Section 108.11! recognizes the authority of FBI SAs to daegrms

aboard  aitcraft all times.

1] The FBhas exclus_ive{urisdiction dhier  Aircraft
*3 Piracy Statute, Interference with Flight Crew andertain crimes
31/ aboard aircraft.

) || FBI  SAs|MUST|carrgirearm ON THEIRERSON aboard
any commercial domestic flight ~ when on official business, unless

operational considerationsdictate otherwise. |Firearms malOT be
carried ia  purse, briefcase orcarry-on luggage. UWder
circumstances should  an Agent surrender theiapon

tairline
;personnel.| -
I |[Agents  are encouraged, butnot required,to carry
their firearm when traveling aboard aommercial  airline when
traveling within the United States for reasons other than official

duty. Itarried,

W-

the firearm MUST*remain ohe Agent&#p6rson.

I FBI SAs must complete the appropriate airline

for traveling  velniteed and comply with airline and airport
gpprocedures. s

forms

I FBI SAs are prohibited from consuming alcoholic

beverages while traveling armed on aircraft or within eight hadurs
travel. .

8!l SAsmust avoidinnecessary displafjfirearms while|
traveling by aircraft. "

Gyve T8 The aforemé&mtit i datidyifkS)
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carriers operating between pointswithin the United States and its
Territories. When official duty involves travel  through or toa

T foreign country, the traveling Agent rdastrmine beforehand the
laws of the country being visited or transited regarding firearms, and
prior approval to carry direarm inthat country must be obtained.

orIf operational or travel considerations do not permit
the carrying of a firearm, firearms  may be placed iohecked baggage
for retrieval atthe destination. Firearms placedin checked baggage

must be unloaded and securedin ahard side, locked case. The weapon

must be declared to the ticket agentat thetime of check-in and the
L-airline_firearm1-tag~placed-INSIDEethe-locked~suitcase. M a

EFFECTIVE: 04/07/97

12-3 ISSUED WEAPONS

! FBI SAs are authorized tocarry and utilize only

issued Bureau-approved personatiwned weapons| POWSs!|regardless
of on- or off-duty status.

I 92Any firearm,|regardless of Bureau-issued or
personally ownedstatus iseferred to as ASSIGNED PROPERTY.

I Firearms canonly be carried bythose Bureau ]
employees wlawe ! authorized touse firearms inonnection with
their official dutiesand !are currently qualified.

I'All Bureau handguns [

irearms sessim

I'Any changes oralterations to any assignedweapon
must be authorized lige  Firearms Trainingl nit and mustbe
accomplished bythe FBI Gun Vaultat Quantico. Exceptions to this
requirementrbast  requested in writing and approved bythe Gun

Vault.
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EFFECTIVE: 04/07/97

12 3.1 Distribution of Firearms

UEach field office should maintairan adequateaumbeof
handguns ahdulder-fired weagpaaikble foissue aseeded.|-

-1 Handguns - C

W, ; _ &#39;S Asal a r e 92iss ued;_a ,handg;1n_ang associated_, h o
and ammunition or magazine _Fouches while™ attending New Agents
Training. This weapon willgenerally remainassigned tothe Agent
throughout his/her career. Exceptions may result due to loss or
damage dthe weapowor replacementof the weapodhe direction of
the Firearms  Training Unit FTUL

b! Handguns are intended for general self-defense
&i8D; should nobelexclusivelylrelied upofor|planned92offensive
operations suctdhe execution of search warrantor arrests where
shoulder-fired weaponshay beappgopriate. |

c! |Small-framed handguns i.e., Smdh Wesson
revolver Models 36, 49, 60; Glock 26 and 27 pistols, etc.! are most
useful wbeanealability is important and should not lmnsidered
as grimary firearm in reibsations.

! Shotguns

|Shotguns shoulde issuedon axtended basis tdgents

assjgnectimvestigations/du_ties where contactvith armedsubjects
is likel &#39;drugs, \Goiers and Major Offenders, resident
Agents etc.!. Shotguns frorthe division gun vault raksp

besue or short_terms on an as-needed basis i.e., warrant
executions!.[ E

I. Rifles

- al |Snigks aris cadhk]g!
1ﬁo§ﬂ,lﬁl8toarr al:l'[ orized = for use only b;lgﬁ;é Wgﬁﬁm

weapon&#39;s yigmoep tthis  requirement museéquested in
writing andapprovelttizte  Unit Chief, FTU.|

b! [Any SA qualified inthe useda rifle mag a
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rifle capable of automatic  fire if it iequipped witha fire
selector lock  to prevent fully automatic fire.|
A _c! The SACor designee may authorize the removal of
the selector ldckig emergency situations.  This authority  may
not be delegated. Upon termination of the emergency situation the
SAC raastire the selector locks are properly reattached to the
weapons.| p a
d! |Bureau rifles should be sighted in during _
firaarimg sessions to  ensure accuracy at operationally
appropriate_distances.lhhuhh _w ; a~hWih.l. -vV_
I Submachine Guns
Aa! The Bureatslgenerally|equped withHeckler g
and Koch| H&K!|submachirguns.
1b! Submachine gunasl be usedO tionally|
cu ent firearms instructors,
currently qualified in thee. The MP 10 Aavhich &#39s

capa ef dawo-shot burst may be utilized by any Agentwho is
currently qualified on thatapon. |

c! The  Thompson submachine gun may only be used for
display and demonstration purposes.

! Carbines

alA The Bureau_is-equipped with Heckler and Koch
H&K!'and Colt carbines.

b! All SAs are authorized to use the H&K MPSSF
and Colt H16 series of carbines,|provided they are currently qualified
with the weapon. 32&4eon must be equipped Wlth afire control
selector lock  if capable of fully automatic fire.| A

EFFECTIVE: 04/07/97
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PERSONALLY OWNED WEAPONS
| SAs are authorized  to agproved personally owned

weapons POVileu of a Bureau-issued firearmprovided the|SAs
arelcurrently qualified with those weapons._

g | SAsaethorizedlup tawo MP@Ndguns in addition
to @Bureaurissued istol or  revolver. Agents  may dtlect have

three P@lkdguns ut the Bureau issued handgumust be returned to
;the FBI AcademyGun Vault and the Bureau-issued gun removed from the

A&#39,3 propedgord. _ P@NAguns uthorized for , duty may lany
_combinati n_pf_plstoulns_angtfor_requ)versm o

I'SAs are authorized one|POW I2 gaugeshotgun with a
barrel length between¥hd 20 inches and fixed stock, provided the

SA is qualified with  that weapon.|
. |The FirearmJraining Unit FTU! and=Bl Acaden@un

Vault maintain ~ arp-to date list of  firearms approved for official .
e : PEXTACRN T ]
SSAdditiorTdi JnaVidestipprdsetiguns, &#39;
shotguns andrifles/carbthes with  approved acceSsdriestthe  field
division PFIs inthe Adeldal Firearms Program communication.
Agents should consult il PFl or the FTUBEFORE purchasiag
firearm for official use.

| | Before  approval of a ROW granted, the weapon must
be inspected by the|FBI Academy Gwault for functional reliability,
accuracy andserviceability.|

| 'l Approval for R@Ws  only be granted fourrently
"manufactured models. Once aweapon is discontinued by a manufacturer,
theddel will no  longer be approved. Previously  approved weaponsin
this category will continue tbe approved until removed bysubmission .
1 &¥D-431. |[Likewise, once aveapon no longer approved issmoved 1
from anAgent&#39;s FIh&Biveapomnwvill not be approvedor official
use by another Agent.| &#39;

ig | 8!| ROWMsrized tbe carried on official business
areto betreated inthe same manner aswnexpendable Bureau property. p

T[9! _ NoR@W_. be agaf)rovecﬂor use|which rer%uires an
application for National FirearmsAct NFAl!approval fronthe Bureau

of Alcohol, Tobacco and Firearms ATP!. Mhesgons that aply

&#39::8#3digieeh:. ifitle I1Bection 5845-are as follows:
1&3 &#39; "
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alA shotgun having a barrel or barrels of less
than 18 inches in length; &#39; &#39;
b!' A rifle having darrel or barrels  ofless than
16 inches in length;

c! Any  weapon mentioned in al or b! above which

has an overall length of ldsan 26 inches; _
d!' Any  machine gun fully automatic weapon!;
W el- Any_silencer_or_suppressed_weaponL_ _

0! |PONghast dactory  finish from the
manufacturer. &#39;Th&un Vault will be responsible for blued or

parkerized finishes only. If the condition of the finish renders the
weapon unserviceable,  authority to carry that  weapon may be &#39;
withdrawn. Refinishing other than  bluing or  parkerizing must be&#39;
completed bythe manufacturer ahe  Agent&#39;seap@nse. |
§#439; Approval Procedure
al The field division PFI will manage this  program
for the office.

_ b! An  SA seeking weapon approval vgillbmit|an[
FD-431 in quadruplicate to PFI with the weaponfor|inspection and
initial|approval.

, ¢! |The|PFI orla designated|firearms instructor!

will verify that the = weapon rnieets requirements for &POW in terms
of condition, serviceability, required features, and being
an|approved|model. &#39;

d! IThe|PFI  or|a designated|firearms instructor!,
after signing the FD-431, will submit the forms for SAC approval and

transmittal, returning three copies ofthe FD-431 to|the|FBI Academy
Gun Vault WITH THEVEAPON. |[Theubmitted FD-431 MUST contain the
PFI&#39;s signatuaiad SACor designee s initials.|&#39;0ne copyf the FD-
&31 should be maintained as dield ditikker copy. Pistols must
be accompaniedy four factory|magazines. Rifles|must be submitted
with aminimum  oftwo factory magazines.

e! |The aforementioned approval process may be

modified when an Agent purchases an approved firearm directly from a
manufacturer who will ship the weapon directly to the FBI  Academy Gun
J
Sensitive
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Vault. The FD-431is  completed by the requesting Agent, approved by
the PFI  and SAC, and three copies forwarded tothe FBl Academy Gun

Vault. The FD-431 will then be matched with the gun received from
the manufacturer.| .0
8A; | fI| Weapons must be clean, unloaded, properly

packaged, and wloipeedy.

_ 19! The GunP/auItWiII inspect|the firearmlfor _
physical condition and test fire the weapon for|[functional integrity.

~ h ~If the weapon meets-all-necessary inspection-~

prerequisites, the firearm will ~ be returned tothe Submitting PFI with
the FD 43I marked "approved.” The Bureau will not supply parts needed
to make aveapon acceptable for approval. -

| '] SAs mustfire aqualifying score dhe current
qualification course for the weapon in question and appropriately
record scores BEFORE authority to&#39;carry the weapon will be granted
by the PFI.|

| 'l Once the approval procedureis complete, the SA
iauthorized tocarry thisPOW. The approval copy of FD 431 should
be placed inthe SA&#39;s personnige.

p |k Any riEason disapproval of a weaponwill be
explained in  fullon the FD 43ljwhich will be returned with the weapon
tothe  submitting PFI.

[ 12! To  remove &@OW from Bureau-approved status, properly
execute Form FD-431 iguadruplicate and forward three copies to
Quantico. Upon receipt of the return copy from Quantico,|the PFI
will delete  this weapon ftben Agent&#39;s|firearms trainingecords.

3! [No-firearm is authorized for official use unless it
is physically  inspected and authorized by the Gun Vault i.e., seized
weapons, personal purchases, etc

&#39;"~./

EFFECTIVE: O4/07/97
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[124.1 &#39; |Reviseohd Movedto 12-4]

EFFECTIVE: 04/07/97

17"5 HAINTENANCE AND REPAIRS

its }"SAs_are_personally_responsiblegforgsecurityWandmM__ W

maintenance of all firearms and other  expendable and nonexpendable
related equipment assigned to them.
I Alterations, repairs, and refinishing of assigned
firearms must be conducted by FBI gunsmiths. Exceptions  include
refinishing by manufacturers  ather contractors whose  use has been
[requested in writing and|approved by the Firearms Training Unit FTU!
§I in advance.

I After-market parts optionslwill not be|approved
unless authority  is|requested in  writing and approved by the FTU Unit
Chief. Questions regarding the installation aifter-market parts on

@Bureau approved firearm should be resolved PRIORto purchase of
5 theseparts anodifications by contacting the FTU.|

ISAs  areto bring dlureau-assigned handguns to the
Gun Vault|fopreventive maintenancenspection andrepairleach time
they attend  anin-service or conference atthe FBI Academy. &#39;

| '] Firearms must be unloaded, cleaned, and properly
packaged before shipment via Federal Express, or appropriate
means. [Whenreturning direarm  to the FBI AcademyGunVault for
p service or turn-in,_a cover communicatiorshould be included which
Istates the reason the firearm ibeing returned. Firearms being

Areturned  should be  addressed: FBI Academy, Room 110, Building DN,
Quantico, Virginia Z2135. DO NOT HAIL WEAPONS ADDRESSEDTENTION:
cum VAULT."I&#39;See HAOP,&#39;Part, 17-1.1.1; Part 11, 22.2.2,6~2.3.9,
and 6-10.2.!|

| 'l When it becomes necessary to rander weapon

inoperable during the course ain  investigation,|this procedure|
Imust be accomplished|by d&Bl  gunsmith.

| '] Field offieesdling to use seized guns for

Sensitive
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demonstrations or teaching purposes  must first submit thesgons to &#39;

the Gun Vault for _inspection, approval, and possible modifications|to
render them safe.| 7 &#39;

EFFECTIVE: 04/07/97

12-5.1 Care of Firearms &#39;

_m_u m" |__After_being_used, and periodically during storage,_

all weapons should ke&arefully cleaned and|lubricated per the
manufacturer&#39;s recommendations, Care should be taken to prevent
esalesat and oll from entering inacessible akas the

firearm.

& #39; I Excess oil and solvent must be completely wifhed
d I il ' i .
i1 tHstiSeay te las g bt e gi TR 239;
Due tothe factthat handguns are almost continually
encased in  leather holsters, regular inspection and lubrication should

mnducted to prevent rusting. -

| 'g Questions pertaining to the care, cleaning and
maintenance of firearms should be addressed to the PFI or FBI Academy

gunsmiths.

EFFECTIVE: 04/07/97

| 12-5.2 |Deleted|_

EFFECTIVE: 04/07/97
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12-6 SECURITY OF WEAPONSee also HIOG, Part 11, 12 2.2.Y|

I ! Each SAis personally responsible for the security of
weapons under his/her control. &#39;

-1SACs  must provide|secure|storage areas for Bureau-
assigned firearms in Bureau  office space.,

B When onduty and out of the office, handguns should
be kept onthe SAsperson unless operational considerations or good

judgment_dictate_otherwise.__ i _i_ W_iiii_Minw&b 9 }5 &#3 9 . 7 -U

I When SAs remove handguns from their person, it is
recommended that  the weapon and holster be removed together  tprevent

- -{" Ut etsadiygleaptRsiébabiiiEited 11QE

ts.

LAl firearms stored in Bureau  office vaults or other
approved areas must be unloaded, functional and clean.

8!  Alperational shoulder weapons,  whenever possible,
should be stored muzzle end down ttacilitate the natural movement of
lubricants toward the barrel end. - &#39; RH#39;

9! All  weapons shoulzk-stored UNLOADEDe

following manner:

al Revolvers - cylinder closed, hammer down.
7b! Pistols -Imagazine removed, slide closed, hammer

released and chamber plug inserted if  available.|

¢! Remington Model 870 shotgun -action closed,
trigger snapped, safety on.

&#39; .d! Colt Model|M16/AR IS series of]rifles or
carbines - magazine removed, action closed, trigger snapped, fire
selector on "SEHI¢" &#39;
_Sensitive
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e! | inchester/Remington rifles|- action closed.
trigger snapped, safety  off.
sthompson submachine gun magazine removed,
action closed, feelector OBINGLE,"_safety on "FIRE."
g! H&K|MPS all models!| magazine removed, action
closed, trigger shapped, safety on.

h  H79 Grenadeauncher -action closed, trigger
shapped,~safety_on.
!

Federal.Gas Gun - action closed.
EFFECTIVE: 04/07/97
12-6.1 Security olVeapons.at Residence or  Nongovernment Space
92
| SAs are personally responsible92for security cll

assigned firearms to prevent  unauthorized handling or unintentional
discharge. .

'When devices or containers are provided by the Bureau

forthe storage aofeapons away fRBumeau space, SAs should make use
ahis equipment whenever possible.

] When unattended, each firearm rbast made inoperable
by one anore dhe following methods: | &#39;

al Remove and separate the source atmmunition.

b! Install commercially available Pistol lock,
trigger lock, or cable lock.
&#39; cl! Contain in aommercially available lock box or
other container which will provide appropriate security. .

| ! Bureau personnel authorized to carry afirearm must

use the  utmost caution when storing and securing their firearm at
home when children are present. In addition to great personal grief,
many states Hawes providing for severe criminal and civil

penalties when anyoneis injured or killedas aesult of ahild

Sensitive
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obtaining access to direarm. Bureau employees dce ensure the
security and  storage of  their firearm s! complies with  pertinent
state and local laws.|
EFFECTIVE: 04/07/97
12-6.2 Vehicles See MAOPPart I, 13.2.!

111__Hnl8ursau:assisns§_8irsarmmmaylbelletE_in_the,
passenger compartment of an unattended Beltdal arehicle
authorized for official use unless the vehicle doors are locked and

the firearm, is secured ina locked vehicle weapons|mountather

vethic@Ercamist:

A ok B RN -

vehicles overnight  unless required by operational circumstances.|

! Other nonexpendable Bureau equipment related to
Agent|safety may be maintained inthe passenger compartment of an
unattended Beldale arehicle authorized for  official use|for
short pHriods toney if required by operational necessity or
good judgment, and only if properly concealed and with the vehicle
doors locked. "Properly concealed" zenes! inan appropriate
container and/or secreted within the vehicle  to prevent observation
and identification of the ifeom the vehicle exterior.

I Any nonexpendable Bureau equipmentnot relatedto  SA
safety|should|be maintained inthe locked trunk of an unattended
Bureau vehicle or_vehicle authorized for officialluse, but gtauld
be left overnight unless operational circumstances dictate otherwise.|

bggqg
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| 8!| The standards set forth above are MINIMUMstandards.
Employees are expectedto exercise good judgmentin providing
adequate security toall such equipment and firearms. |Personal
inconvenience is  not considered an adequate reason for deviation from
these minimum standards.

1]9! Reports ofost/stolen firearmsrelated Bureau 1
property-should~be_submitted-to-the-Firearms Training Unit AND the_" see
Adjudication Unit, Office Professional Responsibility, for

replacement andpossible administrative action.|

EFFECTIVE: 04/07/97

12-7 AMMUNITION

- SAs and other Bureau employees authorized to carry
firearms road their Bureau-assigned weapon s! only  with ammunition
provided or approved e FBI. -

[ 1) 1t isthe SAC&#39;s responsibilitg ensure that the
field  offmatains adequate supply of ammunition for training
and operational contingencies.
92| Field office ammunition inventories should be rotated
to promote serviceability and be inspected aminimum of once each
quarter. .

I |Athmunition should bestored inaecure, andi
preferably dmimiroltitied, temperature environment. | "

I [During training, any ammunition authorized for FBI
use may be fired. At ather times outside  of training sessions,
FBI authorized service ammunition must be used.

op Ammunition carried on the person should be used

during the  next firearms training session and replaced with dresh
supply.

19 mm 124 grain ball "training" amunition rbay used
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operationally in the suppressed MP5 SD only. This round is limited
to training  use only in alther Bureau issued/approved 9nm
weapons.

8! The Firearms Training Unitis the procurement point
for ammunition used by Bureau personnel for official purposes.|

EFFECTIVE: 04/07/97

12 7.1 92Deleted|

EFFECTIVE: 04/07/97

12-3 FIREARMS PROCUREMENT

I The|acquisition|of firearms as Bureau property must
be ! approved by the|FTU,|and ! administered by the FBI Academy

Gun Vault.

! Aitearms purchased or obtained by dield office
as Bureau  property must be shipped  directly to the FBI  Academy Gun
Vault|for inspection and téshg|before use.

|| Any  exceptionsto this policy mustfirst be
requested in writing and|approved by the FTU before procurement.

EFFECTIVE: 0O4/D7/97
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12-9 FIREARMS IN RESIDENT AGENCIES &#39;
! Firearms may be maintained inesident agencies.
FAI handguns andshoulder fired weapons|should|be
stored inla  secure[safe, vault  or safe-type cabinet. |Reasonable
security precautions such aseapons locked and  stored in locked
| cabinets  orclosets  within alarmed  Bureau space raaffice in lieu
3 of storagein aafe.|
| '] Field offices are authorized to purchase safes,  &#39;
_ m__mlIs2lt§i °-_ 888E:S8YPEILEPIBEES £ 2£8E£mS82IP£2!i8- SEPHE? 8F9F%S-"28
firearms.
[ 1] All other|policies citedlherein that govern the use

and maintenancef Bureau-assignedfirearmsland ammunition|also apply.

[!| Any exceptions to this policy must belrequested

i8.#39;; &#Isrsla yvrltlng and approvedlby the FTU.
-é

L>1"

EFFECTIVE:&#39;04/07/97

12-10 FIREARMS TRAINING

I'|[Firearms  training requirements  are submitted to the
field annually by EC toall SAfsoned, "Field Firearms Training

PrOgram.”|

|'| The  objective of the FBI firearms training  program is
tolprovide four MANDATORY qualificationsessions annually. Since

firearms training is aerishable skill, however, the FTU encourages
field offices to prpvide additional training opportunities. Field
offices whose  rangiability and ammunition  supply will not
support}mandated|training should  submit groposed training plan to
the Training Division,|FTU,|for approval. This plan should include
the number of sessions, coursesto beused, andthe numberof rounds
to be fired.

| '] ThelSAC is ultimatelylresponsible for all firearms
training, weapons and ammunition inventories, and|execution of|the&#39;
___ Field Firearms Program.

@788 | |! SAand aither permrhhehzedrlny
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Ifirearms must meet or exceed|the|minimum proficiency and safety
p|standards|set forth  inthe Annual Field Firearms Program.

_| Y| PFIs aesponsible forall transition training
either from revolver to pistol @istol teevolver. The PFI  must be
satisfied thatlan]SA  has successfully completed the requirements of
transition training and proficiency checklist as specified in training
curricula provided by the FTU asd qualified to carry thetapon.
:|The|PFI must verify _this training by documentation on or attached to
the SA&#39;s FD-40.

~W~W ? +6 Each~PFI[should|adhere to the-format of the-calendar- ----- - -

year Field  Firearms Program provided by the FTU.  Any changes must be o
8 submitted|via written communlcat|0n|and approved in advance by_the &#39;
Unit Chief, FTU.

[ 1] All firearms training sessions must be supervised by
;theI PFI GI|Bureau*certlfled|f|rearms instructor designated by the

IE 1] 8! AII%regmmeensive tactics

trainin g conducted in_con&#39;ynction with e of the firearms
qualification sessions. - F

|| 9! The DefensiveTactics Training Course will be managed
by the  Principal Defensive ~  Tactics Instructor ineach field
&#@9jsion.  This programs submitted to each officelas part oflthe
annual Field Firearms Training Program.

~I0'Field offices must report  the following  by|electronic
communication|captioned, "AnnuaField Firearms Training Report,” to
the FTU by close of business 12/31:

al Dates dfaining sessions

b! |Ranges utilized| &#39;

c! Names of instructors assisting each session..
These rsoekl also be listed at the bottom of FD-39 score cards.
~dl NMames  Bureau personnel who have missed ANY
[mandatory|traininglsessions, with the reason for each delinquency
specified. ALL delinquencies rhast reported.
i88§_e! Nameafll  Bureau personn&ho-have failedto
3¥8&#39; dnadtfying scores with any authorized weapon. Include date last
92. [
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qualified. S 1
I The PFlis toensure thatranges used for field
firearms training are inspected and contain no safety hazards that
veodlanger FBI|personnel or others.|

2! PFIs areto make every effortto ensure that the air
Juality  of indoor ranges used|for training|complies with the
1 Occupational Safety and Health Administration OSHA! standards. |A
S certificate of compliance  with these  standards should be available  for
review at the riaiBty. | If andoor range does not comply with
"1 QS88AkstandardsL]this?fac&#3honld not be usedfor_trainingL| _p 7

3! The authority in charge of  @articular range should
be advised of any safety deficiencies noted.

EFFECTIVE: 04/07/97

ligf 12"|euwkarms Delinquencies

! Anylemployee|authorized to carry firearms  who does
opratend firearms training during direarms training period is
considered delinquent. |To ensure compliance with this requirement,
tBAC or AD inthe caseof FBIHQ! may, at tHecretion,
require delinquent individuals to surrender their firearms and make
any necessary recommendations  tthe Adjudication Unit, Office of
Professional Responsibility OPR!, FBIHQ, for administrative action
if appropriate. The individual&#39;s authority to carry direarm is
rescinded dhd weapon should  dydy issued for training purposes
A until the delinquency is corrected.] A No SA|should|bepermitted to
ibecome delinquent_for|any|firearms training|period unless documented
medical circumstances dictate otherwise AND the SA has been placed on
medical mandate by FBIHQHealth Care Programs Unit. The FTU|is to be

advised ofleach delinquency|inthe "Annual Field Firearms Training
Report." - 7

I Those Agents who were unable to attend firearms
training dheir regularly scheduled days should be rescheduled at

the earliest|convenience during the training period.  Delinquencies
must be corrected as soon gmssSible.]

.3} &#39] | henever authority toarry — aveaponis rescinded, a
i?7887&#39; memorahdxpianation should beattached to the SA&FED4D.
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EFFECTIVE: 04/07/97
[12-10.2 Firearms Qualification
EFFECTIVE: 05/20/94
12-10.2.1 Firearms Qualification Policy [ See DG, Il,
-1210.4; MAOP, Part 120-2s.3.]|
I SAs must qualify with ALL  weapons they  are authorized
to carry.
|SAs  mustify aninimum of|four times  per calendar
year.
. I SAs must qualify with each assigned handgun a
minimum of once per year. It is recommendedthat|weapons|regularly
icarried onduty be fired for qualification aach firearms session.
- Al Specific training requirements are setout ithe

Field Firearms Training Program submitted Hiie|FTU|for each calendar
year. |PFIslare requiredto follow current established course

protocols set by the FTU.
I'[Agents  wgllalify within  thesigned division.
Agents assigned to FBIHQ, the Engineering Research  Facility} and the
FBI Academy \gllalify with the FTU at Quantico.
Exceptions:
T al Agents assigned on demporary duty Hasis
1 another  division wiocid preclude their qualification in their
-;,n¢8 assigned  division, may qualify host-division. It ithe
§&88 responsibility  of the PFIin the hebeision to ensure the TDY
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iIAgent&#8€oses arerecorded andorwarded tothe PFI of the Agent&#39;s &#39;

i assigned division.

| b! Agents wishing to qualify with another division
for convenience must have the concurrence of the PFI from their
assigned division&#39;arige rdgision. _The PFI of the host division
must record the visiting Agent&#39;s scoresand forward theseto  the PFI

the Agent&#88ssgned division.

c! Agents assigned to  FBIHQ, the Engineering
Research Facility and the FBI Academy wishingto  qualify with another
division_must_have_the_concurrencemofwthe ETU and host PFI.*AThehPFI
iof the host  division isesponsible to ensure the visiting Agent&#39;s
3 scores are recorded and reported tothe FTU.I

EFFECTIVE: 04/07/97

:§12-1Re@rding|Firearms|Scores

I The names of SAs receiving firearms training should
be indicated on the Form FD-39 oran  approved automated system.

I The individual scores shall be entered in the
appropriate aflumn  Form FD-39. This form gtwitain the names

ofall SAs attending firearmsijtraining and the make and model of

issue/approved firearm s!  used for qualification.| Supervising
firearms instructors shall be listed dhe bottom of FD-39.

I After completion of  draining period, scores are to
heansferred from the FD-39 to each SA&#39;s|Frdutomated form.
FD-39s are retained_for one vyear, then destroyed; FD-40|is germanent
record andimust accompany|the|SA&#39;s persoriibelupon transfer.

I'|lThe PFlor designated firearms instructor will score
the targets on qualifying courses.| &#39;

EFFECTIVE: 04/07/97
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12 10.2,3 Failure | tQualify
If an SA fails qualify, the|PFIjmust  provide
remedial training  and apportunity to|qualify|on the next regularly
scheduled qualification day.
I After opportunities have h@wenided for

qualification|and failures ~ continue to exist, the|PFljmust advise the
FTU|in the Annual Field Firearms Training Report.

&#39; ! Employees must demonstrate proficiency tbe
permitted to carry"firearms;~~If~the~employee cannot~qualify&#39;after
remedial|training on touat of three qualification attempts,lthe  SAC
must require the employee to surrender his/her firearm. |The Agent
&#3Bil issued his/her weapon only  for training wsutdh a time as
a qualifying score is shot. \Afhen Agent&#39;s authority to carry a
firearm isescinded, thidion must be rated the Agent&#3%¥D-40.

&#3 rofessional Responsibility,  w&bommendations for administrative
action, if ~ appropriate.|

<;:8{ st iibithed T UNHIf

EFFECTIVE: O4/07/97

1 12-10.2.4 Shoulder Weapons|- Qualification|

A% qualify wedich assigned shoulder weapon|at
leastltwice per \éaents are encouragedto train wvgapons
thegularly carry at EVERY training session. SAs \aith assigned
shoulder  walapon use thpecific weapon wjoalfifying.

Agents not assigned a  specific shoulder weapon vail, aninimum,
demonstrate proficiency vilith shotgunand MP5at least once per
year apecified ithe  Annual Field Firearms Program.|

EFFECTIVE: 04/07/97?
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|Firarms|Safety Rules
! Cardinal  Rules:
ateat all firearms as if they are loaded.
o b! Never point a weaponat anyone unless you are
idoing  so.l
c! Keepyour finger dffe trigger unless you i
to_shQot, o m__ _ mm m" _

! General Rules:

al Al live fire FBI firearms  training must be

supervised by an FBI Firearms Instructor.

ansa;  ftoen

up.

enforced.

b!  When transporting .weapons on your person to and

range, |shmigdins be bolstered; shoulder  weapons should
F_- be in a safe condition and caithied the muzzle Pointed straight

"&#39; c! Safety precautions rbast adhered to and

Discipline rbast maintained. Unsafe and careless

behavior will not be|tolerated, dbeuld reported, and mayresult in

recommendations for administrative action.

d! Immediately upon picking up a fieem, a

safe direction,|activate the ghfety present, remove any
dahemunition,|open action and check to see that the weaponis

(Diheadked.

it again. &#39;

Blever give|to or receivela firearm

from anyone, unlesslthe weaporis unloadedandithe action is open

allowing

the person réeeiving weapon to see that it is unloaded.

Always present the weapon BUTT first.

fl ' Never anticipate a command.|Avoid unnecessary

conversation, and pay|attention to instructors. You viodd told

exactly

training

#OI »

what to do.

g! Perform|alsafety check on the weaponbefore a

session. Hake sure the weaponis|unloaded.| After training,
youlalso needto ensurethe weaporis unloadedbefore cleaning.|
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PRINTED: 02/18/98

i Y . f _ V. &#39; it L C_,preyeierees e e ey ~92-,



1.

¢% Sensitive

Manual of Investigative Operations  and Guidelines
Part It PAGE 12

h! Load and unload only on the firing  line and only
when instructed to do so.] Any exceptions will  be stipulated by the
S

lead Firearms Instructor.

| i Keep the firearm pointed down rangeor|in a|
safe direction at alljtimes and ALWAYBe aware of potential  dangers
iany direction your weapon rhay pointed.

Ml Use only one hand when holstering a handgun.
Any exception will be so stipulated by|the[lead Firearms Instructor.

&#39; . k!m_No smoking, eatingqoridrinking-on the.firing_" m
line because of health risks associated with lead residue.|-

| '] Never  permitthe muzzle of afirearm to touch

the ground.
| m![ _ _ In case of amisfire or malfunction, perform
anlimmediate action.drill,  unless instructed to do otherwise.
| n!| After_firing ahot that duds sound as loud
asit  should, clear the weapon and check tesee if aullet is lodged
in the barrel. -
I| o Never leave your firing  position unless
instructed tdo SO.
1p" Never remove a \ir@spon the holster in
training, unless instructed tdo SOH39;_
1| g Never dry fire on the range unless whokat
supervision of &irearms Instructor. Exceptions will be specifically
identified by the lead Firearms Instructor.
u | rl|-Eye and ear-protection  are mandatory when firing
dhe range. Ear plugs should be worn|ONLY|IN CONJUNCTION with

Foped barriers and are NOT  a substitute for issued or
equivalent hearing  protection.|

| -1 8| Everyone is responsible for range safety.
Immediately rapprt safety violations  you see to d&irearms
Instructor. U
Sensitive

PRINTED: 02/  18/98

o @ 4m__



*$7 | i

_»- Sensitive

Manualdhvestigative Operations andGuidelines p
Part Il &#39; PAGE 12&#39; 29?

\EFFECTIVE: 04/07/97 O

| 12-10.4  Firearms Training of|[Non-Agent|[Employees

As aule, only Agents receive firearms training ftben
Bureau. Exceptions are:
- Electronics technicians and security  patrol clerks
_e_ eaa_mspecifically_authorized_by FBIHQ. 99i_ii9 .- Wemis____ w

' Uniformed  Police OEficers|of the FBI.|

. I Other non-Agent peitionnel sPecial authority to
carry|firearms e.g., Special Deputy U.S.Marshal!.|

. . .l!_']Non Agent  personnel authorized to carry firearms
l; 1. must: | S
;81 a! be approved Hyir SA@ection Chief

b! comply  with deputation requirements established
by the USMS, and

- c! be engaged in official activities farhich the
Xarrying of a fllaarm been authorized.|
[ . [All non Agent personnel who aethorized to carry
firearms will comply with akgulations in this section that
normallylapply toSAs seeMIOG, Partll, 12 10.2.1\.| laddition,
they must  asend annual legating, quarterly defensive
tactics training, and participate inthe  Fitness Indicator Test FIT!. 9

EFFECTIVE: 04/07/97
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12-10.5 Police Firearms Training
! FBI firearms instructors may conduct  police firearms
schools. t
I Firearms training is tobe givenonly tolaw
_enforcement|groups unless axception iauthorized by the SAC e.g.,

safety training  for Bureau employees and their family!.|
- |The primary firearms instructor must ensure that 1

ranges used  for firearms training are inspected and contain no safety
- hazards that-would endanger-FBI-ormpolice~personnelll- - -

EFFECTIVE: Q4/07/97

i- 12-10.6 Firearms Instructors Policy Formerly 12-10.6.1!
~ To qualify as @ureau firearms instructor,
candidates must attend the Firearms Instructor In-Service FAIS!

presented by the FTU.

! To maintain instructor status, employees must qualify
&#39; quarterly  and obtain the following minimum scores  when these  courses
dieed: -
al 30 round bulls-eye course
1. Onerhand score 240, or
2. Two-hand optional!l s2@0e
&#39;] . bl |Double ActionCourse|score|9D|
c! PQC  score 90 I
d! Shotgun IDA %fore
| e! MP5 qualification course! score|90|
p ! _ _ To maintain  instructor status, in addition to
j888 "shooting  instructor level scores on courses listed in ! above, each
188f instructor rpasicipate in deast one documentedBureau firearms
Sensitive
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training session per year.

I Firearms instructors must attend &Recertification
Program with the FTU at leaske every four years." Agents
transferring out ofthe FTU are considered recertified fora period of
four years.p -&#39;

! Failure to comply  with instructor requirements will
result in the loss of current  status. -The employee will  be listed
officially dgearms instructor -inactive.
-~m mmWsseV !~ To regain active firearms instructor dtausjir_nn_. -
employee must attenda  Recertification Program atthe FBI Academy and
demonstrate proficiency awted in ! above. ~

EFFECTIVE: 07/17/97

12"10.6.1 |Revised and Movedo 1210.6] &#39;

EFFECTIVE} 04/07/97

12-10.7 |Target Guidelines|
|| STEEL TARGET POLICY

|a! -Standard|service and training ammunitionlmay not
hesed on steel targets|at distances lds3n ten yards. Some types

of frangible  ammunition may|be used on|steel targets at closer
distances. &#39;

| b!] To minimize|potential injury from|ricochets,

firing positions dhould perpendicular to the target line.
i| ¢! Construction of any dtaeglets MUST be
coordinated through the|FTU to dasyeés meet rhanidmass
and safety standards.
Sensitive
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d! PFls are responsible for permitting only|the use 92
of proper weapons andammunition on steel|targets to prevent damage or
{destruction to the target, reduce ricochetand  preventinjury to
personnel. ,
| e Steel targets must bespected before each
training session.
| &#39; | f!|-All personnel  on the steel course site must
stand behind the shooter. Imultiple courses, the shooter must not
be ahead of another shooter.
| gi] Ail 5SE}565HEI on the steel course site musti wewe
continuously wear eye and ear protection._|Personnel  on a stealse
should also wear issued body armor.
h! Damageditargéitsypadctured, or
bowed, are unsafe and should not be used.
L B I | | |
1 EFIPBOVIYE:
12-11 snoorxnc INCIDENTS Se#AOP, Part11, a 1.3.2.!

EFFECTIVE: 10/17/95

12-11.1 Reporting of Shootings See|MIOG, Part 11, 12 11.s;|nAor,

Part 18-1.3.2.!
I In ahooting incidents involving|the intentional

-use of force by|FBI personnelland in aficidents, intentional or

otherwise, \WHERE OCCURS, notify  the Violent Crimes and  Major

Offenders Section  vcnos! Chief, CID,[FBIHQ byltelephone, followed by

teletype. Similarly, in all shooting incidents occurring in joint

investigations or FBI led/controlled task forces vahere  non FBI

participant fires a weapon, notify the VCHOS, GBIHQ by telephone,

followed by an airtel  within seven days.[

pig? | |Othestancesl|indsivinagiyearm

Sensitive .
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||oy FBI personnellmust be reported aoon  dsne permits by teletype - 92

to the Chairperson, Shooting Incident Review  Group SIRG!, with aopy
to the Firearms Training Unit FTU!l.  FD-418 Shooting Incident

Reportl, in triplicate, is to be submitted to the FTU by airtel within

five working days. SA&#3FB~40 Firearms Record! should be attached to

the FD-418. &#39;" -A e
IIf an FBI employee imjured, designate one copy of

5 teletype for the Office of|Publicland|Congressional Affairs.]

' SAC must personally  ensure that  investigations &#39;

,nini_#_1related|to_Agent:involMed_shooting_incidents_are handled_quickly and
properly. |

LI the SAC dkSAC was involved inthe planning or
execution of events, FBIHQ diwuld advised during initial contact,|

I'[Initial teletype should include the SAC&#39;s &#39; -
recommendation whether the shooting inquiry should be conducted by the
"8 field division under the direction ofthe SAC, or by &hooting
- &#39; 88136t Response Team SIRI! under the direction of  an Inspector or
Inspector in Place 1IP!. Generally, this determination is based on
the extent of SAC or ASAC participation in the planning and -
| operational events of the incident.|
I'[The Assistant Director, Inspection Division INSD!,
5 inonsultation with the  SAC andAssistant Director, CID, will  make
the determination whether  ahooting inquiry will be conducted under

1 the direction of the SAC-or an Inspector/IIP.

o 8! [If an Inspector/lIP  isnot dispatchedto the scene,

the SAC will advise and confirm by teletype  that he/she s directing 1
the necessary required shooting inquiry investigation, UACB.|

3 9! [A shooting inquiry must be conducted under the
direction of the SAC when aveapon s discharged by FBI  personnel
unless circumstances necessitate the inquiry be conducted under the

direction of an Inspector/IIP.|

0! [In jointor thmke investigations wherein  a
I local, state, or other federal lanforcement officer fires a weapon
oris shot, but rehots are fired by FBI personnel who are present:
al Joint investigation SAC or ASAC will  notify
A FBIHQ by telephone, followed by an airtel delineating the following:
a
Sensitive
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;1. Activities afccompanying officer and
circumstances viddch to the shooting.&#39;
| 2. Details ohid/arrest plan.”
8§ 3. Instructions given  to accompanying officer.
&#39; 4. Results  dbcal shooting inquiry conducted,
iivailable; records odhterview s!, and analysis.
b! FBI led/controlled task force:
1. Include all  o#l! above, plus:
1A degree aiBI supervision exercised over
the officer&#39;sday-torday investigative activities generally reflected
in implementing  Memorandumdfnderstanding MOUI!,
b. Chain afommand within the task force.

e
we

.34

A coENMOU dedinkdtrmp

"&#39; responsibilities afon-FBI personnel.
p ¢!  Submit gihien days, an original &
copies of thkooting incident airtel tothe  Assistant Director,

_ IN%PI'U.I JRm. Aipéntion:

[through
12-11.8, and 12-11.9.]

EFFECTIVE: 10/17/95

12-11.2 Guidelines

HAOP, Part

&#39; | After the

concern expressed
well cared for both

5 A
&#39; F be permitted

_ PRINTED:

SIRG,Withe one copy designatedto the

2! Moved r°.nloc, Part 1R2-11.7,
for Intervention atthe Shooting S8epe 2
I, 8-1.3.2.! B
shooting  duame lssmuired, the first
and acted  upon will be that  all Bureau personnel are
physically and mentally. _

The Agent slinvolved in the shootingincident will
and encouraged to immediately

contact his/her spouse

Sensitive
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and/or family. If the Agent has been injured, or ihe/she feelsit
would be useful, the Agent&#39;s famiyll be contacted immediately in
person by aJIes%wated Agent who knows the family personally. The
field office be notified of the Agent&#39;s conditigo that
there will  be a response tthe  family who called the office. It is

particularly important  that family notification occur before press
and/or media accounts appear.

el Agents who have been personally involved ithe
shooting incident  will be removed from the scene as s@®n possible
and not assigned further duties ithe  investigation of that incident.

.! If the Agent&#39;s weapeaured  for evidence or
ballistics tests, another will be issued immediately unless there is
cause nhot tissue aveapon. The Principal Legal Adviser, Office of
General Counsel, FBIHQ, or the United States Attorney&#39;ffice should
be consulted if questions arise regarding whether an Agent&#39;s weapon
should be  surrendered to local authorities.

_ ! The  SACOKSAC will initiate gersonal  contact with
gagpthe Agents! and his/her  family ia  supportive role and offer

i

assistance, if  needed. This contact will be madeas soon as possible
following the  incident within the fR4t hours!.

I The current  RBuoeadure of not  releasing the
identity of Agents involved imvestigations ancidents is

especially important ipost-shooting matters andwill be maintained.
I_An SAC shoulccommunicate withiFBIHQfiny  of the

%% g sggggprocedures appear to be inappropriate for aspemflg#gg
8! SACs and/or ASACs should hold  affice conference,
as soon as practical, after ahooting incidentand asoften as

necessary to keep all personnel advised of pertinent  details
concerning the shooting incident.  This should substantially reduce
rumors and distorted accounts of the incident. See HAOP, Part I,

8-1.3.2.!

EFFECTIVE: 05/20/94
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12-11.3 Guidelines For Intervention  During The First Week See
MAOP, Part 11,81.3.2.!

p! The Critical  Incident Program consists afeveral
specifically trained Agents and  support employees located dhe FBI
Academy, Quantico, Virginia, and throughout the  field offices
administered frReTrsonnel Division PD!, FBIHQ.

I The Critical Incident Program also includes FBI
Chaplainsin  each field office who have been trained to respond to

Agentssandesupportmemployees who have beenm
Incidentsluding sho&#3§s.

! Bureau policy establishes confidentiality for any
conversations between employees and  peer support employees or  FBI
Chaplains.

C ! There are exceptions to this Bureau policy of

confidentiality which could require disclosure. TExesptions

might include, but are not limited to, risk afeath or injury,

perspective criminal  acts, or interference with  Bureau investigations.

Aecision to disclose must  flust discussed with the Critical

Incident Program  Manager, PD, FBIHQ. No assurance can be given that

the courts  will recognize the confidential relationships established

by this policy. In acriminal orcivil  action arising  from aritical o~
incident, the courtcould conceivably atidetosure notwithstanding

Bureau policy.

1 The SAC or ASIAC advise the office FBI

Chaplains!  dhe critical incident and coordinate  aequest for peer
support with  the PD, FBIHQ.

A brochure iavailable to Agents/femployees  who have
been involved in shooting incidents covering:

al The symptomsto  be expected  and their normal
course.

b! Administrative handling  dhe post-shooting
investigation. p
" cl Legal aspects dhe shooting incident.
d! Counseling services available.
J.
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! An official from RBIHQ contact the Agent
personally by  telephone. The snape direction  dhis callis to
express concern forthe welfare dhe Agent and his/her family. The
Assistant Director, PD, will dberdinate personal phone contacts.

i" Bl Aotal-of five optional days administrative leave
are available tbe taken at sole discretion of! persons directly
involved in the shooting incident. The use of  thdministrative
leave o strongly encouraged by tBAC. This lezwe be taken
atany timeat the discretion ahe Agent and should be coordinated
with his/her  supervisor. The  Health Care Programs_Unit HCPU!, PD,
will furnish guidance concerningnindividuals eligible_for_leave,and4s~

) U'||

authority to  grant leave. Also ddeAVE ADMINISTRATION GUIDE.!

9! An  Agent directly involved ithe shooting incident
should be advised by the SAC thatthe /Agent be reassigned  from_
his/her squad for @eriod dfme if the  Agent desires.

0!'The SACGwill immediately coordinate withHCPU, PD,
FBIHQ, if an Alyeatly involved in  the shooting  incident requires
other special attention, tmitiate the utilization of the mental
health professional  resources dhe  Employee Assistance Program.

EAP!.

If an Inspector has been assigned to conduct the
shooting inquiry,  he/she will  review these intervention guidelines
vajtipropriate field  offmeagers.

2lIn the eventof  anincident which involves the death
an employee or dine-of-duty injury  thedults in the
hospitalization of the employee for serious injuries, the  Director
desiresto  personally contact the employee orfamily  and offer
comments that will contribute, even if ionly a dasdiion, to the
healing process thatlies ahead. To facilitate these contacts the
following information should be relayedto the Director expeditiously,
usually by teletype. P

al  Aorief description  dhe incidentand  the

nature dhe injuries sustained.

b! The names!and ages! dhe employee&#39;s
immediate family. _ &#39; -

c! Where and when the employee  or family may be
reached.

Sensitive
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d! Any  other information that would  be helpful
during the  Director&#39;s contact withployee or family.

I3!Recognizing that the FBI&#39;g0ntinuing concern can
significantly help-the recovery of our employees andtheir families,
it may Heeneficial for the  Director to recontact them. The timing
of this recontact is left to the discretion of the SAC. Recontact
requests should be submitted lgletype to the Director&#39;s personal
attention and include the following information:

al The information requested above.

b! An update on  the condition of the  employee or
family).) i
|4!More periodic expressions of  concern by tmemediate
FBI faitlily beled bythe SAC.SACs should be afare the
extensive support structure  thaists ithe HCPU of tR®. This
includes  pmmpoIt, contract mental health professionals, FBI
Chaplains and the EAP. These rsisouldes be used appropriate
to provide our employees andtheir families it support and
assistance they rceethg tohes extreme trauma and sorrow.

P w

EFFECTIVE: 05/20/94

12 11,4 .Guidelines for Long-Term IsSees HAOP, Part I,
8-1.3.2.!

I SAC or ASAC will personally make every  effort to
facilitate the administrative investigation ofa  shooting incident.

0! If aroup of Inspectors from FBIHQ is required to
conduct dnvestigation of the  shooting incident, an effort will be
made to d@hatire at least afe threspectors has received
training in the effects of post-shooting trauma and, if possible, has
personally experienced a shooting incident.

I Agents should be allowedto pace their own return
work following shooting incidents. The Personnel Division PD! Iwill
e furnish guidelines concerning use  of administrative leave. The SAC
- and supervisor will  bevolved ithis decision-making process.
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LIf a transfer of an Agent to another squad following
a shooting incident is contemplated, consideration will be given to
the effects of the transfer on the adjustment period and-the Agent
should be involved in the decision. a " 4
! The letter announcing the conclusion of &ureau
investigation af shooting incident will be phrased a way that
takes  into  account the emotional impact on-the Agent who has been
involved in a life-threatening situation and may have suffered,post-
sheartirag
--e eee-16! mMSACsmand/oreASACs-or_themfrincipal Firearms ~-~
Instructor  should personally and ipdovidigally the ~ necessary .
positive and/or negative feedback to Agents after the
inquiry has been completed. This will also afford an admInIStr_atlve
ascertain if the involved Agents! amenable to any Opportum]ty
formal
recognition, as warranted. Medals or invertige following a Hz.

shooting incident iwhich  subjects have been seriously iojured

kiled can have a negative psychological _impact and/or be perceived as
a reward. However, medals or incentive awards may be appropriate, and
will  be authorized if recommended and justified. Emphasis void on
the effort to save lives.

I Agents who have been involved ia  shooting incident
will  not immediately be assigned to duties likely to iavoled

confrontations. This is even more important when a given Agent has
already been involved ia  previous shooting incident.  This
consideration  should take precedence over other.action, including
transfers. |

8! Employeeswho have been involved shooting
incidents will  be afforded an opportunity to attend a Post-Critical
Incident  Seminar at the FBI Academy. Trese sessions  \iod the
basis for future modifications in policy and training and  will also
@ovide  pol employeesable to provide meaningful peer support.
The group sessions provide a therapeutic understanding of the shooting
EMade conferences  will be dwmordinated the Training

Division&#39;Behavioral Science Services Unit BSSUL.

9! PD&#Eloyee Benefits Unit has prepared a booklet
cfutioned Worker CompensationBenefits" for questions relating
to work-related illnesses and injuries.

I0!'The PD Transfer = Ombudsmanhad been designated to

serve as a single mint contact at FBIHQ concerning insurance and
compensation matters following a shooting incident. The Ombudsman
Sensitive
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will be  available on a case-by-case basisto respond following a
critical incident and offer assistance to victims and survivors of
that incident concerning insurance and compensation matters. The
Ombudsman attends Post-Critical Incident Seminars and maintains
contact with the Critical Incident Program Manager.

. 11Six months after the shooting incident, HCPU, PD,
FBIHQ, will  dbetact SACof the Agesived inthe shooting
incident to determine if Eollow up counseling is necessary.

EFFECTIVE: 05/20/94

12-11.5 Guidelines For Training See MAORRartIl, 8-1.3.2.!

I Training related to  post-shooting trauma and its

management will be madeavailable to  Bureau administrative  personnel.

Atraining block of this type \iod presented by the Behavioral
Science Services Unit, BSSU!, Firearms Training Unit, and the

Management ScienceUnit, Training  Division. A presentation in  this
area should also be incorporated into  upcoming SACConferences, Senior

Executive Programs, dfxkcutive Development Institute  sessions.

! Amientation session by the BSSU @an introduction
tpostrshooting trauma will be provided to students during New Agents
training. .

Il In the planning of operations  which have a high risk

ofarmed  confrontations and/or may involve the use ofdeadly force, if
the SAC, ABAC supervisor is aware of an Agent whois experiencing
high levels of personal  and/or family stress or health problems,
consideration should be given to temporarily excuse the $am
participating in the exercise in doder minimize the radk

cumulative stress or trauma incidental thereto.

EFFECTIVE: 05/20/94
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12-11.6 Nondisclosure of Agentsf Names inShooting|Incidents| See
MAOP, Part I, 5-2 land B-1.3.2.'E

Names of Agents involved in shooting incidents in
performance of duty should not be volunteered to outsiders since
experience has shown that once their identities become anmatter of
public knowledge, the potential that they and their families will be

subjected to harassment and possible retaliation ~ substantially
increases. If identities of  Agents involved inpshooting incidents
have been made public through inclusion in public records or &#39;

disclosure_at public_proceedings, SACs,may_verify the AgentsL | I

identities  inesponse  to inquiries by news media representatives  or
others. E

EFFECTIVE: 04/07/97

12-11.7 Investigation of Shootings  Involving FBI Personnel
Formerly 12 11.1.! See HAORRart Il, 8-1.3.2.! &#39;

) I'An investigative inquiry of the _ shooting incident .
will be conducted undghe direction of the SAC |
Inspector/Inspector in Place IIP!,  appropriate, and a
comprehensive report  issued. -

al The SACis responsible for preserving evidence
and instituting  dogical ~ investigation. SAC  or SIREI§HEE;s should

g_ersonallg coordinateinvestigation if anilnspector/I|P is not A
Ispatched to the scene. I

b! _The SACwill designate an investigative team to
conduct those shooting inquiries  under his/her direction. The SAC
should use appropriate personnel and resources Evidence Response Team
ERT!, Photographer, etc.! to conduct dhorough, factual
investigation of the shooting incident and to submit aomprehensive
report to the Shooting Incident Review Group SIRG!. The SAGuld
consider Laboratory Division assistance in appropriate  circumstances.

c! lthe event an Inspector/IIP is dispatched to
the scene, the Shooting Incident Response Team SIRT! will be
comprised of dnspector or lIP and two or more Assistant Inspectors-
in-Place AlIP! selected by  the Chief Inspector, Inspection Division

Sensitive S 92
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INSD!, and dorensic team comprised of direarms examiner, visual
information specialist, and photographer selected by the Laboratory
Division.

d! The SIRT under the direction of the  Inspector or

[P will report directly tothe  Chief Inspector, Office  of
Inspections, during the shooting inquiry and be tasked  with completion
af thorough, factual investigation of the shooting incident and
submission of a comprehensive report to the SIRG, along \mitly
observations regarding safety and/or training issues identified

through the inquiry.

! Local authorities are to be contacted to clarify
jurisdiction and investigative responsibilities.

N ~All personnel and witnesses atthe scene are tobe
identified, located and interviewed.

I Agents involved-in a shooting must  be given
sufficient time tcegain composure before being requested to provide
any statements. The official conducting the  inquiry will consult with
the SAC or other appropriate personnel and consider such factors as
physical injuries ortrauma experienced by the Ageritved in a.
shooting  tdetermine when an interview should take place.

I Avoid having involved  Agent s! conduct any
investigation and/or interviews relevant to the shooting. Do not,
however, delay substantive investigation to accomplish this. Separate

and remove involved Agent s!  from the scene asoon  gwactical.

I Forms FD-644 Warning and Agsurance Employee

Requested to  Provide Information an  Voluntary Basis! and FD 645
Warning and Assurance to Employee Required to Provide Information!
are not tobe usedin investigations concerning shooting incidents in
the absence of specific, compelling reasons. Such a determination
willbe  made by the SAC or Inspector/IIP in consultation with the
appropriate FBIHQ  officials. Prior tothe use of the FD-645 in cases
where there ipotential for criminal prosecution aghe employee to
be interviewed, OPR, Inspection Division, must present the facts of

the case to OPR, DOJ, airtain an initial opinion that the matter

in question  should be handled administratively rather than

criminally. See HAOP, Part 13-6 ! ahiD G, Part I, 263-5 LI

Sensitive
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EFFECTIVE: 10/17/95

>

1z 11.s *Shooting  Inquiry Report  see MIOG, Part 11, 1211.1;
MAOP, Part 11, a1.3.2.!

Ve

I Results an inquiry in all shooting incidents
involving  theeentional use of fbyce FBI personnel andin all_
incidents, intentional artherwise, \NHEREY OCCURS, are tbe

_Submitted_to FBIHQ withinrtwo weeks_in;the form an investigative ~m

report. The shooting inquiry is primarily dact-finding effort and
must be  objective, thorough, and factual. Observations regarding
safety and/or  training issues identified during the inquiry should be
included in the report.

I Report should be captioned "Shooting Inquiry, Report

t"ld%ﬁuwgrﬂmtlaﬁﬁlﬁﬁmmmm

&%Bﬁ_euflcally e-caption the substantive
92ifny, involving the shooting incident, e.g., "John Doe; First
Savings Bank; 3/5/95; BR; O0: NY; UCFN#." Reference should also  be
made tthe teletype that initially advised FBIHQ dhe shooting and
the communication Vidriakarded the FD-418s.

I The report should  contain appropriate enclosures and
exhibits, tmclude but not  limited to:" medical reports, coroner  or
autopsy reports, police reports, crime scene diagrams, radio logs,
criminal record and NCIC checks, military records of subjects  if

M pertinent, weather information, firearms and ballistic information

*include Laboratory Reports iailable or FD-302 summary of
laboratory analysis!, videos from local news rmakdiding incident
reconstructions, and crime gueoiegraphs.

I'No  accomplishments should be claimed inthe Shooting
Inquiry report. Any accomplishments achieved at the time aghe
shooting incident should be claimed by = a communication under the
substantive title. &#39;.

I The Administrative.section ahe report should
include information concerning decisions regarding interview of
subject s!, Pertinent administratively controlled material, informant
information, and observations regarding training and/or safety issues.
SAC analysis and recommendation s!  fadministrative action, if

t. deemed warranted, dhould set forth this section ofthe  report.
Sensitive
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I A table of contents should be utilized to

and identify  report contents. Following is
9fight normally  hbecluded:

organize
an example of items which

a! Interviews of personnel  involved - include
signed, sworn statements of all Bureau employees principally involved
in the shooting incident. Interview all ~ Bureau personnel directly
involved in  the investigation  and/or planning leading to the shooting
incident. Any arrest orraid plans pertinent to the incident should

bearefully spelled out in statements obtained from the persons! in
gharge ofthe raid/arrest, p

Ynterviews in shooting inquiries should be

handled without the use of
1 Forms FDr644 and FD-645, unless theze specific factual situations
= @omplaints which might  raise  concerns about  the shooting. Should
these dlise, details should be discussed  with the Chief Inspector,
Inspection Division INSD!, pdor conducting any interview of
Bureau personnel. ~

A Witnessesto the shoétirg incident. Persons interviewed should be
apprised of  the access provisions of the Privacy Actand afforded the

opportunity to  request confidentiality in&#39;accordance WMhOG,
Part 1190-7 and SACMemo 51 77 C!dated Il/15/77.

c! Investigation regarding subjects! - _include

such information _ascriminal records, if available, and interviews of

1 associatesvhich aregerman@ shooting i.e., individuals involved
in circumstances surrounding  the shooting incident, co-arrestee,
92etc.!. If  possible, include interview of  subject s! regarding the
shooting. Such an interview is often  quite productive in obtaining
admissions from the subject s!  directly pertinent to the shooting
incident. Statements made by subject s! contemporaneous to the
shooting oftentimesgmay be important  to the overall evaluation of the
incident by the SIRG.

&#39; Appreher”&eB02 shouldbe included.

subject did not, was notknown to have,
shooting, if applicable.

Prepare FD-302eporting that

or refused to comment on the

dy Medical reports -include medical reportsand
Jdnterviews  with rpetsoainel

I clarifying the _nature and gravity of
| 1oe= 1 @ll wounds oinjuries as aesult of the shooting. Indicate” weapon,
T entry and  exit of individual

shots, if determinable. If fatalities
involved, include coroner or autopsy reports.

Sensitive
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e! Vehicles involved - describe all  pertinent

vehicles and indicate damage incurred.- Describe  any other property
damage. _&#39; i

fl Weapons involved - include FD-302$ reflecting
weapons and ammunition used by Agent s!, officer s! and subject s!
involved and disposition or  custody of weapons following the shooting.

"B g! Maps, diagrams, photographs, and other graphic_
depictions or representations of shooting incident seaver
scenario. ~ Wie - ~ as c
9 . . . :
3 h! Police  reports -include copies of reports, if

available, plus _any statements made regarding possible prosecutive
action against Bureau personnel. Include copy of communications with
local prosecuting attorney.g

i! Prosecutive status of subjectls.

2Z.eu39: j! Laboratory reports laboratory  reports should

~  gobeincluded inthe Shooting Inquiry report, if they are available. If
laboratory examinations have not lemnpleted, preliminary results
should be  reported by aummary  FD-302. Results of forensic
processing conducted atthe goveye be included inthe formof a
laboratory report or &D*302, whichever igdeemed most suitable by
the forensic  expert s!.

I'To assure accuracy and completeness of the Shooting

Inquiry  report, IAC Inspector/IIP should confer withethe Chief
Inspector, Office of Inspections, INSD.

. 8! Submit ariginal and 12 copies of the
report tthe Assistant Director, INSD, Rm. 7129, Attention: SIRG,
with one agsBignated tothe FTU. The INSD will distribute copies
to members of the SIRG. "

EFFECTIVE: 10/17/95 &#39;
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12-11.9 Shooting Incident Review Group Formerly 12-11.1.! See
user, Part Il,s1.3.2.

'The  Shooting Incident Review Group SIRG! ign
independent review committee established tanalyze  all shooting
incidents involving Bureau personnel and to evaluate the application

of deadly force isuch incidents. The SIRG is to provide the
Director with avaluative analysis, observations, and
recommendations for corrective actions  from aperational standpoint,

lif any,as wellas recommendations concerning training issues,  safety
issuesuand_administratiye,action,_if deemedmnecessary,gW_W _

&#39; 'Scope and Purpose: The SIRG will review ahooting

incidents wherein _ Bureau personnel employ deesly @~ as vasl| all
incidents where direarm  is discharged ina nontraining setting.

al, The SIRG will determineif the shooting under

review was intentional or unintentional. This will govern the
- F&ABEEppetEhSoti1gWwas: irfteritional;
.F : ot S'Irftenitional;

b! The SIRG wiill deliberate and determine if the

shooting incident  falls within thpplication of the FBI&#39;s Deadly

Rotiey and the law.
c! The SIRG will review operational plans, -

procedures, tactics and circumstances leadingto the shooting

incident. ,
d! The SIRG will review issues associated  with

safety, training, and managementamesight med@nmendations

for administrative action, if deemed necessary.

| ! The SIRGwill be  comprised of representatives from

the following: | &#39;
a! Inspection Division INSD! Deputy Assistant

Director, Chairperson! and Chief Inspector, Office  of Inspections,

Alternate Chairperson!; 7
b! Criminal Investigative Division;

| c! National Security  Division;
5 d! Training Division;

Sensitive &#39;
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a ~

I Accessoryequipment,i.e., magazineor speedloader

Pouchesammunition|poucheekte.,lmust maintainedandinspectedin
he samemanner aslalholster.

I EachSAis responsible for the proper o&intenance
all holsters and accessory equipment under his/her control.

| Bureau issudtblsters/accessoriesyhenvornor
damagedbeyond repair may be replaced through the FBI AcademyGun
Vault.

8_! All stmgside belt holsters will @%%FEQ%JQAIOV,V_MQ | "g#30;

requirements:

a! Mast able to drawandreholster the handgun

with one hand.

&#39; b! Theholster mustnot require the trigger finger
to pass through the tggged to release theapon.
A*% .
A28 ¢! théholstemestire thaveapming
&#89;  strenuous physical activity olinwiinyg, Ljuside etc.!.
| 9! "Miscellaneousholsters”|refers|to shoulderholsters,

belly bands, ankle holsters, inside pants holsters, cross-draw
| holsters, fanny butt!|packs, etc.

a! All regulations that exist for strong side hip
Fapslgrs with the exception that it is permissible for theak
hand to steady the holster while returning the weapon. However, no
holster will be approved that REQUIRESusing both hands to draw the

weapon.

&#39; b! Firearms instructors dce  ensurethat proper
safety is exercised during training with any miscellaneous holster.

0!  SAsshould use both Bureau-issuedand personally
ownedholsters and other firearms equipment during firearms training
sessions to ensure familiarity.

EFFECTIVEO4/07/97
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12-15 DEMONSTRATIONS AND TOURS - &#39;

E ! Oniy authorizedffrearms-instructors|may|present
"live fire"|demonstrations, and then only with the express consent of
the SAC or designee.

I Any other SA may present Bureau firearms  for
demonstration using "red-handle" weaponry|or liweapons equipped

\f/vithf.trigger guard locks or similar]devices|which prevent|tpe weapon
rom firing. - % - -

I The safe condition of all wegey sed for
demonstration-shoulH_be[VeFilieHrby &ureau firearms instructor
BEFORE use.| The general safe condition of firearms igction open,
safety on, and weapon free of anylive ammunition.! Demonstration
weapons should  never.be pointed at another person.

12-16 _MEDICAL PROFILE SYSTEMEDICAL MANDATES RESTRICTIONS!

| | Agents on medicalmandates areto be permitted to
participate in firearms training,|including|defensive tactics,
PROVIDED thé&gent&#39;s evaluating|physicids|fully familiar with the
Agent&#39;s|condition, theature of the]training to hendertaken, and
furnishes awritten statement that, inthe  physician&#39;s opinion,  such
participation would not be itgurious the Agent&#3%eaith or
dangerous to others. See MAOP, Part |, 205.2.1 ! -

[!] In instances where the evaluating physician does not
certify the  Agent  attend trainin% and the prospects for|future
participation|are remote due to the Agent&#3€mdition, authority to |

carry atirearm|F\>/vi11 be rescindedland any Bureau-issuedweapon turned
in. See HAOP, Part [,205.2.1 1l h A#39;

EFFECTIVE:&#39;04/07/97
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12-17 TRAINING SAFETY -
i All training exercises or scenarios which incorporate
the use of loaded amloaded firearms must be supervised by a
currently qualified Bureau firearms instructor. _
"l The supervising firearms instructor ~ must ensure that:
7 al akcessary firearms and ammunition safety
y checks are conducted priorto  commencement of training.
b! all firearms safety rules and precautlons are
* "&#39;" EHHE¥EH EE&#39;b8*EIf participants. Av W if
c! dhcilities and training @S safe and t
absent of  potential hazards to all personnel.
! The primary instructor may designate assistants as
with

[fH ﬁﬁﬁﬁwt 6Tate responsibility for safety rests

""" Wioder circumstancesgile primary or assistant
instructors become active participants or role players during the

9faining exercise or  scenarios.

EFFECTIVE: 04/07/97
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