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SECTION 0. INVESTIGATIVE AUTHORITY AND RESPONSIBILITY

**EffDte: 10/17/1983 MCRTH#: 0O Div: DOD9 Cav: SecCls:

0-1 AUTHORITY OF THE DIRECTOR

| | The Director's authority is derived from a number of

| statutery and regulatory sources. For example, Sections 531 through
| 540a of Title 28, United States Code, provide for the appointment of
| the Director and enumerates some of his powers. More importantly,

| with regard to promulgaticon of this Manual, Section 301 of Title 5,

| United States Code, authorizes the head of an Executive department to
| "prescribe regulations for the government of his department, the

| conduct of its employees, the distribution and performance of its

| business, and the custody, use, and preservaticn of its records,

| papers, and property." The Attorney General, as head of the

| Department of Justice, has delegated the authority reposed in her by
| Section 301 to the Director in a variety of corders and regulatiocns.

| Foremost amcng these delegations are Subpart P and Section 0.137 of

| Title 28, Code of Federal Regulations. This Manual is promulgated

| under the authority thus delegated. |

**EffDte: 02/2%/1996 MCRT#: 494 Div: D9 Cav: SecCls:

0-2 TITLE 28, CODE OF FEDERAL REGULATIONS, SECTION 0.137

| "Except as to persons in|Senior Executive Service

| positicns reporting directly to the Director of the Federal Bureau cof

| Investigaticon or the Administrator or Deputy Administrator of the Drug

| Enforcement Administration, the Director of the Federal Bureau of

| Investigaticn and the Administrator of the Drug Enforcement

| Administration are authcrized, as toc their respective

| jurigdictions, |to exercise the power and authority vested in the
Attorney General by law to take final acticn in matters pertaining to
the employment, directicn, and general administration (including
appointment, assignment, training, promotion, demotion, compensation,

| leave, |awards, |classification, and separation) of personnel, including

| perscnnel in wage board positions. All personnel actions taken under
this section shall ke subject to post-audit and correction by the
Assigtant Attorney General for Administration."

**EffDte: 02/29/1996 MCRT#: 494 Div: D9 Cav: SecCls:

Khkhhhhbrbhbbbhhbbrddbhhbrbbrbdhdrtts FND OF REPORT #**AFkHddddhhbbhbbrhhbrbrhbrhrst
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SECTION 1. ACTIVITIES AND STANDARDS OF CONDUCT (SEE MIOG,
PART I, 281-16.4 (3).) ALL THFORMATION CONTAINED

HERETH I5 THCLASSIFIED
DATE Q2-21-32007 BY 60334 AUC BAW/CPRE/STP

1-1 INTRODUCTION (See MAOP, Part I, 1-16.1.)

Regulations concerning the conduct and activities of employees are published in the Code of
Federal Regulations (CFR), Title 28, Part 45.735 and Part 45, Appendix; and Title 5, Parts 2634,
2635, and 2636. Their source is found generally in Departmental Order 350-65 dated 12/28/65, as
amended by Departmental Order 960-81 dated 10/26/81, which provides that employees shall
conduct themselves in a manner that creates and maintains respect for the Department of Justice
and the U.S. government. In all their activities, personal and official, they should always be mindful
of the high standards of behavior expected of them. (See MAOP, Part [, 13-1(4).)

(1) Departmental Order 350-65, as amended by Departmental Order 960-81 dated 10/26/81, further
provides that no Department of Justice employee shall participate personally and substantially as a
government employee, through decision, approval, disapproval, recommendation, the rendering of
advice, investigation or otherwise, in a judicial or other proceeding, application, request for a ruling
or other determination, contract, claim, in which, to his/her knowledge, he/she, his/her spouse,
minor child, partner, organization in which he/she is serving as officer, director, trustee, partner, or
employee, or any person or organization with whom he/she is negotiating or has any arrangement
concerning prospective employment, has a financial interest, unless authorized to do so by the
Deputy Attorney General. This prohibition includes such financial interests as ownership of
securities of corporations or other entities which may become involved in Bureau investigation.
The prohibited actions include supervisory decisions and recommendations, as well as investigative
activities. Any employee receiving an assignment involving any matters in which employee has a
direct or indirect financial interest as defined in the departmental order shall immediately advise
his/her superior and shall be relieved of such assignment. Should there be a strong reason for
requesting the Department's approval for the employee to participate in the assignment, the matter
should be submitted to FBIHQ) for consideration regarding presentation to the Department. In any
event the emplovee should not participate in such assignment until the Department's authorization
has been received. The departmental order specifically exempts from the above prohibition the
stock, bond, or policy holdings of an employee in a mutual fund, investment company, bank, or
insurance company which owns an interest in an entity involved in the matter provided that fair
value of the employee's holding does not exceed 1 percent of the value of the reported assets of the
mutual fund, investment company, or bank.

(2) The Order also provides that employee may not, except in the discharge of his/her official
duties, represent anyone else before a court or government agency in a matter in which the United
States is a party or has an interest. This prohibition applies both to paid and unpaid representation
of another. An employee may not participate in his‘her governmental capacity in any matter in
which he/she, his/her spouse, minor child, outside business associate or person with whom he/she is
negotiating for employment has a financial interest. Employees may not receive any salary, or
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supplementation of his/her government salary, from a private source as compensation for his/her
services to the government. (See MAOP, Part I, 20-6.1 (2) and (3) and 20-6.3.2 (2).)

(3) FBI employees whose official responsibilities include research, recommendations, or decisions
regarding Bureau insurance programs may not serve concurrently as an officer or member of the
Board of Directors of any insurance group or association.

(4) Personal and Business Relationships: Unless prior authorization has been granted, an employee
is prohibited from participating in a matter involving specific parties which he/she knows is likely
to affect the financial interests of a member of the employee's houschold, or in which the employee
knows a person with whom he/she has a covered relationship is or represents a party, if he/she
determines that a reasonable person with knowledge of the facts would question the employee's
impartiality in the matter.

Definitions of terms:
An employee has a COVERED RELATIONSHIP with:

- a person, other than a prospective emplover described in Title 5, CFR, 2635.603(¢c), with whom
the employee has or seeks a business, contractual or other financial relationship, other than a
routine consumer transaction;

- a person who is a member of the employee's household, or who is a relative with whom the
employee has a close personal relationship;

- a person for whom the employee's spouse, parent or dependent child is, to the employee's
knowledge, serving or seeking to serve as an officer, director, trustee, general partner, agent,
attorney, consultant, contractor or employee;

- any person for whom the employee has, within the last year, served as an officer, director, trustee,
general partner, agent, attorney, consultant, contractor or employee; or,

- an organization, in which the employee is an active participant.

(5) Extraordinary payments from former employers: Unless a prior waiver has been received under
Title 5, CFR, 2635.503(c), an employee shall be disqualified for two years from participating in
any particular matter in which a former employver is a party or represents a party, if the employee
received an extraordinary payment from that person prior to entering government service. The two-
year period of disqualification begins to run on the date that the extraordinary payment is received.

Definitions of terms:

EXTRAORDINARY PAYMENT means any item, including cash or an investment interest, with a
value in excess of $10,000, which is paid:

- on the basis of a determination made after it became known to the former employer that the
individual was being considered for or had accepted a government position; and,

- other than pursuant to the former employer's established compensation, partnership, or benefits
program. A compensation, partnership, or benefits program will be deemed an established program
if it is contained in bylaws, a contract or other written form, or if there is a history of similar
payments made to others not entering into federal service.
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FORMER EMPLOYER includes any person which the employee served as an officer, director,
trustee, general partner, agent, attorney, consultant, contractor or employee.

(6) ETHICS ADVICE AND TRAINING

(a) The FBI's Deputy Designated Agency Ethics Official is the Chief, Legal Advice and Training
Section, Office of the General Counsel (OGC). This person, on the FBI's behalf, is responsible for
coordinating and managing the FBI's ethics program. The FBI's ethics official has authority to
delegate certain responsibilities, including that of providing ethics counseling, to one or more
deputy ethics officials. Employees of the Administrative Law Unit (ALU), OGC, and the Chief
Division Counsel (CDC} have been delegated the authority to provide ethics counseling and advice.

(b) Initial Ethics Orientations. All newly hired employees are required by regulation to receive an
initial ethics orientation within 90 days of entering on duty. An initial ethics orientation consists of
the following: 1) providing each emplovee with a copy of Part [ of Executive Order (EO) 12674,
entitled "Principles of Ethical Conduct for Government Officers and Employees," as amended, and
Part 2635 of 5 CFR, and/or a summary thereof, together with any agency supplemental regulations;
2) informing the emplovee of individuals available to answer questions regarding the employee's
ethical responsibilities; and 3) providing the employee with one hour of official duty time to review
the above materials. Newly hired Special Agents and support employees at FBIHQ will receive an
initial ethics orientation during training or orientation courses conducted by the Training or
Personnel Divisions. SACs are responsible for ensuring that support employees hired within their
field offices receive an initial ethics orientation.

As the FBI's ethics program is subject to audit by the Office of Government Ethics and the
Department of Justice, the Training and Personnel Divisions and each field office shall, prior to
January 15 of each year, verify and report annually to the ALU, OGC, that all newly hired
employees have been given an initial ethics orientation within 90 days of entering on duty.

(c) Annual Ethics Training. Certain employees are required by regulation to receive one hour of
ethics training annually. These employees include: 1) the Director; 2) any individual required to file
a Public Financial Disclosure Report (SF-278) (i.e., all Senior Executive Service employees); and 3)
any individual required to file a Confidential Financial Disclosure Report (OGE-450) or, in the
alternative, a "Conflict of Interest Certification." Annual ethics training must include at a minimum,
a review of the following: 1) the employee's responsibilities under Part [ of EO 12674, as amended;
2) Part 2635 of 5 CFR, together with any agency supplemental regulations; and 3) a review of the
employee's responsibilities under the conflict of interest statutes found at Title 18, USC, Sections
202-209. Annual ethics training and reporting requirements will be coordinated by the ALLU, OGC,
and assisted by the Chief Division Counsels.

(d) Employees who have questions about the application of the Office of Government Ethics (OGE)
standards of conduct or any supplemental agency regulations to particular situations should seek
advice from an agency ethics official. Disciplinary action for violating the OGE standards of
conduct or any supplemental agency regulations will not be taken against an employee who has
engaged in conduct in good faith reliance upon the advice of an agency ethics official, provided

that the employee, in seeking such advice, has made full disclosure of all relevant circumstances.
Where the employee's conduct violates a eriminal statute, reliance on the advice of an ageney ethics
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official cannot ensure that the employee will not be prosecuted under that statute. However, good
faith reliance on the advice of an agency ethics official is a factor that may be taken into account by
the Department of Justice in the selection of cases for prosecution. Disclosures made by an
employee to an agency ethics official are NOT protected by an attorney-client privilege. An agency
ethics official is required by Title 28, USC, Section 535 to report any information he/she receives
relating to a violation of the criminal code, Title 18 of the United States Code.

(e) Employees on detail to other agencies should refer to MAOP, Part [, Section 1-28.

(7) OUTSIDE EARNED INCOME LIMITATIONS APPLICABLE TO CERTAIN
PRESIDENTIAL APPOINTEES AND OTHER NONCAREER EMPLOYEES

A Presidential appointee to a full-time noncareer position shall not receive any outside earned
income for outside employment, or for any other outside activity, performed during that
Presidential appointment. This limitation does not apply to any outside earned income received for
outside employment, or for any other outside activity, carried out in satisfaction of the employee's
obligation under a contract entered into prior to April 12, 1989.

(8) In furtherance of the above, the Bureau expects its employees to so comport themselves that
their activities both on and off duty will not discredit either themselves or the Bureau. Failure by an
employee to follow these guidelines may result in appropriate disciplinary action including possible
dismissal. The rules and regulations regarding official and personal conduct which govern the
granting of individual access to and use of Bureau cryptomaterials appear in the COMSEC
CUSTODIAN MANUAL (CHAPTER II, PAGES 6-11). (SEE (2) above.)

(9) The principles embodied in Executive Order 12674 dated 4/12/89, establishing fair and exacting
standards of ethical conduct for federal employees, are set forth as follows:

(a) Public service is a public trust, requiring employees to place loyalty to the Constitution, the laws,
and ethical principles above private gain.

(b) Employees shall not hold financial interests that conflict with the conscientious performance of
duty.

(¢) Employees shall not engage in financial transactions using nonpublic government information
or allow the improper use of such information to further any private interest.

(d) An employee shall not, except pursuant to such reasonable exceptions as are provided by
regulation, solicit or accept any gift or other item of monetary value from any person or entity
secking official action from, doing business with, or conducting activities regulated by the
employee's agency, or whose interests may be substantially affected by the performance or
nonperformance of the

employee's duties.

(e) Employees shall put forth honest efforts in the performance of their duties.

(f) Employees shall make no unauthorized commitments or promises of any kind purporting to bind
the government.

(g) Employees shall not use public office for private gain.
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(h) Employees shall act impartially and not give preferential treatment to any private organization
or individual.

(1) Employees shall protect and conserve federal property and shall not use it for other than
authorized activities.

(7)) Employees shall not engage in outside employment or activities, including seeking or
negotiating for employment, that conflict with official government duties and responsibilities.

(k) Employees shall disclose waste, fraud, abuse, and corruption to appropriate authorities.

(1) Employees shall satisfy in good faith their obligations as citizens, including all just financial
obligations, especially those - such as federal, state, or local taxes - that are imposed by law.

(m) Employees shall adhere to all laws and regulations that provide equal opportunity for all
Americans regardless of race, color, religion, sex, national origin, age. or handicap. (See MAOP,
Part I, 4-1, for DOJ policy.)

(n) Employees shall endeavor to avoid any actions creating the appearance that they are violating
the law or the ethical standards promulgated pursuant to this order.

These principles were established to ensure that every eitizen can have complete confidence in the
integrity of the federal government. Accordingly, employees are expected to adhere to these
fundamental rules of ethical service. (See MIOG, Part I1, 31-5(6)(b) and 31- 6(1){e).)

(10) ETHICS REFORM ACT OF 1989 HONORARIUM BAN

(a) Department of Justice (DOJ) employees have long been prohibited from receiving
compensation or anything of monetary value for a consultation, lecture, teaching, discussion,
writing, or appearance, the subject of which is devoted substantially to the responsibilities,
programs or operations of the Department, or which draws substantially on official data or ideas
which have not become part of the body of public information.

(b) The ban on receipt of honoraria by federal employees, imposed by Title VI of the Ethics
Reform Act of 1989, was overturned in part by the United States Supreme Court. As a result, FBI
employees at grade GS-15 or below are no longer subject to the ban. The status of the ban with
regard to other FBI employees is still being determined by the Department of Justice. Additionally,
all employees continue to be subject to the restrictions on receiving compensation for teaching,
speaking and writing imposed by Section 2635.807 of Title 5, Code of Federal Regulations.
Contact the Administrative Law Unit for further clarification.

(c) Deleted
(d) Deleted
(e) Deleted
() Deleted
(g) Deleted
(h) Deleted
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(1) Deleted
(4) Deleted

(k) Inquiries concerning outside employment requests from Special Agents (SAs) may be directed
to the Adjudication Unit, Office of Professional Responsibility. Similar requests concerning
support personnel should be directed to the Personnel Security Unit, National Security Division.
The Supreme Court's decision overturning the honoraria ban has little or no impact on S As since
they are generally precluded from engaging in outside employment. See Manual of Administrative
Operations and Procedures (MAOP), Part I, Section 20-6.3.2.

(11) ETHICS REFORM ACT OF 1989 POST-EMPLOYMENT RESTRICTIONS

(a) Department of Justice (DOJ) employees have been prohibited since 1980 under Title 5, Code of
Federal Regulations (CFR), Part 2637, from certain post-employment conflict of interest activities
as enumerated in Title 18, United States Code (USC), Section 207. As a result of amendments to
Title 18, USC, Section 207, effective January 1, 1991, and implementing regulations codified at
Title 5, CFR, Part 2641, FBI employees who retire/resign after that date are subject to substantially
revised post-employment restrictions. Employees who left FBI service prior to January 1, 1991,
remain regulated by former Section 207 and by its implementing regulations codified at Title 5,
CFR, 2637.

(b) The provisions of Title 18, USC, Section 207, do not bar any FBI employee from accepting
employment with any private or public emplover after leaving federal service. However, they do
prohibit employees from engaging in certain activities on behalf of entities or persons other than
the United States.

(c) A lifetime restriction applies to all former employees barring them from representing an outside
organization in dealing with the government in connection with a matter in which they were
personally and substantially involved during their government employment. This restriction begins
upon termination from government service and lasts as long as the particular matter does. Title 18,
USC, Section 207(a) (1).

(d) An employee can participate "personally” in a matter even though he/she merely directs a
subordinate's participation. The employee participates "substantially” if his/her involvement is of
significance to the matter. Thus, an employee's participation in a single critical step will be
sufficient to trigger the restrictions of this statute.

(e) Section 207(a) (1) does not apply unless a former employee communicates to or makes an
appearance before the United States on behalf of some other person. "United States” refers to any
employee of any department, agency, or court of the United States. The term does not include the
Congress and, therefore, communications to or appearances before Members of Congress and
legislative staffs are not prohibited. There is no prohibition against an employee representing
himself/herself before the United States or acting on behalf of the United States.

(f) A communication to or appearance before the United States is not prohibited unless it concerns
the same matter in which the former employee participated personally and substantially while
employed with the government. A "communication" can be oral, in writing, or through electronic
transmission. An "appearance” extends to a mere physical presence at a proceeding when the
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circumstances make it clear the former employee's attendance is intended to influence. The
prohibition does not apply to an appearance or communication involving purely social contacts, a
request for publicly available documents or a request for purely factual information.

(g) A two-year restriction applies to all former employees barring them from representing another
person‘organization in matters before the government for which they had knowledge or should
reasonably have known was pending under their official responsibility during the last year of their
government service. Title 18, USC, Section 207(a) (2). This provision is identical to the lifetime
restriction discussed in (¢) supra, except that it is shorter in duration and requires only that the
individual have had official responsibility for a matter while employed by the government. Official
responsibility would include the supervision of a subordinate employee who is personally and
substantially involved in the matter although the former emplovee was not. The two-year period is
invoked as a "cooling off" period during which former employees cannot unduly influence former
subordinates in their official actions. (See MAQP, Part [, 20-6.1 (3).)

(h) For one year after an employee terminates his/her government service, he/she may not represent,
aid or advise another person/agency on trade or treaty negotiations which were ongoing during the
last year of the employee's government service in which the employee personally and substantially
participated. This provision will have very little impact on FBI employees. Title 18, USC, Section
207(b).

(1) One year after an employee terminates a "senior" position with the FBI, the employee may not
represent another person/agency before the FBI on any matter which was pending during the one-
year period prior to his/her termination from the "senior" service position. This one vear "cooling
off" period begins when the employee ceases to be a senior employee, not when government
service is terminated. Title 18, USC, Section 207(c).

1. This prohibition applies only to those individuals within the FBI in an Executive Schedule
position or whose rate of basic pay (without any locality-based pay adjustments) is equal to or
greater than the rate of basic pay payable to Senior Executive Service level 5 employees. The
employee need not have been involved in any way in the matter at issue for this restriction to apply.

2. The Office of Government Ethics has issued regulations for Section 207(c) which designate the
FBI as a distinct and separate component of the DOJ for the purposes of the restrictions of Section
207(c). Therefore, a former "senior" FBI employee may communicate or appear before any
government agency or DOJ component, except the FBI, on behalf of another individual within one
year after leaving their senior position to influence official actions without violating this prohibition.

(4) For ONE YEAR after terminating a senior position, the employee may not knowingly attempt to
influence a decision of an employee of the United States by representing, aiding or advising a
foreign entity. This restriction is measured from the date the employee terminates his/her senior
position. A foreign entity includes a government of a foreign country or a foreign political party. A
foreign commercial corporation is not generally considered a "foreign entity" unless it exercises the
functions of a sovereign. Title 18, USC, Section 207(f).

(k) Title 18, USC, Section 207(j) provides several exceptions to Section 207's substantive
prohibitions. Several of these exceptions are not applicable to all of the substantive restrictions.

SENSITIVE
7



SENSITIVE
Manl-1ID: MAOPP1 MANUAL OF ADMIN OPERATIONS AND PROCEDURES PART 1

1. A former employee is not restricted by Section 207 from engaging in post-employment activities
in carrying out official duties on behalf of the United States, nor will a "senior" employee violate
Section 207(c) when carrying out official duties as an employee and if made on behalf of an agency
or instrumentality of a state or local government, an accredited degree- granting institution of
higher education, or a hospital or medical research organization which is tax exempt under Title 26,
USC, Section 501(e) (3).

2. A former employee is not barred from representing, aiding, or advising an international
organization in which the United States participates, provided the Secretary of State certifies in
advance that such activity is in the interests of the United States.

3. A former "senior" employee will not violate Section 207(c) if he/she makes a statement based on
his/her own special knowledge in the particular area that is the subject of the statement, provided
that the employee receives no compensation for making the statement.

4. A former employee will not violate Section 207(a) (1), (a) (2), or (¢) if he/she makes a
communication solely for the purpose of furnishing scientific or technological information
congistent with agency procedures or if the Director publishes a certification in the FEDERAL
REGISTER attesting to the individual's qualifications and that the national interest would be served
by the former employee's participation.

5. A former employee is not restricted from giving testimony under oath or from making statements
required to be made under penalty of perjury, except for expert opinion testimony. Expert opinion
testimony may only be given on behalf of the United States pursuant to a court order if the former
employee is subject to the lifetime prohibitions contained in Section 207(a) (1) relating to the
matter to be testified on.

(1) A willful violation of this section could be punishable by imprisonment of not more than five
years. A violation that is not willful would be a misdemeanor which is punishable by imprisonment
of not more than one year. A civil action may also be brought by the Attornev General (AG) which
could carry a penalty (fine) of not more than $50,000. The AG may petition for an injunction
against persons he/she has reason to believe are engaged in conduct prohibited by Section 207.
Title 18, USC, Section 216.

(m) Inquiries concerning post-employment restrictions should be addressed to the Section Chief,
Legal Advice and Training Section, Office of the General Counsel, who is the FBI's Deputy
Designated Agency Ethics Official (DDAEQ). Interpretations of Section 207's restrictions are fact-
specific, depending upon the former emplovee's proposed outside employment and his/her former
FBI position and its responsibilities.

(n) Upon termination of government service employees should be advised of these restrictions
during their exit interview and this should be documented on the exit interview Form FD-193.

1-2 PERSONAL CONDUCT (See MAOP, Part 1, 1-25.2.)

(1) Employees should never cause themselves to be mentally or physically unfit for duty. They are

not permitted to consume alcoholic beverages during working hours, including that time allotted for

meal periods or any period of leave taken if the employee intends to return to work before the
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termination of working hours, with limited exceptions necessary for Special Agents in certain
undercover or surveillance assignments. Employees are not permitted to consume alcoholic
beverages on Bureau premises while on or off duty, unless otherwise granted an exemption by the
Director, the Assistant Director or Deputy Assistant Director of the Administrative Services
Division, or by the Assistant Director of the Training Division with regard to the FBI Academy.
Employees may not consume alcoholic beverages while on other federal property without the
permission of the cognizant agency head or designee. Employees must be held accountable for their
on- and off-duty alcohol-related misconduct, whether OR NOT they are specifically CHARGED
with an alcohol-related offense by a local law enforcement agency. (See MAOP,

Part 1, 1-30 through 1-30.4.) The use of illegal drugs or narcotics or the abuse of any drugs or
narcotics is strictly prohibited at any time. Employees must not, at any time, engage in criminal,
dishonest, immoral or disgraceful conduct or other conduct prejudicial to the government.

(2) USE OF OFFICIAL TIME -

(a) Unless authorized in accordance with law or regulations to use such time for other purposes, an
employee shall use official time in an honest effort to perform his/her official duties. An employee
not under a leave system, including a Presidential appointee exempted under Title 5, USC, Section
6301(2), has an obligation to expend an honest effort and a reasonable proportion of his/her time in
the performance of official duties.

(b) An employee shall not encourage, direct, coerce, or request subordinates to use their official
time to perform activities other than those required in the performance of their official duties or
authorized in accordance with law or regulation.

1-2.1 Sexual Harassment Policy (See MAOP, Part 1, 1-2.2.)

(1) Sexual harassment is in violation of Section 703 of Title VII of the Civil Rights Act of 1964,
and is defined by the Equal Employment Opportunity Commission (EEOC) as follows:

"Unwelcome sexual advances, request for sexual favors and other verbal or physical conduct of a
sexual nature constitute sexual harassment when: (1) submission to such conduct is made either
explicitly or implicitly a term or condition of employment; (2) submission to or rejection of such
conduct by an individual is used as the basis for employment decisions affecting such individual; or
(3) such conduct has the purpose or effect of unreasonably interfering with an individual's work
performance or creating an intimidating, hostile, or offensive working environment."

There are two forms of sexual harassment: (1) quid pro quo, and (2) hostile work environment.
Quid pro quo involves the requirement of sexual favors as a term or condition of employment, or
requires submission to sexual advances for favorable consideration for workplace opportunities or
promotions. A hostile work environment is created by supervisors or co-workers by unwelcome
conduct of a sexual nature. Examples of conduct which may be considered sexual harassment may
include, but are not limited to:

(a) oral or written comments of a sexual nature;

(b) comments regarding an individual’s body;
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(c) statements, anecdotes, jokes, teasing and/or gestures of a sexually degrading nature, which are
used to describe an individual,;

(d) physical contact or threats of physical contact; or

(e) display of books, magazines, or pictures of a sexual nature that are, in the view of the recipient,
offensive and unwelcome.

(2) Sexual harassment is strictly prohibited within the FBI workplace, and will not be tolerated. All
employees are expected to conduct themselves in a professional manner in all work environs and in
all their dealings with other employees and those individuals outside the FBI with whom they have
contact in the course of official business.

Sexual harassment is unlawful and must be prevented. In all instances where allegations are
substantiated, disciplinary action will be taken. Supervisors who become aware of such conduct

and fail to take proper action may also be subject to disciplinary action. Proper action includes
bringing the incident to the attention of the EEO Officer (the FBI Sexual Harassment Prevention
Coordinator}), the Special Agent in Charge, Assistant Director, or similar management officials.
Upon receipt of such allegations, the management officials will promptly investigate the incident. If
appropriate, disciplinary action will be taken against those employees who commit such
misconduct. Disciplinary action resulting from a substantiated incident of sexual harassment may
range from oral reprimand to dismissal. Employees are also reminded that such prohibited conduct
may lead to personal, legal, and financial liability.

Individuals may best gauge the appropriateness of their language or conduct by first asking
themselves the question, "Is this something I would want done or said in the presence of my mother,
sister, wife, or daughter?" This example may appear trivial; however, it remains as the most reliable
indicator as to the appropriate nature of a word or action.

(3) When employees find conduct offensive or unwelcome, they are encouraged to first bring it to
the attention of the offending party. If the behavior is not corrected, or if the initial instance of
harassment is particularly offensive, the employees should bring this conduct to the attention of the
appropriate supervisor, or, if necessary, a higher-level official.

(a) Individuals who believe they have been the victim of sexual harassment may seek redress from
their situation through the Equal Employment Opportunity (EEQ) process by initiating contact with
an EEO Counselor within 45 days of the alleged incident. If possible, the EEO Counselor will first
attempt to resolve the issue through informal resolution. (See MAOP, Part 1, 4-4.)

(b) Employees are encouraged to report instances of suspected sexual harassment to appropriate
management officials and/or to the Adjudication Unit, Office of Professional Responsibility (OPR).
(See MAOP, Part 1, 13-1(2), and 13-2(1).)

(c) In addition to reporting allegations of sexual harassment to management or through the EEO
and OPR precesses, employees may wish to discuss matters with the FBI's Prevention of Sexual
Harassment (POSH) Coordinator. She may be reached at (202) 324-6690. Moreover employees
serving in management, EAP, health care delivery and ombudsman roles may consult with the
POSH Coordinator for policy, guidance in advising employees.
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(d) For employees who want more information regarding their rights and alternatives, have specific
questions, or wish to utilize another reporting mechanism for sexual harassment allegations, they
may telephone the Sexual Harassment Helpline, (202) 324-7777, TTY users may call (202) 324-
2394. The Helpline is staffed by the Office of Equal Employment Opportunity Affairs during
normal duty hours. After hours, individuals may leave a message, which will be returned the next
business day. In case of an emergency, employees should contact the FBI switchboard at (202)
324-3000 and ask for the Equal Employment Opportunity Duty Officer.

1-2.2 Informal Resolution Process (IRP)

The Informal Resolution Process (IRP) has been instituted as an alternate method by which to
address allegations of sexual harassment. It is separate and apart from the Equal Employment
Opportunity (EEO) and Office of Professional Responsibility (OPR) processes which continue to
be available, although the three are not mutually exclusive. Mandated by the Attorney General, this
process 1s a vital step to the prevention of sexual harassment within the Department of Justice
(DOD), and attempts to provide an expeditious and meaningful resolution to employees who feel
that they have experienced sexual harassment in any form. This process is administered by
employees known as "Facilitators." (See MAOP, Part I, 1-2.1, for the FBI's Sexual Harassment
Policy, and a detailed discussion of the definition of sexual harassment. Also, see the "Informal
Resolution Process Handbook™ for further details about the IRP.)

(1) Each field office and Headquarters division should have at least two (2) trained Facilitators
whose names and contact telephone numbers are to be prominently displaved.

(2) Employees should be aware that any retaliation resulting from their use of the IRP is a violation
of the Civil Rights Act of 1964 (Title VII) as amended, and may be addressed through the EEO
process and/or OPR.

(3) The IRP has a very short time frame in order to afford expedited attention or corrective action
that can be either temporary or permanent. The DOJ has mandated that the Facilitator begin the
inquiry within seven (7) calendar days from the time of initial contact, and that the inquiry be
completed within 30 calendar days (with a provision for a 15 day extension). It is anticipated that
FBI Facilitators will not require the entire 30 days, or the 15 day extension, in most cases since
these matters are of the utmost priority. Facilitators should be able to determine the facts, present
them to the SAC/Division Head, and have a final decision on the matter within a period of days
rather than weeks.

(4) Upon being contacted by a complainant, Facilitators will provide explanations of the various
avenues by which sexual harassment complaints may be addressed by furnishing the complainant
with the required forms and handouts.

(a) If the complainant is seeking disciplinary action against the alleged offending party, the most
appropriate forum is the OPR process. If the complainant wishes to initiate the OPR process, the
Facilitator will advise the SAC who will refer the matter to OPR.

(b) If the complainant is seeking "make-whole" corrective relief, the EEO process should be
invoked. If the complainant desires to invoke the EEO process, the Facilitator will provide the
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names and contact numbers of the EEO Counselors within that office/division. Contact with the
Facilitator does not constitute contact with an Equal Employment Opportunity (EEQ) Counselor for
the purpose of initiating EEQ precomplaint counseling, even if the Facilitator is an EEO Counselor.
Should the complainant elect to go forward with the allegation of sexual harassment under the EEO
process, she/he must initiate precomplaint counseling with an EEO Counselor within 45 days from
the date of the alleged discriminatory activity.

(c) If the complainant is simply seeking to be transferred to another area within their division or to
have someone speak to the alleged offending party, informal resolution through the IRP may
present the best recourse.

(d) If the complainant is seeking a remedy beyond the limits of the IRP informal settlement, the
complainant must also proceed through either the OPR and/or EEO process, or all three
simultaneously. Utilization of the IRP does not preclude the complainant from concurrently
pursuing OPR and EEO avenues.

(5) Once the Facilitator has thoroughly interviewed the complainant and determined the facts as
known at that point, the SAC/Division Head should immediately be advised of the facts prior to
initiating any inquiry.

(a) If the complaint is against the SAC/Division Head, the Facilitator will discuss the matter with
FBIHQ prior to advising the SAC/Division Head and conducting any inquiry.

(b) By coming to the Facilitator and raising issues of sexual harassment, there is no provision for
anonymity.

(c) It is within the discretion of the SAC/Division Head to temporarily transfer or detail within that
division the complainant and/or the alleged harasser while awaiting the results of the Facilitator's
inquiry into a complaint. The latter temporary transfer is not to be interpreted as an indicator of the
credibility being attached to the complaint, but should be viewed as a necessary measure to ensure
that the alleged behavior, or any reprisal, does not occur throughout the course of the inquiry.

(d) Utilization of the IRP does not preclude or abrogate the S ACs/Division Heads from
responsibility to refer matters of serious misconduct to OPR for appropriate administrative action.
Serious misconduct is defined as conduct which has a significant adverse impact on the FBI, and
includes possible violations of administrative policy as well as potential criminal activity.
SACs/Division Heads will, however, allow Facilitators appropriate time to conduct their inquiry
before reporting these matters to OPR except in the most egregious situations.

1-2.2.1 Conducting/Resolving the IRP Inquiry

(1) The Facilitator will conduct a limited inquiry to determine the facts of the matter. The inquiry
will normally consist of interviews with the complainant, the alleged offending party and witnesses,
and a review of any pertinent documents. While this is an informal process, all employees are
expected to fully cooperate.
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(2) The Facilitator will expeditiously provide the SAC/Division Head with the facts and serve as an
impartial mediator to attempt an informal settlement of the matter. The SAC/Division Head may
request assistance from the Facilitator in composing any settlement or in the drafting of any
communication to FBIHQ referring cases of serious misconduct to OPR. Those communications
become a part of the OPR file and are not to be kept with IRP documents.

(3) The SAC/Division Head will decide the appropriate means, if any, of resolving the matter at
hand. Resolutions will be limited to speaking with the offending party, and/or effecting the
permanent intradivisional transfer of the offending party if the inquiry develops corroboration of
the alleged sexual harassment. The decision will depend upon the nature of the alleged activities
and the immediate corrective action desired by the complainant.

(a) The SAC/Division Head may consider the intradivisional transfer of the victim as part of an
informal resolution only if the complainant concurs that her/his being moved is a reasonable
solution to the situation.

(b) If the offense does not rise to the level of serious misconduct and appropriate parties agree to
the informal resolution, the SAC/Division Head will not be required to refer the matter to OPR, and
the complaint will be considered resolved.

(c) The SAC/Division Head retains the right to take additional measures, such as transferring the
alleged offending party within the division, and/or discussing the impact of this inappropriate
conduct upon the workplace with the alleged violator.

(d) If the SAC/Division Head believes stronger disciplinary considerations are warranted against
the alleged offending party, the matter must be referred to OPR for their consideration of
administrative action.

(4) In those instances where an informal resolution is not achieved through the IRP, complainants
may wish to avail themselves of the EEO and/or OPR processes.

1-2.2.2 Records Conducting/Resolving the IRP Inquiry

(1) Although the IRP is an informal process, certain statistics are required to be retained for
response to requests from the DOJ regarding utilization of this new process. This information is
being retained for statistical purposes only and no information or record of the names of
complainants or alleged offenders will be placed in any FBI file. Any and all notes taken by the
Facilitator during the course of the inquiry will be destroyed upon submission of the statistical data
to the IRP Coordinator located in the Organizational Program Evaluation and Analysis (OPEA)
Unit, Inspection Division, FBIHQ.

(2) The only forms used to record IRP contacts are an Acknowledgement Form used to inform
complainants of a possible conflict if the IRP and EEO processes are selected; and a Record of
Inquiry used as a tracking device which containg limited information.

(3) While in the Facilitator's custody, all IRP documents are to be afforded appropriate security and
confidentiality in that they <ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>