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INSPECTOR GENERAL OF THE INTELLIGENCE COMMUNITY
WASHINGTON, DC 20511

July 6, 2015

Mr. Randall Coleman -

Assistant Director, Counterintelligence Division
Federal Bureau of Investigation

935 Pennsylvania Ave., N.-W.

Washington, DC 20535

SUBJECT: Section 811(c) Referral — Potential Compromise of Classified
Information » '

SENT VIA SECURE FACSIMILE
Dear Mr. Coleman,

(U) On March 12, 2015, Senate Committee Chairmen Burr, Corker, and
Johnson requested that the State Department Inspector General (State 1G)
conduct a review of State employees’ use of personal email and non-government °
networks for official purposes. The Chairmen asked State IG to address several
specific areas, including whether classified information was transmitted or
received. The Chairmen also requested State IG coordinate their review with the
Inspector General of the Intelligence Community (IC I1G). State IG thereafter
initiated a review and requested IC IG support.

(U) Concomitant with the State IG review, State FOIA officials are reviewing
more than 30,000 emails provided by former Secretary of State
Hillary Clinton. According to the former Secretary, these 30,000 emails were
transmitted via personal hardware and software devices during her tenure at
State.

(U//¥e88) In support of State IG’s review, IC IG reviewed 296 of the
30,000 emails. State had FOIA-processed these 296 emails and released them
publicly on May 22, 2015. IC IG found that two of these 296 emails contained
classified inforrnation. One email had been redacted using a “B1” FOIA
Exemption. The other email had been processed and released in an unclassified
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Mr. Randall Coleman

and unredacted form. This second email should have been marked
SECRET//SI//REL USA, FVEY according to FOIA officials at the

Defense Intelligence Agency (DIA), National Geospatial-Intelligence Agency (NGA),
and National Security Agency (NSA). These Intelligence Community FOIA officials
confirmed that State FOIA officials did not coordinate with them in regard to the
public release of this second email.

(U//FOB6) As part of its review, State IG sent former Secretary Clinton’s
personal attorney, Mr. David E. Kendall, a preservation request regarding systems
and devices related to the 30,000 emails. IC IG co-signed this request.

Mr. Kendall replied to the request (see enclosure), and noted that he had stored
electronic copies of all 30,000 emails on a thumb drive located in his law

office. Mr. Kendall also noted that the former Secretary’s personal server is in the
custody of a company named “Platte River Networks.”

(U//FOT6} As the thumb drive and personal server contain classified
information and are not currently in the Government’s possession, we are referring
this matter to your office for any action you deem appropriate. -

(U) Please do not hesitate to contact me, ad with any
guestions or concerns.

Sincerely,

S g

I. Charles McCullough, I1I

Enclosure: As stated
CC: The Honorable James R. Clapper

The Honorable Steve A. Linick
- Mr. William R. Evanina

2
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WILLIAMS & CONNOLLY LLP
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June 24, 2015

BY ELECTRONIC MAIL

. _ b6
| | b7C
Office of Inspector General
U.S. Department of State

bé

Dear|:| ‘ | b7C

I write as personal counsel to former Secretary Clinton in response to your June 9
e-mail request for additional details regarding our preservation efforts related to Secretary
Clinton’s work-related e-mail from her tenure as Secretary of State.

I note at the outset that the Department of State is in possession of all of Secretary
Clinton’s work-related and potentially work-related e-mails. Specifically, in response to
an October 2014 letter request from the Department of State, Secretary Clinton’s counsel
identified all work-related or potentially work-related e-mail in her possession, custody,
or control. In total, 30,490 e-mails, all of which were from her
@clintonemail.com account, were identified and provided in hard copy to the Department
of State in December 2014. As her personal counsel, we continue to retain a preservation
copy of the .pst file containing the electronic copies of those e-mails, on a thumb drive
that is stored in a secured safe at the offices of Williams & Connolly LLP, 725 12th
Street NW, Washington DC 20005. The only two persons authorized to access that
thumb drive are me and my law partner, Katherine Turner.

In addition, we have taken steps to retain the server equipment that hosted
Sccretary Clinton’s @clintonernail.com account during her tenure as Secretary of State,
cven though that equipment is no longer active and, we believe, no longer contains any
data from Secretary Clinton’s @clintonemail.com account. The equipment is in the
custody of Platte River Networks and is maintained at a secure data center. In responsc
to preservation notices related to Secretary Clinton’s e-mail reccived that I have received

HRC-353
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well.

Ce:

from certain cntities, I have confirmed Platte River Networks’s receipt of such notices as

b3 per ODNI
b6 per ODNI, FBI
b7C per ODNI, FBI
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INSPECTOR GENERAL OF THE INTELLIGENCE COMMUNITY
WASHINGTON, DC 20511

MEMORANDUM FOR: . SEE DISTRIBUTION

SUBJECT: | Update to IC IG support to State Department IG.
' : (Re: 12 March 2015 letter from Chairmen Burr,
Corker, and Johnson)

(U/A6H6) On 12 March 2015, the Inspector General of the State Department
(State IG) received a letter from Chairmen Burr, Corker, and Johnson asking
for, among other requests, a review of State Department employees’ usage of
personal email for official purposes. The letter also requested State IG to

' coordinate with my office to determine whether classified information was
transmitted or received by State Department employees over personal systems.

- On April 16, 2015, State IG initiated a review of the use of personal
communications hardware and software by five Secretaries of State and their
immediate staffs. : ~

(U//FOEO) In December 2014, former Secretary Clinton provided the

State Department with approximately 55,000 pages of electronic documents.
These documents were deemed to be official business, and had been
transmitted via personal communications hardware and software. The State
Department is in the process of reviewing these documents for potential public
release in response to Freedom of Information Act (FOIA) requests.

(U//FOBO) State IG asked my office to validate the procedures being used by
State Department FOIA staff as they process the 55,000 pages of electronic
documents. Our preliminary assessment of the FOIA pre-release process
determined that State Department FOIA staff lacked sufficient familiarity with
Intelligence Community (IC) equities to properly identify potentially classified
information. We provided State IG with some recommendations, and State IG
forwarded our recommendations to the State Department FOIA staff. One of
our recommendations was that State Department FOIA staff request

support from IC FOIA officials to better protect potentially classified
information. ‘

(U//FEEO) My staff also reviewed 296 emails released by State FOIA officials on
22 May 2015. We identified one document that had been released in an

UNCLASSIFIED//FOote
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SUBJECT: Update to IC IG support to State Department IG (Re: 12 March 2015 letter from
Chairmen Burr, Corker, and Johnson) .

unclassified and unredacted form that --according to DIA, NSA, and NGA FOIA
officials -- should have been marked and handled as SECRET//NOFORN.
Further, these IC FOIA officials confirmed that the document in question had not
been coordinated with the appropriate IC elements before public release.

(U/ FFOEO) My office notified the National Counterintelligence and Security
Center (NCSC) as well as other appropriate CI/ Security officials of this

released, unredacted document. Under Intelligence Community Directive 701, ,
Deterrence, Detection, Reporting, and Investigation of Unauthorized Disclosures
of Classified National Intelligence., NCSC (formerly National Counterintelligence
Executive] is responsible for assessing unauthorized disclosures. of classified
information and making any notifications they deem necessary to the

Department of Justice.
' ‘ b3 per ODNI

act me or b6 per ODNI
with any quesfions or concerns. b7C per ODNI

A2 G- /7 00—

I Charles MtCullough, III Date ,
Inspector General of the Intelligence Community

DISTRIBUTION: The Honorable Richard Burr
: The Honorable Dianne Feinstein
The Honorable Devin Nunes
The Honorable Adam Schiff
The Honorable James Clapper, Director National Intelligence

UNCLASSIFIED//FOUQ 2
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INSPECTOR GENFRAL OF THE INTELLIGENCE COMMUNITY
WASHINGTON, DC 20511

MEMORANDUM FOR: DISTRIBUTION

SUBJECT: | Classified Material on Personal Electronic
Storage Devices

(U/ /#088) On 19 June 2015 my office notified your comrittees that we
had recently assessed the Freedom of Information Act (FOIA) document review
process at the Department of State (State). This assessment was limited 10 the
ongoing process being used by State FOIA officials reviewing almost 55,000
pages of emails that had been provided to State by former Secretary of State
Clinton. These emails had previously existed on, and had been transmitted
via, a non-government communication system but were deemed to be official
business by former Secretary Clinton’s staff. :

(U//PEY0) As part of our assessment, we also reviewed a subset of these
same documents, some 296 emails, that had already been reviewed and
released by State FOIA officials in response to several FOIA requests.
According to DIA, NSA, and NGA FOIA officials - at least one of these
unredacted emails should have been marked and treated as
SECRET//NOFORN.

(U/ /FOYO) On 24 June 2015, the State Inspector General received the

attached letter from former Secretary Clinton’s personal counsel,
David Kendall. This letter discusses the former Secretary’s provision of
documents from her personal server to State; the current location of the
personal server; and information about a mobile electronic storage device

- (thumb drive) presently in her counsel’s possession. The above-mentioned
SECRET//NOFORN document is likely on the thumb drive and possibly on the
personal server (although Mr. Kendall notes he believes the personal server no
longer contains any data). .

(U/ /FOB0Q) Given the likelihood that classified material may exist on at
' least one unsecured, non-government system, the IC IG and State IG
immediately notified security officials at ODNI, State, DIA, NSA, and NGA in
accordance with Intelligence Community Directive 701, Deterrence, Detection,
Reporting, and Investigation of Unauthorized Disclosures of Classified National

UNCLASSIFIED//FOBO
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SUBJECT: Classified Material on Personal Electronic Storage Devices

Intelligence. The State and IC IG defer to the National Counterintelligence and

Security Center and the various agency security officials with regard to b3 per ODNI
coordination of appropriate security/CI actions and the disposition of these b6 per ODNI
electronic storage devices. b7C per ODNI

(U) Please contact me or the
with any questions or concerns.

| | |
(ﬂ@@—vm ¢ /oS 201~

I. Charles McCullouglf, U1 Date
Inspector General of the Intelligence Community

DISTRIBUTION: The Honorable Richard Burr
The Honorable Dianne Feinstein
The Honorable Devin Nunes
The Honorable Adam Schiff :
The Honorable James Clapper, Director National Intelligence
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UNCLASSIFIED STATE DEPT. - PRODUCED TO HOUSE SELECT BENGHAZ! COMM.

U’S. Department of State SUBJE T
Case No. F-2015-04841 CT TO AGREEMENT ON SENSITIVE INFORMATION & REDACTIONS. NO FOIA WAIVER.

Doc No. C05739666

Date: 05/13/2015 ‘ v RELEASE IN
FULL
- Feom: Abedin, Huma <AbedinH@state.gov> :
Sont: : Sundzy, April 10, 2011 10:14 AM ALl PRI Tmromiavion cowTATIED
To: H _ HEBEIN 15 UMILASETEIRD ,
Subject: Fw: Stevens Update (important) DATE 10-27-2016 BY J37J85T94 NSICG
importance: ' High
Jake may have sent but In case not..
~—-- Original Message -—
From: Davis, Timmy T -

Sent: Sunday, April 10, 2011 06:48 AM
To: Sullivan, jacob J; Abedin, Huma; Wells, Alice G; $_SpecialAssistants
Subject: Stevens Update (important)

58U} Per Spacial Envoy Stovens: ‘

The situation in Ajdabiysh has worsened to the point where Stevens is considering departure from Benghazi. The
envoy’s delegation is currently doing a phased checkout {paying the hotel bills, moving some comms to the boat,
etc). He will monitor the situation to see if it deteriorates further, but mdeciscon has been made on departure. He will
wait 2-3 more hours, then revisit the decision on departune

He received reports of shelling last night in Ajdabiyah as well as snipers shooting people in the city. AFRICOM .
reported Qadhafi’s forces took the eastern and western gates of Ajdablyah, with 5 vehicles at the eastern gate and 50 at
the western gate. More Qadhafi forces are heading to Ajdabiyah from Brega. ’

The Brits report Qadhafi forces are moving from Strte to Brega, which they interpret as preparation for another
assault on Ajdabiyah today.

He plans to discuss the situation further with the Brits, Turks, and the TNC to see if this is an irreversible
situation. Departure would send a significant poiltical signal, and would be interpreted as the U.S. losing confidence in
the TNC. Initial message to the TNC would frame the departure as due to security grounds and as a temporary measure

only.
Polaschik said she would discuss these developments with Amb. Cretz.

if the group departs, the contract for the boat stipulates they return to Greece. One scenario could be the group
stages elsewhere for a few days.

Ops will continue to monitor the situation.

UNCLASSIFIED
U.S. Department of State

Case No. F-2015-04841
Doc No. C05739666 STATE DEPT. - PRODUCED TO HOUSE SELECT BENGHAZI COMM.

Date: 05/13/2015 SUBJECT TO AGREEMENT ON SENSITIVE INFORMATION & REDACTIONS. NO FOIA WAIVER. STATE-SCB0045049
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LAW OFFICES

WILLIAMS 8 CONNOLLY LLP
725 TWELFTH STREET, N.W.
WASHINGTON, D. C. 20005-5901 EDWARD RENNETT WILLIAMS U920.1988)

DAVID I5. KENDALL PAUL R. CONNOLLY (i022-1978)

(202) 434-5145 {202) 434-5000

Shendli@e com FAX (202) 434-5029
ALL FHT THEORR2TION [ THTLTHET:
HEmmTl 12 Ml a1t
LETE l0-2n-20te B 29725784 Helil
June 24, 2015
BY ELECTRONIC MAIL
Office of Inspector General

U.S. Department of State

Dear

I write as personal counsel to former Secretary Clinton in response to your June 9
e-mail request for additional details regarding our preservation efforts related to Secretary
Clinton’s work-related e-mail from her tenure as Secretary of State.

I'note at the outset that the Department of State is in possession of all of Secretary
Clinton’s work-related and potentially work-related e-mails. Specifically, in response to
an October 2014 letter request from the Department of State, Secretary Clinton’s counsel
identified all work-related or potentially work-related e-mail in her possession, custody,
or control. In total, 30,490 e-mails, all of which were from her
@clintonemail.com account, were identified and provided in hard copy to the Department
of State in December 2014. As her personal counsel, we continue to retain a preservation
copy of the .pst file containing the electronic copies of those e-mails, on a thumb drive
that is stored in a secured safe at the offices of Williams & Connolly LLP, 725 12th
Strect NW, Washington DC 20005. The only two persons authorized to access that
thumb drive are me and my law partner, Katherine Turner.

- In addition, we have taken steps to retain the server equipment that hosted
Secretary Clinton’s @clintonemail.com account during her tenure as Secretary of State,
even though that equipment is no longer active and, we believe, no longer contains any
data from Secretary Clinton’s @clintonemail.com account. The equipment is in the
custody of Platte River Networks and is maintained at a secure data center. In response
to preservation notices related to Secretary Clinton’s e-mail received that I have received

HRC-360
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June 24, 2015
Page 2

from certain entities, I have confirmed Platte River Networks’s receipt of such notices as

well.

. Ce:

b3 per ODNI
b6 per ODNI, FBI
b7C per ODNI, FBI

HRC-361
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(Rev. 05-01-2008)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 07/24/2015
To: 'CD-4, Counterespionage Section ~ Attn:

From: CD-4

: b6
" Contact: SAl b7C
Approved By: Kable Charles H. IV’;éééz f7ééﬁb
‘7[2‘1"5
Drafted By:
X b3
Case ID #: (U) ‘ﬂ-u\o\ b7E

¥) MIDYEAR EXAM

Synopsisiﬁ}(§2$ﬂf) Document July 22, 2015 Meeting with Office of
Inspector General of the Intelligence Community.

b3 per ODNI
b6 per FBI, ODNI
b7C per FBI, ODNI

Details: '~ ' (SAAF) On July 22, 2015, FBI representatives ,
Charles H. Kable, Section Chief, | | Assistant
Section Chief, | | Assistant Section Chief, CD-4
Counter-Espionage Section, opecial Agents] |

| Intelligence Analysts| [and

|met with Office of the Inspector General of the
Intelligence Community representatives., T.  Charles McCnllough
Inspector General,

| The meeting took place at the Office of
the Inspector General of the Intelligence Community, Patriot
Park, 12290 Sunrise Valley Drive, Reston, VA 20191.

"ESi%NE} At this meeting the group discussed the U.S.
Department of State’s Inspector General’s (State IG) and Office
of the Inspector General of the Intelligence Community (ICIG)
ongoing review of the use of personal communications hardware
and software by five Secretaries of State and their immediate

SEC ORN
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staffs. ICIG informed the FBI that ICIG had several meetings
with STATE IG and U.S. STATE Department (USDS) officials
regarding the ongoing inquiry. ICIG believed that subject’s
personal server was established approximately 1 day after
subject took her official position at the USDS. ICIG had several
meetings and correspondence with Patrick Kennedy, Under
Secretary of State For Management and others at USDS. On or
about June 15, 2015, ICIG sent a letter to State IG to document
potential issues identified in the preliminary review of the
State Department FOIA process and made four recommendations. :
USDS agreed to the recommendation to get additional Intelligence
Community officials involved in the FOIA review.

ng“'»ﬁNFQ ICIG informed FBI that when an employee leaves
employment” at USDS, the agency burns a .PST file of that
employee’s electronic account. ICIG surmised that subject had 2
Blackberry accounts and at least 2 @Clinton e-mail addresses.
ICIG was going to complete a Congressional notification and
would provide the FBI a copy upon completion. ICIG was legally
compelled to provide this Congressional notification to the
Senate Judiciary Committee as part of its Inspector General
oversight responsibilities.

ég%“t~'ﬁNE) ICIG intended on briefing Charles Grassley,
Chairman, Committee on the Judiciary on Friday, July 24, 2015
and was going to inform him that a referral was made. As of July
22, 2015, ICIG identified 5 classified documents in the ongoing
review of subject’s e- mall _

%HV)%Q/NF+ ICIG also provided copies of e-mail from two
potential complainants for the FBI’'s review. ICIG reminded the
FBI to “PROTECT IDENTITY” of individuals referenced in
whistleblower process.

.

SE RN
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SECRET//NOFORN

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 07/28/2015
To: CD-4, Counterespionage Section ‘ Attn:

From: CD-4

bé

Contact: SA bTC

Approved By: Kable Charles H. Ivdéééz_522£éé’//

2l

Drafted By:

. - . b3
Case ID #: (U)| _ | iuw-\ \0 ol

. MIDYEAR EXAM

-l

Synopsis: I§f$§EI;Documéht Receipt of Correspondence between
Inspector General for the Intelligence Community, Department of
State Inspector General and U.S. Department of State.

By: F93M27K51 _—
dated 20130301

. ify On: 20401231
Details: J[SAAE] On July 27, 2015 ,
Office of the Ingpector General of the Intelligence Community b3 per ODNI
(ICIG) provided the FBI documented correspondence records b6 per ODNI
between ICIG, Department of State Inspector General (State IG)bw:percmNI
and U.S. Department of State (USDS).

1. June 15, 2015: Letter from ICIG to State IG
2. June 15, 2015: Memo from ICIG documenting potential FOIA
. issues

3. June 25, 2015: Memo from Secretary Kennedy response to FOIA -
issues memo A . ,

4. June 29, 2015: Memo from State IG to Secretary Kennedy

5. June 29, 2015: Follow Up Memo Email

6. July 2, 2015: Follow up from Yesterday’s Meeting Email

7. July 2, 2015: Follow up from Yesterday’s Meeting Email

8. July 6, 2015: Request for assistance from IC FOIA Officials

Email

M
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9. July 6, 2015: Request for assistance from IC FOIA
Officials :

10. July 6, 2015: Follow Up From Yesterday’s Meeting Email

11. July 7, 2015: Follow Up From Yesterday’s Meeting Email

12. July 10, 2015: Memo from State IG & ICIG to Secretary
Kennedy .

13. July 22, 2015: Memo from Secretary Kennedy to State IG

regarding “Your request for Electronic Copy of Former
Secretary Clinton’s Emails”.

L & 4
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INSPECTOR GENERAL OF THE INTELLIGENCE COMMUNITY
WASHINGTON, DC 20511

15 June 2015

- The Honorable Steve Linick
Inspector General

Department of State

2201 C Street, NW (SA-3, Suite 8100)
Washington, DC 20520

Dear Mr. Linick:

(U//FEH6) Thank you for reaching out to my office to assist you in your
current review entitled “Use of Personal Communications Hardware and Software
by Five Secretaries of State and Their Immediate Staffs.” Thus far, our assistance
has been tailored to reviewing State Department’'s Freedom of Information Act
(FOIA) process and how classified information is safeguarded in that process.

(U/ /FOB6) Our preliminary review identified four areas that may require
immediate attention by State FOIA officials, in coordination with Intelligence
Community FOIA officials. Those areas are detailed in the attached memorandum.
My team has briefed your team members on these developments and will continue
to refine findings and recommendations as the review progresses.

Sincerely,

J i

I. Charles McCullough, III

:[______]Counsel o
CcC: ounselor, b7C

State Department Office of Inspector General

b3 per ODNI
bé per ODNI
b7C per ODNI

Oftice of the Inspector General of the Intelligence Community

Attachment- ,
(U) MFR, dtd 15 June, 2015) (U//FOH6O)

UNCLASSIFIED/ /FoUe
HRC-390
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OFFICE OF THE INSPECTOR GENERAL OF THE INTELLIGENCE COMMUNITY
INSPECTIONS AND EVALUATIONS DIVISION
WASHINGTON, DC 20511

MEMORANDUM FOR THE RECORD

15 June 2015

PROJECT: ' (U) Special Inquiry 2015-001: Assistance to State
Department Inspector General Review of Use of Personal
Communications Hardware and Software by Five
Secretaries of State and Their Immediate Staffs

INSPECTOR: (U) b3 per ODNI
b6 per ODNI
PURPOSE: (U/ /E6BS) Document Potential Issues Identified in  P7C per ODNI
Preliminary Review of the State Department FOIA
Process.

(U/ A6596) The Office of the Inspector General of the Intelligence
Community (IC IG) is assisting the State Department IG’s office in the above
referenced review; focused on the handling of potentially classified material during
the State Department Freedom of Information Act (FOIA) review process. I am
conducting a preliminary review of the handling of potentially classified material
during the State FOIA review process being used to review the 33,000 emails
provided by former Secretary Clinton from her personal email server. Thus far, I
have identified four areas that may require expedited attention by State FOIA
officials, in coordination with IC FOIA officials. Those areas are:

1. (U//FouY6) Evaluation of other agencies’ equities is not optimal. State
Department is currently relying on retired senior Foreign Service Officers to
review for other agencies’ equities in FOIA cases. For example, a review of
the first set of 296 emails received from former-Secretary Clinton and
released on the State Department FOIA website identified material that
should have been referred to IC FOIA officials for review prior to release.
Recommend State Department FOIA Office request staff support from
IC FOIA offices to assist in the identification of intelligence community

equities.

THIS IS A DELIBERATIVE PROCESS DOCUMENT AND INTENDED SOLELY FOR OFFICIAL USE BY THE IC IG.
RECIPIENTS MAY NOT FURTHER DISSEMINATE WITHOUT THE EXPRESS PERMISSION OF IC |G PERSONNEL.

UNCLASSIFIED//EcHer
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(U/ /FOHEO) Document Potential Issues Identiﬁéd in Preliminary Review of the
State Department FOIA Process. -

2. (U//FOY6) Storage and distribution of FOIA material is occurring on a
SECRET level network. State Department is using a SECRET level
network (ClassNet) to store the 33,000 emails acquired from former-
Secretary Clinton. State is also using ClassNet to distribute the FOIA
material for review by both the intra-and-inter-agency. Material at the
SECRET//NOFORN level was identified in the first set of 296 emails prior to
their release. Recommend IC FOIA officers review the emails to ensure
ClassNet use is appropriate before transmitting to the State Bureaus for
review.

3. (U//FeH06) Applying appropriate FOIA exemptions to protect classified
information. State Department FOIA personnel recommended five “B1”
(Classified National Security Information) FOIA exemptions for proposed
redactions in the first set of 296 emails to protect classified information.
According to State FOIA personnel, during the State Department Legal
Office’s review, four of the B1 exemptions were removed and changed to
“B5” FOIA exemptions (Privileged Communications). Recommend State
Department FOIA Office seek classification expertise from the
interagency to act as a final arbiter if there is a question regarding
potentially classified materials. ‘

4. (U//FOYO) It is unclear if the Department of Justice is reviewing the
emails before FOIA release. Former-Secretary Clinton’s emails are the
subject of numerous FOIA requests and multiple FOIA lawsuits. It may be
prudent to integrate the Department of Justice into the FOIA process review
to ensure the redactions can withstand potential legal challenges. If not
already being done, recommend the State Department FOIA Office
incorporate the Department of Justice into the FOIA process to ensure
the legal sufficiency review of the FOIA exemptions and redactions.

2

THIS IS A DELIBERATIVE PROCESS DOCUMENT AND INTENDED SOLELY FOR OFFICIAL USE BY THE IC IG.
RECIPIENTS MAY NOT FURTHER DISSEMINATE WITHOUT THE EXPRESS PERMISSION OF IC IG PERSONNEL.

UNCLASSIFIED//FOH6
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UNDER SECRETARY OF STATE
BlL PRI THRCRATION (YNTAIIED

FOR MANAGEMENT HBERRTN I: UmMliEEiraown
TATE 41-08-0016 BY 057088704 HEIC
WASHINGTON

UNCLASSIFIED JUN 25 208

MEMORANDUM FOR THE INSPECTOR GENERAL
FROM: M — Patrick F. Kennedy 4(‘\@

SUBJECT: Potential Issues Identified by the Office of the Inspector General of the
Intelligence Community Concerning the Department of State’s Process for the
Review of Former Secretary Clinton’s Emails under the Freedom of Information
Act (ESP-15-04)

1 am in receipt of the subject Memorandum {(dated June 19, 2015) and its accompanying
Memorandum and Attachment from the Inspector General of the Intelligence Community
(IC1G). Responses to the four recommendations are contained in the attached.

The Department of State’s FOIA processes are consistent with of those of other agencies.
State’s FOIA personnel analyze responsive records for disclosure pursuant to the provisions of
the FOIA and apply exemptions to the documents as appropriate. Department FOIA reviewers
are trained in applying the exemptions, using guidance made available by the Department of
Justice’s Office of Information Policy. The reviewers consult with subject matter experts in
Department components and with FOIA attorneys in the Department’s Office of the Legal
Adviser, as appropriate. In turn, the Department’s attorneys consult regularly with attorneys at
DOJ’s Federal Programs Branch and attorneys at U.S. Attorney’s Offices on legal issues that
arise in the context of the FOIA and FOIA litigation. Consistent with the long-standing practice
of third-agency review within the Executive branch and DOJ Policy on Referrals, Consultations,
and Coordination, the Depariment consults with other agencies with respect to the review and
disclosure of records that contain information that is of interest to another agency.

Taking the above in account, the Department finds the issues raised by the ICIG are
either already addressed in current processes or are inconsistent with interagency practices.
Further, the recommendations provided by the ICIG would add 10 the FOIA review process
schedule and make it more difficult to meet the U.S. District Court order for rolling productions
without meaningfully enhancing the review process.

Attachment:

As stated.

UNCLASSIFIED
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Recommendation #1

The process utilized by the State Department to identify other agency equities is one with
parallels throughout the United States Government. :

Prior to undertaking the curreni effort, a senior level meeting was held with representatives of
a number of agencies (including the CIA and ODNI); the process to be utilized was outlined; and
no objection was entered.

The retired senior Foreign Service Officers are utilized because of their years of both FOIA
experience and substantive expertise in the various regional and functional issues that are

" reviewed.

If there are specific examples from the “Benghazi” 296 set that are of concern, the
Department would welcome further information.

Recommendation #2

The State Department Classified network is authorized to handle up to SECRET material,
including NOFORN, and thus ClassNet is the appropriate system for the storage and distribution
of these FOIA materials.

Should the Department identify an e-mail that potentially contains material that could be
classified at a higher level, that material would be pulled from the database and transmitted for
review via an appropriate channel.

Recommendation #3

Final determinations of classification decisions are made by senior personnel within the
Department’s FOIA office, assisted by subject matter experts in relevant bureaus and in the
Office of the Legal Adviser, after referral of other agency equities have been made to the
appropriate agencies and their comments received. These individuals have the experience and
expertise necessary to carry out this responsibility correctly.

Recommendation #4

Emails with Department of Justice equities (including those of its component entities) are
forwarded to the relevant DOJ entities for review. Legal sufficiency review of the FOIA
exemptions and redactions are conducted by attorneys from the Office of the Legal Adviser; they
consult regularly with the Department of Justice’s Federal Programs Branch regarding FOIA
issues and litigation, including litigation involving the former Secretary’s emails. This type of

‘process is common throughout the interagency.

UNCLASSIFIED
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UNCLASSIFIED June 29, 2015
MEMORANDUM FOR UNDER SECRETARY KENNEDY

FROM: % Steve A. Linick, Inspector General, Department of State
1. Charles McCullough, I, Inspector General, Intelligence Community

SUBJECT: Potential Issues Identified by the Office of the Inspector General of the
Intelligence Community Concerning the Department of State’s Process for the
Review of Former Secretary Clinton's Emails under the Freedom of Information
Act (ESP-15-05)

We understand that, in compliance with a federal court order connected to pending Freedom of
Information Act (FOIA) litigation, the Department plans to publish tomorrow a portion of the
55,000 pages of emails produced by former Secretary Clinton. We are therefore providing this
Memorandum as follow up to our June 19, 2015, Memorandum to you, to provide additional
information supporting our concerns about the current process underway to review the 55,000
pages of emails prior to publication.

On June 26 and June 27, 2015, Department staff responsible for FOIA issues further reviewed a
portion of the 55,000 pages that have been or are to be reviewed. They report discovering
hundreds of potentially classified emails within the collection. In addition, there is concern that
possible classified material will be posted in tomorrow’s release. Staff members from the Office
of Inspector General for the Intelligence Community (IC IG) are now taking steps to verify the
classification of some of these emails. '

Under the circumstances, we continue to urge the Department to adopt the recommendations
made by the IC IG in our June 19 Memorandum in order to enhance the current review system
and to further minimize risk. The Department should ensure that no classified documents are
publically released. '

cc: D-MR - Heather A. Higginbottom

ESP-15-05 : U.S. Department of State, Office of Inspector General, Washington, DC 20522-0308
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| | : b3 per ODNI

b6 per ODNI

From: Chuck Mccullough : b7C per ODNI
Sent: Monday, June 29, 2015 7:49 PM

To: ‘

Subject: [AIN] FW: Follow Up Memorandum

b3 per ODNI

I. Charles McCullough, III

Intelligence Community Inspector General

b3 per ODNI
b6 per ODNI
- b7C per ODNI

From: Kennedy, Patrick F [mailto:KennedyPF@state.gov]
Sent: Monday, June 29, 2015 7:15 PM

To: Linick, Steve A (OIG)

Cc: Higginbottom, Heather A; Chuck Mccullough
Subject: RE: Follow Up Memorandum

Steve -

I would appreciate your advising the IC IG that if his office believes that
there is material that needs to be withheld, it needs to identify the specific
documents involved. The ?Bates Stamp? number on the document is a sufficient
reference item to let us know which are of concern.

Since we are set by court order to publish the first tranche tomorrow, I
would hope that we get this material soonest.

HRC-396



pat

From: Linick, Steve A (0IG)

Sent: Monday, June 29, 2015 7:11 PM .
To: Kennedy, Patrick F
Cc: Higginbottom, Heather A; Chuck Mccullough b3 per ODNI

Subject: Follow Up Memorandum b6 per ODNI
b7C per ODNI

Dear Pat:

Please see attached follow-up Memorandum regarding potential issues
identified by the IC IG concerning the Department?s process for the review of
former Secretary Clinton?s emails. DPlease feel free to contact Chuck
McCullough with any questions. Best, Steve

HRC-397



HEREIN 12 URCLASSTEIRD
DATE 11-08-2016 BY (51086154 HETL G

. il ower veeemiacriow cowrravaEn

b3 per ODNI
b6 per FBI, ODNI_

_____________________
b7C per FBI, ODNI
From: | kOIG)l |
Sent: Thursday, July 02, 2015 12:37 PM
To: | |
Cc: Kennedy, Patrick F; Linick, Steve A (OIG)|
| | [01G)
Subject: [AIN] Follow Up from Yesterday's Meeting

b3 per ODNI

b6

b7C

b5 per DOS

HRC-398



b5 per DOS

Thanks.

bé

] b7C
Office of Inspector General

U.S. Department of State

-8B~ This email is UNCLASSIFIED.
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U,S. Department of State SUBJECT TO AG ENT ON SENSITIVE INFORMATION & REDACTIO O FOIA WAIVER.
Case No. F12615-04841 , : :

Doc No. C05739772
Date: 05/13/2015

symbol of their commitment to disarm the militias and anti-government groups, and increased their

involvement accordingly.)
7
UNCLASSIFIED
U.S. Department of State
Case No. F-2015-04841
Doc No. C05739772 STATE DEPT. - PRODUCED TO HOUSE SELECT BENGHAZI COMM. HBRC-400
STATE-SCB0045762

Date: 05/13/2015 SUBJECT TO AGREEMENT ON SENSITIVE INFORMATION & REDACTIONS. NO FOIA WAIVER.
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b3 per ODNI
bé per FBI, ODNI,

MR ]
b7C per FBI, ODNI
From: Kennedy, Patrick F <KennedyPF@state.gov>
Sent: Thursday, July 02, 2015 8:12 PM
To: [ |
Cc: Linick, Steve A (QIG)|
I |
Subject: [AIN] RE: Follow Up from Yesterday's Meeting
' b3 per ODNI
b6
b7C
b5 per DOS
Regards
pat
b3 per ODNI
b6 per FBI, ODNI
From1 kOIG) b7C per FBI, ODNI
SPnIt' . Thursdav, July 02, 2015 12:37 PM
TO:

‘Cc: Kennedy, Patrick F; Linick, Steve A (OIG):]

.

(01IG)
Subject: Follow Up from Yesterday's Meeting

HRC-401



b7C

b5 per DOS

Thanks.

b6

b7C
Office of Inspector General

HRC-402



U.S. Department of State

bé
b7C

SBu-

This email is UNCLASSIFIED.
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d = .
: b3 per ODNI
EEEEE—— b6 per FBI, ODNI
! b7C per FBI, ODNI

From: | |
Sent: Monday, July 06, 2015 3:27 PM
To: Jennifer L Hudson;| |
Cc: | kOIG)';
Subject: [AIN] RE: Request for assistance from IC FOIA Officials

b3 per ODNI

Thanks Jennifer. Please advise if you require any further information from us.

[ ] | o
b7cC

Please advise if you will begin to coordinate with Ms. Hudson, and other IC
FOIA officials, on the additional assistance to identify IC equities. Also,
advise if you need any additional information from us.

Cheers,

b3 per ODNI
bé per ODNI
b7C per ODNI

Office of the Inspector General of the Intelligence Community

HRC-404



INSPECTOR GENERAL SENSITIVE INFORMATION

This e-mail including any attachments is intended only for authorized
recipients. Recipients may not further disseminate this information without
the express permission of the sender or other Office of the Inspector General
of the Intelligence Community personnel. This email may contain Inspector
General sensitive information that is confidential, sensitive, work product or
attorney-client privileged, or protected by Federal law, including protection
from public disclosure under the Freedom of Information Act (FOIA), 5 USC §
552. Accordingly, the use, dissemination, distribution, or reproduction of
this information to or by unauthorized or unintended recipients may be
unlawful. If you have received this e-mail in error, please notify us
immediately by return email, and please destroy all copies of the e-mail
received in error. '

b3 per ODNI
b6 per FBI, ODNI

From: Jennifer L Hudson b7C per FBI, ODNI
Sent: Monday, July 06, 2015 2:51 PM

TO:l ]

Cc: [ozG) '

Subject: RE: Request for assistance from IC FOIA Officials

b3 per ODNI

b6 per ODNI
b7C per ODNI

We are willing to provide assistance to State in recognizing IC equities. At
this point I know NSA and NGA are willing to help, and I believe CIA may also
be willing to participate.

This would be to help State identify equities so that records could be
referred through the normal process. I do not think that anyone intends: to
send officers down to State on a full-time basis to review and redact.

Jennifer

Jennifer Hudson

Director, Information Management Division

ODNI/CIO b3 per ODNI
b6 per ODNI

b7C per ODNI

HRC-405



b3 per ODNI

b6 per FBI, ODNI

| b7C per FBI, ODNI

From:l
Sent: Monday, July 06, 2015 2:12 PM

To: Jennifer I Hudson

CC:I I(OIG)';
[ | | -

Subject: Request for assistance from IC FOIA Officials

Greetings Jennifer,

I hope that you are well. As discussed, the IC IG recommended that State
FOIA officials seek the assistance of IC FOIA officials for identifying IC
equities in the current State FOIA review of over 30,000 emails provided by
Former Secretary Clinton. As the ODNI FOIA official, we are seeking your
assistance with this recommendation. Please advise if you are willing to
provide such assistance to the State FOIA officials and if you are, can you
reach out to other IC FOIA officials and ascertain if they too are willing to
provide such assistance. We look forward to your response.

Thanks in advance,

b3 per ODNI
b6 per ODNI
b7C per ODNI

Office of the Inspector General of the Intelligence Community

INSPECTOR GENERAL SENSITIVE INFORMATION

This e-mail including any attachments is intended only for authorized
recipients. Recipients may not further disseminate this information without
the express permission of the sender or other Office of the Inspector General
of the Intelligence Community personnel. This email may contain Inspector
General sensitive information that is confidential, sensitive, work product or
attorney-client privileged, or protected by Federal law, including protection
from public disclosure under the Freedom of Information Act (FOIA), 5 USC §
552. Accordingly, the use, dissemination, distribution, or reproduction of
this information to or by unauthorized or unintended recipients may be
unlawful. If you have .received this e-mail in error, please notify us
immediately by return email, and please destroy all copies of the e-mail
received in error.

HRC-406



HRC-407



aLL PRI IHsURRATIOH CCHTATEEL
HEBFEIN 15 UN LAsSTFTRD
HOETE 11-08-0016 By Jaliablad Nslio

b3 per ODNI
b6 per FBI, ODNI

From:
Sent:
To:
Cc:

Subject:

b7C per FBI, ODNI

201

55:14 PM
Jennifer L Hudson'

[oIG

oiG); |

| |Grafe|d, Margaret Pi

[AIN] RE: Request for assistance from IC FOIA Officials

b3 per ODNI

[::::::;:] This offer of assistance by the IC is something the IC OIGJuLll_nTed
to work out with the Under Secretary for Management Patrick Kennedy.

Director

b3 per ODNI
b6 per FBI, ODNI
b7C per FBI, ODNI

b6
b7¢C

Office of Information Programs and Services (IPS)

Bureau of Administration

Department of State

SA-2, Room 5021

Washington, DC 20520

202-261-8590

(u)

(fax)

b6
b7C

b3 per ODNI

From:

bé per ODNI

Sent: Monday,

July 06, 2015 3:27 PM

b7C per ODNI

HRC-408



To: Jennifer 1, Hudson; l
cc:| (0IG) ; | coz6) ;
Tubject: RE: Request for assistance from IC FOIA Officials b3 per ODNI

b6 per FBI, ODNI
b7C per FBI, ODNI

Thanks Jennifer. Please advise if you require any further information from
us.

b6
b7¢C

Please advise if you will begin to coordinate with Ms. Hudson, and other IC
FOIA officials, on the additional assistance to identify IC equities. Also,
advise if you need any additional information from us.

\

.Cheers,

b3 per ODNI
b6 per ODNI
b7C per ODNI

Office of the Inspector General of the Intelligence Community

INSPECTOR GENERAL SENSITIVE INFORMATION

This e-mail including any attachments is intended only for authorized
recipients. Recipients may not further disseminate this information without
the express permission of the sender or other Office of the Inspector General
of the Intelligence Community personnel. This email may contain Inspector
General sensitive information that is confidential, sensitive, work product or
attorney-client privileged, or protected by Federal law, including protection
from public disclosure under the Freedom of Information Act (FOIA), 5 USC §
552. Accordingly, the use, dissemination, distribution, or reproduction of
this information to or by unauthorized or unintended recipients may be
unlawful. If you have received this e-mail in error, please notify us
immediately by return email, and please destroy all copies of the e-mail
received in error. '

HRC-409



b3 per ODNI
b6 per FBI, ODNI

From: Jennifer L Hudson
b7C per FBI, ODNI

SenL;_Mnndax__ﬂulx_ﬂﬁi_ZﬁIS 2:51 PM
To:

c: | (o16) y
| |

Subject: RE: Request for assistance from IC FOIA Officials

b3 per ODNI
bé per ODNI

b7C per ODNI

We are willing to provide assistance to State in recognizing IC equities. At
this point I know NSA and NGA are willing to help, and I believe CIA may also
be willing to participate.

This would be to help State identify equities so that records could be
‘referred through the normal process. I do not think that anyone intends to
send officers down to State on a full-time basis to review and redact.

Jennifer

Jennifer Hudson

Director, Information Management Division

ODNI/CIOQ
b3 per ODNI
| b6 per ODNI
b7C per ODNI
From:l

Sent: Monday, July 06, 2015 2:12 PM

To: Jennifer I. Hudson .

Ic:c:I | (o1G) ';
I.

Subject: Request for assistance from IC FOIA Officials

Greetings Jennifer,

I hope that you are well. As discussed, the IC IG recommended that State
FOIA officials seek the assistance of IC FOIA officials for identifying IC
equities in the current State FOIA review of over 30,000 emails provided by
Former Secretary Clinton. As the ODNI FOIA official, we are seeking your
assistance with this recommendation. Please advise if you are willing to

3
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provide such assistance to the State FOIA officials and if you are, can you
reach out to other IC FOIA officials and ascertain if they too are willing to
provide such assistance. We look forward to your response.

Thanks in advance,

b3 per ODNI
b6 per ODNI
b7C per ODNI

Office of the Inspector General of the Intelligence Community

INSPECTOR GENERAL SENSITIVE INFORMATION

This e-mail including any attachments is intended only for authorized
recipients. Recipients may not further disseminate this information without
the express permission of the sender or other Office of the Inspector General
of the Intelligence Community personnel. This email may contain Inspector
General sensitive information that is confidential, sensitive, work product or
attorney-client privileged, or protected by Federal law, including protection
from public disclosure under the Freedom of Information Act (FOIA), 5 USC §
552. Accordingly, the use, dissemination, distribution, or reproduction of
this information to or by unauthorized or unintended recipients may be
unlawful. If you have received this e-mail in error, please notify us
immediately by return email, and please destroy all copies of the e-mail
received in error.

HRC-411
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b3 per ODNI

b6 per FBI, ODNI
b7C per FBI, ODNI

From: Linick, Steve A (OIG) <linicksa@state.gov>
Sent: Monday, July 06, 2015 6:40 PM
To: Kennedy, Patrick F
Cc: Chuck Mccullouall | | | | |

|[o16)] |
Subject: [AIN] FW: Foliow Up from Yesterday's Meeting

b3 per ODNI

Pat,

Concerning Item #1, as reflected in the email immediately below from Jennifer

Hudson that I have copied into this email, ODNI has been gathering IC resources
to support the review.
facilitate ODNI?s offered assistance.

I urge you to contact Jennifer, directly, to

Please contact me at your earliest convenience on the results, and whether
you will be providing a memorandum supplementing your June 19, 2015 response.

Steve

b3 per ODNI

From: Jennifer L Hudsonl

]

b6 per FBI, ODNI

b7C per FBI, ODNI

Sent: Mondav., Julv 06, 2015 2:51 PM .
TO:
Cc: | (OIG) 0IG) ;

Subject: RE: Request for assistance from IC FOIA Officials

HRC-412



b3 per ODNI
b6 per ODNI
b7C per ODNI

We are willing to provide assistance to State in recognizing IC equities. At
this point I know NSA and NGA are willing to help, and I believe CIA may also
be willing to participate.

This would be to help State identify equities so that records could be
referred through the normal process. I do not think that anyone intends to
send officers down to State on a full-time basis to review and redact.

Jennifer

Jennifer Hudson

Director, Information Management Division

ODNI/CIO
b3 per ODNI
b6 per ODNI
b7C per ODNI
SBe-

This email is UNCLASSIFIED.

From: Kennedy, Patrick F

Sent; Thursda uly 02, 2015 8:12 PM b3 per ODNI
To: (01G) ;| ]

— b6 per FBI, ODNI
Cc: Linick, Steve A (0IG) ;] | b7C per FBY, ODNI
r

Subject: RE: Follow Up from Yesterday's Meeting

[ 1 b7

b7C

b5 per DOS

HRC-413



b5 per DOS
Regards
pat
From: | l(o1G) b3 per ODNI
Sent: Thursday, July 02, 2015 12:37 PM ) b6 per FBI, ODNI
Toq | b7C per FBI, ODNI
Cc: Kennedy, Patrick F; Linick, Steve A (OIG);
) il ] (OIG)
Subject: Follow Up from Yesterday's Meeting
b6
b7C
b5 per DOS

HRC-414



b5 per DOS

Thanks.

Office of Inspector General ' bé

' b7C
U.S. Department of State

r-7-10 2t

This email is UNCLASSIFIED.
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b3 per ODNI
—
b6 per FBI, ODNI

From: . Kennedy, Patrick F <KennedyPF@state.gov> b7C per FBI, ODNI
Sent: Tuesday, July 07, 2015 8:47 AM
To: .. Linick, Steve A (OIG)
Cc: |(OIG):| |
OIG)}f |
Subject: [AIN] Re: Follow Up from-Yesterday's Meeting

b3 per ODNI

Steve

Jennifer has reached out directly to the Department's FOIA officer to say she

ig in discussion with other IC elements.

b5 per DOS

Regards
Pat

From: Linhick, Steve A (0IG)
Sent: Tuesday, July 07, 2015 12:39 AM
To: Kennedy, Patrick F

b3 per ODNI

Cc: Chuck Mccullough | A

bé per FBI, ODNI

b7C per FBI, ODNI

(o1e) ;|
(01G) 4] |

Subject: FW: Follow Up from Yesterday's Meeting

pat,

)

Concerning Item #1, as reflected in the email immediately below from Jennifer
Hudson that I have copied into this email, ODNI has been gathering IC resources
to support the review. I urge you to contact Jennifer, directly, to

facilitate ODNI’‘s offered assistance.
1

HRC-416



Please contact me at your earliest convenience on the results, and whether
you will be providing a memorandum supplementing your June 19, 2015 response.

Steve

b3 per ODNI
From: Jennifer L Hudson b6 per FBI, ODNI
1 . b7C per FBI, ODNI
Sent: Mondav, Julv 06, 2015 2:51 PM
To:
Cc | | (OIG)I; | (01G) ;
|

Subject: RE: Request for assistance from IC FOIA Officials

b3 per ODNI

. b6 per ODNI
[ ] BTC per ODNI

.We are willing to provide assistance to State in recognizing IC equities. At
this point I know NSA and NGA are willing to help, and I believe CIA may alsoc
be willing to participate.

This would be to help State identify equities so that records could be
referred through the normal process. I do not think that anyone intends to
send officers down to State on a full-time basis to review and redact.

Jennifer

Jennifer Hudson
Director, Information Management Division

ODNI/CIO
b3 per ODNI

b6 per FBI, ODNI

b7C per FBI, ODNI

HRC-417
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This email is UNCLASSIFIED.

From: Kennedy, Patrick F

Sent: Thursday, July 02, 2015 8:32 PM

To | [oze) ; |
Cc: Linick, Steve A (0IG); I

Subject: RE: Follow Up from Yesterday's Meeting

b3 per ODNI
bé per FBI, ODNI
b7C per FBI, ODNI

b6
b7C

b5 per DOS

Regards

pat

From: (01IG)
Sent._Thursdav. Julv 02, 2015 12:37 PM
TO:

Cc: Kennedy, Patrick F; Linick, Steve A (OIG);

Y1 (o)
Subject: Follow Up from Yesterday's Meeting

b3 per ODNI
b6 per FBI, ODNI
b7C per FBI, ODNI

b6
b7cC

b5 per DOS

HRC-418



b5 per DOS

Thanks.

b6

b7cC
Office of Inspector General
U.S. Department of State

b6

b7cC

HRC-419
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This email is UNCLASSIFIED.
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UNCLASSIFIED July 10, 2015

MEMORANDUM FOR UNDER SECRETARY KENNEDY

FROM: Steve A. Linick, Inspector General, Department of State
Charles McCullough, III, Inspector General, Intelligence Community

SUBJECT: Request for Electronic Copy of Former Secretary Clinton's Emails

As you know, the Office of the Inspector General (OIG) is currently reviewing the use of personal
communications.hardware and software by five Secretaries of State and their immediate staffs,
and is receiving assistance from the Office of the Inspector General of the Intelligence '
Community (ICIG).

During our July 1, 2015, meeting with you an<1:|at the ICIGIZladvised us

that the Department has obtained from Secretary Clinton’s counsel an electronic copy of the
55,000 pages of emails produced by Secretary Clinton in hard copy to the Department in
December 4, 2014. As further background, on June 24, 2015, Secretary Clinton’s counsel sent
OIG a letter, which was shared with you the following day, advising that her counsel retained “a
preservation copy of the .pst file containing the electronic copies of those e-mails, on a thumb
drive that is stored in a secured safe” in counsel’s offices. OIG how requests that you provide to
OIG two copies of this .pst file, for use by OIG and ICIG. :

_1f vou or vour colleaques have anv questions. please contact

cc D-MR - Heather A. Higginbottom

U.S. Department of State, Office of Inspector General, Washington, DC 20522-0308

HRC-421
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United States Department of State

Under Secretary of State '
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-

Washington, D.C. 20520

UNCLASSIFIED
MEMORANDUM July 22,2015

TO: OIG - Steve A. Linick
FROM: M — Patrick F. Kennedy V (}\(/

SUBJECT: Your Request for Electronic Copy of Former Secretary Clinton’s
Emails |

This memorandum is in response to your July 10, 2015, memorandum in
which you ask that the Department provide to OIG and to the Inspector General for
the Intelligence Community (ICIG) .pst files containing all of the emails that
Secretary Clinton produced to the Department in hard copy in December 2014.

First, to clarify, told| that the Department has requested 6
Secretary Clinton’s counsel to provide an electronic copy of the emails that were b7¢
produced. [ lalso advised that, while Secretary Clinton’s counsel agreed to
do so, we had not yet received — nor have we since received — such a copy.

As you know, the Bureau of Administration (A) has, scanned and loaded the
emails in a .pdf file into a system on CLASSNET for record keeping purposes and
the ongoing Freedom of Information Act (FOIA) review of this material, as well as
to fulfill other FOIA requests. ‘

In the course of the current review, your staff has been given access to those
electronic records on CLASSNET, including the ability to conduct searches on
particular segments. This electronic access can be extended to the entire body of
material via CLASSNET if you wish.

Given the intense public interest in and the sensitivity of the former
Secretary’s emails, we would have serious concerns about providing the emails
outside of the Department in a removable/transferable medium. Moreover, we have
concerns about providing any such removable copy to the ICIG for the simple
reason that much of what is contained in Secretary Clinton’s emails relate to the
programs and operations of the Department of State and not to programs and

UNCLASSIFIED
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operations over which the ICIG has oversight responsibilities. See Inspector

- General Act §2, et seq. For example, there are numerous emails relating to

deliberations and decisions regarding the appointment of individuals to positions at

. the Department of State. It seems beyond the scope of the ICIG’s authority to

review such emails and could be an unnecessary invasion of the privacy of the
individuals being considered. Similarly, the emails include information, much of it
deliberative, concerning a broad range of Department programs and operations that
cannot reasonably be said to implicate IC equities.

At the invitation of the A Bureau, IC FOIA reviewers are reviewing emails
and identifying those emails that might implicate IC equities. Copies of any such
emails are then being provided to the IC for its review. The ICIG can obtain those

emails from the IC entities for which it has oversight responsibility, or, if you wish,
we can identify those emails to your office so that you can work with the ICIG.

cc: The Deputy Secretary for Management and Resources

UNCLASSIFIED

HRC-423
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United States Department of State
Washington, D.C. 20520

SENSITTVEBYEF UNCLASSIFIED
(NOT SENSITIVE WHEN SEPARATED FROM ATTACHMENT)

Case No. F-2015-04841

b6 per FBI, DOS

Segment: H-0003 b7C per FBI
Requester
TO: | | _ bé
R;cord/lnformation Dissemination Section b7C

Records Management Division
Federal Bureau of Investigation
Washington, DC 20535

518 7
Office of Information Programs and Services

b6
b7C

FROM:

SUBJECT: FOIA Referral for Consultation

The attached Department of State material requested in the above FOIA
case appears also to be of interest to your agency, and we are therefore
referring it to you for consultation. In view of the strong public interest in
this matter, we would appreciate your reply no later than close of business on
Tuesday, April 7, 2015.

The documents consist of emails sent to and/or from former Secretary
of State Clinton on her private emaal account. For your information, these
emails have already been prov1ded to Congress in redacted form; the
Department coordinated with] | from the
Department of Justice on that effort. We have duplicated those redactions,
and have made some additional redactions under the FOIA which we believe
are warranted for wider distribution.

b6
b7C

Please be advised that it is our intention to post all released material on
‘the State Department’s FOIA website.

SENSITFVEBYTHINCLASSIFIED
. (NOT SENSITIVE WHEN SEPARATED FROM ATTACHMENT)

HRC-457



| UNCLASSIFIED
(NOT SENSITIVE WHEN SEPARATED FROM ATTACHMENT)
. -2 - |

Our preliminary determinations are noted on each document. Portions
for withholding (if any) are as indicated, and the exemptions are noted in the
margin. Where we have requested concurrent review by other agencies, the
names of those agencies are also shown on each document.

~ Before we take final action, we ask that you review this material. We
ask that you not mark for deletion any portion of any document on non¥
responsive grounds.

Please address your reply tg and bE
| They can also be reached at b7C

Should you receive any inquiries about this collection, please refer
them directly to us for response. Additionally, do not hesitate to contact us
with any questions.

Attachments:
One document |
Copy of request letter

: —SENSHHVE-BYFINCLASSIFIED
(NOT SENSITIVE WHEN SEPARATED FROM ATTACHMENT)

HRC-458




, @ @
aLL FRT THICHRGATION (DT ATHED

HEREIN 1:& UNOLASSTIEIRD
DateE 11-07-2016 By 57085194 HET10O

Brothers, Karen G | F" QO [5 ~ 0(’{8 Cf’{

From: . I I ] b6 per DOS
Sent: : Tuesday, March 03, 2015 1:50 PM

To: - FOIA Request .

Subject: Freedom of Information Reguest: Hillary Clinton’s Email Address

March 3, 2015

Department of State

Office of Information Programs and Services

A/GIS/TPS/RL

U. S. Department of State
Washington, D. C. 20522-8100

To Whom It May Concern:
This is a request under the Freedom of Information Act. I hereby request the following records:
Former Secretary Hillary Clinton's email address used to email State Department officials. Referenced here:

http://redirect.state.sbuw/?url=http://www.wjla.com/articles/201 5/03/hillary- clinton-s-personal-email-use-may-
have-viclated-federal-requirements-report-111962.himl :

“After the State Department reviewed those emails, last month the State Department produced about 300 emails
responsive to recent requests from the Select Committee.”

The requested documents will be made available to the general public free of charge as part of the public
information service at MuckRock.com, and is not being made for commercial usage.

In the event that fees caﬁnot be waived, I would be grateful if you would inform me of the total charges in
advance of fulfilling my request. I would prefer the request filled electronically, by e-mail attachment if
available or CD-ROM if not.

‘Thank you in advance for your anticipated cooperation in this matter. I look forward to receiving your response
to this request within 20 business days, as the statute requires.

Sincerely,
b6 per DOS
Filed via MuckRock.com
E-mail (Preferred)]
For mailed responses, please address (see note):
b6 per DOS

HRC-459
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ICONSULT FBI IRELEASE IN FULY
From: Sullivan, Jacob J <Sullivan))@state.gov>
Sent: Sunday, November 18, 2012 844 PM
To: H
Subject: Fw: FYI - Report of arrests -- possible Benghazi connection
Fyi
From: Jones, Beth € _
Sent: Sunday, November 18, 2012 07:14 PM
Tol ivan, Jacob J - bé
Cel b7c

Subject: Fw: FYI - Report of arrests — possible Benghazi connection

This preliminary, but very interesting, pls see below. FBl in Tripoli is fuliy involved.,

From| | : b6
Sent: Sunday, November 18, 2012 07:01 PM : b7C
To: Jones, Beth E; Maxwell, Raymond D; |

Subject: FYI - Report of arrests -- possible Beng con n

Post reports that Libyans police have arrested several people today who ma i i

the Benghaz! attack. They were acting on information furnished by DS/RSO.I bl per DOS, FBI
b3 per FBI

b7A per DOS

b7D per DOS

b7E per DOS

o [ r(-)verau
this could lead to something operationally, or not, and it could lead to news accounts from L«bya saying there
is a significant break in the case, or not.

At this point, just FYI.

. .
b6
b7C

Department of State TET MO
Llasal D By MET I o8 RsThd
BEASCH 1.4 (D
UECLESSIEY DN do-01 2837
LaTh: 11-Bi-2016

SUBJECTTO :(E’I;EEEI\D/IE:;' Ol%‘l tﬁm&'ﬁ%@ﬂmﬁ% NO FOIA WAIVER, STATE-SCB0045788

HRC-460
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SUBJECT TO AGREEMENT ON SENSIHUERFORMATIDNS' REHATNENSNO FOIA WAIVER.

CONSULT FBi - |RELEASE IN FuLL}

From: Sullivan, Jacob J <Sullivany)@state.gov> EBI INFOD.
Sent: - Sunday, November 18, 2012 8:44 PM Classteivn By Mein a3 oBETYa
To: H BRacrm 4 o4 ip

DBV » . . . EECIASETEY OM. 1201 2ony
Subject: Fw: FYI - Report of arrests -- possible Benghazi connection NATE. 11-07-501p
Fyi
From: Jones, Beth E ) ‘ bé
Semt: Su November 18, 7:14 PM  pIC
To Sullivan, Jacob J
Ce

SubJect: Fw: FYI - Report of amrests — possible Benghazl connection
' bl per DOS, FBI

This preliminary, but very interesting, pls see below. FB! in Tripoli is fully involved. : b3 per FBI

. ) . ) “b6 per FBI
From| | o ~ . b7C per FBI
Sent: Sunday, November 18, 2012 07:01 PM b7A per DOS
To: Jones, Beth E; Maxwell, Raymond D | b7D per DOS
Subject: FYI - Report of arrests -- possible Benghazi connection . b7E per DOS
Post reports that Libyans police have arrested several people today who may/may have som ion o7

_the Benghazl attack, Thev were acting an informatlon furnished by DS/RSO <

b7«
hle

o bi
ha [overan, o 2

15 COU me g operationally, or Not, and it could Tead to news accounts from Libya saying there
is a significant break in the case, or not. ’

At this point, just FY!.
‘b6
b7C
Department of State
QTATE RERT . CONANIISCEN TN NICE QL ST BERNIAZI FCOWMARA
HRC-468
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Classification: M,m

Ccla d By: J23J98T32
Derived From:
Declassi 20401231

TRANSITORY RECORD

ated 20120629

FYI.

From RMD) (FBI) ‘;j
Sent: NN UrcdayWADrT0O®2 0 TSHAFISIAMFF c
To:

cc RMD) (FBI)

Subject: Coordination Review - Segment H-3 ----SEERET//NOFORN™
Importance: High S

Classification: mm)

dated 20120629

TRANSITORY RECORD
bé

Here is our response. | recommend you go ahead and classify the forwarding email to us in the future in case we

determine there is classified information. This marking was approved by the CTD front office. The first bracket starts
TEwith ] rthe—sec—ondr—brackertrrsrtarts—wirthr,rrrtrherrthirdrbr—acketr,r e The bl marking
is SECRET//NOFORN. . bl per DOS, FBI
‘ b3 per FBI

205739808 - Work
- CTD Redacti...

b6
b7C

Classification: SEeRET//NOEORN_

HRC-469
m |



Classification: SECRETAANOEORN

HRC-470
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DATE 10-31-2016 BY 037085734 Naiio

U.S. Department of Homeland Security
UNITED STATES SECRET SERVICE

Washington, D.C. 20223

August 6, 2015

Charles H. Kable IV
Section Chief
Counterintelligence Division

Federal Bureau of Investigation
Washington, DC 20535-0001

Re:  Request for Preservation of Records dated July 31, 2015
Dear Mr. Kable:

Reference is made to your formal request for the preservation of all records and other
evidence in the possession of the United States Secret Service (“Secret Service™). or in the
possession of Hillary Clinton, former Secretary of State, regarding the domain account
@clintonemail.com.

Your record preservation request seeks items from an individual referred to as “your
client.” To the extent the word “client” refers to the Secret Service’s protectee, Hillary Clinton,
the Secret Service could not lawfully take any item in the possession of a protectee absent a
warrant for that item. Additionally, we are not aware that we are otherwise in possession of any
such items.

With respect to items or records in the possession of the Secret Service, we have
previously searched and are in the process of conducting an additional search for Agency records
responsive to a Freedom of Information Act (FOIA) request that is similar in nature to your
request for records preservation. That FOIA request is now the subject of litigation in the United
States District Court for the District of Columbia, Judicial Watch v. United States Secret Service,
Civil Action No. 1:15-cv-00673-JDB. In that case, Plaintiff Judicial Watch filed a FOIA request

. for “[a]ny and all records of communication between the United States Secret Service and
Hillary Rodham Clinton concerning, regarding, or relating to creation, setup, security, and
maintenance of the clintonemail.com email server.”

The Secret Service performed the following search for responsive documents in the
relevant directorates. The Office of Technical Development and Mission Support, Information
Resources Management Division (IRMD) responded as follows: “IRMD does not create, setup,
monitor, or maintain non-government email servers.” Accordingly, there was no search that
would be reasonably calculated to locate responsive records.

+ The Office of Protective Operations conducted a search where the Assistant Director, the
Deputy Assistant Director, and the Supervisory Staff Specialist searched desktop files and the
office shared drive for any responsive documents. This search included official e-mail as well as
their individual e-mail. Further, the Deputy Special Agent in Charge (DSAIC) of the Clinton
Division searched his desktop and the office shared drive with the search terms “email server”
and “Clinton server.” This search included official e-mail as well as his individual e-mail using

-

HRC-489



the search terms “email server” and “Clinton server.” The DSAIC also searched the file cabinets
and drawers of the Clinton Division (the paper files) for any responsive documents.

These searches did not reveal any responsive documents. The Department of Justice
attorney handling the litigation, Andrew Carmichael, then spoke to Plaintiff’s representative
regarding what other searches Plaintiff would like the Secret Service to perform in an effort to
resolve the litigation. After discussion, it was agreed that the Secret Service would perform an
additional search. This search is for e-mails from anyone assigned to the Clinton detail from
January 1, 2009, through and including January 31, 2009 that contain any of the following terms:
email server, clinton server, and/or clintonemail.com. This search is being conducted and is
expected to be completed in approximately two weeks.

The Secret Service is not authorized, nor does it receive appropriations, to establish
personal e-mail servers for anyone, including protectees. Notwithstanding, the Secret Service
will send out a preservation request for the Agency records listed in your correspondence of
July 31, 2015 which are in the possession of the Secret Service. As your request does not
include a time frame, we have adopted a January 1, 2009 timeframe to the present as the relevant
timeframe for preservation.

Sincerely,

Dt

"Donna L. Cahill
Chief Counsel

HRC-490
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‘ ALL T2l INFORMATICH CONT ATHED
L&TE 10-21-2016 By 4370887308 NSILC

U.S. Department of Justice

National Security Division

Washington, D.C. 20530

David E. Kendall, Esq.
Williams & Connolly LLP
725 Twelfth Street, N.W.
Washington, DC 20005

Minor & Brown PC

650 South Cherry Street, Plaza 1
Suite 1100

Denver, CO 80246

August 7,2015

Dear Mr. Kendall and Ms.|:|

This letter confirms your intent to voluntarily produce to the Federal Bureau of Investigation (“FBI”) a
server and related equipment (collectively, “the server equipment”) on which emails to or from Secretary
Clinton’s @clmtonemall com account were stored from 2009 to 2013 and which Platte River Networks
took possession of in 2013. As it gathers more facts, the FBI reserves the right to request further
information and/or equipment from Platte River Networks.

On July 30, 2015, the FBI delivered to Platte River Networks a letter requesting that it preserve records
related to the @clintonemail.com account. We understand that Platte River Networks, through Williams
& Connolly LLP, also received other requests to preserve records related to the @clintonemail.com
account, including a July 29, 2015 preservation letter from Senator Ron Johnson, Chairman, United States
Senate Committee on Homeland Security and Governmental Affairs; a May 26, 2015 preservation letter
from Steve A. Linick, Inspector General, Department of State and I. Charles McCullough, III, Inspector
General, Intelligence Community; and a March 3, 2015 preservation letter from Representative Trey
Gowdy, Chairman, House of Representatives Select Committee on Benghazi.

Once taking custody, the FBI will maintain the server equipment in an appropriately secure manner, We
believe such maintenance satisfies any preservation obligations you may have.

__Sincerely

b6
b7C

b6
b7C

b6
b7C

HRC-492 ~
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~ U.S. Department of Justice

National Security Division

Washington, D.C. 20530

David E. Kendall, Esq.
Williams & Connolly LLP
725 Twelfth Street, N.W.
Washington, DC 20005

| | ‘ b6
Minor & Brown PC ' b7C
650 South Cherry Street, Plaza 11

Suite 1100
De11ver, CO 80246

August 7, 2015

. b6
Dear Mr. Ker_xdall and Ms, A b7¢C

This letter confirms your intent to voluntarily produce to the Federal Bureau of Investigation (“FBI”) a
server and related equipment (collectively, “the server equipment”) on which emails to or from Secretary
Clinton’s @clintonemail.com account were stored. It is our understanding that the server equipment

- constitutes the entirety of Platte River Network’s possession of equipment related to the
@clintonemail.com account. If this understanding is incorrect, or if you learn of additional equipment
related to the @clintonemail.com account, please notify me promptly.

On July 30, 2015, the FBI delivered to Platte River Networks a lefter requesting that it preserve records
related to the @clintonemail.com account. We understand that Platte River Networks, through Williams
& Connolly LLP, also received other requests to preserve records related to the @clintonemail.com
account, including a July 29, 2015 preservation letter from Senator Ron Johnson, Chairman, United States
Senate Committee on Homeland Security and Governmental Affairs; a May 26, 2015 preservation letter
from Steve A. Linick, Inspector General, Department of State and 1. Charles McCullough, 111, Inspector
General, Intelligence Community; and a March 3, 2015 preservation letter from Representative Trey
Gowdy, Chairman, House of Representatives Select Committee on Benghazi.

Once taking custody, the FBI will maintain the server equipment in an appropriately secure manner. We
believe such maintenance satisfies any preservation obhgatlons you may have.

Sincerelv

<13
b7C
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U.S. Department of Justice

National Security Division

Washington, D.C. 20530

David E. Kendall, Esq..

* Katherine M. Turner, Esq.
Williams & Connolly LLP
725 Twelfth Street, N.W.
Washington, DC 20005

August 6, 2015

Dear Mr. Kendall and Ms. Turner,

This letter confirms your intent to voluntarily produce to the Federal Bureau of Investigation (“FBI”)
three thumb drives (which you have represented to be one original and two copies thereof) each

- purportedly containing 30,490 emails to or from Secretary Clinton’s @clintonemail.com account that you
previously provided in hard copy to the Department of State in December 2014, as well as hard copies
and a laptop computer in your possession containing emails to or from the @clintonemail.com account. It
is our understanding that the items described above (hereinafter “the Materials”) constitute the entirety of
your client’s and your possession of emails to or from the @clintonemail.com account, aside from six
additional laptop computers we previously discussed by phone. It is also our understanding that those six
laptop computers contain emails to or from the @clintonemail.com account; however, in addition to the
emails, the laptop computers also contain privileged material. As such, we will work with you to
appropriately secure the emails contained on those laptop computers. If any of these understandings are
incorrect, or if you find any additional emails to or from the @clintonemail.com account, please notify
me promptly. :

On July 31, 2015, the FBI delivered to Williams & Connolly a letter requesting that you preserve records
related to the @clintonemail.com account. We understand that you have also received other requests to
preserve records related to the @clintonemail.com account, including a July 29, 2015 preservation letter
from Senator Ron Johnson, Chairman, United States Senate Committee on Homeland Security and
Governmental Affairs; a May 26, 2015 preservation letter from Steve A. Linick, Inspector General,
Department of State and 1. Charles McCullough, 111, Inspector General, Intelligence Community; and a
March 3, 2015 preservation letter from Representative Trey Gowdy, Chairman, House of Representatives
Select Committee on Benghazi. You have also represented that you will require continued access to the
Materials on behalf of your client.

Once taking custody, the FBI will maintain the Materials in an appropriately secure manner. We believe
such maintenance satisfies any preservation obligations you may have. We will facilitate your continued
access to the Materials as may be necessary and appropriate in a secure space at the Litigation Security
Group, Department of Justice, at 145 N Street NE, Washington, DC 20002.

Sincerely,

b6
b7C

HRC-495
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Late 10-05

++FD-1057 (Rev. 05-08-2010)

SECRETHNOEORN.

FEDERAL BUREAU OF INVESTIGATION

{Tritle: (SF) MIDYEAR EXAM,; Date: 08/04/2015

-

{0}

MISHANDLING OF CLASSIFIED;
UNKNOWN SUBJECT OR COUNTRY;
SENSITIVE INVESTIGATIVE MATTER (SIM)

From: Counterintelligence Division
Counterespionage Section
Contact: ASC| |

Approved By: Kable Charles H. 2y

Drafted By: | | |

Case ID #: (U) L il 33

Synopsis: ... NEYMeeting with Intelhgence Commumty Inspector General (ICIG), Charles
McCullough III on July 10, 2015.

Enclosure(s): (U) Section 811(c) referral dated July 6, 2015, various correspondence between
ICIG and Congressional committees, samples of e-mails, and original meeting notes.

Details: - (SPF) On July 10, 2015 SC Charles H. Kable IV, ASC| |NLSB
Attorney] and ASC| Imet with ICIG Charles McCullough III and
General Lounsell Iregarding their Section 811(c) referral, dated July 6, 2015.

State (DOS) was using to review Hillary Clinton’s e-mails for classified information before the
e-mails were publicly disseminated. As part of this review, the ICIG’s office reviewed 296
e-mails released under FIOA by DOS. Two of these e-mails were assessed by the USIC to contain
classified information. McCullough assigned bn expert in
classification review, to this project.

{0} ) According to McCullough |pulled 40 additional e-mails from the main set
of approx1mately 30,000 e-mails that were handed over to DOS by Hillary Clinton and found four
additional classified e-mails. The ultimate classification determinations for these e-mails were
conducted by the USIC. On July 9, 2015 McCullough formally requested, jointly with the DOS
IG Steve Linick, copies of these approximately 30,000 e-mails from DOS Under Secretary of
Management, Patrick Kennedy. The law office of Williams & Connolly, Clinton’s attorneys,
currently have possession of the .PST files stored on thumb drives created from her original e-mail
server. This server was managed by Platte River Networks and is being held in an unknown
location. :

_SECRET/NOFORN

b6
b7C

b3
b7E

b6
b7C

b3 per ODNI

. b6 per ODNI

b7C per ODNI

HRC-504
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To: Counterintelligence Division From: Counterespionage Section b3
Re: (U) _ b7E

FY McCullough provided copies of correspondence between his office and DOS IG
Linick, copies of the e-mails containing classified information and related research, as well as
correspondence between ICIG McCullough and members of Congress involved in the oversight of
the ICIG.

*e

SECRET#NOEORN_

HRC-505
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UNCLASSIFIED/ /FOUe HEREIN IS UNCLASSIFIED
. DATE 11-N17-001¢ HY S22 3887484 M1 07

U. S. Department of Justice

Federal Bureau of Investigation

In Reply, Please Refer to Washington, DC 20535
File No. ' August 13, 2015

I. Charles McCullough III

Office of the Inspector General of the Intelligence Community
12290 Sunrise Valley Drive

Reston, 3, 2nd Floor

Washington, DC 20505

Dear Mr. McCullough:

Please find enclosed copies of electronic media voluntarily
'produced to the Federal Bureau of Investigation on August 6,
2015 by Kathleen M. Turner, Esquire of Williams & Connolly, LLP.
The FBI understands that these materials may be relevant to the
inquiry your office is conducting pursuant to your statutory
authorities under the National Security Act, as amended (50
U.S.C. 3033), regarding allegations that classified information
may reside on unclassified, non-government networks and/or may
have been transmitted via personal email accounts.

Based upon preliminary information available to the FBI,
this material should be handled in accordance with all policies
and procedures governing the handling and storage of material
classified at the Top Secret//SCI level. Additionally, this
material, including any associated metadata, is being provided
for the sole use of your office for purposes of the inguiry
identified above. Please do not copy or distribute the media
produced or its content to anyone outside of your office, or
make other disclosures about the media, without first obtaining

. Page 1 of 2 7
This document contains neither recommendations nor conclusions of the FBI. It is the
property of the FBI and is loaned to your agency; it and its contents are not to be

distributed outside your agency.

UNCLASSIFIED//FOH©

HRC-515
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. UNCLASSIFIED//FOUQ

the written authorization of the Assistant Director,
‘Counterintelligence Division, of the FBI, except as required to
conduct your inquiry, such as by referring specific documents to
Executive Branch agencies for purposes of obtaining a
classification review.

In the event you have any questions regarding the
appropriate handling of this media or the use your office can
make of it, please do not hesitate to contact me at

[ 1

b6
b7C

Sincerely,

e 0O

Randall C. Coleman
Assistant Director, Counterintelligence Division .
Federal Bureau of Investigation

Page 2 of 2

UNCLASSIFIED/ /FOGO
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c05739708 STATE DEPT. - PRODUCED TO HOUSE SELECT BENGHAZI COMM.
- SUBJECT TO AGREEMENT ON SENSITIVE INFORMATION & REDACTIONS. NO FOIA WAIVER,

RELEASE IN
FULL
From: H <hrod 17@cimtonemall com>
Sent: nday; 7 16, 2072 12:48 M
To: b6
Subject: Re: Visas Obtaiied - b7cC
As planned....
— Original Message -—- . ‘ ’
Feom: Mills, Cheryl O [rhailt{ | ' bé
Sent; Sunday, September 16, 2012 12:45 PM b7C
TJo:H
Subject; FW: Visas Qbtained
~-—Original Message~—
From: Jones, Beth E 3
Sent: Sunday, September 16,'2012:12:46 PM _
To: Kennedy, Patrick F; Mills, Cheryl D Jsutivar Jacob 1:| b6
Subject: FW: Visas Obtained b7¢C
) .
Bl got thelrvisas for ldbya today: Five members of team and three trew: members Legatt was counted separately and
already hasvisa, The FB| team is Enroute tonight, | ami tofd.
»
STATE DEPT. - PRODUCED TO HOUSE SELECT BENGHAZI COMM.

éUBJECT TO AGREEMENT ON SENSITIVE INFORMATION & REDACTIONS. NO FOIA WAIVER, STATE-SCB0045379

HRC-520
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C O 5 7 3 91 5 8 STATE DEPT. - PRODUCED TO HOUSE SELECT BENGHAZ! COMM.
s \ SUBJECT TO AGREEMENT ON SENSITIVE INFORMATION & REDACTIONS. NO FOIA WAIVER.

ELEASE IN PART

{CLEAR WITH NEA] 7(C),B7(A)

From: Mills, Cheryt | b7A per DOS
Sent: Thursday, October 18, 2012 8:06 AM b7C per DOS, FBI
To: H :
Subject: ' ... -

................. B7(A)

B7(C)
Remind me to discuss.
bé per FBI

Sent: Thursday, October 18, 2012 7:47 AM . b7A per DOS
Tos: Sullivan, Jacob J; Mills, Cheryi D; Macmanus, Joseph E (S) b7C per DOS, FBI
Cc: S_SpedalAssistants

' ' |

- |

b6 per FBI
b7A per DOS
b7C per DOS, FBI

b7A per DOS
b7C per DOS

STATE DEPT. - PRODUCED TO HOUSE SELECT BENGHAZI COMM.
SUBJECT TO AGREEMENT ON SENSITIVE INFORMATION & REDACTIONS. NO FOIA WAIVER. STATE-SCB0045741

HRC-521



HEIN 15 R LASSTIF TR

' O sll, PRI ITHNEURMATION COMTAILRELD
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C O 5 7 3 9 7 5 8 STATE DEPT. - PRODUCED TO HOUSE SELECT BENGHAZI COMM.
; ~ SUBJECT TO AGREEMENT ON SENSITIVE INFORMATION & REDACTIONS. NO FOIA WAIVER.

) b7A per DOS
! b7c per DOS

)

Best] | b6
C— 1 b7C

Tunisia Desk . '

Office.of Maghreb Affairs

U.S. Department of State
Tel. _ b6 per FBI

From b7A per DOS
' 17, 2012 7:55 AM b7C per DOS, FBI

{:ﬁ Is Spechlassistants

Subject: Rq
Colleagues,

b7A per DOS
b7C per DOS

bé per FBI
b7A per DOS

mmumaum_l b7C per DOS, FBI
E: S SpedalAssistants

b7A per DOS
b7C per DOS

Best
unsia les : ’ b6

U.S. De ent of State
Tel.l |

STATE DEPT. - PRODUCED TO HOUSE SELECT BENGHAZI COMM.,
SUBJECT TO AGREEMENT ON SENSITIVE INFORMATION 8 REDACTIONS. NO FOIA WAIVER. STATE-SCB0045742

HRC-522
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C05739635 STATE DEPT. - PRODUCED TO HOUSE SELECT BENGHAZI COMM.
SUBJECT TO AGREEMENT ON SENSITIVE INFORMATION & REDACTIONS. NO FOIA WAIVER.
—
b5 per DOS
|
|
STATE DEPT. - PRODUCED TO HOUSE SELECT BENGHAZ! COMM.
SUBJECT TO AGREEMENT ON SENSITIVE INFORMATION & REDACTIONS. NO FOIA WAIVER. STATE-SCB0045561

, .
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C05739635 STATE DEPT. - PRODUCED TO HOUSE SELECT BENGHAZI COMM.
SUBJECT TO AGREEMENT ON SENSITIVE INFORMATION & REDACTIONS. NO FOIA WAIVER,

b5 per DOS

STATE DEPT. - PRODUCED TO HOUSE SELECT BENGHAZI COMM.
SUBJECT TO AGREEMENT ON SENSITIVE INFORMATION & REDACTIONS. NO FOIA WAIVER, ’ STATE-SCB0045562

—
HRC-524




\\G
(¥,

b6
b7C

HRC-536

A

I



RICHARD BURR, NORTH CAROLINA, CHAIRMAN mﬂ&& ig = m
DIANNE FEINSTEIN, CALIFORNIA, VICE CHAIRMAN : - aLL FBI 1D L0 AL
JAMES E. RISCH. IDAHO RON WYDEN, OREGON m b WMo
. ) N, A , A
DANIEL COATS, INDIANA BARBARA A, MIKULSKI, MARYLANO DATE 11-07-2018 By G37085794 NB1ILEC
MARCO RUBIO, FLORIOA MARK WARNER, VIRGINIA .
SUSAN COLLINS, MAINE MARTIN HEINRICH, NEW MEXICO <
ROY BLUNT, MISSOUSRI ANGUS 5. KING, JA., MAINE “lt tatm E“gt[
JAMES LANKFORD, OKLAHOMA  MAZIE K. HIRONG, HAWA!
TOM COTTON, ARKANSAS .
SELECT COMMITTEE ON INTELLIGENCE
MITCH MCCONNELL, KENTUCKY, EX OFFICIO
HARRY REID, NEVADA, EX OFFICIO WASHINGTON, DC 20510-6475
JOMN McCAIN, ARIZONA, EX DFFICIO
JACK REED, RHODE ISLAND. EX OFFICIC
CHRAISTOPHER A. JOYNER, STAFF OIRECTOR ‘ s
DAVIO GRANNIS. MINORITY STAFF DIRECTOR
DESIREE THOMPSON SAYLE, CHIEF CLERK
July 27, 2015

SSCI4 2015-2300

The Honorable James R. Clapper, Jr.
Director of National Intelligence
Washington, DC 20511

Dear Director Clapper:

LU (S#NF) The Committee received the 25 July 2015 Memorandum from Mr.
Charles McCullough entitled “Summary of IC IG support to State Department 1G”
and are troubled by the finding that “an inadvertent release of classified national
security information had already occurred in the State FOIA process as a result of
insufficient coordination with Intelligence Community (IC) elements.”
Furthermore, we are concerned by the apparent disparity in assessments by State
Department and the IC highlighted by the following statement, “State personnel
continue to deny the classified character of the released information despite a
definitive determination from the IC Interagency FOIA process.” While we agree
with the four (4) recommendations the Intelligence Community Inspector General
(ICIG) and State Department IG made to State to improve its FOIA review process
to better identify IC equities and to prevent further inadvertent releases of
classified information, we urge you to engage with Secretary Kerry and Inspector
‘General Steve Linick to ensure their implementation.

U} (SHNF) The Committee strongly disagrees, however, with State’s decision
to provide its own Inspector General with only “limited access” to the remaining
30,000 emails and its decision to reject the ICIG’s request for access to the emails
on “jurisdictional grounds.” We understand that a small sampling of just over 300
emails found that four (4) contained information classified at the time of sending at
the SECRET//NOFORN level and one (1) contained information classified at the
time of sending at the SECRET//SI//REL USA,FVEY level. Ultimately, you are
responsible for the enforcement of classification guidelines and protection of IC
equities and we urge you to take all necessary steps to identify and protect any

'SECREF#NOFORN

HRC-537
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additional sensitive information that may be contained within the remaining
emails. .

(U) We appreciate your prompt attention to this matter.
Sincerely, .
Richard Burr
Chairman

HRC-538
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(Rev. 05-01-2008)

SECRET//NSRORN_

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE . Date: 08/04/2015
To: CD-4, Counterespionage Section Attn:

From: CD-4 .

bé

Contact: SA ' b7C
Approved By: Kable Charles H. IV AZéa_$Z§2£:
4%&9
Drafted By:
b3
Case ID #:  (U) B\ b7E

F) MIDYEAR EXAM

Synopsis: (U) Document August 3, 2015 Meeting at FBIHQ

Classi !
Derived From: NSIC dated 20130301

Declas On: 2040

Details: (U//F6H63 On August 3, 2015, FBI representatives met
with representatives from the U.S. Department of Justice (DOJ),
U.S. Department of State Office of the Inspector General (STATE
IG) and Office of the Inspector General of the Intelligence
Community (ICIG). The meeting took place at FBI Headquarters,
935 Pennsylvania Ave, NW, Washington, DC 20535.

1 .
v ISAF] At this meeting, participants discussed the
811 (c) referral made to the FBI on July 6, 2015, regarding the
potential compromise of classified information and STATE IG and
ICIG's ongoing review of State employees’ use of personal email
and non-government networks for official purposes. Each IG
provided a short summary of their respective reviews, limits of
their authority, lack of resources and need for FBI/DOJ
assistance.

§

T} {SAMF)- STATE IG and ICIG representatives noted it was
common practice at the Department of State for officials to send
sensitive information on unclassified systems and later have

SECRET/ANOFORN

HRC-539



(Rev. 05-01-2008) :
‘SECRET//NOFORN

FEDERAL BUREAU OF INVESTIGATION

that information “upgraded” to the classified level when
requests for public disclosures were received. This practice was '’
described as necesgsary for state department officials to share
time sensitive information in real time. This type of
communication resulted in a high number of B(l) exemptions
during the Freedom of Information Act (FOIA) review process..
Both IG’'s emphasized these B(l)exemptions were separate and
distinct from the classified information referenced in the

811 (c) referral. The emails referenced in the referral were
classified prior to being sent and derived from sensitive
sources and methods from the intelligence community.

HH”IS{%NF& Both IG’s will continue their reviews of the
FOIA process and will provide their findings to the FBI and
appropriate Congressional committees. Both IG’s also agreed not
to disclose the existence of an FBI investigation or any actions
the FBI may be conducting as part of referenced investigation.

(u//Fe8e) The following nepresentativesvattended the meeting:

1) Robert A. Joneg, Deputy Assistant Director, FBI

2) | Assistant Section Chief, FBI

3) [ Assistant Section Chief, FBI

4) | Special Assistant to the Deputy Assistant

" Director, FBI

5) JInisha_Andeﬁson, Deputy General Counsel, FBI

6) Assistant General Counsel, FBI b3 per ODNI
7) Special Agent, FBI b6 per FBI, ODNI
. 8) Special Agent, FBI b7C per FBI, ODNI

9) | Intelligence Analyst, FBI

10) George Toscas, Deputy Assistant Attorney General, DOJ

11) David Laufman, Chief, DOJ/Counterespionage Section (CES)

12) Deputy Chief, DOJ/CES

13) | Attorney, DOJ/CES

14) T Charles McCullough Inspector General, ICIG

15)

16)

17) Steve Linick, Inspector General, STATE IG ,

18) | STATE IG

19) | STATE IG

L X 2
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DETE 11-053-2016 By Ji6d18T60 HEILG

LAW OFFICES

WILLIAMS 8 CONNOLLY LLP
725 TWELFTH STREET, N.W.

WASHINCTON, D C 20005'5901 EDWARD BENNETT WILLIAMS (1920-1088)

DAVID E. KENDALL PAUL R. CONNOLLY (1922-1978)

(202) 434-5145 (202) 434-5000
@wc.
dkendall@wc.com FAX (202) 434-5029

August 10, 2015

National Security Division
Department of Justicé
Washington, DC 20530

Dea ]

Thank you for your letter, dated August 7, 2015, and sent to us by email slightly after 6:00 pm on
that date, regarding our voluntarily providing thc FBI certain server and related equipment, presently in
" the custody of Platte River Networks, on which emails to or from former Secretary Clinton’s
@clintonemail.com account were stored from 2009 to 2013.

In voluntarily providing this server and related equipment to the FBI, we, of course, are doing so
solely with regard to former Secretary Clinton’s @clintonemail.com account and not to any other
accounts not utilized by former Secretary Clinton which might at one time have been hosted on this
server equipment. While | believe, as | have told the Benghazi Select Committee, that, based on
technologists’ advice to me, there are no email accounts or related data currently residing on this server:
equipment, out of an abundance of caution, I wanted to emphasize that the only authority | have relates
to the former Secretary’s account. Please advise me if the FBI’s review discovers any other account
data, including other email account data, so that we may take remedial steps immediately.

gctely.

o
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Al signatures have bown vonfisd by 8
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SECRET/ /NOoForT
FEDERAL BUREAU OF INVESTIGATION

Collected Item Log

QsriciaL Rscoa_n}

Event Title: (U) Midyear Exam Date: 08/18/2015

Approved By:

b6
b7¢C
Drafted By:| |
Case ID #:] I Zs*ﬁﬁfﬂﬁMIDYEAR EXAM; b3
MISHANNT.ING OF CLASSIFIED; b7E
UNKNOWN SUBJECT OR COUNTRY;
SENSITIVE INVESTIGATIVE MATTER (SIM)
eclassify On:
Full Investigation Initiated: 07/10/2015

| b6 per DOS

Collected From: (U)l b7C per DOS

Department of State

Receipt Given?: No

Holding Office: WASHINGTON FIELD

Details: No Details Provided
Item Type Description
1B Digital (U) (1) One white/grey Lexar USB 3.0 thumb drive "Dept

of State 703-312-3856" sticker
Collected -On: 08/14/2015
Seizing Individual:
Cocllected By: I
Location Area: NA
Specific Location: NA

Device Type: USB Micro Storage Device (thumb drive)
Make: Lexar i

Number of Devices Collected: 1

| b6
I b7cC

SECRET/ /NOFORN

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it and its
contents are not to be distributed outside your agency.

HRC-562




BECRET/ /NoFPeRN
Title: (U) Midyear Exam )
Re’ 08/18/2015 : b3
b7E
X4
SECRET//NOFORN
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P ALl PRI THECEETION (ONTATHED
. HEREIN I3 UNCLASSIFIED
DAETE 11-05-0016 Ry Ji6d18T80 Nallo

FD-302a (Rev. 10-6-95) .
-1-

FEDERAL BUREAU OF INVESTIGATION o Fef Po8: 51

b7C per DOS, FBI

Date of transcription _08/17/2015

On August 14, 2015, from the
U.S. Department of State (STATE), Office of the Inspector General
(0IG), 2121 Virginia Ave., N.W., Washington, D.C., met at their place
of employment pursuant to an agreement reached between STATE and the
FBI to voluntarily turn over a thumb drive containing the STATE .pst
email files for HUMA ABEDIN and CHERYL MILLS. At 11:30am, SA

signed a receipt and accepted custody of the item described in detail
below:

Item 1: A white and grey 32GB Lexar USB 3.0 thumb drive bearing a

sticker on the reverse “Dept of State 703-312-3856"
b6 per DOS

b7C per DOS

Item 2: Yellow note bearing the password

Subsequent to the FBI’'s collection of the above, Items 1 & 2 were
transported to the Washington Field Office of the FBI where they were
entered into evidence, and given 1B numbers. Copies of the intake
sheets and FD-1004 are enclosed with this communication.

~ Items 1 & 2 were then transported to the FBI's Forensic Analysis
Unit to Quantico, Virginia for storage and evaluation.

Investigation on 08/14/2015 at Washington, D.C. b3
File# _] } @ Date dictated ___N/A b6
b7C
b7E
By SA

This document contains neither recommendations nor conclusions of the FBL It is the property of the FBI and is loaned to your agency; it
and its contents are not to be distributed outside your agency.
HRC-575
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Evidence Details ’ b3
Case: P’ item: 1B26 b7E

Description: (U) (1) One white/grey Lexar USB 3.0 thumb drive "Dept of State
703-312-3856" sticker (Only paper work submitted)

Collected On:  08/14/2015 11:30 AM EST

Receipt item #: None Special Handiing: None
CATS iD#: None Hazardous Materiais: None
FBi Seizure #: None
CATS Abandonment #: None Abandonment #: None

Digital Information
Type: USB Micro Storage Device (thumb drive)
" Make: Lexar '
Batteries Charged: No
Number Coiiected: 1
Coiiected by CART: No

Discovery Location bé
Area:_NA . b7C
Seizing Individual:l I Coiiected By:
Specific; NA Others: None Others Agency:
None

Anticipated Disposition
None on None

Storage Information
Holding Office: WASHINGTON FIELD

bé
Finalized By: Last Inventory: None - b7C
Location: E1167159 - ECR1, MAIN EVIDENCE CONTROL CENTER (B112) WFO-HQ
Barcode#: E5490178
Chaln of Custody
Shipping / Transfer Log
History
Acquisition Event Details
Acquisition Event: (U) Midyear Exam
Collected F & | b6 per DOS
ollected From:
Department of State b7C per DOS
Recelpt Glven: No
Holding Office: WASHINGTON FIELD
b3
Evidence Log: I I b7E
Serial 55
HRC-576

of 1 8/18/2015 1:34 PM
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O 10-05-2017 . '
", FD-1057 (Rev. 05-08-2010) '

FEDERAL BUREAU OF INVESTIGATION

AT

Title: X8NF) MIDYEAR EXAM,; Date: 08/12/2015
MISHANDLING OF CLASSIFIED;
UNKNOWN SUBJECT OR COUNTRY;
SENSITIVE INVESTIGATIVE MATTER (SIM)

From: Counterintelligence Division

Counterespionage Section _ b3
Contact: ASq ' bé
, b7C
Approved By: Kable Charles H. %—\_ b7E
Drafted By:
Case ID #: (U) —((

b3 per ODNI

| is: ing with Intelligence Community Inspector General (ICIG) staff, 7 .Ps °ort.
on July 13, 2015.
Enclosure(s): (U) CD-Rom labeled “S//SI//NF”, spreadsheet index of files, FOIA workflow chart,

.. . b3 per ODNI
and original meeting notes. b6 per ODNI, FBI

b7C per ODNI, FBI

Details: (U/FOHE) On July 13,2015 ASC| met with ICIG Inspecto
| [regarding classified e-mails they found ona
unclassified system. :

L Y87 rovided a CD-Rom with 296 redacted e-mails and 40 unredacted 22 per ODNT
e-mails whic had queried from approximately 30,000 e-mails provided to Departnb7cp::ro§g1§1
of State (DoS) by Hillary R. Clinton. used keyword searches to extract these 40

e-mails that he believed may contain classified information plso provided a spreadsheet

of e-mails he suspected of containing classified information.

(U//FOY0) | lindicated the ICIG has formally requested a copy of the
30,000 e-mails from Patrick Kennedy, Under Secretary of Management at DoS with a deadline of
Friday, July 10, 2015. | |also provided a FOIA workflow diagram of DoS’s process

for reviewing the e-mails for sensitive information. - b3 per ODNI
b6 per ODNI

b7C per ODNI

*e

SECRET//INOFORN-
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‘Mm

To: CD-4 From: CD-4

Re: (U)| | Date: 08/22/2015
Precedence: ROUTINE

To: CD-4, Counterespionage Section
From: CD-4

b3
b7E

Date: 08/22/2015

Attn:

Contact: SA |

Approved By: Kable Charles H.:UIAZZQ____/

Drafted By:

Case ID #: (U)l

|_,’7‘5/

Title: US(/#F) MIDYEAR EXAM

b6
b7C

b3
b7E

' |b6 per DOS

I U.S. b7C per DOS

Department ol State (STATE).

D54B29S73
dated

y On: 20400822

Attachment(s): (U//FOHS) A print-out of the
.pdf files mentioned below.

Details:

(U//FO8Q) On August 19, 2015, after an intervi

20130301

email and the four
b6 per DOS, FBI
b7C per DOS, FBI
ew :

earlier that same day with writer and Sa|

provided writer with an email that

contalned folloW—up

information within four separate attachments.

(U/ JFo¥e)
saved as “11-STATE-65I1T.eml.pdf” ai
correspondence from June 28, 2011 from then

first attachment was a : pdf file
and it was an official STATE

b6 per DOS
b7C per DOS

Secretary of State

Hillary CLINTON with subject line of “Securing Personal E-mail

Accounts.”

CLINTON informed recipients they “should exercise

caution and follow best practices in order to protect personal
e-mail and prevent the compromise of government and personal

information.” CLINTON later stated, due to

“recent targeting of

personal e-mail accounts by online adversaries,” STATE employees
should “avoid conducting official Department business from

[their] personal e-mail accounts.”

_SESRET] /NoroRN-

HRC-675
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To: CD- From: CD-4
Re: (U) |Date: 08/22/2015

(U/ /ToHSy second attachment was a .pdf file
saved as “MemoPreservingEmailofSeniorOfficials.pdf” and it was a
memorandum with three attachments of its own that were
distributed to senior STATE officials on August 28, 2014 from
Patrick KENNEDY, Under Secretary of State for Management with
subject line “Senior Officials’ Records Management
Responsibilities.” The memorandum stated “senior officials’
records are generally the most important documents created
within” STATE and that senior officials themselves were
responsible to ensure “all records made or received in the
conduct of agency business regardless of physical format or
media” should be preserved.

(U//FOB¥e) As stated above, KENNEDY'’s memorandum
included three attachments. KENNEDY's first attachment listed
all positions designated as Senior Officials Positions at STATE.

(U//FO¥e) KENNEDY’'s memorandum’s second attachment
included 5 Foreign Affairs Manual (FAM) 440. Specifically, 5 FAM
443.2 “Which E-Mail Messages are Records,” published October 30,
1995, instructed STATE officials that e-mail messages are
federal records when they “are made or received by an agency
under Federal law or in connection with public business” with
examples given as “records that document the formulation and
execution of basic policies and decisions and the taking of
necessary actions; records that document important meetings;
records that facilitate action by agency officials and their
successors in office; records that make possible a proper
scrutiny by the Congress or other duly authorized agencies of
the Government; and records that protect the financial, 1legal,
and other rights of the Government and of persons directly
affected by the Government’s actions.” Additionally, 5 FAM
443.5 “Point to Remember About E-Mail,” published October 30,
1995, informed STATE officials that “certain e-mail messages
that are not Federal records may still be subject to pending
requests and demands under the Freedom of Information Act, the
Privacy Act, and litigation and court orders, and should be
preserved until no longer needed for such purposes.” Later, 5
FAM 443.5 stated “classified information must be sent via
classified e-mail channels only, with the proper classification
identified in each document.”

(U//TS8Q) KENNEDY’s memorandum’s third attachment was

entitled “Instructions for Preserving Email of Departing Senior
Officials” with date of August 2014.

fEESREIZZ§ei§ﬁu+

b3
b7E

b6 per DOS
b7C per DOS
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To: CD-4 From: CD-4 b3

Re: (U)| | Date: 08/22/2015 b7E

(u//rede) | | third attachment was a .pdf file ¢ per DOS
saved as “12 FAM 540.pdf” and it covers Sensitive But b7C per DOS
Unclassified Information (SBU). Specifically, 12 FAM 544.2

“Automated Information System (AIS) Processing and
Transmission,” published November 4, 2005, stated “employees who
will be transmitting SBU information outside of the Department
network on a regular basis to the same official and/or most
personal addresses, should contact IRM/OPS/ITI/SI/PKI to request
assistance in providing a secure technical solution for those
transmissions..Employees participating in the home PKI and
telework program must complete the requisite training and sign
an acknowledgement statement prior to being .issued the approved
security measures/equipment.” 12 FAM 544.3 “Electronic
Transmission Via the Internet,” published November 4, 2005,
-stated it is the STATE’s “general policy that normal day-to-day
operations be conducted on an authorized AIS.” Additionally,
STATE “is expected to provide, and employees are. expected to
use, approved secure methods to transmit SBU information when
available and practical” and “employees should be aware that
transmissions from the [STATE’s] OpenNet to and from non-U.S.
Government Internet addresses, and other .gov or .mil addresses,
unless specifically directed through an approved secure means,
traverse the Internet unencrypted.” 12 FAM 545 “SBU/NOFORN
Information,” published November 4, 2005, stated “employees must
process and transmit SBU/NOFORN information only on a system
authorized by the [STATE] for classified information
transmission, storage and processing.”

_ (U//FeBe) fourth attachment was a .pdf file
saved as “14 STATE 128030.pdf” and it was an official STATE b6 per DOS
correspondence. from October 30, 2014 from Secretary of State b7c per DOS
John KERRY with subject line of “State Department Records
Responsibilities and Policy.” KERRY stated senior officials may
delete personal emails, but that the definition of a personal

email was very narrow. KERRY stated in the very limited
circumstances when it is necessary to use one’s personal email
accounts for official business, that email would still need to

be preserved in one of STATE’'s official electronic records

systems. KERRY recommended STATE employees to forward official
emails from their personal email account to their STATE account

and reiterated that personal email accounts should not be used

for classified information.

*e
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M 1n-05-2017 . .
| “SECRET/ /NOFORN

To: ¢D-4 From: CD-4 | -
Re: (U)] |Date: 08/22/2015 bTE
Precedence: ROUTINE ‘ Date: 08/22/2015
To: C(CD-4, Counterespionage Section Attn:
L From: C(CD-4
‘ b6
Contact: SA b7C
Approved By: Kable Charles H. IVzégégf_;——
Drafted By:
Case ID #: (U) 10 b3
. b7E
Title: S¢7¥F) MIDYEAR EXAM
is: j j T by

| United States Department of State (STATE). b6 per DOS

b7C per DOS

D54B298S7
SIC dated 20130301

Attachment (s) : (U//E0B0) A print-out of the email and the two
.pdf files mentioned below. b6 per DOS, FBI

. . b7C per DOS, FBI
Details: (U//¥OH©) On August 17, 2015, after an interview
earlier that same day with writer and SA |
provided-SA[:::::::]with an email that contained some follow-up
information and two attachments.

(U//POBS) One attachment was a .pdf file of civil
action number 15-cv-123, Jason Leopold, Plaintiff, v. U.S.
Department of State, Defendant, entitled “Notice of Filing
Declaration of John F. Hackett.” This attachment contained
Hackett’s full declaration from May 18, 2015, wherein he
detailed his position as lead STATE official responsible for
responding to requests for records under the Freedom of
Information Act (FOIA) and described the core responsibilities
of IPS. Furthermore, the declaration described STATE’s plan to
review approximately 55,000 pages of emails and attachments that
former Secretary of State Hillary Clinton provided to the STATE

_SEDsay7/Mororn
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SECRET7 /NOFORN-

To: CDh-4 From: CDh-4

Re: (U) | |Date: 08/22/2015 b3
. b7E

in December 2014 along with a date by which STATE proposed to
complete that review and production. The declaration also
contained the text of the October 28, 2014 letter sent by Pat
Kennedy, STATE Under Secretary for Management, to former
Secretaries of State Madeleine Albright, Colin Powell,
Condoleezza Rice, and. Hillary Clinton whereby Kennedy requested
that copies of any federal record be made available to STATE for
preservation.

(U/ /#0897 The second attachment was a .pdf file of
civil action number 15-cv-123, Jason Leopold, Plaintiff, v. U.S.
Department of State, Defendant, entitled “Defendant’s Status
Report Regarding Release of Records on July 31, 2015.” This
attachment contained a status report from Hackett regarding
STATE’'s release of the non-exempt portions of records subject to
FOIA contained in the emails provided to STATE by former
Secretary of State Clinton. 'In the declaration, Hackett
described (1) the specific steps taken as part of the FOIA
review; (2) the exact number of pages already and planned to be
produced through September 30, 2015; and (3) how STATE had
recently integrated, based on a recommendation from the
Intelligence Community Inspector General, Intelligence Community
reviewers to assist in the large undertaking. b6 per DOS, FBI

b7C per DOS, FBI

(u/ [ lorovided the date of April 28, 2015
as the date where |attorney, STATE’s Office. of
Congressional Affairs, told members of the Department of
Justice, the staff of the Office of Legal Adviser, and| |
IPS staff, that she did not understand why the FOIA review of
the 296 emails related to Benghazi was taking so long.
also repeatedly stated that the emails had already gone through
the inter-agency review process and there was nothing classified
in the emails. ‘

*e
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SEGRET//NOFORN

ocument participants have digitaly signed:
wignaiures Have been. verified by” b

. OEEICIAL: ‘neeo'nb:,,}

FEDERAL BUREAU OF INVESTIGATION

Import Form

Form Type: Court ' Date: 09/01/2015
Title:(U//Feﬁe) b7E
Approved By: SSA b6
b7C
Drafted By:
11
. - = .
Case ID #: 82 (S#A(F) MIDYEAR EXAM; b3
MISHANDLING OF CLASSIFIED; bTE
UNKNOWN SUBJECT OR COUNTRY;
iUﬁ SENSITIVE INVESTIGATIVE MATTER (SIM)
Ui ,
Synopsis: (U//FoBo) (E??ﬁi) The captioned investigation is highly

sensitive and considered a prohibited investigation. Additionally, the
investigation is designated a SIM and has an exemption for uploading
approved by AD Randall Coleman I I Serial 1).

Derived
Sources

1 24

SECRET//NOFORN

b3
b7E
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ALL ¥BI IUFORMATION CONTAINED
' ' - HERETN T8 UNCLASSTETED
DATE 11-D3-2016 HY J76J18TED NSICC

U.S. Department of Justice

National Security Division

Washington, D.C. 20530

David E. Kendall, Esq.. .
Katherine M. Turner, Esq.
Williams & Connolly LLP
725 Twelfth Street, N.W.
Washington, DC 20005

August 6, 2015

Dear Mr. Kendall énd Ms. Turner,

This letter confirms your intent to voluntarily produce to the Federal Bureau of Investigation (“FBI”)
three thumb drives (which you have represented to be one original and two copies thereof) each
purportedly containing 30,490 emails to or from Secretary Clinton’s @clintonemail.com account that you
previously provided in hard copy to the Department of State in December 2014, as well as hard copies
and a laptop computer in your possession containing emails to or from the @clintonemail.com account. It
is our understanding that the items described above (hereinafter “the Materials™) constitute the entirety of
your client’s and your possession of emails to or from the @clintonemail.com account, aside from six
additional laptop computers we previously discussed by phone. It is also our understanding that those six
laptop computers contain emails to or from the @clintonemail.com account; however, in addition to the
emails, the laptop computers also contain privileged material. As such, we will work with you to
appropriately secure the emails contained on those laptop computers. If any of these understandings are
incorrect, or if you find any additional emails to or from the @clintonemail.com account, please notify

me promptly.

On July 31, 2015, the FBI delivered to Williams & Connolly a letter requesting that you preserve records
related to the @clintonemail.com account. We understand that you have also received other requests to
preserve records related to the @clintonemail.com account, including a July 29, 2015 preservation letter
from Senator Ron Johnson, Chairman, United States Senate Committee on Homeland Security and
Governmental Affairs; a May 26, 2015 preservation letter from Steve A. Linick, Inspector General,
Department of State and 1. Charles McCullough, 11, Inspector General, Intelligence Community; and a
March 3, 2015 preservation letter from Representative Trey Gowdy, Chairman, House of Representatives
Select Committee on Benghazi. You have also represented that you will require contitiued access to the

Materials on behalf of your client.

Once taking custody, the FBI will maintain the Materials in an appropriately secure manner. We believe
such maintenance satisfies any preservation obligations you may have. We will facilitate your continued
access to the Materials as may be necessary and appropriate in a secure space at the Litigation Security
Group, Department of Justice, at 145 N Street NE, Washington, DC 20002. '

Sincerely,

HRC-682
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. ) HEREIN 15 HHLLASSTF 1R .
: . DATE 11-03-2016 BY 076015780 BRI
ED-941(2-26-01)

CONSENT TO SEARCH COMPUTER(S)

Patncene M. Tornce

Federal Bureau of Investigation (FBI) to permit a complete search by the FBI or its designees of any and a.ll computers,

, have been asked-by Special Agents of the

3

any electronic and/or optical data storage and/or retrieval system or medium, and any related computer peripherals,

described below:

Leapt TeollPall Ty20 P8 - 12 |23
CPU Make, Model & Serial Number (if available)

Laxav Micow, lw 6B Blade & Slver” LTDTTIG 6 - 0001001 DA (ow';imb

Storage or Retrieval Media, Computer Peripherals

Lkar Mivan §68  Guow O Wiwke  LT0T $6B- ()oo'll?l‘\l&(um‘)
Venjthon g o8 flvte DTS (opy )

and located at Williams & Connelly LLP, 725 12th Street, N.W. Washington, D.C. 20005 ,'which I own, possess,

control, and/or have access to, for any evidence of a crime or other violation of the law. The required passwords, logins,
QIR D o\ vt omd»ovxqj
and/or specific directions for computer entry are as follows: ?IM' f WD)J ; lv\f*&r net @ nlgt .

I have been advised of my right to refuse to consent to this search, and I give permission for this search, _freely

‘and voluntarily, and not as the result of threats or promises of any kind.
I authorize those Agents to take any evidence discovered during this search, together with the medium in/on which
it is stored, and any associated data, hardware, softwarc and computer peripherals.

August 6, 2015 ' W

Date Signatur , b6
b7cC

August 6, 2015
Date

/, Special Agent

Printed Full Name of Witness

Wéshington, D.C.
Location

HRC-683
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FD-597 (Rev. 4-13-2015) 4 Page |

UNITED STATES DEPARTMENT OF JUSTICE
FEDERAL BUREAU OF INVESTIGATION

Receipt for Property

- Case ID:

On (date) 08/06/2015 _item (s) listed below were:

Collected/Seized

Received From
Returned To
Released To

OO

(Name) Williams & Connelly LLP

b3
b7E

(Street Address) 725 12th Street, NW

(City) Washington, D.C. 20005

Description of Item (s):

Leovo T _THZO  s/y) PR-yCH1Z 12 /o

Lexant. Mickor /e 6R Beace d Srvec ,C/N LIOTTr 16 & ~000 - 1001 DA (otré

LeAn  punizan SOR Eéiod mwink  S/n LIDYr@hQ <000 <11 TAY

,‘lﬂésfou £ 61X Svee S/A/ PTiET

22 BoxgS of lomfebre [Alin SEr Zqns froues o Dus DZ. 2014

Minv A _fnans DECI nATED CASOFIED A¢ o~ Towr 31, Zons”

. AVL/\/ > b6
Received By: | Received From: m P/\’

(Signature)

b7C

Printed Name/Title: Special Agent Printed Name/Title: \C-;Jc\,\euw M Torven

Parker

Wi L lamg ‘\' ('»VWW“:, Ly,

HRC-684




DECILESSTF IRD Hy - HNEIIG. S27088T754

Commn ©

1
E5490156.

Case: ' Item: 181
Description: (U) 1 Lexar micron 16 GB Black & Silver Thumbdrlve -
LJDTT166-000-1001 DA (Original) 1Lexar Micron 8 GB Green and White
. LJDTT8GR-000-117AU (Copy 1) 1 Kingston 8GB Silver DT SE9 (Copy 2)
’ (Only paperwork submitted)
CollectedOn: 08/06/2015 03:00 PM EST

Special Handling: None
Hazardous Materials: None

Recelpt item #: None
CATS ID#: None
FBI Seizure #: None

CATS Abandonment #: None Abandonment #: None

Digital Information _ .
Type: USB Micro Storage Device (thumb drive)

Batteries Charged: No
Number Collected: 3
Collected by CART: No

Discovery Location

Area: NA
Seizing individual: | | Collected By: | |
Specific: NA Others: None

None

Anticipated Disposition
None on None

Storage Information
Hoiding Office: WASHINGTON FIELD

Finalized By:| ] Last inventory: None

. b6
Location: E1167159 - ECR1, MAIN EVIDENCE CONTROL CENTER (B112) WFO-HQ b7C
Barcode #: E5490156
Chain of Custody
Shipping / Transfer Log
History
Acquisition Event Details
Acquisition Event: ()] Midyear Exam
Coilected From: (U) Katherine Turner, Esq
Williams & Connolly, LLP
725 12th Street, NW
Washington,
" Receipt Given: No
Holiding Office: WASHINGTON FIELD
Evidence Log: b3
Serial 20
serlel 7 b7E
HRC-685

1of1

Others Agency: B7C

b3
b7E

b6
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DECILESSTF IRD Hy - HNEIIG. S27088T754

LW 1B-05-0017

(A
Es4a0ts’

Case:

Description:

Collected On:

Receipt Item #:

CATS ID #:

FBI Selzure #:

CATS Abandonment #:

Digital Information
Type:
Batteries Charged:
Number Collected:
Collected by CART:

Discovery Location

Area:
Seizing Individual:
Specific:

None

(U} Lenovo Think Pad T420 PB-YC912 12/03 (Only paperwork submitted)

Item: 182

08/06/2015 03:00 PM EST

None
None
None
None

Tablet Computer
No

1

No

NA

NA

Anticipated Disposition

Storage Information
Holding Office:

Finalized By: |
Location:

Barcode #:

Chain of Custody

Shipping / Transfer Log

History

None on None

WASHINGTON FIELD

E1167159 - ECR1, MAIN EVIDENCE CONTROL CENTER (B112) WFO-HQ

E5480157

Acquisition Event Details

Acquisition Event:

Collected From:

Receipt Given:
Holding Office:

Evidence Log:

1ofl

M Midyear Exam

(U) Katherine Turner,

Williams & Connolly,
725 12th Street, NW
Washington,

No

>

WASHINGTON FIELD

Serial 20

Special Handling: None
Hazardous Materials: None

Abandonment#: None

Collected By: |

Others: None

Last Inventory: None

Esq
LLP

b7E

b3
b7E

Others Agency:

b6
b7C

bé
b7C

b3
b7E
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ALL 0T IMeURGATIOH CCHIATHELD
. Henill 15 UNCLAssTv ol

UATE 11-08-0016 By 76418 TED HEILG

LAW OFFICES
WILLIAMS 8 CONNOLLY LLP
725 TWELFTH STREET, N.W. ‘
. WASHINGTON, D. C. 20005-5901 EDWARD BENNETT WILLLAMS 1920-1588)

PAUL R. CONNOLLY (1022-1078)

DAVID E. KENDALL '
(202) 434-5145 (202) 434-5000

dkendall@wc.com
FAX (202} 434-5029 -

October 1, 20 15

BY EMAIL AND FIRST CLASS MAIL

United States Department of Justice
National Security Division

600 E Street, NW

Washington, DC 20530

Dear|

Pursuant to our recent conversations, this letter provides the Department of
Justice with consent to search former Secretary Clinton's files on the current Platte River
server for the period January 21, 2009 to February 1, 2013 for evidence relevant to your
security inquiry.

We request and anticipate that at the conclusion of your inquiry you will return to
us the former Secretary’s non-federal record, personal e-mails.

Sincerely,

Wl et

David E. Kendall
DEK/bb

HRC-736
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= AlL FRT INFORMATION CONTATNED
. BenETH tH pEpiiestEiEn
DATE 11-D%-2016 BY J76J18TH0 NsIco

(WF) (FBI) b6
b7C
From: I [RO) (FBI)
Sent: Thursday, October 01, 2015 12:18 PM
To: (WF) (FBI)| [WF) (FBI)
Subject: FW: Cor dence from W&C
Attachments: Letter to Consent.pdf
FYSA and submission to file.
' 6
From:I |(NSD) [mailtd | 27(:

Sent: Thursday, October 01, 2(‘)15 12:11 PM | | : |
To: (WF) (FBI) (CD) (FBI); (RO) (FBD)] | (0Ge) (FBI)
Ccl |(NSD) (JMD)] |(UsAvAE)] [USAVAE)

Subject: Correspondence from W&C

All:

Attached is a letter that just came in from W&C.I:}md I will still need to send a letter to Latham & Watkins and  P®
W&C memorializing the process to be used with server (in two stages, etc.). We are working on revising that and will P7€
circulate to the group. When we send drafts, please review as quickly as possible and get back to us, as we are trying to
keep things moving.

Thanks

b6

b7C

b6
b7C

Counterintelligence and Export Control Section
National Security Division
U.S. Department of Justice

Phone:

HRC-757
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WF) (FBI b6
(WF) (FBI) bs
From: N [WF) (FBI)
Sent: Wednesday, October 14, 2015 8:07 AM
To: J(WEYEBD] l(WF) (FBI)] |
WI(WF) (FBI) kWF)(FBI);| | (WF)
Subject: FW: Classnet Banner --- UNCLASSIFIED '
SentineICaseId: " NON-RECORD
Classification: UNCLASSIFIED
ssA | orc
Washington Field Office, CI-13
office
cell :
|(unclass)
[(SIPR)
[wWICS)
From: [(cD) (FBI) b6
Sent: Tuesday, October 13, 2015 3:51 PM b7C
To: | (CD) (FBI) [WF) (FBI)

Subject: Classnet Banner --- UNCLASSIFIED

Classification: UNCLASSIFIED

Below is a copy of the banner that is on the State Classnet (Secret side) system.

%

OoLD
BANNEROOO1.PDF

The banner is the same on the open net (unclass) computer with the exception of one additional last sentence which
reads as follows:

Opening e-mails form unknown/unconfirmed websites may open the Department’s system to malware.

Here is the banner from the Unclass GO system which is what is seen when you log into the unclass system from an
outside computer using afab and pin code.

@

GO BANNER ON
JNCLASS0001.PDF

HRC-746
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I am still working on getting you the banner from the TS side as well as a full printout copy of the banner on the Open
net (unclass).

Classification: UNCLASSIFIED

/ HRC-747



'Y au are aceessing a U.S. Government information system, whichk includes (1) this
|computer, [2] this computer network., (3) all computers connected to this network,
{ard [4) all devices and storage media attached to this netwark or to a computer
{on this network. This infarmation system is provided for U.S.

{G avernment-autharized uge only.

iU nauthorized or improper use of this system may result in disciplinary action, as
|well az civil and criminal penalties. ®
EI v using this information system, you understand and consent to the fullnwnng

.." You have no reasonable espectation of privacy regarding any

... communications ar data transiting or stored on this information system, At
1.....any time, and for any lawful government purpose, the government may
.,.,.mnﬁltcjr intercept, and search and seize any communication or data transiting
|.....or stored on this information system. |

{.. " Any communications ar data transiting or stored on this infarmation system may
|.....be disclosed or used for any lawful government purpose. .
|N othing herein consents to the search or seizure of a privately-owned computer @
|ar ather privately owned communications device, or the contents thereof, that is
lin the systam user's home.

HRC-748



e Home

Required System Setup
o Required System Setup - Windows
o Required System Setup - Mac

o Required System Setup - Kiosk
HELP

e Check Your Connection Speed

User Guides
o Quick Guides

o Quick Guides for Mobile Devices
o Full User Guides

GO Message Board

SYSTEM STATUS as of 10/13/2015:
To properly log off GO, please follow the instructions below:

. Save and close any files that you wish to continue working on later.

. Within the GO session, click the Start button located at the bottom left of the GO
window.

. Select Log Off.

. When the window turns black, expand the menu by clicking the downward arrow
located at the top and select Disconnect.

5. From the application screen that displays your User Desktop, select Log off located at
the top right.

. Once logged off, you should see a confirmation screen confirming that "You have
been logged off. See you again soon. For security reasons, you must close this browser
window."

HW N

=)}

Instructions can also be found in the GO User Guides. Failure to log off correctly will
cause your session to hang.

Customers using IE, Version 11 to log into Global OpenNet(GO) should click here
for important instructions on how-to configure browser settings. If the link does not
work, please follow the steps below.

1. Click on Required System Setup

2. System Setup for Windows 7 User Guide and

3. go to page 18 for instructions.

ANNOUNCEMENT(S): Windows 10 GO Compatibility: The Windows 10
Operating System (OS) has been tested and confirmed to be compatible with Global
OpenNet (GO). For customers using the Windows 10 OS, please reference the

- Windows 10 User Guide found here or by clicking the "Required System Setup" tab
above.

HRC-749



In order to access this system you must read and accept the following
system monitoring consent notice. Please use the scroll bar to the right.

You are about to enter a Department of State computer system or network.
Use by unauthorized persons, or for unauthorized personal business, is
prohibited and may constitute a violation of 18 U.S.C. 1030 and other Federal
law, as well as applicable Department policies and procedures.

You have NO REASONABLE EXPECTATION OF PRIVACY while using
this computer system or network. All data contained and/or activities
performed herein may be monitored, intercepted, recorded, read, copied, or
captured in any manner by authorized personnel. System management
personnel or supervisors may give law enforcement officials or appropriate
Department managers any potential evidence of crime, fraud, or employee
misconduct found on this computer system or network, and employees may be
subject to discipline for misuse. Furthermore, law enforcement officials may
be authorized to access and collect evidence from this computer system or
network, or from any portable devices that have been connected to this
computer system or network. Nothing herein consents to the search or seizure
of a privately-owned computer or other privately owned communications
device, or the contents thereof, that is in the system user's home. Therefore:

e USE OF THIS COMPUTER SYSTEM OR NETWORK BY ANY
USER, AUTHORIZED OR UNAUTHORIZED, CONSTITUTES
EXPRESS CONSENT TO THIS MONITORING.

e IF YOU DO NOT CONSENT TO THIS MONITORING, OR IF YOU
ARE NOT AN AUTHORIZED USER PLEASE CLOSE YOUR
BROWSER TO EXIT THE SYSTEM.

v

For help, please contact the IT Service Center (ITSC) at 1-877-246-9493 if you need assistance after

you have completed the installation steps as outlined in the GO User Guides.

Home | Required System Setup | HELP | Check Your Connection Speed | User Guides
U.S. Department of State - Global OpenNet

HRC-750
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LAW OFFICES

WILLIAMS 8 CONNOLLY LLP
725 TWELFTH STREET, N.W.

DAVID E. KENDALL WASHINGTON, D. C. 20005-5901 EDWARD BENNETT WILLIAMS (1520-1988)
., " PAUL R. CONNCOLLY U922-1978)
(202) 434-5145 . (202) 434-5000

dkendall@wc.com
. FAX (202) 434-5029

October 14, 2015

BY EMAIL AND FIRST CLASS MAIL

United States Department of Justice
National Security Division

600 E Street, NW

Washington, DC 20530

Dearn

We have made a good-faith effort to identify equipment or devices that might
contain or might have contained emails from the time period January 21, 2009 to
February 1, 2013 (the “relevant time period”) to or from any @clintonemail.com domain
account assigned to former Secretary Clinton. Based on information we have access to,
we can report the following,

We have identified two Blackberry devices and one iPad that we believe the
former Secretary may have used during the relevant time period.

In connection with your request, we also note that we understand that in 2008
and early 2009, an Apple computer stored in the Clinton’s Chappaqua home was used as
an email server. We have been unable to determine whether that Apple computer ever
functioned as a server for the @clintonemail.com domain account in early 2009, prior to
the March 2009 installation of the Dell server that we provided to the Department of
Justice in August 2015. Based upon our best information, we do not believe that it did,
but cannot rule out that possibility. We believe that the Apple computer was repurposed
after the installation of the Dell server in March 2009, to serve as a personal computer for
household staff. The Apple computer was replaced in 2014 by an iMac, to which its then-
existing data was transferred. Thereafter, the hard drive of the Apple computer was
discarded. The iMac is currently in daily use by household staff, including aides to

X,
"

HRC-752
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WILLIAMS 8 CONNOLLY LLP

Uctober 14, 2015
Page 2

President Clinton, and is also used primatrily to store personal family files. We have
conducted a review of the names and types of files in user-visible folders on the iMac and
have found no emails from the relevant time period belonging to the former Secretary.

’ In the event that we become aware of any other equipment or devices that
contain or contained any emails from the relevant time period to or from any
@clintonemail.com domain account assigned to former Secretary Clinton, we will inform
you. '

Sincerely

s

David E. Kendall
DEK/bb

b6
b7C
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b6 per DOS, FBI

From: | I b7C per DOS, FBI
Sent: Monday, November 02, 2015 3:48 PM ’
To:
Cc: |
Subject: FW: TNR Response
Attachments: ~ Mydocument.pdf
. bé
Good Aftemoon|:| ~ . b7C

Attached is the response from INR Bureau. This response in addition to the hard copies provided earlier by the
Executive Secretariat completes the request from the FBI memo dated 10/20/20135. :

All the Best,

b6 per DOS

b7C per DOS

Executive Assistant

Bureau of Diplomatic Security
Office of the Assistant Secretary
Tel
Emai |

Hod b6 per DOS
Sent: Monday, November 02, 2015 3:37 PM b7C per DOS
T | ’

Subject: INR Response

Please open the attached document. This document was digitally sent to you using an HP Digital Sending device.

-5Bu—
This email is UNCLASSIFIED.

HRC-762

.Y 1 : b3

b7E




ALl 30T THECEBTIUH TUNTATHEL
. HEREIE 15 N LASS171ED
: HETE 11-03-2016 By 476318780 HEll:

United States Department of State

Washington, D.C. 20520

UNCLASSIFED November 2, 2015

MEMO FOR ASSISTANT SECRETARY GREGORY B. STARR
FROM:  INR - Daniel B. SmithDES

SUBJECT: Response to October 29 Letter on the FBI’s Request for the
Production of Records

In response to your October 29 memo requesting INR action on the FBI’s
Request for Production of Records, we have reviewed our records and do.not
possess an exact duplicate of the intelligence-related materials prepared for the
Secretary of State from June 16-18, 2011. We have assembled what we believe to
be a replica of what would have been provided to the Secretary’s staff for those
days based on our standard operating procedures and a record of the materials
available for retrieval from those days. (We cannot confirm, however, whether the
Secretary herself actually viewed this material.) We have those materials available
for review when requested. '

INR does not have a record of the actual PDB material provided to the
Secretary for those days and would ask that the FBI seek those records from the
Office of the Director of National Intelligence.

We have limited disclosure of this FBI request to a small number of
individuals in INR who have been instructed not to disclose the existence of this
request without authorization.

Attachments: :

Tab 1 — October 29' Letter from A/S Starr

UNCLASSIFED

HRC-763



Approved: INR Daniel B. Smith

b7C

Drafted: INR _ b6
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UaTE: 10-28-2817

OFrriciaL REcoORD
Document participants have digltaly signed.
All signatyures have been’ verifisd by »°
cartfisd  FBI*information system,

FD-1057 (Rev. 5-8-10)
_SEGRET/ /NOFeRN
FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title: (U//Fe8Be) Request for AD Concurrence for Date: 11/18/2015

OCONUS Travel
ALL THIUBAATION CUWTAIHED

HEBEIN 1o WHLIASSIRIED BUCREDT

cc:| ' WHERE SHOWN DTHERWISE b6
b7C
From: WASHINGTON FIELD
CI-Branch 2
Contact:
Approved'By:
SC KABLE CHARLES H IV
AD COLEMAN RANDALL C
’ bé
Drafted By: | | ‘b7C
Case ID #: | Faaa (528 (DYERR EXAN; b3
. MISHANDI.TNG OF CLASSIFIED; b7E
UNKNOWN SUBJECT OR COUNTRY:;
SENSITIVE INVESTIGATIVE MATTER (SIM)
Synopsis: (U//E8Ye) To request AD concurrence for two WFO Special
Agents to travel to Madrid, Spain, and Manama, Bahrain, to conduct
interviews. '
Re
Derived
NSISC-200
Decl
Full Investigation Initiated: 07/10/2015
Details:
I8/ /%F) Washington Field Office (WFO) Special Agents (SA)[::::::] bé
[:::::::]andl Ireépectfully request concurrence for b7cC

travel to Madrid, Spain, and Manama, Bahrain, to conduct interviews
with two separate individuals related to the captioned prohibited

b “SESRET/ /NOFORN
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Title: (U// rewen) Requést for AD Concurrence for OCONUS Travel
Re: | | 11/18/2015

investigation. Both interviewees have confirmed their availability and
willingness to participate in the proposed FBI interviews.
International Operations Division (IOD), Legat Madrid, and Legat Doha
were notified of the proposed interviews, and have been assisting in

facilitating the interviews and related travel.

A request. for Country Clearance (eCC) was submitted on 11/10/2015, and
approved for Bahrain on 11/12/2015 and Spain on 11/16/2015.

The. following is the proposed travel itinerary for SA[::::::] and SA

[ 1

11/18/2017

12:22pm - Depart Washington, DC (DCA) on American ‘Airlines (AA) Flight
4091 to New York (JFK)

5:35pm - Depart JFK oh AA Flight 8644 to Madrid, Spain (MAD)
11/19/2015

6:40am - Arrive in Madrid, Spain

11/20/2015

2;OOpm - Conduct Interview #1

11/21/2015

9:30am - Depart MAD on Etihad Flight 76 to Abu Dhabi International
(AUH)

9:35pm - Depart AUH on Etihad Flight 377 to Manama, Bahrain (BAH)
10:00pm — Arrive in Manama, Bahrain

SECRET/ /NORORN

2

b3
b7E

bé
b7C

HRC-766
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Title: (U//E@HCOARequest for AD Concurrence for OCONUS Travel b3
Re: | | 11/18/2015 b7E
11/23/2015

2:30pm - Conduct Interview #2

11/24/2015

12:05am — Depart BAH on United Flight 8750 to Frankfurt, Gérmany (FRA)
11:25am - Depart FRA for Washington, DC (IAD) via United Flight 988

2:40pm - Arrive in Washington, DC

L 4 4

M/M
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DATE OF DOCUMENT:
DATE RECEIVED:

FROM:

TO:
MAIL TYPE:

SUBJECT:

DATE ASSIGNED
11/18/2015

INFO COMPONENT:

COMMENTS:

FILE CODE:.

EXECSEC POC:

all PRI THECEBTIVH (UHTATHEL
. HEREIN I3 UNCIASSIFIED
DETE 11-053-2016 By Ji6d18T60 HEILG

Department of Justice
EXECUTIVE SECRETARIAT
- CONTROL SHEET
10/28/2015 WORKFLOW ID: 3149177

11/18/2015 DUE DATE: 12/3/2015

The Honorable Ron Desantis*
U.S. House of Representatives
Washington, DC 20515

AG
Congressional Priority

(Rec'd from OLA via email) Advising that the FBI is conducting an investigation
into former Secretary of State Hillary Rodham Clinton's use of a private,
unsecured, email server to conduct official government business and whether
Clinton's use of this server violated laws pertaining to federal records and the
transmission of classified information. Stating that a Special Counsel should be
appointed in order to preserve the integrity of this investigation and any
subsequent prosecution to ensure there is no bias or undue influence from the
White House. Letter signed by 55 other MCs. See related corres in ES.

ACTION COMPONENT & ACTION REQUESTED
OLA

For appropriate handling. Advise ES of any action taken.

OAG, OA ODAG, CRM, FBI, NSD, OIP ' bé
11/18/2015: Per OLA| assign to OLA for appropriate
handling.

ExecSec date/time stamp 11/18/2015 7:20AM

bé
b7cC

HRC-771
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e rn n P e emereme oo &Ll dEI THEURUMETION CCNTLTHED
HEmwiy 18 UNCLASS1E LRD
DateE 11-08-2016 By Jiecl8T80 Ho10O

@Tongress of the United States
Washington, BE 20515

October 28, 2015

The Honorable Loretta E. Lynch
Attorney General

United States Department of Justice
950 Pennsylvania Avenue, NW
Washington, DC 20530

Dear Attorney General Lynch,

The Federal Bureau of Investigation (FBI) is currently conducting an investigation into former
Secretary of State Hillary Rodham Clinton’s use of a private, unsecured, e-mail server to conduct
official government business and whether Clinton’s use of this sever violated laws pertaining to
federal records and the transmission of classified information. That Secretary Clinton reportedly
used this server to both send and-receive information classified at the Top Secret level, and that
members of the military and intelligence communities have been — and continue to be —
prosecuted for infractions arguably much less egregious, make it of the utmost importance that
the FBI’s findings are considered by the Department of Justice in a politically impartial manner.

Unfortunately, during a CBS interview on October 11, 2015, President Barack Obama
commented on the ongoing investigation into Secretary Clinton’s server, declaring that: “I don’t
think it posed a national security problem.” Given that the FBI has not finished its investigation
regarding the use of Secretary Clinton’s server, the President prejudged the outcome of the
investigation. Needless to say, this is not the way that a politically impartial investigation should
be conducted. :

Under Department of Justice regulations, you have the grounds to appoint a Special Counsel
when it is determined that criminal investigation of a person is warranted and that the
investigation of that person “by a United States Attorney's Office or litigating Division of the
Department of Justice would present a conflict of interest for the Department or other
extraordinary circumstances.”

At this point, a Special Counsel must be appointed in order to preserve the integrity of this
investigation and any subsequent prosecution and ensure that there is no bias or undue influence
from the White House. It is not within the purview of the President to conclude, much less
without a full investigation, that classified information carelessly transmitted over an improperly
secured connection did not pose a risk to our national security.

PRINTED ON RECYCLED PAPER
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As Attorney General, you are trusted by the American people to pursue justice regardless of
political considerations. Under the extraordinary circumstances established by the President’s
recent remarks, we ask that you appoint a Special Counsel to oversee this critical investigation.

Sincerely,

HRC-775
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1. Ron DeSantis (FL-6)
2. Trent Franks (AZ- 8)
3. Matt Salmon (AZ-5)

4, Steve King (IA-4)

5. John Fleming (LA-4)
6. Andy Harris (MD-1)

7. Raul Labrador (ID-1)

8. Mark Meadows (NC-11)

9. Paul Gosar (AZ-4)

10. Randy Weber (TX-4)

11. Doug LaMalfa (CA-1)

12. Thomas Massie (KY- 4)

13. Mick Mulvaney (SC-5)

14. Gary Palmer (AL-6)

15. David Schweikert (AZ-6)

16. Justin Amash (MI-3)

17. Jeff Duncan (SC-3)

18. Marshall “Mark” Sanford (SC-1)
19. Dana Rohrabacher (CA-48)

20. Marlin Stutzman (IN-3)

21. Tom Rice (SC-7)

22. Mark Walker (NC-6)

23. Thomas Rooney (FL-17)

24. Bill Posey (FL-8)

25. Scott Perry (PA-4)

26. John Ratcliffe (TX-4)

27. David Brat (VA-7)

28. David Rouzer (NC-7)

29. Barry Loudermilk (GA-11)

30. Morgan Griffith (VA-9)

31. Walter Jones Jr. (NC-3)

32. Kevin Cramer (ND At-Large)
33. Ryan Zinke (MT At-Large)
34, Bill Flores (TX-17)

35. Michael Burgess (TX-26)
36. Jim Jordan (OH-4)

37. Louie Gohmert (TX-1)

38. Brian Babin (TX-36)

39. Jim Bridenstine (OK-1)

40. Ted Yoho (FL-3)

41. Mike Conaway (TX-11)
42. Tim Huelskamp (KS-1)

43. Trent Kelly (MS-1)

44. Jeb Hensarling (TX-5) .
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HEREIN 15 UHCL.AsCTF 1RTI
: DATE 11-03-20016 BY S7e18T80 HSICC

From:] l(oLA) b6

Sent: Tuesday, November 17, 2015 3:37:36 PM b7C

To: DOJExecSec (JIMD)

CC; JMD)

Subject: FW: Letter from Congressman Ron DeSantis :
Pls log the attached & assign to OLA for appropriate handling. Thanks. igc 3

From______ o)

Sept: ber 17, 2015 3:33 PM bé
To OLA) b7cC
Cc LA)

Subject: FW: Letter from Congressman Ron DeSantis
1 b6

Can you enter into Exec Sec and then assign to OLA? b7c
We will draft and response and circulate to NSD, FBI, ODAG as appropriate.

Many thanks -

From] (OLA) _ Y
Sent: Tuesday, November 17, 2015 10:39 AM b7cC
To (OLA) '

Ccj jloLa)

Subject: FW: Letter from Congressman Ron DeSantis ;

b7cC
Is this one in your portfolio? Please advise. Thanks!

All the best,

From mailt | b6 per FBI, OLA
Sent: ber 17, ! b7C per FBI
To OLA) :

Cci | '

Subject: Letter from Congressman Ron DeSantis .

Good Mornin: : b6

b7C
Attached is a letter for your consideration. Please review and advise. '
Respectfully,
| | Congressman Ron DeSantis b6 per FBI, OLA
308 Cannon House Office Building || | http://DeSantis.House.Gov b7C per FBI

HRC-779
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. all FEI IHRURATION (OHMTAILREL
DETE 11-83-0016 By JI6J1E8T80 NSILG

LAW OFFICES

WILLIAMS 8 CONNOLLY LLP
725 TWELFTH STREET, N.W.

DAVID E. KENDALL WASHINGTON, D. C. 20005-5901 EDWARD BENNETT WILLIAMS (920-1988)
. . PAUL R. CONNCLLY (1822-1678)
e o— (202) 434-5000

FAX (202) 434-5029

’ December 7, 2015
BY E-MAIL

| | be
U.S. Department of Jusfice ' _ b7C
National Security Division ' '
905 Pennsylvania Avenue NW

Washington, DC 20530
= — :
b7C
As memorialized in our prior correspondence, former Secretary Clinton has-provided
consent to search certain of her files for evidence relevant to your security inquiry. That consent
applies to her files dated January 21, 2009 to February 1, 2013 and located on specified devices,

server equipment, and backup files that have been provided to the Department of Justice for this
. purpose.

This letter will confirm that the consent to search her files for evidence related to your
security inquiry applies to files on those specified devices, server equipment, and backup files
that are dated January 21, 2009 to February 1, 2013 and were sent or received from the
hr1 5@mycingular.blackberry.net or hrl 5@att.blackberry.net accounts. In confirming this
consent, we note that it applies solely to the above-described files of Secretary Clinton, and not
to the files of any other individuals. : '

In connection with this confirmation of consent to search for evidence related to your
security inquiry with respect to these two accounts, I incorporate by reference my October 1,
2015 letter, which provides a list of individuals and entities with whom Secretary Clinton may
have communicated in a privileged context, and my October 16, 2015 e-mail, which
supplemented that list. '

We re{;uest and anticipate that at the conclusion of your inquiry you will return to us
Secretary Clinton’s non-federal record e-mails.

A ¥nc %i
David E. Kendall -

HRC-781
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: ald, BRI TERCERATION CONTATHED
HEBRIH 15 UNLILASSETE 7D
LATE 11-09-2016 By 476418780 HSICC

LAW OFFICES

WILLIAMS 8 CONNOLLY LLP
725 TWELFTH STREET, N.W.

DAVID E. KENDALL WASHINGTON, D. C. 20005-5901 suwm m:ls::;m)
(202) 434-5145 (202) 434-5000
dkendall@we.com FAX (202) 434-5029
December 11, 2015
BY E-MAIL
| | ‘ b6
U.S. Department of Justice b7C
National Security Division
905 Pennsylvania Avenue NW
Washington, DC 20530
Deal | be
b7C
Enclosed please find documents stamped HC-001 — HC-054, which are responsive to
your requests. We note that former President Clinton’s counsel has no objection to the
production of these documents.
Sincerely, ’
David E. Kendall
CcC.
b6
b7C
HRC-783
b3
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Vendor QuickReport

All Transactions
Payment Type Date Financial Institution Debit Credit
Bryan Pagiiano
Check 03/30/2009{JP Morgan 5,000.00
Wire . 05/28/2009|JP Morgan 350.00
Wire 06/14/2010|JP Morgan 650.00
Wire 01/13/2011|JP Morgan 1,125.00
Wire - 03/23/2011|JP Morgan 2,062.50
Wire 04/25/2011{JP Morgan 264.92
Wire 05/03/2011|JP Morgan 336.39
Wire 06/07/2011|JP Morgan 610.72
Wire 06/17/2011{JP Morgan 8,350.83
Check 08/30/2011|JP Morgan 2,762.50
Wire 11/28/2011|JP Morgan 4,062.50
Deposit 12/05/2011|JP Morgan 2,762.50
Wire 02/06/2012( JP Morgan 3,481.25
Check 10/22/2012|JP Morgan 2,500.00
Check 04/13/2012|JP Morgan 2,812.50
Check 02/01/2013{JP Morgan 3,187.50
Check 05/02/2013|JP Morgan 1,812.50
Check 07/12/2013|JP Morgan 968.75
Total 2,762.50] | 40,337.86

Page 1 of 1
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Bryan Pagliano I NVOICE
bé
b7C

Phond

Date:, 2011

To: For:

Justin Cooper Tech labor

Please make payable to Bryan Pagliano
DESCRIPTION HOURS RATE AMOUNT
Configure basic IPS and troubleshoot email Issue mac cllent issue ' 4 ' $125 $500.00
Work on 1IPS config and anyconnect VPN 4 $125 $500.00
attempt to readdress .39 network 1/7 . 1.5 $125 $187.50
Onsite work plus expenses ‘ - $1450 $1450.00
Check botnet filter, virtualization and IPS monitoring ' 75 ) $125 93.75
Canfigure VPN, configure 2 factor, update Ips Image and slgnatures v 4 $125 $500.00
Configure IPS in lcgging mode A 2 $125 $250.00
Total ' ' $348125 |1
HC-002

L e . . HRC-785
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.

B “ 5102
. . e _ JPMorgan .
L Lo o JPMorgan Chase Bank, N.A. o
CLINTON EXECUTIVE SERVICE CORP. ; aiiativyler SR R ‘
e L - g 10/22/2012 . 4
| av ST v _ o g
CostRor  Bryan Pagliano - ' $ 250000 2
. TWO Thq"usarid Five Hu‘ndred and 00/-1 Ogﬂl!'”ﬂm“y.ﬁiﬂtti!g.__--. bl Wk AR n:nnm«uojaunranﬁ DOLLARS g
._Bryan Pagliano ®
i
b6
. b7C
MEMO : . T - . e — -
_Inv Dtd:10/16/12 - Tech Labor ‘ 7 B o S A
b6
b7C
CLINTON EXECUTIVE SERVIGE CORP. 5102
Bryan Pagliano 10/22/2012
Expenses.IT Services Inv Dtd:10/15/12 - Tech Labor 2,500.00
CESC - JPM Bill Pay  Inv Dtd:10/15/12 - Tech Labor 2,500.00
CLINTON EXECUTIVE SERVICE CORP. | 5102
- Bryan Pagliano 10/22/2012
Expenses:IT Services inv Dtd:10/15/12 - Tech Labor 2,500.00
CESC - JPM Bill Pay  Inv Dtd:10/15/12 - Tech Labor 2,500.00

PRAODUCT DI T104 USE WITH 91883 ENVELOPE PRAINTED IN U.8.A

e  HC-003
HRC-786



Bryan Pagliano I NVOICE
b6
b7C
Phory
Date:Oct 15, 2012
To: “For:
Justin Cooper Tech labor
Please make payable to Bryan Pagliano
DESCRIPTION HOURS RATE AMOUNT
Mailbox Corruption 7/28 3.5 $125 437.50 b6
Mailbox Corruption 7/29 2 $125 250 b7C
g};tall service packs, apply exhange server hotfix 6 4125 750
" Install service pack for BES and push security
polices for ipad 8/15 1.5 $125 187.50
A mailbox 8/18 $125 375 bs
mailbox 8/19 2 ; $125 250 b7C
;R;ezpll)aoe Data in different location fm| |ma||box 2 §125 250
Total . $2500 2
HC-004

HRC-787



. MEMO  Tiach Labor.

. ‘
er— - - - T i
-t Toe .

- - - . T * LT . ” :
.

2455
. ‘ . JPMORGAN CHASE BANK, N.A. .
‘CLINTON . NEW YORK, NEW YORK SR
: LoutREe " 41312012 i
- R .. . §
PAYTO THE - Bryan Pagliano . N X ). 3
ORDEROF - .'Y_' gl 0 . | | $ “2,812.50 o %
Two Thousand.E igﬁtHund(ed TWEIVE aNd 5071 00***rrresresrensaansasunirmnsnmrmns eesaseaies bR e DOLLARS i
_Brvan Pagliano

CLINTON
Bryan Pagliano
Personal Expenses:|T Expense

JPM-Bill Pay-3661-20 Tech Labor

CLINTON
Bryan Pagliano
Personal Expenses:IT Expense

JPM-Bill Pay-3661-20 Tech Labor

PYoruuxe corr: 1+4800-328-0304 www.daluxeforms.com

Tech Labor

Tech Lakor

&
b6
b7C
b6
b7C

2455
411312012
2,812.50
2,812.50
2455
411312012
2,812.50 -
2,812.50
. @ HC-005

. 'HRC-788



Bryan Pagliano INVOECE |

.

b6
’ b7C
Phonq

Date:Aptil 10, 2012
To: " For:
Justin Cooper Tech labor
Please make payable to Bryan Pagliano
DESCRIP:TIQN _ " HOURS RATE ) AIV_IOUNT _
VPN and SSL cert ) _ B 15 $125 $187.50
fix symantec av updating lssue ' 2 $125 - $250
Drive ordering, fix vpn, tune IpS 4 $125 _ $500
Blackberry troubishooting 6 $125 ' $750
Dynamic IP blocking 2 $125 4250
Troubleshoot email and vpn 2 " $125 B $250
Troubleshoot blackberry and instali forefront 2010 4 $125 $500
Quote and apply forefront license 1 $125 _$125»
Total $2812.50 |3
- HC-006

: : | . ' S HRC-789



PAY TO THE _ )
ORDER OF Bryan Pagliano

‘ 3172

JPMorgan

H
!
!.
JPMorgan Chase Bank, 1A, Qo i
]

Now York, New York
1-2-:210

2/1/2013

%
$ 318750 ¢ i
%
i

) b6
b7C
i
MEMO T !
Tech Labor H
b6
b7C
" CLINTON 3172
Bryan Pagliano 2112013
Personal Expenses:IT Expense Tech Labor 3,187.50
JPM-Bill Pay-3661-20 Tech Labar 3,187.50
" CLINTON | 3172
Bryan Pagliano 20172013
Personal Expenses:|T Expense Tech Labor 3,187.50
f
JPM-Bill Pay-3661-20 Tech Labor 3,187.50
.FWJCT LTI USE WITH $1883 ENVELOPE
.
) - ® HC-007

HRC-790



Bryan Pagliano INVOICE
Phonq _
~ Date:Oct 15, 2012
To: For: ‘
Justin Cooper Tech labor
Please make payable to Bryan Pagliano
DESCRIPTION HOURS RATE AMOUNT
Troubleshoot BlackBarry Issues 10724 5 $125 $625
Consuit on Sandy aRermath 10/31 2 $125 $250
Restart servers after eleclricity restored 11/9 15 $125 $187.50
Adjustments to Forefront 11/27, 11/26 15 $125 $167.50
Mailbox 11/29, 11/28 4 $125 4500
Maftbox and powerchute 11/30 4 $125 $500 -
Maitbox kick off before sept2009 job 1 $125 $125
Mallbox Kick off sept2009 - dec 2009 job 15 '$125 $187.50
Mailbox kick off dec 2009 - apr 2010 .5 $125 $62.50
Mailbox kick off apr 2010~ sept 2010 5 $125 $62.50
Mailbox kickoff sept 2010 - January 2011 5 $125 $62.50
Mailbox kickoff January 2011 - may 2011 and fix corruption in justin’s mailbox S $125 462.50
Conf Call w/ infograte consultant 1/3 : 2 $125 $250
Conf Call 1/15 1 $125 $125
Total $3187.50
HC-008

HRC-791
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‘ 3393
J.PMorgan
mm m Bank, NA. /it
CLINTON 1-2:210
, 51212013 3
§
PAYTOTE  Bryan paglano ; $ o250 © §
One Thousand Eight Hundred Twelve and §0/100"**** ekl serervebaavelisrantenerkeauererit Loy (ARG §
_Brvan Pagliano : 8
b6
b7C
MEMO !
Tech Labor
| . bé
b7C
~ CLINTON 3393
Bryan Pagliano 5/2/2013
CESC Expenses:|IT Plan Tech Labor 1.812.50
JPM-Bill Pay-3661-20 Tech Labor 1,812.50
~ CLINTON : 3393
Bryan Pagliano '£ 5/2/2013
CESC Expenses:IT Pian Tech Labor 1.812.50
JPM-Bill Pay-3661-20 Tech Labor 1.812.50
PRODUCT DLTIM USE WITH 81663 ENVELOPE
[ | . @ HC-009
1

+HR(C-792



i E¥ T 8% FE Ty
Bryan Pagliano INVOITE
; .
Phond
Date:Jan, 2013
. For;
Tech labor
Please make payable to Bryan Pagliano
]
DESCRIPTION HOURS RATE AMOUNT
Network documentation for consultant 2/9/2013 2 $125 $250
Check system report on Raid Battery issue/Botnet filter subscription 1 2125 3125
Consuitation on potential H email issue 1 5125 $125
Apply botnet license 2 $125 4250
Wrote recommendation to Chery! 3/20 2 $125 $250
Conversation wit] __ /3 2 $125 3250
Call with Cheryl and_/11 1 $125 $125
Call with cheryll Iand document review 4/15 15 $125 $187.50
Emails t __|and data colection forf  fabout tech details 1 $125 $125
Email and document review 4/22 1 $125 $125
Total $1812.50
HC-010

HRC-793

b6

b7C

b6
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3598
JPMorgan
Iriiorgar m-mk NA iy
ow
CLINTON 1-2:210
714212013 1
§
PAY TO THE . 6 §
ORDEROF  Bryan Pagliano P ~068.75 g
Nine Hundred Sixty-Eight and 75/100 * e ialainelriainielsainiininitle reseRRRTIA DOLLARS g
BryanPagliann .
)
b6
b7C
MEMO E—
Tech Labor
b6
b7C
CLINTON 3598
Bryan Pagliano 711212013
CESC Expenses:|T Project Tech Labor 968.75
JPM-Bill Pay-3661-20 Tech Labor 968,75
~ CLINTON 3598
Bryan Pagliano 711212013
CESC Expenses:IT Project Tech Labor 968.76
JPM-Bill Pay-3661-20 Tech Labor 968.75
PRODXUCT DLTI04 USE WITH 91863 ENVELOPE
— » @ HC-011

'HRC-794



., R ]
Bryan Pagliano Foir s
b6
b7¢C
| E_ﬁ_ond
Date:July 10, 2013
To: For;
[ ] Tech lbor b6
Please make payable tu Bryan Pagliano b7C
DESCRIPTION HOURS RATE AMOUNT
Troubleshoot message delivery failure and respond to emails LS $125 $187.50
Cloud Jacket Demo meeting 5/8/13 1 $125 $125
Check server for cuugloants Droar Wlinfup o 5/13/2013 .5 $125 $62.50
Conference call wit! ler372013 1 $125 $125 bé
Conference call witf /472013 75 $125 593,75 b7cC
Emails to Platte Team 6/5/2013 t $125 3125
Troubleshuat Blackherry and House Power issues 6/17 2 $125 $250
1 6
Total $968.75
HC-012

: HRC-795



Bryan Pagliano INVOICE
Phorv .

Date:Jan 9, 2011
To: For:
Justin Cooper Tech labor

Please make payable to Bryan Pagliano

DESCRIPTION HOURS RATE AMOUNT

DNS and server slowness issue troubleshooting 2 $125 $250
Falled authentication log file investigation and export 2 $125 | $250
Blackberry settings export 1 $125 $125
Proposal writeup for changes and quotes 2 $125 $250
Changing DNS forwarder and setting up PIX ip blocking 2 $125 $250

TOTAL $1125

HC-013

b6
b7C

) | . HRC-796



Bryan Pagliano | INVOICE

Phond |J

Daté:, 2011 |

To: For:
Justin Cooper Tech labor
L Please make payable to Bryan Pagliano
DESCRIPTION HOURS RATE AMOUNT
1/11/2011 Conference call with Security team 2 $125 $250
1/11/2011 Setup outbound ACL restrictions 2.5 $125 $312.50
1/14/2011 Investigate failed logon attempts 1 $125 $125
1/19/2011 Talked to RSA to generate quote 1 $125 $125
1/21/2011 Blocked spamer smtp address for viagra message .5 $125 $62.50
" 1/28/2011 Blocked ip, changed username for justin, wrote BES IT policy and 3 §125 375
worked on quote witf___] .
:{—glazlfn Responded .t-c-)—er;alls, preped for Blackberry upgrad, blocked ips at n ' ' §125 $125
2/17/2011 Blackberry security policy, quotes with| | B $125 $125
2/19/2011 Upgrade Blackberry server - 4 $125 $500
3/06/2011 2 firewall blocks .5 $125 $62.50
TOTAL $2062.5
HC-014

b6
b7C

b6
b7C
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From: "Bryan M. PaglianoL 9 ‘ b6
Subject: Re: So it looks lik b7cC
Date: April 24, 2011 10:50:59 PM EDT
To: Justin Coopel
Total is $264.92 with 2 day shipping and rush order processing,
-Bryan
On Sun, Apr 24, 2011 at 9:59 PM, Bryan Paglian:l Iwrote: bé
: No problemo, I'll let you know the total, ' b7C
{ -Bruan

1

- On Sun, Apr 24, 2011 at 9:51 PM, Justin Cooper [weote: - b6
; | If you do not mind -- easie if you put on youfs and T can vend 2 check out to you tomorrow mogning b7cC

i : On Apr 24, 2011, at 9:29 PM, Bryan Pagliano wrote:

" We do need to buy another switch that can do jumbo frames and vlans. 1looked through all the unmanaged dell switches and they don't
+ do jumbo frames,

: Found a nice little cisco that will work for about $230.

’ Do you have a credit card that you can use to buy it and ship it to me? If not, I can just put it on my card and bill you for it later.

- Here is the link:

cadue A 1;?:&[[&1121\732[;7 16833 lS(V)DS-?

, i If you could 2 day ship it, I scheduled with my Cisco friend to hang out this week and take a look at things.

: -Bryan
[

HC-015
HRC-798




From: *BryanM. Pagllano' I
Subject: Fwad: Total cost $336.39 - Order Confirmation
Date: AprllSO.ZOH',ZMEM_EDI—I
To: Justin Coops|

From: Newegg <inlo@newezcom>
Date: Sat, Ape 30, 2011 ot 236 PM

ect N » com - Order Confimmation
.Sl:& .

Reweog 1650 | [T speeamnr | | Jevs

j |

ik 10 browse @-Blast ~ [lick to browse Shell Shecker

Dozr Bryan M Paglicno,

Thank you for shopping at Newegg.com

we're delighted we had what you were looking forl

confirmation. Please keep a copy for your records.
Please click here to check order status.
Order Summary:

Sales Order Number: 78908157
Sales Order Date: 4/30/2011 11:35:17 AM

e

#iiling Information %+ '

Bryan M pagiiano

~UPS 3 DAYS

 Dwftter  YouTube !

" Eacebook

{ . Myspace

Click to browse Dally Deals

Customer ID
Account Num

Your order should be processed and ready to be shipped within 24-48 hours. Below Is your order

1 x ($300.99) UPS BATIERY APCIRBC2d RT

Paymemt Term: Mastercard
Extended Warranty: $0.00
Subtotal: $309.99

Tax: $0.00

Shipping and Handliing: $26.40
Total Amount: $336.39

to cancel the order at any time prior to shipment without liabiilty,

To view more recommendations, please click hare.

QOnce You Know, You Neweqq.®

If you have any questions, please use our LlyeChat function or visit our Coptact Us Paag.

$309.99

To view our Return Policies, please click here. Newegg.com reserves the right, in its sole discretion,

10
b6

b7C

b6
b7C

b6
b7C

b6
b7C

bé
b7C

HC-016
HRC-799 .



1

From: "Bryan M, Pagliand I b6
Subject: Fwd: Newegg.com - Rush Order Confirmation B7C
Date: June 6, 2011 1:41:51 PM EDT
To: Justin Coopel] |

Total is $610.72
-Bryan
---------- Forwarded message ----------

lirom: Newegg <info@uewere.com™>
Date: Mon, Jun 6, 2011 at 1:40 PM

Subject: Newegz.ciom - Rush Order Confirmation ' .
T ’ b6

b7C
Neweqg logo . ‘ ' P . My Accoumg | | Cugtomer Sarvieas
Iwitter ' ’'YouTube . Facebook Myspace
Llick to browse e-Blast click to browse Sheli Shocker kiick to browse Daily Deals
glech:onlgs . Cameras -Software Gaminhg '.MarketPlace_» Outlet More:
Customer ID{ b6

Ses oeov T Paglone, Account Number{ B7C

Thank you for shopping at Newegg.com.

We appreciate your confidence and your business!

We will attempt to rush this order for same day shlbping, as you've requested and paid for, provided
that the following conditons are met:

1. Your order Is submitted before 12:00PM PT (noon)
2. Your transaction and credit card authorization is successfully completed before 12;30PM PT.
3. Your shipping address matches your credit card billing address.

Disciaimer: -

IN ALL CIRCUMSTANCES, Newegg's MAXIMUM LIABILITY IS LIMITED TO THIS RUSH ORDER FEE
ONLY. WHILE NEWEGG CANNOT GUARANTEE SAME DAY SHIPMENT FOR ALL ORDERS, WE WILL PUT
FORTH QUR BEST EFFORT TO SHIP THIS ORDER ON 6/6/2011, OR YOUR RUSH ORDER
PROCESSING FEE WILL BE REFUNDED.

Below Is your order confirmatlon. Please keep a copy for your records.

Piease click here to check Order Status.

Order Summary:

Sales Order Number: 80741957
Sales Order Date: 6/6/2011 10:39:16 AM
_Biiling Information L _ Shipping Information
8ryan M Pagliano Bryan M Pagliano
b6
b7C

HC-017
HRC-800




Item List:
1x 99 P Al X413 RT

M

$499,99

-—

Payment Summary:

Mastercard

Payment Term:

Ex;e;ded Warranty: $0.00
Subtotal: $499.99
Tax: $0.00
Shipping and Handling: $107.74
Rush Order: . $2.99
Total Amount: o $g103;

...... e+ 1

If you have any questions, please use our LiveChat function or visit our Contact Us Page.
Once You Know, You Newegg.

Your Newegg.com Customer Service Team

ONCE YOU KNOW, YOU NEWEGG. ®

Policy and Aqreement | Privacy Polig' | Confidentiality Notice

Newegg.com, 9997 Rose Hills Road, Whittier, CA. 90601-1701 | © 2000-2011 Newegg Inc. All rights reserved.

HC-018
HE{C-801



Bryan Pagliano I NVOIC E
b6
b7C
Phon .
Date:June 14, 2011
To: For:
Justin Cooper Tech labor
Please make payable to Bryan Pagliano
DESCRIPTION HOURS RATE AMOUNT
Unpacked and setup asa and disk array started config 4/3/2011 2 $125 $250
Worked on syslog server and asa update 4/4/2011 2 $125 $250
Worked on syslog server called cisco about ASA software 4/5/2011 2 $125 $250
Virus investigation and cleanup updated the ASA SW 4/6/2011 2.5 $125_ $625
Clean up virus from bb profile 15 $125 $187.50
Basic NAs setup, network design, work on syslog server 4/24/2011 4 $125 $500
Cisco ASA, and switch configs 4/28/2011 7 $125 $875
Iscsi configuration format of NAS, Battery mixup reorder 4/30/2011 4 $125 $500
Syslog configuration client side traps 5/4/2011 2 $125 $250
ACL configurations on the ASA 5/5/2011 2 $125 $250
Pack equipment and tools and drive to NY, Final ASA configs pre implementation 10 $125 $1250
6/12/2011
Onsite, Implement new equipment, repair battery, troubleshoot and test
6/13/2011 | 12 $125 $1500
Morning final test, return, unpack, troubleshoot printer and reported slow email 7 $125 4875
6/14/2011 .
Travel Reimbursements $788.33
Total 4835083 | 12
HC-019

HRC-802



COMFORT INN AND SUITES (NY618) pocont ] b6
. 20 SAW MILL RIVER RD Date.. 0?'14/:1 1 b7C
Coa HAWTHORNE, NY 10532 USA Page: 1 ©

Room: 221 BAR
Arrival Date: 06/12/41 21:30
Departure Date: 06/14/11 09:49
Frequent Traveler I1D:

at cnoIEC AvTEad Phone: (914)582-8600
Fax: (914) 582-7457 ‘
gm.NY618@choicehotels.com

, You were checked out by [ bé
You were checked in by p7C
PAGLIANO, BRYAN
b6
Post Date Description Comment Amount b7C
081211 RCOOM CHARGE #221 PAGLIANO, BRYAN 160.00
06/12/111 STATE TAX STATE TAX 11.81
06/12/11 CITY/COUNTY TAX CITYICOUNTY TAX 4.80
06/13/11 ROOM CHARGE #221 PAGLIANO, BRYAN 160.00
06/13/111 STATETAX STATE TAX 11.81
06/13/11 CITY/ICOUNTY TAX CITY/COUNTY TAX 4.80
06114111 MASTER CARD xg& -353.22
) Balance Due: 0.00

If payment by cradil card, | agree to pay the, above total charge amount according to the card issuer agreement.

COMFORT INN AND SUITES (NY§18) Foom?® e ToeeiC
20 SAW MILL RIVER RD " :
s HAWTHORNE, NY 10532 USA “pamg‘::;lm:l’ 411 oot Nu:::‘i:‘s’“’z"" e
v tnaiet aoTELY Phone: (914) 592-8600 quueni Travelar |D'1 Totel 353,22 b7C

Fax: (914) 592-7457 .

BRYAN PAGLIANO

If payment by credit card, | agree io pay the above total charge amount according to
the card issusr agreement,

b6
b7C

Thank you for your business! Book your next reservation on choicehotels.com for the best internet rates guaranteed.

HC-020
' : HRC-805 .



Pagelofl
ENTERPRISE RAC COMPANY, 2020 JEFFERSON DAVIS HWY, ARLINGTON, VA 222023601 (703) 418-7240
RENTAL AGREEMENT REF# SUMMARY OF CHARGES
592120 9RL5PB ,
: Charge Description Date . uant! Per Rate Total
RENTER YIME & DISTANCE 06/12 - 06/14 3 DAY $59.99 _ $179.97
PAGLIANO, BRYAN DW 06/12 - 06/14 3 DAY $17.99  $53.97
PAL 06712 - 06/14 3 DAY $3.00 ___ $9.00
DATE & TIME OUT REFUELING CHARGE 06/12 - 06/14 $0.00
06/12/2011  11:57 AM ROADSIDE ASSISTANCE
DATE & TIME IN fog 06/12- 06/14 3 DAY $3.99 $11.97
06/14/2011 04:34 PM FROTECTION '
Subtotal:. 5154.'91
BILLING CYCLE Taxes & Surcharges
24-HOUR VEHICLE LICENSE )
_ RECOVERY FEE 06/12 - 06/14 3 DAY $0.23 $0.69
VEN #1 2011 JEEP LBTY SPT4 VIRGINIA ADDITIONAL TAX 06/12 - 06/14 4%  $10.23
VIN# 134PN2GK7BW552009 VIRGINIA RENTAL FEE 06/12 - 06/14 2% $5.11
LIC# XFR2744 VIRGINIA RENTAL TAX 06/12 - 06/14 4% _ $10.22
MILES DRIVEN 296 Total Charges: $281.16
Total Amount Due $0.00
PAYMENT INFORMATION
AMOUNT PAID  TYPE BER
$281.16 Mastercard PENDING
b6
b7C
6/14/2011
HC-021

. . . HRC-804
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b6
b7C
Tav,
3738206 ‘
ate 06713/11 21.3
ELASFORD syagk > L 31
ELMSFORD Ny' FOREST GLEN BP
Pump &3 Regylap 2601 FOREST GLEN RD
Gallong™ " 13,923 SILVER SPRING MD
rice/Gaj """ 4-033 9320375
uel Sale .. 3 57:079
You Saveq $0.100/Ga)
DATE 06/12/11 16:45
PUMP 4 03
PRODUCT: REGULR_
GALLONS : 13.306
PRICE/G: & 3.899
FUEL SALE s 51.88
THANK You pgn :
CHOOS 1 NG bé
MOBIL b7C

Res; Code: 000
Stan: 019083334

SITE ID: 9320375

Earn a 5% rebate
vith the BP Visa
Take application
and Apply Today

THANK YOL
HAVE A NICE DaY
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Bryan Pagliano INVOICE
b6
b7C
Pﬁoﬂ
Date:, 2011
To: For:
Justin Cooper Tech labor
Please make payable to Bryan Pagliano
DESCRIPTION HOURS RATE AMOUNT
Troubleshoot and turn off esmtp inspect, install virus protection on syslog server 2 $125 $250
6/15/2011 7
Install solarwinds log for<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>