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U.S. Department of Justice

Federal Bureau of Investigation
Washington, D.C. 20535-0001

December 1, 2015 b7E

Re: Request for Preservation of Records

Dear Custodian bf Records:

Pursuant to Title 18, United States Code Section 2703(%), this letter is a formal request for the
preservation of all stored communications, records and other evidence in your possession regarding
the following e-mail accounts, pending further legal process. The FBI has previously sent

preservation requests to your organization related to the below accounts on August 18, 2015 and July
27, 2015.

bé

b7E -

HRC-7753

b7C



You are hereby requested to preserve the records described below currently in your
possession, including records stored on backup media, in a form that includes the complete record,
and records that may come into your possession from the date of acknowledgment of this request for
a period of 90 days, or until receipt of a legal court order, whichever occurs first. This request
applies only retrospectively. It does not in any way obligate you to ¢apture and preserve new
information that arises after the date of this request.

You are also requested not to disclose the existence of this request to the subscriber or any
other person, other than as necessary to comply with this request, as the FBI's investigation may be
jeopardized by this type of disclosure. You are also requested not to close the account of the
subscriber, unless requested to do so by the subscriber. If compliance with this request may result
in a permanent or temporary termination of service to the accounts described below, or otherwise
alert the subscriber or user of these accounts as to your actions to preserve the referenced files
and records, please contact Special Agent at| |as soon as
possible and before taking any such actions.

This preservation request applies to the following records and evidence:

A. The contents of any communication or for the accounts any associated accounts,
and any information associated with those communications or files, such as the
source and destination email address or IP address.

B. All records and other evidence relating to the subscriber(s), customer(s), account

’ holder(s), or other entity(ies) associated with the requested account including, without

limitation, subscriber names, user names, screen names or other identities, mailing
addresses, residential addresses, business addresses, e-mail addresses and other
contact information, telephone numbers or other subscriber number or identity, billing
records, information about the length of service and the types of services the
subscriber or customer utilized, and any other identifying information, whether such
records or other evidence are in electronic or other form; and

C. All connection logs and records of user activity for the requested account, including:
1. Connection date and time;
2. Disconnect date and time;
3. Method of connection (e.g., telnet, ftp, http);
4, Data transfer volume;
5. User name associated with the connection and other connection information, including
the Internet Protocol address of the source of the connection;
6. Telephone caller identification records; and
7. Connection information for other computers to which the user of the above-referenced
accounts connected, by any means, during the connection period, including the
destination IP address, connection time and date, disconnect time and date, method of
connection to the destination computer, the identities (account and screen names) and
subscriber information, if known, for any person or entity to which such connection
information relates, and all other information related to the connection from ISP or its
subsidiaries.
8. Means and source of payment for such service (including any credit card or bank account
number) and billing records.
D. Any other records and other evidence relating to the requested account. Such records and other

HRC-7754

bé

"b7C



evidence include, without limitation, correspondence and other records of contact by any person
or entity about the above-referenced account, the content and connection logs associated with or
relating to postings, communications and any other activities to or through the requested account,
whether such records or other evidence are in electronic or other form.

If you have any questions regarding this request, ple i inaniri ial Agent '
|who can be reached alI 0 igc

Peter P. Strzok
Assistant Special genf)in Charge
Washington Field Office

HRC-7755
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: b6
(WF) (FBI) b7C
b7E
From: | HVVF)(FBD
Sent: 2015 4:19 PM
To: (\WWF) (FBI)
Subject: : Preservation Request

----- Original Message----- b6
From: - biC

Sent._Tuesdav, December 91, 2015 4:14 PM ) b7E
To: (WF) (FBI)

Subject: Re:| |Preservation Request

This is an automated response. Thank you for contacting | bI7E
The| | address is exclusively for submission of criminal law

enforcement requests from an agency in the U.S. If you are not pursuing a criminal case on
i please refer to

regarding how to serve[::::::]with legal

process and disregard the remainder if this communication.

receives a government request for information about| | it is b7E
policy to notify the user before information is disclosed, unless such notice is

prohibited by law. Prior to notifying the user, we will take steps to preserve the

information you requested and are entitled to in accordance with the type of legal process

submitted.

We prefer to receive legal process throughl b7E

If you have not sent your request from an official government-issued email address or if you
are not a law enforcement agent submitting a request pursuant to a criminal investigation,
you may not receive a reply.

Sincerely,

b7E

HRC-7756
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: : b6

From: | | b7c
Sent: Wednesday, December 02, 2015 1:40 PM : bTE
To:
Cc:
Subject: Re] [Submission Confirmation forI
Follow Up Flag: . Follow up
Flag Status: Flagged
This is automated response to advise you that has successfully received b7E
your legal request submission.
UPDATE: Submissions to this form will no longer be accepted as of January 1, 2016.
We have launched thel bTE

b7E

that

email|

receives a very high volume of legal process every day. The team processes legal requests in the order

/e receive them. If vour request rela

es to exigent circumstances or if you have further questions, please
referencing the Case number in the subject line of this email. Please

include a description of the exigency or your question(s) in detail so that we may assess your request
accordingly.

HRC-7758
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U.S. Department of Justice

Federal Bureau of Investigation
Washington, D.C. 20535-0001

December 2, 2015

b7E
Re:  Request for Preservation of Records
Dear Custodian of Records:
Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request for
the preservation of all stored communications, records and other evidence in your possession
regarding the following e-mail accounts, pending further legal process. -
b7E

You are hereby requested to preserve the records described below currently in your
possession, including records stored on backup media, in a form that includes the complete
- record, and records that may come into your possession from the date of acknowledgment of this
request for a period of 90 days, or until receipt of a legal court order, whichever occurs first.
This request applies only retrospectlvely It does not in any way obligate you to capture and
preserve new information that arises after the date of this request. '

You are also requested not to disclose the existence of this request to the subscriber or
any other person, other than as necessary to comply with this request, as the FBI's investigation
may be jeopardized by this type of disclosure. You are also requested not to close the account of
the subscriber, unless requested to do so by the subscriber. If compliance with this request may
result in a permanent or temporary termination of service to the accounts described below, or
otherwise alert the subscriber or user of these accounts as to your actions to preserve the
referenced files and records, please contact Special Agent| |at| | bé
as soon as possible and before taking any such actions. b7c

This preservation request applies to the following records and evidence:

- HRC-7759



The contents of any communication or for the accounts any associated accounts,
and any information associated with those communications or files, such as the
source and destination email address or IP address.

All records and other evidence relating to the subscriber(s), customer(s), account
holder(s), or other entity(ies) associated with the requested account including,
without limitation, subscriber names, user names, screen names or other identities,
mailing addresses, residential addresses, business addresses, e-mail addresses and
other contact information, telephone numbers or other subscriber number or
identity, billing records, information about the length of service and the types of
_services the subscriber or customer utilized, and any other identifying
information, whether such records or other evidence are in electronic or other
form; and .
All connection logs and records of user activity for the requested account,
including:

Connection date and time;

Disconnect date and time;

Method of connection (e.g., telnet, ftp, http);

Data transfer volume;

User name associated with the connection and other connection

information, including the Internet Protocol address of the source of the

connection;

Telephone caller identification records; and

7. Connection information for other computers to which the user of the
above-referenced accounts connected, by any means, during the
connection period, including the destination IP address, connection time
and date, disconnect time and date, method of connection to the
destination computer, the identities (account and screen names) and
subscriber information, if known, for any person or entity to which such
connection information relates, and all other information related to the
connection from ISP or its subsidiaries.

8. Means and source of payment for such service (including any credit card

or bank account number) and billing records.

Nk wbh -

N

Any other records and other evidence relating to the requested account. Such
records and other evidence include, without limitation, correspondence and other
records of contact by any person or entity about the above-referenced account, the
content and connection logs associated with or relating to postings,
communications and any other activities to or through the requested account,
whether such records or other evidence are in electronic or other form.

HRC-7760



b7C

If you have anv questions regarding this request, please direct all inquiries to
- Special Agent |wh0 can be reached at| or _ b6

' Washmgton Field Ofﬁée

'HRC-7761
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wF) (FBY)

From: I lwF) (FBI) be

Sent: Tuesday, December 01, 2015 4:19 PM B7C

To: | (WF) (FBI) bTE

Subject: - Preservation Request

Attachments: Preservation Extension.pdf

From:l (WF) (FBI) bé

Sent: Tuesday, December 01, 2015 4:13 PM b7C

Toq | b7E

-Subject: Preservation Request

Please see the attached request to preserve records at your organization.

Thanks,

| | b6
b7C

Intelligence Analyst

FBI, Washington Field Office

"HRC-7762
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TIME : 12/P2/2015 14:25
NAME

FAX

TEL :

SER. # : Q7279101684

DATE, TIME fggﬁaz__lg;231 .
FAX NO./NAME : b7E
DURATION 00: 00: 49

PAGE(S) 03

RESULT 0K

MODE STANDARD

ECM

4,

FEDERAL BUREAU OF INVESTIGATION

FACSIMILE TRANSI\{IIT’I‘AL SHEET.

[AUNCLASSIFIED [JCONFIDENTIAL [JSECRET [JJTOP SECRET

i
. P . b6
To: Ric-xrlplent Fax Number: b7C
ATTN: Custodian of Records Recipient Telephone #: ' bTE
From: Special Agen Sender Telephone #3

Number of Pages Including Coversheet; 3

[ ] urGEnT FORREVIEW || PLEASE COMMENT | | PLEASE REPLY |_] PLEASE RECYCLE

NOTES/COMMENTS: HRC-7763

Pracarvatinn rannact albarhund
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FEDERAL BUREAU OF INVESTIGATION

FACSIMILE TRANSMITTAL SHEET.

XIUNCLASSIFIED [ JCONFIDENTIAL [JSECRET LjTop SECRET

To: Récipient Fax Number: igc
ATTN: Custodian of Records Récipient Telephone #: . o | b7E
From: Special Agent Sender Telephone #: -

Number of Pages Including Coversheet: 3

[Jurcent [X]ror REVIEW [ ] PLEASE COMMENT [ | PLEASE REPLY | | PLEASE RECYCLE
NOTES/COMMENTS: |
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U.S. Department of Justice

Federal Bureau of Investigation
Washington, D.C. 20535-0001

December 2, 2015

Re: Request for Preservation of Records

Dear Custodian of Records:

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request for the
preservation of all stored communications, records and other evidence in your possession regarding
the following e-mail accounts, pending further legal process.

You are hereby requested to preserve the records described below currently in your
possession, including records stored on backup media, in a form that includes the complete record,
and records that may come into your possession from the date of acknowledgment of this request for -
a period of 90 days, or until receipt of a legal court order, whlchever occurs first. This request
applies only retrospectlvely It does not in any way obhgate you to capture and preserve new
information that arises after the date of this request.

You are also requested not to disclose the existence lof this request to the subscriber or any
other person, other than as necessary to comply with this request, as the FBI's investigation may be
jeopardized by this type of disclosure. You are also requested not to close the account of the
subscriber, unless requested to do so by the subscriber. If cbmpllance with this request may result
in a permanent or temporary termination of service to the\accounts described below, or otherwise
alert the subscriber or user of these accou Ajons to preserve the referenced files
and records, please contact Special Agent |at as soon as possible

and before taking any such actions. |
1

This preservation request applies to the following relcords and evidence:

A. The contents of any communication or for the accounts any associated accounts,
- and any information associated with those C(E)mmunications or files, such as the
source and destination email address or IP address.
B. All records and other evidence relating to the subscriber(s), customer(s), account

DETE 1:2-20-0016 By JI6J18T80 HNSILG
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" holder(s), or other entity(ies) associated with| the requested account including, without
limitation, subscriber names, user names, screen names or other identities, mailing
addresses, residential addresses, business addresses, e-mail addresses and other
contact information, telephone numbers or other subscriber number or identity, billing
records, information about the length of service and the types of services the
subscriber or customer utilized, and any other identifying information, whether such
records or other evidence are in electronic or other form; and

C. All connection logs and records of user activity for the requested account, including:
1. Connection date and time;
2. Disconnect date and time; ' o
3. Method of connection (e.g., telnet, fip, http); N
4. Data transfer volume;
5. User name associated with the connection and other connection information, including

the Internet Protocol address of the source of the connection;

Telephone caller identification records; and : »
Connection information for other computers to which the user of the above-referenced
accounts connected, by any means, during the connection period, including the
destination IP address, connection time and date, disconnect time and date, method of
connection to the destination computer, the identities (account and screen names) and
subscriber information, if known, for any person or entity to which such connection
information relates, and all other information related to the connection from ISP or its
subsidiaries. :

8. Means and source of payment for such service (including any credit card or bank account
‘ number) and billing records. -

N

D. Any other records and other evidence relating to the requested account. Such records and other
evidence include, without limitation, correspondence and other records of contact by any person
or entity about the above-referenced account, the content and connection logs associated with or
relating to postings, communications and any other activities to or through the requested account,
whether such records or other evidence are in electronic or other form.

If vou have any questions regarding this reguestf please direct all inquiries to Special Agent

ho can be reached a or] | b6
‘ b7C

Peter P.
Assistant Agent in Charge
Washington Field Office

HRC-7766



ALl TH-ORIBTIOH (CHTATHEDR
HeEsEIN 18 UNCLASSTEIRED
BRTE 10-15-20170 BY oo7J880848 He 0

&%

FD-340 (Rev. 4-11-03

File Number - (s YO ::;E
Flcld Office Acquiring Evidence __ AT
Serial # of Originating Document 57
Date Received (e 4{, TSN
From _| > t’ | ST ?Vp‘ﬁr‘ﬁ'm/\ oo 2\
(Name of Contributor/ Intcrviewee) 4
(Address)
(City and State)
b6

By b7C

To Be Returned [ Yes

)A No-

Receipt Given O Yes ‘No
Grand Jury Material - Disseminate Only Pursuant to Rule 6 (¢)
Federal Rules.of Criminal Procedure *
O Yes /Z]/ No

Federal Taxpayer Information (FTI) :
' o O Yes /2/ No -

NToyaha SAM
Reference:

v (Communication Enclosing Material)

Description: O Original notes re interview of

smechen | ZeCoe s Lebih f-’o&.%%

CAcs ToATER>  4ILZO0N

\ A5

HRC-7767



all 721 INFCRMATICH CLHTAIREL

HiREIH 15 HRELASSTF TR

DRIE 12-20-20186 By J76318780 HEllG

. U.S. Department of Justice

- Federal Bureau of Investigation
Washington, D.C. 20535-0001

December 4, 2015

Gregory B. Starr

Assistant Secretary, Bureau of Diplomatic Security
U.S. Department of State

2201 C Street, NW

Washington, D.C. 20520

Re: Request for Production of ClassNet and JWICS Email Records

Dear Assistant Secretary Starr:

This request supplements previous request sent to the U.S. Department of State (DoS)
relative to the preservation and production of records associated with @clintonemail.com.

In furtherance of our examination of this matter, the FBI respectfully requests the
production of all ClassNet and JWICS email messages sent to, or from, the following individuals
for the period of January 21, 2009 to February 1, 2013:

In the event that any of the above referenced individuals did not have a ClassNet or
JWICS email account during the referenced time period, or that-such records cannot be produced
for technical or other means, it is requested that your response details such. It is further
requested that these records be provided to the FBI within thirty (30) days from the receipt of
this request.

You are requested not to disclose the existence of this request to individuals other than to
those necessary to comply with this request, as the FBI's interest in this matter may otherwise be
jeopardized.

HRC-7768
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From: b7C

Sent: _Fridav, December 04,2015 9:36 AM TE

To:

Cc:

Subject: Production request

Attachments: DOS_production_request _04Dec15.pdf

H . , _ . b6

] bs

Per our phone call, please find the email production request attached.

We understand that some of the identified individuals may not have email accounts on the specified systems. In such

instances we just request that this is documented in the response from DoS.

Please let me know if you have any questions about this request.

v/r
b6
b7C

HRC-7770
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From: : | |

Sent: Thursday, December 17, 2015 7:52 AM b6
To: | | b7C
Cc: | [WF) (FBI)] |

Subject: Re: Preservation and production requests

Thanks[:::] Received.[::]

Sent £ re martphone.

From:

Sent: Wednesday, December 16, 2015 4:50 PM b6
To: b7C
Cc: (WF) (FBI);

Subject: Preservation and production requests

Hi

Attached are two separate requests for the preservation and production of relevant records.
Please confirm receipt of this email.

Thank you for your help and don’t hesitate to call if you have any questions or concerns.

v/r

bé

b7C
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U.S. Department of Justice

Federal Bureau of Investigation
Washington, D.C. 20535-0001

December 17, 2015

b7E

Re: Request for Preservation of Records

Dear Custodian of Records:

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request for the
preservation of all stored communications, records and other evidence in your possession regarding
| [pending further legal process. b7E

You are hereby requested to preserve the records described below currently in your
possession, including records stored on backup media, in a form that includes the complete record,
and records that may come into your possession from the date of acknowledgment of this request for
a period of 90 days, or until receipt of a legal court order, whichever occurs first. This request
applies only retrospectively. It does not in any way obligate you to capture and preserve new
information that arises after the date of this request.

‘ You are also requested not to disclose the existence of this request to the subscriber or any
other person, other than as necessary to comply with this request, as the FBI's investigation may be
jeopardized by this type of disclosure. You are also requested not to close the account of the
subscriber, unless requested to do so by the subscriber. If compliance with this request may result
in a permanent or temporary termination of service to the accounts described below, or otherwise
alert the subscriber or user of these accounts as to your actions to preserve the referenced files
and records, please contact Special Agent at as soon as
possible and before taking any such actions.

b6
b7C

This preservation request applies to the following records and evidence:

A. The contents of any communication or for the accounts any associated accounts,
and any information associated with those communications or files, such as the
source and destination email address or IP address.

B. All records and other evidence relating to the subscriber(s), customer(s), account
holder(s), or other entity(ies) associated with the requested account including, without

HRC-7824



limitation, subscriber names, user names, screen names or other identities, mailing
addresses, residential addresses, business addresses, e-mail addresses and other
contact information, telephone numbers or other subscriber number or identity, billing
records, information about the length of service and the types of services the
subscriber or customer utilized, and any other identifying information, whether such
records or other evidence are in electronic or other form; and

C. All connection logs and records of user activity for the requested account, including:
1. Connection date and time;
2. Disconnect date and time;
3. Method of connection (e.g., telnet, fip, http);
4. Data transfer volume;
5. User name associated with the connection and other connection information, including

the Internet Protocol address of the source of the connection;

Telephone caller identification records; and

Connection information for other computers to which the user of the above-referenced

accounts connected, by any means, during the connection period, including the

destination IP address, connection time and date, disconnect time and date, method of

connection to the destination computer, the identities (account and screen names) and

subscriber information, if known, for any person or entity to which such connection

information relates, and all other information related to the connection from ISP or its

subsidiaries.

8. Means and source of payment for such service (including any credit card or bank account
number) and billing records.

~ o

D. Any other records and other evidence relating to the requested account. Such records and other
evidence include, without limitation, correspondence and other records of contact by any person
or entity about the above-referenced account, the content and connection logs associated with or
relating to postings, communications and any other activities to or through the requested account,
whether such records or other evidence are in electronic or other form.

If you have any questions regardinﬁ this request, please direct all inquiries to Special Agent

who can be reached a or| | zgc

Assistant Special Agent in Charge
Washington Field Office

HRC-7825
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bé
From: | lowF) (FBY) b7c
Sent: 2015 10:47 AM b7E
To:
Subject: Preservation Requst
Attachments: | |_Preservation_Letter_201 5_12_17_10_39_50_191.pdf

Custodian of Records,

Pursuant to Title 18, US Code Section 2703(f), please see the attached letter/formal request for the preservation or all
stored communications, records and other evidence in your possession regarding the highlightedl b7E

[ ] |

Thanks in advance for your assistance with this matter.

Respectfully,
I

b7C
|
Special Agent

FBIf Washinﬁton Field Office

HRC-7826



ALl TH-ORIBTIOH (CHTATHEDR
HeEsEIN 18 UNCLASSTEIRED
LateE 10-15-2017 HY 321085754 NETLG- -

M

FD-340 (Rev. 4-11-Q3)

|A3T

File Number Pl bTE

Ficld Officc Acquiring Evidence AN 70

Serial # of Originating Document LH

Date Received | / Lt ['ZQIA
' ¥

From |\ DS

. (Name of Contributor/Intcrviewee)

{Address)

(City and State)
. b6
By b7C
To Be Returned L] Yes )Zf No
Receipt Given [ Yes Z/ No

Grand Jury Material - Disseminate Only Pur§=\i1ant to Rule 6 (e)
Federal Rules of Criminal Procedure ‘

O Yes H No
Federal Taxpayer Information (FTI)
O Yes [ No
MU SR E5XANA,

Reference:

(Communication Enclosing Material)

Description: O Original notes re interview of

A Tb TS TATED L/U {'Zwte

14 ¥
2! Ay PECofDS

} %)

HRC-7850



ALl 3l THECRETICH (OHTATHRELD
HEREIN I3 UNClASSIZIED
DRETE 12-21-0016 By Ji6d18 760 Nallo

u.s. Department of Justice

Federal Bureau of Investigation
Washington, D.C. 20535-0001

January 11, 2016

Gregory B. Starr

Assistant Secretary, Bureau of Diplomatic Security
. U.S. Department of State

2201 C Street, NW

Washington, D.C. 20520

Re: Request for the Production of Secure and Unsecure Facsimiles sent to the
Secretary of State on June 17, 2011.

Dear Assistant Secretary Starr:

This request supplements previous requests sent to the U.S. Department of State relative
- to the preservation and production of records associated with @clintonemail.com. :

In furtherance of our examination of this matter, the FBI respectfully requests the
production of any documents that were transmitted to. the Secretary of State on Friday, June 17,
2011 via secure and unsecure facsimile. This request includes relevant facsimile logs for the
referenced date, as well as any available content. These records should be provided to the FBI
within thirty (30) days from the receipt of this request.

You are requested not to disclose the existence of this request to individuals other than to
those necessary to comply with this request, as the FBI's interest in this matter may otherwise be
jeopardized. If you have any questions regarding this request, please direct all inquiries to
Special Agend who can be reached af '

Washington Field Office

HRC-7851
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U.S. Dé’partmen't.ofJ'ustic”e ‘
Federal Bureau of Investigation

Washington; D.C. 20535-0001

Gregory B. Starr .

Assistant Secretary, Bureau of D1plomat1c Securlty' o

U.S. Department of State
2201 C Street, NW
Washlngton D.C. 20520

CALL FET THFORMATION cONTATHED
BERETH TR fmplansteinn

HalE 1:2-01-2816 HY Ji&118180 BalLe

- January 14, 2016

Re: Request for the productron of Huma Abedrn S personal emall as prov1ded to

DoS as part of the FOIA process

Dear A551stant Secretary Starr: -

, Thrs request supplements prevrous requests sent to the U.S. Department of State relatrve |
 to the preservatlon and production of records assocrated with @cllntonemaﬂ com. '

In furtherance of our examination of this matter, the FBI respectfully requests the

. -production. of all of Huma Abedin’s personal emails that were provrded to DoS as part of the -
FOIA process. : The emails should be provided in an un-redacted format and. should .not. be .
limited to just those that directly include the former Secretary of State, as pertment conversations
may not have dlrectly included the Secretary These records should be prov1ded to the FBI
W1th1n thlrty (3 0) days from the recerpt of this request ‘ :

You are requested not to disclose the ex1stence of this request to individuals other than to
-those necessary to comply with this request; as the FBI's interest in this matter may otherw1se be

‘jeopardized. If you have anv g

estions regardlng this

‘Special Agent

who can be reached at

request, please direct all i 1nqu1rres to .

Assistant Speal Agent in Charge

Washrngton Fleld Office .

b6
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U.S. Department of Justice

Federal Bureau of Investigation
_Washington, D.C. 20535-0001

sLL IRECRIGATION (UHTATHEL
HEnEIK 15 I LESSTE TR
HDETE 1:2-21-0016 By Ji63187T80 NSI1LG

February 16, 2016

Re: Extending Request for Preservation of Records

Dear Custodian of Records:

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request to
extend the preservation of all stored communications, records and other evidence in your possession
regarding the attached e-mail accounts, pending further legal process.

You are hereby requested to extend the preservation of the records described in the attached
communication, which was sent to your company on 24 November 2015, currently in your
possession, including records stored on backup media, in a form that includes the complete record,
and records that may come into your possession from the date of acknowledgment of this request for
a period of 90 days, or until receipt of a legal court order, whichever occurs first. This request
applies only retrospectively. It does not in any way obligate you to capture and preserve new
information that arises after the date of this request.

If you have any questions regarding this r

equest. please direct all inguiries tq Special Agent

or

ho can be reached af

Peter P. Strzok / .
Assistant Special Agent in Charge
Washington Field Office

HRC-7927
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U.S. Departm'ent of Justice

Federal Bureau of Investigation
Washington, D.C. 20535-0001

February 16, 2016

Re: Preservation of Records

Dear Custodian of Records:

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request to
extend the preservation of all stored communications, records and other evidence in your possession
regarding the attached e-mail accounts, pending further legal process.

You are hereby requested to extend the preservation of the records described in the attached
communication, which was sent to your company on 24 November 2015, currently in your
possession, including records stored on backup media, in a form that includes the complete record,
and records that may come into your possession from the date of acknowledgment of this request for
a period of 90 days, or until receipt of a legal court order, whichever occurs first. This request
applies only retrospectively. It does not in any way obligate you to capture and preserve new
information that arises after the date of this request.

If you have any questions regarding this request, please direct all inquiries to Special Agent

who can be reached at] lor

Assistant Spelgent in Charge
Washington Field Office

' HRC-7937
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U.S. Department of Justice

Federal Bureau of Investigation
Washington, D.C. 20535-0001

-

February 16, 2016 b7E

Re: Preservation of Records

Dear Custodian of Records:

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request to
extend the preservation of all stored communications, records and other evidence in your possession
regarding the attached e-mail accounts, pending further legal process.

You are hereby requested to extend the preservation of the records described in the attached
communication, which was sent to your company on 24 November 2015, currently in your
possession, including records stored on backup media, in a form that includes the complete record,
and records that may come into your possession from the date of acknowledgment of this request for
a period of 90 days, or until receipt of a legal court order, whichever occurs first. This request
applies only retrospectively. It does not in any way obligate you to capture and preserve new
information that arises after the date of this request.

If ﬁ;ou have any questions regarding this request, please direct all inquiries to Special Agent zg c

ho can be reached af| br

Assistant Sp Agent in Charge
Washington Field Office

'HRC-7945
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U.S. Department of Justice

Federal Bureau of Investigation
Washington, D.C. 20535-0001

February 16, 2016

Re: Preservation of Records

Dear Custodian of Records:

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request to
extend the preservation of all stored communications, records and other evidence in your possession
regarding the attached e-mail accounts, pending further legal process. :

You are hereby requested to extend the preservation of the records described in the attached
communication, which was sent to your company on 24 November 2015, currently in your
possession, including records stored on backup media, in a form that includes the complete record,
and records that may come into your possession from the date of acknowledgment of this request for
a period of 90 days, or until receipt of a Iegal court order, whichever occurs first. This request
applies only retrospectively. It does not in any way obligate you to capture and preserve new
information that arises after the date of this request. »

If you have any questions regarding this request, please direct all inguiries to Special Agenl
who can be reached at| or ,

Peter P. Strzé
Assistant Spec1a A gent in Charge
Washington Field Office

HRC-7952
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U.S. Department of Justice

Federal Bureau of Ihvestigation
Washington, D.C. 20535-0001

February 16, 2016 b7E

Re: Preservation of Records
Dear Custodian of Records:

Pursuant to Title 18, United States Code Section 2703 (f), this letter is a formal request to
extend the preservation of"all stored communications, records and other evidence in your possession
regarding the attached e-mail accounts, pending further legal process.

You are hereby requested to extend the preservation of the records described in the attached
communication, which was sent to your company on 24 November 2015, currently in your _
possession, including records stored on backup media, in a form that includes the complete record,
and records that may come into your possession from the date of acknowledgment of this request for
a period of 90 days, or until receipt of a legal court order, whichever occurs first. This request
applies only retrospectively. It does not in any way obligate you to capture and preserve new
information that arises after the date of this request.

If you have any questions regarding this request. please direct all inquiries tq Special Agent:l b6

who can be reached at o b7C

Peter P. Strzdk”
Assistant Special Agent in Charge

Washington Field Office

HRC-7960
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HEREIR 15 [ LASEIZIED
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February 16, 2016

Re: Preservation of Records

Dear Custodian of Records:

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request to
extend the preservation of all stored communications, records and other evidence in your possession
regarding the attached e-mail accounts, pending further legal process.

You are hereby requested to extend the preservation of the records described in the attached
communication, which was sent to your company on 24 November 2015, currently in your
possession, including records stored on backup media, in a form that includes the complete record,
and records that may come into your possession from the date of acknowledgment of this request for
a period of 90 days, or until receipt of a legal court order, whichever occurs first. This request
applies only retrospectively. It does not in any way obligate you to capture and preserve new
information that arises after the date of this request.

If

ou have any questions regarding this

[CQ

(o)

uest, please direct all inquiries to Special Agentl

who can be reached at

Assistant SpetistAgent in Charge
Washington Field Office

HRC-7966
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U.S. Department of Justice

Federal Bureau of Investigation
Washington, D.C. 20535-0001

February 16, 2016 -

Re:  Preservation of Records

Dear Custodian of Repords:

Pursuant to Title 18, United States Code Section 2703(), this letter is a formal request to
extend the preservation of all stored communications, records and other evidence in your possession
regarding the attached e-mail accounts, pending further legal process.

You are hereby requested to extend the preservation of the records described in the attached
communication, which was sent to your company on 24 November 2015, currently in your
possession, including records stored on backup media, in a form that includes the complete record,
and records that may come into your possession from the date of acknowledgment of this request for
a period of 90 days, or until receipt of a legal court order, whichever occurs first. This request
applies only retrospectively. It does not in any way obligate you to capture and preserve new
information that arises after the date of this request.

b6

If you have any questions regarding this request, please direct all inguiries tq Special Agent

b7C

who can be reached af D1

Assistant Special Agent in Charge
Washington Field Office

HRC-7975
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U.S. Department of Justice

Federal Bureau of Investigation
Washington, D.C. 20535-0001

February 16, 2016 b7E

Re: Preservation of Records

D b7E
car

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request to
extend the preservation of all stored communications, records and other evidence in your possession
regarding the attached e-mail accounts, pending further legal process.

You are hereby requested to extend the preservation of the records described in the attached
communication, which was sent to your company on 24 November 2015, currently in your
possession, including records stored on backup media, in a form that includes the complete record,
and records that may come into your possession from the date of acknowledgment of this request for
a period of 90 days, or until receipt of a legal court order, whichever occurs first. This request
applies only retrospectlvely It does not in any way obligate you to capture and preserve new
information that arises after the date of this request.

If you have any questions regarding this request. please direct all inguiries tq Special Agen:| bé

who can be reached af or b7C

Assistant Spe01alAgent in Charge
Washington Field Office

HRC-7983
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U.S. Department of Justice

Federal Bureau of Investigation
Washington, D.C. 20535-0001

February 16, 2016 b7E

Re: Preservation of Records

Dear Custodian of Rccords:

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request to
extend the preservation of all stored communications, records and other evidence in your possession
regarding the attached e-mail accounts, pending further legal process. :

You are hereby requested to extend the preservation of the records described in the attached
communication, which was sent to your company on 24 November 2015, currently in your
possession, 1nc1ud1ng records stored on backup media, in a form that includes the complete record,
and records that may come into your possession from the date of acknowledgment of this request for
a period of 90 days, or until receipt of a legal court order, whichever occurs first. This request
applies only retrospectively. It does not in any way obligate you to capture and preserve new
information that arises after the date of this request.

If you have any questions recardine this request. nlease direct all inauiries tq Special Agent be

who can be reached af] of b7C

Peter P. Strz )
- Assistant Special Agent in Charge
Washington Field Office

HRC-79G0
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From: |

Sent: JALednfsdaLEab.manu.i 2016 5:30 PM b6
To: ‘ B7C

Cc: __I(OGC) (FBI) , b7E

Subject: RE Preservation Request

I:lThank you, I'll pass this on. Best

From:| b6
Sent: Wednesday, February 17, 2016 4:07 PM : b7C
To : b7E
Cc (OGC) (FBI)

Subject: FW:| |Preservation Request

Per the email discussion below we are submitting a preservation extension request for 19 accounts as detailed in the
attached pdf file.

| am currently having some difficulty] fto submit the requestl | Once |

am able to| ]t will submit the reque51 but in the meantime | wanted to send you the .

request. b7C
. b7E

Please let me 0 know if you have any questions or concerns regarding this request.

v/r ’

sA| I

FBI — Washington Field Office

From{ [OGC) (FBI)

Sernmmummmmmﬂlm
To WF) (FBI)

Subject: FW:| |Preservation Request

Sorry for the delay. Here's the correspondence from the last request.

From[ ](0GC) (FBI)

Sent: mber 01, 2015 9:01 AM
To F) (FBI)

Subject: FW| Preservation Request

Thanks Let me know if there are any names missing from the list below. .

1
HRC-8013
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Fron|_ | b6
Sent: Monday, November 30, 2015 8:44 PM b7cC
Toj] (OGC) (FBI) - b7E
Subject: RE:l |Preservation Request
Hope all's welllzlrecently received the attached preservation extension request for the original 422
accounts. Per your email of 10/9 below, we understood the FBI had limited its request to 16 accounts identified in the
original 8/18 request, and 3 identified in a separate 7/27 request, for a total of 19. I'm told the FBI hasn’t sentin a
separate extension for the 7/27 request.
Forthe sake of clarity would it be possible for the FBI to send us a preservation request on letterhead that just identifies
the 19 accounts below? That way we can aiso ensure all 19 are on the same preservation schedule. Please let me know
if you have any questions or would like to discuss. Best
bé
k b7C
b7E
{
From{
Sent: Monday, October 19, 2015 1:36 PM '
Toj QGC) (FBI)
Subject: RE: Preservation Request .
bé
| noticed that 3 of the accounts identified below were not listed in the August 18th preservation request, but b7cC

were listed in the attached request from July 27th. Those 3 accounts are:

HRC-8014



| If you need to extend either preservation request, | bé
would suggest the FBI send in one extension request for the July 27th request, and a separate extension request for the b7C
narrowed August 18th request. That will hopefully eliminate confusion as to what's being preserved and for how long. b7E
Feel free to call with any questions. Best,

From;| | |
Ser.m_E:i_dax.Q_cmtrer 09, 2015 9:56 AM
To: (OGC) (FBI)

Subject: RE1 |Preservation Request

b6
Thanks very much. F'll pass this on ta Best, ]]Z:’,g
Fromj _
Sent: Fri 2015 7:58 AM
Toy
Subject| |Preservation Request
In response to your September 14, 2015 letter and per our follow up discus'sions,v the FBI has narrowed the scope of its
August 18, 2015 preservation request to the following accounts:
b6
b7C
b7E

HRC-8015



At this time, in accordance with 18 U.S.C. 2703(f), we request’that you continue to preserve the accounts listed above in
accordance with terms of the original request dated August 18; 2015 (attached). We are no longer seeking preservation
of the other accounts in that request. Finally, we note that the Court’s order, pursuant to 18 U.S.C. 2705(b), issued on
August 28, 2015 remains in place, and we request that you not notify the account holders on this list.

Please let me know if you have any questions.

Sincerely,

' b6
I | ' b7C

Assistant General Counsel
National Security Law Branch
Office of the General Counsel
_Federal Bureau of Investigation

Confidentiality Statement:

This message is transmitted to you by the Office of the General Counsel of the Federal Bureau of Investigation. The message, along

with any attachments, may be confidential and legally privileged. If you are not the intended recipient of this message, please

destroy it promptly without further retention or dissemination (unless otherwise required by law). Please notify the sender of the

error by a separate e-mail or by caI|ing|:| , b6 .
b7C

NOTICE: This communication may contain privileged or other confidential information. If you have received it in error, please advise the sender by reply email and
immediately delete the message and any attachments without copying or disclosing the contents. Thank you.

NOTICE: This communlcatlon may contain privileged or other confidential information. if you have received it in error, please advise the sender by reply email and
immediately delete the message and any attachments without copying or disclosing the contents. Thank you. .

HRC-8016
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U.S. Department of Justice

Federal Bureau of Investigation
Washington, D.C. 20535-0001

February 16, 2016

b7E

Re:  Preservation of Records

Dear Custodian of Records:

* Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request to
extend the preservation of all stored communications, records and other evidence in your possession
regarding the attached e-mail accounts, pending further legal process.

You are hereby requested to extend the preservation of the records described in the attached
communication, which was sent to your company on 24 November 2015, currently in your
possession, including records stored on backup media, in a form that includes the complete record,
and records that may come into your possession from the date of acknowledgment of this request for
a period of 90 days, or until receipt of a legal court order, whichever occurs first. This request
applies only retrospectively. It does not in any way obligate you to capture and preserve new
information that arises after the date of this request.

2015 by the United States District Court for the Eastern District of Virginia commanding ot b7E
to notify any person, including the subscribers or customers of the accounts listed in the attache
preservation letter, of the existence of said preservation letter for a period of two years.

Pursuant to Title 18, United States Code Section 2705(b), an Order was issued on 28 Auiust

If you have any questions regarding this request, please direct all inquiries to Special Agent

b6
b7C

who can be reached at of]

- - .- = .- .= === -~ Washington Field Office

HRC-8018
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From: | | bé

Sent: Monday, February 22, 2016 3:55 PM ‘ i;g
To: | |

Subject: |

This is an automated response to advise you that has b7E
successfully received your legal request submission.

[::::::]receives a very high volume of legal process every day. The team processes legal b7E
requests in the order that we receive them. You may monitor the status of your request by

If your request relates to exigent circumstances or if you have further questions, please

emaill iand include the[:::::f]reference number listed in the - b7E
subject line. Please include a description of the exigency or your question(s) so that we may
assess your request accordingly.

Regards, '
| b7E

HRC-8027
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U.S. Department of Justice

Federal Bureau of Investigation
Washington, D.C. 20535-0001

February 22, 2016

b7E
Re:  Request for Preservation of Records
Dear Custodian of Records:
Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request for the
preservation of all stored communications, records and other evidence in your possession regarding
the following e-mail accounts, pending further legal process. :
b7E

- You are hereby requested to preserve the records described below currently in your
possession, including records stored on backup media, in a form that includes the complete record,
and records that may come into your possession from the date of acknowledgment of this request for
a period of 90 days, or until receipt of a legal court order, whichever occurs first. This request
applies only retrospectively. It does not in any way obligate you to capture and preserve new
information that arises after the date of this request.

You are also requested not to disclose the existence of this request to the subscriber or any
other person, other than as necessary to comply with this request, as the FBI's investigation may be
jeopardized by this type of disclosure. You are also requested not to close the account of the
subscriber, unless requested to do so by the subscriber. If compliance with this request may result
in a permanent or temporary termination of service to the accounts described below, or otherwise
alert the subscriber or user of these accounts as to your actions to preserve the referenced files
and records, please contact Special Agent at| as soon as §Sc
possible and before taking any such actions.

This preservation request applies to the following records and evidence:

HRC-8028



A. The contents of any communication or for the accounts any associated accounts,
and any information associated with those communications or files, such as the
source and destination email address or IP address.

B. All records and other evidence relating to the subscriber(s), customer(s), account
holder(s), or other entity(ies) associated with the requested account including, without
limitation, subscriber names, user names, screen names or other identities, mailing
addresses, residential addresses, business addresses, e-mail addresses and other .
contact information, telephone numbers or other subscriber number or identity, billing
records, information about the length of service and the types of services the
subscriber or customer utilized, and any other identifying information, whether such
records or other evidence are in electronic or other form; and

C. All connection logs and records of user activity for the requested account, including:
1. Connection date and time;
2. Disconnect date and time;
3. Method of connection (e.g., telnet, ftp, http);
4. Data transfer volume;
5. User name associated with the connection and other connection information, including

the Internet Protocol address of the source of the connection;

Telephone caller identification records; and ,

Connection information for other computers to which the user of the above-referenced

accounts connected, by any means, during the connection period, including the

destination IP address, connection time and date, disconnect time and date, method of

connection to the destination computer, the identities (account and screen names) and

subscriber information, if known, for any person or entity to which such connection

information relates, and all other information related to the connection from ISP or its

subsidiaries.

8. Means and source of payment for such service (1nclud1ng any credlt card or bank account
number) and billing records.

~ o

D. Any other records and other evidence relating to the requested account. Such records and other
evidence include, without limitation, correspondence and other records of contact by any person
or entity about the above-referenced account, the content and connection logs associated with or
relating to postings, communications and any other activities to or through the requested account,
whether such records or other evidence are in electronic or other form.

If you have any questions regarding this request, please direet all inquiries ¢o Special Agent
|who can be reached af lon | . igc

Washington Fne]ldl Ofﬁce

HRC-8029
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U.S. Department of Justice

Federal Bureau of Investigation
Washington, D.C. 20535-0001

February 23, 2016 b7E

Re: Request for Preservation of Records

Dear Custodian of Records:

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request for the
preservation of all stored communications, records and other evidence in your possession regarding
the following e-mail accounts, pending further legal process.
b7E

You are hereby requested to preserve the records described below currently in your
possession, including records stored on backup media, in a form that includes the complete record,
and records that may come into your possession from the date of acknowledgment of this request for
a period of 90 days, or until receipt of a legal court order, whichever occurs first. This request
applies only retrospectively. It does not in any way obligate you to capture and preserve new
information that arises after the date of this request.

You are also requested not to disclose the existence of this request to the subscriber or any
other person, other than as necessary to comply with this request, as the FBI's investigation may be
Jeopardized by this type of disclosure. You are also requested not to close the account of the
subscriber, unless requested to do so by the subscriber. If compliance with this request may result
in a permanent or temporary termination of service to the accounts described below, or otherwise
alert the subscriber or user of these accounts as to your actions to preserve the referenced files b6
and records, please contact Special Agent at as soon as b7C
Ppossible and before taking any such actions.

This preservation request applies to the following records and evidence:
A. The contents of any communication or for the accounts any associated accounts,

and any information associated with those communications or files, such as the
source and destination email address or IP address.

. HRC-8032



B. All records and other evidence relating to the subscriber(s), customer(s), account
holder(s), or other entity(ies) associated with the requested account including, without
limitation, subscriber names, user names, screen names or other identities, mailing
addresses, residential addresses, business addresses, e-mail addresses and other
contact information, telephone numbers or other subscriber number or identity, b1111ng
records, information about the length of service and the types of services the
subscriber or customer utilized, and any other identifying information, whether such
records or other evidence are in electronic or other form; and

C. All connection logs and records of user activity for the requested account, including:
1. Connection date and time;
2. Disconnect date and time;
3. Method of connection (e.g., telnet, fip, http);
4, Data transfer volume;
5. User name associated with the connection and other connection information, including

the Internet Protocol address of the source of the connection;

Telephone caller identification records; and

Connection information for other computers to which the user of the above- referenced

accounts connected, by any means, during the connection period, including the

destination IP address, connection time and date, disconnect time and date, method of

connection to the destination computer, the identities (account and screen names) and

subscriber information, if known, for any person or entity to which such connection

information relates, and all other information related to the connection from ISP or its

subsidiaries. -

8. Means and source of payment for such service (including any credit card or bank account
number) and billing records.

~ o

D. Any other records and other evidence relating to the requested account. Such records and other
evidence include, without limitation, correspondence and other records of contact by any person
or entity about the above-referenced account, the content and connection logs associated with or
relating to postings, communications and any other activities to or through the requested account,
whether such records or other evidence are in electronic or other form.

If you have any questions regardlmg this request, please direct all i iri ial Agent

bé
b7C

[whe can be reached af] lor]

Assistant Special Agem in Charge
Washington Field Office

HRC-8033
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U.S. Department of Justice

Federal Bureau of Investigation
Washington, D.C. 20535-0001

February 23, 2016

b7E

Re:  Request for Preservation of Records

Dear Custodian of Records:

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request for the
preservation of all stored communications, records and other evidence in your possession regarding
the following e-mail accounts, pending further legal process.

b6
b7C
b7E

You are hereby requested to preserve the records described below currently in your
possession, including records stored on backup media, in a form that includes the complete record,
and records that may come into your possession from the date of acknowledgment of this request for
a period of 90 days, or until receipt of a legal court order, whichever occurs first. This request
applies only retrospectively. It does not in any way obligate you to capture and preserve new
information that arises after the date of this request.

You are also requested not to disclose the existence of this request to the subscriber or any
other person, other than as necessary to comply with this request, as the FBI's investigation may be
jeopardized by this type of disclosure. You are also requested not to close the account of the
subscriber, unless requested to do so by the subscriber. If compliance with this request may result
in a permanent or temporary termination of service to the accounts described below, or otherwise
alert the subscriber or user of these accounts as to your actions to preserve the referenced files
and records, please contact Special Agent, at as soon as
possible and before taking any such actions.

b6
b7C

This preservation request applies to the following records and evidence:
A. The contents of any communication or for the accounts any associated accounts,

and any information associated with those communications or files, such as the
source and destination email address or IP address.

HRC-8039
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B. All records and other evidence relating to the subscriber(s), customer(s), account

~ holder(s), or other entity(ies) associated with the requested account including, without
limitation, subscriber names, user names, screen names or other identities, mailing
addresses, residential addresses, business addresses, e-mail addresses and other
contact information, telephone numbers or other subscriber number or identity, billing
records, information about the length of service and the types of services the
subscriber or customer utilized, and any other identifying information, whether such
records or other evidence are in electronic or other form; and '

C. All connection logs and records of user activity for the requested account, including:
1. Connection date and time;
2. Disconnect date and time;
3. Method of connection (e.g., telnet, fip, http);
4, Data transfer volume;
5. User name associated with the connection and other connection information, including

the Internet Protocol address of the source of the connection;

Telephone caller identification records; and

Connection information for other computers to which the user of the above-referenced

accounts connected, by any means, during the connection period, including the

destination IP address, connection time and date, disconnect time and date, method of

connection to the destination computer, the identities (account and screen names) and

subscriber information, if known, for any person or entity to which such connection

information relates, and all other information related to the connection from ISP or its

subsidiaries. ,

8. Means and source of payment for such service (including any credit card or bank account
number) and billing records.

~ o

D. Any other records and other evidence relating to the requested account. Such records and other
evidence include, without limitation, correspondence and other records of contact by any person
or entity about the above-referenced account, the content and connection logs associated with or
relating to postings, communications and any other activities to or through the requested account,
whether such records or other evidence are in electronic or other form. '

If you have any questions regarding this request, please

b6

|wh0 can be reached a

b7C

Agent in Charge

WashingtonField Office

HRC-8040
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U.S. Department of Justice

Federal Bureau of investigation
Washington, D.C. 20535-0001

March 2, 2016
b7E
Re:  Request for Preservation of Records
Dear Custodian of Records:
Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request for
the preservation of all stored communications, records and other evidence in your possession
regarding the following [account, pending further legal process.
1. ' b7E

You are hereby requested to preserve the records described below currently in your
possession, including records stored on backup media, in a form that includes the complete
record, and records that may come into your possession from the date of acknowledgment of this
request for a period-of 90 days, or until receipt of a legal court order, whichever occurs first.
This request applies only retrospectively. It does not in any way obligate you to capture and
preserve new information that arises after the date of this request.

You are also requested not to disclose the existence of this request to the subscriber or
any other person, other than as necessary to comply with this request, as the FBI's investigation
may be jeopardized by this type of disclosure. You are also requested not to close the account of
the subscriber, unless requested to do so by the subscriber. If compliance with this request may
‘result in a permanent or temporary termination of service to the accounts described below, or
otherwise alert the subscriber or user of these accounts as_to vour actions to preserve the '
re%‘erenced files and records, please contact Special Agent at: zgc
as soon as possible and before taking any such actions. |

This preservation request applies to the following records and evidence:
A. The contents of any communication or for the accounts any associated accounts, -

and any information associated with those communications or files, such as the source and
destination email address or IP address.

HRC-8046



B. All records and other evidence relating to the subscriber(s), customer(s), account
holder(s), or other entity(ies) associated with the requested account including, without limitation,
subscriber names, user names, screen names or other identities, mailing addresses, residential
addresses, business addresses, e-mail addresses and other contact information, telephone
numbers or other subscriber number or identity, billing records, information about the length of
service and the types of services the subscriber or customer utilized, and any other identifying
information, whether such records or other evidence are in electronic or other form; and

C. All connection logs and records of user activity for the requested account,
including:
1. Connection date and time;
2. Disconnect date and time;
3. Method of connection (e.g., telnet ftp, http);
4, Data transfer volume;
5. User name associated with the connectlon and other connection

information, including the Internet Protocol address of the source of the
connection;
Telephone caller identification records; and
Connection information for other computers to which the user of the
above-referenced accounts connected, by any means, during the
connection period, including the destination IP address, connection time
and date, disconnect time and date, method of connection to the
destination computer, the identities (account and screen names) and
subscriber information, if known, for any person or entity to which such
connection information relates, and all other information related to the
connection from ISP or its subsidiaries.

8. Means and source of payment for such service (including any credit card
' or bank account number) and billing records.

N o

D. Any other records and other evidence relating to the requested account. Such
records and other evidence include, without limitation, correspondence and other records of
contact by any person or entity about the above-referenced account, the content and connection
logs associated with or relating to postings, communications and any other activities to or
through the requested account, whether such records or other evidence are in electronic or other
form.

If you have any questions regarding this request, please direct all inquiries to
Special Agelm| tho can be reached a |or ‘ bé

b7C

A\.ssnstant S]pcna]l Agem in Charge
Washington Field Office
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U.S. Department of Justice

Federal Bureau of Investigation
Washington, D.C. 20535-0001

Re: Request for Preservation of Records

Dear Custodian of Records:

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request for

March 3, 2016

the preservation of all stored communications, records and other evidence in your possession

regarding the following email account, pending further legal process.

1

You are hereby requested to preserve the records described below currently in your
possession, including records stored on backup media, in a form that includes the complete
record, and records that may come into your possession from the date of acknowledgment of this
request for a period of 90 days, or until receipt of a legal court order, whichever occurs first.
This request applies only tretrospectively. It does not in any way obligate you to capture and

preserve new information that arises after the date of this request.

You are also requested not to disclose the existence of this request to the subscriber or
any other person, other than as necessary to comply with this request, as the FBI's investigation

may be jeopardized by this type of disclosure. You are also requested not to close the account of

the subscriber, unless requested to do so by the subscriber. If compliance with this request may
result in a permanent or temporary termination of service to the accounts described below, or
otherwise alert the subscriber or user of these accounts as to your actions to preserve the

referenced files and records, please contact Special Agenf

a

as soon as possible and before taking any such actions.

This preservation request applies to the following records and evidence:

A. The contents of any communication or for the accounts any associated accounts,
and any information associated with those communications or files, such as the source and

destmatxon email address or IP address

HRC-8048
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B. All records and other evidence relating to the subscriber(s), customer(s), account
holder(s), or other entity(ies) associated with the requested account including, without limitation,
subscriber names, user names, screen names or other identities, mailing addresses, residential
addresses, business addresses, e-mail addresses and other contact information, telephone
numbers or other subscriber number or identity, billing records, information about the length of
service and the types of services the subscriber or customer utilized, and any other identifying
information, whether such records or other evidence are in electronic or other form; and

C. All connection logs and records of user activity for the requested account,
including:

1. Connection date and time;

2. Disconnect date and time;

3. Method of connection (e.g., telnet, ftp, http);,

4, Data transfer volume;

5. User name associated with the connection and other connection
1nformat10n including the Internet Protocol address of the source of the
connection;

6. Telephone caller identification records; and :

7. Connection information for other computers to which the user of the

above-referenced accounts connected, by any means, during the
connection period, including the destination IP address, connection time
and date, disconnect time and date, method of connection to the
destination computer, the identities (account and screen names) and
subscriber information, if known, for any person or entity to which such
connection information relates, and all other 1nformat1on related to the
connection from ISP or its subsidiaries.

8. Means and source of payment for such service (including any credit card
or bank account number) and billing records.

D. Any other records and other evidence relating to the requested account. Such
records and other evidence include, without limitation, correspondence and other records of
contact by any person or entity about the above-referenced account, the content and connection
logs associated with or relating to postings, communications and any other activities to or
through the requested account, whether such records or other evidence are in electronic or other
form. '

If you have any questions regarding this request, please direct all inquiries to -

Special Agenﬂ tho can be reached atl oT ' bé

b7C

, Washingmn Field Office

HRC-8049
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U.S. Department of Justice

Federal Bureau of investigation
Washington, D.C. 20535-0001

June 3, 2016 LTE
Re:  Preservation of Records
Dear Custodian of Records:
' Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request to
extend the preservation of all stored communications, records and other evidence in your possession
regarding the attached e-mail accounts, pending further legal process. :
b6
b7C
b7E
You are hereby requested to extend the pr. ion. is record which was sent to your
company on 22 February 2016 currently in your possession,

including records stored on backup media, in a form that includes the complete record, and records
that may come into your possession from the date of acknowledgment of this request for a period of
90 days, or until receipt of a legal court order, whichever occurs first. This request applies only
retrospectively. It does not in any way obligate you to capture and preserve new information that
arises after the date of this request.

You are also requested not to disclose the existence of this request to the subscriber or any’
other person, other than as necessary to comply with this request, as the FBI's investigation may be
jeopardized by this type of disclosure. You are also requested not to close the account of the
subscriber, unless requested to do so by the subscriber. If compliance with this request may result
in a permanent or temporary termination of service to the accounts described below, or otherwise
alert the subscriber or user of these acco jons to preserve the referenced files b6
and records, please contact Special Agenq Iat| |as soon as b7C

possible and before taking any such actions.

This preservation request applies to the following records and evidence:

A. The contents of any communication or for the accounts any associated accounts,
and any information associated with those communications or files, such as the

HRC-8114



source and destination email address or IP address.

B. All records and other evidence relating to the subscriber(s), customer(s), account
holder(s), or other entity(ies) associated with the requested account including, without
limitation, subscriber names, user names, screen names or other identities, mailing
addresses, residential addresses, business addresses, e-mail addresses and other
contact information, telephone numbers or other subscriber number or identity, billing
records, information about the length of service and the types of services the
subscriber or customer utilized, and any other identifying information, whether such
records or other evidence are in electronic or other form; and

C. All connection logs and records of user activity for the requested account, including:
1. Connection date and time;
2. Disconnect date and time;
3. Method of connection (e.g., telnet, ftp, http);
4, Data transfer volume; ' :
5. User name associated with the connection and other connection information, including

the Internet Protocol address of the source of the connection;

Telephone caller identification records; and

Connection information for other computers to which the user of the above-referenced

accounts connected, by any means, during the connection period, including the

destination IP address, connection time and date, disconnect time and date, method of

connection to the destination computer, the identities (account and screen names) and

subscriber information, if known, for any person or entity to which such connection

information relates, and all other information related to the connection from ISP or its

subsidiaries.

8. Means and source of payment for such service (including any credit card or bank account
number) and billing records.

~ o

D. Any other records and other evidence relating to the requested account. Such records and other
evidence include, without limitation, correspondence and other records of contact by any person
or entity about the above-referenced account, the content and connection logs associated with or
relating to postings, communications and any other activities to or through the requested account,
whether such records or other evidence are in electronic or other form.

If you have any questions regarding this request, please direct all inquiries to Special Agent bé

who can be reached af or| b7c

Section Chief
Counterintelligence Division
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