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_________________ %
: SEALED
UNITED STATES OF AMERICA COMPLAINT
V.~ Violation of
: 18 U.8.C., § .371
ANNA CHAPMAN, and
MIKHAIL SEMENKO, .
COUNTY OF OFFENSE:
Defendants. : NEW YORK
————————————————— x

SOUTHERN DISTRICT OF NEW YORK, ss.:

AMIT KACHHIA-PATEL, being duly sworn, deposes and says
that he is a Special Agent with the Federal Bureau of
Investigation (“FBI”) and charges as follows:

COUNT ONE

Conspiracy to Act as Unregistered Agents of a Foreign Government

1. - From in or about the 1990s, up to and including
the present, in the Southern District of New York and elsewhere,
ANNA CHAPMAN and MIKHAIL SEMENKO, the defendants, and others
known and unknown, unlawfully, willfully and knowingly, did )
combine, conspire, confederate, and agree together and with each
other to commit an offense against the United States, to wit, to
violate Section 951 of Title 18, United States Code.

2. It was a part and an object of the conspiracy that
ANNA CHAPMAN and MIKHAIL SEMENKO, the defendants, and others
known and unknown, unlawfully, willfully and knowingly, would and
did act in the United States as agents of a forelgn government,
specifically the Russian Federation, without prior notification




to the Attorney General, as required by law, in violation of
Title 18, United States Code, Section 951.

Overt Acts
3. In furtherance of the conspiracy and to effect the
illegal object thereof, the following overt acts, among others,

were committed in the Southern District of New .York and
elsewhere: : .

a. On or about June 26, 2010, ANNA CHAPMAN, the -

defendant, met with an individual purporting to be a Russian

Government official in Manhattan, New York, at which she
(CHAPMAN) received a fraudulent passport.

b. On 'or about June 26, 2010, MIKHATIL SEMENKO,
the defendant, met with an individual purporting toc be a Russian

‘Government official in Washington, D.C.

(Title 18, United States Code, Section 371.)

The bases for my knowledge and the foregoing charges
are, in part, ds follows:

4. I have been a Special Agent with the FBI for
approximately five years. Currently, I am assigned to the
Counterintelligence Division within the New York Field Office of

- the FBI. The focus of my counterintelligence efforts has been on

the foreign intelligence activities of the Russian Federation. I
have learned the facts contained in this Complaint from, among
other sources, my personal participation in this investigation,
my discussions with other law-enforcement agents, searches that I
have conducted, surveillance that I have conducted, and my review
of documents, video and audio recordings, and other evidentiary
materials. Because this Complaint is being submitted for the
limited purpose of establishing probable cause, it does not
include every fact that I have learned during the course of this
investigation. Further, any statements related herein are
related in substance and in part only.

I. THE “ILLEGALS” PROGRAM

5. The FBI has conducted a multi-year investigation
of a network of United States-based agents of the foreign




intelligence organ of the Russian Federation (the “SVR”).! The
targets of the FBI’'s investigation include covert SVR agents who
assume false identities, and who are living in the United States
on long-term, “deep-cover” assignments. These Russian secret
agents work to hide all connections between themselves and
Russia, even as they act at the direction and under the control
of the SVR; these secret agents are typically called “illegals.”
As set forth in more detail in the attached Complaint, see
Attachment A, which is incorporated by reference herein, illegals
receive extensive training by the SVR before being assigned to a
forelgn country under a false identity to operate on behalf of

Russia. Sege Complaint 99 8-9 (describing illegals’ training, and

use of false identities).

6. The SVR also operates a subset of illegals — who
perform the same work as illlegals, but operate in foreign
countries under their true names. This subset of illegals is
generally trained in roughly the same trade-craft as the other
illegals (including agent-to-agent communications, invisible
writing, and the use of a cover profession), but their training
is typically shorter. In addition, these illegals are not
generally paired with another illegal.

7. The FBI's investigation has revealed that a
network of illegals (the “Illegals”) is now llVlng and operating
in the United States in the service of one primary, long-term
goal: to become sufficiently “Americanized” such that they can
gather information about the United States for Russia, and can
successfully recruit sources who are in, or are able to.

+ infiltrate, United States policy-making circles.

8. The 8SVR spelled out the purpcse of the Illegals’
presence in America in a 2009 message to two co-conspirators who
are named as defendants in the attached Complaint. That message,

. which was sent by Moscow Center, has been decrypted by the FBI

and reads, in part, as follows:

You were sent to USA for long-term service trip. Your
education, bank accounts, car, house etc. — all these
serve one goal: fulfill your main mission, i.e. to
search and develop ties in policymaking circles in US
and send intels [intelligence reports] to Clenter].

: The SVR headquarters in Moscow is known as “Moscow

Center” or “Center.”




' Center has arranged for the defendants clandestinely to

9. Based on the facts set forth below, I believe
that ANNA CHAPMAN and MIKHAIL SEMENKO, the defendants, are part
of the subset of Illegals who, as described above in Paragraph
7, operate under their true names.

10. I am aware that federal law requires individuals
who are acting as agents for foreign governments to notify the
Attorney General of the United States. The Department of
Justice (“DOJ”) maintains files of all individuals who have
registered as agents of foreign governments. A recently-
conducted review of DOJ files indicates that ANNA CHAPMAN and
MIKHAIL SEMENKO, the defendants, have never notified the DOJ
that he or she is an agent of the Russian Federation.

iI. MEANS AND METHODS OF THE CONSPIRACY:
COVERT COMMUNICATIONS BY PRIVATE WIRELESS NETWORKS

11. To further the aims of the conspiracy, Moscow
communicate with the Russian Federation. 1In particular, the ’
conspirators have used a number of methods of secret
communications. See Complaint III.A. As set forth below, these
include covert communications by means of private wireless
networks.

12. In general terms, covert communication via a
private wireless network is a form of electronic communication
through paired laptop computers. Such covert communication i
utilizes temporary wireless networks that spring up between two |
computers and can be used to transmit data between them. The g
way this system typically works is as follows: a laptop
computer (“LAPTOP A”) is pre-configured to create its own
private wireless local area network. This wireless network is
programmed to only communicate with another specific laptop
(“LAPTOP B”), based on LAPTOP B’s Media Access Control (“MAC")
address.? Once LAPTOP A transmits the signal to establish its
own private wireless network, it will be “joined” by LAPTOP B
when LAPTOP B comes within a certain physical distance of LAPTOP
A. Once the two laptop computers are both on the private
wireless network, they can communicate with each other by

2 A MAC address is a unique identifying number assigned

by a manufacturer to electronic communicatibns devices, such as
laptop computers and Wi-Fi network cards. All computers that
access the internet through a wireless network do so by publicly
broadcasting theéir MAC addresses via radio transmission in order
to locate a device connected to the internet.
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exchanging data. The data can be encrypted so that it can only
be read with the aid of specialized decryption software, similar
to that used to decrypt messages hidden through steganography,
as described in the Complaint attached hereto.

1. ANNA CHAPMAN'S USE OF PRIVATE WIRELESS NETWORKS

13. Since in or about January 2010, law-enforcement
agents, acting pursuant to judicial orders, conducted
surveillance of ANNA CHAPMAN, the defendant, at various
locations in New York City. On approximately ten Wednesdays
between January 2010 and June 2010, law-enforcement agents
observed CHAPMAN in the physical vicinity of an individual
{("Russian Government Official #1") who has, on multiple
occasions, been observed entering the Russian Mission to the
United Nations in Manhattan. Based on my training, experience,
and participation in this investigation, I believe that on each
of these ten occasions, CHAPMAN and Russian Government Official
#1 covertly exchanged electronic communications via a private
wireless netwoxk, as described above.

14. Set forth below are certain examples of
Wednesdays on which ANNA CHAPMAN, the defendant, and Russian
Government Official #1, were in the vicinity of each other, in
order to exchange electronic messages covertly.

a. On_January 20, 2010, law-enforcement agents,
acting pursuant to judicial orders,
performed video surveillance on a coffee
shop located near the intersection of 47t
Street and 8*" Avenue in Manhattan, New York
(the “Coffee Shop”). CHAPMAN was seated
near the window of the Coffee Shop and had
with her a bag (the “Tote Bag”). After
approximately ten minutes, I observed a
minivan pass by the window of the Coffee
Shop. Based on my conversations with
another law-enforcement agent, I know that
Russian Government Official #1 has been
observed driving the minivan, recognized by
its license plate, on a number of occasions
subsequent to January 20, 2010. As part of
the surveillance operation, law-enforcement
agents utilized a commercially available
tool that can detect the presence of
wireless networks. The agents detected the
presence of a particular network (the “aD
HOC NETWORK”) with two associated MAC 3
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addresses (“MAC ADDRESS A” and “MAC ADDRESS
B”). Based on my training, experience, and
participation in this investigation, I
believe that on Janvary 20, CHAPMAN {from
the Coffee Shop) and Russian Government
Official #1 (from the minivan) used their
laptop computers (which bore “MAC ADDRESS A"
and. “MAC ADDRESS B”) to create the AD HOC
NETWORK and to use it to communicate with
one another. .

b. On March 17, 2010, law-enforcement agents,
acting pursuant to judicial orders,
performed video surveillance on a book store
located in the vicinity of Greenwich and
Warren Streets in Manhattan (the “Book
Store”)., CHAPMAN was inside the Book Store.
At the same time, Russian Government
Official #1 was across the street from the
Book Store, carrying a briefcase. I
observed CHAPMAN pull a laptop out of the
Tote Bag. CHAPMAN stayed in the Book Store
for approximately thirty minutes; Russian
Government Official #1 was in the vieinity
of the Book Store (but outside) for
approximately twenty of those thirty
minutes. As part of the surveillance
operation, law-enforcement agents utilized a
commercially available tool that can detect
the presence of wireless networks. Law-
enforcement agents were able to detect a
particular MAC address - MAC ADDRESS A - at
the time that CHAPMAN was observed powering
on her laptop computer; law-enforcement
agents were also able to determine that the
electronic device associated with MAC
ADDRESS A created the AD HOC NETWORK.
Approximately three minutes after the
creation of the AD HoC NETWORK, another
electronic device with MAC ADDRESS B was
detected joining the AD HOC NETWORK.

c. On _April 7, 2010, law-enforcement agents,
acting pursuant to judicial orders,
performed surveillance on Russian Government
Official #1 starting from the point that he
left his office in mid-town Manhattan.
According to a law-enforcement agent who was
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performing surveillance on Russian
Government Official #1, it appeared that
Russian Government Official #1 noticed the
presence of the surveillance team and
returned to his office. BAs part of the
surveillance operation, law-enforcement
agents utilized a commercially available
tool that can detect the presence of
wireless networks. On this occasion; the
agents detected the presence of MAC ADDRESS
A, but not MAC ADDRESS B. Based on my
training, experience, and participation in
this investigation, I believe that on April
7, Russian Government Official #1 set out to
communicate covertly with CHAPMAN, who was
using a laptop computer that bore MAC
ADDRESS A — but that he (Russian Government
Official #1) aborted his efforts to
communicate with CHAPMAN because he detected
the FBI’s surveillance of him.

d. _On April 21, 2010, May 5, 2010, June 9,

2010, and June 16, 2010, law-enforcement
~agents, acting pursuant to judicial orders,

observed CHAPMAN in the vicinity of Russian
Government Official #1. On each of these
four occasions, law-enforcement agents
discerned the ‘presence of MAC ADDRESS A and
MAC ADDRESS B using the commercially-
available tool described above, and were
able to determine that after the electronic
devices associated with MAC ADDRESS A and
MAC ADDRESS B joined the AD HOC NETWORK, the
electronic devices transferred data between
each other.

B. MIKHATL SEMENKO’S USE OF PRIVATE WIRELESS
NETWORKS

15. On or about June 5,.2010, law-enforcement agents
performed surveillance on MIKHAIL SEMENKO, the defendant, at a
restaurant in Washington, D.C. (the “Restaurant”). According to
an FBI special agent who was present for the surveillance
(“Special Agent-1”), at approximately 11:00 a.m., SEMENKO
entered the Restaurant carrying a bag. Approximately ten
minutes later, a law-enforcement agent observed a car with a
diplomatic¢ license plate for Russia. enter the Restaurant parking
lot, drive around the parking lot, and then park (the “Car”).

7




The individual seen driving the Car has been identified as a
Russian government official (“Russian Government Official #2).°
The Car remained in the parking lot for approximately twenty

minutes and then drove away. Within a few minutes, SEMENKO left
the Restaurant.

16. According to Special Agent-1, on June 5, 2010,
during the surveillance of MIKHATIL SEMENKO, the defendant, law-
enforcement’ agents, pursuant to judicial order, utilized the
same commerxcially available tool that can detect the presence of
wireless networks as described above, that was used during the
surveillance operations on ANNA CHAPMAN, the defendant. The
device was able to detect the presence of two MAC addresses on
an ad hoc network during the time that SEMENKO and Russian
Government Official #2 were in the vicinity of each other inside
the Restaurant and its parking lot, respectively. Therefore,
based on my training, experience, and participation in this
investigation, and as further informed by SEMENKO’s statements
to an undercover agent described below, I believe that SEMENKO
was trying to utilize the private wireless network system to
communicate with Russian Government OQfficial #2.

III. ANNA CHAPMAN'S JUNE 26, 2010 MEETING WITH AN UNDERCOVER
AGENT POSING AS A RUSSIAN GOVERNMENT OFFICIAT

17. As set forth in greater detail below, on June
26, 2010, an FBI undercover agent (“UC-1"), purporting to be a
Russian consulate employee, arranged a meeting with ANNA
CHAPMAN, the defendant, in Manhattan, New York, after telling
her that it was urgent to meet with her in order to provide
something to her. During this meeting, among other things: (a)
CHAPMAN and UC-1 discussed her “Wednesday” covert laptop
communication sessions, see supra II.A; (b) CHAPMAN provided UC-
1 with her laptop computer, which apparently was having

3 Law-enforcement officers have observed the person who

appears to be Russian Government Official #2 entering and leaving
the Russian Misdion. In addition, law-enforcement officials have

‘obtained from the United States Department of State the visa

application of an individual identified as a “second secretary”
of the Russian Mission. The photograph of the applicant in that
visa application is a photograph of Russian Government Official
#2. :

Furthermore, Russian Government Official #2 was
observed, in 2004, engaging in a brush-pass with a co-conspirator
named as a defendant in the Complaint at a train station in
Forest Hills, New York. See Complaint 99 53-54.
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technical difficulties, so that it could either be fixed, or
sent back to Moscow; and (c) UC-1 provided CHAPMAN with a
passport bearing a fictitious name, which UC-1 instructed
CHAPMAN to provide to another illegal, who was based in New York
and who, unlike CHAPMAN, was operating in a false name,

18. On June 26, 2010, at approximately 11:00 a.m.,
UC-1 placed a consensually-recorded telephone call to ANNA
CHAPMAN, the defendant.® In that call, which was conducted in
Russian, UC-1 stated that he needed to meet with CHAPMAN that
day, in order to provide her with something.

- 19. Later that day, at approximately 12:30 p.m., ANNA
CHAPMAN, the defendant, placed a telephone call to UC-1, which
was lntercepted pursuant to a judicial order. In that call,
which also was conducted in Russian, CHAPMAN stated that it
would be difficult to meet that day, and asked whether it would
be possible to meet the next day instead. UC-1 stated that the
meeting was urgent, but agreed to meet with CHAPMAN the
following morning. At approximately 1:00 p.m., CHAPMAN again
placed a call to UC-1, which call was also intercepted pursuant
to a judicial order. In this third call, which was also .
conducted in Russian, CHAPMAN stated that she-would return to
New York from Connecticut for a meeting with UC-1 and would call
UC-1 at approximately 4:00 p.m. UC-1 directed CHAPMAN to meet
at a particular coffee shop in downtown Manhattan, New York.

20. At approximately 4:30 p.m., UC-1 met with ANNA
CHAPMAN, the defendant, at the previously agreed upon location
in Manhattan This meeting was recorded by a hidden recording
device worn by UC-1l. At the outset of this meeting, UC-1
identified himself as the person who had spoken with CHAPMAN on
the phone earlier in the day. At the beginning of the meeting,
UC-1 and CHAPMAN spoke to each other in Russian, but then UC-1
suggested that they speak in English so as to draw less
attention to themselves. Based on my review of the recording of
the meeting, 'I have learned the following:

a. UC-1 asked, “Tell me how is everything? How are
you doing?” CHAPMAN replied, “Everything is cool
apart from connection.” Based on my training,
experience, and participation in this
investigation, I believe that this is a reference ,

4 Certain of the recorded conversations referred to in

this Complaint were conducted in Russian. The quotations and

descriptions of these conversations are based on preliminary

translations of the conversations, and are subject to revision.
9




to the technical difficulties with the laptop-to-
laptop covert communications between CHAPMAN and
Russian Government Official #1.

CHAPMAN stated, “I just need to get some more
information about you before I can talk.” UC-1
replied, “I work in the same department as you,
but I work here in the consulate. Okay. My name
is Roman. My name is Roman, I work in the
consulate.”

UC-1 stated, “There is a situation that I need
your help with tomorrow, which is why' it’s not
like regqular email contact or website contact and
this could not wait until your Wednesdays, you -
know.” UC-1 then asked, “When was the last
Wednesday that you . , . . So this Wednesday, now
you will do it?” CHAPMAN replied “no,” but
stated that it would be “next Wednesday.”

UC-1 stated, “I know you are having some problems
with the connections. I am not the technical guy
. - - I don’t know how to fix it, but if you
tell me, I can pass it up. But, basically I know
you are going back to Moscow in two weeks. . . .
8o, ah when you go back they will sit down with
you and talk officially about your work, your
performance, ah~but, for now I just wanted to see
how you are doing, how everything is going and
then I have a task for you to do tomorrow.”

UC-1 then explained, “[Tlhis is not like, this is
not like the Wednesdays with the notebooks, this
is different it is, it is the next step. You are
ready for the next step. Okay?” CHAPMAN
replied, “0k.”

UC-1- stated, “This had to get done, okay, because
I will explain. There is a person here who is
just like you okay. But, unlike you, this person
is not here under her real name. . . So she was
in the country and to do that we have to give her
new documents. Understand? So, I have the
documents for you to give to her tomorrow
morning. Once you do that, once you give her the
document that’s it.” CHAPMAN replied, “Okay.”
UC-1 stated, “So, I have it. I can show you, but
this is what I mean by next step because this is
not laptop to.laptop, this is person to person.
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She is just like you OK.” CHAPMAN then asked,
“Is she in New York?” UC-1 then asked, “Are you
ready for this step?” "CHAPMAN replied, “Shit, of
course.”

UC-1 asked, “So, tell me the notebooks? Are you
still having a problem with the notebook? With
the connection?” CHAPMAN replied, “Yes. I
thought you were flying back so it is alright.”
UC-1 stated, “Do you want me . - well [sic] can
give it to consulate if you want them to look at
it or you can wait and take it home yourself to
Moscow.” CHAPMAN stated, “It would be more
convenient if I gave you it.” Later, in the
course of the meeting, CHAPMAN provided the
laptop computer to UC-1 (hereafter the “Laptop”) .
Based on my training, experience, and
participation in this investigation, I believe
that the Laptop is the computer, which was beset
by technical difficulties and which was used for
laptop~to-laptop covert communications between
CHAPMAN and Russian Government Official #1.

UC~1 described to CHAPMAN where she would need to
go the next day at 11:00 a.m. to meet with the
person described above in subparagraph (f). UC-1

. explained that the purpose of the meeting would

be for CHAPMAN to convey a passport bearing a
fictitious name (the “Fraudulent Passport”). UC-
1 provided the Fraudulent Passport to CHAPMAN
during the meeting. As he did so, UC-1 stated:
“[s)o this is the passport. This is the person,
this is not her real name but you can call her
this name if you wish. Okay, this is what she
looks like. So, she will come to you, give her
the passport and you are done.”

UC-1 then stated, “When you are done, I need you
to come back here to this location . . . so that
I know that everything is okay. . . . You can’'t
see from here, but when I walk out there is a
city map . . . . Go to the map after you are
done. Come up to the map and, I will give you
the thing, all you do is [place a postal] stamp,
all you do is put it on the side of the map like
you are looking at the map . . . . Just come to
the map and put it on the side and then I will
check it and I will know that everything is
okay.”

11




UC-1 then described how she (CHAPMAN) would
recognize the person (*I-1") to whom she
(CHAPMAN) was to give the Fraudulent Passport.
I-1, UC-1 explained, “will come to you so, so the
way that she will know you is, you just hold this
in your hand like this. Just hold it in your
hand and she will come to you.” At the time that
UC-1 said this to CHAPMAN, he (UC-1) provided her
(CHAPMAN) with a magazine to hold, so that I-1
would recognize her (CHAPMAN) at the meeting
where the Fraudulent Passport was to be handed
over.

UC-1 then stated that I-1 “will tell you .
‘excuse me, but haven’t we met in California last
summer?’ And you will say to her, ‘No, I think
it was the Hamptons.” CHAPMAN asked, “The
Hamptons?” UC-1 stated, “The Hamptons and that
is it. That is how you know and you just
exchange, just give her the document [that is,
the Fraudulent Passport] and then after this I
need you to come back, put the stamp and then
after this it is all normal schedule, okay, you
can go back to Wednesday.” UC-1 then asked
CHAPMAN to repeat all of his instructions to her,
which CHAPMAN substantially did, Specifically,
CHAPMAN confirmed, “Okay, tomorrow at 11, .I am
going to be sitting at one of the benches, she is
going to ask me if she saw me in California. I
am going to say no, it was in the Hamptons. I
will take the documents, tell her to sign. I
will hold the journal, this is how she will
recognize me and I got back and put the [postal]
stamp.”

CHAPMAN -asked, “You’re positive no one is
watching?” UC-1 replied, “You know how long it
took me to get here? Three hours. So here I am
comfortable. But when you go, you know, be
careful.” Based on my training, experience, and
participation in this investigation, I believe
that CHAPMAN understood “three hours” as a
reference to the time that UC-1 had spent
conducting circuitous “surveillance detection
routes,” to insure that he was not being
followed.

Toward ‘the end of the meeting, UC-1 stated,
“[Y]our colleagues back in Moscow, they know ‘you
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are doing a good job and they will tell you this
when they see you. So keep it up.”

21. At approximately 6:00 p.m., about an hour after
the meeting described above in Paragraph 21 concluded, law
enforcement agents conducting surveillance of ANNA CHAPMAN, the
defendant, observed the following: CHAPMAN entered a CVS
Pharmacy store located in Brooklyn, New York. Thereafter,
CHAPMAN entered a Verizon store in Brooklyn, New York. CHAPMAN
then left the Verizon store, entered a Rite Aid Pharmacy, and
then returned to the Verizon store. After CHAPMAN left the
Verizon store for the second time, law enforcement agents
observed that she threw a Verizon bag (the “Verizon Bag") into
the garbage. After CHAPMAN left the vicinity, law enforcement
agents retrieved the Verizon Bag that CHAPMAN had just
discarded. . Inside the bag, the agents found the following
items, among others:

a. The Verizon Bag contained a customer agreement
for the purchase of a Motorola cellphone. The
customer agreement was in the name of “Irine
Kutsov,” and indicated a customer address of “99
Fake Street.”

b. The Verizon Bag also contained the packaging for
a “Tracfone” calling card, and for a Verizon
calling card. Based on my training and
experience, and my involvement in this
investigation, I know that both of these calling
cards may be used to make international calls.

c. The Verizon Bag also contained an unopened
charging device for the Motorola cellphone
indicated on the customer agreement.

22. . Based on the foregoing observations by the
surveillance agents, as well as my training, experience, and
participation in this investigation, I believe that ANNA
CHAPMAN, the defendant, following her meeting with UC-1, entered
a series of stores to avoid being followed or surveilled. On
these same bases, I believe that her use of a false name and
address in the customer agreement form, as well as her throwing
of the cellphone charger, suggest that CHAPMAN was seeking to
use the Motorola cellphone only temporarily so as to avoid
detection of her conversations.

23: On June 27, 2010, ANNA CHAPMAN, the defendant,
did not appear at the designated time at the location agreed
vpon in the meeting with UC-1.
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Vi. MIKHAIL SEMENKO’S JUNE 26, 2010 MEETING WITH AN UNDERCOVER
AGENT POSING AS A REPRESENTATIVE OF THE RUSSIAN GOVERNMENT

24. On or about June 26, 2010, an FBI undercover
agent (“UC-2"), who was posing as an agent of the Russian
Government, placed a call to MIKHAIL SEMENKO, the defendant, at
a cellular telephone number used by SEMENKO. That call was '
recorded pursuant to judicial authorization. At the beginning
of the conversation, UC-2 asked SEMENKO, “could we have met in
Beijing in 20047“ SEMENKO responded, “Yes, we might have, but I
believe it was in Harbin.” UC-2 and SEMENKO then arranged to
meet at approximately 7:30 p.m. near the intersection of 10t
Street N.W., and H Street N.W. in Washington, D.C. (The
“Washington Street Corner”). During the conversation, which was
recorded by a hidden device, UC-2 asked SEMENKO whether SEMENKO
remembered “the sign,” and SEMENKO responded that he did. Based
on my training, experience, and participation in this
investigation, I believe that SEMENKO was affirming that he
remembered what object he was supposed to carry during any in-
person meeting with an SVR operative in order to allow the
operative to identify SEMENKO,

25. At approximately 7:28 p.m. on June 26, 2010, uc-2
Ssaw MIKHAIL SEMENKO, the defendant, at the Washihgton Street
Corner. SEMENKO stood at the Washington Street Corner for
approximately two minutes before UC-2 walked up to him. The
meeting between UC-2 and SEMENKO was recorded by a hidden
recording device worn by UC=2, After UC-2 approached SEMENKO,
UC-2 repeated the phrase that he had used during the telephone
conversation earlier that day, asking SEMENKO whether the two
men could have met in Beijing during 2004. SEMENKO again
responded that it was possible, but that the neeting had been in
Harbin. UC-2 and SEMENKO then exchanged greetings in Russian
and walked together to a nearby park (the “Washington Park”) .
In the Washington Park, UC-~2 ‘and SEMENKO sat together on a park
bench where they talked to one another for approximately 30

minutes. Among other things, UC-2 and SEMENKO had the following
discqssions:

a. UC-2 told SEMENKO that he wanted to discuss
SEMENKO’s attempted communication at the
Restaurant on June 5, 2010. UC-2 told
SEMENKO that UC-2 believed the communication -
attempt had not been successful, to which
SEMENKO responded “I got mine.“ SEMENKO
further explained that equipment he had been
using for the communication had
automatically turned itself off at the end
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of the communications session, which SEMENKO
stated was a sign that the communication was
successful. SEMENKO further explained that,
when he turned the equipment on again after
it had shut down, he “saw the stuff (he]
received,” and also said that when the
communication went through he was “like

totally happy.” -
UC~2 asked SEMENKO whether he had seen “our
officer” during the June 5, 2010 attempted
communications, SEMENKO xresponded, “no, I
am not supposed to look, though - I'm not
supposed to be looking out.”

UC-2 asked SEMENKO to describe the steps
SEMENKO took during the June 5, 2010
attempted communication. SEMENKO explained
that he had positioned his communications
equipment so that it was “open” and so that
it was facing “the right direction.”
SEMENKO further stated that, prior to the
communication, he restored his equipment to
“default settings,” which SEMENKO explained
was necessary if SEMENKO had “used [the
equipment for [his office}.” 1In describing
how he prepared data for transmission via
the ad hoc network, SEMENKO stated, “I just
create the file, Zip it . . L
UC~2 asked SEMENKO who had trained SEMENKO
to use his communications equipment as
described above, and SEMENKO responded, “the
Center guys, the Center quys.” Later in the
conversation, UC-2 asked SEMENKO how much
time SEMENKO had spent in the “Center,” and
SEMENKO responded, “ahh . . . a week.” When
UC-2 indicated that he was surprised that
SEMENKO could have been trained on his

‘communications eguipment in only one week,

SEMENKO responded that he had previously
received an additional two weeks of
training.,

SEMENKO and UC-2 also discussed the safety
of SEMENKO’s communications equipment.
Specifically, UC-2 told SEMENKO that, “as
far as the computer goes, [he should] be
careful with it, [because] it is very
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sensitive.” SEMENKC responded that he knew
the equipment was sensitive, and that he was
being careful with it. 1In response to a
question from UC-2 about how he was keeping
his communications equipment safe, SEMENKO
responded that he did not have anything that
looked suspicious, and that he (SEMENKD) was
the only person using the communications
equipment. SEMENKO further stated that the
one other thing he had was “a book,
basically like other books.” Based on my
training, experience, and participation in
this investigation, I believe that SEMENKO
was saying that there was nothing suspicious
about the outward appearance of his
communications equipment, and that the only
other item he possessed for that
communication was a book, which was largely
indistinguishable from other books.

UC-2 asked SEMENKO what he would do with his
communications equipment if “something goes
down.” SEMENKO responded that he would
erase the hard drive of the communications
equipment. Based on my training,
experience, and participation in this
investigation, I believe that SEMENKO was
saying that, if he were subjected to
scrutiny by law-enforcement or intelligence
personnel, he would erase the hard drive of
the communications equipment.

UC-2 asked SEMENKO about the pre-arranged
meeting places that SEMENKO had within the
United States for use when SEMENKO received
a particular signal. SEMENKO responded that
his only meeting place for such occasions
was the Russian Consulate in New York City.
SEMENKO further explained that, although the
Washington Street Corner had been proposed
as a potential meeting site, it had never
been approved - presumably by Center.

26. After the discussions described above, UC-2
handed SEMENKO a folded newspaper inside which an envelope
containing $5,000 in cash was concealed. UC-2 told SEMENKO,
“There is an envelope in there; there is money in it. The money
has to go to a park in Arlington tomorrow. It has to be there

between 11:00 a.m.

and 11:30 a,m.” SEMENKO then asked UC-2 for
16




a description of the location where the money was to be
delivered, and UC-2 gave SEMENKO a map which showed the
location, including information about a particular spot
underneath a bridge where SEMENKO was to deliver and hide the
money (the “Drop Site”). After SEMENKO indicated that he had
memorized the information from the map, he gave it back to UC-2
to be destroyed.

27. At the end of the June 26, 2010 meeting between
UC~-2 and SEMENKO, UC-2 asked SEMENKO whether he had any last
concerns. SEMENKO responded that he wanted UC-2 to “figure out”
the problem with the communications' via the private wireless
network. The meeting concluded with SEMENKO asking UC-2 whether
he was now going to report the communications problem to “them.”

. 28. On or about June 26, 2010, the FBI installed
video surveillance cameras in the vicinity of the Drop Site.
The footage recorded by those cameras reflects the following:

a. At approximately 11:00 a.m., MIKHAIL
SEMENKO, the defendant, approached the area
of the Drop Site by crosgsing over the bridge
underneath which the Drop Site is located.
SEMENKO's face is clearly visible in the
footage from one of the cameras, and SEMENKO
can also be seen carrying a white bag.

b. Video footage recorded at approximately
11:06 a.m. shows SEMENKO removing from the
white bag the newspaper concealing an
envelope containing $5,000 that UC-2 had
given to SEMENKO the previous day. That
footage also shows SEMENKO placing the
newspaper in the Drop Site.

c. At approximately 11:07 a.m., SEMENKO is seen
for the last time on the video fcotage from
the vicinity of the Drop Site. The footage
does not reflect SEMENKO leaving the area by
crossing back over the bridge on which he
had originally arrived.

’ 29. At approximately 11:50 a.m., FBI agents searching
the Drop Site recovered the newspaper that MIKHAIL SEMENKO, the
defendant, had placed there, and which UC-2 had given to SEMENKO
the previous day. When the agents opened the newspaper, they
found it to contain the envelope containing $5,000 that had been
inside the newspaper when UC-2 had given it to SEMENKC the
previous day.
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WHEREFORE, deponent prays.that a warrant be issued for
the arrests of ANNA CHAPMAN and MIKHAIL SEMENKO, the defendants,

and that they be arrested and imprisoned, or bailed, as the case
‘may be.

CHHIA-PATEL
Special Agent
Federal Bursau of Investigation

qu¥& to before me this
217 day of June, 2010

(o p 752

UNITED STATES MAGISTRATE JUDGE
SOUTHERN DISTRICT OF NEW YORK
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(X) Summary of the surveillance:
""" b&() This summary does not substitute the FISUR logs
that were made contemporaneously with the surveillance.
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“(®) This summary does not substitute the FISUR logs
that were made contemporaneously with the surveillance.
(1 %) OVERALIL SUMMARY
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':T-T:' """"""""""""""""""" (><Q Goals of the surveillance:
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(T ‘(}1(5 Technical Surveillance:
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Approved By: | |
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Case ID #: (%)
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Synopsis: )éé Surveillance 1na and ohservations for the
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Decl ! n: 2035
[3) ) Full Investigation Initiated:
DOCUMENTS AND/OR REPORTS PREPARED DURING THE COURSE OF THIS
INVESTIGATION MUST NOT BE UPLOADED INTO THE AUTOMATED CASE
SUPPORT (ACS) UNTIL ADVISED TO THE CONTRARY BY FBIHQ.
THE INFORMATION CONTAINED IN THIS MEMORANDUM IS HIGHLY SENSITIVE
AND SHOULD BE HANDLED ON A NEED TO KNOW BASIS.
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SECRER//ANOEORN

TO N e York Yrome. Dats easels

(U)~””””M§é//NF) Physical surveillance was conducted by:

SA
SA
SA
SA
SA N
SA
SA

. | observations are based on
surveillance video taken at Rockefeller Center.

The FBI observed the following (all times are
approximate, but the chronology is correct) :

X

X

e //NF)M~Atmapproximatelymilesr[::::;;;;]mas located
on West 50th Street, walking eastbound belween and &th
Avenugg,wl

—SECRSS-/ANOTURN.
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_SECRES-AANTFORN

To rork From: New Vork
Re: (L)

(ﬁU/NE) ,,,,,,,,,, At approximately-1107; was located
on West 50th Street and Rockefeller Center—ShE appeared to be

talking on her cellphone. She was also observed to be looking
around and seemed confused. She was observed to cross from the
south side of West 50th Street to the north side and continue
towards 5th Avenue.

e >(//NF)Atapproximately‘llll,L:::;:::;:]turned south
on 5th Averide, she then crossed the street and entered Saks Fifth
Avenue.

{&//NF) _Shortly afterward;| was observed
outside 6f Saks Fifth Avenue and crossing 5th Avenue. She
proceeded west between 49th and 50th Streets towards Rockefeller

(&)

(5

Center.

B ggy/NF) ‘At approximately-1120; :;:::;:;;]Sat down at a
table in the north-east section of Rock Center Carg, adjacent to

Cucina.

,,,,, X//NF) ' was observed wearing a dark colored

‘fitted jacket blacKk Tong sleeve shirt, blue jeans and black Hi-

top sneakers with the word "LOVE" written on the side of them .
| |sat down at a table approximately eig] away

T Irom SA| Jwith her right side facing-him.}— |then

‘opened a silver laptop that she removed from a zebra looking bag
Ehat she _had with-her:- then opened and powered on the
_.laptop. | then entered seve acters using the laptop

keyboard: It appear that did not use any
numeric keys nor did utilize the shift key when she
appeared to be entering her log on password.] Shortly after
powering there was a visible window on the computer
screen.— was observed typing various characters into
the computer.

X
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SECRET/NSFCRIT_
(3]
TO Yoxrk From New Yaork
| iﬂj~w— ————————— Re:- S
8
isj'w' (K//NF) At approximatelym1137[::;::::;;]closed the
screen of the laptop and proceeded to put 1t in e zebra ba
|: S :| ...that was sitting ...On....he.r......l.ap.,..........A.t.....app.r.OXi.mately, 1138
remove e laptop from her bag again and opened the screen.
iﬁﬁ""W” rrrrrrrrrrrrrrrrr - pressed the power button again as she placed the
computer on the table in front of her. This time was
(8] smiling at the computer screen as she was typing.

R — aé//NF)‘Atapproximately1144[:;::;::::]was observed
to close the screen to the laptop again and place it in the same

bag she had with her. At approximately 1141 she removed the
laptop from her bag again opened the computer screen d

|: S :l T o thelaptop on- thetable "in"'"fr'ont' “of- her.Thls tlme
removed a wire from inside of the zebra bag and inserted the wire
into the left side of the laptop.

(3

|: S :| —————————————————— B (ﬁ//NF) Atapproximately-1145 removed the

USB wi the computer and reseated IT. AT approximately

114 then powered down the computer and placed it in
ﬂgﬁ“”' her Zebra bag.

SECRESNSFORT
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SECRES/-ACEGEN

To: New Yofkmwzzgm;VmNew York

B """""'"""'Cé//NF)"At""'épproximat'ely"1’15'5';':' stood up and

o

walked south.

'W}é//NF%[:::::::::]was observed in Rockefeller Center,

walking towards 49th Street.

~WWWWWW“”"W§§//NF) At that time, physical surveillance was
discontinuéd.
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1
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| - _SEeRET
\Z FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE ﬂEﬁ"”Date?w

To: New York

From: New Yor

Counterintelligence
Contact: 3A

aApproved By: |

Drafted By: E ap

igjrrmr~wcase~IDw#:w>élw~ rrrrr rrrrr

(Sj~~w~Titlel ........... }g),ﬂl _ I

Synopsis: &Q Surveillance log and observations for the

(&) operation-conducted.of
inuwwu><) 1 rom :
Decl : on: 2035
(U) Full Investigation Initiated: 0Il_L_']..'LLZ.Q..'LQ.__-I
Enclosure (S ) H M)One ,,,,,, ( 1) -CD-titledl EE—
(5] : i video footage . of}

D

|

R o 17One (1) VHS titl.,fl i 05/05/2010, which

Contai@sﬁyidgowfootagewof in Macy's from 1150 through

fSﬁ"W”W'””IZIOf" One (1) copy of fl160F plams for Macy's Herald Square 1st
Floor, 3rd Floor and lower level.

DOCUMENTS AND/OR REPORTS PREPARED DURING THE COURSE OF THIS
INVESTIGATION MUST NOT BE UPLOADED INTO THE AUTOMATED CASE
SUPPORT (ACS) UNTIL ADVTISED TO THE CONTRARY BY FBIHQ.

THE INFORMATION CONTAINED IN THIS MEMORANDUM IS HIGHLY SENSITIVE
AND SHOULD BE HANDLED ON A NEED TO KNOW BASIS.
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DNatas] VAN
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. To: New Xark Tram. Naw Varl

ERCRES/ - F RN

NI

(-

e n~€#?/NF) Physical surveillance was conducted by:

SA
SA
SA
SA
sA
SA |
ssH b6

)/ /NF) sal |observations are based on
surveillance video coverage taken at Rockefeller Center.

The FBI observed the following (all times are
approximate, but the chronology is correct) :

;é//NF)Atapproximately1130,[::;:::::;]was observed
waiting in'line at the:ii:fﬁffff]Cafe located on the 3rd Floor of
W T

Jcarried-on her shoulder & large with black and whi€
es. While waitiggwgnﬂlinﬁ beered into her large

_Macy's Herald.Square.-| was dressed in tight blue je
llow t-shirt with ng on the front and whiteflatsi«[:ff:]

tote. [ """l ordered a beverage and waited at the counter
“until said be rs prepared. Video footage could not be
—obtained-of - _waiting~for—herwbeveragewbeeause[::::::::]

a support colummn.

L.

bl

bl



(&)

e

1

06//NF). . At approximately- 1151[:;:::::;:]was observed
in and around the Fashion/Jewelry section located on the 1st

Floor of Macy's Herald Square.

%/ /NF) From approximately 1151 -through- 1210@
“was observed shopping on the 1st Floor of Macy's Herald .

was observed trying on hats. On one

as seen using her ibPhone to take a picture of
AT approximately-1204- was observed

purcha51ng leggings with a credit—eard.

C&]/NF)W At approximately; 1216 was observed

—exiting ‘Macy's via the 6th Avenue exit an WalIkIng cowards the

Wichcraft located outside of Macy's. At that time, physical
surveillance was discontinued.
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DOCUMENTS AND/OR REPORTS PREPARED DURING THE COURSE OF THIS
INVESTIGATION MUST NOT BE UPLOADED INTO THE AUTOMATED CASE
SUPPORT (ACS) UNTIL ADVISED TO THE CONTRARY BY FBIHQ.

THE INFORMATION CONTAINED IN THIS MEMORANDUM IS HIGHLY SENSITIVE
AND SHOULD BE HANDLED ON A NEED TO KNOW BASIS.
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Zperal

To: New Yor : York
“Re: - (f) 06/16/2010

o V§é//NF) Physical surveillance was conducted by:
(e

SA
SA
SA
SA
SA
SA
SA

'“fﬁy/NF) The FBI observed the following (all times are
approximate, but the chronology is correct) :

0§/ /NF) At approximately 1129 hours,| was

observed walking westbound on Warren Street betweenm CHUrch Street

and West Broadway. She was observed wearing a yellow T-Shirt,
blue jeans and carrying a black bag. She continued westbound
across Greenwich Street and entered Barnes and Noble bookstore,
located at 97 Warren Street, New York, NY at approximately 1134
hours.

B ""W"”Q@//NF} """" [:::::::::]was observed sitting in the cafe

section of 'the Barnes and Noble. She was observed taking a
laptop computer out of her bag and turning it on.

1y

(®//NF) Technical coverage indicated that a computer
signal began broadcasting at the same time. -

SESRTT
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‘ (&) . To: New York From: New York
Re: M) [ |
(5] R
|
i
3 (&//NF).-It was- observed that - plugged a cord
{ . :
| into the laptop computer, but that it wa= ToT ThHe power cord.
|:5:| The wire led-4 nto-the-bag-thatf| had carried to the
(53‘” """ ‘store. was observed working on her laptop.
e

B/ /NP L::::;::::]was observed pulling the cord out of
isﬁ" the comput and thém plugging it back in. :

(5

AL
i #S//NF) At approximately 1159 hours, vas
fSJ Observed toO stand up and move away from the cafg‘taﬁIéT'_KL 1202,
she was observed departing Barnes and Noble.
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BESRET
. |:S:| ~~~~~~~~~~~~ e TO: New York From - New Vel
S
|: 5:| S
e
{m . (%//NF) At approximately 1220, physical surveillance
was terminated.
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Approved By: | |

Synopsis: &Q )ﬁ} Surveillance 1aog and observations for the
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B Deri g
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DOCUMENTS AND/OR REPORTS PREPARED DURING THE COURSE OF THIS
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SUPPORT (ACS) UNTIL ADVISED TO THE CONTRARY BY FBIHQ.

THE INFORMATION CONTAINED IN THIS MEMORANDUM IS HIGHLY SENSITIVE
AND SHOULD BE HANDLED ON A NEED TO KNOW BASIS.
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,XCX?/NF) Physical surveillance was conducted by:
SA

lohservations are based on

D§//NF)  sa|

"éurVéilIaﬁCé"vidEOWcoveragq-
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The FBI observed the following (all times are
approximate, but the chronology is correct):
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. FD-302 (Rev. 10-6-95)

SECRPTAoRIRN,
; ' -1-
FEDERAL BUREAU OF INVESTIGATION

Date of transcription 06/27/2010

O{//NF) Below is a summar
(Sj rrrrrrrrrrrrrrrrrrrrrrr -monitored. conversation between

a consensually
(heretofore

Fetolore. TACT )
in New York, New York act
CPPIUXIMELELY 2:30 P.M on June 26, 2010.

(B /NF)  [UCA & AC converse with each other in Russian]
(o CA: No you want something?
AC: I guess we should
UCA: Coffee?
AC: No, not coffee
UCA: What do you want?
AC: I have cash
UCA: No, no that is ok
Starbucks: Would you like a receipt? Ok, thank you
UCA: Hi, just this
Starbucks: 4.68
UCA: Thank you

Starbucks: Hi, how are you doing? . 27
UCA: Sit here, yeah?
AC: 272727

UCA: Yes, ok, so how are you?

AC: I am alright

UCA: Ok, thank you for coming. I know this ah..

AC: Ah- yeah

UCA: Like this but, I will explain why. First, tell me
how is everything? How are you doing?

AC: Everything is cool apart from connection.

UCA: Connection?

AC: Yeah

UCA: Yeah, yeah tell me, I know you have a problem with
AC: T just need to, I just have to, I just need to get
some more information about you before T can talk

UCA: What? Say it again?

AC: I just need to know more information about you before

I can :
UCA: Sure
(S) tve 1 G-3
SECREEANSEORN
iS] Investigation on 06/26/2010 a New York New York
B File o _ Date dictated
(5) )
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Continuation of FD-302 of

Anna Chapman ’0n06/26/2010 ,Page

Declassi 7/2035
AC: Talk

UCA: Sure, ok so I am, I work in the same department as
you but, I work here in the consulate. Ok My name is
Roman (SP?) . My name is Roman, I work in the consulate.
So, I know that you

AC: How come you are flying back?

UCA: I'm not, I just have to tell to you see you tonight,
because I will explain

AC: oh

UCA: Basically, there is a situation that I need your
help with tomorrow which is why its not like regular
email contact or website contact and this could not wait
until your Wednesdays, you know. When was the last
Wednesday that you..

AC: It was this one but

UCA: Ok. So this Wednesday now you will do it?

AC: No

UCA: Next Wednesday?

AC: Yeah, It will be not this one but, next week

UCA: Ok, I know you are having some problems with the
connections. I am not the technical guy

AC: umm..hmmm

UCA: I don't know how to fix it, but if you tell me, I
can pass it up. But, basically I know you are going back
to Moscow in two weeks.

AC: Yeah

UCA: So, ah when you go back they will sit down with you
and talk officially about your work, your performance,
ah- but, for now I just wanted to see how you are doing,
how everything is going and then I have a task for you to
do tomorrow. Ok?

AC: A short task?

UCA: yeah, tomorrow at 11 oclock in the morning. Can you
do it?

AC: (sighs..)

UCA: I will explain what it is but I need you to do it
tomorrow morning. When I explain you will understand. Ok
AC: Ok, how long will it take because I need to like
explain.. It's going to need a lot of explanation

UCA: for you?

AC: yeah

b1
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Continuation of FD-302 of

Anna Chapman ,&106/26/2010 . Poge 3

UCA: ok, to your friend

AC: yeah..just don't tell him

UCA: ok it won't take long. Like half an hour. Half an
hour maybe. And once you are done with this then its ok
everything will go back to normal and you go back to
regular schedule not this Wednesday, next Wednesday go
back to regular schedule and that is it.

AC: umm..hmmm

UCA: You understand. But, this is not like, this is not
like the Wednesdays with the notebooks, this is different
it is, it is the next step. You are ready for the next
step. Ok?

AC: Ok

UCA: I will explain. So you ok?

AC: So, you are flying back? ,

UCA: Tomorrow No, I work here in New York. But, this
could not wait til, this could not wait til Monday

AC : umm-hmm .

UCA: this had to get done, ok because T will explain.
There is a person here who is just like you ok. But,
unlike you this person is not here under her real name.
Ok. So she was in the country and to do that we have to
give her new document. Understand? So, I have the
documents for you to give to her tomorrow morning. Once
you do that, once you give her the documents that's it.
AC: Ok

UCA: So, I have it. I can show you, but this is what I
mean by next step because this is not laptop to laptop,
this is person to person. She is just like you ok

AC: Is she in New York?

UCA: No, she is in New York and she needs your help. Do
you understand? '
AC: Ok

UCA: Are you ready for this step?

AC: Shit, of course

UCA: So, tell me the notebooks? Are you still having a
problem with the notebook? With the connection?

AC: Yes. I thought you were flying back so it is alright
UCA: Do you want me.well can give it to consulate if you
want them to look at it or you can wait and take it home
yourself to Moscow

AC: It would be more convenient if T gave you it

UCA: Ok show me.. Like I say, I'm not a technical guy

ZECRES/ANSETRL
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Continuation of FD-302 of Anna Chapman ,On 0 6/ 2 5/ 2010 4

, Page

AC: yeah, I know but, if you could pass it. Shall I give
you the bag?

UCA: You could give to me. It's ok. So, tell me please.

Which part are you having a problem with? The encryption
iskmm”or“the“sending ,,,,, e
AC: j S—=—it doesnit work when~I-press.

(53~WMWWWUCA+V
AC: rTom that

UCA: So you are not able to receive mec age?
(8) - AC: Not because,| do you know the
process?

UCA: I don't know the full process but I

AC: If you explain to so nows just that
~....UCA: Ok. So when you sayi , nothing
isj AC: Happens?

UCA: Happens? Ok. Do you want to show me or just take it
AC: It can't, it can't. It can not work back home.

UCA: Ok, Ok, I will take it. I will show you. So
tomorrow, do you know, do you know World Financial
Center?

AC: Yeah?

UCA: You do? ok
AC: Yeah

UCA: So, this is where vou have Lo g0 tomorrow

(8 [ T

._gQA;_DQ_Mau_knnuLEEigéri_Tan_sthgyo” Al Qhr—___—l:::l
8 ;

isjf”fﬂ [ This is the

PIaCTT.T IC' B8 IIKe
AC:

UCA: This j e so if you walk to it..it you walk
5 __towardd this way you will see it. Its like
i ? on top €y canl walk under it

AC: Ok
UCA: you don't know this place? Its right next toJ

—

iSJ‘""Q/ \So, what I want Tor You to be
1s right here on this Street, right here. Between this
place and this place. There is benches here and you can

SECRESANOEORN.__
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ou can wait for this person.

AC: wmm _hmm

Uca: | |

Ok, so you sit

TOWIT T IJIIC IIEIE Ol CIE DENCI o you warit like 11 oclock.
Ok? But, do not be late and I will show you. So this is
the passport. This is the person, this is not her real
name but, you can call her this name if you wish. Ok,
this is what she look like. So, she will come to you give
her the passport and you are done. Except for one thing,
I will explain. When you are done, you give her this
document. This is, you can take this.

AC: umm..hmmm

UCA: When you are done, I need you to come back here to
this location

AC: umm.hmmm

UCA: so that I know that everything is ok. Ok? You .can't
see from here but, when I walk out there is a city map,
you know what I am talking about when you look streets?
Go to the map after you are done come up to the map and I
will give you the thing all you do is stamp, all you do
is put it on the side of the map like you are looking at
the map, you know the map. Just come to the map and put
it on the side and then I will check it and I will know
that everything is ok

AC: Where is this map again?

UCA: I will so right now this corner in this park when we
walk out I will show it ta way ok, so you cannot miss it.
“So, very important-when come, she will come to you
so the way that she will kmow you is you just hold this
in your hand like this. Just hold it in your hand and she
will come to you. And keep this in there if you want, she
will come to you. She will tell you, ok very important,
she will tell you. She will ask you, excuse me but
haven't we met in California last summer and you will say
to her no I think it was the Hamptons

AC: The Hamptons?

UCA: The Hamptons and that is it. That is how you know
and you just exchange, just give her the document and
then after this I need you to come back, put the stamp
and then after this it is all normal schedule ok, you can

ITCREEAIOTORN
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go back to Wednesday. If it doesn't work well, oh you
will not have this, so just go through your regular email
and websites and when you go back to Moscow in two weeks
they will give you the new one and it will work. Ok, can
you repeat for me

AC: Do you know if they received any of my messages?

UCA: I don't think so.

AC: Really?

UCA: I don't know, I don't know, I am not..they give me
instructions to give to you. I am not the technical guy.
I am not supposed to know. DO you know what I mean? But I
will check and go back when you go back to Moscow they
will sit down with you and they will talk to you. They
will probably give you a new one. So this one cannot be
AC: ok

UCA: fixed. So can you please repeat all the instructions
to me

AC: She, I am going to hold this and she is going to ask
me if she met me in California last vear and I am going
to say

UCA: last summer

AC: Ah- last summer. And I am going to say, no it was in
the Hamptons

UCA: It was in the Hamptons ok and then

AC: and I give her everything and then I close up this
bag

UCA: Ok I will show you where the stamp is. Um ok, very
good. Um, Let me see. Oh, I forget- you have the
passport? She has to sign it

AC: ?727?

UCA: So, when you give this to her, remind her that she
has to sign it. She does not have to sign it right there,
but she has to know she has to sign it

AC: 2?7

UCA: you could just put it in here. You now what, just
take this all and put it in the bag and I will take this
ok. Ok, do you have the map that I gave you?

AC: Here

UCA: Can you show me again the map. Ok, so you can take
the cab. You can take a taxi if you want right here,
exactly, You can take a taxi or you can walk

AC: Wait, right here, right

bl
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UCA: right, exactly, right here and there is benches
here, two or three benches. You can sit down any bench
and then she will meet you, you will talk to her and then
you come back here and do the stamp and then you are done
AC: uh-huh

UCA: you understand? Ok, this is very important because
this is for this

AC: I know

UCA: Ok, so now tell me..how are you doing? Ok?

AC: T am good, I am good. Just a little tired, that is
it.

UCA: I know that you came long way to meet me so I

AC: Yeah, I will have to somehow explain why I have to go
back

UCA: Oh, tonight?

AC: Yeah

UCA: So, you can think of something

AC: T will think of something, about two things. So, this
is next Wednesday ‘

UCA: yeah, obviously, but you just wait

AC:

UCA: You just go back

AC: I have some news to find out for next Friday and then
I am free to go

UCA: You what?

AC: With documents

UCA: With your wvisa

UCA: Ok, do you understand all the instructions that I
gave you?

AC: yes, they are all very simple?

UCA: Simple. Ok, make me happy ok please

AC: Ok tomorrow at 11, I am going to be sitting at one of
the benches, she is going to ask me if she saw me in
California, I am going to say no, it was in the Hamptons,
I will take the documents, tell her to sign. I will hold
the journal, this is how she will recognize me and then I
go back and put the stamp

UCA: don't forget to remind her to sign

AC: yeah, vyeah

UCA: the passport. Ok, any questions for me?

AC: No, I have to go and check this space

UCA: tonight?

AC: yeah, yeah
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UCA: ok. But, you will know as soon as you walk there you
will see the grass above it's like higher than the above.
Kind of strange looking but, when you walk there you do
it up

AC: You're positive no one is watching?

UCA: You know how long it took me to get here? 3 hours.
So, here I am comfortable. But, when you go, you know, be
careful. And trust, who am I, a guy with a bag. So Ok. Ok
thank you. Ok, so we will walk out and I will show you
this map.

AC: So, that map is not your map, but in general that's
like

UCA: Not, its not only for you Its not my map

AC: So, in case I have a question tonight?

UCA: Don't call me. We are done. Ok. You and I will not
meet

AC: But, just in case keep it

UCA: I will keep it if its, you know. T will keep it
until tomorrow but, you understand the instructions that
you have to do so you will be ok. Are you ready?

AC: Yes, I you know I just have mixed feelings about
this. I am just worried about my explanations cause I
arrive there half an hour before you call me and it took
me three hours to get there so I had to tell them that in
half an hour I have to go back and then and now

UCA: But, tomorrow you can go back

AC: yeah

UCA: After 11, 11:30. But, you are ok. I can see that you
are ok.

AC: Yeah, Yeah. I am ok. I am wonderful.

UCA: Good, but, what I what your colleagues back in
Moscow, they know you are doing a good job and they will
tell you this when they see you. So, keep it up. 0Ok?

AC: How are you? Is it difficult for you?

UCA: This is my job, you know? It's busy, it's long days
because I have to do my work at the consulate and other
work. So, but, I am here almost four years. So, you know
AC: So, you work here in the consulate?

UCA: um-hum

AC: ok- so who instructed you to do this

UCA: I don't have any answers, I just have instructions
AC: Ok, Its just really scary
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UCA: You are good. You will be good. Ok, so let us walk
outside. I will show you the map. We will walk up to the
map to look at it and then I will go, you will go. Ok?
AC: Ok

UCA: Ok- right here at the corner

AC: Ok, here I see it. On what side? The side that

UCA: I will show you. Let's walk up. On the side, thig
one, ok? So, just like this. You are locking at the map
and just right here on the side. Ok? If you want to, If
you want to put it upside down so I know you know its not
just there is no stamp but, I still know if it is upside
down that everything is good. Ok?

AC: Upside down?

UCA: Yeah, the stamp

AC: Ok yeah, you mean like ok

UCA: like

AC: Picture down?

UCA: Picture down, no, no anyway, anyway you put it here
I will know. So this one here

AC: Ok

UCA: Nice to meet you, good luck, I know you are doing a
good job. I may see in you in Moscow. Ok,  see you.

AC: Bye
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68871 - 3-WAY CALLING
68872 - CALL DELIVERY
68873 - CALL WAITING
68874 - NO ANSWER TRANSFER
68876 - CALL FORWARDING
68377 - BASIC VOICE MAIL - $0
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