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This presentation was developed by the Tracking Technology Unit, within the

Operational Technology Division of the FBI. This presentation material is
unclassified, but is Intended for official use only.
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Unclassified//Fer-Official-tse-Onlyiaw-Enforcement-Sensitive

Objectives
Unclassiﬁed//mew.eeﬁy/ Law ,
Unclassified//Fer-Officiat-tse-OnlyflauwEnforcement-Sensitive
Todays Presenters

* Email questions to

Unclassified-wm .
-bnforcamont-Sansitive—
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Unclassified//foroffictat-bse-Onlyiaw-Enforcement-Sensitive
Future Webcasts

* Goal is to hold monthly webcasts on Thursday,
1% or 2°¢ week of the mornith

* November 10 — Selecting the Best Option for
Surveillance Tracking

* December 8- Comprehensive Overview of

Unclassified/frer-SHficielbdse-Oalyi aw

\
|
|
TTU/0TD 008675




The Tracking Technology Unit (TTU) of OTD is pleased to announce the first in a new
series of webcasts focused on tracking technology. The webcasts will be conducted in
Quantico, VA and broadcast live, as well archived for future viewing. The webcasts will
be scheduled monthly and a schedule for the rest of the calendar year will be released
shortly.

The first webcast titled "TTU Surveillance Tracking Devices" will take place on
Thursday, September 1, 2011 at 12:30 PM EST. The webinar will cover devices used in
surveillance tracking:

Participants may connect from their Trilogy machines to the following website

as early as 12:15 PM EST. A copy of the presentation materials will be made available
next week.

=d

] Participants are encouraged to interact with the speakers by sending questions to
c | Either during the webcast or in advance.
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Tracking Devices

July 19,2011

Introduction

* Tracking Technology Unit (TTU) ~ e
° Unit Chief
. Program Manager Geospatial

Information Systems
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Using Tracking Data with
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TEST

What are the “TOP THREE” reasons why GPS
surveillance data should not be introduced as
evidence?

1. Data Integrity
2. GPS Drift |
3. Address Data is approximate

59

Thank You!
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Question 1 of 20:

- - - - -~ I . N - - - -e . o e mam o« xewme emrm v . - .

The equator is considered the zero point of longitude

O True

'@ False

Question 2 of 20:

sz e —

As you travel from the equator towards the South Pole, latitudes grow
more negative

‘@ True

(O False

00847 O

Page | 2 TTUA0TD

‘e




Question 3 of 20:

The earth rotates along it's magnetic axis

O True

& False

Question 4 of 20:

A e e B e e Y At ———  p—— - -

Aline of longitude forms a ring that circles the earth

O True

§ False




Question § of 20:

The Greenwich longitude of O degrees is alsa known as the prime
meridian

fB True

O False

Question 6 of 20:

When you travel eastward from the prime meridian of longitude, how
does the Iongitude increase:

[} Negatively

B i’ositively

nunye e

’ TTLWCTE AR e




Quastion 7 of 20;

o e B — - P - C o e N aeas e = Ak e me——— - S = -

Are the days indicated correctly across the International Date line?

O True

@ False

For the following illustration, which correctly describe the

Orange dot? (You may need to scroll down to see all of
the choices)

Latitude 10
Latitude 20
Latitude 30
Latitude South
Latitude North

Longitude 15

Longitude 30 Latitude is show every 10 degrees
- Longitude is shown every 15 degrees
Longitude East Example’ Red dot is 60 N, 30 W

o 0O o o o a3 o o J

Longitude \West

T Ooa4ses
Page | 5 T D TR




O

O

O O o o o o o d

Latitude 10
Latitude 20
Latitude 30
Latitude South
Latitude North
Longitude 15
Longitude 30
Longitude 45
Longitude East -

Longitude West

For the following illustration, which correctly describe the
Green dot? (You may need to scroll down to see all of
the choices)

N
ot ST
0TS,
s o 3N The Pame Mendian
[ENFY _.‘ "
LR )
P‘ . .
. ) . %
R . ‘:";,// The Equator
o N ,.
N
/‘ IO

Latitude is show every 10 degrees
Longitude 1s shown every 15 degrees
Example: Red dot is 60 N, 30 W

For the following illustration, which correctly describe the
Blue dot? (You may need to scroll down to see all of the

choices)
O Latitude 20
LI Latitude 30 :
O Latitude 40 &l “ S
U Latitude South \‘ \ }‘ . _ :71’-"" The Equator
O Latitude North A S/ -
O Longitude 30 Latitqde is show every 10 degrees
' Longitude is shown every 15 degrees
O ‘tongitude 45 Example’ Red dot is 60 N, 30 W
O Longitude 60
O Longitude East
O Longitude West
Page | 6

TTU,O0TD 008474




For the following illustration, which correctly describe the
Purple dot? (You may need to scroll down to see all of

the choices)

M Latituda 1
Latitude 20
Latitude 30
Latitude South
Latitude North
Longitude 30
Longitude 45

Longitude 60

Longitude East

o 0 0o o o o o o d

Longitude West

N
--":j‘ ,I’
Pt ",\i:\
{: s, h \«\
4T - N The Prme Mendian
ta . o® A
roo s "«
A "
v -
‘\ - :/’_..TheEquatm
r's
[N,

Latttuda is show every 10 degrees
Longitude 15 shown every 15 degrees
Example: Red dotis 60 N, 30 W

CQuestion 12 of 20:

R T [a—

Longitudes grow more positively.

Y True

)é False

As you move from the equator towards the North Pole,

Page | 7
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Question 13 of 20:

Map projection refers to the method by which the three - o S
dimensional Earth's surface Is portrayed onto a two dimensional e ’
map. e el v
b it OO - A Ay
% True e
(' False
Question 14 of 20:
b7E

Page | 8
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Question 15 of 20:

The components that make up the GPS system include the
constallatian of Qatellitag tha Earth

and the GPS receivers

Q—:‘Jﬁ‘\\"c\ 3 St'ﬁ\a-\—"\br\

Question 16 of 20:

- B e VR SOOI PR VOUS

Current generation GPS receivers can be adjusted to
coordinate with different map datum sets.

% True

'\ False

e b o s

Page | 9 TTUAOTD
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CQuestion 17 of 20:

- - W . - . - - [P,

The GPS system contains at least 24 satellites that hover
above the earth in geasynchronous arhit.

) True

W False

Question 18 of 20:

e s gt - ———

One key component of each GPS satellite is

-the - that provides precise timing for the system.

Page | 10

P o
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Ouestion 19 of 20;

It takes signals from at least
the earth

H

Question 20 of 20:

- i\ GPS receiver uses which of the f
statellite location and distance?

Choose all that apply

[L! Moon Phase data
MEpﬁemeris data

77 Time of departure data
B./f&lmanac data

v Time of arrival data

{1 Epidermis data

{_| Farmer's almanac data

e — i e Weiroce

ollowing to determine &

GandeAve. . g
- = potaiey &%)

S ———————..

Page | 11
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used for Covert tracking

Pros

Cons
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TTU Devices used for

b7E

Pros:

Cons:
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620500
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‘U Devices used for Covert tracking

Pros:

Cons:
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TTU Devices used for Covert tracking
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Pros:

Cons:
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TTU Devices used for Covert tracking

b7E

Pros:

Cons:
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TTU Devices used for Covert tracking

b7E

Pros:

Cons:

UNCLASSIFIED/ AESLECUYS-



dlo-nll

620500

UNCLASSIFIED//HESHEQUO-

b7E

Pros:

Cons:

Expected
availability
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Practic i
Use of] echniques be

. . b7C
Administrators; b7E

Goal: Be the first to approach the target and you may just win a prize. Afterward, join your
classmates and administrators for a bite to eat!

TTU-0TD 005001
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LalE Gd-10-0010 By NSTo s/ Fedid kad

Practical Exercise #3

Use of] |devices to live-track different 23 c
devices simultaneously b7E

Administrators:

Goal: Stay on your assigned target for as long as you can either maintain your cover or
until TTU Command calls off the surveillance operation. Meet back in the classroom at
ERF to debrief and share what you’ve learned about your intelligence and organized
crime targets.

TTW. OTD 005002
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Practical Exercise#2

Use of] techniques

Administrators:

Goal: Join your classmates and administrators for a bite to eat!
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The Faderal Bureau of Inveastigation,

Tracking Technology Unit orasenis:

- Revised 102511 ..
SR T S R RS s
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This presentation was developed by the Tracking Technology Unit, within the
Operational Technology Division of the FBI. This presentation material is
unclassified, but is intended for official use only. It may not be used outside of the
organization without prior approval from the Unit.
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This brief course will introduce you to thel |and its
modes of operation.

—
'}
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= TTU Helpline
Ny 3Offics
- 7 N R N ERAAAM
y .2 ‘f‘{ii,’ Py el > w [ : . s ‘.,_ . . P j\?‘) ,1"‘:1“' -);
SR :' ””"ff“} .r"- “"= o ‘«'f‘ Nt "‘dj" ot 2 YA ¥

Thank you for taking the time to watch this presentation on Thg |
[ hope you will feel more comfortable in knowing how the system works
and how to Issue commands. For further information about the application, or other

questions concerning thg program, please the numbers shown
on your screen..

11
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This presentation was developed by the Tracking Technology Unit, within the
Operational Technology Division of the FBI. This presentation material is
unclassified, but is intended for official use only.
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Geospatial Information Systems Program
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SEEGRET

INTRODUCTION
This document is intended for use by the incoming GISP Program
Manager. It contains information and opinions from the author. Any rebroadcast

or other use is strictly prohibited by the........ The opinions expressed by the
author da not constituts official nositions of tha Tracking Tachnelogy Unit (TTL)
the the Operational Technology Division

- (OTD) or the FBI.

PROGRANM BACKGROUND
In October 2005, [ accepted a reassignment from the

|to the Physical Surveillance Unit (former name of T [U).

At that same time, UC| [was assigned to this unit. After
review of current capabilities, UC issued the following three challenges;
1.
2.
3.

In addition to these priorities, the TTU initiated an effort to provide

There is a "rest of the story” which we can discuss, but for now, we'll just
say that change affects some people in a negative way. In 2006, | was given the
opportunity to serve as program manager, to make these things happen and to

Wﬂ)

TTUATD 003994

b7E

b7E
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SEBREL (1)

restore the FBI's Tracking capability to first among other federal law enforcement
and infellicgence commiinitv narners :

b7E

TTU/0TD 003995




drriag
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FUTURE bOALS

CONCLUSION
You might wonder why | am
do with my commitment (or lack of)

the former and acting PM. 1t has nothing to
to seeing the TTU’s goals realized. It has

more to do with wanting to see the

available to our field agents, analysts and surveillance personnel. The goals set
in 2005 have been realized. This system must go forward and | realize that | am
a better soldier in the trench, than a commander. The ultimate system capability
will happen, whether it is you, me or someone else. We need capablhtles like the

movie,”"Enemy of the State,” or the

TV show,”NCIS.”

Maybe that’'s why | am crazy, | watch too much TV.

bé
b7cC
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All INECEMBTION CoNIZ1HED

HEREIN 15 UNCLASSIFIED
DATE 04-10-2013 BY HSICG/Féamszezs UNCLASSIFIED/ /FeBef /TES™

OTD/TTU Support to Tools b7E
8/31/2011 ’

BACKGROUND

In 2007 the ability td |was discussed
between StOc) land TTU.]

b7E
| personnel were trained on the

use of thel__lC\ maintenance plan has been instituted for the deployed devices as well as to
implement new devices in requested locations.
Additional devices have been identified since 2007 that expand the capability and coverage. | |

b7E
See table below for a summarized list of currently deployed technology. | |

b7E

ISSUES _
No single solution will ensure| b7E

due to the following factors:

ooyt il

L o

UNCLASSIFIED/ /AFe¥es /BB
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b7E
| RECOMMENDATION
| To overcome some of the limitations identified,
i e Supply multiple solutions to meet differing mission and environmental factors.
‘ °
[ )
b7E
[ ]
®
[ ]
Equipment | | Device
b7E

o e

TRA é%xm?%ﬁﬁs—
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Equipment

Device

N/A

N/A

TTLLDTD 0 5505 5

UNCLASSIFIED/ f[FeH07 / LEe—
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499200
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1. Click File New

2. Select Import Data Wizard
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e 55slides

Import to ARCmap




BEREIN 15 TN TRo51 IR0

q4ic-niyg

PEGD

ALL INFOHMATIOH SO TR TNED

SalE Dd-10-2015 BY HAT G/ FRdrasrd

OTD

Tracking Devices

July 19,2011

b7E
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Introduction

Operational Technology Division (OTD)

b7E

Tracking Technology Unit (TTU)

Unit Chief

Pro;

Information Systems

ram Manager Geospatial

b6
b7C




LEFE00 gy Q-4

GPS SURVEILLANCE TRACKING DAT IS

NOT EY'ILDENCE!
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Using Tracking Data:




869500 Arg.qy,

Using Tracking Data:




EZIE00 alo-ngy :

Using Tracking Data:
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TEST

 What are the “TOP THREE” reasons why GPS

surveillance data should not be introduced as
evidence? |

- 1. Data Integrity
* 2. GPS Drift

* 3. Address Data is approximate

59
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Thank Youl

b6
b7C
b7E
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FBI
Tracking Technology Unit

o000 dl0/NLL
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Unit Chief

Program Manager

bé
b7C
b7E
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FBI

Backup/Recovery
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SEREIN 15 T TanslFli.
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<:Ei I EE; l::> . I

£94£00 qigqy
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Rename & Save Changes
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Too Many Points!




ALl IHFORGTICH COHTATHES
BEREIN 15 UM TAS5TF1E0
DHlE ua-11-0005 By NIl G Foaiawld

In closing, I thank you for spending time learning about the efforts of the Tracking
Technology Unit. Bureau capabilities for tracking, tagging and locating have come along

way since 2005. We have progressed from

| Our svstems

Provide invesiisatve SUpPPOTT, SUFveiliance ennanCemeni)

We (TTU) present a technical proposal

[We can today. provide |

| [All of the capabilities outlined in today’s
briefing exist today. The ¢ loyment is minimal for equipment,l:y_l
| and reasonable in additional personnel costs to

support and maintain these systems.

Further development of the] |depends upon
support from FBI Executive Management. Additional resources are needed to not only

In| |the| |Office requested that TTU brovidel

InformalAreports frorrl |in21icéte that have
been identified through use of this system| | when used as 4 |
is already providing investigative leads otherwise unrealized.

is one of
TTU’s top priorities for fiscal year 2010 |

TTU-OTD QO3640

b7E

b7E

b7E

b7E

b7E




This|

|initiative includes TTU deployed tracking devices, information

collected through

| and information

collected through

| The TTU has a proven record of

Ladies and Gentlemen, the dedicated staff of the Tracking Technology Unit hasl |

As the Tracking Technology Unit (TTU) works towards providing our tracking data to

Ive look forward to a close cooperative partnership with the Information

Technology Branch (ITB) to accomplish this goal. Effective management of this effort
will provide our field investigative personnel with additional tools and resources to ass1st
them in their investigative efforts.

All of the capabilities presented are the result of a staff with unparalleled dedication and
commitment to the mission of the Bureau. We will continue to provide solutions beyond
the limitations of our resources. Our Unit motto says it all, “Factum non Verbum.”

Incorporated the following, anything not specifically written will be included. The
bnd the |

capability will be stressed:

TTU-OTD  gpse,,

b7E

b7E

b7E
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onlf U4-11-2012 BY Holin Fadbio a4

Field Office

Training

Arriveljﬁeld office 2:00pm

14:00-16:30

8:00

9:00

12:00

13:00 - 16:00 Either repeat for second group, or cover "advanced"|

TTU Hardware Overview|

Equipment check out and setup for

Arrive]  ffield office

What is

What is

GUI Overview

Symbology/Edit

Investigative personnel, Tracking Technology

Analysis

EXPORT to

Tools - measuring etc...

Finding and

TTUA0TD 003642

b7E
bé
b7cC
b7E
b6
b7cC
b7E
bé
b7C
b7E
bé
b7C
b7E




Field Office b7E

Training

Asr:‘:ﬂ?ra:mng Sita $4:-@9|:|

13:00-16:30

TTU Hardware Overview

bé
b7C
b7E

Equipment check out and setup for|

8:00 ArrivDT raining Site

8:30  Tracking Devices for

10:15

Overview

Symbology/Edit

LUNCH (All attendees will take trackers to lunch for after lunch analysis)

Tools - measuring etc...
EXPORT Data...(same title at the HQ brief.)

16:30

TTU-0TD  op3s43

b6
b7C
b7E

b7E
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Field Edition Training

Bl S e Y

Version 2.0
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Unclassified//EerOfficial-bse-Only AawEnforcement-Sensitive

Devices
Multiple Categories of Trackers:
1.
2.
3. trackers
4.,

5. Future Surveillance Technologies

Uncléssified//Fe&Q#ieiaJ—Hse—GnH/l:a%Enfe%eemem—Seﬂs#Ne

b7E
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TTU Devices|’ \ e
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Pros:

o el CHED

=3

20

Cons:

10

Unclassified//ForOfficiat-bse-Only/LawEnforcement-Sensitive-
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Unclassified//For-Sfficiat-bse-Only/tawEnforeementSensitive

b7E

PROS:

CONS:

Unclassified//ﬁepgﬂmuge%%mﬁ@.

11
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Unclassified//fer-Sfficial-tse-Only/Law Enforcement-Sensitive

PROS:

b7E

CONS:

Unclassified//EorQfficial Use-Only/ LawEnforcementSensitive

12
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PROS:

Unclassified//FerOffieiat-tdse-Onty/Law Enforcement Sensith

CONS:

Unclassified//For-Bfficial-Use Qnly/tawEnforcementSensitive-
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Unclassified//For-Sfficitat-tUseOnly/ baw-Enforeement-Sansitive

2.

What are some of the benefits of a

What are some of the limitations of a

Unclassified/ fres-Offieiat-bseOnily/ taw Enforcement-Sensitive-

b7E

14
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TTU Devices

Unclassified/er-officiat-bse-Only/ awErforcenrent-Sermsitive

Pros:

Cons:

Unclassified/fFor-OfficiatUseOnty/ Law-EnforeementSensitive

b7E
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PROS:

Uncbsﬁﬁed/fF&r@*ﬁda+tbe49nh#tamrEnﬁHeeﬁﬁﬁﬁékaﬁﬂﬁve

b7E

CONS:

16
Unclassified/Afor-Sfficial-tse-Onrly/ Law-Enforcement Sensitive
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Unclassified/ erOfficial-Use-Only/ AW EnforcenTert Sensitive—

PROS:

b7E

CONS:

Unclassified//For-official-tse-nly/ Law-Enforcement Sensitive

17
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PROS:

Unclassified//fForofficiat-UseOniy/ aw-Enforcement-Sensitive

CONS:

Unclassified/ ferOfficial-Use-Only/aw-Enforecement-Sensitive

18

b7E




L0 O T T

i

»
e

Ve Loy

TTU Devices

Unclassified//Fe+Official-Use-Only/Law-EnforeementSensitive

Pros:

Cons:

Unclassified//Fe+Official-Use-Only/ Law-Enfereement-Sensitive

b3
b7E
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Unclassified//ForOffieial-bdse-Only/FawEmnforcerment Sensitive—

PROS:

CONS:

Unclassified//For-Officiat-dse-Only/ Law-Enforcement-Sensitive—

20
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Unclassified//FoTOfficiattse-Only Law-Enforecment-Sensitive

PROS:

CONS:

Unclassified/Ferofficta-tseOmiy?. a

21
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PROS:

CONS:

B L L

e Wl 1R

b

Unclassified/ fFerOfficial-Use-Onlyf anw-Enforcement-Sensitive

22
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3. Trackers

L e

g5 LA

* bTE
J What is
. What can | use?
b7E
e . What| are available?
b7E

What are some of the limitations of a

| Unclassified/ArorBfficialUseQuly/l aw Enforcement Sensitive

23
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Unclassified/Aer-Offietal-dese-Only/ bawEnforeementSensitive

TTU Devices

Pros:

Cons:

Unclassified//EcrOfficial-Use-Onty/Law-Enforcement-Sansitive-

b7E
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PROS:
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&
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L

CONS:

O L 00

Unclassified//for-Official-dse-Only/taw-EnforeementSensitive

25
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Unclassified//Aor-Offictat-bse-Only/Law Enfarcement Sensitive

PROS:

CONS:

Unclassified//for-Offictat-dse-Only/ Law-Enforcement Sensitive

26
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TTU Devices Low Cost

Pros:

Cons:

Unclassified//For-Offieial-dse-Qnly Aaw-Enforeement-Sensitive

b7E
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Pros:

Cons:

Unclassified/HerOfficial-Use-Only/Lavw Enforcement Sensitive
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Unclassified//FerOfficial-Use-Only faw-EnforcementSermsitive”

b7E

PROS:

29
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b7E

Pros:
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e

Cons:
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Unclassified/FerOfficial-Use-OnlyftawEnforeementSensiti

PROS:

CONS:

‘Unclassified//For-Official-Use-Only/ l-aw-Enforcement-Sensitive
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Unclassified//Fer-Official-tse-Oniy/

Device

Option of not

Options include:

‘(with some compromises).

b7E

b7E

Unclassified//Fer-Sfficiat-dse-Omiy/ Law-Enforcament Sensitive
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Unclassified//Eor-Official-Use-Ontyfaw-Enforcenment Sersitive

TTU Devices

b7E

Pros:

Cons:

Unclassified//EorOfficial-Use-Onty Aaw-EnforcementSensiti
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Unclassified//For Offictat-UseOnlyAaw-Enforcement Sensitive

b7E

PROS:

CONS:

34
Unclassified/Hor-Sfficial-Use-Onlyfaw-Enforcement-Sensitive—




Unclassified/Arerfficiat-tse-Omly/ Law-Enforcement-Sensiti

b7E

PROS:

QLD L

CONS:

AL2A00
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Unclassified/Aer-Oficial-dse-Ony/ FawEnforcementSensitive

PROS:

CONS:

Unclassified//EorOfficial-Use-Only /Law-EnforcementSensitive—
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Unclassified//Fer-Bficial-bdse-Only Aaw-EnforcementSensitive

5. Future Surveillance Technologies

* I[mproving performance with newer

Unclassified//For Offictal UseOnly/ Law-Enforcament Sensitive—

37
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TTU Devices

Unclassified/Aer-Official-Use-Only/ tawEnforcement-Serrsitive

Pros:

Cons:

Expected

availability

Unclassified//FerG#ﬁeﬂ-Hs&GﬁW/LamEnfo;cementSensiﬁne.
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* Operational Technology Division (OTD)

Introduction

b7E

Tracking Technology Unit (TTU)
Unit Chief

, Program Manager Geospatial
Information Systems

Training Coordinator

Unclassified//ForOffierattseOniy/.awEnforcement-Sensitive

39
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Section 1

INTRO AND

CAPABILITIES

Unclassified//forOfficiat-dese-Onty Aaw—
En “Sensit
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Section 2

OVERVIEW
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—ErforcementSensitive

50

b7E




AL INESEMATION SowtaTwED
HEREIN IS5 UNCLASSIFIED
DATE 04-10-2013 BY NSICH/FAaMazizd
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Introduction
e Operational Technology Division (OT

* Tracking Technology Unit (TTU)

. rJnit Chief
. Program Manager

. . Training Coordinator

TTU-0TD 003942
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TTU Program

Plan for monthly presentation
Topics to be included:
Surveillance Tracking Devices(Today)

b7E

Tracking for

devices and software

b7E

TTU/0TD 003946
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PROS:

CONS:




b7E

056200 4losnil

PROS:
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PROS:
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Trackers
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PROS:

CONS:
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Pros:

Cons:
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Pros:

Cons:
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Device
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PROS:
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5. Future Surveillance Technologies
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GPS Tracker b7E

Background:

(U) Advances in GPS technology have resulted in greater use of the technology for basic
geo-location applications as well as a time standard used by many critical commercial
and government systems. GPS technology is used extensively by Law Enforcement (LE)
as a surveillance and intelligence gathering tool.

(U/ESHE/LES)

b7E

(U) We have requested a meeting with OGC attorney[_______Jto discuss any legal be
issues that need to be addressed but he will be unavailable until January to provide b7cC
guidance.

Current Technology

(U) GPS provides latitude, longitude, altitude, and time information associated with the
GPS receiver derived from signals received from multiple mid earth orbit satellites.
Latitude, longitude, and time are primarily used by LE to establish the general location
and time of a target under surveillance. A discussion of the accuracy and reliability of
GPS data in a LE environment is given to establish a baseline on the information

obtained. .
1 (U/EOBOHLES)
| . b7E
[The
discussion will focus on the application of the technology to LE Concepts of Operations
(CONOPS).
(UFOBOHLES)| I
b7E
Under 1deal conditions a properly designed GP) receiver can meet or
exceed this performance, however
b7E

(U/FSOYOHLES)|

Unclassified//FOHOLES—
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UnclassifiedHFOTOEEES:

b7E
(U/AFOY6ALES) There is a viable option to making all data collected by our trackin
systems evidentiarv|

b7E

(U) If data is used as evidence the Government needs to have available expert witnesses
that can address data integrity. An added benefit to this approach is has expert B7E
witnesses that can testify and fulfill this requirement.
Resources:
(U/A0P64/LES) We are pursuing the capability of transferring all data tol |
currently so the resources required will be minimal | b7E

(U/EOYGOHLES) |

. Unclass_ltfi_‘g% ro D0S639




Unclassified AFOBOES-

(UHBOUGHLES)|

Risk/Benefits —

x  (U/EOUSHLES)

= (U/POUOHEES)|

| [new evidentiary data

handling capabilities will be a very inefficient way to accomplish the requirement.

(UHFOBO//LES)]

s (UHEOUOHLES) J

» (UHESYO//LES) Is there truly a value in introducing | las evidence that
is known to bef |

» (U) Legal issues and risks are unknown as we have not yet met with OGC.

« (U//FOYOY/LES)
[ |

Very little additional resources will be required.

Recommendation —
(U/OTFS//LES)

Unclassified//FOUOTEES~
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® GLOBAL POSITIONING SYSTEM

(GPS)

(A FEW OF THE BASICS)

\‘

TTU/6TD O07ESS
This document is for internal use within the FOR-OFFCEHATGSEONEY 7 -
FBI and is to be provided appropriate security. ..
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- S orsiti
There are two major problems in trying to track using the| .
b7E
GPS ANTENNA PLACEMENT POSSIBILITIES
(Locations are ranked, with #1 being the best choice.)
b7E

There are several potential options available for and they are listed below.
As each presents its unique set of difficulties, each will be discussed individually in more detail
elsewhere in this handbook:

b7E

TTU/0TD Q0T 455 ‘
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GPS Tracking - Update

GPS, the Global Positioning System, is also being used in several of the|

Here are the advantages of GPS-based systems:

(See photos on pages 7-4 and 7-5)

TTU/0TD OOV 460

This document is for internal use within the TR O CHATHSEONEY

FBI and is to be provided appropriate security.
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GPS RECEIVERS

This document is for internal use within the
FBI and is to be provided appropriate security.
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GPS ANTENNA PLACEMENT POSSIBILITIES ‘

b7E

Now you are ready to used the] |

The

place to look first is to see if| [Another great place is in the | | b7E
| You alwavs need to be thinking about a place wher

CONTROLS

b7E

“

7-20 —FOR-OHYCEIA T ESEFON I Y— This document is for internal use within the
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To: Operational Technology

From: Operational Technology

ITTU/ERF b6
Contact: b7C

b7E

Approved By:

Drafted By:

Case ID #: | | - oTD b7E

Title: PROGRAM PLANS
OPERATIONAL TECHNOLOGY DIVISION
TRACKING TECHNOLOGY UNIT GOALS AND OBJECTIVES

Synopsis:

(U) The mission of the Tracking Technology Unit (TTU) is to develop,
procure, and deploy technical assets and capabilities to covertly
surveil, track, and locate targets of interest while enhancing the
FBI's ability to collect physical evidence and intelligence for all
field investigations.

(U) In support of this mission, The TTU executes the following core
functions: hardware and software engineering, strategic planning,
training, technical installation and maintenance, and procurement of
Tracking, Tagging, and Locating systems.

Operational Tracking Program (TOTP)and Gebspacial
Information Systems Program (GISP)

(U) Goal I: Ensure quality, timely and accurate support to the
field. (A1)

(U) Objective I: Utilize the system to track requests
for support.

b7E

. (U) Performance Measurement: A daily review of all
requests is conducted to track progress, evaluate priorities, and re-
assign assets as needed.

(U) Objective II: Effectively manage staff and equipment to
improve support.

UNCLASSIFIED/;‘FGR—QF—FIGI&-USE—ONL—Y
TTUG&O10.wpd
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UNCLASSIFIED//FOR OFFICIALTUSE-ONEY-

(U) Performance Measurement: The Program Manager
will meet with technical staff to set priorities and track progress
on requests.

(U) Objective III: Provide a 24 hour manned operational
support telephone line for the use of field personnel should they
have questions or require assistance with any tracking device/system
provided by TTU.

(U) Performance Measurement: Manning the 24 hour
telephone line and documenting the questions and problems encountered
by the field personnel to establish trends to modify and improve
future training and posting of answers to common questions on the TTU
website.

(U) Objective IV: Improve the ability of tech<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>