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5) The following screen will appear: bTE

Found New Hardware Wizard

Welcome to the Found New
Hardware Wizard

This wizard helps you install softwate for:

USB Modem

@ If your hardware came with an installation CD
< or floppy disk. inserst it now.

!

Nt i i ez

‘What do you want the wizard to do?

QO Install the software automatically (Recommended)
(@ Install from a list or specific location (Advanced)

Click Next to continue.

Nest> | | Cancel |

Ml Found New Hardware... ’(Jél' w» ?EL’?- 5:12 PM

6) Select "Install from a list or specific location (advanced)" and click the "Next" button.

T LT L8026




A

7) The following screen will appear:

»und New Hardware Wizard

Please ch your h and installation options.

® Search for the best diiver in these localions.

Use the check boxes below 1o fimit or expand the default search, which includes local
paths and removable media. The best driver found will be installed.

Seatch removable media (floppy, CD-ROM...}
Include this location in the search:

ED:\ gvg]l Browse x]

O Don't search. | will choose the diiver to install

Choose this option to select the davice diives from alist. Windows does not guarantee that
the driver you choose will be the best match for your hardware.

[ < Back ]I Next > I[ Cancel } )

-

M Found Mew Hardware... . ’2);‘: w 7%@ 5:21 PM

8) Select "Search removable media (floppy, CD-ROM)" and also “Include this location in the search

9) Click the "Browse" button.
10) Select "My Computer" and then "D:" (D, or whatever letter represents your CD-ROM).

11) Click the "Next" button.

TTU/70T 3
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12) The following screen will appear:

%
@ﬁ?ﬂiﬂl

S __

Please wait while the wizard installs the software...

Hardware Installation

4 } The software you are installing for this hardware:
L4
USE Modem

has not passed Windows Logo testing to verify its compatibility
with Windows XP. (Lell me why this lesting is important,)

- - - -- oe- o= Continuing your i Ilation of this soft may impair
or destabilize the correct operation of your system oy = -
fi either immediately or in the future. Microsoft strongly DR e
recommends that you stop this installation now and - >

S

contact the hard rdor for sof that has
I Wind

p Wi Logo testing.

| Continue Anyway J [, STOP Installation ]

Ml Found New Hardware...

13) Click the "Continue Anyway" button.

TTU-07TD Qo80zZ3
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14) The following screen will appear:

LY -

Found New Hardware Wizard

Y Completing the Found New
.Q\ Hardware Wizard
5

The wizard has finished installing the software for:

@ USB Modem

Click Finish to close the wizard.

M Found New Hardware...

15) Click the "Finish" button.

TTU-0TD

008029

b7E




16) The following screen will appear when the installation is complete:

1) Found New Hardware
Your new hardware is installed and ready to use.

<3 R e

" b7E

% SR sEsPM

TTU-0TD 008030
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(Rev. 01-31-2003) DATE 04-05-2013 BY NSICG/FG4M92K24
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 10/23/2006

b3
b6
b7C
bTE

To: Operational Technology
From: Operational Technology

Electronic_Surveillance Technolo Section/TTU/ERF
Contact: | i | b6

Approved By: . b7C

Drafted By:

Case ID #: 269-HQ-1512830

Title: TRACKING TECHNOLOGY

Synopsis: This communication is a trip report for a visit to b3
| |on 10/11/2006.

b7E
Detailg: |is the developer of the[:::::::]
| During an earlier technology review meeting

held by| ! the
Tracking Technology Uni was invite O participate in the

next scheduled | |program review. Key
individuals present during the meeting included the following:

| Engineer . FBI
| | is al |product that
developed bvl lis an | b3
b7E
|_Kev features include a
[
When used. as al ] b3
b7E




To: Operational Technology From: Operational Technology
Re: 269-HQ-1512830, 10/23/2006

b3
b7E

[ |provided a live tracking demonstrationraf_E:F:::] b3

| | The avatem fiinctioned as advertised. To use b7E
it has to be| |

Other related products that hag includes a
| is a D3
| device that will perform] ] b7E

TTU's mission statement and current focus areas were

discussed with[::::::]to determine if there were any relevant b3
technologies oxr pr is a[::::::] b7E
is one of

their key products along with | products discussed above.
No other relevant products were identified.[ | expressed an
interest in working with TTU on potential future projects.

b3
b7E

CC: QTERF b6
OTERF
OTERF b7C




| To: Operational Technology From: Operational Technology
| Re: 269-HQ-1512830, 10/23/2006

*
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Operational Technology Divi

m Detection of Surveillance(vou got
burned!!l)

m Subject Evades Survelllance (You Lost

Them!lll)

m Subject Active at Odd Hours (You Slept
Through it)

=-=c<ET




169010  QLO/NLL

.
1gation X T
—l
PSRNl o, hd . ;
FATT X T XTI
% poe ‘*.‘%\
e T
s T~
5 ol )
T o * i,
N ) . .
Aeqy o g
>, 9,

Operational Technology Division

m Contact your

as Soon as Possible

m Case Agent may need to Provide

m Detailed Site Survey Required
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Wednesday, May 09, 2012
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Questions?
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New Agents Training Program
TPDU/Divl8 — Opérational Technology
' Division
OTD Block 2B

Curriculum Map

Block Description: This block provides an introducﬁon to Tracking Technologies and related topics as
well legal processes and planning that must go into this type of technical attack.

Block ﬁme:l
Pre-requisite Block(s): OTD Block 1, OTD Block 2A
Requisite Block(s): none

Instructional Goal: The Student will have a raised awareness of Tracking Technologies, Techniques and
Capabilities as well as their applications. :

Instructional Objectives: After thig instruction, the learner will be able to, with the use
of notes:
Identify ps presented in class.

The student will be able to differentiate between|

jused in Physical Surveillance

(FISUR).

Identify the legal requirement for varying types of tracking techniques as discussed in class.

Have a basic understanding of] |as discussed in class.

Understand expectations and risks when requesting/utilizing tracking technologies and methodologies as
discussed in class. :

Instructional Strategies:
Lecture

Video

Audio

Pictures and Diagrams
Question & Answer
Guided Discussions
Brainstorming

Props .

Case Study

Classroom Requirements:

Computer (laptop or desktop)
Microsoft PowerPoint software

1u/0TD. 010750




: b7E
Projector and Screen

Video Playback software

DVD player (if computer is not equipped).

Thumb drive with presentation slides, and video clip(s).
DVD’s with video.

Props.

Whiteboard (or large paper tablet and easel) and markers

Supplemental Materials:

PowerPoint Presentaion/Slides:
see attached presentation

Assignments: none

Key Points for Instructors: Instructor must be lvith an in-

wledge of Operational Technology Division,] |
The Field Electronics Technician Program, The Computer Analysis Response Team (CART)

and Regional Computer Forensic Laboratory (RCFL) program.

TTU/0TD 010751
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; Conference Agenda-Tracking Technology Unit

Vehicle Install and Tracking Technologies b7t
Class

July 25-28, 2011

b6
{ 08:00 - 08:30 ! Course Introductions b7E

t

Overview of Tracking Devices:

08:30 - 10:00

13:30-7 Vehicle Install Practicum-Session III

10:15 - 12:00
12:00 - 13:00  Lunch
113:00 - 17:30 Vehicle Install Practicum-Session I
RI(Annex)
.00 — 19 §Tracking Devices:
}08:00 — 12:00 Tracking 5
$12:00 - 13:00 i Lunch §
§13:00.— 16:30 Vehicle Install Practicum-Session II
116:30 — 17:30 §
DAYES]

08:00 — 10:00 (ERF)
10:15 - 11:30 ! Legal Issues §
111:30 - 12:30 { Tracking Devices and| :
112:30 - 13:30  Lunch i




SLLOLO AL O L

Final session, graduation

DAYRZ
'-’ - 10:30 Vehicle Install Practicum-Session III
;10:30 - 11:30 pm (ERF) { Wrap-Up Evaluation
11:30 - 12:30 Lunch
12:30 ~ 13:30 §Course Assessment Written Exam
14:00 — 15:00
15:30 - 15:30 Test Review

115:30 — 16:30

Revised 6-15-2011

C:\.... \Documents
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UNCLASSIFIED//LES/FOUO

ALL INFOBMATION COMDLINED
HEREIN I8 UNCLABRSIFIED
DATE 04-05-2003 BY HBICG/PRAMA R4

Federal Bureau of Investigation
Tracking Technology Unit

UNCLASSIFIED//LES/FOUO

UNCLASSIFIED//LES/FOUO

Pros:

Cons:

UNCLASSIFIED//LES/FOUO

TTU 0T 010109




UNCLASSIFIED//LES/FOUO
Pros:
Cons:
UNCLASSIFIED//LES/FOUQ
UNCLASSIFIED//LES/FOUO
TTU Devices used for Covert tracking
Pros:
Cons:

20iBlo g0,

UNCLASSIFIED//LES/FOUO

i

b7E




UNCLASSIFIED//LES/FOUO

TTU Devices used for Covert tracking

Pros:
Cons:
UNCLASSIFIED//LES/FOUO
UNCLASSIFIED//LES/FOUO
TTU Devices used for Covert tracking
Pros:
Cons:

UNCLASSIFIED//LES/FOUO

TTU/OTE 1ot o=

b7E




UNCLASSIFIED//LES/FOUO

Pros:

Cons:

Expected
availability

UNCLASSIFIED//LES/FOUO

b7E




2800 L0 JLONLL ALI INFOBMATION CONTAINED
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DATE 04-05-2013 BY NSICG/F64M92EZ4

Conference Agenda-Tracking Technology Unit °'F

Vehicle Install and Tracking Technologies

Class

February 27-March 2, 2012

Course Objectives

1. Provide students an overview of which tracking devices are available,
including existing and future trackers, for vehicle installation scenarios?
2. Provide students with sufficient hands-on to be able to operate
I |
3. Provide students with suffidient hands-on to be able to
I
4, Provide students with in-depth instruction on the planning for installing

tracking devices inside a vehicle. An overview of legal issues related to
vehicle installation is included.

5. Provide students with real-life experience with various installation
scenarios.




gRCGL0  GLOos0LL b6
b7C
b7E

Dey 1

08:00 - 08:15 Course Introductions

Introduction to TTU:
Overview of Tracking Devices:

08:15 - 09:45

10:00 - 11:30

1:30 — 12:00
2:00 — 13:15 i Lunch/Test

1
1

i Tracking Devices;
113:15 — 17:00 [ |
i t Hands-on Installing

AN 2:4

\Vehicle Install Practicdm (see Separate agenda)

Revised 1-6-2012

C\.... \Documents1
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bl
b3

Contacts: Program Manager| | b6
Management and Program Analyst] | e
Intelligence Analysi{ | /c

This intelligence summary was prepared by the Operational Technology Division of the FBI. Comments or
questions may be addressed to the Technical Operations Coordination Unit / Technical Evaluation Office.

TTU/0TD 009534
/[ RELIDO
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Physical Surveillance Using
Tracking Systems,

o%90L0 QLo/nLL

"You can run, but you can't hide!"
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Praciical Exereise
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Winat tihe Tracking Data Tell You

& Wihat [Leads Shoulld You Generate?
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o Contact your -S oon as Possible
o Case Agent may need to Provide || EGH

o Detailed Site Survey Required
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" The Future of Tracking

o Anyomne Seen Enemy of the
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", ,  Everystepyou
* . . take...every move
: ", you make...my
: Lo, dGPS unit will be
“watching you
Technology may be ushering in
a golden age of stalking,

in which predators use GPS,

cellphones and other devices
to track and terrorize.

By Michael Rosenwald
“Photo illustration by :
Darren Braun ;
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