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FD-1057 (Rev. 5-8-10)

SECR

FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title:

To:

From: CHARLOTTE

CEQOb

Contact

Approved By:

18 Date: 11/13/2012 bl
CLASBIFIED BY  MSICC CéeewisBil b3
BEASCHM: 1.4 310 b6
DECLASSIFY ON: 12-31-2037 p7C
DATE: D6-27-2D16 bTE

&Ll THPCRRATIUH CURTATHED

A/SSH

Drafted By:

Case ID #:

(SENSTTTIVE TNVES

oONOo 111 VL 1INVLOolL1IUWUAL LVEL L[

IATTER

HEHEIN 1= UHLIASATITIRD R0
WHEBE SHUWN DTHERWISE

bé
b7C

bl

'ITGATIVE MATTER) b3

{s

b6
b7C
b7E

Vmishandling of classified information.

{35 ,,,,,,,,,,, Administrative Notes
' investigation,

Details:

assify On: 2037

Investigation Initiated: 11/13/2012

288A-TP-74641.

SECR NOFORN

investigation of a possible

G&ZZﬁﬁi Case predicated upon FBI Tampa's

b7E

b7E

PETRAEUS-2180



—SEC ORN bl

Title b3
bé
o o — TI/13/2012 b7C
b7E
(U/E@ﬁf& Captioned investigation is predicated based upon Tampa's
referenced _investigation, 288A-TP-74641. On September 24, 2012, Tampa
FBI agentsg interviewed Paula zgc
BROADWELL, date of birth,| social security number
BROADWELL provided the agents with two personal laptops,
which were forensically examined by the FBI, and found to contain what
is believed to be several classified documents. BROADWELL was again
interviewed on November 2, 2012 by the same Tampa agents. At which
time, BROADWELL was advised that several classified documents were
found on the computers she provided the agents on September 24, 2012.
BROADWELL identified several of the documents shown to her as being
from her time in Afghanistan, but was unable to provide specifics on
how she obtained them. BROADWELL spent several months in Afghanistan
researching her book on David PETRAEUS. During her time in Afghanistan,
BROADWELL was given access to several briefings at the secret
classification level. She stated that she would sometimes obtain a
paper copy of the briefings she attended in order to preserve as
research for her book.
(U/Eﬁﬁo) As a result of finding possible classified information on the b3
laptops provided by BROADWELIL, aI zgc
jointly by FBI Tampa and FBI Charlotte on November b7E
12, 2012. additional documents, believed to be
classified, were foundl
bl
: b3
B e

¢

SEC

PETRAEUS-2181



SECRE OFORN

U.S. Department of Justice

Federal Bureau of Investigation
Washington, D.C. 20535-0001

(U//EX0) Date: November 15, 2012
(U//FOXQ) Report: Initiation of Investigation LHM CLRSSIFIED By N3IC& Lo&wdcall
BERESW: 1.4 4
b - o
5 DATE OE-zi-201%
il imEoEsaT oW comraTaey b1
(U/Aﬁéi@) PrellmlnarylInvgstlgatlon (PI) SYREIE Ik Umlseeivien yuienT b3
Full Investigation (FI) WHURE Smias oarnuIse b6
b7cC
_X Single subject b7E
Multi-subject
Enterprise
Foreign intelligence collection
(U//ﬁﬁ%@) Investigation initiated by: CE Field Office; or FBIHQ
(U//§§Q@) Initiated: 11/13/2012
(U//ﬁﬁﬁ@) FBIHQ/DOJ notice via LHM required if (check all that apply): b7E
A. Full on USPER
B. SIM (PI or full)
C. Enterprise investigation
D. Foreign intelligence case
X (8]
bl
b3
b7E

(U//ﬁ@ﬁé) Derive . FBI N 615
Decl i T 2037

SECRET// OFORN

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your
agency; it and its contents are not to be distributed outside your agency.

PETRAEUS-2182



2
bl
ﬁm3
"p7E
(U//FQQO) Factual Predication:
(U/E&@O) Investigation is predicated based upon Tampa's Cyber b6
investigation, 288A-TP-74641. On September 24, 2012, Tampa FBI agent b7C
IintervieWQd Pannla RROADWEILIL, date of birth,
|social security numbe BROADWELL provided

Tthe agents with two personal laptops, which were forensically examined by
the FBI, and found to contain what is believed to be several classified
documents. BROADWELL was again interviewed on November 2, 2012 by the same
Tampa agents. AL which time, BROADWELL was advised that several classified
documents were found on the computers she provided the agents on September
24, 2012. BROADWELL identified several of the documents shown to her as
being from her time in Afghanistan, but was unable to provide specifics on
how she obtained them. BROADWELL spent several months in Afghanistan
researching her book on David PETRAEUS. During her time in Afghanistan,
BROADWELL was given access to several briefings at the secret
classification level. She stated that she would sometimes obtain a paper
copy of the briefings she attended in order to preserve as research for
her book.

SECRE FORN

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your
agency; it and its contents are not to be distributed outside your agency.

PETRAEUS-2183



SECRET OFORN
3

(U/F@ﬁﬁ).As a result of finding possible classified information on
fhe laptops provided by BROADWELL, a| | b3

dointly by FBI Tampa and FBI Charlotte on November 12, b6

2012, additional documents, believed to be classified, E;g
were found

(U//Bs0) TR

bl
b3
b7E

SECRE OFORN

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your
agency; it and its contents are not to be distributed outside your agency.

PETRAEUS-2184



4
Is
bl
b3
b7E
M//MUnfi] rinled ont investigation is being ovened and treated
1(8)
(U/ZEE%(Q: IV. Certification:
The case agent and all approving personnel certify that:
X A. An authorized purpgse and adequate predication exist
for initiating the investigation; b7E
X B. The investigation IS not based solely on the exercise

of First Amendment activities or race, religion,
national origin or ethnicity of the subject; and

X C. The investigation is an appropriate use of personnel
and financial resources.

This document contains neither recommendations onclusions of the FBI.

agency; it and its contents are not to be distributed outside your agency.

¢ property of the FBI and is loaned to your

PETRAEUS-2185



FD-1036 (Rev. 10-16-2009)
SE RN

FEDERAL BUREAU OF INVESTIGATION

Import Form

Form Type: LHM Date: 11/15/2012

Clasalslell B HoIOE Cafwi6El]

Title: (U//ERXD) Opening LHM BERECH . 1 4 7y
b . o

HaTE. Oh-27 2016

. bl
Approved By: LU IWomLATION CORTAINED b3

HEREIN 15 UM LE=aT12 18D Emmbs
WHERE B WH OTHERWISE

Drafted By: | b7C
b7E

Case ID #: (SENSTITIVE TNVFESTIGATIVE MATTER)

1181

SENSITIVE INVESTIGATIVE MATTER

Synopsis: X/ @S{() rrrrrrrrrrrrrrr ~lepening-LHM- .. g}

on: 1.4(b), (c),

Derived
NSIsSC-2
assify On: 20371

¢

SEC OFORN

PETRAEUS-2186



FD-1057 (Rev. 5-8-10)

SECREF77/R6FORN

FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title: (U) Request for preservation of records. Date: 11/19/2012
Classlalall 80 Holle C(ohddbEl]
BEaTEm. 14 a0
From: CHARLOTTE DECLaEsTyY ol io-2i-2pag
CE10 LDatE. D627 2016
Contact:
bl
ALl OB AT IOH CCETATNED b3
Approved By: HERETH 15 UNCLASETFTED EXCEDT b6
WHERE SH AN CTHEBRWISE
b7C
Drafted By: b7E
Case ID #: (SENSITIVE INVESTIGATIVE MATTER)
1181
SENSITIVE INVESTIGATIVE MATTER
_ b3
Synopsis: (U) Document the requests made to b7E
| for the preservation of
on: 1.4(b), (c),
Derive
NSISC-200
Dec sify On: 203
b7E
Investigation Initiated: 11/13/2012
Enclosure(s): Enclaosed are the following items:
1. (U) Letter t reference a request for preservation of
records b3
2. (U) Letter td reference a request for preservation of b7E
records
3. (U) Letter t reference a request for preservation of
records
Details:
On 11/16/2012, the writer gent. via facsimile requests for
. b3
preservation of records to The bTE

T

PETRAEUS-2187



 SEoRETT7NOTORL__

Title: (U) Request for preservation of records. bi
g:Ef:J """"" Re 11/19/2012 b3
b7E
requests were for the following
b6
b7C

¢

PETRAEUS-2188



FD-1057 (Rev. 5-8-10) E L———

FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title: (U//E§&O) Transfer of ___J Date: 11/26/2012 bé
b7C
CLAESTIRIRL By HMETEE rbdbibld b7E
To: Braoem 1 o4 oy
DEClasalyy (M 10-51-2087
DAaTE: 05272016
ALL THROESATION (UHT2THED
From: TAMPA HERETN T5 UNCLASSIFIED EXCEDT
TP-8 HE BHLH DTHERWIEE
Contact: |
b6
Approved By: A/SSA b7C
Drafted By:
Case ID #: 288A-TP-74641 (U//MPAULA BROADWELL - SUBJECT;
| FOMPUTER INTRUSIONS - bl
CRIMINAL b3
I(QPNQTTTVP INVESTIGATIVE MATTER) Esc
. [IS) b7E
SENSITIVE INVESTIGATIVE MATTER
This inTo i e distribut State,
tribal, or local gover i ith a need-to-know.
Further distribution without FBI { i is prohibited. Precautions
should be taken to e or destroyed in a
manner
bl
IH 3
b7E

Investigation Initiated: 06/14/2012

SECR ORN

PETRAEUS5-2189



SEC

b7E
Title: (U//E@@Qi Transfer of
Re: 288A-TP-74641, 11/26/2012

Details:
Writer requests to transfer evidence iteml lentered%aswan ,,,,,,, o 2 i;
. T . D
with laptop serial number to FBI Charlotte, bé
Evidence Control. b7C
b7E

¢

SE T QFORN

PETRAEUS5-2190



FD-1057 (Rev. 5-8-10)
SECRE OFORN - i:U:]

FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title: (U) To request Legat assistance Date: 11/26/2012
ZBl IHzU
CLas1 7190 By WEIcC CeewasBll
From: COUNTERINTELLIGENCE BEsstm 1 4 0y
: DECLBESIEY W 12-51-20457
LaTE. D627 2016
Contact:
bl
b3
Approved By b6
b7C
b7E
Drafted By:
Case ID #: [SENCSTTIVE TINVESTIGATIVE MATTER)
{18
SENSITIVE INVESTIGATIVE MATTER
Synopsis: (S NF) To request assistance from Legat Kabul to contact
ISAF Public Affairs officer.
1.4(b), (c)
assify On: 2037
Investigation Initiated: 11/13/2012 b7E
Details:
Captioned investigation has been opened to determine if the subject
mishandled classified informatiod I z;
ij b7E

bl
(s/ /527 ‘ b3

bé
b7C
b7E

| Pentagon officials have contacted
At ISAF, DSN |who indicated he

could provide the FBI with further information

Afghanistan. it is requested that Legat Kabul have personnel contact

SEC ORN

PETRAEUS-2191



(U)

fo nrovide any information has regardin

for the following:

———————— ~|Specifically,

— e

To request Legat assistance

11/26/2012

b3
b7E

it is requested that

be asked

bl
b3
b7E

unclassified FD-302 to the captioned investigation.

¢

It 1s noted that this 1nterview should be written on an

SECRET/ OFORN

2

PETRAEUS-2192



FD-1087 (Rev. 5-8-10)

-y

FEDERAL BUREAU OF INVESTIGATION

Event Title: (U)

Evidence Log

Approved By

Drafted By:

bl

b3

Submission of Evidence Date: 11/30/2012 b6
CLAasETEIED BY Weler rCetyacmia b7C

BERECE. 1 & i) b7E

DECldssisy Ll 1:-31 2050
DaTE Un-27-2016

allb TN ORGAT IOH CONTAINED
HERREIN 15 UHLLASSTI IR B0 D]
WHEEE EH WK LTHERWISE

Case ID #:

(SENSITIVE INVESTIGATIVE MATTER)

|s

SENSITIVE INVESTIGATIVE MATTER

on: 1.4(b), (c),

Derived
NSISC-2

assify On: 20371

11/13/2012

Investigation Initiated:

Acquired By: on 11/27/2012

Acquired From:

Receipt Given?: No

Holding Office: CHARLOTTE

Details: No Details Provided
Item Type Description
1B CART ()l |

Acquired On:__11/27/2012
Located By:
Other Locator:
Location Area: NA
Specific Location: NA
Device Type: Other

Number of Devices Collected: 1

SEC OFORN

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it and its

contents are not to be distributed outside your agency.

bé
b7C
b7E

bé
b7C
b7E

PETRAEUS-21935



SECRET77ROFORNL

Title: (U) Submission of Evidence
g Re.: 11/30/2012
L X
SECRET

OFORN

bl
b3
b7E

PETRAEUS-2194



FD-1087 (Rev. 5-8-10)

SECRET//NOFORIL

FEDERAL BUREAU OF INVESTIGATION

Evidence Log

Event Title: (U) SUBMISSION OF EVIDENCE

> -2
Approved By

Drafted By:

Case ID # (SENSTITIVE TN

LLassle il Hy o

HECLABSSTEY [
HaTteE: D627 2015

bl
Date: 11/30/2012 22
HEIIE Teevdrebdd b7C
1.4 0
b7E

12-a81-20457

all INFCRAT TON COHTAIHED
HEREIN 15 U LASSTFIR]D FALEDY
WHERE SHUWH UTHEBWISE

VESTIGATIVE MATTER)

18

SENSITIVE INVESTIGAT

1.4(b), (c)

Derived
NSISC-2

assify On: 2037

VE MATTER

bé
Investigation Initiated: 11/13/2012 b7C

b7E

Acquired By: bn 11/26/2012

Acquired From:

Receipt Given?: No

Holding Office: CHARLOTTE

Details: No Details Provided

Item Type Description

1B CART bé
b7C
b7E

Acquired On:_11/26/2012

Located By: __J
Other Locator:

Location Area: NA

Specific Location: NA
Device Type: Other

Number of Devices Collected: 1

SEC ORN

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it and its

contents are not to be distributed outside your agency.

PETRAEUS5-2195



SECRET/7ROFORN___

(U) SUBMISSION OF EVIDENCE

¢

11/30/2012

SEC OFORN

bl
b3
b7E

PETRAEUS-2196
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S RN

[ ]

FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title:r— 'Gg?ZE{D Reqguest for military records. Date: 11/21/2012

To:

From: CHARLOTTE
CEO5
Contact:

Approved By

Drafted By:

Case ID #{ (SENSITIVE INVESTIGATIVE MATTER)

kL

SENSITIVE INVESTIGATIVE MATTER

Synopsis: )ﬂz/ ) FBI Charlotte requests FBI St. Iouis conduct
military record chec ,‘SB
¥

1.4(b), (c)

assify On: 20371

Investigation Initiated: 11/13/2012

Details:

In order to develop a complete biographical profile for the subject of
captioned investigation, FBI Charlotte needs to obtain any and all

military records relating to this subject. In addition to an SF-8¢,

Charlotte reqguests snbiect's

Charlotte also requests any records

relating to military deployments, as well as records for use of

overseas military transport.

SECR OF

bé
b7C

bl
b3
bé
b7C
b7E

bl
b3
bé
b7C
b7E

b7E

bl
b3
bé
b7C
b7E

PETRAEUS-2197



i
i
®

{T-Titles 3R/ /NRS

__ SECRET7/NGEQRN

Reguest for military records.

,,,,,,,,,,,,,, -|11/21/2012

Charlotte reque
possible.

certified copie

- k§/>%§) St. Lou

sts all records be forwarded by St.

s of the military record.

is should FEDEX results to FBI Charlotte,

Microsoft Way, Charlotte, NC 28273.

¢

SECRET/7ROFORN_____

bl
b3
b7E

bl
b3
<13
b7C
b7E

1 Qé//ﬁf) Given the priority placed on this investigation by FBIHQ, FBI
Louis as quickly as
Charlotte will then follow this EC with a letter requesting

SSH

bé
b7C

PETRAEUS5-2198



ALL THECHEAT TOH CDHTRATHET!

HEBEIE 15 UNCLESETF TRED
LATE Oe-27-2016 By UoapwWdeb 1 HET G

From:

Sent: S A b3

To: bé

Subject: b7C
b7E

Legal Department

I:lpursuant to your voicemail on 11/26/2012, in which you indicated the faxed reguest was not legible to read each of the emails, | am providing the
following list consistent with the original reguest that was sent to b 11/1672012. Please st me know if you have questions:

b3
b6
b7C
b7E

WARNING
This document is the property of Federal Bureau of Investigotion {FBI) and 1s provided solely to facilitete coordination with your ggency. The
information may not be disclosed outside your agency without the express authorization of FBI. If you are not the intended recipient of this
information then disclosure, reproduction, distribution, or use of this information is protibited (18 USC Section 641}. Please polify the

originator immediste to grrange for proper disposition.

PETRAEUS5-2199



FD-1057 (Rev. 5-8-10)
SE RN

FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title: (U/Zﬁbﬁé) Preservation Letter Date: 12/04/2012
CLABEITIFED By HWEICE @ L(eekdsBEll
REAIOE. 1.4 (D)

From: CHARLOTTE DECLE-STEy O 12-31-2037
CEO5 DETE B2l 20is
Contact AL THRCEIBTION CoEITATHED
HEEETN 18 DHCLBERTIRTE] B0 RLT bl
WHERE SHOH CTHEBRIEE b3
Approved By: b6
b7C
b7E
Drafted By:
Case ID #: (SENSITIVE INVESTIGATIVE MATTER)
13)
SENSI1TIVE INVESTIGATIVE MATTER
Synopsis: (U//F ) Document contact with concerning 23
Preservation Letter served on 11/16/2012. E
(c)
assify On: 20371
Investigation Initiated: 11/13/2012
. . b3
Enclosure(s): Enclosed are the following iltems: b7E
1. (U//?§Q€) Email sent td Legal Department.
Details:
(U//E@ﬁ@i On 11/26/2012, the writer received a voicemail message
from td[::::::] Legal Department concerning their receipt of the
Preservation Letter sent via facsimile from the Charlotte Division on
11/16/2012. The voicemail message from[:::::::] (no last name or b3
contact phone number provided) acknowledged the receipt of the 23
C
Preservation Letter, however, she requested the writer send her an b7E

e-mail listing the accounts as the facsimile she received was poor

quality and she wanted to ensure she had the correct accounts. In her

SECRE FORN

PETRAEUS-2200



—

Title: (U//?@ﬂb) |Preservation Letter bl

. b3
Sf Re 12/04/2012 b7E
. . . . b3
volcemal provided the e-mail account b6
bnd requested the writer list her name in b7C
the subject line of the e-mail. b7E
(U//E&&O) After verifying the e-mail address, the writer emailed

on 11/27/2012. The writer's e-mail is enclosed with this 23
C

communication.

*

SECRE ORN

PETRAEUS-2201



FD-1057 (Rev. 5-8-10) M
S OFORN

FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title: (U//F><O) Preservation Letter Date: 11/30/2012

Classlidsn B Nelld: [ abwdbabll
BEasO: 1 4 (0

From: CHARLOTTE DECLASEIFY £n 12-31-2037
CEOS DATE: 06-27-2016
Contact: ALL THFCRMATION CONTAINED
HERETH 18 TDHCLBERTETR] BHIRLT
WHERE SHCRH CTHERWT ED bl
Approved By: b3
bé
Drafted By: b7C
b7E
Case ID #: (SENSITIVE INVESTIGATIVE MATTER)
NI
(8
SENSITIVE INVESTIGATIVE MATTER
. ) o b3
Synopsis: (U/ZPG@B) Document receilpt of facsimile from b7E
acknowledging receipt of Preservation Letter.
son: 1.4(b), (c),
Derive
NSISC-
€lassify On: 20371
. . L b7E
Investigation Initiated: 11/13/2012
Enclosure(s): Enclosedare the following items: b3
1. (U) Facsimile from| acknowledging receipt of Preservation b7E
Letter.
Details:
b3
(U//M) on 11/26/2012, b3
sent a facsimile to the Charlotte Division acknowledging the receipt of b7C
Lthe Preservation Tetter sent under captioned matter on 11/16/2012, for b7E

SECR NOFORN

PETRAEUS-22035
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SEC NOFORN

Preservation Letter

11/30/2012

SEWRN

bl
b3
b7E

PETRAEUS-2204
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SECRET//CRCONANOEORN
FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title \ws. Date: 12/06/2012
! EBL 1Hs
ClLaZsTRIED By No0o chowden
From: ST LOUIS Beasem 1 o4 0
ST,—RECORD CENTER DECLESS1IY (: 101057
H&TE: 0622016
Contact:
bl
b3
Approved By: b6
b7C
b7E
Drafted By:
Case ID #{ [SENSTTIVE TNYFRSTIGATIVE MATTER)
18
SENSITIVE INVESTIGATIVE MATTER
Synopsis? : b1
Ynopsis? 1151 b3
b7E
1.4(a), (b), '
(d), . (9),
assify On: 20371
nvestigation Initiated: 11/13/2012 b7E
Details:
18)
bl
b3
bé
b7C
b7E

PETRAEUS-2205



SECRET/ /ORi RN
] [ 12/06/2012 bé
b7C
b7E
(3]
] bl
b3
b6
b7C
b7E
Investigation at St. Louis completed.
L &4
SECRET/ NOFORN
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FD-1057 (Rev. 5-8-10) RE‘\I? ﬁ
S

FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title: (U) Requests to preserve records. Date: 12/07/2012
CLASSTIRIR By HETLE [DahWdaH |
From: CHARLOTTE meaen - i
PECLAEE TRy W 12020y
CEOS DATE: D6-27-2016
Contact:
ALl THFCREATITH CUHTATHET
HEREIE I3 UNCIASSIFIEL EXCRIT bl
Approved By: WHEFE SHOWH OTHERWISE b
bé
b7C
Drafted By: b7E
Case ID # (SENSITIVE INVESTIGATIVE MATTER)
(8]
= rorrrrr——rr=orr—rr——dbL MATTER
___Svnobsis: (U) Document the requests made to 23E
for the preservation o
assoclated with
son: 1.4(b), (c),
Derive
assify On: 2037
b7E
Investigation Initiated: 11/13/2012
Enclosure(s): Enclosed are the following items:
1. (U//Ebﬁé) Letter to reference a request for
preservation of records. Email correspondence froﬂ
acknowledging receipt of_letter
2. (u// Letter to reference a request for b3
preservation of records, b7E
3. (u/ Letter td reference a request for preservation of
records.
Details:
On 12/06/2012, the writer, sent requests for preservation of
records tg The b3
b7E

PETRAEUS-2207



 SEeRETINORORN

Title: (U) Reduests to preserve records.
L T 12/07/2012 bl
é ] Re /07/ b3
b7E
requests were made for the preservation of the following
b3
b6
b7C
b7E

on 12/06/2012,

via e-mail, acknowledged receipt of the preservation letter

sent tg

*

S ET/ ORN
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FD-1057 (Rev. 5-8-10)
SEC 'ORN

FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title: (U FOMO) Document contact with Date: 12/14/2012
CLABSIFIRI BY: HN8IL0G [EAWARE 1
Bramewm o4 on

ORClLassiry N 1e-21-2057

From: CHARLOTTE Dare: pe-2i-20ie
CEO0S :
abl THEORGST I COHTALNED bl
Contact: HEREIN 15 UNCLASSIFIED EXCERT 3
WHEBE SHUWH OTHEEWISE b6
Approved By: b7C
b7E
Drafted By:
Case ID # (SENSITIVE INVESTIGATIVE MATTER)
8)
SENSITIVE INVESTIGATIVE MATTER
Synopsis: (U//Fgﬁg) Document contact with igc
| concerning request to preserve b7E
records.
d)
Derived
NSIsSC-2
Investigation Initiated: 11/13/2012 b7E
Enclosure(s): Enclosed are the following items:
1 (17 EDQ@) Email communications between SA b6
concerning request to preserve records. b7¢
Details:
bé

(U/Zﬁﬁﬁé) On 12/11/2012, the writer received an e-mail from b7C

The e-mail was in b7E
response to a Preservation letter sent tol on 12/6/2012 to

preserve thl |

SECRET RN

PETRAEUS-2215
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SR EORN

(U ﬁ§666) Document contact with

12/14/2012

(U//F§E63 In the 12/11/2012 e—maiﬂ:::::::] advised thg

reviewed fheir electronic records and found none belonging to

Broadwell further noted that Broadwell left the

bl
b3
b7E

b3
bé
b7C
b7E

had

and her records would be been destroyed years ago.

¢

SECRET/ANOFORN
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SECRETL/NOFORN

FEDERAL BUREAU

OF INVESTIGATION

Electronic Communication

Request for preservation of records.

12/19/2012

Date:

Classlalell 5 HoILE Co6uilaBl

Title: (U)

From: CHARLOTTE
CEO5
Contact:

PEASUM: 1 4 i

DECLEBRI Y OM 1021 oons

ATE: DE-2R-onde bl
b3

Approved By:

BLL TmrmrTIom comvaiusn b6
HEREIN 15 UBRLLASSIFIEL ESCRDT7C

WHERE SHOWN CTHERWISE b7E
Drafted By:
Case ID #: (SENSITIVE INVESTIGATIVE MATTER)
IH
SENSITIVE INVESTIGATIVE MATTER
. . b3
Svnopsis: (U) Document the regquest td for the preservation of bTE
(c)
assify On: 2037
. . . . b7E
Investigation Initiated: 11/13/2012
Enclosure(s): Enclosed are the following items:
1. (U) Letter td reference a request for preservation of Es
records. E
Details:
On 12/18/2012, the writer sent, via facsimile, a request for
preservation of records tJ The request was for ths iz
b7C
b7E

-]

PETRAEUS-2226
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Title: (U) Reguest for preservation of records.
| bl
{5) Red e ~112/19/2012 b3
b7E
L &4
SE /NO

PETRAEUS-2227



FD-1057 (Rev. 5-8-10)

SEC NOFORN

FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title: (U) Request for preservation of records. Date: 12/20/2012

CLASBISIRT By HRTLE. DaaWidaH
BEsSL 1 4 ([

From: CHARLOTTE DEClasnTey 1. 15 o4 opas
CEO5 DateE: DE-27-2n1s8
Contact:

ALL THCRRAT I CDHTATHEL

HERFEIW 18 UNCLABSIRIED BERUEDT
Approved By: WHEEBE SHURME DyHEEWIEE
bl
Drafted By: b3
b6
Case ID #: (SENSITIVE INVESTIGATIVE MATTER) 2;;
5
SETNSIIITVE J_J.\IVF_.DJ_J_UAJ_J_L\]E MATTER
Synopsis: (U) Dociiment tthe rromioot 1—r\| I'Fr\'r the b3
. b7E
preservation of
(c) )
NSISC-2
assify On: 2037
b7E
Investigation Initiated: 11/13/2012
Enclosure(s): Enclosed are the following items:
1. (U) Letter to reference a request for b3
. b7E
preservation of records.
Details: b3
b6
On 12/19/2012, the Charlotte Division sent, via facsimile, a request b7C
for preservation of records to The request was b7E

for theg

S //NO

PETRAEUS-2228
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(U)

Reguest

for preservation of records.

[

12/20/2012

¢

SE NOFORN

bl
b3
b7E
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SEC RN

FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title: (U) Preservation Letter Response Date: 01/02/2013

Classlalall 80 Holle C(ohddbEl]
Beast: 1 4 (0

From: CHARLOTTE
Lellaaslay T 1.-2 -1 %

CEOS UATE: B8-23-2018
Contactl
BLL INFOBLATION CUNTAINED
] HEREIN IS UNCLASSIFIED EXCEPT bl
Approved By: | WHERE SHOMWH DTHERWISE b3
b6
b7C
Drafted By: bTE
Case ID #: (SENSITIVE INVESTIGATIVE MATTER)
115]
SENSTITIVE INVESTIGATIVE MATTER
Synopsis: (U) Communication fron n response to b3
a preservation letter. b7E
1.4(b), (c)
€lassify On: 203801
Investigation Initiated: 11/13/2012 b7E
Enclosure(s): Enclosed are the following items:
1. (U) Preservation response b3
b7E
Details:
. . b3
On 12/19/2012, writer faxed a Preservation Letter td be
| |in regards to B7C

| b7E

On 01/02/2013, writer received the enclosed response from

acknowledging receipt of the Preservation Letter and advised
information related to the investigation had been identified and

preserved.

SEC FORN

PETRAEUS-2257
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¢

|

SE ORN

reservation Letter Response
01/02/2013

SECRET/ ORN

2

bl
b3
b7E
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SEC ORN

FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title: (U//é@ﬁ@@ Reguest to transfer evidence. Date: 01/10/2013
Slessl 12D B HMollL R Eaden]
BERECm: 1.4
From: TAMPA DECLASSTFY 0N 12-31-7088
TP-8 LaTE: Oe--a-01¢
Contact:

abl IWCBAT 1T (DHTALREL
HEREIN 1o HHLILASSTISIRT FALEDT

Approved By WHERE SHUMWN UTHERWISE
bl
b3
Drafted By: e
b7C
b7E

Case ID #: 288A-TP-74641 (U//FO»ed_ PAULA BROADWELL - SUBJECT;
| | COMPUTER INTRUSIONS -

SO TAITIIN T

(SENSITIVE INVESTIGATIVE MATTER)
18

]
SENSITIVE INVESTIGATIVE MATTER

Synopsis: (U//FO®Q) Request to transfer evidence items to CE Division.

son: 1.4(b), (c),

b7E
Investigation Initiated: 06/14/2012

Package Copy: (U//égbéi:Evidence item 1B1.

Details:

At the direction of Tampa and FBIHQ executive management, captioned
investigation will be closed. In order to close captioned
investigation, writer requests to physically transfer evidence item 1B1

to CE Division under captioned CE case number.

Additionally, writer requests to administratively transfer evidence

items 1B2 through 1B57 to CE Division and captioned CE case number, as

SEC ORN

PETRAEUS5-2259



SE ORN

Title: (U/ZEB@E) Request to transfer evidence.
Re: 288A-TP-74641, 01/10/2013

those items are currently physically located in CE Division.

¢

SECRET OFORN
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FD-1036 (Rev. 10-16-2009)
T/

FEDERAL BUREAU OF INVESTIGATION

Import Form

Form Type: EMAIL Date: 01/16/2013
Lless 10D by Hel 0 Daaadb -
{1} Title: {5 CONSOLIDATION OF EVIDENCE BEASLH: 1.2 0

OECILASEIFY DN 102 2038
Lale: 0&-05-2016

Approved By:

alLb THFURLATION COETATHED
HEREITN 15 UHCIARSTRIRI Ror DT

Drafted By: : re oE
bl
b3
Case ID #: LOENCSTTIVE TNUESTIGATIVE MATTER) b6
gy b7C
) b7E
SENSIITVE J_J.\IVJLOJ.J_UMJ.J_VLI: MATTER

288A-TP-74641 (17 Uy PAUTA BROADWELL - SUBJECT;
COMPUTER INTRUSIONS -

CRIMINAL

_SLLD.QnSi.S.'_M_EEQUEST TO CONSOLIDATE EVIDENCE FROM 288A-TP-74641 INTO

assify On: 2038

¢

SECRET/ ORN

PETRAEUS-2261
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SEC

ORN

FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

01/22/2013

Date:

ClLasslzsiall B Holld, (GewdsBll
BEBRAI - 1 4 (1
Helldealae U 12-21-2083

Title: (U) Request for preservation of records.
From: CHARLOTTE

CEO05

Contact:

IBEBTEWL 06-25-2016

Approved By:

abl IHFORMAT I CONTALNED
HEREIN 15 HECLASSTIS IR FHLERDT
WHEBE SHUWH OTHEBEWISE

bl
Drafted By: b3
bé
b7C
Case ID #: (SENSITIVE INVESTIGATIVE MATTER) b7E
{8
|
SENSITIVE INVESTIGATIVE MATTER
Synopsis: (U) Document the request tol |, for the
preservation of b3
b7E
on: 1.4(b), (c)
Derived
NSISC-
€lassify On: 203712
b7E
Investigation Initiated: 11/13/2012
Enclosure(s): Enclosed are the following items: b3
1. (U//Ebéa) Letter to reference a request for b7E
preservation of records.
Details:
b3
On 01/22/2013, the Charlotte Division sent, via facsimile, a request zgc
for preservation of records to The request was for the b7E

SEC

PETRAEUS-2265



SECR /NOFORN

Title: (U) Request for preser¥ation oR records.
Re: lo1/22/2013 bl
8 b3
b7E
*

SECRET > NOFORN

2
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::SECRE?fﬁmﬂﬂzgini

FEDERAL BUREAU OF INVESTIGATION

Import Form

Form Type: OTHER Date: 02/05/2013

Classlalall 80 Holle C(ohddbEl]

Title: (U) Unclassified Summary For DOJ -

DECLBESIEY W 10-51 20358

DatE. D625 2016
Approved By: bé
ALL TMrrmaaTIom romraaEn BUC

HEBREIN 15 URLLASSIRIED BALEDT
Drafted By: WHERE RmOM Dripma
Case ID #: (SENSITIVE INVESTIGATIVE MATTER)
- ! bl
i b3
I EEEEEEEEE—————T
SENSITIVE INVESTIGATIVE MATTER b6
b7C
. o ) ) b7E
Synopsis: (U) Unclassifilied summary of :nvestlga;;gghréﬂ) 77777
provided to DOJ in January 2012 for plrposes—or—orarting OEO Memo J

regarding all compulsory processes.

on: 1.4(b), (c)

Derived
NSISC-

assify On: 20380

¢

_SECRET/NOFORN

PETRAEUS-2278
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SECR NOFORN

FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title: (U) preservation letter response. Date: 02/04/2013
Classia 1Pl By - HallE Catwdell]
BEastM. 1 o4
From: CHARLOTTE DECLASSIFY DN 12-31-2838
CEO0S LAlE: D&-25-2016
. bl
Contact: I?xLL THFORMATION CONTATHED b3
HEBEIN 1o WHLIASSIRIED BUCREDT b6
WHERE ~HUWH DTHRREW S

Approved By: b7C
b7E

Drafted By:

Case ID #: SENSITIVE INVESTIGATIVE MATTER)

113}
SENSITIVE INVESTIGATIVE MATTER
. b3
Synopsis: (U response to preservation letter. bIE
assify On: 20380
: : s b7E
Investigation Initiated: 11/13/2012

Enclosure(s): Enclosed are the following items:

1. (U) Facsimile froj b3
b6
b7C

Details: b7E

On 01/22/2013, the Charlotte Division sent a preservation letter to
I I reguesting thevy preserve thd |

On 01/23/2013, via facsimile notified
the Charlotte Division that was not
a vali and as such no records would be preserved. Thdg

facsimile provided internal reference numbert

sm

PETRAEUS-2279
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02/04/2013

letter resSponse.

SECRET/ ORN

bl
b3
b7E
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FD-1057 (Rev. 5-8-10) E @
SEC

FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title: (U) Physical Surveillance - 01/25/2013 Date: 02/06/2013

Lhasslalal B2 HEILG (oqudbaBll
Beasiid 1 4 (0

From: CHARLOTTE FolRRSTEY oM io-2iocnan
CEO0S TE D6-23-201%
Contact
L THECBMATION COMIAIHED
HEREIN 15 URCIAsSTFTR] FOLEDY bl
Approved By: WHEHRE SHUMY DTHERWISE b3
b6
Drafted By: b7cC
b7E
Case ID #: (SENSITIVE INVESTIGATIVE MATTER)
¥
{8)
SENSTTIVE INVESTIGATIVE MATTER
. . . b6
Synopsis: (U) A physical surveilillance of b7C
Charlotte, North Caroclina was conducted by writer on 01/25/2013.
son: 1.4(b), (c),
. . s b7E
Investigation Initiated: 11/13/2012
Details:
On 01/25/2013, SA konducted a physical b6
. . b7C
surveilillance_at Charlotte, North Carolina.
This 1s the | The residence is described as a
The house
numbexr above the
front entry door.
The home has b6
b7C

Writer did not observe captioned subject at the residence. Subject's

just south of

SECRES ANOFOR

PETRAEUS-2281



SECR RN

Title: (U) Phvsical Surveillance - 01/25/2013

bl
{5 Re: 02/06/2013 b3
b7E

. . b6

s described as and b7C

bearing North Carolina license platg

A check of CP Clear and

North Carolina Department of Motor Vehicl

e records found the

and registered to subject.

SA observed a cardboard moving box on ths front

seat. The box was closed and had the word

i written 1n black

letters on the top flap.

¢

SECRET#ANOFORN

2

PETRAEUS-2282



FD-1057 (Rev. 5-8-10) ><
SECR OFORN

FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title: (U) Request for preservation of records. Date: 02/15/2013

CLASSIFIED BY: HSICG Céewssnil
Boarll- 1 o4
From: CHARLOTTE DECLASSIFY ON: 12-31-2038

CEO05 2 Ua-ca-20 16
Contact: WT

ALL TH-CRETICH CONTAIHED
HEBREIN 15 URLLASSIRIED BALEDT

Approved By: WHERE SHUWH OTHERWISE
bl
Drafted By: b3
bé
b7C
Case ID #: (SENSTTIVE TNVESTIGATIVE MATTER) b7E
N
(5)
SENSITIVE INVESTIGATIVE MATTER
Synopsis: (U) Document requests made td | b3
. b7E
|for the preservation ofl |

1.4(b), (c)
Derived
NSISC-2

assify On: 20371

Investigation Initiated: 11/13/2012 b7E

Enclosure(s): Enclosed are the following items:

1. (U) Letter t4 |reference a request for preservation of b3
records b7E

2. (U) Letter to reference a request for preservation of
records.

3. (U) Letter to Inc reference a request for preservation of
records.

Details:

On 11/16/2012, the writer sent, via facsimile, requests for

preservation of records t for the b3

b7E
SECR NOFORN

PETRAEUS-2285



SEC RN

Title: (U) Reguest for preservation of records.
L e — 02/15/2013

bl
b3
b7E

| |listed below. The request covered the time frame of 01/01/2010

through the date of the request, 11/16/2012.

b3
b7E

On 02/14/2013, a letter was sent to each of th4

| |requesting a 90 day extension for the preservation of the

records assoclated

Further, a new preservation letter for each[:::::::::] b3

was sent requesting the preservation of

to present date.

The requests were for the following

SEC OFORN

b7E
from 11/16/2012

b3
b6
b7C
b7E

PETRAEUS-2284
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(U)

SEC NOFORN

Reguest for preservation of records.

02/15/2013

[ }

KCe

*

SECé;;7;;§FORN

3

bl
b3
b7E
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FD-302 (Rev. 5-8-10) -1 of 1-

FEDERAL BUREAU OF INVESTIGATION

Date of entry 02/20/2013

FEDERAL GRAND JURY MATERIAL - DISSEMINATE PURSUANT TO RULE 6 (E)

Do not disseminate except as authorized by federal rule of criminal procedure 6(e).

On February 20, 2013, writer received an envelope from 22
r y I b7C
telephone number| | b7E
The envelope contained ths for the subject of
the captioned investigation.
These records will be maintained in the 1A section of the file.
CLASSIZIED BY: HNS1DE LesW4AEHE 1
BEasc 1 04 {0
Decleasars v ol 12 21 onss
LDATE: UB-23-2014
ALL IWMPCERATINN CLNTRINED
HEREIW I8 UHCLASSI8IRD BECEDT
WHERE SHIHH CUTHERWIEE
Investigation on 02/20/2013 4 Charlotte, North Carolina, United States (Mail)
= bl
Fil i:S) Date drafted 02/20/2013
b3
by bé
b7C
This document contains neither recommendations nor conclusions of the FBI. It is the propetrty of the FBI and is loaned to your agency; it and its contents are not bTE

to be distributed outside your agency.

M PETRAEUS5-2286
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SEC ORN

FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title: (U fax confirmation. Date: 02/22/2013

Clanst1sl B NodGe eawdapl]
Biasll 1 4 i

From: CHARLOTTE OeriascTey o9 -2 -oron
CEO5 TR pe-soocnie bl
Contact: _] b3
b6
Bl Tmevmioaviom comvaen b7C

Approved By: HEREIN IS UNCLASSIFIED EXCEPT -
WHERE SHOWN CTHERWISE

Drafted By
Case ID #: (SENSITIVE INVESTIGATIVE MATTER)
LB
SENSITTIVE INVESTIGATIVE MATTER
. . . . b3
Synopsis: (U) Document the confirmation fax receilved fron b7E
son: 1.4(b), (<),
[nvestigation Initiated: 11/13/2012
bl
Reference: i b3
18] b7E
Enclosure(s): Enclosed are the following items:
1. (U) Fax confirmation fromn
Details:
, b3
On 02/14/2013, a letter was sent t requesting a 90 day bTE

extension for the preservation of the records associated with the
In addition to the 90 extension request, a new

preservation letier for eacd |was sent, requesting the
preservation of from 11/16/2012 to 02/14/2013.

On 02/19/2013, via facsimile, acknowledged receipt of the

“seeRs/oTSRY

PETRAEUS-2287



SECRET RN

Title: (11 fax confirmation. -
Rt 02/22/2013 b3
b7E

preservation extension and provided internal reference number

for the request.

¢

SECR 1
2

PETRAEUS-2288
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SE OFORN

FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title: (éZ?N@i Defense Manpower Data Center FOIA Date: 03/08/2013
Request
FEl M0
CLAZEI 19D BY: MSICC Chewdsnll
From: CHARLOTTE BEzam 1 a1 i
CEO5 DEC LRa8Tey [H: 10-21-20048
DaTE: D6-23-201%
Contact:
bl
Approved By: b3
bé
b7C
Drafted By: b7E
Case ID # (SENSTTIVE INVESTIGATIVE MATTER)
s
SENSITIVE INVESTIGATIVE MATTER
Synopsis: (S F) To submit FOIA request to file provided by Defense
Manpower Data Center.
()
Derived
NSISC-2
assify On: 20380
. . L b7E
nvestigation Initiated: 11/13/2012
Enclosure(s): Enclosed are the following items:
1. (U) FOIA Request from National Security Counselors
Details:
. . bl
(SI#RE] On 12/19/2012, SA spoke telephonicallvy w1th| | b3
of Defense Manpower Data Center (DMDC) regardin n$53 b6
] provided SA a copy, via SIPR, of a FOIA request ' b7cC
b7E

received from National Security Counselors concerning Paula Broadwell,

David Petraeus.

( F) S advise that the FBI cannot direct DMDC on

SEMFORN

PETRAEUS5-2289



SEC OFORN

Titles (SPAIF) Defernse Manpower Data Center FOIA Request b1
A5 Rer 03/08/2013 s
b7E

how to respond to the FOIA request but suggested that DMDC coordinate
any response with DoD Office of General Counsel.

¢

oo g

PETRAEUS-2290
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SECRETRL/NOFORN

FEDERAL BUREAU OF INVESTIGATION

ion Letters To

Electronic Communication

03/13/2013

Date:

Classlidsn B Nelld: [ abwdbabll

BEasO: 1 4 (0
DECLASHIEY O, 12312048
DATE O6-25-2016

Title: (1) Precservat

From: CHARLOTTE
CEOS5
Contact:

Approved By:

Drafted By:

Case ID #:

WHERE SHUWH CTHERWISE

(SENSITIVE INVESTIGATIVE MATTER)

Enclosure(s) :
1. (U)

Details:

on 03/04/2013,

investigation.

03/04/2013,
to preservg

Investigation Initiated:

Preservation Letters To

to preserve
A previous preservation letter dated 12/06/2012 to

1181

two presersration

SONSITIVE INVESTIGATIVE MATTER

leftfers were faxed to

1.4(b), (c),

son:

Derive
NSISC-200Q
De ssify On: 203

11/13/2012

Enclosed are the following items:

three preservation letters were faxed to

related to captioned

lias set to expire

03/04/2013.

In letters dated 03/01/2013

was requested to

_ SECRER//NOFORN_

ALl THFCREATITH CUHTATHET
HEREIE I3 UNCIASSIFIEL EXCRIT

bl
b3
bé
b7C
b7E

b3
b7E

b3
b7E

b3
b6
b7C
b7E

PETRAEUS-2291



SECRE NOFORN

Title: (U) Preservation Letters To i;

Rea| 03/13/2013 b7E

extend the preservation of thisl for an additional 90 days and igE

to preserve all contained in this from

12/06/2012 to present.

A third letter, dated 03/01/2013 and faxed t requested a

90-day preservation of thd b3
bé

from 01/01/2010 to present. b7C
b7E

On 03/05/2013, writer received a fax from

Attorney would comply with the

preservation requests.

¢

SECRE OFORN

PETRAEUS-2292



T

FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title: (U) Preservation Letter td Date: 03/13/2013

Classlalell 5 HoILE Co6uilaBl
BEASCH: 1 4

From: CHARLOTTE DECLASSIFY ON: 12-31-7038
CEO0S TE. 0623 2016
Contact: 21 bl
all. INFCRGAT ICH CONTARINED b3
A 4 B HERETN IS UNCLASSIFIED Excepr b6
pproved By: WHERE SHOWN OTHERWISE b7C
b7E
Drafted By
Case ID # (SENSITIVE INVESTIGATIVE MATTER)
g
SENSITIVE INVESTIGATIVE MATTER
Synopsis: (U) On 03/04/2013, two preservation letters were faxed to
b3
b7E
1.4(b), (c
eéclassify On: 2038031
Investigation Initiated: 11/13/2012 b7E
Enclosure(s): Enclosed are the following items:
1. (U) Preservation Letters
Details:

On 03/04/2013, two preservation letters were faxed to to b3
preservsg related to captioned investigation. A ch
previous preservation letter dated 12/06/2012 tg bTE

]
was set to expire
03/04/2013. 1In letters dated 03/01/2013, was requested to
SEC /NOFO

PETRAEUS-22935



SEC

Title: (U) Preservation Letter t i;

Res| - 103/13/2013 bTE

extend the preservation of these accounts for an additional 90 days and

to preserve all from b3
b7E

12/06/2012 to present.

¢

SEC FORN

PETRAEUS-2294



SEGEET
2ot 1
Chasale vl Y- Mol Ceenidend
BEraamn g4
T a2y - 2o nse
Hete: Oe-22-opt e

FW: Photos --- INCEAESSEEIED
To
| | ve
Recipbients | b7C
Classification: UNCEASSIFIFD
I just spoke to UCL::;::::::]regarding Charlotte providing a copy of the bé
subjectlls personal photos stored on an image that is evidence per her b7C
request. Security Compliance Unit (SCU) concurs with our actions based on b7E
two person integrality review once photos are moved to a external device.
SCU did reach out t[:f::::]Unit Chief Ifor consultation based on
the case sensitivity as did the Charlotte Division consulting with the USAO
and the CDC regarding the release of the subjects personal photolls. It has
been determined that these images are okay to release onto a new data storage
device ensuring only those personal photos be saved and returned. If any
further clarification is needed contact me immediately.
Thank You,
b6
b7C
From:l |
Sent: Thursdav, March 07, 2013 2:33 PM
To:l b6
Subject: RE: Photos —-- U b7C
Classification: UNCEESSEFTIED
FYI-
My UC is working on it. (He indicated that he needed more info. I told him
that there was no way that vou nor the Case Agent was going to provide me ﬁS?
with any further detail +t-Heust 1ooked at me! bl
TOLT . b3
b6
He is reaching out to get a bit more info from[:::::]so, hopefully, we will b7C
be able to provide you with a positive response in the immediate future. b7E

PETRAEUS-2295

SECRET._



b6
b7C
Feedback/suaggestions (fo be considered) regardinc‘
To renaort technioal nrobhlema when usj_ng | bé
b7C

Additional information regarding in EPAS is available on thg

FromJ | bé

Sent: Thursday, March 07, 2013 12:43 PM b7cC
T04

Subject: REk: Photos -—- UNCTAme=tr
Classification: UNCIZSSEFRIED

10-4, Thanks.

Thank You,
b6
b7C
From:
Sent: Thursdav, March 07, 2013 12:18 PM
To: bé
Subject: RE: Photos --- UN ED b7C

Classification: UNCEASSEFTED

I have a verbal scheduled at 1:30pm with my UC. I will let you know the
outcome as soon as I get out.

PETRAEUS-2296



From:l
Sent: Thursday, March 07, 2013 9:21 AM
To:l |
Subject: FW: Photos --—- UNCLASSEFTED
b6
Classification: DNCEESSTFIED b7c
b6
b7C
I am really needing assistance with the release of pictures, I reached out to
khe Information Security Programs in the Strategy, Policy &
Information Security Unit and have received no response from them either. I
am going to have sanitize the area and use two person integrity to ensure the
documents are copied securely with no classified information, I will document
for and serialize the steps in which were completed.
Thank You,
b6
b7C
Froml | b6
Sents: Thursdav, March 07, 2013 9:06 AM b7C
To:
Subject: RE: Photos --- UNCEESSEEIELD
Classification: UNCIASSEEIED.
Hi]
Just checking to see if there was any response from HQ?
Thanks,
b6
b7C

PETRAEUS-22G7
SPORET



b6
b7C
b7E
From:
Sent: Tuesdav, March 05, 2013 S:16
To:
Sul T T ST r——— T
Classification: UNCLASSIETED b6
b7C
Hi
Yes, I have approval from AUSA to release the photos.
Thanks,
b6
b7C
b7E
From b6
Sent: Mondav, March 04, 2013 9:47 AM b7C
ToI
Subject: Photos —--—- UNCEESSEEFED
Classification: UNCERSSEETIED
Security Division just asked if we had received approval from the USAO b6
regarding releasing of pictures back from evidence? b7¢C

Thank You,

PETRAEUS-2298
SEE&T



Classification: UNCERSSEEIRD
Classification: UNCHASSIFIFD
Classification: UNCLAESSEFITD
Classification: WD
Classification: LINCEESSTEIED
Classification: UNCEESSIEILD
Classification: IINCEARSSEEIFRD
Classification: UNCESSSERIFD

b6
b7C

PETRAEUS5-2299
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SE

OFORN

FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Date:

03/12/2013

Classlidel by Nolle [ f6wdbabl]

BEASO: 1 & (i

DECLASSIEY DN, 12312058

Title: (U) Photos delivered t
From: CHARLOTTE

CEO5

Contact:

Approved By:

Drafted By:

Case ID #

Synopsis:

DaTE 062820146

(SENSITIVE T

s

(U)

Derived

Photos were delivered tg

SENSITIVE INVESTIGATIVE MATTER

(c)

on 03/12/2013.

bl
b3
b6
b7C
b7E

VESTIGATIVE MATTER)

bé
b7C

bé
b7C
b7E

b6
b7C

NSISC-20
De ssify On: 2038
Investigation Initiated: 11/13/2012
Enclosure(s): Enclosed are the following items:
1. (U) Email fron
Details:
Oon 03/12/2013, writer and SA met with
| date of birth] | at the offices of her
emploverJ

North Carolina.

[::::::::]e—mailed writer on 02/18/2013 and queried the status of FBI

Charlotte's review of digital evidence provided by
asked FBI Charlotte to return her

11/12/201

digital photographs from her

2. Specifically

on

SECRE

ORN

b6
b7C

PETRAEUS-2300



_SECRETA/NOFORN

Title: (U) Photos delivered tol |

18-Re ] D3/12/2013
1

|advised these photos were stored in a folder

labeledl |on her Acer computer.

Writer successfully located multiplgd folders on the image
of computer currently stored on a stand-alone TS network in
FBI Charlotte's SCIF. There were approximately photos and videos
found, and writer confirmed all were related.

Writer coordinated with FBI Charlotte _J

Eor permission to download ths onto
removable media for passage to |contacted FBTHQ

Security Division for approval, which was granted on 03/08/2013 (see
attached 1A2).

Upon FBIHQ approval and with concurrence of AUSAl Mriter
instructed FBI Charlotte CART Examinel |to download all of

photos onto five 4GB Verbatim thumb drives. The

content of these drives was reviewed by writer and SOS

These drives were provided tg on 03/12/2013.

Writer advised it may be a year before all of her personal

digital documents and photographs are returned. Writer further advised
the FBI still has possession of the new 3TB drivel |provided on
11/12/2012, and this drive will be used to transfer files at
the appropriate time.

¢

SEC FORN ([}

bl
b3
bé
b7C
b7E

b6
b7C

b6
b7C

b6
b7C

b6
b7C

PETRAEUS-2301



FD-1087 (Rev. 5-8-10) ;;Ea fE;;
S

FEDERAL BUREAU OF INVESTIGATION

Evidence Log

Event Title: (U//£55§z Submission of Evidence Date: 03/14/2013
2pl IHFO
CLASSIFIED By HB 0n teevdEn bl
Approved By: BERSCH. 1 o4 ey b3
HECLBESTIE LW 10-01 20458 bé
H&TE. DE-23-2015 b7C
Drafted By:
b7E
Case ID #: (SENSITIVE INVESTIGATIVE MATTER)
113]
SENSTTIVE INVESTIGATIVE MATTER
n: 1.4(b), (c)
Derived
NSISC-
assify On: 20380
Investigation Initiated: 11/13/2012
b6
Acquired By: on 01/29/2013 b7C
b7E
Acquired From: (U) SPECIAL AGEN]
DEPARTMENT OF THE ARMY
CRIMINAL INVESTIGATION COMMAND
Receipt Given?: No
Holding Office: CHARLOTTE
Details: No Details Provided
Item Type Description
1B CART 11/ /FDE0 1 b7E

Acquired On: __01/29/201

Located By:

Location Area: NA

Specific Location: NA

Device Type: Other

Number of Devices Collected: 1

_ seeRETNORORN.

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it and its
contents are not to be distributed outside your agency.

PETRAEUS-2502
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SECRE RN

(U//B&q) Submission of Evidence

03/14/2013

SECR OFORN

bl
b3
b7E

PETRAEUS-2503
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SEC

FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title: (U) Preservation Letters td Date: 03/18/2013
CLASRIFIED HyY: HEIH: L&EsMAGH1]
BEESUM 1 4 10}

FECIASETEY oM. 1201 ans

From: CHARLOTTE BATE. Ge-3t-20is
bl
CEOS ALL INFORMATION CONTAINED b3
Contact: HEBEIN I& UNCLASSIZIED BuCE DT b6
WHERE SH MWK OTHERW IS
b7C
Approved By: b7E
Drafted By:I
Case ID #: (SENSITIVE INVESTIGATIVE MATTER)
1181
SENSITIVE INVESTIGATIVE MATTER
Synopsis: (U) On 03/15/2013, two preservation letters were faxed to
b3
b7E
()
assify On: 2038
b7E
Investigation Initiated: 11/13/2012
Enclosure(s): Enclosed are the following items:
1. (U) Two preservation letters.
Details:
On 03/15/2013, two preservation letters were faxed to [::::::::] iz
related to captioned B7C
investigation. A previous preservation letter dated 12/19/2012 to b7E

kas

set to expire 03/17/2013. 1In letters dated 03/15/2013

o

PETRAEUS-2511



bl

SEC FORN b3
b6
Title: (U) Preservation Letters to b7¢C

[ H b7E

G RE 3 [ 03/18/2013

b3
vas requested to extend the preservation of thisl b7E
for an additional 90 days and to preserve
contained in this from 12/19/2012 to present.
L &4
2

PETRAEUS-2512
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SEC FORN

FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

\ b3
Title: (U) Preservation Letters t Date: 03/18/2013 b6

CLASSTFIED BY. NSTce ceawmassi bUC
BEREOM. 14 o) b7E
DECLASSIFY ON: 12-31-2038

DATE: D6-30-2016

From: CHARLOTTE
CEO05
Contact: ALL THECERATION comTALED

HEREIN 15 UBCLAESISIED ESCRDT
WHERE SHUWH (N HERWISE

Approved By:

bl
b3
Drafted By: b6
b7C
Case ID #: SENSTITIVE INVESTIGATIVE MATTER) b7E
A §
it

SENSITIVE INVESTIGATIVE MATTER

:fffffffj: (U) On 03/15/2013, two preservation letters were faxed to
b3
b7E

(c)

b7E
Investigation Initiated: 11/13/2012
Enclosure(s): Enclosed are the following items:
1. (U) Two preservation letters.
Details:

On 03/15/2013, two preservation letters were faxed to[::::::]to iz
preserve related to captioned investidgation. A B7C
previous preservation letter dated 12/18/2012 to b7E

was set to expire 03/16/2013. 1In letters
dated 03/15/2013) was requested to extend the preservation of
thi for an additional 90 days and to preserve all

|from 12/18/2012 to present.

SECR

PETRAEUS-2515



SEC RN
Title: (U) Preservation Letters tdg
FEY---R 03/18/2013
*
SEC FORN

bl
b3
bé
b7C
b7E

PETRAEUS-2514
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SECR RN

FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

b3

Title: (U) Preservation Letters to for Date: 03/18/2013 bé

BEaalid: 1 4 (o)

Classisrer By payes ceggienis | b7C

b7E

DECLASEIFY UH. 12810008

From: CHARLOTTE HATE: O&6-00-2016
CEOS5

Contact:

ALl TN vy et o (CHTATHED

HEBEIN 1o WHLIASSIRIED BUCREDT

Approved By:

WHERE ~HUWH DTHRREW S

bl
b3
Drafted By: b6
b7C
Case ID #: (SENSITIVE INVESTIGATIVE MATTER) b7E

|E]

SENSITIVE INVESTIGATIVE MATTER

Synopsis: (U) On 03/15/2013, preservation letters were faxed to b3
b7E
son: 1.4(b), (c),
. . s b7E
Investigation Initiated: 11/13/2012
Enclosure(s): Enclosed are the following items:
1. (U) Two preservation letters
Details:
. b3
On 03/15/2013, two preservation letters were faxed to to b6
preserve af related to captioned investigation. A b7cC
b7E

previous preservation letter dated 12/18/2012 tol
| |was set to expire 03/16/2013. 1In letters
dated 03/15/2013,| Eas requested to extend the preservation of

:bjsl | for ap additional 90 davs and to preserve

SE ORN

from 12/18/2012 to present.

PETRAEUS-2515
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) Preserv

SEC

tion Letters to

03/18/2013

¢

SECRET

RN

bl
b3
b6
b7C
b7E
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SECR NOFORN

FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

to

Title: (U) Preservation Letter
From: CHARLOTTE

CEO05

Contact:

Date:

03/18/2013
CLASSIFIED BY: HSILGC CeeWdenid

BEASCH: 1 4
UECLESRIE ON 10-01 2038
LaTE: De-oU-2016

Approved By:

Drafted By:

Case ID #;

Synopsis: (U)

Enclosure(s) :
1. (U)

Details:

On 03/15/2013,

on 03/15/2013,

[nvestigation Initiated:

Enclosed are the fol
Two preservation letters td

1.4(b), (e),

on:

Derived
NSISC-200

ssify On: 2038

11/13/2012

owing items:

two preservation letters were

preserve an

two preservation letters

related to captioned i

previous preservation letter dated 12/18/2012 to

bl
ALl HEtE BT i TR TR b3
HeEe W 18 MO lees 1010 B0 7 b6
WHEHE BHL L LR o
b7C
b7E
SENSITIVE INVESTIGATIVE MATTER)
115
STNSIIIVE InNVvEoIIeA1VE MATTER
b3
were faxed to b7E
b3
b7E
faxed td to b3
\ ; b6
nvestigation. A B7C
b7E

dated 03/15/2013

was requested to extend

this

for apn additional 90 davs apnd to preserve

SECRETT7ROFOR

was set to expire 03/16/2013.

In letters

the preservation of

from 12/18/2012 to present.

PETRAEUS-2517
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Titlex (I1) _Precervarion Letter to i;
S Rer 03/18/2013 b6
b7C
b7E
L X

SEMRN

PETRAEUS5-2518
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SEEEEE??NéEEEE

FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title: (U fax confirmation. Date: 03/22/2013
CLASSTEIRD DY Heolrn Cefvacmia
From: CHARLOTTE REaD 1 2 (65
CEOS DECLAssITY o 12 31 cooe
OATE 0&-30-701 b1
Contact:
b3
2Ll mmomiaTIoN ComTaTmn bé
Approved By Himuiw 15 mmlanniiiE Baiao b7cC
WHERE BHOWI OTEERuIS: b7E

Drafted By:

Case ID # (SENSITIVE INVESTIGATIVE MATTER)
18]
SENSITIVE INVESTIGATIVE MATTER
b3
Synopsis: (U) Document the confirmation fax received from b7E
Re : 1.4(b), (c)
Derived
NSISC-20
De ssify On: 20380
Investigation Initiated: 11/13/2012
Reference: . bl
5 b3
b7E
Enclosure(s): Enclosed are the following items:
1. (U) preservation request response
Details:
b3
On 02/14/2013, a letter was sent td requesting a 90 day b7E

extension for the preservation of the records associated with

In addition to the 90 day extension request, a new

preservation letter for each was sent, requesting the

preservation of communications from 11/16/2012 to 02/14/2013.

On 03/21/2013, via facsimile, acknowledged receipt of the

et

PETRAEUS5-2519



(a5

preservation request and provided

¢

SECRET RN

x confirmation.
03/22/2013

internal reference number

b3
b7E

PETRAEUS-2520
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PAYMENT REQUEST

The collection of information on this form is authorized by 5§ U.S.C. 301 (FBI authorized to create and retain agency records) and 28 U.S.C. 530C(b)(4) (FBI authorized to use
appropriated funds for conduct of its authorized activities). Your Social Security Number is solicited as authorized by E.O. 9397 (Nov. 30, 1943), as amended by E.O. 13478
(Nov. 18, 2008). The information sought will be used by the FBI to process your request for an advance payment of funds or request for reimbursement for authorized
commercial or source-related expenses. Disclosure of the requested information is mandatory; failure to provide the requested information will delay the processing of your
request and may result in its denial. This mformatlon is maintained in the FBI Central Records System, Justice/FBI-002, a description of which can be found at
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