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Electronic Communication

Title: (U) Subfile Opening Document Date: 11/28/2012
CLABSTRIRD BY. WBICG Cesacnin
BEANCH. 1 o4 D)
From: CHARLOTTE DECLASSTEY ON. 12-31- 2037
CEO05 SR he-TE-701E
b6
Contact: b7C
BLL TNFORUATION COMTAINED

Approved By:

Drafted By:

HEHEIN 15 UHLILASSTI IR B0
WHEBE SHIWH DTHEREWISE

bl

Case ID #: 302 (SP7NE) (SENSITIVE INVESTIGATIVE MATTER) b3
b7E

(3]
SENSITIVE INVESTIGATIVE MATTER
Synopsis:—— ?gﬁﬁﬂﬁz Request opening of Sub 302.
1.4(b), (c) )
€classify On: 203711

Details:

Sd requests opening of subfile "302" to house all bl

. . . b3

interviews conducted with regard to K“S? b6
b7C
b7E

L &4
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Electronic Communication

Title: (U) Subfile Opening Document Date: 11/28/2012
ClLassl 008l By Nolle [ FhwdbBl]
BEastm 1 & (0
From: CHARLOTTE DECLRESTFY 0N 12 -sioonoy
CEO0S B Be-20-.0 6 bl
Contact: ng b3
all TGN IO CUHTATHED bé
HEREIN 1- UHNLIASSTIRIRD R R DT b7C
Approved By WHEBE cERlN DTHERWIGE b7E
Drafted By:
Case ID #: CART [SP%IE) (SENSITIVE INVESTIGATIVE MATTER)
(8]
SENSITIVE INVESTIGATIVE MATTER
SynopsiSTwwﬁﬁ/ZBEi Reguest opening of Sub CART.
son: 1.4(b), (c),
Derive
NSISC-20
D assify On: 2037
Details:
4 4 " " bs
SH requests opening of subfile "CART" to house all b7C

analyses and reports generated by FBI Charlotte CART Examiners.

¢
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CLABSTIRIEL By HMEIDE Ceoddbebld

BEASTS® 1 4 iry bé
To: DECLA=AISY opr. 1ooado0nay b7C

DATE: Us-27-2016
From: CHARLOTTE ALL THN-CRATICH COHTAIHED

CEO5 HeEBEIW I8 OHCLESSTRIET BHIELT
Contact:
bl
Approved By b3
bé
Drafted By: E;g
Case ID #: ESOCY}##%EIT(SENSITIVE INVESTIGATIVE MATTER)
s
SENSITIVE INVESTIGATIVE MATTER
- gynopsis: (}g{/m Request opening of Sub ESOC.
(c)
assify On: 2037

Details:
sz requests opening of subfile "ESOC" _to house all bl
investigative documents, analysis, and leads pertaining to 18 22
which are generated by the Enterprise Security Operations Center. As I Te
Case Manager, SH has listed IA Insider b7E

Threat Unit, to be a Case Participant on this subfile. Iﬂ |will

facilitate all communication and information exchange between ESOC and

FBI Charlotte.

¢
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SEC

Title: (U) Subfile Opening Document

e ~Esoc, 11/30/2012 o3
b3
b7E

2
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Electronic Communication

_ bl
Title: 113 Date: 12/04/2012 b3
CLABSTEIED BY . MBI E Cheadbniy b6
To: BEersom 1 04 (0 b7C
: DECLASSTEY em i2-5d o0y b7E
DATE:. Oe-27-J01¢F
ALL THeEOEIR TN T2 THED
HeEnedl 15 UHNCIBBETFISE B EDT
WHERE SHURH DTHERW TSR
From:
Contact:
Approved By: A/UC
bl
Drafted By: b3
bé
B b7C
Case ID #: SO (SENSTITIVE INVESTIGATIVE MATTER) bTE
18]
SENSITIVE INVESTIGATIVE MATTER
Package Copy: lS##ﬁfS containing ESOC analysis.
b7E
Details:

Enclosed with this communication i4[:::::]which provides FBI CE with

results of ESOC analysis of emails relevant to captioned matter.

¢
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FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title: .. Date: 12/05/2012 bl
1a) b3
CLACSIPIED By WoToo Deociasng bé
To: BEASOM: 1.4 (0} b7C
DECLacsisy oy 12 23 2027 b7E
DE7E DBe-27-2D1%
ALL IHFDREDTION CoMTATIRD
HERSTH T3 TMCLASSIETED vy
From: WHERE SHOWH OTHEBWISE
Contact:
bl
Approved By: UC b3
bé
b7C
Drafted By b7E
Case ID #: JSOCM(SENSITIVE INVESTIGATIVE MATTER)
i8]
SENSITIVE INVESTIGATIVE MATTER
{0 synopsis:— C&{;&(ﬁ Provides FBI CE with ESOC analysis.
1.4(b), (c)
Derived
NSIsSC-200
Ssify On: 203
b7E

Package Copy: ;IS##EEZ. containing ESOC analysis pertaining to
captioned matter.

Details:

[:::::]is providing containing ESOC information pertaining to

captioned matter.
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FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

%H%“TitiEfwwﬁ{ZﬁNEZ;ESOC Analysis

From: CHARLOTTE

Date: 03/08/2013 b6
b7C
CLASETZ TP B HBTE Ceenidrndd
BPEAAUL 1 4 dT .

HECLBESTIE LW 10-01 20458

CEO5
Contact:

“JTE. D627 2015

all TN vyt ol CCHTATHED

Approved By:

Drafted By:

HEREIN 1o WHLIASSIRIED BMCRE DT
WHERE SHUWH UTHEHWISE

bl
Case ID #: .SOC (SENSITIVE INVESTIGATIVE MATTER) 23E
115
SENSITIVE INVESTIGAT1IVE MATTER
. . . b7E
%U' Synopsis:. . - ?&ZZBEi:To submit to file.
son: 1.4(b), (c),
Derive
NSIsSC-2
assify On: 2038
Enclosure(s): Enclosed are the following items:
1 ( ) b7E
?Eywwwi """"""""""" .
' 2. ( )
Details
, bl
g Bsoper o pSOC serials 2 and 3, FBIH{ _ Forwarded FBI oa
! Charloffa[:::::]E6ﬁf§Ining ESOC analysis of captioned subject. The b7E

purpose of this EC is to submif

to the case file as 1A

packages.
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Electronic Communication

Title: (U) Sub-file Opening Document Date:

12/17/2012

CLasslslall B2 Helle (oqddbabll

BEasonm. 1 4 (0
From: CHARLOTTE DEC ATy o
dE: O8-le-20l8

12-21-.0357

Contact: Il TmrmeoaTiod comrataen

Approved By:

Drafted By:

18]

Sensitive Investigative Matter

Case ID #: BC

Synopsis: (U) Open sub-file for captioned matter.

on: 1.4(b), (c)

classify On: 20371

Details:

(U) Request to open sub BC to file background and open source checks

associated with the captioned matter.

¢

HEBRIN 1& WNMCIASSIRIED BXlEdT]
WHERE SHUMN DITHEHW 5K

bl
b3
bé
b7C
b7E
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Electronic Communication

Title: (U) Sub-file Opening Document Date: 12/17/2012
Cass 1 D By MElin Dhnadi o
From: CHARLOTTE BErorm 1o o
CEO5 DEClass1vy 1l 12 717007

Contact: D&l d&-&5-2016

alb TN T TOH CONTSTNED
HERRIN 15 UNLLASSTI IR Bl D]
WHERE B WH OTHERWISE

Approved By:

Drafted By:

——— 8 b1

S— _ b3

Case ID #: CART[ :
Sensitive Investigative Matter b7C

b7E

Synopsis: (U) Open sub-file for captioned matter.

1.4(b), (c),

assify On: 203712

Details:

(U) Request to open sub-file CART to house all analyses and reports
generated by FBI CART Examiners.

¢

SEC RN
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Title: (U) Sub-file Opening Document Date: 12/17/2012
Llassi 1D By ol Dhaaani
. BEasL 4 0
From: CHARLOTTE DEClacarsy o 10310y
CEO5 ATE. heieinnie
Contact: r

Approved By:

Drafted By:

Case ID #:

Synopsis:

Details:

(U)

matters.

¢

Request to open sub-file CE to file all case

all INFCRAT TON COHTAIHED
HEREIN 15 U LASSTFIR]D FALEDY
WHERE SHUWH UTHEBWISE

bl
b3

s [

(8]

b6
b7C

Sensitive Investigative Matter

(U) Open sub-file for captioned matter.

1.4(b), (c),

son:

assify On: 2037

expenditure

b7E

related
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Electronic Communication

Title: (U) Sub-file Opening Document Date: 12/17/2012

Classlilell B HSILE CoGilah]l
BEASCH 1 4

From: CHARLOTTE DECLASSIFY O 12-31-2037
CEQ5 Tare: ne-16-2016
Contact:

all THECRAT IO CUHTATHED
HEBRIN 1: WHNUILASSIRIED BNCEIT

Approved By: WHERE BHiWH DTHERIGE

Drafted By: bl
b3
J L bé
Case ID #: DISSEM 8 b7C
Sensitive Investigative Matter b7E

Synopsis: (U) Open sub-file for captioned matter.

son: 1.4(b), (c),

assify On: 2037

Details:

(U) Request to open sub DISSEM to house disseminations to all

Agencies/Departments external to FBI.
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Title: (U) Sub-file Opening Document Date: 05/15/2013
fLassl a1l B BoilL [ Brndeil]
From: CHARLOTTE Eresrm: 1 o2 (0
CEO5 Lellasal oy U 1.-31-2l-8
Date: de-16-201¢ b6
Contact: b7C

all. INFCRGAT ICH CONTARINED
HEBREIN 15 U lAasST TRl FALEDY

Approved By WHEEE SHOWN DTHERWISE

Drafted By:

bl

Case ID #: FMATL | ? b7E
Sensitive Investigative Matter

Synopsis: (U) Open sub-file for captioned matter.

1.4(b), (c)

assify On: 20371

Details:

(U/7IS€QI’ Request to open sub EMAIL to house all emails sent to
Sentinel via the Record Marking Tool during the course of the captioned

investigation.

¢

PETRAEUS5-1197



To:
Cc:

Subject:

SentinelCaseld:
SentToSentinel:

Classification: M

ied By: J22J32P81
Derived From: SC-20090615
Dec £y On: 2038123

8/12/2013 12:56:56 PM

EMAHL

RE: Evidence — SECRETA#NGRORN_

(5]

Classlziall B HoIOE L(ahWi6R1]
BEASCH: 1 4 (0

DEclacsisy £l 1:-31-205R

HaTE. OB-16 2016

ALl TircRMATION cowratien P

HEREIH 13 Unblissirirn penb3

WEEEE SHOW DPHERMISE b6
b7C
b7E

___________________________________________ bl

Sent for Approval for RECORD//Sentinel Case

Hey

EMATT (5]

b3
bé
b7C
b7E

Thanks again for your help! And ’\,iﬁ:sI:lshauid have access to the case. Let me know if she

has any issuss, but she is Hstad as a case participant,

Thanks-

From] | b6

Sent: Friday, August 09, 2013 11:52 AM b7C

To:

Cc:

Subject: Evidence --- SECREr NSRRI

Classification: ZECRES-NOEGRI

ified By: C61W77B21

Derived Froms -20090615

Declagsi

e[ ] bl
b6

When time permits, can you please check th ""}ase'f'ile"in"S'ernti'neI"t'o'see"iFO """""""""" (5 b7C

Evidence Tech, has access to your case (sub)file so she can see the 1B items and cover the lead so we b7E

can send those to you? If you need to call me, hit me on my Blackberry, | am at WFO this

am} |

Thank you!

Classification: S

PETRAEUS5-1198



FD-1036 (Rev. 10-16-2009)

SECRETAANCEDRN

FEDERAL BUREAU OF INVESTIGATION

Form Type: EMAIL

Import Form

Date: 08/12/2013

ClLasst 1l B HOICC [ Gtwdapl]

Approved By:

Drafted By:

Case ID #:

Beastn 1 4 (o)
DECLASEIFY (0] 12810008
HATE: O6-16-2016

bl

ALL TiecRMsTION comTaTien P3

HERETN I8 UNCLASSIFIED ExcEpiP6

WHERE SELWE OTHERWISE b7C
b7E

FMATL

(8]

Sensitive Investigative Matter

{U}-synopsis:— )/p RE: Evidence

¢

son: 1.4(b), (c),

assify On: 20381

PETRAEUS5-1199



- - : Classlzizll B0 HollE L(efwi6El]l
WEasfp: 1 4 (1

DEliassis, Ll 1.-31-2038
DETE U6 16-2016

bl

To: b3
Cc: | bé
Subject: RE| }m ,,,,,,,,,, 18] ALL INFOEMATION CONTAINED o

| HERETN IS UNCLASSIFIED EXCEPT _o

WHERE S OTHIRWIEE

SentinelCaseld: EMAIN g £y
SentToSentinel: 8/12/2013 9:15:31 PM

Classification: UNCLESSEEIRD

Sent for Approval for RECORD//Sentinel Case EMAIL (5]

Thanks so much!

bl
From] | b3
Sent: Monday, Auqust 12, 2013 5:06 PM bé
To b7C
Cc; b7E
Subject: RE] [ |5
Classification: UNCEASSERTRED
Hers is th:racking mambell |fm| |csf3ming YOUY »vay,:l
package should arrive sometime tomorrow, We met witﬂ |th§5 afternoon, provided him
the svidence and hea signed for all the chain of custodies and FD-597. 1 will be forwarding on this
aperwork shorthy,
paperw 1 be
b7C
b7E
From| | bl
Sent: Monday, August 12, 2013 9:08 AM 22
-(r:z b7C
Subject: RE b7E

PETRAEUS-12035



Classification: UNCEAESSEEIED

Hil |

Hope vou had o sreat weekend. just checking in to see if vou received thsl boxes, {gotan
email from on Friday afternoon that the boxes had been delivered to WFQ. They were addrassead
to' |PEﬁase let me know if you still need the tracking numbers and | can forward that to yvou via

UNET.

Should | provide the attorneys a

yvour contact info to arrange pick up?

b6
Tharks for your helpl b7¢
b7E
From| bl
Sent: Friday, August 09, 2013 10:27 AM 22
b7C
b7E
b6
b7C
bwill forward the tracking numbers nd assign the lead.
From:l bl
Sent: Friday, August 09, 2013 10:25 AM b3
To: bé
Cc: b7cC
g) Subject:RE[ -~ [ONELASSIERED b7E

PETRAEUS-1204



SECRET

Classification: UNCEESSEEIRD

b6
b7C
b7E
Farn an agent from WFQ and | will be coordinating the receipt of these:haxea . Do you happen
to have a tracking number on the packages? Thanks so much,
From: 2;
Sent: Friday, August 09, 2015 10:20 AM b6
To: b7C
Cc: _ b7E
18}—Subject: FW] | ONCEASSERTED.
Classification: UNCEASSIFIED
Per cur conversation. Please handie in mv absence next week., Thanks,
b6
b7C
From:| | bl
Sent: Fridav, August 09, 2013 7:58 AM b3
To: b6
: b7¢C
Cc: b7E
e SubjecttRE] = D
Classification: UNCEASSIEIED
Thanks] | fortaking care of this soquicklyt b6
’ “ o b7C
PETRAEUS-1205



bl
vou should ses g iead in Sentinal regarding the return of evidencge ix "xspermaéi rrrrrrrrrrr |5 22
below, could vou please just confirm recaipt of the 2 boxes fror e they arrive? | will then b7C
{5) bave sur AUSAreachout (. attorney to call you and arrange pickup.  you want to delegate this to b7E
sarmeone on the sguad, please just let me know who that is.
gy - is representad b\fl |The attorneys ard |
' _ They will be provided your {or your designes’s) number and the address of WFG to calf and
arrangs a time to come pick up the svidence.
Thanks again for vour continued support - we really appreciate it
Have a great weekend,
bé
b7C
From | bl
Sept: Thursdav. August 08. 2013 8:39 AM b3
To b6
(5} -subjec] — |- UNCEASSETED b7C
b7E
Classification: UNCLASSIFIED
Good Morning Gentlemen, due to the nature of this case. | am going to charge out evidence bein
returned to owner t There are two boxes. They will be addressed directly tolil bl
hen you get these items please sign the chains. When you return the items to owner/attorney b3
. . . . . . b6
please sign the chains again as relinquished by. Lastly, ensure you complete a FD 597 Receipt. b7C
b7E

| will need you to return the signed chain of custodies for all the evidence (16) and a copy of the FD 597
to CE, Evidence. | will then dispose of the items in Sentinel and file paperwork.

lhece two box will be going out in today’s mail|:|ShouId arrive at WF ATTN
NLT Monday, 12 August 2013.

PETRAEUS-1206



Have a great day.

bé
Evidence Control Technician b7c
Charlotte, HQ |
Closoificacion: Ovmmsesmrsn T
Clossifiontion: hcmmsszrsn T
Clocoificacion: Dnormsezmrss TS
PETRAEUS-1207



SECRET

ORCEESSTFIED
FEDERAL BUREAU OF INVESTIGATION

Import Form

FD-1036 (Rev. 10-16-2009)

Form Type: EMAIL Date: 08/12/2013
CLASSIPIED BY Netoo cemaeain
. ] REASCH: 1.4 ) bl
: RE:
Title: (X (g DECLASSIFY ON: 12-31-2038 b3
— DATE: D6-16-2018 b6
b7C

Approved By ]
aLL THECHRET IO CTHTATHED DB7E

HeElE 12 URCLASSTRIRED BACEDT

Drafted By: WHEHE SHUWH UTHERHIEE

i

Case ID #: EMAT] 118l
Sensitive Investigative Matter

Synopsis: [¥] RE:

¢

PETRAEUS5-1208



M CLAssSIF IRl By MSILC CeivideE 11
BEASLM. 1 4

DECILASEI Y . 120 2058
LalE: d&-6-2016

bl
To: b3
Cc: b6
Subject: RE: Interview Notes for Petraeus --- ONGEASSHEIED//FOUO b7¢C

b7E
SentinelCaseld: EMAIL . 8 ;;%L%M;ﬁbﬁgm -

. - } = umias e
SentToSentinel: 7/29/2013 6:00:20 PM MiELE SaiRis DrEEice
Classification: M//w
Sent for Approval for RECORD//Sentinel Case EMAIL. . (5]
lust got in from lunch and they were here. Thank youl
........................................................................................................................................... bl
From b3
Sent: Mondav. Julv 29. 2013 150 PM bé
To b7cC
Cc b7E
Subject: RE: Interview Notes for Petraeus —— UNCIASSIEIED/ (ot o—

Classification: INCEASSERIRD//TSWE
Yep, both 1-As were asi weeak, you shouid have by now. if not, please advise...
b6
Thanks, b7C
b7E
Tampa Cybar
From b6
Sent: Monday, July 29, 2013 10:57 AM b7c
To
Cc .
Subject: RE: Interview Notes for Petraeus --- UN ED//
Classification: UNCEASSIFEIED
TRANSITORY RECORD
Thanks bé
b7C
b7E
Fsaw the two 1A-enveiopes have bean added to Sentinel. Can you pleasd the documents that
were shown during the interview {they don't appear 1o have been scanned).
Thanks again for all of your help,
PETRAEUS-1235



From;| | b6
Sent: Thursday, July 25, 2013 1:21 PM b7C
To
Cc
Subject: Interview Notes for Petraeus - UNCEASSIFIED/[BOET
Classification: UNCLASSIFIED//ESEa”
TRANSITORY RECORD
Attached are the scanned interview notes for the Petraeus interview. The originals are en-route via bu-
mail. Let me know if you have any questions.
Thanks,

| b6
Tampa Cyber b7¢
Classification W//B@ﬁi
Classification: UNCLASSIFIED//Toue’
Classification: UNCEESSTFIED// Bow
Classification: W/@{

PETRAEUS-1236



SEERET

FD-1036 (Rev. 10-16-2009)
UNCEASSEFTED/ 750

FEDERAL BUREAU OF INVESTIGATION

Import Form

Form Type: EMAIL Date: 07/29/2013

. Llasslalall 20 Halle CoaWinBll
Title: (U//FOUO) RE: Interview Notes for Petraeus ggasem 1 4 iy

LDECLEBESTIE OH 10512068

DATE: DE-16-2016 bl

Approved By: SSA b3
ALl IIPCRAATION CimTALNED bé
HEREIN IS5 UNCLASSIFIED EXCEPT | -
Drafted By: WHERE SHOWH DTHERMIGE b7E

118

Sensitive Investigative Matter

Case ID #: EMATII]

Synopsis: (U//FOUO) RE: Interview Notes for Petraeus

¢

UNCLASSIEIED / B

PETRAEUS-1257



FD-1036 (Rev. 10-16-2009)

FEDERAL BUREAU OF INVESTIGATION

Form Type: EMAIL

Title:@§j2§E£:Part 4

_SECRET##NeZRN_

Import Form

Approved By

Drafted By:

Date: 10/18/2013
CLABsIaIED By MSILC LebkdeBE 1
BEasLM 1 o4 0

ODEC I ASEIFY M. 120 2058
LATE: D&-20-2016

bl
ALL TwErEeavIon comvinien b3
HEREIN 12 UNUIASEIRIED 50T b6
WHERE RGN DTHERGIEE b7C

b7E

Case ID #:

FMATLS

-8

Sensitive Investlgatilive Matter

g}'_‘{ijnop51s ———————————— Part 4

Enclosure(s) :

T /7sRerl)

¢

Enclosed are the following items:

partd.pdf

on: 1.4(b), (c),

Derived
NSISC-2

assify On: 25X1-h

“SECRETAASTORL

PETRAEUS5-1599



¥Bl W30
Classleinll B0 Holln, (Gewdaall
BEasO 1 £ (0

DECLASBIFY o 1z-2i-7nan
To: DAETE. 8615 s0is
Subject: Hey —— UNCEASSHED bl

b3
SentinelCaseld: Al ) IleC
SentToSentinel: 10/21/2013 2:16:16 PM b7E
Classification: UNCLASSEFTED
==================================?========_ bl
Sent for Approval for RECORD//Sentinel Case EMAIL- (5] b3
b7E

How are you doing? | hope all is well! We miss you and the gang down here in Charlotte. | have a quick
favor to ask. We are trying to find | | don’t have any pedigree information on
him, but while he was a Captain in the Army, he was the Commander o | b6

| lwe also know he is originally frolelWould this be enough for you to track b7C
him down in thdg Kystem? We're trying to get his pedigree information, and when we get that | will b7E

forward on to you. Thanks so much for you help!

Classification: ONCEASSERTED

PETRAEUS-1400



M
UONCEESSTFIED
FEDERAL BUREAU OF INVESTIGATION

Import Form

FD-1036 (Rev. 10-16-2009)

Form Type: EMAIL Date: 10/21/2013

Clasali il By HATLE CaGedGH

Title: (U) Hey REascm. 4 4 (0
PEClESE Ty ol doo5s oo

DalE: d&- 62016

Approved By E;
Bl Twvcmiaviow cowtiiuen
HERETH IS8 UNCLASSTFIED Excrpe D6
Drafted By: WHERE SHOMWE OTHERMISE b7C
b7E
Case ID #: EMATT ~{8)

Sensitive Investigative Matter

Synopsis: (U) Hey

¢

PETRAEUS-1401



SESRET

EBIL 1H30

CLASSIIIERD By NS1LG LCHeWI6E

BEASCH 1 4
LDECLEESIE O 10-0) 2038

LO&TE. 06 62016

To:

Subject: RE: Hey — UNCEASSTHIED

SentinelCaseld: EMAILL— (5]

SentToSentinel: 10/21/2013 2:18:59 PM

Classification: UNCLASSEETED

Sent for Approval for RECORD//Sentinel Case EMATL (5]
piddle initia

From| |

Sent: Monday, October 21, 2013 10:16 AM

To:

Subject: Hey ---

Classification: UNCLASSEEIED

Sent for Approval for RECORD//Sentinel Case EMATIL. /3y

How are you doing? | hope all is w

f.LL‘JALe_m.im_am_th.T

favor to ask. We are trying to fin

gang down here in Charlotte. | have a quick
| don’t have any pedigree information on

him, but while he was a Captain in the Army, he was the Commander of] |

We also know he is originally from

ould this be enough for you to track

him down in the| |system? We're trying to get his pedigree information, and when we get that | will

forward on to you. Thanks so mu

ch for you help!

Classification: UNCLAESSEFIED

bl
b3
b6
b7C
b7E

bl
b3
b7E

bé
b7C

bl
b3
b7E

bé
b7C
b7E

PETRAEUS-1402



FD-1036 (Rev. 10-16-2009)

SRR

UNCLASSIFIED

FEDERAL BUREAU OF INVESTIGATION

Form Type: EMAIL

Title: (U) RE: Hey

Import Form

Date: 10/21/2013

CLASSTIIRI By HETLE [DagedaH
BELSLH 1 4 ([
DECLASSTFY O 1251 0058

DATE: D&-16-2016 bl

Approved By b3

ALL TWEOERIATTINN (T2 THED b6

HEBEIYN 1o UHLIABSIFIED EXIEDT Ky7C
Drafted By: WHERE BEOAN DTHERWISE bTE
Case ID #: FMAT] st

Sensitive Investigative Matter
Synopsis: (U) RE: Hey
L &4
DNCEASSTFIED

PETRAEUS-1403



To:

Subject: RE: Hey --- UNCLASSHEIED
SentinelCaseld: ~MAIL- (5]
SentToSentinel: 10/21/2013 3:14:31 PM

Classification: UNCEESSTEIED

¥BI W0

CLASSIRIED B NWolll, (GewdaBll
BEASOE 1 & ()

DElAssisy DN 1--31-00A6

DATE O6-16-20146

Sent for Approval for RECORD//Sentinel Case EMATT 5]

Thank voul Yery helpful,

From|

Sent: Mon r21,201310:56 AM

To

Subject: RE: Hey - UNCEASSIFHIED.

Clagsification: UNCEASSEEIED

Sent for Approval for RECORD//Sentinel Case EMAIL- (5]
Sent you an email on UNET. . et me know if you have any trouble opening the attachement. ...

From |

Sent:

To: _

Subject: Hey --- UNCEASSIFIED

Classification: UNCEAESSEEIRD

Sent for Approval for RECORD//Sentinel Case EMAIL (8)

bl
b3
bé
b7C
b7E

bl
b3
b7E

bé
b7C

bl
b3
bé
b7C
b7E

b6
b7C

b6
b7C

bl
b3
b6
b7¢C
b7E

PETRAEUS-1404



SECRET

How are you doing? | hope all is well! We miss you and the gang down here in Charlotte. | have a quick

favor to ask. We are trying to find | | don’t have any pedigree information on

him, but while he was a Captain in the Army, he was the Commander of | b6
Jwe also know he is originally fro Would this be enough for you to track b7C

him down in th(i |system? We're trying to get his pedigree information, and when we get that | will b7E

forward on to you. Thanks so much for you help!

Classification: UNCEASSEFTIED.

PETRAEUS-1405



FD-1036 (Rev. 10-16-2009)

_SESRET

UNCEASSTFIED

FEDERAL BUREAU OF INVESTIGATION

Form Type: EMAIL

Title: (U) RE: Hey

Import Form

Approved By

Drafted By:

Date: 10/21/2013

CLASSIFIED BY: NBICC CE6W4EB11
BEASCH:. 1.4 {0
DECLASSIFY OM: 12-31-2038
DATE: D6-20-2018 bl
b3
ALL INFORMATION CONTAINED b6
HEREIN I5 UNCLASSIFIED EXCEL7C
WHERE SHOWN OTHERWISE b7E

Case ID #:

[ MATT]

Synopsis: (U) RE: Hey

¢

-8)

Sensitive

Investigative Matter

PETRAEUS-1406



M ClLassl 008l By Nolle [ FhwdbBl]

BEastm 1 & (0
OECLacsIey O 12312058
HatE. O6-20-2 016

all. INECERGAT 0N CONTLINED
HEREIN 15 WA STRIRD BUCE"Y

bl
To: WHEBE SHOW DTHERWISE b3
Cc: ~(8) bé
Subject: RE: Transfer of Evidencs ; b7C
b7E
SentinelCaseld: EVMAI,L‘%f ]
SentToSentinel: 11/19/2013 2:49:24 PM
Classification: UNCEASSEIFIED
Sent for Approval for RECORD//Sentinel Case EMATT i b3
b6
Thank voul b7cC
b7E
From| | bl
Sent: Monday, November 18, 2013 3:05 PM b3
To: b6
Cc: . b7cC
Subject: RE: Transfer of Evidence - UNCEASSHEIED (3] b7E
Classification: INCEASSEFIED
Sent for Approval for RECORD//Sentinel Case EMATL - {8) b3
b6
Hello, vour item will be shipped cut to WF today via{ b7C
b7E
From bl
Sent: FIMaV_NOVEmMDer 15 U949 AM b3
To: bé
Subject: RE: Transfer of Evidence SSIFIE ‘ b7C
b7E
Classification: UNCEESSTEIED
Sent for Approval for RECORD//Sentinel Case EMATL (5] b3
b7E
Tried to send you the EC, but it wor't lat me, Just added you as a case participant, so hopafully it will get
approved shortly, Thanks!
From3 2;
Sent:_Fridav Novemher 15 2013 9-36 AM be
To: | b7C
Subject: RE: Transfer of Evidence -~ UNCLASSIFIED | &) b7E

PETRAEUS-1407



_SESRET™

Classification: UNCEESSEETED

Sent for Approval for RECORD//Sentinel Case EMAIL... (3
i need you to send me a copy of the EC unrestricted. | cannot sae it b1
b3
b6
From| b7C
Sent: Thursday, November 14, 2013 1:27 PM b7E
To:l |
Subject: Transfer of Evidenc
Classification: UNCEASSEFIED
Sent for Approval for RECORD//Sentinel Case 'EMAIL“"¢5§ b3
b7E
Hey
Hope all is well on the second floor! b1
b3
""" Ineedtohave| . . ... |transferred to WFO. Once it gets to evidence there, | will b6
have the agent I'm working with pick it up and return it. What do | need to do to get this process 2Zg
started?
Thanks for your help!
Classification: UNCLASSEEIED
Classification: UN ED
Classification: UNCLASSIFIELD
Classification: UNCEASSIFIED
Classification: UNCEASSEEIED.
PETRAEUS-1408



SEsRET

UNCIASSERTED
FEDERAL BUREAU OF INVESTIGATION

Import Form

FD-1036 (Rev. 10-16-2009)

Form Type: EMAIL Date: 11/20/2013
. bl
Title: J¥{ RE: Transfer of Evidencd . 18] b3
CLASETPTED BY ) NSICE Céewsssil PO
Approved By: SSA REASON: 1.4 (0 b7¢C
DiclacEtry on 303l oanae b7E

HATE. O6-20-20146
Drafted By:

i
Case ID #: IMATTL ES)
Sensitive Investigative Matter

Synopsis: (¥ RE: Transfer of Evidence v

alb THFUBRATION COETATHED
“ HEpEIl 1o UMCIASSTOARD EXF PT
HWHERE SHWH OTHEBWIGE

PETRAEUS5-1409



‘m Classli il By HATlo

BEASLH 1 4 0

Conndabld

DECIASEIFY 0. 1202 2058

Lale: de-.0-2016

bl

To: b3

Subject: RE: Transfer of Evidencs -}~ UNCEASSHED - 5] b6
b7C

SentinelCaseld: | JEMAIL. g, £ e E

SentToSentinel: 11/19/2013 7:11:30 PM WHTLE SUrWN OTERENISE

Classification: UNCLASSIEIED

Sent for Approval for RECORD//Sentinel Case EMAIL-[§]

id fove o have youl

bl
b3
b6

From: | b7C

Se,].l;:_EI.Iﬁd.aLNQs&mb.ELJB.ZOJS_].Z;P PM b7E

To

Subject: RE: Transfer of Evidencd

Classification: UNCEASSEEIED

Sent for Approval for RECORD//Sentinel Case EMAIL- | §)

Great, just ket me know if you need me to go over with your for the return, b1
b3
b6
b7C

From| b7E

Sent: Tuesdav. Navember 19. 2013 9:49 AM

To

Cc

Subject: RE: Transfer of Evidence - {8}

Classification: UNCEASSEFIED.

Sent for Approval for RECORD//Sentinel Case EMAIL- (5}

Thank youl

I bl
b3
b6
b7C

From: b7E

Sent: Maondav _November 18 2013 3:05 PM

To

Cc

Subject: RE: Transfer of Evidence |- UNCEmSSIFIED. (8]

PETRAEUS5-1410



SESRET

Classification: UNCLESSEIFIED

Sent for Approval for RECORD//Sentinel Case EMALL-(§) ]12:13
bé
Hello, vour item will be shippad out to WF today vid b7C
b7E
Subject: RE: Transter of Evidence| |- UNCLASSIETED (2]
Classification: UNCEAS&EFIED
Sent for Approval for RECORD//Sentinel Case EMAIL (5} 2;
bé
Tried to send you the EC, but it won't let me. Just added you as a case participant, so hopefully it will gt b7C
approved shortly, Thanks! b7E
From| |
Sent: Friday, November 15, 2013 9:36 AM
To:| |
Subject: RE: Transfer of Evidence |-~ ONCEASSIEIED - {8
Classification: UNCEAESSEEIED
Sent for Approval for RECORD//Sentinel Case EMATL {5 ]12:13
bé
need you to senvd me g copy of the EC unrestricted. | cannot see il b7C
b7E
From|
Sept:  1:27 PM
To
Subject: Transfer of Evidence
Classification: U ED bl
Sent for Approval for RECORD//Sentinel Case EMAIL--[8]  be
b7C
Hey b7E

Hope all is well on the second floor!

PETRAEUS-1411



P

SECRET

—-lneedto-havd ... transferred to WFO. Once it gets to evidence there, | will

have the agertTTTWOTRIMEZ WITIT prek e up and return it. What do | need to do to get this process
started?

Thanks for your help!

Classification: UNCIEAESSEFTED

bl
b3
bé
b7cC
b7E

PETRAEUS-1412



TUNCEASSEEIED
FEDERAL BUREAU OF INVESTIGATION

Import Form

FD-1036 (Rev. 10-16-2009)

Form Type: EMAIL Date: 11/20/2013
dlassl 1t =2 Heiin ﬁéﬁ%ﬁ‘éﬂﬂfgl
. . . - BRAEOM. 4 4 i
Tltle.b@s RE: Transfer of Evidence ij OECIASSTEY 9 1331 2038 b3
DATE: D6-20-2D16 bé
b7C
Approved By: SSA b7E

ALL INFURMATION CONTAINED
HEREIN 1S UNCLASSIFIED EXCERT
Drafted By: WHERE SHOWN OTHERWISE

o
Case ID #=|_ EMAIL )
Sensitive Investlgatilive Matter

Synopsis: X RE: Transfer of Evidence

j—
3
i

¢

PETRAEUS-1415



m CLASSTRIRT HY - HeTlH. [DAGWdGH

HEASI 1 4 0
IEClas=10y - 12-231-20588
LT He-0- 1018

To: | l E;
Subject: RE: Transfer of Evidence - UNCEASSIEIED 15 b
. BLL fmromiaTIon cowparmen bUC
SentinelCaseld: | IE'MAle ,,,, 18 HEREIN IS Mbiassrvien mxpeibTE
SentToSentinel: 11/15/2013 1:06:35 PM WHERE SHUWO OTHERNISE
Classification: UNCLESSEEIED
==================================?========. bl
Sent for Approval for RECORD//Sentinel Case EMAI,,L,fS) b3
b6
Thanks BF Pl get that EC written up today. Hopefully it will get approved shortlyi b7C
b7E
From I_
Sent: Fri :55 AM
To | L irsi
Subject: RE: Transfer of Evidend —rD wal
Classification: UNCEASSIEFED
Sent for Approval for RECORD//Sentinel Case PMALL-- (§)
Good Morning BF:Iou have to do an £EC requesting that the tem be sent 1o WFG. | can not send
arything out of office without EC approval, b1
b3
b6
b7C
b7E
From:
Sent: [hursdav, November 14, 2013 1:77 PM
To
Subject: Transfer of Evidence |- UNCLASSIFIED {5}
Classification: UNCERESSIFIED bl
L L L L L L L L L L I o L o L I ©C o o I o ©C ©C o ©C I o ©C ©C o ©C o o ©C o ©C o o o P e b3
Sent for Approval for RECORD//Sentinel Case EMALL- (5} b6
b7C
Hey b7E

Hope all is well on the second floor!

_.Ineedto havq. transferred to WFQO. Once it gets to evidence there, | will

have the agent I’'m working with pick it up and return it. What do | need to do to get this process
started?

Thanks for your help!

PETRAEUS-1417



FD-1036 (Rev. 10-16-2009)

SEcRET

UN

ED

FEDERAL BUREAU OF INVESTIGATION

Import Form

Form Type:

Title: (X) RE: Transfer of Evidence

Approved By

Drafted By:

Date: 12/09/2013

bl
15 b3
CLABSTFIED BY. WSI6e céswismii b6
REASON: 1.4 (0) b7¢C
OEriascoTrvy o 121 -orn b7E

HATE: O6-200-2016
ALL THN-CRATICH COHTAIHED

Case ID #:

HeEBEIW I8 OHCLESSTRIET BHIELT
i i

Synopsis:

¢

FEMATT
Sensitive Investigative Matter
¥ RE: Transfer of Evidence 18]
UNCEASSIFTIED

PETRAEUS5-1418



¥Bl W30

Classleinll B0 Holln, (Gewdaall
BEasO 1 £ (0

DR lLAssisy DN 10-31 CRASH

HATE O6-20-2 01468

To: bl
Cc: b3
Subject: ACCess — SECREFREETRN b6
b7C
b7E
SentinelCaseld: FEMALL - (8]
SentToSentinel: 11/14/2013 7:20:55 PM
Classification: W
ified By: J22J32P81
Derived From: C-20090615
Dec¢ i
Sent for Approval for RECORD//Sentinel Case EMATL 3] E;
b6
b7C
b7E
Per our copversation late last week, the following individuals had access to items of evidence that
contained b7E
b6
b7C

PETRAEUS5-1419



_SESRET

Additionally, the following individuals had access to digital copies of thd i:c

[ ] b7

(Myself,I |, our photographer, photographed so it could be 230
viewed digitally) b7E
Alsd (CE CART Examiners) have access to each piece of evidence. Please

let me know if you need anything else in this regard.

Thanks-

Classification: SE RN

PETRAEUS5-1420



FD-1036 (Rev. 10-16-2009)
SEC

FEDERAL BUREAU OF INVESTIGATION

Import Form

Form Type: EMAIL Date: 12/09/2013

Clansiadsll B NodGe CaaWdenl]
. BEasln 1 4 o)
i Title+PRY
Hj? """" Title: M Access DECLAEEIFY L0l 12-81-20058

HATE: O6-200-2016

bl
Approved By AlL WROEMATIM iowWTAINED b3
HEREIH IS NCLASSINIED ENLEUDLE

WHERE SHOWH UTHERWISE b7C

Drafted By: b7E

18]

Sensitive Investigative Matter

Case ID #: { EMAIL

on:

1.4(b), (c),

Derived
NSISC-
€lassify On: 25Xl1-hum

¢

SEC

PETRAEUS-1421



M CLASETR 2D BY: MaliC Uaoudenld
BEas . 1 4 0

HECLBESIE CH 10-51 20458

HaTE. DE-2D-2015
&L TNFURGGRT TOH CUINTSINED
HEREIN 15 UMCLARSLELIEL BEHCEL 4

To: WHERE BEOWH DTHERWISE b3
Subject: RE: Transfer of Evidencs |—--M ,,,,,,,, 15 b6
b7C
SentinelCaseld: EMAIL % g ? b7E
SentToSentinel: T1/1572013 Z:49:23 PM
Classification: UNCEASSEEIERD
Sent for Approval for RECORD//Sentinel Case EMATIL (5] b3
jo13)
Tried to send you the EC, but it won't let me. Just added vou as a case participant, so hopefully it will gt b7C
approved shortly. Thanks! b7E
From:
Sent: Friday, November 15, 2013 9:36 AM
To[__
Subject: RE: Transfer of Evidencg —15]
Classification: UN ED
Sent for Approval for RECORD//Sentinel Case EMAIL-. (g} E;
- . . b6
| nsed you to send me a copy of the EC unrastricted. | cannot sae it b7C
b7E
From| |
Sent: Thursday, November 14, 2013 1:27 PM
To:
Subject: Transfer of Evidence
Classification: UNCEASSEEIED
==================================?========. bl
Sent for Approval for RECORD//Sentinel Case EMAIL b3
******** I
Hey b7¢C
b7E

Hope all is well on the second floor!

I'needtohav

ransferred to WFO. Once it gets to evidence there, | will

have the agent I'm working with pick it up and return it. What do | need to do to get this process

started?

Thanks for your help!

Classification: UNCLESSTIEIED

PETRAEUS-1422

SESRET
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UNCLASSIFIED
FEDERAL BUREAU OF INVESTIGATION

Import Form

FD-1036 (Rev. 10-16-2009)

Form Type: EMAIL Date: 12/09/2013

Classisien By maroe Cecddents
isﬁmzmq 1.4 0

DECLAZAINY Om: do-sd-oonas

DatE: ne-p-2ois

Title:j\/K() RE: Transfer of Evidence

Approved By
ALl THEORIATI0H CUHTATNED

HEREIN 15 UBCLAESISIED ESCRDT

Drafted By: WHERE SHUWH (N HERWISE

bl
-
Case ID #: FMATL ~(8) 22
Sensitive Investlgatilive Matter b7C
b7E
Synopsis: M RE: Transfer of Evidencd 115
¢

PETRAEUS-1425



ERL 1Hau

CLASSIFIED BY: WNS1LC LCeaWisE

BEASCH 1.4 (D

UECLESSIEY DN 10-0) 2038

L&TE: 0B-20-2016

To: E;
Cc: , b6
— — b7C
Subject: File Review --- SECREFAATIEORN b7E
SentinelCaseld: EMAIL T 3
SentToSentinel: 12/20/2013 12:26:53 PM !
Classification: SECRBE-lITORN
J33J56T10
Derived From: ated 20120629
Declagsi n: 20381231
Sent for Approval for RECORD//Sentinel Case FEMAIL. (g
H and Merry Christmas,
We hope you are getting some well-deserved time off to spend with your husband over the holidays. :;
. . . - b5
We continue to be needy here in Charlotte and would like to ask an additional favor. b6
b7C
In preparation for] b7E
I dug around in Sentinel and founq 5]
[T [ooked at it in both Sentinel and ACS and there are very few serials which are
uploadeq }JT/ouId like to review this file as the FBI and DOJ’s actions in this case may have some
relevance to our current case agains
I:lmay travel to Washington the week of January 6" for meetings with DOJ and ERIHO _Could voul 2;
please have this closed file pulled and available for her review during that week? (8] b5
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, ] m guessing the whole file if volumes. ' b6
b7C
Thanks so much for your help and have great holiday! b7E

Classification:

PETRAEUS-1426



FD-1036 (Rev. 10-16-2009)

“SECRET#AANSTORN

FEDERAL BUREAU OF INVESTIGATION

Import Form

Form Type: EMAIL

{1 Titler£827ﬁﬂf File Review

Date: 12/20/2013

Lassla il By HEILo (o5ddball]
BEast: 1 4 (0
HECLBESIR CH 10-01-20358

Approved By:

Drafted By:

HETE. DE-20D-2016 bl
b3
aLL INECHEAT TN COHTAIHED b6

HEREIHN 15 UHCLARSTIF RN BUIERT 4 o~
WHERE SHOWH OTHEBWISE b7E

|18

Sensitive Investigative Matter

Case ID #: EMAIL
{ll}—-8ynopsis:t ¢ S File Review
assify On: 2038
*

PETRAEUS-1427



FEDERAL BUREAU OF INVESTIGATION
FOI/PA

DELETED PAGE INFORMATION SHEET
Civil Action# 16-cv-00514

Total Deleted Page(s) = 11
Page 18 ~ b3; b6; b7C; bVE;
Page 37 ~ b3; bTE;

Page 42 ~ Db3; DbTE;

Page 50 ~ b3; bTE;

Page 51 ~ b3; bTE;

Page 70 ~ OTHER - seal;
Page 71 ~ OTHER - Sealed- pursuant to United States Court Order;
Page 72 ~ OTHER - seal;
Page 73 ~ OTHER - seal;
Page 74 ~ OTHER - seal;
Page 75 ~ OTHER - seal;

):0:9:0:9.0:0:0:9.0:0.0:9.0:0.0.0.0:0.0:9.0:0.0 ¢

X Deleted Page(s) X
X No Duplication Fee X
X For this Page X

):0:9:0:9.0:0:0:9.0:0.0:9.0:0.0.0.0:0.0:9.0:0.0 ¢



FD-1057 (Rev. 5-8-10)

_SErREw/#NCEORN

FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title: (U) Sub-file Opening Document
From: CHARLOTTE

CEO0S

Contact:

Approved By:

Drafted By:

Case ID #:

12/17/2012

Date:

ClLasslzsiall B Holld, (GewdsBll
BEBRAI - 1 4 (1

HElldcalae 0 12-81-2047

H&TE. D615 20146

ALL IHFUBB AT IO COHT ATHED

HEREIHN 15 UMCIARSTRIED B0 F oY
WHEBE SHUWH UTHEBRWISE

bl

" b3
13 b6

Synopsis:

Details:

(U)

Sensitive Investilgative Matter

(U) Open sub-file for captioned matter.

(c),

1.4(b),

on:

Derived
NSISC-2

assify On: 20371

such as subpoena returns.

¢

SECR

b7C
b7E

Request to open sub GJ to house all Grand Jury-related material

PETRAEUS-1453



SECRET
-1 of 1-
W

FEDERAL BUREAU OF INVESTIGATION

FD-302 Rev. 5-8-10)

Date of entry 01/04/2013

FEDERAL GRAND JURY MATERIAL - DISSEMINATE PURSUANT TO RULE 6 (E)

Do not disseminate except as authorized by federal rule of criminal procedure 6(e).

In compliance with Western District of North Carolina Federal Grand
|provided records

b3

Jury Subpoena number |
b7E

related tol | The records were mailed by
|to the Charlotte Division and received by the
investigating Agent on 01/02/2012. Thel |case number for

this production of records is

CLASSTIIRI By HNeTlH. DAGWdaH
BELSLH 1 4 ([

IECILABRSTS M- 1001 2008
HeteE: O8-5-2016

&Ll THPCRRATIUH CURTATHED

HEHEIN 1= UHLIASATITIRD R0
WHEBE SHUWN DTHERWISE

bl

M/@t& ba

bé

01/02/2013 4,4 Charlotte, North Carolina, United States (Mail) b7C
b7E

Investigation on

] Date drafied  01/04/2013

File

by
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it and its contents are not
PETRAEUS-1454

to be distributed outside your agency.




SEcRET
-1 of 1-
UNCTAS8TETED/ /B

FEDERAL BUREAU OF INVESTIGATION

FD-302 Rev. 5-8-10)

Date of entry 01/15/2013

FEDERAL GRAND JURY MATERIAL - DISSEMINATE PURSUANT TO RULE 6 (E)

Do not disseminate except as authorized by federal rule of criminal procedure 6(e).

In compliance with Western District of North Carolina Federal Grand

Jury Sihnoena numher | |provided records related b3
tg The response by was provided igc
by FAX on 01/11/2013 and _01/14/2013. Thel I:ase number for this b7E
production of records is Claseyesnh wy o usibe venand

BEsSL 1 4 ([
DECLESEIRY D 12-51 2038
LateE: 06— 5-2016

ALl THORIATI0H (CHTATHED
HEBEIN I& UNCLASSIZIED BuCE DT
WHERE SH MWK OTHERW IS

bl
b3
UNCIASSERIED/ 2Pt b6
b7C
Investigationan  01/14/2013 , Charlotte, North Carolina, United States (Fax) b7E
Fel oo éSj Date drafted 01/15/2013
by

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it and its contents are not
PETRAEUS-1455

to be distributed outside your agency.



FD-1057 (Rev. 5-8-10)

—SECRE/AERORN—

FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title: (U) Response Date: 02/11/2013
dlassl 0l = Mol Rfndnn
From: CHARLOTTE Franol: 1 o4 (00
CEO5 DErtacaiey . 10 o5 s
HATE Dea-15-111¢
Contact

Approved By:

Drafted By:

WHERE SH MWK OTHERW IS

Case ID #:

. 18]

Selsltlve lhvestlgaclve Matter

FEDERAL GRAND JURY MATERIAL - DISSEMINATE PURSUANT TO RULE 6 (E)
Do not disseminate except as authorized by federal rule of criminal procedure

6(e).

Synopsis: (U)

Enclosure(s) :

Response

Enclosed are the following items:

1. (U)

Response

Details:

On 2/11/2013,

SH received the enclosed documents from

In response to Grand Jury Subpoenal |issued out of

the Western District of North Carolina,l |advised they were

unable to locate records for the designated person.

w

ALl THORIATI0H (CHTATHED
HEBEIN I& UNCLASSIZIED BuCE DT

b3
b7E

<13
b7C

bl
b3
b7E

b3
b7E

b3
b7E

b3
bé
b7C
b7E

PETRAEUS-1456
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bl
esponse b3
SJ, 02/11/2013 b7E

¢

PETRAEUS-1457



FD-1057 (Rev. 5-8-10)

M

FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Response

Title: (U)

From: CHARLOTTE
CEO5
Contact:

Approved By:

Drafted By:

Case ID #:

oENsS1tlve Investlgatlve

FEDERAL GRAND JURY MATERIAL - DISSEMINATE PURSUANT TO RULE 6 (E)

Do not disseminate except as authorized by federal rule of criminal procedure

6(e).

Synopsis: (U)

Response from

Encloged are the

1.4(b), (c),

on:

Derive
NSISC-200

Ssify On: 203

following items:

Enclos ) -
1. (U)

Details:

Oon 1/28/2013, Sh

provided

documents

responsive to Grand Jury Subpoena Numbeﬂ

issued out of the Western District of North Carolina.l

b3
Date: 02/08/2013 b7E
LLEass1 P 1F L By HElD [eandbiin bé
EEasrwm 1 o4 oy
el laasley U 1.-2°-2l08 b7C
LadE: UE-15-201%8
aLL I CE Rt 0 (THTRINED
Ho=r 1 15 1 as=T 10 B0 8 0
WHEEE ZHL U LITHERWIEE
bl
) 3
Matter E
b3
b7E
b3
b7E
eceived the enclosedl
b3
| b6
b7C
|can b7E

be found in the corresponding 1A-envelope.

On or about 2/1/2013,

ST provided

the documents.

_ SECTRE-AAROEORN

The documents can be found on the

PETRAEUS5-1458



SECRETAFNOFORL.

Titlg (U) Response b3
e — ~fcJ, 02/08/2013 o7
- b7E

in the corresponding 1A-envelope.

On or about 2/1/2013, SA received the enclosed documentation 22
from b7C
These documents can be found in the corresponding b7E

lA-envelope.

¢

PETRAEUS5-1459
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-1 of 1-

UNCILASSEFTEDZAFD

FEDERAL BUREAU OF INVESTIGATION

FD-302 Rev. 5-8-10)

Date of entry 02/07/2013

FEDERAL GRAND JURY MATERIAL - DISSEMINATE PURSUANT TO RULE 6 (E)

Do not disseminate except as authorized by federal rule of criminal procedure 6(e).

In compliance with Western District of North Carolina Federal Grand

Jury Subpoena number | | provided records b3
related tg b7E
The response by | was provided| [on 02/04/2013. The
|case number for this production of records is
CLASSTITRL By WMBTDE Ceeadendd
BELECM. 1 4 (0
DECLASSTSY o 12-21-con5s
DATE: Oe-15-201¢8
ALL THROESATION (UHT2THED
Henw il 15 UHNO 28T 8L B DT
WHERE SHUR DTHEREWIEE
bl
] /1 g b3
b6
Investigation on 02/04/2013 4 Charlotte, North Carolina, United States (Email) b7C
b7E

"""" €S§ Date drafted 02/07/2013

File

by
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it and its contents are not
PETRAEUS-1460

to be distributed outside your agency.




_SESRET

-1 of 1-

FD-302 Rev. 5-8-10)

FEDERAL BUREAU OF INVESTIGATION

Date of entry 02/12/2013

FEDERAL GRAND JURY MATERIAL - DISSEMINATE PURSUANT TO RULE 6 (E)

Do not disseminate except as authorized by federal rule of criminal procedure 6(e).

On February 12, 2013, writer received an envelope

b3
b6
b7C
b7E

related to the subject of the

The envelope contained
captioned investigation.

These records will be maintained in the 1A section of the file.

ClLAasslzsiall By Holll, (GewWdsBll
DEASI - 1 4 [

HEClecala L 12-31-2058

HD&TE. D6-15-2014%

all IHNFCBRAT IO CUHTATHED
HEHREIN 15 UHLIASATIIRD B O
WHEBE SHUWH DTHERWISE

bl
b3
b6
Investigation on 02/12/2013 4,4 Charlotte, North Carolina, United States (Mail) b7C
g b7E
mef o (3} Date drafied  02/12/2013
by

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it and its contents are not
PETRAEUS-1461

to be distributed outside your agency.



SECRET

-1 of 1-

FD-302 Rev. 5-8-10)

FEDERAL BUREAU OF INVESTIGATION

Date of entry 02/19/2013

FEDERAL GRAND JURY MATERIAL - DISSEMINATE PURSUANT TO RULE 6 (E)

Do not disseminate except as authorized by federal rule of criminal procedure 6(e).

b3
. . bé
On February 19, 2013, writer received a Fed Ex box from b7C
Subpoena Summonsl b7E
. b3
The package contalnedl b6
|related to the subject of the captioned b7C
investigation. bTE
These records will be maintained in the 1A section of the file.
Classia 1D By - HATLE ChtudbHl]
BEastH: 14 0y
DECiEnstsy oW 17 2 -znas
LalE: d&-85-2016
all TN T IO (CHTATHED
HEREIN 1o WICILASSIRIED BUIEDT
WHERE SHUWH UTHEHWIGE
bl
b3
b6
Investigation on 02/19/2013 4,4 Charlotte, North Carolina, United States (Mail) b7C
- b7E
File A [8) Date drafted  02/19/2013
by

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it and its contents are not
PETRAEUS-1462

to be distributed outside your agency.



_BSEERET

-1 of 1-

FD-302 Rev. 5-8-10)

FEDERAL BUREAU OF INVESTIGATION

Date of entry 02/19/2013

FEDERAL GRAND JURY MATERIAL - DISSEMINATE PURSUANT TO RULE 6 (E)
Do not disseminate except as authorized by federal rule of criminal procedure 6(e).
b3
b6
b7C
b7E

On February 19, 2013, writer received a Fed Ex envelope

The envelopne contained 1;2
affiliated with the b7C

b7E

subject of the captioned investigation.

These records will be maintained in the 1A section of the file.

Clasat 12D By HodCE DRbwdabl]
BEaslld: 1 4 (o)

IElessisy L 1.-01-20 08

IIATE Oe-156-2 116

ALL IHIURIAT IO CONT ATHED
HEpEIH 1o UHCIASSTRIED B FPT
WHEBRE SHUWH UTHEBWIGE

bl
) ) ) b3
Investigationon 02/19/2013 4 Charlotte, North Carolina, United States (Mail) b6
- b7C
i B 02/19/2013
File 5 i Date drafted b7E

by

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it and its contents are not

to be distributed outside your agency. PETRAEUS-1463




SECRET

-1 of 1-

FD-302 Rev. 5-8-10)

FEDERAL BUREAU OF INVESTIGATION

Date of entry 02/19/2013

FEDERAL GRAND JURY MATERIAL - DISSEMINATE PURSUANT TO RULE 6 (E)

Do not disseminate except as authorized by federal rule of criminal procedure 6(e).

On February 19, 2013, writer received an envelope

b3
b6
b7C
b7E

for the subject of the

The envelope contained
captioned investigation.

These records will be maintained in the 1A section of the file.

CLASSTIRIR By HETLE [DahWdaH |
BEnolld 1 4 0

DECLABSSTFY O 1051 0058
LateE: U6~ 5-2016

all THECRAT IO CUHTATHED
HEBRIN 1: WHNUILASSIRIED BNCEIT
WHERE SHOMN DITHEHW ] SE

bl
Investigation on 02/19/2013 4 Charlotte, North Carolina, United States (Mail) b3
i ;’53 bé
Fild 3 il i Date drafied  02/19/2013 b7C
by b7E

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it and its contents are not
PETRAEUS-1464

to be distributed outside your agency.
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-1 of 1-

FD-302 Rev. 5-8-10)

FEDERAL BUREAU OF INVESTIGATION

Date of entry 02/20/2013

FEDERAL GRAND JURY MATERIAL - DISSEMINATE PURSUANT TO RULE 6 (E)

Do not disseminate except as authorized by federal rule of criminal procedure 6(e).

On February 20, 2013, writer received an envelope

b3
b6
b7C

for the subject of b7E

The envelope contained
the captioned investigation.

These records will be maintained in the 1A section of the file.

Classlalall 80 Holle C(ohddbEl]
Beast: 1 4 (0

DECLBESIEY W 10-51 20358
LDatE. D6-10-2016

ALl THeCRR AT IO CUHTETHED
HEBREIN 1& WNCILASSIRIED BNCEDT
WHERE SHOMN DITHERW I 5K

bl
b3
b6
Investigationon 02/20/2013 4 Charlotte, North Carolina, United States (Mail) b7C
b7E
File] N G fiS? Date drafted 02/20/2013
by

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it and its contents are not

to be distributed outside your agency. PETRAEUS-1465



SEsrET

FD-302 (Rev. 5-8-10) -1 of 1-

FEDERAL BUREAU OF INVESTIGATION

Date of entry 03/01/2013

FEDERAL GRAND JURY MATERIAL - DISSEMINATE PURSUANT TO RULE 6 (E)

Do not disseminate except as authorized by federal rule of criminal procedure 6(e).

b3
On March 1, 2013, writer received two emails b6
b7C
b7E
One e-mail b3
b7E
The e-mails b3
b7E

will be maintained in the 1A section of the file.

Classlz128l By HolbE (efwil6El]
BEAS: 1 4 (1

DEllasaisy Ll 1:.-31-2038

DETE U6-15-2016

ALL IHFUBRAT IO (OHT ATHED
HEREIH 15 UMCIARSTIRIED EXl P DT
HWHEBE HHUWH UTHEBRWISE

bl
b3
b6
b7C

Investigation on 03/01/2013 4,4 Charlotte, North Carolina, United States b7E

Fild B SR f - :] Date drafted 03 /01/2013

by
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it and its contents are not
PETRAEUS-1466

to be distributed outside your agency.




of 1-

FD-302 Rev. 5-8-10)

FEDERAL BUREAU OF INVESTIGATION

Date of entry

03/11/2013

FEDERAL GRAND JURY MATERIAL - DISSEMINATE PURSUANT TO RULE 6 (E)

Do not disseminate except as authorized by federal rule of criminal procedure 6(e).

On March 11, 2013, writer received an envelope

b3
bé

b7C
b7E

The contents of the envelope included

b3
bé

b7C
b7E

This envelope and the contents will be maintained in the 1A section of

the file.

Classlsiazll 5 Holll (6ewdnBll
BEASOHM: 1 & ()
DEClecsiay O 1.-231-2028
DAETE. 06-15-20148

aLL IRFORMATIOH COHTALEEL
HEREIN 15 URCIAsSTFTR] FOLEDY
WHERE SHUWH OTHERWISE

bl
b3
b6
Investisationon  03/11/2013 4 Charlotte, North Carolina, United States (Mail) b7C
b7E
Fles| {5 Date drafed  03/11/2013
by

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it and its contents are not

to be distributed outside your agency.

 SErmeT
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BLL INFORMATION CONTATHED
HERETN 18 UNCLASSIFIED
o DATE 06-15-2016 BY CE6W46B11 NSICG

e N L L D P AR R A X & RN
W_“_..“““\““W‘WMW&QQQQQQQQQQQQ&\\\\# 5 O A e A Ne)
g

Huited States Bistrict Court
WESTERN — °© NORTH CAROLI

A A AN
B AN

i

e R IR e _DISTRICT OF __

T b3

b7E
SUBPOENA TO TESTIFY
BEFORE GRAND ﬁ}R‘s

SUBPOENA FOR:
[ person L DOCUMENTS OR QBJECT(S)

YOU ARE HEREBY COMMANDED to appsar and testify before the Grand Jury of the Uﬁit&d‘i&é%ams (Hstrict
Court at the place, date, and time spacified below.

“eace

United States Courthouse
401 West Trade Street e
Charlotte, North Carolina 28202 BATE AnD Tie

1672013 AT 00 AM.

YOU ARE ALSO COMMANDED to bring with you the foliowing document(s) or objeci{s}*

SEE ATTACHMENT

An official eriminal investigation of a suspecied felony is being conducted by an agency of the Unied States and
a federal grand jury.  As a subpoena recipient, you are under no obligation of secrecy. However, we request that
vou not disclose the existence of this subpoena as the impact of any such disclosure could be detrivnental to the
mvestigation.

[ Plogse ses ackitional miormalion on rsvwerss

This subposna shall remain in efiec! untll you are granied leave 10 depart by the court or by an a‘&a@r acting on
behall of the court.

b3
SuEm b6

b7C
@ od

227 West Trade Street, Suite 1650
Cixarictte, North Carclina 23%32

Yo be wsed wm ey of ADIC




RETURN OF SER\:’ECE

ﬁﬁcm&a DR : TRUREE e
av seaven | &/a0f; 3 ;g (%\ {:u}‘ﬂ\mf ‘\w&
THATE ‘.E‘pi_;“_'\ """"""""""""""""

SERVED .
2/20/12

SERVED Qi ihlilas

b3
b6
b7C
b7E

¥
L2 PR T S

§ TRavEL Y semwicEs TOTAL

tdectars under penaity of mrguw uncﬁef ﬁhe iaw& of me Umﬁecﬁ Sia&es of Amﬁnca that the foe’egcmg
information cotained in the Return of fud sy S & : —

Exsoutad on

A

b6
SRR - b7C

ASOTTICHNAL IEGPRIATION

(1) A% 10 WHho May SJve 2 SubAORNE /NG the menner of itgservicy 808 Rule 12(g) Fedaral Bulgs ol Crmsnat Procedure. o Rute 45(c). Faderal Rutes ot St
Froosdune.

(R} Foess and MHSRPE neC 0L D ISndsigd 10N WIHNSEE UOOR SENICE RE R SuDDOSNR SSuRd on penatt of the Unsec States of an ofhoer or agency thereo!
(Rule A%, Federa Ruies of Cnet Pracedurs Role Y7 Federat Rules of Taminatl Procedurai ar on behalt.ol cartain mdigem parhes and convenitl
Seterdrnis Wwhe ar® unalie 1 pey Such Onsts (28 USC 1825, s vy Feageeat Rutes o Trindinal Procsdurse)’

6 GRO: 2004-304-381/72273

ETRAEUS-1469



ik

HL

IV,

V.

General ;
Al Records existing as Electropically Stored Information (ESI) shall be pmduced x:n electronic
form and shall include text data and image data held: :
i. In yvour record retention systems: and/or
2. By vour technology, data, or other service provider{s}. -
B. Records that do not exist as ESI may be produced in paper or other original torxmi and may be

converted to image or text data and provided as ESL unless originals are requmd:;

Text Data

A. Text data relating to transactions shall be produced within a data file:
i. Using a delimited ASCH text data format; or :
2. Using software that can export to a commonly readable, non-proprietary | %}ie format
without loss of data.
B. Text data files refating to transactions shall include field descriptions {e.g,, accm:?‘*t number,

date/time, description, payee/payor, check number, item identifier, and amount). |

Image Data

A. Image data shall be produced in graphic data files in a commonly readable, non-py
format with the highest image quality maintained.

B. Image data of items associated with transactions {¢.g., checks and deposit slips) shall be:
1. Produced in individual greaphic data files with any associated endorsements; and
2. Linked to corresponding text data by a unigue identifier.

Encryption/Authentication :

A, ES{ may be transmitted in an encrypted container. Decryption keys and/or pa rds shall be
produced separately at the time the data are produced.

B. Authentication, such as hash coding, may be set by agreement.

C. Affidavits or certificates of authenticity may be included as part of the electromic ywoduction.

Cost Reimbursement
A, Costs that are reasonably necessary and have been directly incurred in searching tor,
reproducing, or transporting records may be reimbursable. See the Right fo }*m wial Privacy
Aet, 12 US.C., Section 3415 and Federal Reserve Board Regedarion S, 12 CF.R, Part 219
{revised effective 1/1/2010). 5?

Page 2 of 2
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_SESRET

UNCEASSEFTED
FEDERAL BUREAU OF INVESTIGATION

Import Form

FD-1036 (Rev. 10-16-2009)

Form Type: OTHER Date: 03/20/2013
CLABCTRIED By MET0E  Dhendeniy bé
Title: (U) Subpoena Served - BERoow 1 o4 0 b7C
DErlassTEY . 10-31-onns

IIATE Oe-156-2 116

Approved By
alb TN T TOH CONTSTNED

HERRIN 15 UNLLASSTI IR Bl D]

Drafted By: WHERE SHOWN OTHERWISE
bl
Case ID #: GJ - 18) b3
Sensitive Investigative Matter b7E
FEDERAL GRAND JURY MATERIAL - DISSEMINATE PURSUANT TO RULE 6 (E)
Do not disseminate except as authorized by federal rule of criminal procedure
6(e).
Synopsis: (U) Subpoena Served - b3
b7E
¢

PETRAEUS-1472



FD-1057 (Rev. 5-8-10)

From: CHARLOTTE

SECEETAA%ECRN_
FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title: (U) Response Date: 03/19/2013
ClABSIFIND B¢ wEILD  Leevasnia
EEATOE 1.4 ir bé
UEClASEINC DN 12010 b7C
CEOS OATE: 06-15-3016
Contact:

aLL INECHEAT TN COHTAIHED
HEREIN 15 U LASSTRIE] FULERT

Approved By WHERE SHOM UHERMISE

Drafted By:

8 o3
Case ID #: GJ 1 b3
Sensitive Investigative Matter b7E
FEDERAL GRAND JURY MATERIAL - DISSEMINATE PURSUANT TO RULE 6 (E)
Do not disseminate except as authorized by federal rule of criminal procedure
6(e).
S is: U) R f b3
ynopsis: (U) Response from bTE
1.4(b), (c)
Derived
NSISC-2
assify On: 20380
Enclosure(s) : Enclosed are the following items:
1. (U) b3
b7E
Details:
On 3/19/2013, SA Jreceived the enclosed documentation b3
from in response to a Grand Jury Subpoena b6
issued out of the Western District of North Carclina on 3/1/2013 b7C
. b7E
requestlnd
Included in the response frod 23
E

as well as one (1) CD. All

_ SECTIr-AcEORN_

PETRAEUS-14735
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_SECTETy-AREORN

Title: (U)

Response

D)

i

nes

=J,

items received from

lA-envelope.

¢

03/19/2013

tan be found in the corresponding

bl
b3
b7E

b3
b7E

PETRAEUS-14/74



SESRET

-1 of 1-

FD-302 Rev. 5-8-10)

FEDERAL BUREAU OF INVESTIGATION

Date of entry 03/26/2013

FEDERAL GRAND JURY MATERIAL - DISSEMINATE PURSUANT TO RULE 6 (E)

Do not disseminate except as authorized by federal rule of criminal procedure 6(e).

b3
bé
b7C
b7E

On March 25, 2013, writer received a Fed Ex package from]

b3

This package contained transaction support
b7E

related to the captioned subject.

These records will be maintained in the 1A section of the file.

Classldsn By Noll: [ GewdbBl]
Heaslle 1 4 (0

DElA-sTsy DN 1--31-00RH
DATE U6-156-2016

ALl TN vy et o (CHTATHED
HEBEIN 1o WHLIASSIRIED BUCREDT
WHERE ~HUWH DTHRREW S

bl
b3
b6
Investigation on 03/25/2013 4,4 Charlotte, North Carolina, United States (Mail) b7C
; b7E
File 4 pd 3’} 5 } Date drafted 03/26/2013
by

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it and its contents are not
PETRAEUS-1475

to be distributed outside your agency.



SEERET

-1 of 1-

FD-302 Rev. 5-8-10)

FEDERAL BUREAU OF INVESTIGATION

Date of entry 03/26/2013

FEDERAL GRAND JURY MATERIAL - DISSEMINATE PURSUANT TO RULE 6 (E)

Do not disseminate except as authorized by federal rule of criminal procedure 6(e).

On March 20, 2013, writer received a Fed Ex package from :2
b7C
b7E

The package contained 23E

relevant to the captloned subject.

These records will be maintained in the 1A section of the file.

CLESSTZTRT By WMSICC hedenil
BEREcH 1 4 (0
DECLE-STEY (. 12-21-20548
DAaTE: 0&-15-7015
ALL TWEUELERT IO (CMTRINEL
HERETY 15 DHULISSTETHD PAUEDT
WEERE SHUMHE LTHEBRWISE
bl
b3
b6
. . . b7C
Investieation on 03/20/2013_ o Charlotte, North Carolina, United States (Mail) bTE
File ) Date drafted  03/26/2013
by

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it and its contents are not
PETRAEUS-1476

to be distributed outside your agency.



___ SESRET—

FD-302 Rev. 5-8-10)

-1 of 1-

FEDERAL BUREAU OF INVESTIGATION

Date of entry 03/26/2013

FEDERAL GRAND JURY MATERIAL - DISSEMINATE PURSUANT TO RULE 6 (E)

Do not disseminate except as authorized by federal rule of criminal procedure 6(e).

On March 25, 2013, writer received a FedFEx packadge froml

b3

bé
b7C
b7E

The packaged contained

records pursuant to the

captioned investigation.

These records will be maintained in the 1A section of the file.

b3
b7E

ClLasslalall 5 HollE CoGelbaBl

BEASCH: 1.4
UECLESSIEY DN 10-0) 2038
L&TE: 0652016

&L TNFURGGRT TOH CUINTSINED
HEREIN 15 UHLIASSTIRIRLD FoU 7 0]
WHERE SHUWH CTHERVISE

bl
b3
bé

Investigaionon 03/25/2013 4 Charlotte,

North Carolina,

United States (Mail)

b7C
b7E

File i

Date drafied 03/26/2013

by

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it and its contents are not
PETRAEUS-1477

to be distributed outside your agency.
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FD-1057 (Rev. 5-8-10) =

FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title: (U) Response Date: 04/10/2013 b3
. b6

. fgleassl 1ol b el G Rfn i b7C
From: CHARLOTTE SEasd: 1k i b7

CEO5 DElbesI v oy 12-31-20c8
DATE fe-15-2016

Contact:

aLL IRFORATION CUHTATIEEL
Approved By Hinb Il 15 URCIASSTRTR]l FILEDYT
WHERE SHUWH UTHERWISE

Drafted By:

bl
Case ID #4 -] z:E
Sensitive Investigative Matter
FEDERAL GRAND JURY MATERIAL - DISSEMINATE PURSUANT TO RULE 6 (E)

Do not disseminate except as authorized by federal rule of criminal procedure
6(e).

b3
Synopsis: (U) Response fron b7E

son: 1.4(b), (c),

Derive
NSISC-200

Enclosure(s): Enclosed are the following items:

1. (U) Response b3
[ 1 B3

Details:

On 4/4/2013, SAl received the enclosed documentation

froml | in response to a Grand Jury Subpoena issued out of the b3

Western District of North Carcolina on 3/26/2013 requesting zgc
b7E

The following information was received related td

Status: Deleted

__SECRERPY-#RCTGRN

PETRAEUS-1478



__SECRESAAIOFORN

Title: (U) Response

L o

Created: 4/1/2012

All items received from

lA-envelope.

¢

04/10/2013

SECR

can be found in the corresponding

bl
b3
b7E

b3
b7E

PETRAEUS5-1479



FD-1057 (Rev. 5-8-10) <
ECRESP-AANCEQRN
FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title: (U) Response Date: 04/10/2013 b3

CLASSIFIED BV Weres Ceswaspiy P6
b7

From: CHARLOTTE HEASON: 1.4 (o) ¢
05 DEileassl Yy 0 1-2-21-20°8 b7E
CE DATE. UO&s-15-2018

Contact:

BLL tHECRBTION conTATIED
Approved By HERETN 18 UNCLASSIPIED EXCEDT
WHERE SHOWN OTHERWISE

Drafted By:

bl
I
Case ID # CJ o ) b3
Sensitive Investigative Matter b7E
FEDERAL GRAND JURY MATERIAL - DISSEMINATE PURSUANT TO RULE 6 (E)
Do not disseminate except as authorized by federal rule of criminal procedure
6(e).
Synopsis: (U) Response from b3
b7E
Derived
NSISC-20
Enclosure(s): Enclosed are the following items:
1. (U) Response b3
b7E
Details:
On 3/29/2013., SA received the enclosed documentation b3
from in response to a Grand Jury Subpoena issued out of the bé
Western District of North Carolina on 3/1/2013 requesting b7C
b7E

The following information was received related to

" SECRETZZROFORN.

PETRAEUS-1480



Titles (U Response

e e e — 5J, 04/10/2013
Name
Nickname

Created: 11/10/2012

Secondary Account

Name : [

_SECEEP-ACEGRN

bl
b3
b7E

b3
b6
b7C
b7E

E-mailj

Created: 2/6/2013

All items received fron

lA-envelope.

¢

can be found in the corresponding

b3
b7E

PETRAEUS-1481



SEeRET

-1 of 1-

FD-302 Rev. 5-8-10)

FEDERAL BUREAU OF INVESTIGATION

Date of entry 04/17/2013

FEDERAL GRAND JURY MATERIAL - DISSEMINATE PURSUANT TO RULE 6 (E)

Do not disseminate except as authorized by federal rule of criminal procedure 6(e).

b3
On April 17, 2013, writer received a Fed Ex package froml Egc
b7E
This package included a b3
P g b7E

bssociated

with the captioned subject.

These records will be retained in the 1A section of the file.

CLasslsinll 5 HSIlL, (GeWdaBll
BEASCH - 1 24 (1

D ldaalae L 1:-31 2028

HETE. B6-15-2014

ALl THAORIATIOH (OHTATHED
HEBEIN 12 UNCLASSIZIED BuCE T
WHERE SHMWK CTHEHW I SE

Investigation on 04/17/2013 4 Charlotte, North Carolina, United States (Mail)

,,,,,,,,,,,,,,,,,, é z :l bl
File o Date drafted 04/17/2013 b3
by bé
b7cC
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it and its contents are not bTE

PETRAEUS-1432

to be distributed outside your agency.

SEeRET



_SEERET

-1 of 1-

FD-302 Rev. 5-8-10)

FEDERAL BUREAU OF INVESTIGATION

Date of entry 04/17/2013

FEDERAL GRAND JURY MATERIAL - DISSEMINATE PURSUANT TO RULE 6 (E)

Do not disseminate except as authorized by federal rule of criminal procedure 6(e).

On April 17, 2013, writer received a Fed Ex package from b3
bé
b7C
b7E
. . b3
This package contained
b7E

relevant to the captioned investigation.

These records will be maintained in the 1A section of the file.
flassl 10 b Lol D hraani
BEaslH ] 4 0
[EClassTIey o0 121000
Lale Os-15-111¢

all THCHAT IO (U HTATHED
HEBRIN 1& WNMCIASSIRIED BXlEdT]
WHERE SHUMN DITHEHW 5K

bl

b3

Investigation on 04/17/2013 4 Charlotte, North Carolina, United States (Mail) iSC
e L Date drafted  04/17/2013 b7E

Filg

by
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it and its contents are not
PETRAEUS-1483

to be distributed outside your agency.




SEERET

-1 of 1-

FD-302 Rev. 5-8-10)

FEDERAL BUREAU OF INVESTIGATION

Date of entry 04/22/2013

FEDERAL GRAND JURY MATERIAL - DISSEMINATE PURSUANT TO RULE 6 (E)

Do not disseminate except as authorized by federal rule of criminal procedure 6(e).

On April 22, 2013, writer received a Fed Ex package froni

b3
bé
b7C
b7E

The package included affiliated with the captioned

subject.

These records will be maintained in the 1A section of the file.

Classia Il Hy - HAallo CRGedeH]
BEaStl 1 4 (0

HECIESSTEY DN 10-0° 0058
LATE: De-15-201%8

aLbL IRFCRAT IO CUHTAIEED
HERF TN 15 URLIASSTRTR]L FOLEDY
WHEBRE SHUWH UTHERWISE

bl
b3
b6
Investigationon 04/22/2013 5 Charlotte, North Carolina, United States (Mail) b7C
- b7E
File B ib) Date drafied  04/22/2013
by

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it and its contents are not
PETRAEUS-1484

to be distributed outside your agency.



_SEERET

-1 of 1-

FD-302 Rev. 5-8-10)

FEDERAL BUREAU OF INVESTIGATION

Date of entry 04/24/2013

FEDERAL GRAND JURY MATERIAL - DISSEMINATE PURSUANT TO RULE 6 (E)

Do not disseminate except as authorized by federal rule of criminal procedure 6(e).

On April 24, 2013, writer received 22

b7C
b7E

. . . . b3
Thid e-mall contalned coples bTE
as a follow-up to records previously provided.

The e-mail and attachment will be maintained in the 1A section of the

file. )

Dlaseirren ne. Ginres PEoaini

- .

DEClas5517Y o 1:.31.opas

pare: ne-15-2pie
ALL TNFCEIATION ComTATInD
BENEIN 12 UNOAGEIRTED wureoe

WHERE SHOWY OTHERV B

bl
b3
bé
04/24/2013 4,4 Charlotte, North Carolina, United States b7C

B8] Date drafied 04/24/2013 b7E

Investigation on

File

by
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it and its contents are not
PETRAEUS-1485

to be distributed outside your agency.




—SEERET

-1 of 1-

FD-302 Rev. 5-8-10)

FEDERAL BUREAU OF INVESTIGATION

Date of entry 04/30/2013

FEDERAL GRAND JURY MATERIAL - DISSEMINATE PURSUANT TO RULE 6 (E)

Do not disseminate except as authorized by federal rule of criminal procedure 6(e).

On April 30, 2013, writer received an envelope

b3
b6
b7C
b7E
\ b3
The envelone contained bTE
from the subject of the captioned investigation.
These records will be maintained in the 1A section of the file.
2 =2 001 = c=in: B8
BEasUH ] 4 0
DECLASSTIZY OB 1291 =n2:
Lale Oa-15-[11¢
all T CE TN (DTN
BemE ] 1= N aes 100 R R
WHERE BHLH LTHER U IEE
bl
b3
b6
Investigation on 04/30/2013 4 Charlotte, North Carolina, United States (Mail) b7C
b7E
File ’JES? Date drafed 04/30/2013
by

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it and its contents are not
PETRAEUS-1486

to be distributed outside your agency.



alL THEUEMRT TOH COHTAIHED
HiREIH 15 HRELASSTF TR
TE D6-15-2018 BY CHERAGE11 NSI1OG

nited Btates Bistrict Court
TERN NORTH CAROLINA

WE

TO: b3

b7E
SUBPOENA TO TESTIFY
BEFORE GRAND JURY

SUBPOENA FOR:
J peERSON @l DOCUMENTS OR OBJECT(S)

DISTRICT OF

YOU ARE HEREBY COMMANDED to appear and testity before the Grand Jury of the United States District
Court at the place, date, and time specified beiow.

PLACE ROO!

United States Courthouse ) Rm. 203. 2nd Floor
401 West Trade Street !

Charlotte, North Carolina 28202, oATE AN%?T;’; /2013 AT 9:00 AM.

YOU ARE ALSO COMMANDED to bring with you the foliowing document(s) or object(s):*

SEE ATTACHMENT

An official criminal investigation of a suspected felony is being conducted by an agency of the United States and
afederal grand jury. As a subpoena recipient, you are under no obligation of secrecy. However, we request that
you not disclose the existence of this subpoena as the impact of any such disclosure could be detrimental to the
mvestigation.

[ Prease see additional information on reverse

This subpoena shall remain in effect until you are granted ieave to depart by the court or by an officer acting on
behalf of the court.

CLERK DATE
Mav A 2013
{BY) DEP
b3

: NAME, ADDRESS AND PHONE NUMBER OF ASSISTANT 1S ATTORNEY b6
This subpoena is issue¥/upon applicatiorh./ United States Attorney's Otfice e
of the linited States of America 227 West Trade Street, Suite 1650 b7E

Ager Charlotte, NorthA% ina JRD(1D
704-344-6222

*If not applicable. enter ‘‘none."’ To be used in leu of AOI 10

PETRAEUS-1487



RETURN OF SERVICE™

RECEIVED DAT‘E PLACE
BY SERVER 5/7] 13
DATE
SERVED 5)’] )]5% 5/@})
T ’
b
b7E

PP E— -

SCREO DN

-
STATEMENT Or SERVICE FEES
SERVICES

TRAVEL TOTAL

DECLARATION OF SERVER®@
| declare under penalty of perjury under the laws of the United States of Amenca that the foregoing

information contained in the Return of Sr— —a —a bé
b7¢C

Executed on 5/ /%) [
te

o TUTV

T NN rasdy S Char lie N

Address of Server

ADDITIONAL INFORMATION

(1) As to who may serve a subpoena and the manner of its sarvice see Rule 17(d), Federal Rules of Criminal Procedure. or Rule 45(c). Federal Rules ol Ciwil

Procedure.
(2) "Fees and mileage need not be tendered to the witness upon service of a subpoena issued on behalt of the United States or an officer or agency thereot
(Rule 45(c), Federal Ruies ot Civil Procedure. Rule. 17(d), Fedaral Ruies of Criminal Procedure) or on behalf of certain indigent parties and criminal

dﬂono-ms. who are unable t0 pay such costs (28 USC 1825, Rule 17(b) Federa! Rules of Criminal Procedure)
*U.S. GP 3
PETERE(E 1488



INSTRUCTIONS FOR PRODUCTION OF RECORDS:

L

II.

M.

Iv.

General
A. Records existing as Electronically Stored Information (ESI) shall be produced in electronic
form and shall include text data and image data held:
1. In your record retention systems; and/or
2. By your technology, data, or other service provider(s).
B. Records that do not exist as ESI may be produced in paper or other original format and may be
converted to image or text data and provided as ESI, unless originals are required.
Text Data
A. Text data relating to transactions shall be produced within a data file:
1. Using a delimited ASCII text data format; or
2. Using software that can export to a commonly readable, non-proprietary file format
without loss of data.
B. Text data files relating to transactions shall include field descriptions (e.g., account number,
date/time, description, payee/payor, check number, item identifier, and amount).
Image Data
A. Image data shall be produced in graphic data files in a commonly readable, non-proprietary
format with the highest image quality maintained.
B. Image data of items associated with transactions (e.g., checks and deposit slips) shall be:
1. Produced in individual graphic data files with any associated endorsements; and
2. Linked to corresponding text data by a unique identifier.

Encryption/Authentication

A. ESI may be transmitted in an encrypted container. Decryption keys and/or passwords shall be
produced separately at the time the data are produced.

B. Authentication, such as hash coding, may be set by agreement.

C. Affidavits or certificates of authenticity may be included as part of the electronic production.

Cost Reimbursement
A. Costs that are reasonably necessary and have been directly incurred in searching for,
reproducing, or transporting records may be reimbursable. See the Right to Financial Privacy
Act, 12 U.S.C., Section 3415 and Federal Reserve Board Regulation S, 12 C.F.R., Part 219
(revised effective 1/1/2010).

Page 2 of 2

PETRAEUS-1490



__BEEeRET

UNCIZSSIFIED
FEDERAL BUREAU OF INVESTIGATION

Import Form

FD-1036 (Rev. 10-16-2009)

Form Type: OTHER Date: 05/08/2013

b3

CLASSIRIRD Hy NSIDE LetwWdaH1]1 b6

Title: (U) Subpoena Served - RERSON: 1.8 (0} b7C
DECLASETFY 0B 12-31 208

DATE: De-15-2D16 b7E

Approved By: ’ ’
ALl TN vy et o (CHTATHED

HEBEIN 1o WHLIASSIRIED BUCREDT

Drafted By: WHERE ~HUWH DTHRREW S

g bl
Case ID # CJ N (8] b3
Sensitive lInvestlgatlve Matter b7E

FEDERAL GRAND JURY MATERIAL - DISSEMINATE PURSUANT TO RULE 6 (E)
Do not disseminate except as authorized by federal rule of criminal procedure

6(e).

b3
Synopsis: (U) Subpoena Served - b7E
¢

PETRAEUS5-1491



&Ll NIRRT TON COHTAINED
HEREIN 15 UHCL.AsCTF 1RTI
JGE Oe-15-2016 BY Ceendbil]l NS1OLG

nited Btates Bistrict Court
WESTERN NORTH CAROLINA

|

DISTRICT OF

TO: b3

b7E
SUBPOENA TO TESTIFY
BEFORE GRAND JURY

SUBPOENA FOR:
(0 PERSON W DOCUMENTS OR OBJECT(S)

YOU ARE HEREBY COMMANDED to appear and testify before the Grand Jury of the United States District
Court at the place, date, and time specified below.

PLACE ROO!

United States Courthouse ) Rm. 203, 2nd Floor
401 West Trade Street ’

. DATE AND TIME
Cl’larlotte, NOl'tl'l Carollna 28202 6/18/2013 AT 9:00 A.M.

YOU ARE ALSO COMMANDED to bring with you the following document(s) or object(s):*

SEE ATTACHMENT

An official criminal investigation of a suspected felony is being conducted by an agency of the United States and
afederal grand jury. As a subpoena recipient, you are under no obligation of secrecy. However, we request that
you not disclose the existence of this subpoena as the impact of any such disclosure could be detrimental to the
mvestigation.

0O Please see additional information on reverse

This subpoena shall remain in effect until you are granted leave to depart by the court or by an officer acting on
behalf of the court.

CLERK DATE
Mav 6 2013
(BY) DEP!
NAME. ADDRESS AND PHONE NUMBER OF ASSISTANT LS. ATTORNEY b3

This sUDpOena 15 TSSUSY JpoTT appncanorn (/ United States Attorney’s Oﬁice b6

of the United States of America 2277 West Trade Street, Suite 1650 b7cC
Agent Charlotte, Nort}h%aélﬁ L. 22907 b7E

704-344-6222,
*If not applicable, enter ‘‘none.” To be used 1n bew of AOLIO

PETRAEUS5-1492



RETURN OF SERVICE™

DATE PLACE
RECEIVED =t
BY SERVER > 2
DATE ] PLACE
SERVED Si8]15 e
S SEDRIN
SERVED ON (NAM|

b3
b6
b7¢C
b7E
SE 1
STATEMENT OF SERVICE FEES
TRAVEL SERVICES TOTAL
DECLARATION OF SERVER®
| declare under penaity of perjury under the laws of the United States of America that the foregoing
information contained in the Return of
oy ”"/ )
Executed on )/ ﬁ/ )
Date

natare of Server

Address of Server

91S vl (,{@SOQ“ Lbcj% K C'K@/f/ﬁ; He NC

ADDITIONAL INFORMATION

7C

(1) As to who may serve a subpoena and the manner of its service see Rule 17(d), Federal Rules of Criminal Procedure. or Rule 45(c). Federal Ruies of Civil

Procedure.

(2) “'Fees and mileage need not be tendered to the witness upon service of a subpoena issued on behalf of the United States or an officer or agency 'hereot
(Rule 45(c), Federal Rules ot Civil Procedure. Rule. 17(d), Federal Rules of Criminal Procedure) or on behalf of certain indigent parties and criminal
defendants who are unable 10 pay such costs (28 USC 1825. Rule 17(b) Federal Rules of Criminal Procedure)’”

US CBEPHAEIE 1493



INSTRUCTIONS FOR PRODUCTION OF RECORDS:

L

II.

I1.

General
A. Records existing as Electronically Stored Information (ESI) shall be produced in electronic
form and shall include text data and image data held:
l. In your record retention systems; and/or
2. By your technology, data, or other service provider(s).
B. Records that do not exist as ESI may be produced in paper or other original format and may be
converted to image or text data and provided as ESI, unless originals are required.
Text Data
A. Text data relating to transactions shall be produced within a data file:
l. Using a delimited ASCII text data format; or
2. Using software that can export to a commonly readable, non-proprietary file format
without loss of data.
B. Text data files relating to transactions shall include field descriptions (e.g., account number,
date/time, description, payee/payor, check number, item identifier, and amount).
Image Data
A. Image data shall be produced in graphic data files in a commonly readable, non-proprietary
format with the highest image quality maintained.
B. Image data of items associated with transactions (e.g., checks and deposit slips) shall be:
1. Produced in individual graphic data files with any associated endorsements; and
2. Linked to corresponding text data by a unique identifier.

Encryption/Authentication

A ESI may be transmitted in an encrypted container. Decryption keys and/or passwords shall be
produced separately at the time the data are produced.

B. Authentication, such as hash coding, may be set by agreement.

C. Affidavits or certificates of authenticity may be included as part of the electronic production.

Cost Reimbursement
A. Costs that are reasonably necessary and have been directly incurred in searching for,
reproducing, or transporting records may be reimbursable. See the Right to Financial Privacy
Act, 12 U.S.C., Section 3415 and Federal Reserve Board Regulation S, 12 C.F.R., Part 219
(revised effective 1/1/2010).

Page 2 of 2

PETRAEUS5-1495



ZBEERET

ONCEASSIPIED
FEDERAL BUREAU OF INVESTIGATION

Import Form

FD-1036 (Rev. 10-16-2009)

Form Type: OTHER Date: 05/08/2013
CLASSTRIED BY) WSTCE  Ceewsenil bl
Title: (U) Subpoena Served - RERarwme. 1 4 1o b3
DEflAsSTEY . 1o-31-onns b6
DATE: He-15-201& b7C
Approved By b7E
ALL ITWEUBRGIBTION (HMTRINEL
Hebr 1l 18 UNCIZSETRTR BHOE T
Drafted By: WHERE SHOWH OTHERWISE
I»
Case ID #: T —| """""" ~ 18]
Sensitive Investigative Matter
FEDERAL GRAND JURY MATERIAL - DISSEMINATE PURSUANT TO RULE 6 (E)
Do not disseminate except as authorized by federal rule of criminal procedure
6(e).
b3
Synopsis: (U) Subpoena Served - b7E
L & 4

PETRAEUS5-1496



_SECRET

-1 of 1-

FD-302 Rev. 5-8-10)

FEDERAL BUREAU OF INVESTIGATION

Date of entry 05/20/2013

FEDERAL GRAND JURY MATERIAL - DISSEMINATE PURSUANT TO RULE 6 (E)

Do not disseminate except as authorized by federal rule of criminal procedure 6(e).

On May 16, 2013, writer received a Fed Ex package froml 22
b7C
b7E
The package contained records 23E

the captioned subject |

These records will be maintained in the 1A section of the file.

CLASSTIRIR By HETLE [DahWdaH |
BEnolld 1 4 0

DECLABSSTFY O 1051 0058
LateE: U6~ 5-2016

ALL THCHREAT IO COHTATHET
HeElE 12 URCLASSTRIRD BACEDT
WHEHE SHUWH UTHERHIEE

bl
b3
) ) ) b6
Investigation on 05/16/2013 4 Charlotte, North Carolina, United States (Mail) b7C
b7E
File G 53 Date drafted 05/20/2013
by

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it and its contents are not
to be distributed outside your agency. PETRAEUS-1497




_SECRET

-1 of 1-

FD-302 Rev. 5-8-10)

FEDERAL BUREAU OF INVESTIGATION

Date of entry 05/22/2013

FEDERAL GRAND JURY MATERIAL - DISSEMINATE PURSUANT TO RULE 6 (E)

Do not disseminate except as authorized by federal rule of criminal procedure 6(e).

. . b3

On Monday, May 20, 2013 writer recelved b6

b7C

- b7E
The b3
bé
b7C
b7E

captioned subject

. . . . b3
The records will be maintained together in the 1A b7E

sectlon of the file. CLASSIFIED BY NEICG Céewaspid
REASON: 1 4 (0)
DEllassT oy O 1--31-2128
DATE: 06-15-2016

abl IWCBAT 1T (DHTALREL
HEREIN 1o HHLILASSTISIRT FALEDT
WHEBE SHUWH UTHEEWIEE

Investigationan  05/20/2013 , Charlotte, North Carolina, United States
- bl
Fil B TS éSj Date drafted 05/22/2013 b3
bé
by b7cC
b7E

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it and its contents are not

to be distributed outside your agency. PETRAEUS-1498



SESRET_

-1 of 1-

FD-302 Rev. 5-8-10)

FEDERAL BUREAU OF INVESTIGATION

Date of entry 05/23/2013

FEDERAL GRAND JURY MATERIAL - DISSEMINATE PURSUANT TO RULE 6 (E)

Do not disseminate except as authorized by federal rule of criminal procedure 6(e).

On May 23, 2013, writer received a Fed Ex package from AUSA 22
The Fed Ex package was originally mailed to AUSAI b7C
b7E

. b3

The Fed Ex package contained related to the bTE

captioned subject, most of which had already been received as documented at

Serial 18 to this file.

This package and its contents will be maintained in the 1A section of

the file.
CLASSICIRT By NoJOG Lefadenii
ToAslg: 1.4 (0]
DECLAEEIFY L0l 12-81-20058
DATE Be-1a-.018
ALL THECRORT IO COHTAINED
Henrll 18 UNCLAsSSTIe IRl B EL T
WHEHE SHUWH UTHERWISE
bl
b3
b6
b7C
Investigationon  05/23/2013 Charlotte, North Carolina, United States (Mail) b7E

pa 18] Date drafied  05/23/2013

Fily

by
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it and its contents are not
PETRAEUS-1499

to be distributed outside your agency.




alb IHORATIOH (OB TATNED
HEREIN 15 URCLARSTFIF]
ATl Be-10-2016 By U6eWebEL]l HSIOD

nited States BDistrict Uourt
WESTERN NORTH CAROLINA

DISTRICT OF

: b3
TO: \‘ b7E
SUBPOENA TO TESTIFY I
BEFORE GRAND JURY
SUBPOENA FOR: }
(J persoN @ DOCUMENTS OR OBJECT(S)
YOU ARE HEREBY COMMANDED to appear and testify before the Grand Jury of the United States District
Court at the place, date, and time specified below. |
PLACE . ROOM \
United States Courthouse Rm. 203, zﬁ Floor
401 West Trade Street
Charlotte, North Carolina 28202 DATE AND TME )
\
6/18/2013 AT 9:00 AM
YOU ARE ALSO COMMANDED to bring with you the following document(s) or object(s):*
|
SEE ATTACHMENT \
|
An official criminal investigation of a suspected felony is being conducted by an agency of the United States and
a federal dgrand jury. Asasubpoena recipient, you are under no obligation of secrecy. 'However, werequest that
you not disclose the existence of this subpoena as the impact of any such disclosure could be detrimental to the
investigation. :
0O Piease see additional information on reverse
This subpoena shall remain in effect until you are granted leave to depart by the court or by an ofﬁker acting on
behalf of the court. ‘
CLERK DATE j b3
| b6
| b7C
(8Y) OEP ha 12 9017 bTE

NAME, ADDRESS AND PHONE NUMBER OF ASSISTANT#S }’ATTORNEY
1

This subpoena is issued upon application United States Attorney's Office
of the United States of America 2271 West Trade Street, Suite h650
Cllarlotte, North Carolina 28202
Agen 704-344-62224 155
*if not applicable, enter ‘‘none." To be used n beu of ADII0

PETRAEUS-1500



RETURN OF SERVICE™

RECEVED | = e
E .
BY SERVER | _ D / | /
DATE / PLA
SERVED
g
D / / 4
SERVED ON (NAME)
b3
bé
b7¢C
b7E

I TITLE

senvsr_av

STATEMENT OF SERVICE FEES

TRAVEL SERVICES TOTAL
DECLARATION OF SERVER®@
| declare under penalty of perjury under the laws of the United States of America that the foregoing
information contained in the Return of S - — S c -—t and correct.
b6
/7
Executed on V’H/l“ 1D ] _____b?_c_

Date

Sign
s “\\U'U\tﬂ' UU*/ \uvub{

Address of Server

ADDITIONAL INFORMATION

(1) As to who may serve a subpoena and the manner of its service see Rule 17(d), Federal Rules of Criminal Procedure. or Ruie 45(c). Federatl Rules of Ciwi

Procedure.

(2) "'Fees and mileage need not be tendered 10 the witness upon service Of a subpoena issued on behall ol the United States or an officer or agency thereo!
(Rule 45(c), Federal Rules of Civil Procedure; Rule. 17(d). Federal Rules of Criminal Procedure) or on behalf of certain indigent parties and criminal
defendants who are unable to pay such costs (28 USC 1825, Rule 17(b) Federal Rules of Criminal Procedure)’’

*U.S. GPO: 2004-304-381/72273

PETRAEUS-1501



INSTRUCTIONS FOR PRODUCTION OF RECORDS:

L

II.

IIL.

General
A. Records existing as Electronically Stored Information (ESI) shall be produced in/electronic
form and shall include text data and image data held:
1. In your record retention systems; and/or
2. By your technology, data, or other service provider(s).
B. Records that do not exist as ESI may be produced in paper or other original format and may be
converted to image or text data and provided as ES], unless originals are required.
Text Data
A. Text data relating to transactions shall be produced within a data file:
1. Using a delimited ASCII text data format; or
2. Using software that can export to a commonly readable, non-proprietary file format
without loss of data.
B. Text data files relating to transactions shall include field descriptions (e.g., account number,
date/time, description, payee/payor, check number, item identifier, and amount).
Image Data
A. Image data shall be produced in graphic data files in a commonly readable, non-proprietary
format with the highest image quality maintained.
B. Image data of items associated with transactions (e.g., checks and deposit slips) shall be:
1. Produced in individual graphic data files with any associated endorsements; and
2. Linked to corresponding text data by a unique identifier.
Encryption/Authentication
A. ESI may be transmitted in an encrypted container. Decryption keys and/or passwords shall be
produced separately at the time the data are produced.
B. Authentication, such as hash coding, may be set by agreement.
C. Affidavits or certificates of authenticity may be included as part of the electronic production

Cost Reimbursement
A. Costs that are reasonably necessary and have been directly incurred in searching for,

Act, 12 U.S.C., Section 3415 and Federal Reserve Board Regulation S, 12 CF.R.,
(revised effective 1/1/2010).

Page 3 of 3

PETRAEUS-1504



FD-1036 (Rev. 10-16-2009)

SECRET#ANeFORN
FEDERAL BUREAU OF INVESTIGATION

Import Form

Form Type: OTHER Date: 05/20/2013
CLASSTITRL By WMBTDE Ceeadendd bl
Title: (U) Subpoena Served - REASCH. 1.4 D)
[EClAaseTsy om: 1o 24 2pas b3
DATE. O8-18-nis bé
Approved By b7C
Bl DomaTriom fomtatien b7E
Henw il 15 UHNO 28T 8L B DT
Drafted By: WHERE SHOWN DTHEEWISE
Case ID #: GJ | »»»»» ~ 18]
sSensitive lInvestligative Matter
FEDERAL GRAND JURY MATERIAL - DISSEMINATE PURSUANT TO RULE 6 (E)
Do not disseminate except as authorized by federal rule of criminal procedure
6(e).
b3
Synopsis: (U) Subpoena Served - b7E
son: 1.4(b), (<),
L & 4

PETRAEUS-1505



SESRET

-1 of 1-

FD-302 Rev. 5-8-10)

FEDERAL BUREAU OF INVESTIGATION

Date of entry 06/24/2013

FEDERAL GRAND JURY MATERIAL - DISSEMINATE PURSUANT TO RULE 6 (E)

Do not disseminate except as authorized by federal rule of criminal procedure 6(e).

. . b3
On June 18, 2013, writer received a UPS package frorj b6
b7C
I b7E
The package included associated b3
b7E

with the captioned subject.

These records will be maintained in the 1A section of the file.

Classlslell B HolOL L(efwi6El]l
BEASCH - 1 4 (1

DElassisy L 1:.-31 2008

DaTE. OE-15-2016

ALL TH-CRETICH CONTAIHED
HEBREIN 15 URLLASSIRIED BALEDT
WHERE SHUWH OTHERWISE

bl

b3

Investigation on 06/18/2013 4 Charlotte, North Carolina, United States (Mail) igc
N1

g 18] Date drafted 06/24/2013 b7E

File

by
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it and its contents are not
PETRAEUS-1506

to be distributed outside your agency.




FD-1057 (Rev. 5-8-10)

_SECRESAiNeSrRN.
FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title: (U) Response Date: 06/27/2013 sz
Classiviel BY. Nelio Ceswmiins
From: CHARLOTTE BeErapm. 1 4 0
CEO5 DECLBSEINY iW: 1221 2038
TE: 08-35-2
Contact: DATE: Db-3b5-20186
bl
ALl DmomaTion cowtaTuED b3
Approved By: A/SSH HEREIN IS UNCLASSIFIED EXCEPT
WHERE SHAE DTHERWISE
b7C
Drafted By: b7E
-8
Case ID #: GJ

Sensitive Investigative Matter

FEDERAL GRAND JURY MATERIAL - DISSEMINATE PURSUANT TO RULE 6 (E)
Do not disseminate except as authorized by federal rule of criminal procedure
6(e).

b3
Synopsis: (U) Response from b7E

on: 1.4(b), (c),

Derived
NSISC-

assify On: 203802

Enclos :Enclosed are the following items: b3
1. (U Subpoena Response b7E

Details:
b3
On 6/27/2013, SAl contacted to b6
determine the status of their response to Grand Jury Subpoena Number b7C
| Fssued out of the Western District of North Carolina. SA b7E

was advised the response had been shipped via FedEx to FBI
Charlotte on 3/14/2013. The FedEx package was shipped to the attention

“SECRET/CEORN

PETRAEUS-1507



STERETALIOPORN

Response
18] ey 163, 06/27/2013

contacted AUSH

o determine if the

package had been delivered to her from FBI Charlotte.

At present, AUSA

is not in receipt of the package

As a result of SAH contact with

the

Grand Jury Subpoena results were faxed to her attention on 6/27/2013.

The response contained

can be found in the corresponding lA-envelope.

¢

The faxed response

bl
b3
b7E

b3
b6
b7C
b7E

b3
bé
b7C
b7E

PETRAEUS-1508



FD-1057 (Rev. 5-8-10)

_SECTETAeSTORN_

FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

06/27/2013
CLASSTPIED BY MSICC CeewdeRid

Date:

HEASIL 1 4 0
DEClazs=s10y (M- 12-21-2088
LT He-15-101¢

ALl THFCREATITH CUHTATHET

HEREIE I3 UNCIASSIFIEL EXCRIT
WHERE SHUWH CTHERWISE

Title: (U Response
From: CHARLOTTE
CEO05
Contact:
Approved By: A/SSA
Drafted By:
Case ID #: GJ

Sensitive Investigative Matter

FEDERAL GRAND JURY MATERIAL - DISSEMINATE PURSUANT TO RULE 6 (E)

Do not disseminate except as authorized by federal rule of criminal procedure

6(e).

(U) Response frormj

Synopsis:

Derived

NSISC-

Enclosure(s) :
1. (U)

Response

Details:

n:

classify On: 203802

1.4(b), (c)

Enclosed are the following items:

SA

On 6/19/2013,

_J received the enclosed documentation

from

in relation to Grand Jury Subpoena

Number

issued out of the Western District of North Carolina.

b3
b7E

bl
b3
b6
b7C
b7E

b3
b7E

b3
b7E

b3
b6
b7¢C
b7E

PETRAEUS5-1509



Titlex (U\l Response

L GJ, 06/27/2013

bl
b3
b7E

hn additional shipping address of]

b3

b6
b7C

The documentation provided by tan be found in b7E

the corresponding 1A-envelope.

¢

PETRAEUS5-1510



FD-1057 (Rev. 5-8-10)
SECRETA-HCEORN.
FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title: (U) Response Date: 07/03/2013 b3
CLASBIZIR HY- HRTLE DaawdaH b7E
BELSL 1 4 (O
From: CHARLOTTE DECLEBEI Y tl: 12 .54 . on0n
CEO5 DATE: 06-15-2018
Contact:
all THECRAT IO CUHTATHED bl
Approved By: A/SSA BEEEIN 1= UHOCIASEIRIED B0 BET b3
WHERE SHOMN DITHEHW ] SE b6
b7C
Drafted By:
rafte Y b7E
Case ID #: -GJ (3]
Sensitive Investigative Matter
FEDERAL GRAND JURY MATERIAL - DISSEMINATE PURSUANT TO RULE 6 (E)
Do not disseminate except as authorized by federal rule of criminal procedure
6(e).
. b3
Synopsis: (U) Response from b7E

1.4(b), (e),

Enclosure(s): Enclosed are the following items:
1. (U esponse b3
b7E

Details:

Oon 7/2/2013, SA received the enclosed documentation

froﬂ Fn relation to Grand Jury Subpoena Number[:::::::]issued b3

out of the Western District of North Carolina. b6
b7C

b7E

PETRAEUS-1511



Title: (U)l |Response

L e -GJ, 07/03/2013 bl
b3
b7E

The documentation provided by can be found in the corresponding

lA-envelope.

¢

PETRAEUS-1512



FD-1057 (Rev. 5-8-10)

_SECRET /- OEQRN.

FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title: (U) To add to file Date: 08/27/2013 sz
FEl WL
From: CHARLOTTE CLASSIFTRIT BY: METCC Ceewdsnid
CEO5 BERECM. 14 D)
Contact: DEClesalyy (M. 10-51-2088
ontact: DATE: 06-15-2016
bl
b3
Approved By b6
b7C
Drafted By: b7E
Case ID #: GJ T '
Sensitive Investigative Matter
FEDERAL GRAND JURY MATERIAL - DISSEMINATE PURSUANT TO RULE 6 (E)
Do not disseminate except as authorized by federal rule of criminal procedure
6(e).
b3
Synopsis: (U) To add Lo case file b7E
on: 1.4(b), (c)
Derived
NSISC-
assify On: 20380
bl
Reference: SBH L b3
15 b7E
Enclosure(s): Enclosed are the following items:
1. (U) Copies of| | attachments b3
b7E
Details: b3
b6
On 7/24/2013, was served with a personal appearance bIC
Grand Jury Subpoena. Per discussion with AUSA b7E
provided the attached information to SA in lieu of
appearing before the Grand Jury:
b3
1. with attachment; b7E

__SESRREZZNOEORN

PETRAEUS-15135



SEC

Title: (U) To addl to file

J=GJ,

08/27/2013

and

Copies of each

lA-envelope.

¢

with attachment.

bl
b3
b7E

b3
b7E

bttachments can be found in the corresponding

PETRAEUS5-1514



FD-1057 (Rev. 5-8-10)

SECRET 7 NOFOry

FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title: (Uﬂ |Documents For Grand Date: 09/19/2013 b3
Jury b6
FBI INFOD. b7¢C
ClaznteiEn By NSo0n cegwien DTE
From: CHARLOTTE BEazmcm 1 o4 0y
CEO5 DECLASSTEY ON: 12 21 2ds8
L&TE. 086152016
Contact:
bl
b3
Approved By bé
b7C
b7E
Drafted By:
Case ID #: GJ
13)
GJ
Sensitive Investlgatilive Matter
. . . b6
Synopsis: (U) To document evidence provided to AUSAH for use b7C
in Grand Jury on b3
Details:
(U) On September 18, 2013, the following items of evidence related to
captioned cases were printed and provided via hardcopy to RAUSH bl
. . . - b3
AUSA I ntends to use this evidence in Grand Jury testimony b6
by CO occur on b7C
b7E
(8]
(U) RAUSA hdvised each item would receive a Grand Jury tracking

w

PETRAEUS-1515



SECRETAMNGEORN ™

Titles (UJ) IDocuments For Grand Jury
8] me: b1
b6
b7cC
number. b7E
¢

PETRAEUS5-1516



FD-1057 (Rev. 5-8-10)

SECRESFRORoRL

FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title: (U Response Date: 12/12/2013 ng
From: CHARLOTTE ﬂ]’.@kﬁﬂ?ﬁ?‘l?@ﬂ% By HB1 G CEbadbnild
Brasiyg 1 o4 o
CEOS DECLASSIFY ON: 12-31-2038
Contact: DaTE. De-1b-201%
bl
b3
Approved By ALL THCUBLRTION DHIMTATHET b6
HERETH 18 TDHCLBERTETR] BHIRLT b7¢C
WHERE SHCRH CTHERWT ED b7E
Drafted By:
-5
Case ID #: T 5l
STIISICIvVE IlvestIgacrIve Matter
FEDERAL GRAND JURY MATERIAL - DISSEMINATE PURSUANT TO RULE 6 (E)
Do not disseminate except as authorized by federal rule of criminal procedure
6(e).
b3
Synopsis: (U) Response from b7E
on: 1.4(b), (c) )
Derived
NSISC-
assify On: 20380
Enclosure(s): Enclosed are the following items:
1. (U) b3
b7E
Details:
On or about 11/7/2013, a package was delivered to FBI Charlotte to the
attention of The package contained documentation from
| in relation to Grand Jury Subpoena Number issued b3
out of the Western District of North Carolina. :S
C
b7E

Lrovided

and supporting documentation for

SECRES/#NCEGRN__

PETRAEUS-1517



SEC

Title: (U)l Response
- GJ, 12/12/2013 bl
b3
b7E
The documentation provided by can be found in the

corresponding 1lA-envelope.

¢

PETRAEUS5-1518



FD-1057 (Rev. 5-8-10)
SECRE /T CEGRN
FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

b3
Title: (U) Response Date: 12/12/2013 b7E
CLESSIPIEI BY: HWBILE LCAGWEEH11
From: CHARLOTTE BRas. 13 (L)
CEO5 UECILAS8TIFY T 12-31-2038
UATE.: DE-15-2018
Contact:
Approved B ALL IWCEARATION CONTAIHED bl
PP Y HEREIN IS5 UNCLASSIFIED EXCEDT b3
WHERE SHIWH UTHEBWIESE b6
Drafted By: b7C
b7E
Case ID # GJ iS)
Sensitive Investigative Matter
FEDERAL GRAND JURY MATERIAL - DISSEMINATE PURSUANT TO RULE 6 (E)
Do not disseminate except as authorized by federal rule of criminal procedure
6(e).
b3
. b7E
Synopsis: (U) Response from
on: 1.4(b), (c)
Derived
NSISC-2
assify On: 20380
Enclosure(s): Enclosed are the following items:
1. (U) b3
b7E
Details:
on 10/18/2013, SA received the enclosed documentation
in relation to Grand Jury Subpoena Number | ssued b3
out of the Western District of North Carolina. b6

b7C

krovided documentation relating to b7E

The documentation provided can be found in the

“SECRETAAGEGRL

PETRAEUS5-1519



SECRETFAcTORL_

Title: (UJ |Response

L — dea, 12/12/2013

corresponding 1lA-envelope.

[Admin Note: The package received

¢

was partially opened

bl
b3
b7E

b3
b6
b7cC
b7E

PETRAEUS5-1520



SESRET

Clasat 12D By HOd0E Chbwdabl]
BEaalod:. 1 4 ()

DElensisy L 1031 -0 8

IIRTE Oe-15-2 U186

To: bl
Subject: Low Side Request --- TINGEASSIEIED b3
b6
. | Bl TmErweaom cowataEn b7C
SentinelCaseld: Gy 3] HEREIN IS UNCLASSTFIED EXCEDT o7E
SentToSentinel: 1/9/2015 1:30:36 PM WHERE BmOM oriEma s
Classification: UNCEASSEEITD
::::::::::::::::::::::::::::::::::%:::::: ____________ bl
Sent for Approval for RECORD//Sentinel Cas{ 5J (5] b3
b7E

Hey Ladies-

I’'m trying to get g

Could you please move this

document to the fow side for me?
Thanks so much for your help!

Have a great weekend!

Classification: UNCEASSEFIFD

b3
b6
b7C
b7E
OTHER seal

b3
b7E
OTHER seal

PETRAEUS-1521



FD-1036 (Rev. 10-16-2009)

BECRET

UNCILASSTIFIED

FEDERAL BUREAU OF INVESTIGATION

Import Form

Form Type:

Title: (U) Low Side Request

Approved By:

Drafted By:

Date: 01/13/2015

Clasali il By HATLE CaGedGH
BEASLH 1 4 0

DECIESATF DN 10072040
D&l d&-&5-2016

all. INFCRGAT ICH CONTARINED
HEBREIN 15 U lAasST TRl FALEDY
WHERE SHUWH OTHEBWISE

Case ID #: GJ
Sensitive Investlgatilive Matter
Synopsis: (U) Low Side Request
Enclos ): Fnclosgsed are the following items:
1. (U) Request
¢
UNCEASSEFTED

b3
b7E
OTHER seal

b3
b7E

bl
b3
b6
b7C
b7E

PETRAEUS5-1528



FD-1057 (Rev. 5-8-10) E
FEDERAL BUREAU OF INVESTIGATION

b3
Electronic Communication b7E

OTHER seal

Title: Date: 02/06/2015

Classlz128l By HolbE (efwil6El]
Barrl- 1 4
DEllasaisy Ll 1:.-31-204d

From: CHARLOTTE

. DATE:. O8-15-2016 bl
Contact:
b3
b6
Approved By: ALL TN vt COHTRINED b7C
HERETN 13 M AE=TRIRD RupRDY b7E

WHERE ~BHWH DUVHEHWIGE
Drafted By:

Sensitive Investigative Matter

Case ID #: GJ

FEDERAL GRAND JURY MATERIAL - DISSEMINATE PURSUANT TO RULE 6 (E)
Do not disseminate except as authorized by federal rule of criminal procedure

6(e).
. b3
Synopsis: b7E
OTHER seal
AT
assify On: 2040
Enclosure(s): Enclosed are the following items:
1. (U) Response b3
b7E
OTHER seal
Details:
On 1/9/2015, SA b3

[issued out of the Western District of North Carolina b6
Sﬂ keceived b7C
b7E

providing the requested information. OTHER seal

PETRAEUS5-1529



~SECEEr7ROToRL

—
Title (U)
g Re: 02/06/2015 bl
b3
b7E
OTHER seal
A copy of the can

be found in the corresponding 1A-envelope.

¢

PETRAEUS5-1530



FD-1057 (Rev. 5-8-10)
SE RN

FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title: (U) Sub-file Opening Document Date: 12/17/2012
2 =20 01 = o=l B8
From: CHARLOTTE mEaso 1 o4
CEO5 DEflassI Yy o 12-21-2030

Contact: HATE O6-14-0148

ALL THECROERT IO COHTAINED
Approved By: HERETE 12 U LEFEIRIE. DaiREDT
WHEHE SHUWH LTHERWI SR

Drafted By: bl
b3
i
o S e SRR I () b6
Case ID #: i[O b7C
Sensitive Investigative Matter bTE
Synopsis: (U) Open sub-file for captioned matter.

on: 1.4(b), (c),

Derived
NSISC-

classify On: 203712

Details:

(U) Request to open sub NC to house newspaper clippings and open-source

material collected for the captioned matter.

¢

PETRAEUS-1183



FD-1057 (Rev. 5-8-10)

SECRET /A NeFoR
FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title: (U) Sub-file Opening Document Date: 12/17/2012
ClAassTl IR By WSl DeadeE
From: CHARLOTTE BEricry 4oa oy
CEO05 Lellassle 1 1o-20 20127

Contact: H&TE:. 086 4-2016

all. INFCRGAT ICH CONTARINED
HEBREIN 15 U lAasST TRl FALEDY

Approved B
WHERE SHUWH OTHEBWISE

Drafted By 23
—————————————— e ) b6

Case ID #: o o ne.
b7E

Sensitive Investigative Matter

Synopsis: (U) Open sub-file for captioned matter.

assify On: 20371

Details:

(U) Request to open sub SBP to house all subpoenas issued during the

course of the captioned investigation.

¢

PETRAEUS-1125



FD-1057 (Rev. 5-8-10) = ﬁ

FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title: (U) Subpoenas Served Date: 01/02/2013 b1
b3

CLASSTIFIZED HY HBIDG @ [CrEWAEHI]1 b6

From: CHARLOTTE BeAncd 1 o4 b7C
CEO5 DECLE=STPY (0] 1221 7008 b7E

Contact: HATE O8-14-. 016

ALL INFOEMATION CONTAINED
Approved By HEREIN IS UNCLASSIFIED EXCEPT
WHERE SHOWW CTHERWISE

Drafted By:

Case ID #: |
Sensitive Investigative Matter

Synopsis: (U) Subpoenas Served

R& : (c)

assify On: 20380

Enclosure(s): Enclosed are the following items:
1. (U) GJS

b3

Details: b7E

On 12/21/2012, writer served the enclosed Grand Jury Subpoenas on
A copy of the Grand Jury

Subpoenas can be found in the corresponding 1A-envelope.

¢

PETRAEUS-1126



FD-1057 (Rev. 5-8-10)

SECRETFAQEQRN _
FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title: (U) Service of Grand Jury Subpoenas Date: 01/18/2013 bl
CLABSTETRED BY WETCO Ceevisenyy b3
From: CHARLOTTE BEasom. 1.4 b6
CEOS DECLAssITY o 12 31 cooe b7C
OATE 0&-14-701¢ b7E

Contact:

all THCHAT IO (U HTATHED
HEBRIN 1& WNMCIASSIRIED BXlEdT]
WHERE SHUMN DITHEHW 5K

Approved By

Drafted By:

Case ID #: | e éﬁﬁ
Sensitive Investlgatilive Matter

Synopsis: (U) Service of Grand Jury Subpoenas

son: 1.4(b), (<),

classify On: 203801

Enclosure(s): FEnclosed are the following items:
b3
1. (UJ
GJ Sub
Details:
On of about 1/18/2013, SA served the attached Grand 22
Jury Subpoenas issued by the Western District of North Carolina on b7C

A copy of each Grand Jury Subpoena can be

found in the corresponding 1A-envelope.

¢

PETRAEUS-1127



FD-1057 (Rev. 5-8-10)

“SECRESAANeTORN
FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title: (U) Service of Grand Jury Subpoena Date: 01/18/2013
CLABSTRTED By MBTLL Cofddetdd
From: CHARLOTTE BErorm 1o o
CEQOb IEclasete ol 12-27 2022 bl
Contact DATE: De-14-20718 b3
ALL THrom ol conTA D bé
A d B HERETY 15 HHCILDS8T8T0l B EDT bTC
pproved By WHERE SHOWN OTHERWISE b7E
Drafted By:
Case ID #: L s W)
Sensitive Investigative Matter
FEDERAL GRAND JURY MATERIAL - DISSEMINATE PURSUANT TO RULE 6 (E)
Do not disseminate except as authorized by federal rule of criminal procedure
6(e).
Synopsis: (U) Service of Grand Jury Subpoena
son: 1.4(b), (<),
Enclosure(s) : Enclosed are the following items:
1. (U Subpoena b3
Details:
b3
On or about 1/17/2013, SAH served the attached Grand b6
Jury Spubnoena jssiled by the Western District of North Carolina on b7C

A copy of the Grand Jury Subpoena can be found in

the corresponding 1A-envelope.

PETRAEUS5-1128



T SECRET/FNCECRN

Title: (U) Service of Grand Jury Subpoena
bl
15 S BP, 01/18/2013 b3
b7E
¢
SE RN
2

PETRAEUS5-1129



FD-1057 (Rev. 5-8-10)

_SECRESAANETORN

FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Date:

LLasslelEl Hy o
BEASCH. 1.4 (G}

Title: (U) equest
From: CHARLOTTE

CEO5

Contact:

H&TE. DE-14-2015

Approved By]

Drafted By:

Case ID #:

HEREIN [&

(8]

Sensitive Investigative Matter

HECLBSSTIEY L 1o

all TH-OBRATIOH CUHTATNED

02/05/2013

HSlLE Ceawlbnll

~31-.038

bl
b3
b7E

UHCLESSITTRD EXCEDT

WHERE ~BHWH DUVHEHWIGE

FEDERAL GRAND JURY MATERIAL - DISSEMINATE PURSUANT TO RULE 6 (E)

Do not disseminate except as authorized by federal rule of criminal

6(e).

Synopsis: (U)

Derived

as

on:

Request and response

1.4(b), (c)

sify On: 20380

Enclosure(s): Enclosed are the following items:
1. (U request and response

Details:

On or about 2/1/2013, SAl

received the enclosed

documentation frorn]

procedure

b3

b3
b6
b7C

requesting additional information in

regards to Grand Jury Subpoend |issued out of the Western

District of North Carolina.

On or about 2/4/2013, SAH

the additional

information requested by

b3
bé
b7C

The request from

response can be found in the

and

corresponding lA-envelope.

EECRE ACEQRN__

PETRAEUS5-1130



¢

_SEGRET/TROFORN.__

Request
-|SBP,

02/05/2013

DR AGEORY

bl
b3
b7E

PETRAEUS5-1131



FD-1057 (Rev. 5-8-10)

_ SECTEP7-/4eSTORN

FEDERAL BUREAU OF INVESTIGATION

Service of Grand Jury Subpoenas

Electronic Communication

03/05/2013

Date:

Llasslf il B HEILG (oqedball]

BEASUHM: 1 4 (0
HECLBESTIE CH 10-51 2058

Title: (U)

From: CHARLOTTE
CEO5
Contact]

HaTteE: DE-14-2016

Approved By

Drafted By:

Case ID #:

ALL IHFUBB AT IO COHT ATHED

WHEBE SHUWH UTHEBRWISE

——————————————————————————————————————————————————————————————————————————————————— 18]

Sensitive Investigative Matter

FEDERAL GRAND JURY MATERIAL - DISSEMINATE PURSUANT TO RULE 6 (E)

Do not disseminate except as authorized by federal rule of criminal procedure

6(e).

Synopsis: (U)

Enclosure(s) :
1. (U)

Details:

On or about 3/5/2013,

Subpoenas issued bv the Western District of North Carolina or

Grand Jury Subs

SA

classify On: 203801

Service of Grand Jury Subpoenas

(c)

Enclosed are the following items:

served the attached Grand Jury

A copy of each

Grand Jury Subpoena can be found in the corresponding 1A-envelope.

bl
b3
bé
b7C

HEREIH 15 UMCILASSIZIED PR P ETHTERE

b3
bé
b7C

PETRAEUS-1132



Tit

le:

(U)

“SEERT T NOEGRN.

Service of Grand Jury Subpoenas

SBP,

¢

03/05/2013

bl
b3
b7E

PETRAEUS-1133



FD-1057 (Rev. 5-8-10)

SECRET/4ANGECRN
FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title: (U) Service of Grand Jury Subpoenas Date: 03/06/2013

ClLassld Il oy HAllo CaGedbl]
BEASLM 1 4 0

From: CHARLOTTE : .
DECl2Bs19y ol 12-%1-"0os

CEO05 L bl
Contact b3
b6

ALl THORRTI0H (OHTATHEDR b7C
HEBEIN 128 UNCILASSIRIED FXLEL-

Approved By WHERE SHOWN OTHERWISE

Drafted By:

Ccase ID #: | 0 %S?
Sensitive Investigative Matter

FEDERAL GRAND JURY MATERIAL - DISSEMINATE PURSUANT TO RULE 6 (E)
Do not disseminate except as authorized by federal rule of criminal procedure
6(e).

Synopsis: (U) Service of Grand Jury Subpoenas

son: 1.4(b), (c),

assify On: 2038

Enclosure(s): Enclosed are the following items:

1. (U) Grand Jury Subs
Details:

b3
On or about 3/6/2013, SA served the attached Grand Jury b
Subpoenas lssued by the Western District of North Carolina or b7C

A copy of each Grand

Jury Subpoena can be found in the corresponding lA-envelope.

PETRAEUS-1134



(U)

_SECEET#7/NSTORN-

Service of Grand Jury Subpoenas

¢

SBP,

03/06/2013

bl
b3
b7E

PETRAEUS-1135



FD-1057 (Rev. 5-8-10)

__SECEETHANSEDRN__

FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title: (U) Service of Grand Jury Subpoena Date: 03/12/2013

From: CHARLOTTE

CLASST IRl By WOdCE [ RbwdaRl]
BEaslhd: 1 4 (i)
e nsisy (] 1.-31-20 8

CEO0S DATE Ue-14-2016 bl
Contact] b3
ALL IMCRRAETINN (DNTAINED
HEREIW 15 HHCLASS1EIRD Em@b7c
Approved By WHERE SHOWH OTHERWISE L7E
Drafted By
Case ID #:
Sensitive Investigative Matter
FEDERAL GRAND JURY MATERIAL - DISSEMINATE PURSUANT TO RULE 6 (E)
Do not disseminate except as authorized by federal rule of criminal procedure
6(e).
Synopsis: (U) Service of Grand Jury Subpoena
1.4(b), (c)
Derived
NSISC-
classify On: 203801
Enclosure(s): Enclosed are the following items:
1. (U) Subpoena
Details:
On or about 3/12/2013, 81 served the attached Grand b3
. - - ) b6
Jurvy Subpoena issued by the Western District of North Carolina on b7C

A copy of each Grand Jury Subpoena

can be found in the corresponding lA-envelope.

SECEE S ACEORN_

PETRAEUS5-1136



SECRES/AASIEORN

Title: (U) Service of Grand Jury Subpoena
: . 3 bl
(g} Re: SBP, 03/12/2013 b3
b7E
L &4

PETRAEUS-1157



FD-1057 (Rev. 5-8-10)
_SECEIP-mCToRN.
FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title: (U) Service of Grand Jury Subpoena Date: 03/28/2013

ClLassld Il oy HAllo CaGedbl]
BEASLM 1 4 0

From: CHARLOTTE : .
DECl2Bs19y ol 12-%1-"0os

CEQ5 DATE: D6-14-2016 bl
Contact: b3
ALL THEURAIETION CONMTREINELD b6
HeEbEIl 12 OHCLASETR TR E}{i’,ﬁ?’b7c
Approved By WHENRE SHUWN OTHERWIRE bTE
Drafted By
Case ID #: e (8]
Sensitive Investigative Matter
FEDERAL GRAND JURY MATERIAL - DISSEMINATE PURSUANT TO RULE 6 (E)
Do not disseminate except as authorized by federal rule of criminal procedure
6(e).
Synopsis: (U) Service of Grand Jury Subpoena
(e)
assify On: 20380
Enclosure(s): Enclosed are the following items:
1. (U) GJ Subpoena
Details:
b3
On or about 3/28/2013, 31 served the attached Grand b
Juryv Subpoena issued by the Western District of North Carolina on b7C

A copy of each Grand Jury Subpoena can be found in the

corresponding 1A-envelope.

s cron

PETRAEUS5-1138



“SECTERY-/oTORN

Title: () Service of Grand Jury Subpoena
{5} Reg SBP, 03/28/2013 z;
b7E
L &4

PETRAEUS5-1139



FD-1057 (Rev. 5-8-10)

SECEETAANeIORR
FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title: (U) Service of Grand Jury Subpoena Date: 05/03/2013
zEl 10
From: CHARLOTTE CLASSIFIFD BY METCo CepWaEDTd
CEQ0b5 HEasM: 1 4 (0 b1
Contact: DECLAS8T8Y H: 12-21-200508 b3
Date: De-14-201%
bé
b7C
Approved By bTE
Drafted By:
Case ID #: |
Sensitive Investigative Matter
FEDERAL GRAND JURY MATERIAL - DISSEMINATE PURSUANT TO RULE 6 (E)
Do not disseminate except as authorized by federal rule of criminal procedure
6(e).
Synopsis: (U) Service of Grand Jury Subpoena
1.4(b), (c)
Derived
NSISC-20
assify On: 2038
Enclosure(s): Enclosed are the following items:
1. (U) GJ Subpoena
Details:
b3
On 4/25/2013, SAH and SA served the bE
attached Grand Jury Subpoena issued by the Western District of North b7C
Carolina od was served at the offices
ofl | located aﬂ |
bdvised that he represented |and
could accept service on behalf of his client. A copy of each Grand

Jury Subpoena can be found in the corresponding lA-envelope.

SECR

PETRAEUS5-1140



SEC

Title: (U) Service of Grand Jury Subpoena

FR R — _kBP, 05/03/2013 bl
b3
b7E

*

PETRAEUS5-1141



FD-1057 (Rev. 5-8-10)

SEeaBes7ROFORN

FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title: (U) Service of Grand Jury Subpoenas Date: 06/12/2013
CLESETPIEL By HMETE oevdondd
From: CHARLOTTE BEraom 1 a4 (0
CEO05 DEC LRa8Tey [H: 10-21-20048 bl
DaTE: D6-14-2018
Contact: b3

ALL INFORMATION CONTAINED 2 b6

HERRTH I8 M AssTEIRD B e pTDbTC
Approved By WHERE SHOWN OTHERWISE b7E
Drafted By
Case ID #:| s (3]

Sensitive Investigative Matter
FEDERAL GRAND JURY MATERIAL - DISSEMINATE PURSUANT TO RULE 6 (E)
Do not disseminate except as authorized by federal rule of criminal procedure
6(e).
Synopsis: (U) Service of Grand Jury Subpoenas
son: 1.4(b), (c),
Derived
NSISC-
classify On: 203801
Enclosure(s): Enclosed are the following items:
1. (U) (J Subpoena b3
Details:
b3

On or about 6/12/2013, SA served the attached Grand b6
Jury Subpoenas issued by the Western District of North Carolina on b7cC

A copy of the Grand Jury Subpoenas can

found in the corresponding 1A-envelope.

be

PETRAEUS-1142



“SECTET/7ROFORN.

Title: (U) Service of Grand Jury Subpoenas

Rey e BBP, 06/12/2013 bl
b3
b7E

L & 4

PETRAEUS-1145



FD-1057 (Rev. 5-8-10) ﬁ

FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title: (U) USAO Letters Date: 07/02/2013
. Enl INFO
From: CHARLOTTE CLASSIFIED BY: MSICG CE6W46B11
CEO5 BErEL 1 o4 D bl
Contact DECLAs=TR O 12-21-2032 b3
DATE: UE-14-2016
b6
b7C
Approved By: A/SSA b7E
_gl‘
Drafted By
Case ID #:
Sensitive lInvestlgatlve Matter
Synopsis: (U) To add letters provided by the USAO-WDNC
1.4(b), () )
assify On: 2038
Enclosure(s): Enclosed are the following items:
1. (U) b7E

Details:

The USAO-WDNC provided FBI Charlotte with copies of letters they sent
requesting who complied with Grand Jury

requests for the above captioned investigation. Copies of each of

these letters can be found in the corresponding lA-envelope.

¢

PETRAEUS-1144



FD-1057 (Rev. 5-8-10)

m

FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title: (U) Service of Grand Jury Subpoenas Date: 08/02/2013
¥B1 NI
From: CHARLOTTE CLASSTFIED BY: BSICG CEEW4sB11
CEOS5 BERecw - 4 4 (0 bl
Contact: DEciasEIrY on 103l oanan b3
DATE O6-14-2016 bé
b7C
Approved By] bTE
Drafted By:
Case ID #: e (5]
Sensitive Investigative Matter
FEDERAL GRAND JURY MATERIAL - DISSEMINATE PURSUANT TO RULE 6 (E)
Do not disseminate except as authorized by federal rule of criminal procedure
6(e).
Synopsis: (U) Service of Grand Jury Subpoenas
1.4(b), (c)
Derived
NSISC-2
assify On: 20380
Enclosure(s): Enclosed are the following items:
1. (U) Grand Jury Subpoenas
Details:
b3
SA served the attached bé
Grand Jurv Subpoenas issued by the Western District of North Carolina b7cC

falal

b 7/24/2013]

lon 7/26/2013

on 8/1/2103 an

lon 8/2/2013.

Jury Subpoenas can be found in the corresponding lA-envelope.

A copy of the Grand

PETRAEUS-1145



¢

_ SEeRTEIANGEORN

Service of Grand Jury Subpoenas
{sBP,

08/02/2013

bl
b3
b7E

PETRAEUS-1146



FD-1057 (Rev. 5-8-10)

_ SECRS@/-ATQECRN_

FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title: (U) Service of Grand Jury Subpoena Date: 08/12/2013
ZBl IHzU
From: CHARLOTTE Classisran By Mt CEWdET
CEO0S BEastM: 1 4 (0 b1
Contact: DECLBESIEY W 10-51 20358 b3
LDatE. D6-14-2016
bé
b7C
Approved By] bTE
Drafted By:
c
,,,,,,,,,, e L
Case ID #: | e éj
Sensitive Investigative Matter
FEDERAL GRAND JURY MATERIAL - DISSEMINATE PURSUANT TO RULE 6 (E)
Do not disseminate except as authorized by federal rule of criminal procedure
6(e).
Synopsis: (U) Service of Grand Jury Subpoena
on: 1.4(b), (c),
Derived
NSISC-2
assify On: 20380
Enclosure(s): Enclosed are the following items:
1. (U) Grand Jury Subpoena
Details:
b3
served the attached b6
Grand Jury Subpoena issued by the Western District of North Carolina on b7C

on 8/9/2013.

found in the corresponding 1A-envelope.

A copy of the Grand Jury Subpoena can be

PETRAEUS-1147



¢

(U) Service

W

of Grand Jury Subpoena

SBP,

08/12/2013

bl
b3
b7E

PETRAEUS5-1148



FD-1057 (Rev. 5-8-10) S —

FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title: (U) Service of Grand Jury Subpoena Date: 09/05/2013

i 1WA

Claaala 18l B Hollo Caawil6ell
BEASCHE 1 4 i)

IElessisy L 1.-01-20 08

IATE Oe-14- 016

To:

From: CHARLOTTE

CEOS5 bl

Contact: b3

bé

b7C

Approved B b7E

Drafted By

Case ID #: I

Selsltlve lhvestldgaclve Matter

FEDERAL GRAND JURY MATERIAL - DISSEMINATE PURSUANT TO RULE 6 (E)
Do not disseminate except as authorized by federal rule of criminal procedure
6(e).

Synopsis: (U) To request assistance from the Norfolk Division in
serving a Grand Jury Subpoena

on: 1.4(b), (c),

assify On: 2038

Enclosure(s): Enclosed are the following items:
1. (U) Grand Jury Subpoena

Details:

The Charlotte Division is currently working the above captioned

mishandling of classified information investigation. BAs a result of

this investigation, numerous interviews have been conducted throughout
the United States. One interviewee was interviewed iz
b7C

TR RE/ratCETRN

PETRAEUS5-1149



__SECRRSW/ANSTORN

SA recently spent 30 days in the Charlotte Division

working t

role in the investigation.

¢

Title (U) Service of Grand Jury Subpoena b1l
L R i BP, 09/05/2013 b3
b7E
Ion or about June 17, 2013. Since this time
has Charlotte Division requests b3
the assistance of SAI to serve a Grand Jury Subpoena on bé
b7C

he above captioned investigation and has an understanding of

PETRAEUS5-1150



SEeRET

FD-302 (Rev. 5-8-10) -1 of 1-
e UNCEASSTFIED [2FeuT
CLABSIEIRD BY: HSILC LaAW4sE 1
BEAGLN: L2 ) FEDERAL BUREAU OF INVESTIGATION
DeEClasstey M 12-21-2058 Date of entry 09/13/2013
DaTE: De-14-2018
| |DOB| |was contacted at her place of Ez
employmentJ work telephone b7C
| [ home telephonq |After being advised of the

was served with a Federal Grand

identity of the interviewing agent
Jury Subpoena at her place of employment on September 11, 2013. The
aforementioned Return of Service are maintained in a FD-340 (1A) envelope,

and being returned to the Charlotte Division.

bl
b3
b6
MW b7C
b7E
Investigationon  09/11/2013 United States (In Person)
SRR B Date drafied  09/13/2013
by

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it and its contents are not
PETRAEUS-1151

to be distributed outside your agency.



FD-1057 (Rev. 5-8-10)
SECRET#ANSTORI.
FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title: (U) Service of Grand Jury Subpoenas Date: 09/16/2013

iH NG
Clasalal2ll B Holle Caawi6ell
BEASLE 1 4 (i)

From: CHARLOTTE

CEO0S DECLassTRyY o 1o-3%-onnas bi

Contact: DRTE. Be-14-201¢ b3

b6
b7C

Approved By b7E

Drafted By:

Case ID #: |
Sensitive Investigative Matter

FEDERAL GRAND JURY MATERIAL - DISSEMINATE PURSUANT TO RULE 6 (E)
Do not disseminate except as authorized by federal rule of criminal procedure
6(e).

Synopsis: (U) Service of Grand Jury Subpoenas

(c)

assify On: 2038

Enclosure(s): Enclosed are the following items:

1. (U) Grand Jury Subpoenas
Details:

b3
SH served the attached b6
Grand Jury Subpoenas issued by the Western District of North Carolina b7C
o1 bn 8/29/2013 an on 9/5/2013. A copy

of the Grand Jury Subpoenas can be found in the corresponding

lA-envelope.
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c ; (U) Service of Grand Jury Subpoenas

bl
b3

,,,,,,,,,,,,,,,,,,,,,,,,,,, ~BBP, 09/16/2013

b7E
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FEDERAL BUREAU OF INVESTIGATION

Electronic Communication b3

b6

Title: Il _Servica of Subpoena on Date: 09/30/2013 b7C
iH NG

Clasalal2ll B Holle Caawi6ell
BEASLE 1 4 (i)

From: CHARLOTTE DECLASEIFY U0 12-81-2008

CEOS DATE: d&-14-2016
Contact:
Approved By
bl
Drafted By: b3
bé
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, e (B b7cC
Case ID #: T bTE
SBP-
SENSITIVE INVESTIGATIVE MATTER
FEDERAL GRAND JURY MATERIAL - DISSEMINATE PURSUANT TO RULE 6 (E)
Do not disseminate except as authorized by federal rule of criminal procedure
6(e).
Synopsj_s: (U) Tadociment fhe service of a8 nersonal annearance Grand
b3
Jury Subpoena orf
Y P b6
b7C
son: 1.4(b), (<),
Derive
NSISC-
classify On: 203809
Enclosure(s): Enclosed are the following items:
1. (U) Copy of Grand Jury Subpoena
Details:
bé
(U) On or about September 26, 2013, Si and SA b7C

served a personal appearance subpoena issued by the United

— SECTIEy-ANCEORN
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Title: (U) Service of Subpoena on z;
,% ,,,,,,,, Re:s ) .. SRP, 09/30/2013 bTE
States District Court for Western North Carolina. The suybpoena is
identified as numbeJ and was served o 22
[ is ordered b7C

to appear before the Grand Jury in Charlotte, North Carolina od[::::::::]

(U) A copy of the subpoena and associated instructions can be found in

the corresponding 1A-envelope.

¢
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SECRES/ASOTORN
FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title: (U) Sub-file Opening Document Date: 12/17/2012
flassl 21l 27 BollL hrndeil
From: CHARLOTTE BEASOE: 1 .2 (o
CEO5 Lella=al2y U 1.-51-201-7

DalE Oa-16- 018
Contact:

alLl IO I0H CORTAINED
HER®EIN 15 UHNLLASSTRIRD B0 DT
BHERE EHWH CTHERWISE

Approved By:

Drafted By: bl
b3
o b6
Case ID #: SESOC {15 b7C
Sensitive lnvestlgatlive Matter b7E

Synopsis: (U) Open sub-file for captioned matter.

on: 1.4(b), (c)

assify On: 20371

Details:

(U) Request to open sub ESOC to house all investigative documents,

analysis, and leads which are generated by the Enterprise Security

Operations Center. IA Insider Threat Unit is 23
C
added as a Case Participant and is requested to facilitate all bTE

communication and information exchange between ESOC and FBI Charlotte.

¢
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petraeus3.docx

At approximately 8:15 am, on November 7, 2012, David Petraeus, Director, Central Intelligence Agency,
returned a message to call me. |advised Petraeus that | had informed the Director of National
Intelligence regarding the security issues of an ongoing investigative matter. Specifically, | advised
Petraeus that the FBl and DoJ had an obligation to report this matter due to his involvement in an
ongoing criminal investigation and that classified documents were discovered on a hard drive owned by
the woman he washaving an extramarital affair with. Petraeus asked, “do you know where this is going,
where does it go from here?” | toldPetraeus that the DNI would make that determination.
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DATE 06-24-2016 BY CG6Ra6HIL

From:
To:

Cc:
Bcce:
Subject: WTOP - Official: Emails from paramour led to FBI probe (D/D Sean Joyce to testify
before Congress next Wednesday)

Date: Sun Nov 11 2012 04:51:21 EST

Attachments:

Are former D/Ds Murphy and Pistole jealous D/D Joyce is testifying next week and getting all this
outstanding publicity?

I:lhere.

Official: Emails from paramour led to FBI probe
Sunday - 11/11/2012, 12:22am ET

FILE - In this Aug. 31, 2011 file photo, former Commander of Internationg rity Assistance Force
and U.S. Forces-Afghanistan Gen. Davis Petraeus, standing with his wif articipates in an
armed forces farewell tribute and retirement ceremony at Joint Base Myer-Henderson Hall in Arlington,
Va. Gen. Petraeus, the retired four-star general who led the U.S. military campaigns in lraq and
Afghanistan, resigned Friday, Nov. 9, 2012 as director of the CIA after admitting he had an extramarital
affair. (AP Photd File)

By KIMBERLY DOZIER AND PETE YOST
Associated Press

WASHINGTON (AP) - The scandal that brought down CIA Director David Petraeus started with
harassing emails sent by his biographer and paramour, Paula Broadwell, to another woman, and
eventually led the FBI to discover the affair, U.S. officials told The Associated Press on Saturday.

Petraeus quit Friday after acknowledging an extramarital relationship.

The official said the FBI investigation began several months ago with a complaint against Broadwell, a
40-year-old graduate of the U.S. Military Academy and an Army Reserve officer. That probe led agents
to her email account, which uncovered the relationship with the 60-year-old retired four-star general,
who earned acclaim for his leadership of the wars in Irag and Afghanistan.

The identity of the other woman and her connection with Broadwell were not immediately known.
Concerned that the emails he exchanged with Broadwell raised the possibility of a security breach, the

FBI brought the matter up with Petraeus directly, according to the official, who spoke on condition of
anonymity because he was not authorized to publicly discuss the investigation. The FBI approached the

HE1OG

b6
b7C

bé
b7C

b6
b7C
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CIA director because his emails in the matter were in most instances sent from a personal account, not
his CIA one.

Petraeus decided to quit, abruptly ending a high-profile career that might have culminated with a run for
the presidency, a notion he was believed to be considering.

Petraeus handed his resignation letter to President Barack Obama on Thursday, stunning many in the
White House, the CIA and Congress. The news broke in the media before the House and Senate
intelligence committees were briefed, officials say.

By Friday evening, multiple officials identified Broadwell, who spent the better part of a year reporting
on Petraeus' time in Afghanistan.

Members of Congress said they want answers to questions about the affair that led to Petraeus's
resignation.

House intelligence committee chairman Mike Rogers, R-Mich., and ranking member Dutch
Ruppersberger, D-Md., will meet Wednesday with FBI deputy director Sean Joyce, and CIA acting
director Michael Morell to ask questions, including how the investigation came about, according to a
senior congressional staffer who spoke anonymously because he was not authorized to discuss the
investigation publicly.

Petraeus has been married for 38 years to Holly Petraeus, the daughter of the West Point
superintendent when he was a student at the New York school.

"He is truly remorseful about everything that's happened,” said Steve Boylan, a retired army officer and
former Petraeus spokesman who spoke Saturday with the former general. In a phone call with Boylan,
Petraeus lamented the damage he'd done to his "wonderful family” and the hurt he'd caused his wife.

"He screwed up, he knows he screwed up, now he's got to try to get past this with his family and heal,"
said Boylan.

Paula Broadwell interviewed the general and his close associates intensively for more than a year to
produce the best-selling biography, "All In: The Education of General David Petraeus,” which was
written with Vernon Loeb, a Washington Post editor, and published in January. Since Petraeus's
resignation, the book jumped from a ranking on Amazon of 76,792 on Friday to 111 by mid-Saturday.

The CIA was not commenting on the identity of the woman with whom Petraeus was involved.

Broadwell, who is married with two young sons, has not responded to multiple emails and phone
messages. Broadwell planned to celebrate her 40th birthday party in Washington this weekend, with
many reporters invited. But her husband emailed guests to cancel the event late Friday.

CIA officers long had expressed concern about Broadwell's unprecedented access to the director. She
frequently visited the spy agency's headquarters in Langley, Va., to meet Petraeus in his office,
accompanied him on his punishing morning runs around the CIA grounds and often attended public
functions as his guest, according to two former intelligence officials.

As a military intelligence officer in the Army Reserve, Broadwell had a high security clearance, which
she mentioned at public events as one of the reasons she was well-suited to write Petraeus's story.

But her access was unsettling to members of the secretive and compartmentalized intelligence agency,
where husbands and wives often work in different divisions, but share nothing with each other when
they come home because they don't "need to know."

In one incident that caught the CIA staff by surprise, Broadwell posted a photograph on her Facebook
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page of Petraeus with actress Angelina Jolie, taken in his 7th floor office where only the official CIA
photographer is permitted to take photos. Petraeus had apparently given Broadwell the photo just hours
after it was taken.

Petraeus’ staff in Afghanistan similarly had been concerned about the time Broadwell spent with their
boss on her multiple reporting visits to the war zone. Following standard military procedure with senior
officers, théy almost always had another staffer present when she met with him at his headquarters,
though they did have some meetings alone. Military officers close to him insist the affair did not begin
when he was in uniform.

In the preface to her book, Broadwell said she first met Petraeus in the spring of 2006. She was a
graduate student at the Kennedy School of Government at Harvard; he was visiting the university to
discuss his experiences in Iraq and a new counterinsurgency manual he was working on.

She had graduated from West Point with academic, fithess, and leadership honors, according to a
biography posted on her publisher's website that lists authors available for speaking engagements.

Harvard invited some students to meet with Petraeus, and Broadwell was among them because of her
military background, which she wrote included being recalled to active duty three times to work on
counterterrorism issues after the Sept. 11 attacks.

After Obama put Petraeus in charge in Afghanistan in 2010, Broadwell decided to expand her research
into an authorized biography.

Broadwell has deep ties and friendships throughout the Washington media sphere and often was
sought for comment on Petraeus' viewpoints as he proved harder and harder to reach.

The CIA director had lowered his media profile, stopping his practice of emailing reporters and ending
once-common background interviews by the agency. That was especially the case after GOP
allegations last spring that the Obama administration was leaking sensitive material to burnish its
foreign policy reputation ahead of the presidential election, after a series of stories appeared about top
secret operations aimed at al-Qaida in Yemen, and Iran's nuclear program. A White House-ordered
investigation of those leaks continues.

Petreaus's resignation comes just before a crucial scheduled appearance before congressional
intelligence committees next week to testify on what the CIA knew, and what it told the White House,
before, during and after the attacks that killed the U.S. ambassador and three other Americans in Libya
on Sept. 11.

Congressional officials say Petraeus' deputy, Michael Morell, will testify instead, as acting director of the
CIA.
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