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U.5. Department of Justice

Federal Bureau of Investigation

Washington, D. C. 20535-0001

[DRAFTING DIVISION]
[STREET ADDRESS]
(CITY, STATE, ZIP CODE]
[MONTH, DAY, YEAR]
ALL INFORMATIOR CONTAIMNED

MRS OMP AME HEREIN IS UNCLASSIFIED
E;.n;n/m iéui‘}%l{:sm?ETE N OF POC) . DATE 06-07-2007 BY 65L79/DMR/K3R/RW
[NAME OF COMPANY] ' 1076786
(PHYSICAL STREET ADDRESS - NO P.0O. BOX]
[CITY, STATE - RO ZIP CODE]

DEAR [MR./MRS./MS.]) [LAST NAME]:

Under the authority of Executive Order 12333, dated
December 4, 1981, and pursuant to Title 18, United States Code
(U.5.C.), Section 2709 (section 201 of the Electronic
Communications Privacy Act, as amended), you are hereby directed
to provide the Federal Bureau of Investigation (FBI) the names,
addresses, and length of service and electronic communications
transactional records, to include existing transaction/activity
logs and all electronic mail (e-mail) header information {(not to
include message: content and/or subject fields), for the below-
listed [e-mail/IP] address holder{s):

[E-mail/IP ADDRESS or ADDRESSES]
[ON A SPECIFIC DATE]

or

iFOR THE PERIOCD FROM {[SPECIFIC DATE] TO [SPECIFIC DATE]
or [PRESENT] ]

Please see the attachment following this letter for
the types of information that you might consider to be a
electronic communications transactional record.

If the time period noted above is to the "present,"
that term is intended to direct production of information to the
date of the processing of this letter. 1If providing information
to the date of processing is not feasible, please provide
information to the date of receipt of this letter.

While fulfilling your obligations under this letter,
please do not disable, suspend, lock, cancel or interrupt service
to the above-described subscriber(s) or accounts. A service
interruption or degradaticn may alert the subscriber(s)/account



users (s} that investigative action is being taken. If you are not
able to fulfill your obligaticons under this letter without
alerting the subscriber/account user, please contact the FBI
prior to proceeding.

In accordance with Title 18, U.S.C., Section 2709(b), I
certify that the information scught 1is relevant to an authorized
investigation to protect against international terrorism or
clandestine intelligence activities, and that such an
investigation of a United States person is not conducted sclely
on the basis of activities protected by the First Amendment to
the Constitution of the United States.

[Cartification: The nondisclosure requirement is not an autematic
faature of the HSL. If the supporting EC for this NSL included
Option 1 (Invoking the Nondisclosure Requirement), then include
the language in the following 3 paragraphs in the NSL.]

In accordance with 18 U.5.C. § 2709%{c) (1), I certify
that a disclosure of the fact that the FBI has scught or obtained
access to the information sought by this letter may endanger the
national security of the United States, interfere with a
criminal, counterterrorism, or counterintelligence investigation,
interfere with diplomatic relations, or endanger the life or
physical safety of a person. Accordingly, 18 U.S5.C. § 2709(c) (1)
and (2) prohibits you, or any officer, employee, or agent of
yours, from disclosing this letter, other than to those to whom
disclosure is necessary Lo comply with the letter or to an
attorney to cobtain legal advice or legal assistance with respect
to this letter.

In accordance with 18 U.S5.C. § 2709(¢c) (3), you are
directed teo notify any persons to whom you have disclosed this
letter that they are also subject to the nondisclosure
requirement and are therefore also prohibited from disclosing the
letter to anycne else.

In accordance with 18 U.3.C, § 2709(c) (4), if the FBI
asks for the information, you should identify any person to whom
such disclosure has bkeen made or to whom such disclosure will be
made. In no instance will you be required to identify any
attorney to whom disclosure was made or will be made in order to

obtain legal advice or legal assistance with respect teo this
letter,

(Include the following language in all NSLs.]

In accordance with 18 U.5.C. § 3511(a) and (b) (1), you
have a right to challenge this letter if compliance would be
unreasonable, oppressive, or otherwise unlawful, and you have the



right to challenge the nondisclosure requirement, if set forth
above.

In accordance with 18 U.38.C. § 3511(c), an unlawful
failure to comply with this letter, including any nondisclosure
requirement, may result in the United States bringing an
enforcement action.

You are directed to provide records responsive to this
letter [personally to a representative of the [DELIVERING
DIVISION] OR through use of a delivery serxrvice to [OFFICE OF
QORIGIN] OR through secure fax] within [xxxXx] business days of
receipt of this letter.

Any questions you have regarding this letter should be
directed only to the [[PELIVERING DIVISION] OR [OFFICE OF
ORIGIN], depending on whether service is personal or through a
delivery servicel. Due to security considerations, you should
neither send the records through rcoutine mail service nor non-
secure fax, nor disclose the substance of this letter in any
telephone conversation.

Your cooperation in this matter is greatly appreciated.

Sincerely,

[ADIC/SAC NAME]

[ASSISTANT DIRECTOR IN CHARGE/
SPECIAL AGENT IN CHARGE]
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"Case ID #:  (

FEDERAL BUREAU OF INVESTIGATION

Praecedence: ROUTINE Date: 00/00/2007

To: General Counsel Attn: Julie Thomas -
Deputy General Counsel, NSLB

[COUNTERTERRORISM/ Attn: [UNIT]

COUNTERINTELLIGENCE/CYBER]

[REQUESTING OFFICE] Attn: SSA [SQUAD SUPERVISOR]
SA [CASE AGENT]

{OFFICE OF ORIGIN] Attn: SA [CASE AGENT]
(Squad] {[X]

[DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR]

(if using personal service) {Squad] (X]

From: [DRAFTING DIVISION]
(APPROVING OFFICIAL]
Contact: [CASE AGENT, telephone number (000)000-0000)

Approvad By: [ADIC RAME (IF APPLICABLE) )
[SAC NAME]
[ASAC NAME] DECLASSIFIED BY 65179/DMH/KSR/RY
[CDC NAME] ON D6-07-2007
[SSA NAME) 1076786

Drafted By: [LAST, FIRST, MIDDLE: INITIALS)

[CASE FILE NUMBER] (Pending)

[SUBJECT]

[AKA [ALIAS] (IF APPLICABLE)
[FCI/IT - FOREIGN POWER]
[00: OFFICE OF ORIGIN]

Title:

Synopsis: (U) (NSLETR) Approves the issuance of an Electronic
Communication Privacy Act (ECPA) National Security Letter (NSL)for
electronic communications transactional records; provides reporting
data; and, if necessary, transmits the NSL for delivery to the
electronic communications service provider.
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To: DELIVERING DIVISION] From: IDRAFTING DIVISION]
Re: ) {CASE FILE NUMBER, 00/00/2007]

( :
>ﬁ< Declassify On:

G-3
ears based on
informati in_the EC!

[FULL/PRELIMINARY] Investigation Instituted: (S) [00/00/2007)
Reference: Eﬁi [CASE FILE NUMBER SERIAL XXX])

Enclosure(s): (m Enclosed for [DELIVERING DIVISION or OFFICE OF
ORIGIN, depending on whether service is persconal or through
restricted delivery service or fax] is an NSL dated [00/00/2006],
addressed to [COMPANY POC NAME]}, [TITLE, (if available)), {COMPANY
HAME], [COMPANY ADDRESS - NO P.0O. BOX], [CITY, STATE - NO ZIP CODE if
using personal service], requesting the names, addresses, lengths of
service, and electronic transactional records for the [e~mail/IP]
address holderp({s) listed.

Details: A [FULL/PRELIMINARY] [FOREIGN COUNTERINTELLIGENCE/
INTERNATIONAL TERRORISM] investigation of subject, a [U.S.
PERSON/NON-U.S. PERSON], was authorized in accordance with the
Attorney General Guidelines because [Give a full explanation of the
justification for opening and maintaining the investigation on the
subject. Barebones facts will not suffice and will cause the request
to be rejected for legal insufficiency]. These electronic
communications transactional records are being requested to (Fully
state the relevance of the requested records to the investigation].

' : ;}ﬁg; This electronic communication documents the [APPROVING
OFFICIAL’ 4] proval and certification of the enclosed NSL. For

mandatory reporting purposes, the enclosed NSL seeks electronic
communication transacticnal records on [NUMBER QF)] [e-mail/IP
address(aes)] from {ISP #1]; [(NUMBER OF] [e-mail/IP address(es)] from
[ISP #2], etc. [In the case of multiple addresses to the same ISP, if
you know how many different persons attach to those addresses, please
state. Provide the USP status of all the persons about whom the
requests are seeking information, including the subject of the
investigation. 1In other words, do your best to give as much
information as you can, for congressional reporting purposes.]

(U} Arrangements should be made with the electronic
communications service provider to provide the records [perscnally to
an employee of the DELIVERING division OR through use of a delivery
service or secure fax to OFFICE OF ORIGIN) within [NUMBER OF)
business days of receipt of this request. The electronic
communications service provider should neither send the records
through routine mail service nor utilize the name of the subject of
the reguest in any telephone calls to the FBI.
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To: . [DELIVERING DIVISION] From: [DRAFTING DIVISION)
Re: [CASE FILE NUMBER, 00/00/2007]

[Certification and Activation of the Nondisclosure Requirement: There
is no longer an automatic prohibition that prevents the recipient of a
Naticnal Security Letter from disclosing that the FBI has requested
the information. To activate the nondisclosure requirement, the
seniox FBI official approving this EC must use Option 1 below and
ineclude in tha EC (but not in the NSL) a brief statement of facts that
justify the nondisclosure requirement. Option 2 is to be used in all
casas where Option 1 is not used.]

DISCLOSURE PROVISIONS

fOption 1 - Invoking Nondisclosure Regquirement]

(U} In accordance with 18 U.8.C. § 2709(¢c) I, the senicr
official approving this EC, certify that a disclosure of the fact that
the FBI has sought or obtained access to the information sought by
this letter may endanger the national security of the United States,
interfere with a criminal, counterterrorism, or counterintelligence
investigation, interfere with diplomatic relations, or endanger the
life or physical safety of a person.

(S) Brief statement of the facts justifying my certificaticn
in this case:

[Option 2 - Declining to inveoke the nondisclosure requirement])

{(U) I, the senior official approving this EC, have
determined that the facts of this case do not warrant activation of
the nondisclosure requirements under the applicable National Security
Letter statute.

{Include the next 2 paragraphs in all ECs.]

(U) Information received from an electronic communications
service provider may be disseminated in accordance with the Attorney
General Guidelines for FBI National Security Investigations and
Foreign Intelligence Collection, and, with respect to dissemination
to an agency of the United States, only if such information is
clearly relevant to the authorized responsibilities of such agency.

{U) BAny questions regarding the above can be directed to
[CASE AGENT, telephone numbexr (000) 000-0000].

SE
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To:  [DPELIVERING DIVISION} From: [DRAFTING DIVISION)
Re: [CASE FILE NUMBER, 00/00/2007)

LEAD (a) :

Set Lead 1: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

{U) NSLB 1is requested to record the appropriate information
needed to fulfill the Congressional reporting requirements for NSLs.

Set Lead 2: {(Info)

[ COUNERTERRORISM/COUNTERINTELLIGENCE/CYBER]

AT _WASHINGTON, DC

(U) At [Unit] Read and Clear.
Set Lead 3: (Action)

(DELIVERING DIVISION ~ if using personal service)

[AT CITY., STATE)

(U} Deliver the attached NSL as indicated above. Upon
receipt of information from the electronic communication service
previder, [DELIVERING DIVISION] is requested to submit results to
[DRAFTING DIVISION]) and [OFFICE OF ORIGIN, if applicable].

+¢
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U.S. Departiment of Justice

Federal Bureau of Investigation

Washingten, D. C. 20535-000)

[DRAFTING DIVISION]
[STREET ADDRESS])
[CITY, STATE, ZIP CODE]
[MONTH, DAY, YEAR]

[MR./MRS./MS.] [COMPLETE NAME OF POC]
[TITLE, IF AVAILABLE]

[NAME OF COMPANY] ALL INFORMATION CONTAINED
CAL - KEEEIN IS5 UNCLASSIFIED
%gﬁ? STAngE:oAg?ﬁzggDE]m .0. BOX] DATE 06-D7-2007 BY 65179/DMH/KSR/RU
1076786

DEAR [MR./MRS./MS.] [LAST NAME]:

Under the authority of Executive Order 12333, dated
December 4, 1981, and pursuant to Title 18, United States Code
(U.S.C.), Section 2709 (Section 201 of the Electronic
Communications Privacy Act of 1986) (as amended), you are hereby
directed to provide to the Federal Bureau of Investigation (FBI)
the name, address, length of service, and local and long distance
toll billing records associated with the following:

[NAME, IF KNOWN)

{ADDRESS, IF KNOWN]

[TELEPHONE NUMBER(S), IF KNOWN (000) 000-000]:
[RELEVANT TIME PERIOD]: [ON SPECIFIC DATE(S)])

or [FROM ([SPECIFIC DATE] to [([SPECIFIC DATE]
or [PRESENT]]

Please see the attachment following this letter for
the types of information that you might consider to be a toll
billing record.

If the time period noted above is to the "present,"
that term is intended to direct production of information to the
date of the processing of this letter. If providing information
to the date of processing is not feasible, please provide
information to the date of receipt of this letter.

In accordance with Title 18, U.S.C., Section 2709(b), I
certify that the information sought is relevant to an authorized
investigation to protect against international terrorism or



clandestine intelligence activities, and that such an
investigation of a United States person is not conducted solely
on the basis ¢f activities protected by the First Amendment to
the Constitution of the United States.

[Certification: The nondisclosure requirement is not an automatic
feature of the NSL. If the supporting EC for this NSL included
Option 1 (Invoking the Nondisclosure Requirement) then include
the language in the following 3 paragraphs in the NSL.}

In accordance with 18 U.5.C. § 2709(c) (1), I certify
that a disclosure ¢of the fact that the FBI has sought or obtained
access to the information sought by this letter may endanger the
national security of the United States, interfere with a
criminal, counterterrorism, or counterintelligence investigation,
interfere with diplomatic relations, or endanger the life or
physical safety of a person. Accordingly, 18 U.S.C. § 2709{c) (1)
and (2) prohibits you, or any cfficer, employee, or agent of
yours, from disclosing this letter, other than to those to whom
disclosure is necessary to comply with the letter or to an
attoerney to obtain legal advice or legal assistance with respect
to this letter,

In accordance with 18 U.S.C. § 2709(c) {(3), you are
directed to notify any perscons to whom you have disclosed this
letter that they are also subject to the nondisclasure
reguirement and are therefore also prohibited from disclosing the
letter fo anyone else,

In accordance with 18 U.S.C. § 2709(c) {4), if the FRI
asks for the information, you should identify any perscon to whom
such disclosure has been made or to whom such disclosure will be
made. In no instance will you be required to identify any
attorney to whom disclosure was made or will be made in order to

obtain legal advice or legal assistance with respect to this
letter,

[Include the following language in all NSLs.)

In accordance with 18 U.S.C. § 3511{a}) and {b) (1), you
have a right to challenge this letter if compliance would be
unreasonable, oppressive, or otherwise unlawful, and you have the

right to challenge the nondisclosure requirement, if one is set
forth above.

In accordance with 18 U.S5.C. § 3511(c), an unlawful
failure to comply with this letter, including any nondisclosure
reguirement, may result in the United States bringing an
enforcement action.




You are directed to provide records responsive to this
letter [personally to a representative of the {DELIVERING
DIVISION] CR through use of a delivery service to [OFFICE OF
ORIGIN] OR through secure facsimile] within ([xxxx] business days
of receipt of this letter.

Any questions you have regarding this letter should be
directed only to the [[DELIVERING DIVISION] OR [OFFICE OF
ORIGIN), depending on whether service is personal or through a
delivery sexrvice). Due to security considerations, you should
neither send the records through routine mail service nor non-
secure fax, nor disclose the substance of this letter in any
telephone conversation.

Your cooperation in this matter is greatly appreciated.
Sincerely yours,
[ADIC/SAC NAME]

[ASSISTANT DIRECTOR IN CHARGE/
SPECIAL AGENT IN CHARGE]



(NL26/1998)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 00/00/2007

To: General Counsel Attn: Julie Thomas
Deputy General Counsel, NSLB

{COUNTERTERRORISM/ Attn: [UNIT]
COUNTERINTELLIGENCE/CYBER]

{REQUESTING OFFICE] Attn:SSA [SQUAD SUPERVISOR]
SA [CASE AGENT]
[OFFICE OF ORIGIN]) Attn: SA [CASE AGENT]
[Squad] [X)
[{DELIVERING DIVISION}] Attn: SSA [SQUAD SUPERVISOR]
{(Lf using persocnal service) [Squad] ([X]

From: [DRAFTING DIVISION]
(APPROVING OFFICIAL]
Contact: [CASE AGENT, telephone number (000) 000-0000)}

Approved By: {ADIC NAME (IF APPLICARBLE]

[SAC NAME] DECLASSTIFIED BY »5179/DHH/KER /BN
[ASAC NAME] 0N 05-07-2007

[CDC NAME] 1076786

[SSA NAME]

Drafted By: [(LAST, FIRST, MIDDLE NAME: INITIALS]

'"Case”ID"#t“;}Si: [CASE FILE NUMBER] (Pending)

Title: ) [SUBJECT]
- [AKA] (ALIAS IF APPLICABLE]

{IT/FCI - FOREIGN POWER];
[0O: OFFICE OF ORIGIN]

Synopsis: (U) {(NSLTTR) Approves the issuance of an Electronic
Communication Privacy Act (ECPA) National Security lLetter
(NSL) for toll billing records; provides reporting data; and, if

\sn/é



{U

()
(U

(U}

(U}

S

To: [DELIVERING DIVISION] From: [DRAFTING DIVISION]

'Rer"/, ) [CASE FILE NUMBER, 00/00/2007]

necessary, transmits the NSL for delivery to the wire
communications service provider.

Deriv :
Declassify On:

Enclosuras: {(U) Enclosed for [DELIVERING DIVISION or OFFICE OF
ORIGIN, depending on whether service is personal or through
rastricted delivery service or fax] is an NSL dated [00/00/2006],
addressed to [COMPANY POC NAME], (TITLE (if available)], [COMPANY
NAME] , [COMPANY ADDRESS - NO P.O. BOX], [CITY, STATE - NO ZIP
CODE if using personal service], requesting the name, address,
length of service and leocal and long distance toll billing
records for the phone number (s} listed.

- Detaila: >lgé A [FULL/PRELIMINARY] [INTERNATIONAL

TERRORISM/FOREIGN COUNTERINTELLIGENCE] investigation of subject,
a [USPER/NON-USPER], was authorized in accordance with the
Attorney General Guidelines because (Give a full explanation of
the justification for opening and maintaining the investigation
on the subject; barebones facts will not suffice and will cause
the request to be rejected for legal insufficiency). These toll
billing records are being requested to [Fully state the relevance
of the requested records to the investigation].

Srreesrsiesassnens ﬁ? This electronic communication documents the
{APPROVI e} CIAL’3] approval and certification of the enclosed
NSL. For mandatory reporting purposes, the enclosad NSL seeks
local and long distance tell billing records for [NUMBER OF]
telephone number(s) from [telephone company #1): [NUMBER OF}
telephone number (s} from [telephone company #2}, etc. [In thea
case of multiple phone numbers to the same telephone company, if
you know how many different parsons attach tc those phone
numbers, please state. Provide the USP status of all the persons
about whom the requests are seeking information, including the
subject of the investigation. In other words, do your best to

s
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.. To: [DELIVERING DIVISION] From: [DRAFTING DIVISION]

Ré:--_).s@ [CASE FILE NUMBER, 00/00/2007]

give as much information as you can, for congressional reporting
purposes, ]

(U} Arrangements should be made with the wire
communications service provider to provide the records
[personally to an employee of the DELIVERING DIVISION OR through
use of a delivery service or secure fax to OFFICE OF ORIGIN]
within [NUMBER OF] business days of receipt of this request. The
wire communications service provider should neither send the
records through routine mail service nor utilize-the name of the
subject of the request in any telephone calls to the FBI.

DISCLOSURE PROVISIONS

[Certification and Activation of the Nondisclosure Requirement:
There is no longer an automatic prohibition that prevents the
recipient of a National Security Letter from disclosing that the
FBI has requested the information. To activate the nondisclcsure
reguirement, the senior FBI official approving this EC must use
Option 1 below and include in the EC ({(but not in the NSL) a brief
statement of facts that justify the nondisclosure requirement.
Option 2 is to be used in all cases where Option 1 is not used.}

[Option 1 - Invoking Nondisclosure Requirement]

{U) In accordance with 18 U.S.C. § 2709(c) I, the
senior official approving this EC, certify that a disclosure of
the fact that the FBI has sought or obtained access to the
infermation sought by this letter may endanger the national
security of the United States, interfere with a criminal,
counterterrorism, or counterintelligence investigation, interfere

with diplomatic relations, or endanger the life or physical safety
of a person.

Brief statement of the facts justifying my
certification in this case:

{Option 2 - Declining to invoke the nondisclosure requirement]
(U) I, the senior official approving this EC, have

determined that the facts of this case do not warrant activation
of the nondisclosure requirements under the applicable Naticnal

Security Letter statute.
seir
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To: (DELIVERING DIVISION] From: ([DRAFTING DIVISION]

Re:.. >{,1/ (CASE FILE NUMBER, 00/00/2007]
AN .
~

[Include the next 2 paragraphs in all ECs.]

(U} Information received from a wire communication
service provider may be disseminated in accordance with the
Attorney General Guidelines on Naticnal Security Investigations
and Foreign Intelligence Collection and, with respect to
dissemination to an agency of the United States, only if such
information is c¢learly relevant to the authorized
responsibilities of such agency.

(U} Any questions regarding the above can be directed
to [CASE AGENT, telephone number (000) 000-0000].

e
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iIII" To: [DELIVERING DIVISION] From: [DRAFTING DIVISION]
’ Re: [CASE FILE NUMBER, 00/00/2007)
LEAD As)\:
Set Lead 1:

GENERAL COUNSEL

AT WASHINGTON, DC

(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 2: (Info)
{COUNTERTERRORISM/COUNTERINTELLIGEN: CYBER]
AT WASHINGTON, D

{U} At [Unit] Read and Clear

Saet Lead 3:
[DELIVERING DIVISION - if using personal servicel]

[AT [CITY, STATE}

(U) Deliver the attached NSL as indicated abave.
Upon receipt of information from the wire communications service
provider, [DELIVERING DIVISION] is requested to submit results to
the [DRAFTING DIVISION] and [OFFICE OF ORIGIN, if applicable].

*



U.S. Department of Justice

Federal Bureau of Investigation

Washington, D. C. 20535-0001
[PRAFTING DIVISION]
[STREET ADDRESS]

[CITY, STATE, ZIP CODE]
[MONTH, DAY, YEAR]

ALL INFORMATION CONTAINED

{(MR./MRS./MS.] [(Complete name] HEREIN IS UNCLASSIFIED

[TITLE, IF AVAILABLE] DATE 06-07-2007 BY 65179/DMH/KSR/RY
[NAME OF COMPANY])

(PHYSICAL STREET ADDRESS - NO P.0Q. BOX] 1076786

{CITY, STATE - NO ZIP CODE]
Dear [MR./MRS./MS.] [LAST NAME]:

Under the authority of Executive Order 12333, dated
December 4, 1981, and pursuant to Title 18, United States Code
(U.5.C.), Section 270% (Section 201 of the Electronic
Communications Privacy Act of 19%86) (as amended}, you are hereby
directed to provide to the Federal Bureau of Investigaticn (FBI)
the name, address, and length of service with respect te¢ the
following telephone number(s}:

[provide either or both - 1) person(s) to whom the
telephone number(s) is/was registered and/or 2)the
telephone number(s}]

[NAME CF PERSON(S)]
[TELEPHONE NUMBER (S) (000) 000-000)}:
{RELEVANT TIME PERIOD]: [ON SPECIFIC DATE]

or [FROM ([SPECIFIC DATE] to
[SPECIFIC DATE] or (PRESENT]]

If the time period noted above is to the "present,”
that term is intended to direct production of information to the
date of the processing of this letter. 1If providing information
to the date of processing is not feasible, please provide
information to the date of receipt of this letter.

In accordance with Title 18, U.S.C., Section 2709{(b)}, I
certify that the information sought is relevant to an authorized
investigation to protect against international terrorism or
clandestine intelligence activities, and that such an



{MR./MRS./MS} {COMPLETE NAMES]

investigation of a United States person is not conducted solely
on the basis of activities protected by the First Amendment to
the constitution of the United States.

[Certification: The nondisclosure requirement is not an automatic
feature of the NSL., If the supporting EC for this NSL included
Option 1 (Invoking the Nondisclosure Requirement) then include
the language in the following 3 paragraphs in the NSL.]

In accordance with 18 U.S.C. § 2709(c} (1), I certify
that a disclosure of the fact that the FBI has sought or obtained
access to the information sought by this letter may endanger the
national security of the United States, interfere with a
criminal, counterterrorism, or counterintelligence 1nvest1gatlon,
interfere with diplomatic relations, or endanger the life or
physical safety of a person. Accordingly, 18 U.5.C. § 2709(c) (1)
and (2} prohibits you, or any officer, employee, or agent of
yours, from discleosing this letter, other than to those to whom
disclosure is necessary to comply with the letter or to an
attorney to obtain legal advice or legal assistance with respect
to this letter.

In accordance with 18 U.S5.C. § 2709{(c) {(3), you are
directed to notify any persons to whom you have disclosed this
letter that they are also subject to the nondisclosure
requirement and are therefore also prohibited from disclosing the
letter to anyone else.

In accordance with 18 U.S.C. § 2709(c) (4}, if the FBI
asks for the information, you should identify any person to whom
such disclosure has been made or to whom such disclosure will be
made. In no instance will you be required to identify any
attorney to whom disclosure was made or will be made in order to

obtain legal advice or legal assistance with respect to this
letter.

[Include the fellowing language in all NSLs.]

In accordance with 18 U.S.C. § 3511(a) and (b} {1},
you have a right to challenge this letter if compliance would be
unreasoconable, oppressive, or otherwise unlawful, and you have the
right to challenge the nondisclosure requirement set forth above.

In accordance with 18 U.S.C. § 3511(c}), an unlawful
failure to comply with this letter, including any nondisclosure

requirement, may result in the United States bringing an
enforcement action,



[MR./MRS./MS| [COMPLETE NAMES]

You are directed to provide records responsive to this
letter [parsonally to a representative of the [DELIVERING
DIVISION] OR through use of a delivery service to [OFFICE OF
ORIGIN] OR through secure fax] within [#xxxx] business days of
receipt of this letter.

Any questions you have regarding this letter should be
directed only to the [[DELIVERING DIVISION] OR [OFFICE OF
ORIGIN], depending on whether service is personal or through a
delivery service]. Due to security considerations, you should
neither send the records through routine mail service nor non-
secure fax, nor disclose the substance of this letter in any
telephone conversation.

Your cooperation in this matter is greatly
appreciated.

Sincerely yours,

[ADIC/SAC NAME]
[ASSISTANT DIRECTOR IN CHARGE/
SPECIAL AGENT IN CHARGE]
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FEDERAL BUREAU OF INVESTIGATION

Pracaedence: ROUTINE Date: 00/00/2007

To: General Gounsel Attn: Julie Thomas
Deputy General Counsel, NSLB

[COUNTERTERRORISM/ Attn: [UNIT]
COUNTERINTELLIGENCE/CYBER]

[REQUESTING OFFICE] Attn:SSA [SQUAD SUPERVISCOR]
SA  [CASE AGENT)
{OFFICE OF ORIGIN] Attn: SA [CASE AGENT]
{Squad) [X]
{DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR]
(if using personal service) [Squad]} [X]

From: {DRAFTING DIVISION)
[APPROVING OFFICIAL)
Contact: [CASE AGENT, telephone number (000) 000-0000]

Approved By: [(ADIC NAME (IF APPLICABLE]

[{SAC NAME]
[ASAC NAME] DECLASSIFT :
ED BY £5179/DMH/KSR/RU
[CDC NAME] UM 16-07-2007 !
[SSA NAME]
1076786
Drafted By: [LAST, FIRST, MIDDLE NAME: INITIALS]
[U) e
Case ID #: [CASE FILE NUMBER] {Pending)
{U) Title: - X) (SUBJECT]
[AKA] [ALIAS IF APPLICABLE]
[IT/FCI - FOREIGN POWER]:;
[CQ: OFFICE OF ORIGIN]
Synopsis: (U) (NSLTTR) Approves the issuance of an Electronic

Communication Privacy Act (ECPA) National Security Letter
{NSL) for toll billing records; provides reporting data; and, if

SECRET



(U)

(U)

(U)

(U)

(U)

Sy

To: [DELIVERING DIVISION] From: {DRAFTING DIVISION]
Re: [CASE FILE NUMBER, 00/00/2007)

necessary, transmits the NSL for delivery to the wire
communications service provider.

P

{FULL/PRELIMINARY] Investigation Instituted:>< [00/00/2007]

8 based on
information in

Raferencet-:>ﬁi:[CASE FILE NUMBER Serial XXX]

Enclosuras: (U} Enclosed for [DELIVERING DIVISION or OFFICE OF
ORIGIN, depending on whether service is personal or through
restricted delivery servica or fax] is an NSL dated [00/00/2006],
addressed to [COMPANY POC NAME], [TITLE (if available)], [COMPANY
NAME], [COMPARY ADDRESS - NO P.O. BOX]), {CITY, STATE - NO ZIP
CODE if using personal service]l, requesting the name, address,

length of service and local and long distance toll billing
records for the phone number (s} listed.

- Details: >§ A [FULL/PRELIMINARY] [INTERNATIONAL

TERRORISM/FOREIGN COUNTERINTELLIGENCE] investigation of subject

a [USPER/NON-USPER], was authorized in accordance with the
Attorney General Guidelines because [Give a full explanation of
the justification for opening and maintaining tha investigation
on tha subject; barebones facts will not suffice and will cause
the request to be rejected feor legal insufficiency]. These toll
billing records are being requested te [Fully state the relevance
of the requested records to the investigation].

This electronic communication documents the
[APPROVING OFFICIAL’'s] approval and certification of the enclosed
NSL. For mandatory reporting purposes, the enclosed NSL seeks
local and long distance toll billing records for [NUMBER OF]
telephone number(s) from {[telephone company #1]; [NUMBER OF]
telephone number(s) from {telephons company #21, etc. [In the
case of multiple phone numbers to the same telephone company, if
you know how many different persons attach to those phone
numbers, please state, Provide the USP status of all the persons
about whom the requests are seeking information, including the
subject of the investigation. 1In othezr words, do your best to

e

2




(U}

s

To: . [DELIVERING DIVISION] From: {DRAFTING DIVISION]
Re: %[cnsz FILE NUMBER, 00/00/2007)

give as much information as you can, for congressional raporting
purposes.)

(U) Arrangements should be made with the wire
communications service provider to provide the records
[personally to an employee of the DELIVERING DIVISION OR through
use of a delivery service or secure fax to OFFICE OF ORIGIN]
within [NUMBER OF) business days of receipt of this request. The
wire communications service provider should neither send the
records through routine mail service nor utilize the name 0f the
subject of the request in any telephone calls to the FBI.

DISCLOSURE PROVISIONS

[Certification and Activation of the Nondisqlosure Requirement:
There is no longer an autcomatic prohibition that prevents the
recipient of a Naticnal Security Letter from disclosing that the
FBI has requested the information. To activate the nondisclosure
requirement, the senior FBI official approving this EC must use
Opticn 1 below and include in the EC (but not in the NSL) a brief
statement of facts that justify the nondisclosure requirement,
Option 2 1s to be used in all cases where Option 1 is not used.)

[Option 1 - Invoking Nondisclesure Requirement]

(U} In accordance with 18 U.S.C. § 270%(c) I, the
senior official approving this EC, certify that a disclosure of
the fact that the FBI has sought or chtained access to the
information sought by this letter may endanger the national
security of the United States, interfere with a criminal,
counterterrorism, or counterintelligence investigation, interfere

with diplomatic relations, or endanger the life or physical safety
of a person.

Brief statement of the facts justifying my
certification in this case:

[Option 2 - Declining to invoke the nondisclosure requirement]
(U) I, the senior official approving this EC, have

determined that the facts of this case do not warrant activation
of the nondisclosure requirements under the applicable Natiocnal

Security Letter statute.
M




{0}

To:  [DELIVERING DIVISION] From: ([DRAFTING DIVISION]
Re:>< (CASE FILE NUMBER, 00/00/2007]

[Include the next 2 paragrapha in all ECs.]

(U) Information received from a wire communication
service provider may be disseminated in accordance with the
Attorney General Guidelines on National Security Investigatiocns
and Foreign Intelligence Collection and, with respect to
dissemination to an agency of the United States, only if such
information is clearly relevant te the authorized
responsibilities cof such agency. e

(U) Any questions regarding the above can be directed
tc [CASE AGENT, telephone number (000) 000-0000].




Sy

To: [DELIVERING DIVISION] From: [DRAFTING DIVISION]
{U)  Re: >{[CASE FILE NUMBER, 00/00/2007}

LEAD (s):

Set Lead 1:

GENERAL COUNSEL

AT WASHINGTON, DC

(U)7 NSLB is requested to record the appreopriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 2: (Info)

[COUNTERTERRORISM/COUNTERINTELLIGENCE/CYBER]

AT WASHINGTON, DC

{U) At [Unit] Read and Clear

Set Lead 3:

(DELIVERING DIVISION - if using personal servica])

[AT_[CITY, STATE)

(U) Deliver the attached NSL as indicated above,
Upon receipt of information from the wire communications service
provider, [DELIVERING DIVISION] is requested to submit results to
the [DRAFTING DIVISION] and {OFFICE OF ORIGIN, if applicable].

*
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FEDERAL BUREAU OF INVESTIGATION

Precedence; ROUTINE Date: (04/11/2006
To: Counterterrorism Attn: AD, DAD
Counterintelligence AD, DAD
Cyber Acting AD, DAD
All Field Offices ADIC
SAC
CcbC

¥rom: Office of the General Counsel
National Security Law Branch L¥-1 Room 35100

Contact; r__ l

\ . RLL INFORHATION CONTAINED
Approved By: Caproni Valerie E HEREIN IS UNCLASSIFIED
Hulon Willie T

. DATE 06-07-2007 BY 651792/DMH/KIR/RY
Bereznay Timath 1076786

Drafted By:

Case ID #: 313X-HO~A1487720-0GC

Title: LEGAL ADVICE AND OPINIONS;
FBI POLICY RE REIMBURSEMENT OF COSTS TO RECIPIENTS
OF NATIONAL SECURITY LETTERS

Synopsis: Provides guidance to the field as to the establishment
within the FBI of a uniform policy with respect to reimbursement
of costs to recipients of National Security Letters {NSLs} for
the production of information responsive to NSLs. This guidance
provides that where the authorizing statute requires
reimbursement, clearly we will continue our practice of paying.
Where the authorizing statute does not reference any form of
reimbursement, then the FBI will not pay for the information.

Details:

Four statutes that provide for the issuance of National
Security Letters vary in their provision for reimbursement of
costs to recipients of NSLs for production of information
respensive to NSLs. The Electronic Communications Privacy Act
(ECPA), 18 U.S.C. § 2709, does not provide for reimbursement of
costs; thus, there is no legal obligation to pay for toll
billing/subscriber records or electronic communication
transactional records to which the statute applies. The Right to
Financial Privacy Act (RFPA), 12 U.S.C. § 3415, requires



To: Counterterrorism From: QOffice of the General Counsel
Re: 319X-HO-A1487720-0GC 04/11/2006

reimbursement of costs for information obtained from financial
institutions to which NSLs are issued under Section
3414 (a) (5)Y (A); Title 12, Code of Federal Regulations (CFR), Part
219, and Appendix A, provides a reimbursement of costs schedule.’
The Fair Credit Reporting Act {FCRA), 15 U.S5.C. § 1681lu, requires
reimbursement of costs for financial institution listings and
consumer identifying information obtained from credit reporting
companies but no reimbursement schedule has been promulgated.?’
Its counterpart, FCRA, Section 168lv, enacted as part of the 2001
USA Patriot Act, providing for full credit reports in
internaticnal terrcrism cases, does not authorize reimbursement
of costs.

Variations in Cost Reimbursement Policy Among FBI Field Offices

The differences in the payment provisions of the NSL
statutes have caused field offices to adopt varying pelicies as
to whether they pay bills that are submitted by NSLs recipients.
When bills are submitted by RFPA NSL recipients, the rules are
clear., Field offices must and de pay for such NSLs based on the
reimbursement of costs schedule set out in the CFR. When bills
are submitted by ECPA NSL recipients, where reimbursement is not
reguired, some field offices pay the bills as submitted, others
negotiate the amount of the charge, and others flatly refuse to
pay. As to credit reporting companies responding to 1681v NSLs,?
at least one such company submits bills which, to date, we have
paid. With respect to credit reporting companies responding to
1681u NSLs, at least two have a policy of submitting bills, which
we pay or intend to pay. While there is no fee schedule

' RFPA, Section 3415 provides that "a Government entity shall pay to the

financial institution assembling or providing firancial records pertaining to
a customer and in accordance with procedures established by this chapter a fee
for reimbursement of costs as reasonably necessary and which have been
directly incurred in searching for, reproducing, or transporting books,
papers, records, or other data required ro requestied to be produced. The
Board of Governors of the Federal Reserve System shall, by regulation,
establish the rates and conditions under which such payment shall be made.
Under 12 C.F.R. §219.3, hppendix A, a fee schedule has been adopted, under
which photocopyirg is reimbursable at $.25 per page and searching is
reimbursaile at $11 per hour for clerical staff.

2 FCRA, Section 16B8lu{e) provides that “{tjhe Federal Bureau of

Investigation shall, subject to the availability of apprepriations, pay to the
consumer reporting agency assembling or providing report or information in
accerdance with procedures established under this section a fee for
reimbursement for such costs as are reasonably necessary and which have been
directly incurred in searching, reproducing, or trarsporting books, papers,

records, or other data required or requested to be produced under this
section.”

a . . . . , .
The three maltor credit reporting companies are Experien, Transunion,
and Eguifax.



To: Counterterrorism Frecm: Cffice cof the General Counsel
Re: 219X-HQ-A1487720-0GC 04/11/2006

estaklished, the fees that are or will be charged by credit
reporting companies for 168lu requests are approximately ten
dollars, which appears reasonable, as well as in line with the
hourly rate set by the RFPA schedule.’

The FProblem to be Addressed by this Guidance

Having canvassed FBI field offices as to whether they would
like to see the FBI adopt a uniform policy with respect to
reimbursement of costs of NSL recipients, the Cffice of the
General Counsel (0OGC) has determined that field offices do in
fact want a uniform policy. That is the genesis of this
guidance. However, since this i1s an operaticnal issue and not a
legal issue, OGC has also obtained the concurrence of the FBI's
Counterterrorism Division, Counterintelligence Division, and
Cyber Division that a uniform policy is desirable. Thus, this
guidance is intended to create a uniform policy as to
reimbursement of costs of NSL recipients, the creation ¢f which
uniform policy is particularly crucial with respect to those
statutes which deo not provide for compensation, such as ECPA and
FCRAR Section 1681v,

Reimbursement of Costs Incurred by ECPA NSL recipients

The FBI hereby adopts the policy that, since it has no legal
obligation to reimburse costs incurred by an NSL recipient in
producing information scught by an ECPA NSL, that it will not pay
bills that are submitted by ECPA NSL recipients for such
information., Its position is supported by the fact that the ECPA
specifically provides for certain instances in which compensation
to recipients of legal process is available. Those enumerated
provisions do not include Section 2709.° Further, since certain
NSL statutes do contain reimbursement provisions, it is clear
that when Congress so intended, it did in fact enact such a
provision. While there 1s not necessarily any obvious rationale
to the determination of which NSL statutes contain reimbursement
provisions, the fact is that Congress has had opportunities to

remedy what may have beep ap oversight in the ECPA nrovigian . and
has not done so.

Transunion currently charges ten dollars for 168lu requests, but does
not charge for 1681v requests. Experien currently charges $%.20 per report.

*Title 18, Section 2706(a) of ECPA provides for a reimbursement fee for
cbtaining "the contents of communications, recerds, or other infermation under
section 2702, 2703, or 2704.," except the provision does not apply., per section
2706(c), "with respect to records or other irnformation maintained by a
communications comman carrier that relate to telephone toll records and
telephcne listings cbtaired under section 2703 of this title. The court may,
however, order a payment as described in subsection (a) if the court
determines the information required is unusuwally voluminous irn nature or
otherwisa caused an undue burden on the provider.”

b5
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To: Counterterrorism From: Office of the General Counsel
Re: 319X-HQ-A1487720-0GC 04/11/200%6

Further, to the extent that bills for reimbursement
submitted by carriers in the past have been paid by field
offices, they presumably have been done so on the theory that
payment will encourage cooperation and responsiveness to an NSL
request. Inasmuch as the NSL statutes were revised by the USA
PATRIOT Act Improvement and Reauthorization Act of 2005 to
provide for an enforcement mechanism, there is less of a need for
the FBI to seek voluntary cooperation of carriers by providing
payment to which the carriers are not legally entitled.

Enclosed is a model letter that field offices may want to
use in response o requests for payment. These letters may
assume particular importance when addressed to carriers who to
date have received reimbursement and suddenly find themselves cut
off from reimbursement under the new FBI policy.

Reimbursement of Costs Incurred by FCRA Section 168lv NSL
Recipients

At the current time, Transunion does not charge for 1681y
NSL reguests.

Reimbursement of Costs Incurred by FCRA Section 1681lu NSL
Recipients

While FCRA Section 168lu provides for compensation for NSLs,
there has yet to be promulgated a schedule of such fees. Inasmuch
as a separate fee schedule has not been adopted, it is logical
that the fee schedule adopted for RFPA NSLs be the basis of
comnensarion. far Sectinn Je810 Nolo f

. there

Ihculd a1so be [lexibility in how| foffices handle
such bills. We recommend that they coordinate with one another
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To: Counterterrcrism From: Qifice of the General Counsel
Re: 319¥X-HQ-A1487720-0GC 04/11/2006

s0 that the compensation is uniform, as well as nengla;ln_Ln_l;re
with the RFPA fee schedyle, |

Conclusion

OGC recognizes that field offices are likely to need further
guidance when faced with particular scenarios. There may be
situations in which lack of compensation is unduly harsh in light
of the burden placed on the carrier by an NSL request. Such
situations may be addressed on a case-by-case basis.®

To the extent that there are repercussions with respect to
the compliance with NSLs, we dc now have in place an enforcement
mechanism for NSLs via the recently enacted USA PATRIOT Act
Improvement and Reauthorization Act of 2005. That statutory
autheority should serve to ameliorate the possible adverse
conseguences that might ensue at the onset of this new policy.

Any questions about the issues set forth above Sh?ulﬁ_hg_j
addressed to field office Chief Division Counsel or to

in the National Security Law Branch ((571)280

LEAD (s) :
Set Lead 1: (Adm)

ALL RECEIVING OFFICES

Distribute to all supervisory personnel involved in

the investigation of counterintelligence, counterterrorism, and
cyber cases.

1 - Ms. Caproni
1 - Mr. Hulon

l - Mr. Bereznay
1_

1_

‘e

[ . - . R .
This flexibility is conceptually analogous to the provision of ECFA,

Section 2706, which authorizes court-ordered compersation when a criminal

legal process seeking telephone records is especially burdensome. See
footnote 5.



SUGGESTED FORM LETTER TO NSL RECIPIENT

ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED

[Name and address of NSL recipient] " DATE 06-07-2007 BY ¢54179/DHMH/ESR/RW
, 1073946
RE:; Cost Reimbursement for National Security Letter
Invoice No: (if relevant)
Invoice Dated: {(if relevant)
Dear (POC),

This letter references the above invoice directed to
this office in which you request payment for producing records to
the FBI in response to a National Security Letter (NSL) issued on
[Date of Issuance].

The federal statute under which the NSL fo your company
was issued, (Electreonic Communications Privacy Act (ECPA), 18
U.8.C. § 2709, or Fair Credit Reporting Act, 15 U.S5.C. § 1681lv),
does not authorize cost reimbursement. [FOR ECPA: While certain
other methods of legal process are subject to cost reimbursement
under ECPA, Section 2706, the enumerated list of provisions does
not include Section 2709.] [For FCRA: While certain other
methods of legal process are subject to cost reimbursement under
FCRA, including Section 168lu, there is noc such comparable
provision for cost reimbursement for Section 168l1v.)] Therefore,
absent a specific provision providing for cost reimbursement, no
entity or person 1s entitled to reimbursement for complying with
federal legal process. Hurtado w. United States, 410 U.S. 578
(1973) .

Therefore, it is the FBI's position that cost
reimpbursement for NSL compliance is not specifically auvthorized
under {BECPA Section 2709 or FCRA Section 1681v].

{TO BE USED FOR RECIPIENTS WHC HAVE BEEN REIMBURSED IN
THE PAST: We recognize that in the past, your company may have
been reimbursed for compliance with NSLs. However, the FBI has
reevaluated its position in that regard and determined that in
order to assure fair and equal treatment of all NSL recipients, a
uniform posture is required as to the appropriateness of
reimbursing recipients of N3Ls for their compliance in the
absence of statutory authorization for such reimbursement. The

FBI has decided that payment is not appropriate in these
clircumstances. )



Please feel free to contact the undersigned should you
wish to discuss this further. This office greatly appreciates
your timely compliance with NSL reguests,

which assists us in
fulfilling our investigative responsibilities and efforts to

further the naticnal security interests of this country.

Sincerely yours,

{NAME QF SAC or SSA]
[Position]

[Name of Field Office]
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U.S. Department of Justice

Federal Bureau of Investigation

Washingion, D. C. 20535-001
[ODRAFTING DIVISION]
[STREET ADDRESS]
[CITY,STATE, ZOP CODE]
{MONTH DAY, YEAR]

MR, /MRS/MS.] [COMPLETE POC NAME]

[TITLE, IF AVAILABLE]) ALL INFORMATION CONTAINED
[coupnﬁy NAME ) HEREIN IS UNCLASSIFIED

(PHYSICAL STREET ADDRESS - NO P.O. BOX] DATE 06-07-2007 BY ¢5179/DMH/KIR/RW
(CITY, STATE - NO ZIP CODE] 1076786

DEAR [MR./MRS./MS.] [LAST NAME]}:

Under the authority of Executive Order 12333, dated
December 4, 1981, and pursuant to Title 12, United States Code
(U.S5.C.}, Section 3414(a)({5), you are hereby directed to produce
to the Federal Bureau of Investigation (FBI) all financial
records pertaining to the customer(s) and/or accounts listed
below:

NAME (S) [if available}

ACCOUNT NUMBER(s) : [if available]

SOCIAL SECURITY NUMBER(S):[if available]

DATE (S) OF BIRTH: [if available]

[FOR PERIOD FROM INCEPTION TO PRESENT])

or

[FOR PERIOD FROM [SPECIFIC DATE] TO [SPECIFIC DATE)
or [PRESENT]]

Please see the attachment following this letter for the
types of information that your financial institution might
consider to be a financ¢ial record.

I1f the time period noted above is to the "present,"
that term is intended to direct production of information to the
date of the processing of this letter. If providing information
to the date of processing is not feasible, please provide
information to the date of receipt of this letter.



[MR./MRS./MS./ COMPLETE NAME]

In accordance with Title 12, U.5.C. Section
3414¢aY (5 (AY, I certify that these records are sought for
foreign counterintelligence investigation purposes to protect
against international terrorism or clandestine intelligence
activities, and that such an investigation of a United States
person is not conducted scolely on the basis of activities
protected by the First Amendment to the Constitution of the
United States.

in accordance with Title -12, U.S.C., Section 3403(b), I
certify that the FBI has complied with all applicable provisions
of the Right to Financial Privacy Act.

[Cartification: The nondisclosure requirement is not an automatic
feature of the NSL. If the supporting EC for this NSL included
Option 1 (Invoking the Nondisclosure Requirement) then include
tha language in the following 3 paragrapha in the NSL.]

In accordance with 12 U.S.C. § 3414(a)y(5) (D), I
certify that a disclosure of the fact that the FBI has scught or
obtained access to the information sought by this letter may
endanger the national security of the United States, interfere
with a criminal, counterterrorism, or counterintelligence
investigation, interfere with diplomatic relations, or endanger
the life or physical safety of a person. Accordingly, 12 U.S.C.
§ 3414 (a) {5) (D) prohibits you, or any officer, employee, or agent
of yours, from disclesing this letter, other than to those to
whom disclosure is necessary to comply with the letter or to an

attorney to obtain legal advice or legal assistance with respect
to this letter,

In accordance with 12 0.5.C. § 3414 (a) (5) (D} {(iii), you
are directed to notify any persons to whom you have disclosed
this letter that they are also subject to the nondisclosure
requirement and are therefore also prohibited from disclosing the
letter to anyone else,

In accordance with 12 U.S.C. § 3414 (a} (5) (D) (iv}, if
the FBI asks for the information, you should identify any person
to whom such disclosure has been made or to whom such disclosure
will be made. 1In no instance will you be required to identify
any attorney to whom disclosure was made or will be made in order

to obtain legal advice or legal assistance with respect to this
letter.

{Include the following language in all NSLs.]



[MR./MRS./MS./ COMPLETE NAME]

In accoerdance with 18 0.5.C. § 3511¢a) and (b) (1), you
have a right to challenge this letter if compliance would be
unreasonable, oppressive, or otherwise unlawful and the right to
challenge the nondisclosure requirement set forth above.

In accordance with 18 0.S.C. § 3511{¢), an unlawful
failure to comply with this letter, including any nondisclosure
reqguirement, may result in the United States bringing an
enforcement action.

The FBI does not intend to suggest, by the service of
the NSL upon vour finapncial ipstitution] ]

b2

] |
b7E | the non-disclosure provision set
forth above prohibits the disclosure of the fact of i
I Further, should you decide to consider
| Efge FBI requests that you please notify the below point
o t prior to taking such action, inasmuch as it is

expected that information

You are directed to provide records responsive to
this letter [personally to a representative of the [DELIVERING
DIVISION]_OR through use of a delivery service to tha [OFFICE OF
ORIGIN] OR through secure fax] within [xxxx] business days of
receipt of this letter.

Any questions you have regarding this letter should
be directed only to the [[DELIVERING DIVISION] CR [OFFICE OF
ORIGIN], depending on whether service is personal or through a
delivery service or fax]. Due to security considerations, you
should neither send the records through routine mail service nor
disclose the substance of this letter in any telephone
conversation.

Your cooperation in this matter is greatly
appreciated.



Sincerely,

[ADIC/SAC NAME])
[ASSISTANT DIRECTOR IN
CHARGE/

SPECIAL AGENT IN CHARGE]




(Rey 01-31-2003)
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 00/00/2007
To: Gencral Counsel Attn: Julie Thomas
Deputy General Counsel, NSLB
[COUNTERTERRORISM/ Attn: [UNIT]
COUNTERINTELLIGENCE/CYBER]
(REQUESTING OFFICE] Attn: SSA [SQUAD SUPERVISOR]
SA [CASE AGENT]
[OFFICE OF ORIGIN] Attn: SA [CASE AGENT]
_ [sQuap] [X]
[DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR]
(if using personal service) [SQUAD] (X]

From: [DRAFTING DIVISION]
[(APPROVING OFFICIAL]
Contact: (CASE AGENT, telephonea numbexr (000) 000-0000]}

Approved By: [ADIC NAME, IF APPLICABLE)
[SAC NAME]
[ASAC NAME)
[CDC NAME]
[SSA NAME]

Drafted By: [LAST, FIRST MIDDLE: INITIALS]}

N 06-07-2007%

Title: .. .| [SUBJECT]

>< (AKA] (ALIAS, IF APPLICABLE] 1076786
{IT/FCI - FOREIGN POWER]
[00: OFFICE OF ORIGIN]

Synopsis: (U) (NSLFR) Approves the issuance of an Right to Financial
Privacy Act (RFPA) National Security Letter (NSL) for financial
records; provides reporting data; and, if necessary, transmits the NSL
for delivery to the financial institution.




(U}

{u)

(U

{U)

()

—
To: [crD/Ch]) From: [DRAFTING DIVISION)
Re: .\¢<) [CASE FILE NUMBER, 00/00/2007)

yd

[FULL/PRELIMINARY ) Investigaticn-Institutad:{)%é 00/00/2007
Reference: >1{5 [CASE FILE NUMBER SERIAL XXX]

Enclosure(s): {1 Enclosed for [{DELIVERING DIVISION or QOFFICE OF
ORIGIN, depending on whether service is personal or through restricted
delivery service] is an NSL dated [00/00/2006], addressed to {COMPANY
POC NAME], [TITLE {(if available)], [COMPANY NAME], [COMPANY ADDRESS -
NO P.Q. BOX), {[CITY, STATE - NO 2IP CODE if using personal service],
requesting financial records of the customer listed.

T
: Datailsf““)€§: A [FULL/PRELIMINARY] {FOREIGN COUNTERINTELLIGENCE/

INTERNATIONAL TERRORISM) investigation of subject, a [U.S. PERSON/NON-
U.8. PERSON], was authorized in accordance with the Attorney General
Guidelines because {Give a full explanation of the justification for
opening and maintaining the investigation on the subject; barebones
facts will not suffice and will cause the request to be rejectaed for
legal insufficiency]. These financial records are being requested to
[Fully state the relevance of the requested records to the
investigation].

)}  This electronic communication documents the [APPROVING

OFFICIAL's] approval and certification of the enclosed NSL. For

mandatory reporting purposes, the enclosed NSL seeks financial records
for [NUMBER OF] [individual(a)/account{s)] from [financial institution
#1]; [NUMBER OF] [individual({s)/accounts] from [financial institution
#2], etc. [In the case of multiple accounts to the same financial
institution, if you know how many different porsons attach to those
accounts, please state. Provide the USP status of all the persons
about whom the requests are seeking information, including the subject
of the investigation. 1In other words, do your best to give as much
information as you can, for congressional reporting purposes.]

(U) Arrangements should be made with the financial
institution to provide the records [personally to an employee of the
DELIVERING DIVISION OR through use of a delivery service or secure fax
to OFFICE OF ORIGIN] within [NUMBER OF] business days of receipt of
this reguest. The financizal institution should neither send the .
records through routine mail service nor utilize the name of the
subject of the request in any telephone calls to the FBI.

DRISCLOSURE PROVISIONS

[Option 1 - Invoking Nondisclosure Requirement]

sscier__
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'in this case:
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To: [CID/CD) From: (DRAFTING DIVISION]
Re: }ﬁkxtcnsz FILE NUMBER, 00/00/2007]

(U) In accordance with 12 U.S.C. § 3414(a) (5) (D), I, the
senior official approving this EC, certify that a disclosure of the
fact that the FBI has sought or obtained access to the information
sought by this letter may endanger the national security of the United
States, interfere with a c¢riminal, counterterrorism, or
counterintelligence investigation, interfere with diplomatic relations,
or endanger the life or physical safety of a person.

Brief statement of the facts justifying my certification

[Option 2 - Declining to invoke the nondisclosure requirement]

(U) I, the senior cfficial approving this EC, have determined
that the facts of this case deo not warrant activation of the
nondisclosure requirements under the applicable National Security
Letter statute.

[Include the next 2 paragraphs in all ECs.]

(U) Information received from a financial institution may
be disseminated in accordance with the Attorney General Guidelines for
FBI National Security Investigations and Foreign Intelligence
Collection, and, with respect to dissemination to an agency of the
United States, only if such information is clearly relevant to the
authorized responsibilities of such agency.

{U) Any questions regarding the above can be directed to
[CASE AGENT, telephone number (000) 000-0000).
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To: [CTD/CD] From: [DRAFTING DIVISION]
'Re:-‘ﬁgi {CASE FILE NUMBER, 00/00/2007]

LEAD (8) :

Set Lead 1l: (Action)

GENERAL COUNSET,

AT WASHINGTON, DC

(U) NSLB is requested to record the appropriate infeormation
needed to fulfill the Congressional reporting requirements for NSLs,

Set Lead 2: (Info)

[ COUNTERTERRORI SM/COUNTERINTELLIGENCE /CYBER)

AT WASHINGTON, BC

(U} At [Unit] Read and Clear

Set Lead 3: {Action)

[DELIVERING DIVISION ~ if using persconal service]
[AT CITY, STATE]

{U) Deliver the attached NSL as indicated above. Upon
receipt of informatieon from the financial institution, [DELIVERING

DIVISION] is requested to submift results to [DRAFTING DIVISION] and
[OFFICE OF ORIGIN, if applicablae].

+e

SEC
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FEDERAL BUREAU OF INVESTIGATION

Precedence: RCUTINE Date: 03/9/2006
To: All Divisions Attn: ADIC, AD, DAD, SAC, CDC
From: Office of the General Counsel National Security Law
Branch

Contact:

ALL INFORMATION CONTAINED
HEREIM IS UNCLASSIFIED
DATE 06-07-Z007 BY 65173/ THMH/KSE/RY

1076786

Approved By: Mueller Robert S III

Drafted By: | l

Case ID #: 319X-HQ-A1487720-0GC Serial 210

Title: NATIONAL SECURITY LETTERS
DELEGATION OF SIGNATURE AUTHORITY
DELEGATION CF NON-DISCLOSURE CERTIFICATION AUTHORITY
DELEGATION OF NON-DISCLOSURE RECERTIFICATION AUTHORITY

Synopsis: Delegates signature authority for National Security
Letters under the Electronic Communications Privacy Act, 18
U.5.C.§ 2709, the Fair Credit Reporting Act, 15 U.S.C. §§ 1681u
and 1681lv, and the Right to Financial Privacy Act, 12 U.S.C. §
3414 (a) (5). Alsc delegates authority fot certification of the
necessity for non-disclosure of such national security letters
and recertification of the necessity for non-disclosure of such
national security letters under the afore-mentioned statutes.

Details: The USA Patriot Improvement and Reauthorization Act of
2005 (USAPA IRA) was enacted into law on March 9, 2006, It
prevides for procedural changes in the issuance of national
security letters (NSLs)., It provides that in order for the FBI to
require that the recipient not disclose the fact of the request,
the FBI must certify that certain harm may come were the request
to be disclosed. 1If challenged more than one year later, the FBI
must recertify that certain harm may come were the request to be
disclosed. Further, the USAPA IRA provides that the NSL
recipient may also challenge the receipt of the NSIL itself. On
the other hand, the FBI now has explicit enforcement authority

and contempt penalties that attach to unlawful noncompliance with
the NSL.

Specifically, the USAPA IRA provides, with respect to
each of the NSL statutes set forth above, that a non-disclosure
requirement attaches to the NSL "[i]f the Director of the Federal
Bureau of Investigation, or his designee in a position not lower
than Deputy Assistant Director at Bureau headquarters or a
Special Agent in Charge in a Bureau field office designated by




To: All Divisicons From: O0GC
Re: , 03/9/2006

the Director, certifies that otherwise there may result a danger
to the national security of the United States, interference with
a criminal, counterterrorism, or counterintelligence
investigation, interference with diplomatic relations, or danger
to the life or physical safety of a person." Once such a
certification is made, if unchallenged, neither the recipient "or
officer, employee, or agent of ([such recipient] shall disclose to
any person (other than those to whem disclosure is necessary to
comply with the request or an attorney to obtain legal advice or
legal assistance with respect to the request)" that the EFBI has
sought or obtained access to the records.! —m

There is a seccond non-disclosure certification provided
by the USAPA IRA. If there is a challenge to the non-disclosure
provision one year or more after the request is made, the
Director or his designee, as defined above, may terminate the
nondisclosure requirement or recertify that disclosure may result
in the harm enumerated above.?

Thus, via this EC, I am delegating the authority to
make the initial non-disclosure certification and any necessary
subsequent non-disclosure recertification. However, in order to
assure consistency between the persons to whom the non-disclosure
certifications are delegated and the persons to whom signature
authority is delegated, I am also revisiting the issue of the
personnel to whom signature authority for NSLs has been
delegated.

Since the enactment of the 2001 USA Patriot Act, which
expanded the sceope and availability of national security letters,
1 have issued several Electronic Communications delegating
signature authority for such investigative tools. In light of
the reorganization of the ¥FBI, and specifically, the creaticon of
the National Security Branch, it has become necessary to revise

' The langquage in the USPAP IRA with respect to each of the NSL statutes is
identical, accounting for the different recipients, except that the language in
the 1681lv NSL statute applies to government agencies which conduct international
terrorism investigations, rather than only the FBI, and the designee provision
simply states that the government agency head or his designee may certify the
danger that would arise from disclosure. It does not otherwise place any
restrictions on the agency head's designee, However, for purposes of consistency,
the non-disclosure certification delegation for 1681v will be made at the same
level as the non-disclosure certification delegations for the other NSIL statutes.

! There is also a provision under which, if a challenge to the non-
disclosure provision is filed within one year of the request, a certification by
the Director of the FBI will be treated as conclusive unless the court finds that
the certificalion was made in bad faith.

2




To: All Divisions From: OGC
Re: , 03/9/20086

those delegations in order to assure that all persons with legal
authority to sign NSLs have in fact been delegated such
authority. Moreover, it alsc makes sense to have all such
delegations conscolidated into one document.

Thus, the following delegations are being made for
purposes of providing signature authority for NSLs and also
providing the authority to initially certify as to the necessity
for non-disclosure of the NSL request and the authority to
recertify if the non-disclosure provision is challenged one year
or more after the request. Most of the signature delegations
already are in effect, while those that are created by this EC
will be so noted. HNonetheless, this EC provides an exhaustive
list of all of those FBI persons with NSL signature authority and
non-disclosure certification and non-disclosure recertification
authority.’

Thus, as now permitted by ECPA, the FCPA, and the RFPA,
I hereby delegate certification signature authority, non-
disclosure certification authority and non-disclosure
recertification authority for NSLs to the following FBI

Cfficials:
1. The Deputy Director;

2. The Executive Assistant Director for
the National Security Branch;*

3. The Assistant Executive Assistant Director for
the Natiocnal Security Branch;

}This EC consolidates, and to the extent set forth below, revises, the
delegations that took effect pursuant to the following ECs: 66F-HQ-Al255972,
Serial 15, 66F-HQ-A1255972, Serial 31; 66F-HQ-A1255972, Serial 33; and 66F-HQ-
Al1255972, Serial 35. The EC, 66F-HQ-Al255%72, Serial 33, providing for delegation
of signature authority to The Senior Counsel for National Security Affairs is
hereby rescinded, as that position no longer exists. Those portions of 66F-BQ-
31255972, Serials 31 and 33, which delegate signature authority to the Executive

Assistant Director for Counterterrorism/Counterintelligence, are hereby rescinded,
as that position no longer exists,

* Phe delegations of signature authority to the Executive Assistant Director
and the Assistant Executive Assistant Director for the Naticnal Security RBranch
are new delegations, as those positions have just recently been created.

3




To: All Divisions ¥From: OGC
Re: , 03/9/2006

4. The Assistant Directors and all Deputy
Assistant Directors of the Counterterrorism,
Counterintelligence,’® and Cyber Divisions;®

5. The General Counsel and Deputy General Counsel for
the National Security Law Branch;?

6. The Assistant Director in Charge, and all SACs of
the New York, Washington B.C., and Los
Angeles field offices; and

7. The SACs in all other field divisions.

The NSLB is hereby authorized to issuance guidance with
respect to the revision of the national security letter statutes,
as well as the other changes encompassed by the USAPA IRA, One
point should be made here, however. The signature authority, the
initial non-disclosure certification authority, and the non-
disclosure recertification authority are separate authorities.
Because an NSL warrants signature does not necessarily mean that
it warrants inclusion of a non-disclosure provision. Because an
NSL once warranted a non-disclosure provision does not mean that
one year later, it continues to warrant a non-disclosure
provision. Such certifications sheould not and may not be made in
a perfunctory manner. There must be an assessment by the
individual who signs the NSL that there is a genuine need for
non-disclosure because cne of the enumerated dangers may arise
from disclosure.

5 The Counterintelligence Division was denoted in its previous signature

delegation by its prior incarnation, as the National Security Division. See 66F-
HQ-A1255972, Serial 15. This delegaticn brings its designation terminology up to
date.

®While Counterintelligence Divisgion and Cyber Division personnel are being
given signature and non-discleosure certification and recertification authority for
all H3Ls, it is expected that they would rarely exercise that authority in the
case of 168lv NSLs (which signature authority they have not had to date), which
are limited to use in international terrorism investigaticns. It is possible,
although not likely to be a frequent occurrence, that a counterintelligence or
Cyber case may have an internaticnal terrorism aspect to it that would justify the
issvance of a 1681iv NSL.

"The Deputy General Counsel for the National Security Law Branch was denoted
in its previous signature delegation by its prior incarnation, as Deputy General
Counsel for National Security Affairs. See 66F-HQ-A1255972, Serials 15, 31. This
delegation brings its designation terminology up to date.

4



To: All Divisions From: OGC
Re: , 03/8/2006

LEAD:
Set Lead 1: (adm)

ALL BRECEIVING OFFICES

Disseminate to personnel involved in CI, IT, and
Cyber operations and to other personnel as appropriate.



(Rev 01-31.200))

FEDERAL BUREAU OF INVESTIGATION

Precedence: PRIQORITY Date: 03/0%/2007

To: All Divisions Attn: ADs
DaDs
SACs
ADICs
ASACs
CDCs

From: Records Management
RPAS/S334 -
Contact: Debbie 0'Clair, 202

Approved By: Hooton William L

Caproni valerie E ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
Drafted By: OClair Debra Anne DATE 06-06-2007 BY 65179/DMH/KSR/RW
Case ID #: 319W-HQ-Al487699-RMD 1076786

Title: PROCEDURAL AND OPERATIONAL ISSUANCES -
RECORDS MANAGEMENT DIVISION (RMD)

Synopsis: Provides immediate interim guidance related to records
management of National Security Letters (NSL).

Details: The below guidance is provided as apn immediate interim
eclution to the proper recording of NSLs.

Original signed NSLs are to be sent to the recipient,
Record copies of the NSLs are to be uploaded in the investigative
case file using one of the following new document types:

NSLTSI (NSL Telephone Subscriber Information)

NSLTTR (NSL Telephone Tcll Records)

NSLESI (NSL Email Subscriber Information)

NSLETR (NSL Email Transactional Records)

NSLFR {NSL Financial Records, RFPA Section 3414(a) [(5))
NSLFIL {NSL Financial Institutional Listings, FCRA 1681lu{a))
NSLCII (NSL Consumer ldentifying Information, FCRA 16B8lu{b))}
NSLFCR (NSL Full Credit Report, FCRA 1681v)

Effective Monday, March 12, 2007, modifications to the
Automated Case Support (ACS) will have heen completed to allow
the entry of the above document types when uplcading NSLs within
ACS. Offices are to advise and assist those employees who upload
NSLs in identifying the appropriate document type for each NSL.
Cffices are also to advise employees to use the originating



To: All Divisions From: Records Management
Re: 315W-HQ-Al4B87659-RMD, 03/09/2007

(issuing) office of the NSL in the "From" field when uploading
the NSL to ACS. For example if the Tampa Field Office SAC signs
off issuing an NSL for a Miami Field Cffice investigative case,
the "From" field in ACS should indicate Tampa even though the
Office of Origin is Miami.

In additicn, repeorting capability will be available
within the next several weeks which will allow offices to
generate reports of NSLs created by office, within a specified
date range to facilitate statistical reporting.

It should be noted this is an interim immediate
sclution. Records Management Division {(RMD} will host a working
group of Headquarters and field personnel on Wednegday, March 14,
2007, to develop a permanent scolution which minimizes human error
and provides the necessary statistical reporting required.
Offices are invited toc nominate names of conversant and well-
informed participants to attend this working group or participate
via video teleconference to RMD Assistant Section Chief, Debbkie
0'Clair {(via email}. It is not mandatory to nominate an
employee, and to ensure the working group is maintained at a
reasonable number, not every nominated employee may be selected,
but RMD seeks to ensure that the most affected stakeholders in
this issue, the field offites, are represented in devising a
resolution to this issue that is satisfactory to all.



To: All Divisions From: Records Management
Re: 319W-HQ-A1487639-RMD, 03/09/2007

LEAD(s) :
Set Lead 1: {Action}

ALL RECEIVING CQFFICES

Implement use cof new NSL document types within ACS,
assist and advise NSL records perscnnel in using the appropriate

NSL document type for each document and to use issuing office of
the NSL in the~-“From" field in ACS.

*
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FEDERAL BUREAU OF INVESTIGATION

Precedence: FPRIORITY Date: 04/07/2006

To: All Divisions

From: Office of the General Counsel
Contact: I I (202) 3244

Approved By: Caproni Valerie E
Thomas Julie F ALL INFORMATION CONTAINED

FEC HERETN I3 UNCLASSTIFIED
;é DATE 06-06-2007 BY 55179/DMH/KSR/RY
Drafted By:
1076786
Case ID #: 319X-HQ-A1487720-0GC :
Titla: (U} .USA PATRIOT ACT RENEWAL - NEW LEGISLATIVE CHANGES TO

FCI/IT LEGAL AUTHORITIES.

Synopeis: (U) Summarizes recent changes to natiocnal security
iegal authorities as a result of the "USA PATRIOT
Improvement and Reauthorization Act of 2005 (Public Law
109-177) and the "USA PATRIOT Act Additional
Reauthorizing Amendments Act of 2006" (Public Law 109~
178), and describes the preliminary implementation
procedures,

Details: The Presid<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>