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U.S. Department 0|� Justice
_.=1-5:
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 Federal Bureau of lnvesllg�ll�n

v-.1�-2:; !_1:1._¢&#39;

Washington, D. C. 20535-0001

[DRAFTING DIVISION]
[STREET ADDRESS]

[CITY, STATE, ZIP CODE]
[MONTH, DAY, YEAR]

ALL IHFUFUPIATIDN CONTAINED

[I~£R./MRS./MS.! icormssmz NAME or soc} "Em" I5 �CLASSIFIED
[TITLE IF AVAILABLE] - DATE 06-01-200? BY 551?9¢�DMI&#39;l/KSR/RIJ
[mam os commnrl &#39; 1076786
{PHYSICAL s-rmrrr ADDRESS - no 9.0. aox]
lcrrr, swam - no ZIP cons]

DEAR [MR./MR3-/MS.] [LAST NAME]:

Under the authority of Executive Order 12333, dated
December 4, 1981, and pursuant to Title 18, United States Code
[U.S.C.!, Section 2709  section 201 of the Electronic

Communications Privacy Act, as amended!, you are hereby directed
to provide the Federal Bureau of Investigation [FBI] the names,
addresses, and length of service and electronic communications
transactional records, to include existing transaction/activity
logs and all electronic mail [e�mail! header information {not to
include message content and/or subject fields!, for the below-
listed [e-mail/IP] address holder{s!:

[E-mail/IP mnnzss or m:>1>nr.ssss1

[on A SPECIFIC DATE]

OI

[FOR THE PERIOD FROM [SPECIFIC DATE] TO [SPECIFIC DATE]
or [PRESENT1]

Please see the attachment following this letter for
the types of information that you might consider to be a
electronic communications transactional record.

If the time period noted above is to the "present,"
that term is intended to direct production of information to the
date of the processing of this letter. If providing information
to the date of processing is not feasible, please provide
information to the date of receipt of this letter.

While fulfilling your obligations under this letter,
please do not disable, suspend, lock, cancel or interrupt service
to the above�described subscriber s! or accounts. A service

interruption or degradation may alert the subscriber s!/account



usersis! that investigative action is being taken. If you are not
able to fulfill your obligations under this letter without
alerting the subscriber/account user, please contact the FBI
prior to proceeding.

In accordance with Title 18, U.S.C., Section 2709 b!, I
certify that the information sought is relevant to an authorized
investigation to protect against international terrorism or
clandestine intelligence activities, and that such an
investigation of a United States person is not conducted solely
on the basis of activities protected by the First Amendment to
the Constitution of the United States.

[Certificetionz The nondisclosure requirement is not an automatic
feature of the NSL. If the supporting EC for this NSL included
Option 1  Invoking the Nondisolosure Requireent!, then include
the language in the following 3 paragraphs in the NSL.]

In accordance with 18 U.S.C. § 2709 c!�!, I certify
that a disclosure of the fact that the FBI has sought or obtained
access to the information sought by this letter may endanger the
national security of the United States, interfere with a
criminal, counterterrorism, or counterintelligence investigation,
interfere with diplomatic relations, or endanger the life or
physical safety of a person. Accordingly, I8 U.S.C. § 2TO9 c} l!
and L2! prohibits you, or any officer, employee, or agent of
yours, from disclosing this letter, other than to those to whom
disclosure is necessary to comply with the letter or to an
attorney to obtain legal advice or legal assistance with respect
to this letter.

In accordance with 18 U.S.C. § 2709 c! �!, you are
directed to notify any persons to whom you have disclosed this
letter that they are also subject to the nondisclosure
requirement and are therefore also prohibited from disclosing the
letter to anyone else.

In accordance with 18 U.S.C. § 2709[c![4!, if the FBI
asks for the information, you should identify any person to whom
such disclosure has been made or to whom such disclosure will be

made. In no instance will you be required to identify any
attorney to whom disclosure was made or will be made in order to

obtain legal advice or legal assistance with respect to this
letter.

[Include the following language in all NSLs.]

In accordance with 18 U.S.C. § 3511[a! and {b}{1!, you
have a right to challenge this letter if compliance would be
unreasonable, oppressive, or otherwise unlawful, and you have the

2



right to challenge the nondisclosure requirement, if set forth
above.

In accordance with 18 U.S.C. § 351l{c!, an unlawful
failure to comply with this letter, including any nondisclosure
requirement, may result in the United States bringing an
enforcement action.

You are directed to provide reCords responsive to this
letter [personally to a representative of the [DELIVERING
DIVISION] OR through use of a delivery service to [OFFICE OF
ORIGIN] OR through secure fax] within [xxxxl business days of
receipt of this letter.

Any questions you have regarding this letter should be
directed only to the [[DELIVERING DIVISION] OR [OFFICE OF
ORIGIN],_depending on whether service is personal or through a
delivery service]. Due to security considerations, you should
neither send the records through routine mail service nor non-
secure fax, nor disclose the substance of this letter in any
telephone conversation.

Your cooperation in this matter is greatly appreciated

Sincerely,

[ADIC/SAC NAME]

tnssrsrmr omrcroa IN cmmcsl
srrcnu. AGENT IN CHARGE]

3



u<<».os-2s-2000!

C

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: O0/00/2007

Tc: General Counsel Attn: Julie Thomas -

Deputy General Counsel, NSLB

[COUN&#39;.I&#39;ER&#39;1�ERRORISM/ Attn: [r.m1&#39;1&#39;]
COUNTERINTELLIGENCE/CYBER]

[REQUESTING OFFICE] Attn: SSA [SQUAD SUPERVISOR]
SA [CASE AGENT]

[OFFICE or ORIGIN] Attn: SA [cnsm AGENT]

[Squad] [X1

[DELIVERING DIVISION] Attnt SSA [SQUAD SUPERVISOR]
 if using personal service! [Squad] [K]

From: [DRLFTING DIVISION]
[APPROVING OFFICIAL]
Contact: [CASE AGENT, telephone number �00�00-0000!

Approved By: [ADIC nan  IF APPLICABLE!]
[SAC NAME]
[ASAC NAME] DECLASSIFIEID BY 6-S].79;�D192�-l,"I92&#39;SlURI�
[CDC Nhlam] UN U5-07-200�?

I35� "ml 1076786

Drafted By: [LAST, FIRST, MIDDLE: INITIALS]

"Case ID #:~  [CASE FILE NUMBER]  Pending!

Title: [SUBJECT]
£11! - &#39; [AKA [ALIAS]  IF APPLICABLE}

[FCI/IT - FOREIGN POWER]
[O02 OFFICE OF ORIGIN]

Synopsis:  U! {NSLETR! Approves the issuance of an Electronic
Communication Privacy Act  ECPA! National Security Letter {NSL!for
electronic communications transactional records: provides reporting
data; and, if necessary, transmits the NSL for delivery to the
electronic communications service provider.
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2%
T0: D LIVERING DIVISION] From: [DRAFTING DIVISION}
Re: ] [CASE FILE NUMBER, O0/00/2007]

E§{: Dari : G�3
Declassify On: ears based on

informati &#39; the EC]

[FULL/PRELIMINARI] Investigation Instituted:  S! [00/O0/2007]

Reference: E�i [CASE FILE NUMBER SERIAL XXX]
Enclosure s!:  U! Enclosed for [DELIVERING DIVISION or OFFICE or

ORIGIN, depending on whether service is personal or through
restricted delivery service or fax] is an NSL dated j00/O0/20061,
addressed to [COMPANY POC NAME], [TITLE, {if availsble!], [CMPANY
NAME]; [COMPANY ADDRESS - NO P.O. BOX], [CITY, STATE � NO ZIP CODE if

using personal service], requesting the names, addresses, lengths of
service, and electronic transactional records for the [e-mail/IP]
address olde {s} listed.

Details: A [FULL/PRELIMINARY] [FOREIGN COUNTERINTELLIGENCEI
INTERNAT ONAL TERRORISM} investigation of subject, a [U.S.
PERSON/NON�U.S. PERSON], was authorized in accordance with the
Attorney General Guidelines because [Give a full explanation of the
justification for opening and maintaining the investigation on the
subject. Barebones facts will not suffice and will cause the request
to be rejected for legal insufficiency]. These electronic
communications transactional records are being requested to [Fully
state the relevance of the requested records to the investigation].

&#39; " ;!£g% This electronic communication documents the [APPROVING
OFFICIAL� 1 proval and certification of the enclosed NSL. For
mandatory reporting purposes, the enclosed NSL seeks electronic
communication transactional records on [NUMER OF] [e-mail/IP

address es!] from [ISP #1]: [NUMBER OF1 [e-mail/IP address es!] from
[ISP #2], etc. [In the case of multiple addresses to the same ISP, if
you know how many different persons attach to those addresses, please
state. Provide the USP status of all the persons about whom the
requests are seeking information, including the subject of the
investigation. In other words, do your best to give as much
information as you can, for congressional reporting purposes.]

{U} Arrangements should be made with the electronic
communications service provider to provide the records [personally to
an employee of the DELIVERING division OR through use of a delivery
service or secure fax to OFFICE OF ORIGIN] within [NUMBER OF]
business days of receipt of this request. The electronic
communications service provider should neither send the records
through routine mail service nor utilize the name of the subject of
the request in any telephone calls to the FBI.

>4:



>4
To: [on IVERING DIVISION} From: [nnnrrruo DIVISION}
Re: [cast FILE NUMBER, 00/00/20071

[Certification and Activation of the Nondisclosure Requirent: There
is no longer an automatic prohibition that prevents the recipient of a
National Security Letter from disclosing that the FBI has requested
the information. To activate the nondisclosure requirment, the
senior FBI official approving this EC must use Option l below and
include in the EC  but not in the NSL! a brief statement of facts that
justify the nondisclosure requirement. Option 2 is to be used in all
cases where Option 1 is not used.]

DISCLOSURE PROVISIONS

[Option l � Invoking Nondisclosure Requirement]

 U! In accordance with 18 U.S.C. § 2709 c! I, the senior
official approving this EC, certify that a disclosure of the fact that
the FBI has sought or obtained access to the information sought by
this letter may endanger the national security of the United States,
interfere with a criminal, counterterrorism, or counterintelligence
investigation, interfere with diplomatic relations, or endanger the
life or physical safety of a person.

 S! Brief statement of the facts justifying my certification
in this case:

[Option 2 - Declining to invoke the nondisclosure requirement]

 U! I, the senior official approving this EC, have
determined that the facts of this case do not warrant activation of

the nondisclosure requirements under the applicable National Security
Letter statute.

[Include the next 2 paragraphs in all ECs.]

 U! Information received from an electronic communications

service provider may be disseminated in accordance with the Attorney
General Guidelines for FBI National Security Investigations and
Foreign Intelligence Collection, and, with respect to dissemination
to an agency of the United States, only if such information is
clearly relevant to the authorized responsibilities of such agency.

 U! Any questions regarding the above can be directed to&#39;
{CASE AGENT, telephone number �00! O00-0000].

SE
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. [CASE FILE NUMER, 00/00/2°07]

 U! To: :£§%?IVERING DIVISION] From: [DRAFTING DIVISION]
Re-

LEAD a!:

Set Lead 1:  Action!

QENERAL COUNSEL

AT WASHINGTON, DC

 U! NSLB is requested to record the appropriate information
needed to fulfill the Congressional reporting requirements for NSLs.

Set Lead 2:  Info!

I &#39;39UNEBT!;3RP~°P~I SM/_ Q9U1iT1lRIF!&#39;LE1-1-I_GE§CLL§ll5§B1

AT WASHINGTON, DC

 U! At [Unit] Read and Clear.

Set Lead 3:  Action!

[DELIVERING DIVISIQH_:_i£_ugigg_Egrsonel_seryice]

[AT grmr, swam]

 U! Deliver the attached NSL as indicated above. Upon
receipt of information from the electronic communication service
provider, [DELIVERING DIVISION] is requested to submit results to
[DRAFTING DIVISION] and [OFFICE OF ORIGIN, if applicable].

O0
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U.S. Department of Justice
G, . 4 |.»,_ _

.=:=-�F-&#39;

�i�g�iis, r�iy Fedcral�ureau oflnves�ga�on
In;-§;£-_ 27&#39;-&#39;

"�" ":** � 4�� *�* ��* 4�;��* waenno@n,0.c.2osJs06bf�" *4: I I IZIIII

[DRAFTING DIVISION]
[STREET ADDRESS]

ICITY, STAEE, ZIP CODE]
[MONTH, DAY, YEAR]

ma./ms./us.1 [commas mum or POC]
[TITLE, IF AVAILABLE]

M OF cmml :;:,;:F::"e:::,;2:";;;""
EgI:g:ICggA::R%E:°Ag2:E§gDg]N° 9&#39;0� Box] mrrr as-01-200? BY 6S1?9,=&#39;DIIH/KSR/RIJ

1076786

DEAR [MR./MRS./MS.] [LAST NAME]:

Under the authority of Executive Order 12333, dated
December 4, 1981, and pursuant to Title 18, United States Code
{U.S.C.!, Section 2709  Section 201 of the Electronic
Communications Privacy Act of 1986! {as amended}, you are hereby
directed to provide to the Federal Bureau of Investigation  FBI!
the name, address, length of service, and local and long distance
toll billing records associated with the following:

INAME, IF KNOWN]

IADDRESS, IF KNOWN]

[TELEPHONE NUMER S!, IF KNOWN �00! 000-000]:

[RELEVHNT TIME PERIOD]: [ON SPECIFIC DATE S!]

or [FROM [SPECIFIC DATE] to [[SPECIFIC DATE]
or [PRESENT]]

Please see the attachment following this letter for
the types of information that you might consider to be a toll
billing record.

If the time period noted above is to the "present,"
that term is intended to direct production of information to the
date of the processing of this letter. If providing information
to the date of processing is not feasible, please provide
information to the date of receipt of this letter.

In accordance with Title 18, U.S.C., Section 2709[b!, I
certify that the information sought is relevant to an authorized
investigation to protect against international terrorism or
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clandestine intelligence activities, and that such an
investigation of a United States person is not conducted solely
on the basis of activities protected by the First Amendment to
the Constitution of the United States.

[Certi£ication: The nondisclosure requirement is not an automatic
feature of the NSL. If the supporting EC for this NSL included
Option 1  Invoking the Nondisolosure Requirement! then include
the language in the following 3 paragraphs in the NSL.]

In accordance with I8 U.S.C. § 2709{c![1!, I certify
that a disclosure of the fact that the FBI has sought or obtained
access to the information sought by_this letter may endanger the
national security of the United States, interfere with a

criminal, counterterrorism, or counterintelligence investigation,
interfere with diplomatic relations, or endanger the life or
physical safety of a person. Accordingly, 18 U.S.C. § 2?O9{c! l]
and {2} prohibits you, or any officer, employee, or agent of
yours, from disclosing this letter, other than to those to whom
disclosure is necessary to comply with the letter or to an
attorney to obtain legal advice or legal assistance with respect
to this letter.

In accordance with 18 U.S.C. § 2709 c]�], you are
directed to notify any persons to whom you have disclosed this
letter that they are also subject to the nondisclosure
requirement and are therefore also prohibited from disclosing the
letter to anyone else.

In accordance with 18 U.S.C. § 2?09{c!�!, if the FBI
asks for the information, you should identify any person to whom
such disclosure has been made or to whom such disclosure will be

made. In no instance will you be required to identify any
attorney to whom disclosure was made or will be made in order to
obtain legal advice or legal assistance with respect to this
letter.

[Include the following language in all NSLe.]

In accordance with 18 U.S.C. 5 351l{a! and {b] l!, you
have a right to challenge this letter if compliance would be
unreasonable, oppressive, or otherwise unlawful, and you have the
right to challenge the nondisclosure requirement, if one is set
forth above.

In accordance with 18 U.S.C. § 35ll c!, an unlawful
failure to comply with this letter, including any nondisclosure
requirement, may result in the United States bringing an
enforcement action.

2
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You are directed to provide records responsive to this
letter [personally to a representative of the [DELIVERING
DIVISION] OR through use of s delivery service to [OFFICE OF
ORIGIN] OR through secure facsimile] within [xxxx] business days
of receipt of this letter.

Any questions you have regarding this letter should be
directed only to the [[DELIVERING DIVISION] OR [OFFICE OF
0RIGIN],_dapending on whether service is Personal or through a
delivery service]. Due to security considerations, you should
neither send the records through routine mail service nor non-
secure fax, nor disclose the substance of this letter in any

telephone conversation.

Your cooperation in this matter is greatly appreciated

Sincerely yours,

[maze/sac mm]
[ASSISTANT nrnscma IN cannon!
snscnu. AGENT IN cusses]

3
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Emii
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 00/00/2007

To: General Counsel Attn: Julie Thomas

Deputy General Counsel, NSLB

[COUNTERTERRORISMI Attn: [UNIT]

COUNTERINTELLIGENCE/CYBER]

[REQUESTING OFFICE] Attn:SSA [SQUAD SUPERVISOR]

SA [CASE AGENT]

[osszcz or ORIGIN] Attn: SA [cnsn AGENT]

[Squad] [X1

[DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR]

{if using personal service! [Squad] [X1

From: [DRAFTING DIVISION]

[APPROVING OFFICIAL] -

Contact: [CASE AGENT, telephone number  O00! 000-0000]

Approved By: {ADIC NAME  IF APPLICABLE]

[SAC NAME] DECIJLSSIFIED BY 551&#39;!9;&#39;I1HI&#39;UK.SP.,*�RIvI

[A533 mum] IIIH 06-01-200?

 coo name] 1076786

[ssn NAM]

Drafted By: [LAST, FIRST, MIDDLE NAME: INITIALS]

[U§�"�"Case"ID"#:~:!Sii [CASE FILE uuumznl  Pending!

T§Fle:. ! [SUBJECT]
 U1 """"" " [nxal [Arias IF APPLICABLE]

[IT/FCI - FOREIGN rowan};
[oo= osrxcn or ORIGIN]

Synopsis: {U} {NSLTTR} Approves the issuance of an Electronic

Communication Privacy Act IECPA! National Security Letter
 NSL!for toll billing records; provides reporting data; and, if

w
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To: [ srzvsnxus DIVISION] From: [DRAFTING n1v1s1on1
Rer~/. > [sass FILE nunssn, oo/oo/20011

necessary, transmits the NSL for delivery to the wire
communications service provider.

i_w"hwhmiC>§¬ Deriv : G�3
Declassify On: ars based on

information 1 EC]

[FULL/PRELIMINARY] Investigation Institutedri!B¬i[00/OOXZOO7]
R9iBrBnce;n9!§ ¬[CASE FILE NUMBER Serial XXX]
Enclosures:  U! Enclosed for [DELIVERING DIVISION or OFFICE OF

ORIGIN, depending on whether service is personal or through
restricted delivery service or far] is an NSL dated [O0/O0/2006],

addressed to [COMPANY POC NAME], [TITLE  if evaileb1e!], [CQMPANY
NAME]: [COMPANY ADDRESS - N0 P.O. BOX], [CITY, STATE - NO ZIP

CODE if using personal service], requesting the name, address,
length of service and local and long distance toll billing
records for the phone numbertsi listed.

Details? >[gé A [FULL/PRELIMINARI] [INTERNAEIONLL
TERRORI /F0 IGN COUNTERINTBLLIGENCE] investigation of subject,
a [USPER/NON-USPER], was authorized in accordance with the

Attorney General Guidelines because [Give a full explanation of

the justification for opening and maintaining the investigation
on the subject; barebones facts will not suffice and will cause

the request to be rejected for legal insufficiency]. These toll
billing records are being requested to [Fully state the relevance
of the requested records to the investigation].

~~*~~~~~~- �i This electronic communication documents the
[APPROVI O CIAL&#39;s] approval and certification of the enclosed

NSL. For mandatory reporting purposes, the enclosed NSL seeks

local and long distance toll billing records for [NUMBER OF]

telephone number s! from [telephone company #1]; [NUMBER OF]
telephone number s} from [telephone copany #2], etc. [In the
case of multiple phone numbers to the same telephone company, if
you know how many different persons attach to those phone
numbers, please state. Provide the USP status of all the persons
about whom the requests are seeking information, including the
subject of the investigation. In other words, do your best to

>j~<



_T0: [DELIVERING DIVISION] From: [DRAFTIHG DIVISION]
Re:--._>,<Q [cast FILE um-man, 00/00/2001]

give as much information as you can, for congressional reporting

purposes.]

 U! Arrangements should be made with the wire
communications service provider to provide the records
{personally to an employee of the DELIVERING DIVISION OR through
use of a delivery service or secure fax to OFFICE OF ORIGIN]
within [NUMBER OF] business days of receipt of this request. The
wire communications service provider should neither send the
records through routine mail service nor UtiliZ8�th6 name of the
subject of the request in any telephone calls to the FBI.

DISCLOSURE PROVISIONS

[Certification and Activation of the Nondisclosure Requirement:
There is no longer an automatic prohibition that prevents the
recipient of a National Security Letter from disclosing that the
FBI has requested the information. To activate the nondisclosure

requirement, the senior FBI official approving this EC must use
Option l below and include in the EC  but not in the NSL! a brief
statement of facts that justify the nondisclosure requirement.
Option 2 is to be used in all cases where Option 1 is not used.}

[Option 1 - Invoking Nondisclosure Requirement]

{U} In accordance with 18 U.S.C. § 2709 cJ I, the
senior official approving this EC, certify that a disclosure of
the fact that the FBI has sought or obtained access to the

information sought by this letter may endanger the national
security of the United States, interfere with a criminal,

counterterrorism, or counterintelligence investigation, interfere
with diplomatic relations, or endanger the life or physical safety
of a person.

""""""""""""" &#39;;P§£ Brief statement of the facts justifying my
certification in this case:

{Option 2 - Declining to invoke the nondisclosure requirement]

 U! I, the senior official approving this EC, have
determined that the facts of this case do not warrant activation

of the nondisclosure requirements under the applicable National
Security Letter statute.

%<
3



__ j i *1 ii 7&#39;

/

/ace
To: zonrxvznmc orvrsrom From: [DRAFTING nxvrszrom

Re:--_ >31� [case FILE NUMBER, 00/00/20011
92

92

[Include the next 2 paragraphs in all ECa.]

 U! Information received from a wire communication

service provider may be disseminated in accordance with the

Attorney General Guidelines on National Security Investigations
and Foreign Intelligence Collection and, with respect to
dissemination to an agency of the United States, only if such
information is clearly relevant to the authorized

responsibilities of such agency.

 U! Any questions regarding the above can be directed

to [CASE AGENT, telephone number �00! 000-0000].

92�?<
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 II! T0: [D LIVERING DIVISION] From: [DRAFTING DIVISION]
Re�.,__ [CASE FILE NUMBER, O0/00/2007]

LEAD s!�

Set Lead 1:

GENERAL COUNSEL

AT WASHINGTON, DC

 U! NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 2:  Info!

[QQUQQQRTERQQBLSQZCQUHEERIEIELL;§EHQ§/CYBERJ

AT WASHINGTON, DQ

 U! At [Unit] Read and Clear

Set Lead 3:

[D§LIYEB;§G_DIVI§;Q!r:lifeu§ins_eer=0n§leaerxisel

[Am [c112, grams]

 U! Deliver the attached NSL as indicated above.

Upon receipt of information from the wire communications service

provider, [DELIVERING DIVISION] is requested to submit results to
the [DRAFTING DIVISION] and [OFFICE OF ORIGIN, if applicable].

O9
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__  &#39;

U.S. Department of Justice
,_|.n!l|_ _. ._-_g;.l:}&#39;_!&#39;92_

5&#39;2� M H7 Federal Bureau of Investigation
Washington, D. C. 20535-O00]

[omrrrue ozvrszom

[s-rare: zmonsss]

Icrrv, STATE, zn> coma]

[MDNTH, DAY, YEAR]

ALL I!-IFORHATIDN cmmumrv

[MR./MRS./MS.! [Complete name] HEREIN IS LFNELASSIFIED
[&#39;1&#39;ITLE, IF AVAILABLE] DATE 06-01-200? BY 65l?91DH1-5/I-ISR/R51
[NAME OF COMPANY]
[PHYSICAL STREET ADDRESS � NO P.O. BOX] 1076736
[CITY, STATE - NO ZIP CODE]

Dear [MR./MRS./MS.] [LAST NAME]:

Under the authority of Executive Order 12333, dated
December 4, 1981, and pursuant to Title 18, United States Code
 U.S.C.!, Section 2709  Section 201 of the Electronic

Communications Privacy Act of 1986!  as amended}, you are hereby
directed to provide to the Federal Bureau of Investigation  FBI!
the name, address, and length of service with respect to the

following telephone number{s!:

[provide either or both - 1! person s! to who the

telephone number s! is/was registered and/or 2!the
telephone number s!]

[NAME OP PERSON[S}]

[TELEPHONE NUMBER S!  O00! OOD"OOD!}:

[RELEVANT TIME PERIOD]: [ON SPECIFIC DATE]

or [FRO [SPECIFIC DATE] to

[SPECIFIC DATE] or [PRESENTII

If the time period noted above is to the "present,"
that term is intended to direct production of information to the
date of the processing of this letter. If providing information
to the date of processing is not feasible, please provide
information to the date of receipt of this letter.

In accordance with Title 18, U.S.C., Section 2709{b}, I
certify that the information sought is relevant to an authorized
investigation to protect against international terrorism or
clandestine intelligence activities, and that such an



be 7 7

[MRJMRSJMS] [COMPLETE NAMES]

investigation of a United States person is not conducted solely
on the basis of activities protected by the First Amendment to
the constitution of the United States.

[Certi£ication: The nondisclosure requirement is not an automatic
feature of the NSL. If the supporting EC for this NSL included
Option 1  Invoking the Nondiscloaure Requirement! then include
the language in the following 3 paragraphs in the NSL.]

In accordance with 18 U.S.C. 5 2709 c!�!, I certify
that a disclosure of the fact that the FBI has sought or obtained
access to the information sought by this letter may endanger the
national security of the United States, interfere with a -
criminal, counterterrorism, or counterintelligence investigation,
interfere with diplomatic relations, or endanger the life or
physical safety of a person. Accordingly, 18 U.S.C. § 2709 c!{l!
and �! prohibits you, or any officer, employee, or agent of
yours, from disclosing this letter, other than to those to whom
disclosure is necessary to comply with the letter or to an
attorney to obtain legal advice or legal assistance with respect
to this letter.

In accordance with l8 U.S.C. § 2709{c![3!, you are
directed to notify any persons to whom you have disclosed this
letter that they are also subject to the nondisclosure
requirement and are therefore also prohibited from disclosing the
letter to anyone else.

In accordance with 18 U.S.C- § 2TO9{c!�}, if the FBI
asks for the information, you should identify any person to whom
such disclosure has been made or to whom such disclosure will be

made. In no instance will you be required to identify any
attorney to whom disclosure was made or will be made in order to
obtain legal advice or legal assistance with respect to this
letter.

[Include the following language in all NSLs.]

In accordance with 18 U.S.C. § 3511 a] and  b}{l!,
you have a right to challenge this letter if compliance would be
unreasonable, oppressive, or otherwise unlawful, and you have the
right to challenge the nondisclosure requirement set forth above.

In accordance with 18 U.S.C. § 35ll c}, an unlawful
failure to comply with this letter, including any nondisclosure
requirement, may result in the United States bringing an
enforcement action.

2



[MRJMRSJMS] lcomruzrrs mamas]

You are directed to provide records responsive to this
letter [personally to a representative of the [DELIVERING
DIVISION] OR through use of e delivery service to [OFFICE OF
ORIGIN] OR through secure fax] within [xxxx] business days of
receipt of this letter.

Any questions you have regarding this letter should be
directed only to the [[DBLIVERING DIVISION] OR [OFFICE OF
0RIGIN],_depending on whether service is personal or through e
delivery service]. Due to security considerations, you should
neither send the records through routine mail service nor non-
secure fax, nor disclose the substance of this letter in any

telephone conversation.

Your cooperation in this matter is greatly

appreciated.

Sincerely yours,

[ADIC/SAC nmm]
[ASSISTANT DIRECTOR IN CHARGE]

SPECIAL AGENT IR cusses]

3
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 00/00/200?

To: General Counsel Attn: Julie Thomas

Deputy General Counsel, NSLB

[COUNTERTERRORISMI Attn: [UNIT]
COUNTERINTELLIGENCE/CYBER]

[REQUESTING OFFICE] Attn:SSA [SQUAD SUPERVISOR]

SA [CASE AGENT]

lorrrcz OF onronu Attn: SA [cnsz AGENT]

{Squad} [K1

[DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR]

[if using personal service! [Squad] [X]

From: [DRAFTING DIVISION]

[APPROVING OFFICIAL]

Contact: [CASE AGENT, telephone number {O00} 000~0O00]

Approved By: [ADIC NAME  IF APPLICABLE]

[SAC NAME]

[ASAC NAME] _

[CDC mum] E§I3§2?§§g�¬g?BY s.s1?9:nm1,&#39;1<$R;Rm
[SSA HAM]

1076786

Drafted By: [LAST, FIRST, MIDDLE NAME: INITIALS]

U - H_H.H"I J Case ID #¬&#39; Exi [CASE FILE NUMBER] {Pending}
 U1 &#39;.l�it1.a-:-- X; [SUBJECT]

[mm] [ALIAS IF APPLICABLE]

[IT/FCI � ronzxcm POWER]:

[0O: orrrcn or oarsrm

Synopsis:  U! {NSLTTR! Approves the issuance of an Electronic

Communication Privacy Act  ECPA! National Security Letter
 NSL!for toll billing records; provides reporting data; and, if

SECRET
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�é
To: [DELIVERING o:v1s1on1 From: ionnrrrus o1v1s1ou1

Re: :§<:[cAss FILE nunssn, 00/00/20011
necessary, transmits the NSL for delivery to the wire
communications service provider.

&#39; :>§¬ IH;;;iv;d�Fnmni_t§-3 4
Declassif &#39; - s based on

~��"���" information in

{ruin/Pnzr:n:nini1&#39;1nvasu1gati¢n Instituted::!�¬ [00/00/20071
Referencew-:>�¬:[CASE FILE NUMER Serial XXX]
Enclosures:  U! Enclosed for [DELIVERING DIVISION or OFFICE OF

ORIGIN, depending on whether service is personal or through
restricted delivery service or fax] is an NSL dated [O0/00/2006],
addressed to [COMPANY POC NAME], [TITLE  if avai1able!], [COMANI
NAME], [CMPANT ADDRESS � NO P.O. BOX], {CITY, STATE - NO ZIP

CODE if using personal service], requesting the name, address,
length of service and local and long distance toll billing
records for the phone numberisl listed. &#39;

Details: :}§i A [FULL/PRELIMINARY] [INTERNATIONAL -
TERRORISMYFOREIGN COUNTERINTELLIGENCE] investigation of subject,
a [USPER/NON-USPER], was authorized in accordance with the

Attorney General Guidelines because [Give a full explanation of

the justification for opening and maintaining the investigation
on the subject; barebones facts will not suffice and will cause

the request to be rejected for legal insufficiency]. These toll

billing records are being requested to [Fully state the relevance
of the requested records to the investigation].

"�""" � :!§i: This electronic communication documents the
[APPROVING OFFICIAL&#39;s] approval and certification of the enclosed

NSL. For mandatory reporting purposes, the enclosed NSL seeks

local and long distance toll billing records for [NUMBER OF]
telephone number s! from [telephone company #1]; [NUMBER OF]
telephone number s! from [telephone company #21, etc. [In the

case of multiple phone numbers to the same telephone company, if
you know how many different persons attach to those phone
numbers, please state. Provide the USP status of all the persons
about whom the requests are seeking information, including the
subject of the investigation. In other words, do your best to

EB-Pé
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To: [0 LIVERING DIVISION} From: [nnnrwmc DIVISION]Re: ><!:[cAsE FILE mamas, 00/00/20011
give as much information as you can, for congressional reporting

purposes.]

[U] Arrangements should be made with the wire
communications service provider to provide the records
[personally to an employee of the DELIVERING DIVISION OR through
use of a delivery service or secure fax to OFFICE OF ORIGIN]

within [NUMBER OF] business days of receipt of this request. The
wire communications service provider should neither send the

records through routine mail service nor utilize the name of the
subject of the request in any telephone calls to the FBI.

DISCLOSURE PROVISIONS

[Certification and Activation of the Nondisclosure Requirement:
There is no longer an automatic prohibition that prevents the
recipient of a National Security Letter from disclosing that the
FBI has requested the information. To activate the nondisclosure

requirement, the senior FBI official approving this EC must use
Option l below and include in the EC  but not in the NSL] a brief
statement of facts that justify the nondisclosure requirement.
Option 2 is to be used in all cases where Option 1 is not used.]

[Option 1 - Invoking Nondisclosure Requirement]

 U! In accordance with 18 U.S.C. § 2709{c} I, the

senior official approving this EC, certify that a disclosure of
the fact that the FBI has sought or obtained access to the

information sought by this letter may endanger the national
security of the United States, interfere with a criminal,

counterterrorism, or counterintelligence investigation, interfere
with diplomatic relations, or endanger the life or physical safety
of a person.

"&#39; &#39;:}¬i:Brief statement of the facts justifying my
certification in this case:

[Option 2 - Declining to invoke the nondisclosure requirement]

 U! I, the senior official approving this EC, have
determined that the facts of this case do not warrant activation

of the nondisclosure requirements under the applicable National
Security Letter statute.

Q�
3
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 U, " To: [DELIVERING DIVISION] From: [DRAFTING DIVISION]
Re:>@ [case FILE ummnn, 00/00/200?]

[Include the next 2 paragraphs in all ECs.] &#39;

 U! Information received from a wire communication

service provider may be disseminated in accordance with the

Attorney General Guidelines on National Security Investigations

and Foreign Intelligence Collection and, with respect to
dissemination to an agency of the United States, only if such
information is clearly relevant to the authorized
responsibilities of such agency. ~~-

&#39; {U} Any questions regarding the above can be directed

to [CASE AGENT, telephone number �00! O00-0000].

?j<
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To: [n LIVERING nrvrsroul From: [nnnrmrna orvrsroulI"? Re: j>§ f[CASE FILE uuuesn, 00/00/20011
LEAD  8!:

Set Lead 1:

GENERAL QOUNSEL

AT WASHINGTON, DC

I  UY&#39; NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting

requirements for NSLs.

Set Lead 2:  Info!

[COUHTERTERRQBISMZCQQNTERIHQQLL1GENC§lQ§B5B]

AT WASHINGT NO DC

 U! At [Unit] Read and Clear

Set Lead 3: -

[DELIVERING DIVISIOE - if_g;iggwpnr§onalrservical

[LE ICITY, STATE]

 U! Deliver the attached NSL as indicated above.

Upon receipt of information from the wire communications service

provider, [DELIVERING DIVISION] is requested to submit results to
the lnnarwznc nrvrsron] and [orrrcz or onrcru, if applicable].

00
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1-2003]

FEDERAL BUREAU OF INVESTIGATION

Prumdume:ROUTINE Date: O4/ll/2006

To: Counterterrorism Attn: AD, DAD

Counterintelligence AD, DAD

Cyber Acting AD, DAD

All Field Offices ADIC

SAC

CDC

From: Office of the General Counsel

National Security Law Branch L351 Roo@_§$lDQ_ _wContact: l W Z �Z DDDD
. T� * D f C Ct C D h.LL&#39;l!~I&#39;1;�7E|D.Fi&#39;1�14;TI923§,uCET~1&#39;1;liai�bTI£iI;

Approved By. Caproni Valerie E HEREIN I5 UNCLASSIFIED
H�-� O� W113�? T mm: as-0-moo? BY ssiis/mm/1<sR;Rv

1076786

Drafted By: ___ _

Case ID #: 319X*HQ~A148772O~OGC

Title: LEGAL ADVICE AND OPINIONS:

FBI POLICY RE REIMBURSEMENT OF COSTS TO RECIPIENTS

OF NATIONAL SECURITY LETTERS

Synopsis: Provides guidance to the field as to the establishment
within the FBI of a uniform policy with respect to reimbursement
of costs to recipients of National Security Letters {NSLs! for
the production of information responsive to NSLs. This guidance
provides that where the authorizing statute requires
reimbursement, clearly we will continue our practice of paying.
where the authorizing statute does not reference any form of
reimbursement, then the FBI will not pay for the information.

Details:

Four statutes that provide for the issuance of National
Security Letters vary in their provision for reimbursement of
costs to recipients of NSLs for production of information
responsive to NSLs. The Electronic Communications Privacy Act
 ECPA!, 18 U.S.C. § 2709, does not provide for reimbursement of
costs; thus, there is no legal obligation to pay for toll
billing/subscriber records or electronic communication
transactional records to which the statute applies. The Right to
Financial Privacy Act  RFPAI, 12 U.S.C. § 3415, requires



To: Counterterrorism From: Office of the General Counsel

Re: 319X�HQ-A14B7?20�OGC O4/11/2006

reimbursement of costs for information obtained from financial

institutions to which NSLs are issued under Section

34l4{a!{5![A!; Title 12, Code of Federal Regulations [CFR!, Part
219, and Appendix A, provides a reimbursement of costs schedule�
The Fair Credit Reporting Act £FCRA}, l5 U.S.C. § 1681u, requires
reimbursement of costs for financial institution listings and
consumer identifying information obtained from credit reporting
companies but no reimbursement schedule has been promulgated.2
Its counterpart, FCRA, Section 1681v, enacted as part of the 2001
USA Patriot Act, providing for full credit reports in
international terrorism cases, does not authorize reimbursement

of costs.

Variations in Cost geimbursemant Policy Among FBI Field_O§ficgg

The differences in the payment provisions of the NSL
statutes have caused field offices to adopt varying policies as
to whether they pay bills that are submitted by NSLs recipients
when bills are submitted by RFPA NSL recipients, the rules are
clear. Field offices must and do pay for such NSLs based on the
reimbursement of costs schedule set out in the CPR, when bills

are submitted by ECPA NSL recipients, where reimbursement is not
required, some field offices pay the bills as submitted, others
negotiate the amount of the charge, and others flatly refuse to
pay. As to credit reporting companies responding to 16B1v NSLs,3
at least one such company submits bills which, to date, we have
paid. with respect to credit reporting companies responding to
16Blu NSLs, at least two have a policy of submitting bills, which
we pay or intend to pay. While there is no fee schedule

&#39; RFPA, Section 3415 provides that "a Government entity shall pay to the
financial institution assembling or providing financial records pertaining to
a customer and in accordance with procedures established by this chapter a fee
for reimbursement of costs as reasonably necessary and which have been
directly incurred in searching for, reproducing, or transporting books,
papers, records, or other data required ro requested to be produced. The
Board of Governors of the Federal Reserve System shall, by regulation,
establish the rates and conditions under which such payment shall be made.
Under 12 C.F.R. 5219.3, Appendix A, a fee schedule has been adopted, under
which photocopying is reimbursable at $.25 per page and searching is

reinbursable at $11 per hour for clerical staff.

2 FCRA, Section 1681u e! provides that "[t]he Federal Bureau of
Investigation shall, subject to the availability of appropriations, pay to the
consumer reporting agency assembling or providing report or information in
accordance with procedures established under this section a fee for

reimbursement for such costs as are reasonably necessary and which have been
directly incurred in searching, reproducing, or transporting books, papers,
records, or other data required or requested to be produced under this
section."

3The three major credit reporting companies are Experien, Transunion,
and Equifax.



To: Counterterrorism From: Office of the General Counsel

Re: 3l9X~HQ�Al48772O�OGC O4/ll/2006

established, the fees that are or will be charged by credit
reporting companies for l681u requests are approximately ten
dollars, which appears reasonable, as well as in line with the
hourly rate set by the RFPA schedule.�

The Problem to be Addressed by this Guidance

Having canvassed FBI field offices as to whether they would
like to see the FBI adopt a uniform policy with respect to
reimbursement of costs of NSL recipients, the Office of the
General Counsel EOGC! has determined that field offices do in

fact want a uniform policy. That is the genesis of this
guidance. However, since this is an operational issue and not a
legal issue, OGC has also obtained the concurrence of the FBI�s
Counterterrorism Division, Counterintelligence Division, and
Cyber Division that a uniform policy is desirable. Thus, this
guidance is intended to create a uniform policy as to
reimbursement of costs of NSL recipients, the creation of which
uniform policy is particularly crucial with respect to those
statutes which do not provide for compensation, such as ECPA and
FCRA Section l68lv.

Reimbursement Qf�CostsU;ncurred by ECPA_NSL recipients

The FBI hereby adopts the policy that, since it has no legal
obligation to reimburse costs incurred by an NSL recipient in
producing information sought by an ECPA NSL, that it will not pay
bills that are submitted by ECPA NSL recipients for such
information. Its position is supported by the fact that the BCPA
specifically provides for certain instances in which compensation
to recipients of legal process is available. Those enumerated
provisions do not include Section 2?09.5 Further, since certain
NSL statutes do contain reimbursement provisions, it is clear
that when Congress so intended, it did in fact enact such a
provision. While there is not necessarily any obvious rationale
to the determination of which NSL statutes contain reimbursement

provisions, the fact is that Congress has had opportunities to
remedy what may have b &#39; � &#39; �

has not done so

� Transunion currently charges ten dollars for 1681u requests, but does
not charge for 1681v requests. Experien currently charges $9.20 per report.

5Title 18, Section 2706{a} of ECPA provides for a reimbursement fee for
obtaining "the contents of communications, records, or other information under
Sectiv� 2792, 2703, or 2704,� except the provision does not apply, per section
2706�!, �with respect to records or other information maintained by a
communications common carrier that relate to telephone toll records and
telephone listings obtained under section 2703 of this title. The court may,
however, order a payment as described in subsection Ia} if the court
determines the information required is unusually voluminous in nature or
otherwise caused an undue burden on the provider."
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To: Counterterrorism From: Office of the General Counsel

Re: 319x-�HQ�A1487?20�occ 04/11/2006 by

Further, to the extent that bills for reimbursement

submitted by carriers in the past have been paid by field
offices, they presumably have been done so on the theory that
payment will encourage cooperation and responsiveness to an NSL
request. Inasmuch as the NSL statutes were revised by the USA
PATRIOT Act Improvement and Reauthorization Act of 2005 to
provide for an enforcement mechanism, there is less of a need for
the FBI to seek voluntary cooperation of carriers by providing
payment to which the carriers are not legally entitled.

Enclosed is a model letter that field offices may want to
use in response to requests for payment. These letters may
assume particular importance when addressed to carriers who to
date have received reimbursement and suddenly find themselves cut
off from reimbursement under the new FBI policy.

Reimbu;sgmeptIof_Costs_Incu;;ed:bym§Q§§_Section l681ygNSL
Recigients

b5

1

At the current time, Transunion does not charge for l681v
NSL requests.

Reimpnrsementlof Qpsts;Incg;red by FCRQ Sgq§iOn 16B1u �$L
Recipients

While FCRA Section 1681u provides for compensation for NSLs,
there has yet to be promulgated a schedule of such fees. Inasmuch
as a separate fee schedule has not been adopted, it is logical
that the fee schedule adopted for RFPA NSLs be the basis of

� � WTEEJH  E ]7*&#39; r7�__ __ jil f if l ; _

b2
b7E

Z ,7 Z _iZ __W _ __ __, there
also be fTex1BiIity Eh hou| [offices handle

such bills. We recommend that they coor inate with one another
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To: Counterterrorism From: Office of the General Counsel

Re: 3l9X�HQ�Al487720�OGC O4/11/2006

so that the compen2E523Elé21uniiorm__as_uell_as_oenerallu_io_LiTe
b5 iwilhiths BEBE £22 Xe i� ,e;, e~ :_ e �e

b2
b7E

Conclusion .

OGC recognizes that field offices are likely to need further
guidance when faced with particular scenarios. There may be
situations in which lack of compensation is unduly harsh in light
of the burden placed on the carrier by an NSL request. Such
situations may be addressed on a case�by�case basis.�

To the extent that there are repercussions with respect to
the compliance with NSLs, we do now have in place an enforcement
mechanism for NSLs via the recently enacted USA PATRIOT Act
Improvement and Reauthorization Act of 2005. That statutory
authority should serve to ameliorate the possible adverse
consequences that might ensue at the onset of this new policy.

Any questions about the issues set forth above sh
be addressed to field office Chief Division Counsel or to

51¢ in the National Security Law Branch  �7l
80

[:1

LEIUJIS!:

Set Lead 1:  Adm!

ALL BECEIVING OFElQ§§

Distribute to all supervisory personnel involved in
the investigation of counterintelligence, counterterrorism, and
cyber cases.

� Ms. Caproni
� Mr. Hulon

b6 - Mr. Berezna
sac -

O9

6 . .. . .
This flexibility is conceptually analogous to the provision of ECPA,

Section 2706, which authorizes oourt�ordered compensation when a criminal
legal process seeking telephone records is especially burdensome. See
footnote 5.



SUGGESTED FORM LETTER TO NSL RECIPIENT

ALL INFORPIATIDN CONTAINED

I-[EREILI I3 UNCLASSIFIED

[Name and address of NSL recipient] -nrmImam-movsrssrwxmmuonwm

W 1073946
RB: Cost Reimbursement for National Security Letter

Invoice No:  if relevant!

Invoice Dated:  if relevant!

Dear  POC!,

This letter references the above invoice directed to

this office in which you request payment for producing records to
the FBI in response to am§ational Security Letter  NSL! issued on
[Date of Issuance].

The federal statute under which the NSL to your company
was issued,[Electronic Comunications Privacy Act  ECPA!, 18
U.S.C. § 2709, or Fair Credit Reporting Act, 15 U.S.C. § 1681v],
does not authorize cost reimbursement. [FOR ECPA: While certain

other methods of legal process are subject to cost reimbursement
under ECPA, Section 2?06, the enumerated list of provisions does
not include Section 2709.] [For FCRA: While certain other

methods of legal process are subject to cost reimbursement under
FCRA, including Section l681u, there is no such comparable
provision for cost reimbursement for Section 168lv.] Therefore,
absent a specific provision providing for cost reimbursement, no
entity or person is entitled to reimbursement for complying with
federal legal process. Hprtado_viiQnited_§tates, 410 U.S. 578
�973!.

Therefore, it is the FBI&#39;s position that cost
reimbursement for NSL compliance is not specifically authorized
under {ECPA Section 2709 or FCRA Section 1681v].

[TO BE USED FOR RECIPIENTS WHO HANE BEEN REIMBURSED IN

THE PAST: We recognize that in the past, your company may have
been reimbursed for compliance with NSLs. However, the FBI has
reevaluated its position in that regard and determined that in
order to assure fair and equal treatment of all NSL recipients, a
uniform posture is required as to the appropriateness of
reimbursing recipients of NSLs for their compliance in the
absence of statutory authorization for such reimbursement. The
FBI has decided that payment is not appropriate in these
circumstances.]
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Please feel free to contact the undersigned should you
wish to discuss this further. This office greatly appreciates
your timely compliance with NSL requests, which assists us in
fulfilling our investigative responsibilities and efforts to
further the national security interests of this country.

Sincerely yours,

{NAME or SAC or SSA]

{Positionl
[Name of Field Office]
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1 lLS.DeparunenlofJus�ce_ ml . _�.. =Z�.1;,-=:!_,~.. _

I;  . I
&#39;Q3 }¢g- FederalBureau oflnvesugauon
way»

Washington, 0. c. 20535-0001 l

[DRAFTING DIVISION]
[STREET ADDRESS]
[CITY,STATE, ZOP CODE]

[MONTH DAY, YEAR]

IM./MRS/M$.] [COMPLETE POC NAME]
[TIIrLEf IF AVAILABLE] � ALL IHFGPHRTIDN CONTAINED
[COMPANY ml HEREIN I5 UNCLLSSIFIFED � I

[CITI, STATE - N0 ZIP CODE] 1075735

DEAR [MR./MRS./MS.] [LAST NAME]:

Under the authority of Executive Order 12333, dated
December 4, 1981, and pursuant to Title 12, United States Code
 U.S.C.!, Section 34l4 a}{5!, you are hereby directed to produce
to the Federal Bureau of Investigation  FBI! all financial
records pertaining to the customer s! and/or accounts listed
below:

NAMEIS! [if available]

ACCOUNT NUMBER s!: [if available]

SOCIAL SECURITY NUMBER{S!:[if available]

DA&#39;1&#39;E S! or BIRTH: [if available]

[FOR PERIOD FROM INCEPTION TO PRESENT]

or

[FOR PERIOD FROM [SPECIFIC DATE] TO [SPECIFIC DLEE1

or IPRESENTI]

Please see the attachment following this letter for the
types of information that your financial institution might
consider to be a financial record.

If the time period noted above is to the "present,"
that term is intended to direct production of information to the
date of the processing of this letter. If providing information
to the date of processing is not feasible, please provide
information to the date of receipt of this letter.
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[M./MS./MS./ COMPLETE NAME]

In accordance with Title 12, U.S.C. Section

34l4{a![5![A}, I certify that these records are sought for

foreign counterintelligence investigation purposes to protect
against international terrorism or clandestine intelligence
activities, and that such an investigation of a United States
person is not conducted solely on the basis of activities
protected by the First Amendment to the Constitution of the
United States.

In accordance with Title-12; U.S.C., Section 3403{b!, I

certify that the FBI has complied with all applicable provisions
of the Right to Financial Privacy Act.

[Certification: The nondisclosure requirement is not an automatic
feature of the NSL. If the supporting EC for this NSL included
Option 1  Invoking the Nondisclosure Requirement! then include
the language in the following 3 paragraphs in the NSL.]

In accordance with 12 U.S.C. S 3414 a}�J D!, I

certify that a disclosure of the fact that the FBI has sought or
obtained access to the information sought by this letter may
endanger the national security of the United States, interfere
with a criminal, counterterrorism, or counterintelligence
investigation, interfere with diplomatic relations, or endanger
the life or physical safety of a person. Accordingly, 12 U.S.C.
§ 34l4 a!{5! D! prohibits you, or any officer, employee, or agent
of yours, from disclosing this letter, other than to those to
whom disclosure is necessary to comply with the letter or to an
attorney to obtain legal advice or legal assistance with respect
to this letter.

In accordance with 12 U.S.C. § 3414 a!{5}{D} iii!, you
are directed to notify any persons to whom you have disclosed
this letter that they are also subject to the nondisclosure
requirement and are therefore also prohibited from disclosing the
letter to anyone else.

In accordance with 12 U.S.C. § 34l4 a}�] D] iv}, if
the FBI asks for the information, you should identify any person
to whom such disclosure has been made or to whom such disclosure
will be made. In no instance will you be required to identify
any attorney to whom disclosure was made or will be made in order
to obtain legal advice or legal assistance with respect to this
letter.

[Include the following language in all NSLs.]

2
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1-__ 1|

[M./MRS./MS./ COMPLETE NAM]

In accordance with 18 U.S.C. § 35ll{a! and  b}�!, you
have a right to challenge this letter if compliance would be .
unreasonable, oppressive, or otherwise unlawful and the right to
challenge the nondisclosure requirement set forth above.

In accordance with 18 U.S.C. § 3511�!, an unlawful

failure to comply with this letter, including any nondisclosure
requirement, may result in the United States bringing an
enforcement action.

�"d The FBI does not intend to suqgest,_by�the service of
.rmN§Lemem. ;1;i. I

[W _ _ dl the non-disclosure provision set
forth abovejprohibitsrthe HLSCIOSUEE of the fact of &#39;Further, should you decide to consider[�:ii:fffiff;:::]

e FBI requests that you please notify the e ow poin
o t prior to takin such action, inasmuch as 1t_1s _ _ Z
expected that informationj _ _ i i I

L r -_ ._ ._ ._  I __}
You are directed to provide records responsive to

this letter [personally to a representative of the [DELIVERING
DIVISION]_OR through use of a delivery service to the [OFFICE OF
ORIGIN] OR through secure fax] within [xxxx] business days of
receipt of this letter.

Any questions you have regarding this letter should
be directed only to the [IDELIVERING DIVISION] OR [OFFICE OF
ORIGIN],_depending on whether service is personal or through e
delivery service or fax]. Due to security considerations, you
should neither send the records through routine mail service nor
disclose the substance of this letter in any telephone
conversation.

Your cooperation in this matter is greatly
appreciated.

3
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Sincerely,

IADIC/SAC NAME]
[ASSISTANT DIRECTOR IN

CHARGE]
SPECIAL AGENT IN CHARGE]

*-

92 �1
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 00/00/2007

To: General Counsel Attn: Julie Thomas

Deputy General Counsel, NSLB

[COUNTERTERRORISM/ Attn: [UNIT]
COUNTERINTELLIGENCE/CYBER]

[REQUESTING OFFICE] Attn: SSA [SQUAD SUPERVISOR]
SA [case AGENT]

[OFFICE OF ORIGIN] Attn: SA [CASE AGENT]
I5QUAD1 [X1

[DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR]
 if using personal service}

From: [nnnrmruc nxvzszonl

[APPROVING OFFICIAL]

[$QURD] [X]

Contact: [CASE AGENT, telephone number �00! 000-0000]

Approved By: [ADIC NAM, IF APPLICABLE]
[SAC NAME]

[ASAC NAM]

[CDC NAME]

[SSA NAME]

Drafted By: ILABT, FIRST MIDDLE: INITIALS]

[CASE FILE NUMBER]  Pendin ! IEIECLASSIFIED BY |55l79_-"DI�H&#39;!/&#39;K$RIRIi

~~ �Title; m¬§  [suaancrl
9 uu as-u?-2001

[AKA] {AL1As, IF APPLICABLE] 1075735
[IT/FCI - FOREIGN rowan]
[OO: OFFICE OF ORIGIN]

Synopsis:  U! [NSLFR! Approves the issuance of an Right to Financial
Privacy Act  RFPA} National Security Letter  NSL! for financial
records; provides reporting data; and, if necessary, transmits the NSL
for delivery to the financial institution.

SECRET

��;>§¬: �kberive Frm : G-3
Declaeeify . 0- 3 bagggl on

n crma &#39; �n the EC]
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To: [c-rn/co] From: Innarrruc nzwrszon]

Re: On? [cast FILE NUMBER, 00/00/20011
/

[FULL/PRELIMINARY] Investigation-Instituted:9>%¬ O0/00/2007
Reference:  [case FILE ummrn ssnnu. xxx]
Enclosure s!:  U! Enclosed for [DELIVERING DIVISION or OFFICE OF
ORIGIN, depending on whether service is personal or through restricted
delivery service] is an NSL dated [00/00/2006], addressed to ICOMEANY
POC NAME], [TITLE  if available!], [COMPANY NAME], [COPANY RDDRESS -
NO P.O. BOX], ECITY, STATE - NO ZIP CODE if using personal service],
requesting financial records of the customer listed.

DetailsE�"}%§i A [FULL/PRELIMINARY] [FOREIGN COUNTERINTELLIGENCEI
INTERNATIONAL TERRORISM] investigation of subject, a [U.S. PERSON/NON-
U.S. PERSON], was authorized in accordance with the Attorney General
Guidelines because [Give a full explanation of the justification for
opening and maintaining the investigation on the subject; barebones
facts will not suffice and will cause the request to be rejected for
legal insufficiency]. These financial records are being requested to
[Fully state the relevance of the requested records to the

investigation].

~~~~~�""":}§[ This electronic communication documents the [APPROVING
OFFICIAL&#39;s] approval and certification of the enclosed NSL. For
mandatory reporting purposes, the enclosed NSL seeks financial records
for [NUMER OF] [individual sl/account s!] from [financial institution
#1]; [NUMBER OF] [individual s!/accounts] from [financial institution
#2], etc. [In the case of multiple accounts to the same financial
institution, if you know how many different persons attach to those
accounts, please state. Provide the USP status of all the persons
about whom the requests are seeking information, including the subject
of the investigation. In other words, do your best to give as much
information as you can, for congressional reporting purposes.]

 U1 Arrangements should be made with the financial
institution to provide the records [personally to an employee of the
DELIVERING DIVISION OR through use of a delivery service or secure fax
to OFFICE OF ORIGIN] within [NUMBER OF] business days of receipt of
this request. The financial institution should neither send the.
records through routine mail service nor utilize the name of the
subject of the request in any telephone calls to the FBI.

DISCLOSURE PROVISIONS

[Option 1 - Invoking Nondisclosure Requirement]

@<
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To: _[C?D/CD] From: [DRAFTING DIVISION]
Re. U! - >1-�K [cast FILE ummsn, 00/00/20011

 U! In accordance with 12 U.S.C. § 34l4 a!�! D!, I, the

senior official approving this EC, certify that a disclosure of the
fact that the FBI has sought or obtained access to the information
sought by this letter may endanger the national security of the United
States, interfere with a criminal, counterterrorism, or
counterintelligence investigation, interfere with diplomatic relations,
or endanger the life or physical safety of a person.

H-~-_~~~"";Ei Brief statement of the facts justifying my certification
&#39; " in this case:

[Option 2 - Declining to invoke the nondisclosure requirement]

 U! I, the senior official approving this BC, have determined
that the facts of this case do not warrant activation of the

nondisclosure requirements under the applicable National Security
Letter statute.

[Include the next 2 paragraphs in all ECs.]

 U! Information received from a financial institution may
be disseminated in accordance with the Attorney General Guidelines for
FBI National Security Investigations and Foreign Intelligence
Collection, and, with respect to dissemination to an agency of the
United States, only if such information is clearly relevant to the
authorized responsibilities of such agency.

 U! Any questions regarding the above can be directed to
[CASE AGENT, telephone number �00! 000-0000].

>§<
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To: jCTD/CD] From: [DRAFTING DIVISION]

 U? &#39;Re:- iii {case FILE NUMBER, 00/00/2007]

LEADIB!:

Set Lead 1:  Action!

GENERAL COUNSEL

AT WASHIEGTON, DC

 U! NSLB is requested to record the appropriate information
needed to fulfill the Congressional reporting requirements for NSLs.

Set Lead 2:  Info!

[QOUBTEREERRORISMICOUHTERINTELLIGENCE/CYBEQ]

AT WASHINGTON, DC

 U! At [Unit] Read and Clear

Set Lead 3:  Action!

sLgsiryzarqo4p1v1§;9u_;*ir%g ing_person;1 sergige]

[A C T STATE]

{U} Deliver the attached NSL as indicated above. Upon
receipt of information from the financial institution, [DELIVERING
DIVISION] is requested to submit results to [DRAFTING DIVISION] and
[ossxcm or onrszu, if applicable].

GO

I-IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII-I-IiIIIIIIII
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/9/2006

TO: All Divisions Attn: ADIC, AD, DAD, SAC, CDC

From: Office of the General Counsel National Security Law
Branch ~��� *� ~�, 4W ��� �� 1

Contact: l_ iw Tm f__ ___Z___� _�_W ti _ �_l
b, _ ALL INFORMATION CONTAINED
bgc Approved By. Mueller Robert S III HEREIN I5 WCLASSIFIED
b2 l &#39; � " � � W �  DATE III6�D&#39;?�ZlIIU&#39;? BY 551?�-%�PPU&#39;I.-�K5R/R75

Drafted By:

y 1076786
Case ID #: 319X�HQ-A148772O-OGC Serial 210

Title: NATIONAL SECURITY LETTERS

DELEGATION OF SIGNATURE AUTHORITY
DELEGATION OF NON-DISCLOSURE CERTIFICATION AUTHORITY

DELEGATION OF NON~DISCLOSURE RECERTIFICATION AUTHORITY

Synopsis: Delegates signature authority for National Security
Letters under the Electronic Communications Privacy Act, 18
U.S.C.§ 2709, the Fair Credit Reporting Act, 15 U.S.C. §§ l68lu
and l68lv, and the Right to Financial Privacy Act, 12 U.S.C. §
34l4 a!�!. Also delegates authority for certification of the
necessity for non�disclosure of such national security letters
and recertification of the necessity for non�disclosure of such
national security letters under the afore�mentioned statutes.

Details: The USA Patriot Improvement and Reauthorization Act of
2005  USAPA IRA! was enacted into law on March 9, 2006. It
provides for procedural changes in the issuance of national
security letters  NSLs!. It provides that in order for the FBI to
require that the recipient not disclose the fact of.the request,
the FBI must certify that certain harm may come were the request
to be disclosed. If challenged more than one year later, the FBI
must recertify that certain harm may come were the request to be
disclosed. Further, the USAPA IRA provides that the NSL
recipient may also challenge the receipt of the NSL itself. On
the other hand, the FBI now has explicit enforcement authority
ago contempt penalties that attach to unlawful noncompliance with
t e NSL.

Specifically, the USAPA IRA provides, with respect to
each of the NSL statutes set forth above, that a non�disclosure
requirement attaches to the NSL "[i]f the Director of the Federal
Bureau of Investigation, or his designee in a position not lower
than Deputy Assistant Director at Bureau headquarters or a
Special Agent in Charge in a Bureau field office designated by

IIIIIIIIIIIIIIiIIIIIIIIIIIIIIIIIIIIIIIIIIIIII�IIIIIIIII--------�-III-I



To: All Divisions From: OGC

Re; , O3/9f2006

the Director, certifies that otherwise there may result a danger
to the national security of the United States, interference with
a criminal, counterterrorism, or counterintelligence
investigation, interference with diplomatic relations, or danger
to the life or physical safety of a person.� Once such a
certification is made, if unchallenged, neither the recipient "or
officer, employee, or agent of {such recipient] shall disclose to
any person jother than those to whom disclosure is necessary to
comply with the request or an attorney to obtain legal advice or
legal assistance with respect to the request!" that the FBI has
sought or obtained access to the records.� �~-

There is a second non�disclosure certification provided
by the USAPA IRA. If there is a challenge to the non�disclosure
provision one year or more after the request is made, the
Director or his designee, as defined above, may terminate the
nondisclosure requirement or recertify that disclosure may result
in the harm enumerated above.2

Thus, via this EC, I am delegating the authority to
make the initial non�disclosure certification and any necessary
subsequent non�disclosure recertification. However, in order to
assure consistency between the persons to whom the non�disclosure
certifications are delegated and the persons to whom signature
authority is delegated, I am also revisiting the issue of the
personnel to whom signature authority for NSLs has been

delegated.

Since the enactment of the 2001 USA Patriot Act, which
expanded the scope and availability of national security letters,
I have issued several Electronic Communications delegating
signature authority for such investigative tools. In light of
the reorganization of the FBI, and specifically, the creation of
the National Security Branch, it has become necessary to revise

�The language in the USPAP IRA with respect to each of the NSL statutes is
identical, accounting for the different recipients, except that the language in
the 16Blv NSL statute applies to government agencies which conduct international
terrorism investigations, rather than only the FBI, and the designee provision
simply states that the government agency head or his designee may certify the
danger that would arise from disclosure. It does not otherwise place any
restrictions on the agency head&#39;s designee. However, for purposes of consistency,
the non�disclosure certification delegation for l681v will be made at the same
level as the non-disclosure certification delegations for the other NSL statutes

3 There is also a provision under which, if a challenge to the non-
disclosure provision is filed within one year of the request, a certification by
the Director of the FBI will be treated as conclusive unless the court finds that
the CGItlflC6LlOn was made in bad faith.

2
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To: All Divisions From: OGC

Re: , O3/9/2006

those delegations in order to assure that all persons with legal
authority to sign NSLs have in fact been delegated such
authority. Moreover, it also makes sense to have all such
delegations consolidated into one document.

Thus, the following delegations are being made for
purposes of providing signature authority for NSLs and also
providing the authority to initially certify as to the necessity
for non�disclosure of the NSL request and the authority to
recertify if the non�disclosure provision is challenged one year
or more after the request. Most_of the signature delegations
already are in effect, while those that are created by this BC
will be so noted. Nonetheless, this EC provides an exhaustive
list of all of those FBI persons with NSL signature authority and
non�disclosure certification and non�disclosure recertification

authority.�

Thus, as now permitted by ECPA, the FCPA, and the RFPA,
I hereby delegate certification signature authority, non-
disclosure certification authority and non�disclosure
recertification authority for NSLs to the following FBI
Officials:

1. The Deputy Director;

2. The Executive Assistant Director for

the National Security Branch;�

3. The Assistant Executive Assistant Director for

the National Security Branch;

3This EC consolidates, and to the extent set forth below, revises, the
delegations that took effect pursuant to the following ECs: 66F�HQ�A12S5972,
Serial 15, 66F-HQ�Al255972, Serial 31: 66F�HQ-Al255972, Serial 33; and 66F-HQ-
A1255972, Serial 35. The EC, 66F�HQ�Al255972, Serial 33, providing for delegation
of signature authority to The Senior Counsel for National Security Affairs is
hereby rescinded, as that position no longer exists. Those portions of 66F�HQ�
Al255972, Serials 31 and 35, which delegate signature authority to the Executive
Assistant Director for Counterterrorism/Counterintelligence, are hereby rescinded
as that position no longer exists.

I

�The delegations of signature authority to the Executive Assistant Director
and the Assistant Executive Assistant Director for the National Security Branch
are new delegations, as those positions have just recently been created.

3
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To: All Divisions From: OGC

Re; , 03/9/2006

4. The Assistant Directors and all Deputy
Assistant Directors of the Counterterrorism,

Counterintelligence,5 and Cyber Divisions;°

5. The General Counsel and Deputy General Counsel for
the National Security Law Branch:?

6. The Assistant Director in.Charge, and all SACs of
the New York, Washington D.C., and Los
Angeles field offices; and

7. The SACS in all other field divisions.

The NSLB is hereby authorized to issuance guidance with
respect to the revision of the national security letter statutes,
as well as the other changes encompassed by the USAPA IRA. One
point should be made here, however. The signature authority, the
initial non-disclosure certification authority, and the non-
disclosure recertification authority are separate authorities.
Because an NSL warrants signature does not necessarily mean that
it warrants inclusion of a non�disclosure provision. Because an
NSL once warranted a non~disclosure provision does not mean that
one year later, it continues to warrant a non�discloSure
provision. Such certifications should not and may not be made in
a perfunctory manner. There must be an assessment by the
individual who signs the NSL that there is a genuine need for
non�disclosure because one of the enumerated dangers may arise
from disclosure.

5 The Counterintelligence Division was denoted in its previous signature
delegation by its prior incarnation, as the National Security Division. See 66F-
HQ-h1255972, Serial 15. This delegation brings its designation terminology up to
date.

�While Counterintelligence Division and Cyber Division personnel are being
given signature and non�disclosure certification and recertification authority for
all NSLs, it is expected that they would rarely exercise that authority in the
case of l681v NSLs {which signature authority they have not had to date!, which
are limited to use in international terrorism investigations. It is possible,
although not likely to be a frequent occurrence, that a counterintelligence or
Cyber case may have an international terrorism aspect to it that would justify the
issuance of a 1681v NSL.

7The Deputy General Counsel for the National Security Law Branch was denoted
in its previous signature delegation by its prior incarnation, as Deputy General
Counsel for National Security Affairs. See 66F-HQ-A1255972, Serials 15, 31. This
delegation brings its designation terminology up to date.

4



To: All Divisions From: OGC

Re: , O3/9/2006

LEAD:

Set Lead 1:  adm!

1;92_LL RECEIVING OFFICES

Disseminate to personnel involved in CI, IT, and
Cyber operations and to other personnel as appropriate.

5
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FEDERAL BUREAU OF INVESTIGATION

Precedence: PRIORITY Date: 03/09/2007

To: All Divisions Attn: ADs

Prom: Records Management
RPAS/5334 _

Drafted By: OClair Debra Anne DATE 06-06-2013? BY 65l&#39;?9;�I1P1I&#39;i/Is°5R/RIJ

DADs
SACs

ADICs
ASACS
CDCs

Contact: Debbie O&#39;Clair, 202-
Approved By: Hooton William L

Caprgni Valerie E ALL INFORHATIDN CONTAINED
HREIH IS UNCLASSIFIED

Case ID #= 3l9W~HQ�Al4B�7699�R.MD 1076186

Title: PROCEDURAL AND OPERATIONAL ISSUANCES -

RECORDS MANAGEMENT DIVISION IRMDP

Synopsis: Provides immediate interim guidance related to records
management of National Security Letters {NSL1.

Details: The below guidance is provided as an immediate interim
solution to the proper recording of NSLs-

NSLTSI
NSLTTR
NSLESI
NSLETR
NSLFROriginal signed NSLs are to be sent to the recipient.
Record copies of the NSLs are to be uploaded in the investigative

{NSL
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To: All Divisions From: Records Management
Re: 319W-HQ-A1487699-RMD. 03/O9/2007

{issuing} office of the NSL in the "From" field when uploading
the NSL to ACS. For example if the Tampa Field Office SAC signs
off issuing an NSL for a Miami Field Office investigative case,
the "From" field in ACS should indicate Tampa even though the
Office of Origin is Miami.

In addition, reporting capability will be available
within the next several weeks which will allow offices to

generate reports of NSLs created by office, within a specified
date range to facilitate statistical reporting.

It should be noted this is an interim immediate

solution. Records Management Division {RMD} will host a working
group of Headquarters and field personnel on Wednesday, March 14,
2007, to develop a permanent solution which minimizes human error
and provides the necessary statistical reporting required.
Offices are invited to nominate names of conversant and well-

informed participants to attend this working group or participate
via video teleconference to RMD Assistant Section Chief, Debbie
O�Clair {via email!. it is not mandatory to nominate an
employee. and to ensure the working group is maintained at a
reasonable number, not every nominated employee may be selected,
but RMD seeks to ensure that the most affected stakeholders in

this issue, the field offices, are represented in devising a
resolution to this issue that is satisfactory to all.

2



To: All Divisions From: Records Management
Re: 319w-HQ-Al487699-RMD, 03/09/2007

LEAD B}:

Set Lead 1:  Action!

ALL RECEIVING OFFICE5

Implement use of new NSL document types within AC3,
assist and advise NSL records personnel in using the appropriate
NSL document type for each document and to use issuing office of
the NSL in the"�From� field in ACS.

Q6
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FEDERAL BUREAU OF INVESTIGATION

Precedence: PRIORITY Date: O4/O7/2006

To: &#39;All Divisions &#39;

From: Office of the General Counsel

t:.:| <20»
Approved By: Caproni Valerie El

Thcpmas Jtiliie F� ALL INFORIIATIDN cmrramrv
"&#39; � � * HEREIN Is tmctasatrtrn

DATE I36-tIIt5~2UU? BY 55l&#39;39.-&#39;DIl1&#39;lf1"5R-�R11!

Drafted By:
1076786

Case ID #= 319X�HQ~A1487720�OGC .

Title:  U! -USA PATRIOT ACT RENEWAL � NEW LEGISLATIVE CHANGES TO

FCI/IT LEGAL AUTHORITIES.

Synopsis:  U1 Summarizes recent changes to national security
legal authorities as a result of the "USA PATRIOT
Improvement; and Reauthorization Act of 2005  Public Law
109-177! and the "USA PATRIOT Act Additional

Reauthorizing Amendments Act of 2006" {Public Law 109-
178}, and describes the preliminary implementation

procedures.

De tails : The President signed the �USA PATRIOT Improvement and Reauthorization Act
of 2005"  USA PATRIOT IRA! and the �USA PATRIOT Act Additional Reauthorizing
Amendments Act of 2006" on March 9, 2006. The USAPA IRA makes permanent many of the &#39;
sunseting provisions of the USA PATRIOT Act.� Additionally, both laws make signi�cant
changes to many national security legal authorities, including National Security Letters  NSLs!
and certain PISA-related provisions, and impose new reporting requirements. Moreover, the
new laws make changes in several substantive criminal laws, some of which may have
implications in national security investigations.

The National Security Law Branch of the Office of General Counsel is issuing
preliminary guidance on those portions of the two laws relating to national security operations.
The following summarizes authorities contained in sections of the bills, to include a summary of
potential changes in FBI operational procedures. Recipients should note that this is only initial
guidance; more detailed explanations and procedures may follow in subsequent communications.

&#39; The USA PATRIOT Act refers to the �Uniting and Strengthening America by
Providing Appropriate Tools Required to Intercept and Obstruct Terrorism Act of 2001,� which
was signed into law on October 26, 200i.
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TO: All Divisions From: Office of the General Counsel

Re: 3l9X-HQ�A1¢l87720�OGC, O4/U7/2006

The USA PATRIOT Act Improvement and Reauthorization Act of 2005 is
organized into the seven titles. Title I, which carries the same title as the overall bill, contains
the signi�cant changes to the FBI�s national security tools? Titles II through VII contain several
other Acts and miscellaneous provisions:

- Title I - USA PATRIOT Improvement and Reauthorization Act

Title I makes most of the original sunset provisions of the original USA
PATRIOT Act permanent, though it creates new sunsets for the authorities in
section 206  PISA roving authority! and section 2I5  PISA access to business
records! of the USA PATRIOT Act, and section 600]  Lone Wolf provision! of
the Intelligence Reform and Terrorism Prevention Act of 2004. it also extends the
duration of several PISA tools. Additionally, it makes signi�cant changes to the
National Security Letter statutes. Finally, the USAPA IRA requires new
Congressional reporting of the use of national security tools.

- Title ll - Terrorist Death Penalty Enhancement

This portion of the USAPA IRA entitled the �Terrorist Death Penalty
Enhancement Act of 2005" makes adjustments to the death penalty procedures for
federal cases, including certain air piracy cases.

- Title III - Reducing Crime and Terrorism at America�s Seaports Act of 2005

This Title amends certain criminal statutes to strengthen maritime and seaport
safety.

- Title IV ~ Combating Terrorism Financing Act of 2005

This Title increases the penalties for terrorism �nancing, and adds new terrorism-
related provisions to the speci�ed unlawful activities that serve as money
laundering predicates  including operating an illegal money transmitting business,
such as the common �hawala� network!.

- Title V - Miscellaneous Provisions

As recommended by the WMD Commission, this Title creates a National Security
Division within the U.S. Department of Justice, which is to be led by an Assistant
Attorney General for National Security.

2 Congress drafted the USA PATRIOT Act Additional Reauthorizing Amendments Act
of 2006 after the USA PATRIOT Improvement and Reauthorization Act of 2005. Congress used
the USA PATRIOT Act Additional Reauthorizing Amendments Act of 2006 to make additional
adjustments to the nondisclosure provisions of FISA Business Records and National Security
Ilgetters contained in the USA PATRIOT IRA, and to add the �Privacy Protections for Library

atrons.�

2
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To: All Divisions From: Office of the General Counsel

Re: 319X�HQ�A1487?20~OGC. 04/U7/2006

Title VI ~ Secret Service Authorization and Technical Modi�cation Act of

2005

As the Title suggests, it modifies certain authorities of the Secret Service.

Q Title VII - Combat Methamphetamine Epidemic Act of 2006

This Title creates regulations for the control of precursor chemicals and enhances
the criminal penalties for methamphetamine production.

USA PATRIOT IMPROVEMENT and REAUTHORIZATION
ACT of 2005.

TITLE l -

This EC will not address the new sections of the USAPA IRA in sequence;
instead, the sections will be organized by national security tools.

SUNSET PROVISIONS

See. 102.. USA PATRIOT Act Sunset Provisions.

Section I02 repeals section 224 ofthe USA PATRIOT Act, making most of the
original sunset provisions pemianent. This section adopts a new 4-year sunset  December 31,
2009! for sections 206  roving authority! and 215  business records! of the USA PATRIOT Act.
The now pennanent provisions of the USA PATRJOT Act are the following:

92 _200lProvisiori �N I _ . _- .  �
li H  T W7� ll *7 C" T  O C J O C  W T 77 OT

Sections 201 8:202 3 Expanded*Titlfel predicates i i
V ,

eri mal investigations. 1

Section 204 �I Clari�cation of Intelligence Exceptions from Limitations on
. lnterception and Disclosure of Wire, Oral and Electronic

Communications.

n . .

Section 203 b! at  <1! A lzlnforiiiation sharing of foreign intelligence otitairied in Titleilll and 7;
_ W. .. 92

- usn PATRlOTAct �i -&#39; -�  DescriPti0nof.Provision

Section 20? 92 Extended duration of certain FISAs.

Section 209 i Seizure of voice mail with a search warrant.

Section 212 1 Emergency disclosures of e-mail and records by lSPs.
7 _ 7 ___ __ __ _ __ _�_ � �  _�� __ _ _ _ T_ _ _ YWYY S,

Section 2l4 S FISA pen/trap authority.
i Section 217 qnterception of computer trespasser communications. i

_ l

. Section 2 I 8 * Change in the probable cause  �signi�cant purpose"! standard of i
� FISA.
QT" Woof. . . A A fiestas? W ~ _ _ : K "W K H
l
6 Section 220 Nationwide search warrants for electronic evidence.

3



To: All Divisions From: Office of the General Counsel

Re: 3l9X~l&#39;lQ�Pt148T?2O-OGC, 04/O7/2006

Section 223 Civil liability for certain unauthorized disclosures.

Section  i i f Immunity for compliance with PIS! wiretap. 0

Procedural Changes: None at this time. If necessary, additional guidance may be
issued in the future.

- Q
i Ij&#39;0VlSlCtl1W _ W &#39; New Sunset Date , -

FISA Roving authority g i December 31,  i if

W? PISA Business Records_Authority f i December 31, 2009 _ if

Sec. 103. Extension of Sunset Relating to Individual Terrorists as Agents of a Foreign
Power.

Section 600l b! of the Intelligence Reform and Terrorism Prevention Act of 2004
 IRTPA! addressed the �lone wolf" terrorist by broadening the de�nition of the �agent of a
foreign power" for any person other than a United States person to include a person who
�engages in international terrorism or activities in preparation thereo f .� The USAPA IRA
extends the sunset of this provision 4 years  until December 31, 2009!.

Procedural Changes: None at this time. lf necessary, additional guidance may be
issued in the future.

i Provision >-  &#39; Y i u  J   ,&#39; New SunsetD&#39;atel-&#39;1 "F:
FISA �Lone Wolf� December 31, 2009

rrss nugigton cannons _

Sec. 105. Duration of FISA Surveillance on Non~United States Persons under Section
207 of the USA PATRIOT Act. &#39;

Section 105 extends the duration of both initiations and renewals of electronic

surveillance  PISA § l05 e!!, physical search  FISA § 304 d!!, and pen registerftrap and trace
surveillance  PISA § 402 e!! for agents of a foreign power who are not U.S. persons.

Procedural C lgnges Related to thegI92le_wglflS_§t__Durations: DOJ Office of
Intelligence Policy and Review will implement these changes to the FISA process. The new
durations for non-United States persons are reflected in the chart below. Overall, the new
durations should translate into considerable savings in FBI and OIPR resources.
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Re: 3l9X-*l&#39;lQ&#39;F&148?&#39;?2O�OGC, O4/O7/2006

FISA Technique . - - Non-USP lnitiations  - iiE;fo§iTi;;.;.1s - -
Electronic Sdriveiliance i *1 V days�! W ff i TM

Physical Search i T20 days 1 I 1 7 iyear 7 Vi

Pen registerftrapiand trace H _ lyear SK _ i_ Wil_year _ _

The initiations and renewals for United States persons will remain the same.

if W_ WPiIiSA%Tecluiiciue&#39; �x" W W T� USP_Ini_tiatior1s iii i  Ni T iJ�SjFlRenewalsii-iii:
"T Electronic Suweillmifeg 9&1 df[Y§:__ A 9iYdaiiSW_W*_i_gg_g

Physical Search 90 days i i WW WW 957d-i&#39;=tys 7
Pen registerltrapand trace i if  99 days Wig if �at]  T" K

EISA BUSINESS RECORD cannons�

Sec. I06. Access to Certain Business Records Under Section 215 ofthc USA PATRIOT

Act.

. Section 106 makes the following changes to Sections 501 and 502 of the Foreign
intelligence Surveillance Act  FISA! regarding access to 215 Business Records.

Procedural Llranges Related to FI_S_A_l_3_usiness Recgrclst FISA Business Records,
which have been the subject of much debate, have been modi�ed to contain more safeguards to
protect civil liberties and privacy. These safeguards include special procedures and approvals-for
certain types of tangible things  i.e., library records!, a directive to develop �minimization
procedures,� the recipient�s right to seekjudicial review of an order, and a recipient�s right to
disclose an order for the purpose of obtaining legal advice or for assistance in complying with the
order. The following charts surnrnarize signi�cant provisions in the new law.

Scope of FISA Business .. _&#39; - &#39; This authority may be used to obtain �any tangible things
Records authorityl;  .| . &#39;_  including books, records, papers, documents, and other
-_ _ -. __ _ _  .._;-&#39; .  iten1s!." This authority is broad, similar in scope to acriminal

.- - -  I _- grand jury subpoena.
.- .| ~ This authority requires additional procedures for certain special

. . - _ - &#39;-   categories of records  see below!.

3 The changes included in this section also include the changes made by section 3 and 4
of the �USA PATRIOT Act Additional Reauthorizing Amendments Act of 2006.�
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Re: All Divisions From: Office of the General Counsel

: 319X�HQ�A148772O�OGC, O4/07/2006

Special Categories of
Tangible Things

&#39; Special Categories:

L

Congress designated particular categories o_f records for special
procedures and approvals. The FBI will ElCi_]USl procedures to
account for the special designation.

Library circulation records, library patron lists, book sales
records, book customer lists, �rearms sales records, tax return
records, educational records, and medical record containing
information that would identify a person.

~ Approval Level for
special categories:

___ _ __._ _._j

i* Congressional Qversight
of special eategones: " &#39;

l

J

The Director of the FBI may delegate the authority to either -
- the Deputy Director of the FBI; or
- the Executive Assistant Director  EAD! for National
Security  or any successor position!.

No further delegation is allowed. g i

Attomey General must provide annual report  April! to the
House Judiciary Committee  HJC!, the House Permanent Select
Committee on Intelligence  l-IPSCI!, the Senate Judiciary
Committee  SJC!, and the Senate Select Committee on

Intelligence  SSCI!.

- Number of FISA business record orders granted modi�ed, or

i  W W  ll denied for the specialcategoriej oftangible_things._  _ _ W _

l Standard- Relevance:
FISA Business Record The FBl�s facts must show that there are �reasonable grounds to

believe that the tangible things sought are relevant to an
authorized investigation.�

- Presumptive Relevance -
Test: " &#39; &#39;

L; _ We _:___ we ___

l
l
The tangible things are presumptively relevant if the facts show
they pertain to �
� i! a foreign power or an agent of a foreign power;
 ii! the activities of a suspected agent of a foreign power who is
the subject of such authorized investigation; or
 iii! an individual in contact with, or known to, a suspected agent
of a foreign power who is the subject of such authorized
investigations..."

FISA Business Record ._
Order: " " -

&#39; The order must describe the tangible things with suf�cient
particularity to permit them to be fairly identi�ed.
~ Date for return - the order will contain a date on which the

tangible things must be provided.
&#39; Recipient must have a reasonable period of time to produce.
&#39; The Order may only require production of tangible things that
would be available with a grand jury subpoena or a District
Court order  in other words, privileges under the law will apply
to Business Record orders!. 1

�F
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�To: All Divisions From: Office of the General Counsel

Re: 319x-HQ-�A14B7720-OGC, O4/O7/2006

FISA Business Record-

Nlon-Disclosure Provision:
No person shall disclose the fact that the FBI has sought tangible

things. if i i .

� disclosure: -
- Exceptions to non- � A recipient may disclose a FISA Business-Record Order to �

�! persons to whom disclosure is necessary to comply;
�! an attorney to obtain legal advice or assistance with respect to
the production;
�! a person as permitted by the FBI Director  or designee!.

ll - Extension of _&#39; 1;"
nondisclosure to others�. l

- if the recipient discloses to another person  see exceptions
above!, the recipient shall notify the person of the nondisclosure
requirement. -
&#39; The person to whom disclosure is made shall be subject to the
nondisclosure requirement.
- The FBI director  or designee! may ask the recipient to identify
the other persons to whom disclosure of the Business Record
order will be made  except that the recipient does not have to
identify the attorney!.

i Judicial Challenge of FISA
p Business Record authority:

- Challenging the order: . -

ll &#39; l

l
l

up

- t

l

The recipient of a PISA Business Record order may challenge
the legality of the order in the Foreign lnteiligence Surveillance
Court.

- Recipient may move to modify or set aside the order.
- FISC may grant the rnotion only ifthe order does not meet the
requirements of FISA or is otherwise unlawful.

&#39;1&#39;



To: All Divisions From: Office cf the General Counsel

Re: 3l9X�HQ"P.l48772O~OGC, 04/O7./2006

- Challenging the non- .  &#39; Not less than l year after the order, the recipient may move to
disclosure provision: modify or set aside the nondisclosure order.

i ] - FISC may grant such a motion only ifthere is no reason to
l believe that disclosure may endanger the national security of the
, U.S., interfere with a criminal, countcrterrorism, or

counterintelligencc investigation, interfere with diplomatic
relations, or endanger the life or physical safety of any person.
- The FISC will treat as conclusive a certi�cation by the
Attorney General, Deputy Attorney General, an Assistant

, Attorney General, or the Director of the FBI that a disclosure
, � may endanger the national security of the U.S. or interfere with

&#39; diplomatic relations. _ _-

- Filings shall be under seal
M " _ -  �Chief Justice of the U.S., in consultation with the AG and the

i ~ Security: C i
� � �F

l I .  &#39; _lPt:ll,*will establish security me_asures.7 W __ _

Minimization ?rocedures Within 180 days of enactment, the Attorney General shall adopt
for PISA Business speci�c minimization procedures governing the retention and

sU Record 1 &#39; � - , dissemination of FISA Business Record information.

l ~U.S. Person information: .1�The minimization procedures should minimize the retention, and
I _ � prohibit the dissemination, of nonpublicly available information

l " "- conceming unconsenting U.S. persons consistent with the U.S.
intelligence community need to obtain, produce and disseminate
foreign intelligence infon-nation. &#39;

� _ _ _ _ _ _ ___ _ e *&#39; i
l

l
� * * d

l

92 - Evidence of a crime: .1 The procedures should allow for the retention and dissemination
l - F of infomiation that is evidence of a crime.
B _ ____,_ __-_ ***,_,i_:

Procedural Changes Related to Congressional Ov_ersigl1_t_o§Fl§AiBnsiness
: The new law beefs up the Congressional reporting requirements for the FISA Business
Record authority. OIPR will have the responsibility for reporting the PISA Business Record
statistics to Congress.

Reporting Cycle: &#39; - Attorney General will report on an annual basis  April of each C
- year!.

Congressional -. . -House Permanent Select Committee on Intelligence
Committees:_ &#39; �House Judiciary Committee

_ _ . -Senate Select Committee on Intelligence
&#39; - - &#39;Senate Judiciary Committee

8



To: All Divisions From: Office of the General Counsel
Re: 319X�HQ�A14B772O�OGC, O4/O7/2006

3 Reporting Categories: i  l! Total number of applications for FISA Business Records.
� { 2! Total number of orders granted, modi�ed, or denied.
i . - 1 �! Total number of orders granted, modi�ed, or denied for the
i ii special categories of tangible things.
. � &#39; Library circulation records, library patron lists, book sales
� - records, or book customer lists.
, - &#39; &#39; j ~ Firearms sales records.
i � ~Tax return records.
, . -Educational records.
i 1 - Medical records containing infon-nation that would identify a
1 _ I - . - _ pCl&#39;SOTI.

l Additional unclassi�ed� _ i, Annually  April of each year!, the Artomey General shall make
report: -_ " 1, an unclassi�ed report on the total number of FISA Business

i - l Records applications, and the total number of orders granted, l
&#39; l modi�ed or denied �

i. 2-2,, ._ can l _� W: __._ 2. __- W2- ._

Sec. 106A Audit on Access to Certain Business Records for Foreign Intelligence

Purposes.

Section l06A directs the Inspector General of the Department of Justice to
perform a comprehensive audit of the effectiveness and use, including improper or illegal use, of
the FISA Business Records authority. The audit will take place in two phases, covering the years
of 2002 to 2006.

grocedura1_,_ChaiigQ3;1ated to the Audit of FISA Business Records: The
inspector General�s Office of the Department of Justice  D03 IO! started the audit process in
January 2006, in anticipation of the new USA PATRIOT improvement and Reauthorization Act.
lt will be incumbent upon the FBI to cooperate with the DOJ lG to complete the two-phased
audit. Per established procedures, the FBl�s Inspection Division will be the primary point of
contact for the DO] IG. Additional guidance may be published as the audit process continues.

i Scope of Audit: -&#39; &#39; &#39;_&#39;  The IG will perfonn a comprehensive audit of the effectiveness i
� -  -. - - 1 - -- F _ &#39; and usc,including any improper or illegal use, of the i

&#39; . _ . _ _ &#39; investigative authority.

Timing of Audit; . &#39; if " � For 2002, 2003, and 2004, the audit should be completed within
one year of enactment  March 9, 2007!.

� -_ . . _ _  For 2005 and 2006, the audit should be completed by December l
- 1 31, 2007. i

Report results to Congress: 1, The {G shall submit the audit reports to � 0 0 Z

, i _ .  &#39; House Judiciary Committee.
1 , &#39; House Permanent Select Committee on Intelligence.
1, _ _ _ l - Senate Judiciary Committee.
if �- i -i i f � ~ Senate Select Committee on Intelligence.

9
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Re: 319X~HQ-Al4B7720�OGC, O4/O7/2006

effectivenessiojf� zAudit will look at iheitiibllowinghiaglhitgtiveness ~i
M the tool: _ _ - " I
, &#39; Categories of records obtained.
i . &#39; - The importance to the FBI and the IC of the infonnation
, obtained.

I 92 &#39; The manner in which the information is collected, retained,
l I analyzed, and disseminated by the FBI  this will include an
I I, examination of the access to �raw data� provided by the FBI to .
� other agencies of the Federal, State, local, or tribal governments,

. or private sector agencies!.
I, j - The minimization procedures adopted by the AG. �

. ~ Whether, and how often, the FBI used information to produce
analytical intelligence products for the FBI, the IC, or other p

� - _  Federal, State, local, or tribal govemment agencies. I
I I - Whether, and how often, the FBI provided the information to

law enforcement authorities for criminal proceedings.

I Examine the process: &#39; I The audit process will look at the following: i

,  - How often the FBI requested DOJ to submit an application and i
� the request was not submitted to the court  including the basis
* a 1 for the decision!.
l " - Whether the court granted, modi�ed, or denied the application. �

- The justification for the failure of the AG to issue I
implementing procedures governing the requests in a timely
fashion, including whether the delay harmed national security.

; &#39; Whether bureaucratic or procedural impediments prevent the
1 FBI from fully using the authority. ~

FISA ROVING S_UR_VEl_LLANCE QHANGES

Sec. 103. Multipoint Electronic Surveillance Under Section 206 of the USA PATRIOT
Act.

This section modi�es FISA sections l04 a! and 105�!, to clarify the amount of
detail the FBI must provide to obtain a PISA roving surveillance order.

Procedural Qhanges Related to_FlSA_I;;ving Surveillance:

The application must now include a description of the �speci�c� target when the
target is identified by description rather than by name. The section also adds a return
requirement on the FBI in national security investigations. This is consistent with Congress�
intent to provide an extra layer ofjudicial review and to prevent the potential abuse of this
investigative authority.

OIPR will implement the new requirements for the FISA roving surveillance.
OIPR and FBI OGC may develop more speci�c guidance on the new process for obtaining this
authority in the future.

10
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Re: 319X�l~IQ�Ptl4El772O�OGC, O4/O7/Z006

I Standard for roving , ~ The FISC must find the possibility of the target thwarting
p surveillance: _ ip surveillance based upon speci�c facts.
l . 1 - The order must describe the speci�c target in detail when

&#39; � authorizing a roving surveillance for a target whose identity is l
. rt inot know .

~ Return requirement: &#39; 1 ~PrcSurned 10 day notice � the FBI  applicant! must provide l
1 &#39; ~ notice to the court within l0 days unless the court finds good

- 3 cause to justify a longer period of up to 60 days. U

The FBI must inform the court:
� _ ~ The nature and location of new facility. l
= &#39; . * The facts and circumstances relied upon by applicant. l
i 1; &#39; Any new minimization procedures. .

_- _ l - The total number of electronic surveillances that have been or
ll 7 are being conducted under the roving authority. 7 7 _

Consistent with Congress� intent to provide more oversight, the reporting
requirements for FISA roving surveillance have been changed. -

lijrogeduralg Changes Related to FlSABovingSutyeillancgTCongress,ion_al
Oversight: OIPR will maintain responsibility for reporting on the PISA roving surveillance.

iReporting cycle: i The iattomev�eneral will repon on a semi-annual basis.
i Congressional - ~ House Permanent Select Committee on Intelligence
� Committees: : _ _ l - Senate Select Committee on Intelligence l

&#39; _ &#39; &#39; . _ &#39; &#39; - 92 - Senate Judiciary Committee
lrte ~e~.e i *~� � e V V j i e veer�? V e

Reporting categories: - &#39; ~ Total number of applications made for orders and extensions. l
l -  &#39; - Each criminal case in which information has been authorized

f -- ; _ -- &#39; _ I for use at trial, dtuing the period covered by such report. i
M - &#39;  _; - 1 ~ Total number of emergency employments and total number of T
i _ . _ _  _ p subsequent orders approving or denying surveillance. T

Elsa QYLRSIQHI cnancss

In section 109 of the USA PATRIOT Act Improvement and Reauthorization Act,
Congress has implemented additional reporting requirements for the use of PISA physical search
authority and FISA pen registers and trap and trace authority. This section modi�es the reporting
requirements in FISA sections 306 and 406 b!.

11
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Re: 3l9X�HQ-P1487720-OGC, U4/O?/2006

Congressional Reporting on FISA Physical Search authority:

i Reporting cycle: l Attomey General will report on agsemigannual basis.
i Congressional l - I-louse Permanent Select Committee on Intelligence i

Committees: &#39; House Judiciary Committee l
� l
l

~ &#39; Senate Select Committee on Intelligence l
1 - � - Senate Judiciary Committee pl

Reporting categories: 92 Report the following regarding emergency physical searches � i
i _ - _ - - = - Total number of applications.

&#39; _ _ ~ Total number of orders granted, modi�ed, or_denicd.
- Number of physical searches involving the residences, offices, i

i or personal property of U.S. persons, and the number of
92 » occasions the AG provided notice�
� &#39; Total number of emergency authorizations, and total number of ,
; 3  subsequent orders approving or denying the physical searches.

Congressional Reporting on FISA Pen Register and Trap and Trace authority:
i ~�~~� ~ rzr r .��� �� � � 1 � � �  � �r "rm

Reporting cycle: _ 92 Attorney Ciencral will�report onga semiannual basis, g
� Congressional l - House Permanent Select Committee on Intelligence l
Committeesf " ~ - House Judiciary Committee �

~ - - - . - Senate Select Committee on Intelligence �
i &#39; _ " &#39;- - ~ Senate Judiciary Committee

i Reporting categories: iu Report the following regarding pen registersftrap and trace -� i
. .  &#39;- __  _. -  J &#39; Total number of applications.

&#39;   � .- .  - &#39; Total number of orders granted, modi�ed, or denied. i
� &#39; . * Total number of emergency authorizations, and total number 92

_ __ subsequent orders approving or denying the pen registersftrap
i - . &#39; .  - and trace.

Ergedutal Changes Related to Enhanced C_ongres_sion_al Oyertjglit: if necessary,
OIPR and FBI OGC will publish guidance in response to the new provisions. OIPR will retain
responsibility for reporting to Congress on PISA related activities.

E__ISA_llEN_REGlSTER/T RAP AED T_Rr_§QEQHA_NQ;l_E§

Sec. 118. PATRIOT Section 214; Authority for Disclosure of Additional Information
in Connection with Orders for Pen Register and Trap and Trace Authority
under FISA.

Congress modi�ed the FISA pen register and trap and trace devices authority to
give the FBI access to more information through this authority. The pertinent portion of the new
statute describing the information available to the FBI is reproduced here  highlights added!:

PISA § 402 [S0 U.S.C. § 1842]. Pen registers and trap and trace devices for
foreign intelligence and international terrorism investigations.

12
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 C! shall direct that, upon the request of the applicant, the provider of a wire or
electronic service shall disclose to the Federal officer using the pen register or trap
and trace device covered by the order �

 i! in the case of the customer or subscriber using the service covered by the
order  for the period speci�ed by the order! -

 I! the name of the customer or subscriber;
 ll! the address of the customer or subscriber;
 Ill! the telephone or instrument number, or other subscriber
number or identi�er, of the customer or subscriber, including
any temporarily assigned network address or associated
routing or transmission information;
 IV! the length of the provision of service by such provider to the
customer or subscriber and the types of services utilized by the
customer or subscriber;
 V! in the case of a provider of local or long distance telephone
service, any local or long distance telephone records of the
customer or subscriber;

 VI! if applicable, any records re�ecting period of usage  or
sessions! by the customer or subscriber; and
 VII! any mechanisms and sources of payment for such service,
including the number of any credit card or bank account utilized
for payment for such service; and

 ii! ifavailable, with respect to any customer or subscriber of incoming or
outgoing communications to or from the service covered by the order � .

 I! the name of such customer or subscriber;
 II! the address of such customer or subscriber;
 Ill! the telephone or instrument number, or other subscriber
number or identifier, of such customer or subscriber, including
any temporarily assigned network address or associated
routing or transmission information; and
 IV! the length of the provision of service by such provider to
such customer or subscriber and the types of services utilized by
such customer or subscriber.
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The chart below summarizes the information available through the new
adjustments to the PISA tool.

l Customerfsubscriber using the Information available through PRJTT:
service covered; � _.

"  &#39; - - 1� &#39; Name of the customer or subscriber.

&#39; &#39;- l. - Address of the customer or subscriber.
l� - Telephone or instrument number, or other subscriber .
, number or identi�er, of the customer or subscriber, including

- any temporarily assigned network address or associated l
-. _i routing or transmission information. �

92 &#39;  - Length of service.
l - Types of service.

~ Any local or long distance telephone records of the
l customerlsubscriber. t

- Records re�ecting period of usage.
l , ~ Mechanisrnsfsources of payment, including the number of

&#39; - .- l any credit card r bank account usedl 0 .. � l
__,,_ _  _ , W , , ,

i Customerlsubscriber of _ Information available through PR/&#39;TT: l
*5 incoming or outgoing &#39; .- »

communications toffrorn the I � - Name of customerfsubscriber. �
service covered: -_ &#39; 1 * Address of customer/subscriber. ~

- &#39; - _ " - -- &#39;- &#39; Telephone or instrument number, or other subscriber 92
l __ - - &#39; _ - ~ _ number or identi�er,  including any temporarily assigned .
j &#39; &#39; - network address or associated routing or transmission l
1 . information.

; - Length of service.
1 &#39; Types of service.

_ - ,   �r �� -r��- +

The chart below summarizes the Congressional reporting requirements for the use
of the FISA pen register and trap and trace authority.

Reporting cycle: &#39;  =_ _ Attorney General shall report on a semiannual basis.

Congressional &#39;. i �  - House Permanent Select Committee on Intelligence
Committees?"  &#39; - l-louse Judiciary Committee

_ &#39; " " ~ Senate Select Committee on Intelligence
- &#39; - Senate Judiciary Committee

§§e];Lorting_categorie_s: i &#39; Use of pen registers and trap and trace. � K ii W W

�rogeglu_ral_Changes Related to Pen RegistersfTrap_and_Tra, _ _ , , , _ _ ,__ ___, ce: OIPR will retain
the reporting responsibilities for the FISA pen registerftrap and trace authority

The FBI will now be able to obtain subscriber information  including billing
information! with a FISA pen registerftrap and trace, without having to couple the request with a
FISA Business Record request. This provision should make this investigative tool more useful to
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the FBI. OIPR has already made the changes to its pen register//trap and trace format to take
advantage of the new provision.

EM ERQEPLC ll D.l.5CLQ$lJ R135

Sec. 10&#39;? Enhanced Oversight of Good-Faith Emergency Disclosures Under Section
21.2 of the USA PATRIOT Act.

The emergency disclosure provision, codi�ed at 18 U.S.C. § 2702 b! 8! &  c!�!,
provides law enforcement with the ability to gain quick access to e-mail content and records
under emergency conditions. The USA PATRIOT Act created the emergency disclosure
provision which explicitly permits, but does not require, a service provider  most often an ISP! to
voluntarily disclose to law enforcement information, including e-mail content, in emergencies
involving a risk of death or serious physical injury. Such disclosures are outside of the
compulsory process � subpoena, court order, and search warrant � that is generally required
before law enforcement can obtain such information from a service provider. See, l8 U.S.C. §
2?03.

Section I0? makes changes to the emergency disclosure provision of 13 U.S.C.
Section 2702, including the requirement for more Congressional reporting, to deal with the
concern that this authority was not subject to sufficient Congressional,judicial or public
oversight. -

Procedural Qllanges Related to Good�Faith EmergencyZDisclosures: The Attorney
General must now report annually to Congress on the number of accounts subject to disclosure,
and the Attomey General must report the basis for the voluntary disclosures in investigations that
are closed without filing criminal charges. -

The F Bl will need to track the use of this investigative authority for reporting
purposes. The FBI will publish additional guidance on this issue as necessary.

Voluntary disclosure by  lf the provider, in good faith, believes that an emergency S S
provider: _ &#39; &#39; -, . �N involving danger of death or serious physical injury to any l
  I . &#39; . f person requires disclosure without delay. i

lieportingcyclet . " "i AttorneyiG eralslgllrepon on an  K W S W Z
_ p en .

Congressional &#39;  i ~ House Judiciary Committee ll
Committees: _ 1� &#39; Senate Judiciary Committee r

Reporting categories; i ~ Number of accounts from which voluntary disclosures were W!
- _ "_ M received. �

" _ &#39; l ~ Summary of the basis for disclosure where the investigation
- - ~, was closed without criminal charges. i
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- ELATIONAL SECURITY LETTlfl_R§�

Sec. I15. Judicial Review of National Security Letters. _

- Title 18, Chapter 223 of the United States Code  Witnesses and Evidence! is
amended to include a new section 3511 which provides for thejudicial review ofNSLs.

lfrogedural Charges R§l_at_ed_to_the Judicial Review of NSL§: This new section modifies
the NSL authorities under the Electronic Communications Privacy Act  ECPA! l8 U.S.C. §
2&#39;?09!. the Fair Credit Reporting Act  FCRA! l5 U.S.C. § 16811.: and 15 U.S.C. §.l68lv!, and
the Right to Financial Privacy Act  RFPA! l2 U.S.C. § 3414!, to make it clear that the recipient
may seek the help of an attorney,&#39;and may challenge the legality of an NSL order and its non- ._...
disclosure provision in Federal District Court. A Federal District Court can modify or set aside
an NSL if it is unreasonable, oppressive, or otherwise unlawful. It continues to be important for
the FBI to serve l92&#39;SLs only if the information sought falls within the statutory categories, and
which are not overly broad or oppressive.

Future practice will give the FBI an idea of how many NSL challenges can be expected in
a calendar year. If Federal grand jury practice is any indication, the number of NSLs challenged
on a yearly basis should be small. Regardless, the FBI Field Office will need to work with local
Assistant United States Attorneys when a recipient challenges the legality ofan NSL or the non-
disclosure provision. Additionally, FBI Field Of�ces should immediately notify FBI OGC if
they receive notice of any challenge to an NSL or the NSL�s nondisclosure provision. The
following chart breaks down the new provisions {includingjurisdictional issues!.

The new law also gives the U.S. government a mechanism to address the situation where
a recipient fails to comply with the NSL, which has been missing from the investigative tool in
the past. Again, this procedure will require the assistance of a local United States Attorney&#39;s
Office.

Judicial review ofNS_L  - Jurisdiction: ln the us. District in which the recipient resides F
 Recipient may challenge I. or does business.
therequest!:_  &#39;  _ T� g _���  � * �_ � _ e ~ *
 I _ I - &#39; &#39;  "- - &#39; Recipient may ask court to set aside or modify request.

&#39; 7 &#39;_ __ _ - Court will grant the recipient�s motion if the NSL is
W &#39; - &#39; &#39;  . unreasonable, oppressive, or otherwise unlawful.

� The changes listed in this section also include the changes made by sections 4 and 5 of
the �USA PATRIOT Act Additional Reauthorizing Amendments Act of 2006.�
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From: Office of the General Counsel

l
� &#39; Jurisdiction: In the U.S. District in which the recipient resides

or does business. -

l
� l

l 1 l

~ Filed within one year of NSL request �

* Court may modifylset aside the non-disclosure if... �no reason
to believe that disclosure may endanger the national security of
the U.S., interfere with criminal, counterterrorism, or
counterintelligence investigation, interfere with diplomatic

it relations, or endanger the life or physical safety of any person."
- Certi�cation!Authorit-y level: Court will treat as conclusive
the certi�cation by th_e,At&#39;torney General, Deputy Attorney

i General, an Assistant Attorney General, or the Director of the
� FBI that disclosure may endanger the national security of the
United States or interfere with diplomatic relations  unless made

t in bad faith!.&#39;
- Filed one year or more after the NSL � 7 7 77 7 7

- Within 90 days of recipient�s petition, designated government
officials must either terminate the nondisclosure requirement or

l reccrtify that the disclosure �may result in a danger to the
� national security of the U.S., interference with a criminal,
counterterrorism, or counterintclligence investigation,
interference with diplomatic relations, or danger to the life or

1 physical safety of any person.�
&#39; Terminationmecerti�cation Authority level: The Attorney

l General, Deputy Attorney General, an Assistant Attorney
� General, or the Director ofthe FBl, orhis designee in a position
not lower than Deputy Assistant Director at FBI headquarters or
a SAC in an FBI �eld of�ce designated by the Director shall
either terminate the nondisclosure requirement or rccertify that
disclosure �may result in a danger to the national security of the
U.S., interference with a criminal, counterterrorism, or

l counterintelligence investigation, interference with diplomatic
relations, or danger to the life or physical safety of any person.�
- Conclusive: Certi�cation by the AG, DAG, an Assistant

Attorney General, or the Director of the �FBI that disclosure may
endanger the national security of the United States or interfere
with diplomatic relations shall be treated as conclusive  unless
made in bad faith!.
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To: All Divisions From: Office of the General Counsel

Re: 319X�HQ�Al.48772O�OGC, 04/O7/2006

_ _ H  W p ,, , , ,, ,, ,_, ,,,_1,,,,,, ,._ .,  . ,

Failure to Comply; . � E:The Attorney General may invoke the aid of a Federal District
It I UUI1. ,

&#39; l - Jurisdiction: U.S. District in which the investigation is carried
l on, or the person or entity resides or does business or may be
, found.

l * Court may compel by ordering personfentity to comply. ,
, - &#39; Failure toiobey is punishableibyfcontempt. i

l Court Proceedings 8: � ~ Court must close hearings to the extent necessary to prevent an �
. Security: " unauthorized disclosure of NSL.

1. _ &#39;_F__H - Petitions, �lings, records, orders, and subpoenas must be kept
l - I 1 under seal to the extent and as long as necessary to prevent l
. &#39; - unauthorized disclosure.

~ At g0vemrnent�s request, ex pane and in camera review of i
goven-tment�s submissions which may contain classi�ed

1 l material. .

Sec. 116. Con�dentiality of National Security Letters.

Section I l6 makes changes to the National Security Letter authorities contained in_ the
Electronic Communications Privacy Act  ECPA! �8 U.S.C. § 2709!, the Right to Financial
Privacy Act  RPPA! l2 U.S.C. § 3414!, and the Fair Credit Reporting Act  FCRA!  I5 U.S.C. §§
l63lu and l68lv!.

For example, Congress used this section to clarify the application of NSLs [I8 U.S.C. §
2709 - telephone toll and transactional records] to libraries. A library is subject to an NSL only
if it falls within the de�nition of a wire or communications provider.

Libraries and 18 U.S.C. § A library is not a wire or electronic communications service
2709  telephone toll and provider unless the library is providing the services defined in 18
transactional records!:  � U.S.C. § 2510 l5! electronic communication service!.

Additionally, this section is used to statutorily establish the NSL nondisclosure
requirements and the exceptions to the nondisclosure requirement available to a recipient.

Procedural Changsalglated to National Security Letters Con�dentiality: To avoid
overstepping this authority, the FBI should not issue an NSL to a library unless the library is
acting as an intemet service provider and not merely providing intemet access to its customers
through some other Internet service provider  e.g, AOL!. If you have any questions regarding the
application of this provision to a particular library, please direct your questions to FBI OGC
NSLB.

The other signi�cant changes to NSLs regarding con�dentiality are common to all NSLs
used by the FBI. In order to activate the nondisclosure requirement, the NSLs must contain a
certi�cation from the Director of the FBI, or a Special Agent in Charge in an FBI field office.
This new legislation allows designation of this certification to the SAC s in �eld offices
�designated by the Director." This language re�ects Congress� intention that the delegation not
occur automatically, but that the Director must choose which offices needed, and were properly

I3
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To: All Divisions From: Office of the General Counsel

Re: 319X�HQ~A1487?2O-OGCl O4/O7/2006 -

prepared to exercise, the delegated authority. The Director has made delegations to FBI Field
Offices in a separate communication. Field Offices with delegated authority will receive
instructions on the process of preparing and issuing NSLs  instructions and updated forms will be
posted on the FBI OGC National Security Law Branch website!. The remaining changes are
summarized in the chart below. FBI OGC NSLB will publish additional guidance on this
authority as necessary.

Nondisclosure activated by- &#39; FBI certi�cation: There may result a danger to the national
FBI Certi�cation: � security of the United States, interference with a criminal,

&#39; .  _ I counterterrorism, or counterintelligence investigation,
_ - .- &#39; . - � interference with diplomatic relations, or danger to the life or

� . .
- physical safety of any person, if a recipient discloses that the FBI

I &#39; has sought or obtained access to information or records under �i
. _ 1 NSL statutes. I

l - Authority level: Director of the FBI, or his designee in a
l position not lower than DAD at FBI headquarters, or a Special

- p Agent in Charge in a Bureau �eld of�ce designated by the
� " I &#39;; Director. I

Y Exceptions - Recipient - Recipient may disclose to persons necessary to comply with
may disclose NSL request:_ .92  reguestr _ _ 7 _ 7 _ 7 7 l
- -.  _ -- I _ - Attorney: Recipient may disclose to an attorney to obtain legal ,

ax . ,
l.  _. advice or legal assistance reg ding any NSL request.

I W . ..r e I e �~ e
ll Notice: . I ~ The NSL shall notify the recipient of the nondisclosure
I . . &#39;

._ requirement.

. _ - Recipient disclosing NSL to an individual necessary to comply l
q .   - I or, to an attorney, shall inform them of the applicable

. &#39; __ - - "- nondisclosure requirement.

H FBI request for identity of &#39; ~ Only activated at the request of the FBI Director or Director�s
persons _to whom&#39;rec&#39;ipient" l designee. q

I plans to disclose NSL: ._ � e _ ; * y _ We� *� � j ~� m
92  - _ _ __ .- - = _ . .- ~ Recipient ofNSL shall identify the persons to whom disclosure

_  _  _  -. "_92~ will be made or was made.

"1  &#39; EXCEPT: Nothing requires the person to identify an attomey l
- . _ to whom disclosure was made or will be made to obtain legal

, &#39; " . &#39; I advice or legal assistance.

Sec. l 17. Violations of Nondisclosure Provisions of National Security Letters. .

This section makes it a federal crime for an individual to knowingly and with the intent to
obstruct an investigation or _]LlCllCl3l proceeding violate the nondisclosure provision of an NSL.

Procedural Changes Related to Yiolations of National Security Letter Nongdiscglosure:
None at this point.
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To: All Divisions From: Off.i.ce of the General Counsel

Re: 3l9X4HQ~Al4El?72O~OGC, O4/O7/2006

Obstruction of an &#39; Individual must have been noti�ed of the nondisclosure

investigation  l8 U.S.C. § provision.
110: . &#39; * � 7 C C 7 *7� .7  7 C77 7

5 ! &#39; - Individual must knowingly and with the intent to obstruct an
- investigation or judicial proceeding violate the nondisclosure

- provision.

- Punishable by up to �ve years imprisonment a tine, or both.3

Sec. 118. Reports on National Security Letters. --�

Section l l3 of the USA PATRlOT Improvement and Reauthorization Act of 2005
outlines a new reporting scheme for National Security Letters.

Procedural Changes,Related__t_o National Security Letter Reporting: This section now
requires that NSL statistics be reported to the House and Senate Judiciary Committees, in
addition to the House Permanent Select Committee on Intelligence and the Senate Select
Committee on Intelligence. Additionally, Congress has directed that the NSL requests made
pursuant to the 15 U.S.C. § l68lv [Fair Credit Reporting Act] be reported semi-annually to the
I-louse Committee on Financial Services and the Senate Committee on Banking, Housing and
Urban Affairs, in addition to the House and Senate intelligence committees. These provisions
are consistent with Congress� desire for more oversight of the national security investigative
tools. Finally, Congress has directed that the Attorney General provide an unclassi�ed report
annually  April! which will report the aggregate numbers of NSL requests concerning different
U.S. persons. With the unclassi�ed report, Congress intends for the public to have a better view
of the material Congress sees in conducting its oversight responsibilities.

The FBl OGC�5 National Security Law Branch and OIPR will provide future guidance On
the FBI �s role in the reporting of NSLs.

i Current NSL Reports:  &#39;7AG r¢§Sn:<7ii17 sejnii-are-iiialibasis. 7 C Ci

i .. l - Reports will now also be made to the House Judiciary
; Committee, the House Permanent Select Committee on

* .  Intelligence, the Senate Judiciary Committee, and the Senate
1 f "g - _ l Select Committee on intelligence.

Enhanced Oversight of 15 i * AG reports on a semi-annual basis.
, U.S.C.§ 168111 NSl_.s  for _i -
l credit agency wnsumcr - Reports will now also be made to the House .ludiciag7 C7

records!: _ &#39;-
Comrnittee, the House Committee on Financial Services, the

. . &#39; - � House Permanent Select Committee on Intelligence, the Senate
Judiciary Committee, the Senate Housing and Urban Affairs

l i JLQ0tl&#39;lP&#39;tltt¬¬l aird the Senate Select Committee on intelligence.
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To: All Divisions From: Office of the General Counsel

Re: 319X�HQ�A148772O�OGC, O4/O7/2006

Aggregate Report of NSL_ * AG reports annuaIly7 l92p|i_I7!. 7 7 W" _ 7
requests� "&#39; _ - Total number of NSL  excluding NSL�s for subscriber

� &#39; &#39; information! requests for information concerning different U.S.
- pel�SOnS.

W, W, i i &#39; 7 &#39; Unclassi�ed report.

Sec. 119. Enhanced Oversight of National Security Letters.

Consistent with Congress� theme of more oversight, Congress has directed that the
lnspector_GcncraI of the Department of Justice shall perform an audit -of the effectiveness and
use, including any improper or illegal use, of national security letters issued by the Department of
Justice.

Procedural_Changes Related to the Audit ofl92latio_nal S;:curity_Letters: This DOJ IG audit
of the use of NSLs, which began in January of 2006, will require the cooperation of the FBI.
Congress� goal in this audit is to obtain detail on the speci�c functions and characteristics of
l92lSLs and an analysis of the necessity of this national security investigative tool. As with DO]
lG�s audit of the FISA Business Record authority, the FBI�s Inspection Division will be the
primary point of contact for the DOJ IG  per established procedures!. The FBI OGC NSLB may
issue additional guidance as the audit process continues.

Requirements of DOJ IG : Comprehensive audit of-
-Audit: . , &#39; y

&#39; -~ .- &#39; "&#39; �I ~ Use ofNSLs for 2003 through 2006. y
. _. &#39; 92 I - i &#39; Description of noteworthy factsfcircumstances, including any I

- -   -_ � 2 _ &#39;  improper or illegal use ofNSLs.

� Timing of Audit: _ &#39; &#39; For 2003 and 2004, must be completed not later than one year i
_ _ &#39; _ - _ .  after enactment  March 9, 2007!.

� &#39;- - - __ "&#39; �For 2005 and 2006, must be completed not Iaterthan December
I_&#39; _ _&#39; -_ &#39; 31,2007.

Congressional  ~ - House Judiciary Committee and House Permanent Select
Committees: &#39; - _ - y Committee on Intelligence.

_ &#39; _  92 ~ Senate Judiciary Committee and Senate Select Committee on I
- _ . - &#39; 92 Intelligence. ;
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To: All Divisions From: Office of the General Counsel

Re: 319X�HQ~Al48?720�OGC, 04/07/2006

Examine Effectiveness of i The audit will examine:
i NSLs: �i

92 &#39; Importance of the information acquired by DOJ to the
t -l intelligence activities of DOJ and other members ofthe lC.
� 92 ~ How information is collected, retained, analyzed, and
y i. disseminated  including access to raw data! to members of the IC

it community, and other Federal, State, local or tribal goverrunents,
&#39; or private sector entities.

� - l-low often NSL information was used to produce an analytical
" intelligence product for distribution to the IC community, and to

� other Federal, State, local or tribal governments. 1
-�~ * Whether, and how often, NSL information was provided to law

l enforcement authorities for use in criminal investigations.
=; - Following enactment of the USA PATRIOT IRA, the number

.. . ll of NSLs issued without the certification necessary to create a
&#39; l nondisclosure obligation.
� &#39; Types of electronic communications and transactional

_ 1"  T -» information obtained under § 2?09, and the procedures DOJ
&#39; - used if content information is obtained.

7 77&#39; 7 777" 7 _____ WT� _ � _�� � � 7�� � �� � _ -

� Feasibility of - _ �Not later than February 1, 2007, or upon completion of the i
Minimization Procedures: r 20030004 audit, the Attorney General and the Director of 1

= - &#39; . __  _  ;_- -  National Intelligence shall jointly submit a report on the
. _ y feasibility of applying minimization procedures to protect the

� -_ " constitutional rights of U.S. persons.  i J

i - Report goes to the House Judiciary Committee, the House
» I Pemianent Select Committee on Intelligence, the Senate l

. _ " -, Judiciary Committee, and the Senate Select Committee on

:- &#39;a£&#39;=_"i@<*"°e . ._. .

DELAYED NOTICE SE,ARCH_WARB,AblT§

Sec. 114. Delayed Notice Search Warrants.

The section changes the procedural requirements for the warrants and increases the
oversight of the delayed notice search warrants �8 U.S.C. § 3103a!. A major change is the
implementation of a 30 day notice requirement, as opposed to the former requirement of �within
a reasonable period� of the war-rant�s execution. &#39;

Procedural Changes Related to Delayed Notice �eagch Warrants: In applicable cases, the
FBI  through the U.S. Department of Justice trial artomey or Assistant United States Attorney!
must provide the facts to a court to show there is �reasonable cause to believe that providing
immediate noti�cation of the execution of the wan-ant may have an adverse effect.� The
showing will have to be updated for each extension.
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T0: All Divisions From: Office of the General Counsel

Re: 319x-HQ�A1487720-OGC, O4/OT/2006

Noti�cation Delay No more than 30 days  or a later date certain if facts justify!.
- -undue delay of trial is not a basis for a delayed notice.

Extensions of Delays 90 days  unless the facts justify longer!-- K n Z
rgranted upon an updated showing of the need for further delay.

. Reporting - . Annual reporting to Congress by Court  starting with the �scal
year ending September 30, 200?�!.

OTHERLAW ENFOR_CElVLl;INTlCRlMINALJRELAIE-_D PRQVJSIQES

Sec. 104. Section 2332b and the Material Support Sections of Title 18, United States Code.

This section makes permanent the material support of terrorism provisions in section
6603 of the Intelligence Reform and Terrorism Prevent Act of 2004 �8 U.S.C. §§ 2332b and
2339B!.

Procedural Changes: None at this time. If necessary, additional guidance may be issued
in the future. &#39;

Sec. I I0. Attacks Against Railroad Carriers and Mass Transportation Systems.

This section merges wrecking trains  l 8 U.S.C. § 1992! and attacks on mass transit  l 8
U.S.C. § 1993! into one section - 18 U.S.C. § 1992. The new law expands the law to cover the
planning for such attacks, so it is now a federal crime to surveil, photograph, videotape, diagram,
or collect information as part of a plan for an attack.

Procedural Changes: None at this time. If necessary, additional guidance may be issued
in the future.

Sec. 111. Forfeiture.

This section expands the authorization to confiscate property located within the United
States when it constitutes proceeds used in or derived from trafficking in nuclear, chemical,
biological, or radiological weapons technology or material. &#39;

Procedural Changes: None at this time. If necessary, additional guidance may be issued
in the future.

Sec. 112. Section 2332b g! S! B! Amendments Relating to the De�nition of Federal
Crime of Terrorism.

This section adds drug trafficking in support of terrorism �1 U.S.C. § 960A! and
receiving foreign military-type training from a foreign terrorist organization �8 U.S.C. § 2339D!
to the de�nition of federal crimes ofterrorism �8 U.S.C. § 2332b g!�! B!!. &#39;

Procedural Changes: None at this time. If necessary, additional guidance may be issued
in the future.
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To: All Divisions From: Office of the General Counsel

Re: 3l9X�HQ�P~.1¢l8&#39;?&#39;?2O-OGC, O4/O7/Z006

See. I13. Amendments to Section 2516�! of Title I8, United States Code  Title lll!.

This section adds 20 federal crimes related to terrorism to the list of predicate offenses
that may be used as a basis to intercept wire, oral, or electronic communications {I 8 U.S.C. §
25 l 6�!!. The new wiretap predicates include the following:

[violence at international airports]
[animal enterprise _terrorism]
[arson within special maritime and territorial jurisdiction]

- 7&#39;5, 175b, and l?&#39;5c [biological agents]
32 [nuclear and weapons of mass destruction threats]
42 [explosive materials]
30 [possession of weapons in Federal facilities]
S6 [conspiracy to harm persons or property overseas]
023A [aggravated identity theft]
l l4 [killing or attempted killing of Federal employees, including any

member of the uniformed services]
* 18 U.S.C. §l l I6 [killing or attempted killing of certain foreign of�cials, including

internationally protected persons]
1992 [attacks on mass transit]
2340A [torture]

&#39; 2339 [harboring terrorists]
2339D [receiving military-type training from a foreign terrorist

organization]
5324 [structuring transactions to evade reporting requirements]
46504 [assault on a -�ight crew member with a dangerous weapon]
46505 b!�! or  c! [weapons offenses on board an aircraft]

Procedural Changes: None at this time. lf necessary, additional guidance may be issued
in the future.

Sec. 122. Prohibition ofNareo-Terrorism.

This section makes it a federal crime to engage in drug trafficking to bene�t terrorism
 amended the Controlled Substance Import and Export Act - 21 U.S.C. §§ 951 et Seq.! To
prove this crime, the evidence must show that a defendant had knowledge that the person or
organization has engaged or is engaging in terrorism. &#39;

Procedural Changes: None at this time. If necessary, additional guidance may be issued
in the future.
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To: All Divisions From: Office of the General Counsel

Re: 319> �HQ�A1487&#39;i&#39;20�OGC, O4/O7/2006

Sec. l24. Sense of Congress Relating to Lawful Political Activity.

Congress uses this section to express the sense of Congress that federal investiga_ti_ons
should not be based solely upon an American citizen�s membership in a non-violent political
organization or their otherwise lawful political activity.

Procedural Changes: None at this time. All employees are reminded, however, that
neither criminal nor national security investigations of U.S. persons may be predicated solely on
the exercise of First Amendment rights.

Sec. 127. Sense of Congress.

- Congress uses this section to express its sense that the victims of terrorist attacks should
have access to the forfeited assets of terrorists under 18 U.S.C. § 981.

Procedural Changes: None at this time. If necessary, additional guidance may be issued
in the future.

DATA,-MININQACTIVITIES

Sec. 126. Report on Data-Mining Activities.

lhis section requires the Attorney Genera] to report to Congress on any Department of
Justice  including, the FBI! initiative that uses pattern-based data-mining or is developing pattern-
based data-mining. Among several topics, the report is to explain how any pattern-based data-
mining initiatives collect, review, gather, and analyze information, and how the initiatives will
ensure the accuracy of information and protect the privacy and due process rights ofindividuals.

The statute de�nes patteri-i~based data-mining as follows in section l26 b!�!:

  l! Data-Minirig.�-�The term �data-mining� means a query or search or other
analysis of one or more electronic databases, where-��

 A! at least one of the databases was obtained from or remains under the
control of a non-Federal entity, or the information was acquired initially by
another department or agency of the Federal Government for purposes other than
intelligence or law enforcement;

 B! the search does not use personal identi�ers of a speci�c individual or
does not utilize inputs that appear on their face to identify or be associated with a
speci�ed individual to acquire information; and

 C! a department or agency of the Federal Government is conducting the
query or search or other analysis to �nd a pattern indicating terrorist or other
criminal activity.

Procedural Changes:

FBI will participate in preparing the report.
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To: Al 1 Divis ions From: Of fice of the General Counsel

Re: 31&#39;E3! �l-lQ�F92l1-lB772O�OGC, O4/U7/2006

TITLE II - TERRORISM DEATH PENALTY ENHANCEMENT

Among several provisions, this Title adjusts the Sentencing Guidelines to create a term of
post-incarceration supervision in connection with a conviction for a federal terrorism crime for
any term of years or for life and makes legal counsel available for death-penalty defendants.

Procedural Changes Relatedto il&#39;1@_T¢Tjt!ll5m__[ltZEiIIJB¬I&#39;i§it_92,[El1h31&#39;tQ§m¬l&#39;ll; None at this
time.

TITLE III - REDUCING CRIME AND TERRORISM AT AMERICA�S
SEAPORTS ACT�of 2005

This Title strengthens statutes related to seaport and maritime safety. For example, the
Title prohibits the maritime transportation of weapons of mass destruction for use in a federal
terrorism crime  l8 U.S.C. § 2283!. Additionally, it prohibits the maritime transportation of
terrorists  I8 U.S.C. § 2284!. The following highlights some of the new provisions in Title III.

Sec. 305. Transportation of Dangerous Materials and Terrorists.

This section makes it a federal crime to transport aboard a vessel an explosive, biological
agent, chemical weapon, or radioactive or nuclear material with the intent that the material will
be used to commit a federal crime ofterrorism  as de�ned in I8 U.S.C. § 2332b g!�! B!!.

Procedural Changes: None at this time. If necessary, additional guidance may be issued
in the future.

Sec. 309. Bribery Affecting Port Security.

This section makes it a federal crime to give or take a bribe with the intent to commit
international or domestic terrorism affecting port security.

Procedural Changes: None at this time. If necessary, additional guidance may be issued
in the future.

Sec. 311. Smuggling Goods from the United States.

This creates a new federal crime for illegally smuggling goods from the United States.

Procedural Changes: None at this time. If necessary, additional guidance may be issued
in the future.

TITLE IV - COMBATING TERRORISM FINANCING ACT of 2005.

The U.S. Department of Justice indicated that this Title carries forward the overall .
strategy to stop terrorist-�nancing by making several adjustments to criminal statutes. lt
accomplishes this goal by enhancing penalties for terrorism financing and prohibiting terrorism
�nancing through informal money networks, including hawalas. Illegal money laundering
transmissions �8 U.S.C. § i960! are now predicates for racketeering  RICO predicate list at 18
U.S.C. § l96l l!. Terrorism �nancing  I8 U.S.C. § 2339C! and the receipt of foreign military
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To: All Divisions From: Office of the General Counsel

Re: 3l9X*HQ-A14B772O&#39;�OGC, O4/O7/2006

training � 8 U.S.C. § 2339D! are now added to the money laundering predicate offense list �8
U.S.C. § l956 c!�! D!!. Finally, the Title authorizes the U.S. to con�scate the U.S. property
related to certain acts of international terrorism against a foreign government or international
organization �8 U.S.C. § 98l a! l! G!!.

TITLE V - MISCELLANEOUS.

The Title creates a U.S. Department of Justice National Security Division which will be
headed by a statutory Assistant Attorney General.

Sec. S06. Department of Justice Intelligence Matters.

This new section establishes a National Security Division  NSD! within the DO], headed
by an Assistant Attorney General for National Security  AAGNS!. This reorganization of DOJ is
consistent with a recommendation by the WMD Commission that the �Department of .lustice�s
primary national security elements - the Office of Intelligence Policy and Review, and the
Counterterrorism and Counterespionage sections - should be placed under a new Assistant
Attorney General for National Security."

On March 2, 2006, the U.S. Department of Justice stated the following:
This reorganization would bring together under one umbrella the attorneys from the
Criminal Division&#39;s Counterterrorism and Counterespionage Sections and the attorneys
from the Office of Intelligence Policy and Review  OIPR!, with their specialized
expertise in the Foreign Intelligence Surveillance Act and other intelligence matters. The
new Assistant Attomey General will thus have all three core national security components
under his or her control. He or she will lead a dedicated team acting in concert to
accomplish their shared mission of protecting the national security while simultaneously
safeguarding Americans� civil liberties. The Assistant Attorney General will also serve
as the Department&#39;s primary liaison to the new Director of National Intelligence, and the
new Division will gather expertise from across the Department to create a focal point for
providing advice on the numerous legal and policy issues raised by the Department�s
national security missions.

Procedural Changes: The new Division will contain the Of�ce of Intelligence Policy and
Review, the Counterterrorism Section and the Counterespionage sections. The FBI �s working
relationships with these components will continue as normal. If the U.S. Department of Justice
issues specific guidance at a future date, the guidance will be communicated to the FBI.

TITLE VI - SECRET SERVICE AUTHORIZATION AND
.. TECHNICAL MODIFICATION ACT OF 2005.

The Title con�nns that the Secret Service is a distinct entity within the U.S. Department
of Homeland Security  DHS!. Among several provisions, the Title establishes a �rolling� no
trespasszone for individuals under Secret Service protection. It also prohibits fraud in
connections with U.S. identi�cation documents issued for a presidentially designated nationally
signi�cant event.

Procedural Changes Related to the Secret Service Act: None at this time. If necessary,
additional guidance may be issued in the future.
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To: All Divisions From: Office of the General Counsel

Re: 319X�HQ~Al48772O�OGC, 04/07/2006

TITLE VII - 50%?/IBAT METHAMPHETAMINE EPIDEMIC ACT OF

Congress meant to provide a comprehensive approach toward controlling the
methamphetamine problem. This Title increases the regulation of domestic and international
commercial transactions in methamphetamine precursor chemical and enhances the criminal
sanctions for methamphetamine related crimes, including the smuggling and selling of
methamphetamine. For example, the Title requires sale of products containing ephedrine,
pseudoephedrine, and phenylpropanolamine be limited to a 3.6 grams per customer per day, and
the products be available only �behind the counter" at sales locations.

Procedural _C h an ges Re@ted_ to the_Co_m_l;at Me_tha_1Qphet_arnine Epidemic Act of 2005:
None at this time. If necessary, additional guidance may be issued in the future.

Questions and Additional Information:

The National Security Law Branch �02-324-Q is available to answer questions about
132 this legislation. In addition, materials relating to the new legislation will be posted on the NSLB

FBI Intranet website, which can be found through the FBI Office of General Counsel website.

LEAD s!:

Set Lead 1:  Action!

aI.LRIiCE1vn§to OFFICES

Read and Clear

Q9
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U.S. Department 0|� Justice

,a£&%.

;%92 ,§r FcdcralBureau oflnves�ganon
veg»

W:ishing10n,�D. CYT2;tl§35-U�nl

[DRAFTING DIVISION]
[STREET ADDRESS]

[CITY, STATE, ZIP CODE]
IONTH, DAY, YEAR]

[MR./MES./MS.] [Complete name] ��_
I-1-1TLE&#39; 115&#39; AVAILABLE] ALL INFORMATION CONTAINED
[IQAME OF COMPANY] HEPEIH IS UNCLASSIFIED
{PHYSICAL STREET ADDRESS _ No P_o_ Box] DATE 06-07-ZOO? BY 55.I.T9 I&#39;I&#39;Il&#39;I;"KSP.;�<]TJ
[CITY, STATE - NO ZIP CODE]

1076786
Dear [MR./MRS./MS.] [LAST NAME]:

Under the authority of Executive Order 12333, dated
December 4, 1981, and pursuant to Title 18, United States Code
 U.S.C.}, Section 2709  Section 201 of the Electronic
Communications Privacy Act of 1986! {as amended!, you are hereby
directed to provide to the Federal Bureau of Investigation  FBI!
the name, address, and length of service with respect to the
following email/IP account s!:

[provide either or both � 1! peraon s! to who the email/IP
addresa es! is/was registered and/or 2!the email/IP addreas es!

[NAME OF PERSON S!]

[E-mail/IP RDDRESS E$!]

[ON A SPECIFIC DATE]

or

[FOR THE PERIOD FROM [SPECIFIC DATE] TO [SPECIFIC DAEE]
or IPRESENTJ]

If the time period noted above is to the "present,"
that term is intended to direct production of information to the
date of the processing of this letter. If providing information
to the date of processing is not feasible, please provide
information to the date of receipt of this letter.

In accordance with Title 18, U.S.C., Section 2709{b!, I
certify that the information sought is relevant to an authorized
investigation to protect against international terrorism or
clandestine intelligence activities, and that such an



[NUL�dRS�WS|KXM�PLETEP%MME|

investigation of a United States person is not conducted solely
on the basis of activities protected by the First Amendment to
the constitution of the United States.

[Certification: The nondisclosure requirement is not an automatic
feature of the NSL. If the supporting EC for this NSL included
Option 1  Invoking the Nondisoloaure Requirement! then include
the language in the following 3 paragraphs in the NSL.]

In accordance with 18 U.S.C. §�2709 c!�!, I certify
that a disclosure of the fact that the FBI has sought or obtained
access to the information sought by this letter may endanger the
national security of the United States, interfere with a
criminal, counterterrorism, or counterintelligence investigation,
interfere with diplomatic relations, or endanger the life or
physical safety of a person. Accordingly, 18 U.S.C. § 2709 c! l!
and �! prohibits you, or any officer, employee, or agent of
yours, from disclosing this letter, other than to those to whom
disclosure is necessary to comply with the letter or to an
attorney to obtain legal advice or legal assistance with respect
to this letter.

In accordance with 18 U.S.C. § 2709 c!�!, you are
directed to notify any persons to whom you have disclosed this
letter that they are also subject to the nondisclosure
requirement and are therefore also prohibited from disclosing the
letter to anyone else.

In accordance with 18 U.S.C. § 2709 c!{4J, if the FBI
asks for the information, you should identify any person to whom
such disclosure has been made or to whom such disclosure will be

made. In no instance will you be required to identify any
attorney to whom disclosure was made or will be made in order to
obtain legal advice or legal assistance with respect to this
letter.

[Include the following language in all NSLs.]

In accordance with 18 U.S.C. § 35ll a] and  b}�!,
you have a right to challenge this letter if compliance would be
unreasonable, oppressive, or otherwise unlawful, and you have the
right to challenge the nondisclosure requirement set forth above.

_ In accordance with 18 U.S.C. 5 35ll c!, an unlawful
failure to comply with this letter, including any nondisclosure
requirement, may result in the United States bringing an
enforcement action.

2



1MR.fMRS.!MS] |COMPLETE NAME]

You are directed to provide records responsive to this
letter [personally to a representative of the [DELIVERING
DIVISION] OR through use of a delivery service to [OFFICE OF
ORIGIN] OR through secure fax] within [xxxx] business days of
receipt of this letter.

Any questions you have regarding this letter should be
directed only to the [[DELIVERING DIVISION] OR [OFFICE OF
ORIGIN],_depeq§ing on whether service is personal or through a
delivery service]. Due to security considerations, you should
neither send the records through routine mail service nor non-
secure fax, nor disclose the substance of this letter in any

telephone conversation.

Your cooperation in this matter is greatly

appreciated.

_Sincerely yours,

[ADIC/SAC NAME]
[ASSISTANT DIRECTOR IN CHARGE]

SPECIAL AGENT IN CHARGE]

3
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eg�rm
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 00/00/2007

To: General Counsel Attn: Julie Thomas

Deputy General Counsel, NSLB

[COUNTERTERRORISMI Attn: [UNIT}

COUNTERINTELLIGENCE/CYBER]

[REQUESTING OFFICE] Attn

[OFFICE OF ORIGIN} Attn:

[DELIVERING DIVISION} Attn:

 if using personal service}

From: [DRLFTING DIVISION]

[APPROVING OFFICIAL]

Contact: [CASE AGENT, telepho

0000!]

Approved By: [ADIC NAME [IF APPLICABLE!]

[SAC NAME]

[ASAC NAME]

[CDC NAME]

[SSA NAME]

SSA [sounn suvrnvzsoal

SA [case AGENT]

sn [cuss msmrr]

[SQUAD] [X1

SSA isqunn SUPERVISOR]

[3QUAD] [X1

ne number �00! 000-

DECLASSIFIED BY 651.79 DHI{/K3P.f-IE1

UN 06-0&#39;!-200&#39;?

1076786

Drafted By: [LAST, FIRST, MIDDLE NAME: INITIALS]
 U! -- --

ml &#39;1�itle:- W [sunazcw]
Case ID #1 &#39;  [case FILE uuuanal  Pending!

[AKA] [ALIAS  IF APPLICABLE!]
[IT/FCI - FOREIGN POWER]
0O:[0FFICE OF ORIGIN]

Synopsis:  U! {NSLESI! Approves the issuance of an Electronic
Communication Privacy Act{ECPAJ National Security Letter [NSL!f0r
email subscriber information; provides reporting data; and, if

sreéw



s§s@-r
To: [nstrvsnmo DIVISION] From: [DRAFTING nrvrsron]

Re: gq [case FILE mmsnn, 00/00/2001]

necessary, transmits the NSL for delivery to the electronic
communications service provider.

Derived " U! ..  &#39; I G
Declassify . 0-25 years based on

in . .
ation in the EC]

FULL/PRELIMINARY Investigation Instituted:92TS{�[O0/00/200?]
Reference: g� {CQSE FILE NUMBER Serial XXX]

Enclosures:  U! Enclosed for [DELIVERING DIVISION or OFFICE OF

ORIGIN, depending on whether service is personal or through a
restricted delivery service or fax] is an NSL dated [00/O0/2006],
addressed to [CMPANI POC NAME], [TITLE  if available!], [COMEANY

NAME], [COMPANY ADDRESS � NO P.O. BOX], ICITY, STATE - NO ZIP

CODE if using personal service], requesting the name, address,
and length of service for the e�mail address h0lder s] listed.

Detai1s:� >4} A [FULL/PRELIMINARY] [INTERNATIONAL/FOREIGN
COUNTERINTELLIGENCE] investigation of the subject, a [USPER/NON-
USPER], was authorized in accordance with the Attorney General

Guidelines because [Give a full explanation of the justification
for opening and maintaining an investigation of the subject;
barebones facts will not suffice and will cause the request to be

rejected for lack of legal sufficiency]. This electronic
subscriber information is being requested to [Fully state the

relevance of the requested records to the investigation].

{U} This electronic communication documents the

[APPROVING OFFICIAL&#39;s] approval and certification of the enclosed
NSL. For mandatory reporting purposes, the enclosed NSL seeks

subscriber information on [NUMBER OF] [e-mail/IP address es!]
from [ISP #1]; [NUMBER OF] [e-mail/IP address es!] from [TSP #2],
etc.

 U! Arrangements should be made with the electronic

communication service provider to provide the records [personally
to an employee of the DELIVERING division OR through use of a
delivery service or secure fax to OFFICE OF ORIGIN] within

[NUMBER OF] business days of receipt of this request. The
electronic communication service provider should neither send the

saunas
2
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 U3 To: [DELIVERING DIVISION] From: [onmrrmo DIVISION]
Re:  Xi [casr FILE uuusrn, 00/00/20011

records through routine mail service nor utilize the name of the
subject of the request in any telephone calls to the FBI.

DISCLOSURE PROVISIONS

[Certification and Activation of the Nondisclosure Requirement:

There is no longer an automatic prohibition that prevents the
recipient of e National Security Letter from disclosing that the
FBI has requested the information. To activate the nondisclosure
requirement, the senior FBI official approving this E§�hust use
Option 1 below and include in the EC  but not in the NSL! a brief

statement of facts that justify the nondisclosure requirement.

Option 2 is to be used in all cases where Option 1 is not used.1

[Option 1 - Invoking Nondisclosure Requirement]

 U! In accordance with 18 U.S.C. § 2709 c! I, the

senior official approving this EC, certify that a disclosure of
the fact that the FBI has sought or obtained access to the

information sought by this letter may endanger the national
security of the United States, interfere with a criminal,

counterterrorism, or counterintelligence investigation, interfere

with diplomatic relations, or endanger the_life or physical safety
of a person.

 U! HH""" �ql Brief statement of the facts justifying my
certification in this case:

[Option 2 - Declining to invoke the nondisclosure requirement}

IU! I, the senior official approving this EC, have
determined that the facts of this case do not warrant activation

of the nondisclosure requirements under the applicable National
Security Letter statute.

[Include the next 2 paragraphs in all ECs]

 U! Information received from an electronic

communications service provider may be disseminated in accordance
with the Attorney General Guidelines on National Security
Investigations and Foreign Intelligence Collection and, with

ssggv
3



SEXFLBT
 U! To: [DELIVERING DIVISION] From: [DRAFTING DIVISION]

Re:  � [case FILE NUMBER, 00/00/2007]

respect to dissemination to an agency of the U &#39;nited States, only
if such information is clearly relevant to the authorized

responsibilities of such agency.

{U} Any questions regarding the above can be directed
to [CASE AGENT, telephone number  O00! O00-0000].

SE><E&#39;.l!
4
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sm>2¬zz-r
To: [nnnxvznzue mvrsxom From: [near-rrus nrvrsxom

W? Re: W [case mm mnmnn, 00/00/20071

LEAD �!:

Set Lead 1:

GENERAL COUNSEL

AT WASHINQTDN, DC

 U! NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting

requirements for NSLs.

Set Lead 2:  Info!

[QQUNTE§E§BBOR;5M]COUNTERINTELLIGENCE[CYBEB]

AT WASHINGTON, DC

{U! At [Unit] Read and Clear

Set Lead 3:

[DELIVERIN§�DIVISION g�fi� u§ing_pgrson;1 seryice]

AI |CIgY, §TATE|

 U! Deliver the enclosed NSL as indicated above.

Upon receipt of the information requested, [DELIVERING DIVISION]
is requested to submit results to [DRAFTING DIVISION] and [OFFICE

OF ORIGIN, if applicable].

O0

snpngm
5
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� " 1 - :. &#39; "�192_j"&#39;; ""7 I " l&#39;i-,-"-Jul I

.lI&#39;92lT.E<!- *___ .� .- ___  =
none wees contact us seancn

[ _ _____ GO LNSLB: National Security Letters  NSLs!

ii
� haaei ECs and NSLs  as of 5/ 2/2007!

- I.e1.ep.h.¢.>n§._$ub_s.cril2er.iC  wed!

- Telephone.S.u.12.scril;e.t.N$1-  Wed!

. 1&#39;Q!.|iec9:d...E§;  wad!

�_|foiI__Record NSL  92-vpd}

- E;.M.a.i!_S.ucbscrlb.er EC {wndl

1 - E-Mail�i-l.b§QF.ib.�_.N§L W011!

i Tra.nsa.ct10n.aJ_I.¥.rc;Lc.L1i1Z  wad!
1 . Tra.nsacti_euaLR_ecor<1_N_SL<wpd1

s . a§1=..e.ec<wpd>

i 1 10- RFPA1i§l,<wvd!

i11- 1681e .aL§<; wp=n
e ~ ~ ca 12- 1§81.v£.a.L.11SL iwi:-=1!

-13. 1631._U D.!.iCiw|>~�-&#39;1

-14. 1§-8.11.I.�11�Si_-  wad!

- 15. .1§B.1u e!_en_¢L1b.1..commoa_Qet1_EC  Wad!

- 16- l§.8lL1.L3_!.al1!1_ .bJ.Cc_1mbin<3�.eI1..|1~|5|-  wad!

17. 16_8,1v_EC ,f_|_.;_ll credi_t_,rep0I1Ll_T ig_v_Q5Qgation
mil!  W00!

18. ui81v.N.S,L fulltredit reeory ITF._i"�i"l�5!iqa_r.ion
9a_Iu.<wp¢>

12151, Dslegatieoec .annr<1ved,bv.Direct<1r  Wad!

b2 i

ALL ruroaimrrom cnmmmco
HET-?.�EIH Is mrcuissrrti-:11 &#39; 19-

mm: as-0?-2001 BY sans DPH-I/KSRIJW

NATIONAL SECURITY LETTERS  UPDATED

3/9] 2007!
1076786

National Security letters are a specific type of
investigative tool that allows the FBI to obtain

certain limited types of information without court
intervention:

1. Under the Electronic Communications Privacy
Act, 18 U.S.C. §2709, the FBI can obtain
telephone and email communication records

from telephone companies and internet
service providers.

2. Under the Right to Financial Privacy Act, 12
U.S.C.§3414 a!�! A!, the FBI can obtain the

records of financial institutions  which is very
b2

J - i

l C�ntitgm J
Contacts  all!

0 Cfédlt

Bureaus

O Financial

institutions

a Internet

Service

Providers

I Telephone

Companies

0 Field Office

&#39; POCS  doc!

1- Resources E
Determinin

Issue Spotting
Checklist  doc!

S�i".2.00T

b2
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broadiy de�ned!.

3. Under the Fair Credit Reporting Act, 15
U.S.C.§§1681u a! and  b!, the FBI can obtain
a list of financial institutions and consumer

identifying information from a credit reporting

company.

4. Under the Fair Credit Reporting Act, 15
U.S.C. §1681v, the FBI can obtain a full
credit report in an international terrorism
case. This provision was created by the 2001
USA Patriot Act.

� l

as �

The standard for issuing an NSL is relevance to an
authorized investigation to protect against
international terrorism or clandestine intelligence
activities provided that such an investigation of a

b2

f if if   smzoov
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Federal Bureau of Investigation
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_ _ _____ iii

ALL INFIJRHATION CONTAINED
. HIEF&#39;.EIl92.l IS UHCLASSIFEEII 5

DATE 06-30-200? BY 6SL7�3_.iI&#39;I�&#39;L-"K$P;&#39;P!U 5

OIG�S PATRIOT ACT REVIEW _ l
DOCUMENT REQUEST: D_QJ�OIG_REQ2UES_T 0£_J_U LY ill, 200§

SUBJECT: com-rs OF/ILL "EXIGENT us TTERS " ISSUED DURING rm; PERIOD CY 2003-2005

�005 EXIGENT LETTERS _
FBI TRACK1NG#: |_ _ ;_ 0?-Lamraluman. _ ,-.0 ~50

PACKET: M
2 __2222 _222 _2 &#39; 22 L[IJ.LY_3.L2.lIll.6.l 2 2 2 2 &#39; 92

�L _
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. -. -.»....q..-9., &U&#39;UDHJ&#39;| H0642 P.1

l. 01:!
�/1/4 �F� b2

U.S. Department of Justice|&#39;_&#39;f&#39; {If 5- Federal Bureau of Investigation
""&#39;-_���-F-II "$_lII~e&#39;- II J III l�1~&#39; �l-IIlII1�| lit-i
InRc|:|ly.Pln.nRdb.rioIEleNo. FBI!-IQ

&#39; 935 Pennsylvania Avenue NW
Washington, DC 20535
Room 4944

~ January 5, 2005

. RE: Special Project / SSA
M DearL
b6  �T &#39;

mc Due to exigent circumstances, it is requested thatbi�? records for the attached list of telephone numbers be provided
Subpoenas requesting this information have been submitted to tlieU.worney&#39;s Office who will process and serve them formally &#39;to as expeditiously as possible.

sincerely, _
|"nN�|�AIl-JED&#39; ALL Intommtton  &#39; I i

ASSIFIED . .§§§I§6f§-5:55? BY ssise/DI*�i»&#39;K5RfR" Um-t chief
Communications Anal;/iszis  group

b6
b7C

Supervisory_ pecial Agent

_ ,,__*, 7 _ e - L; -_= _&#39;- "--=11. &#39;_ _-"=*-�-��"="*�&#39;.&#39;-�:"�_&#39;_i""�_"-&#39;-_�=&#39;:E-._E.�&#39;7�:  -_  �-M-�x� In H_ __ _ ______ _ _- , "&#39; "&#39; &#39;-&#39;- &#39; . &#39; &#39; _ __ ��� ��: ~ *&#39;"&#39; &#39; |



.r-».~. u.=.uu..> 10-U3!-ii�! N0.54-3 P.Z

1&#39;»

4&#39;-� " -|&#39;,"._

-&#39; 51 U.S. Department of Justice
I�  . Federal Bureau of Investigation

II�I|ll-|�u|��~ _4l-1-I I |||I~�&#39; &#39;1;_-I -�|| &#39;
_|n mini ~� 1-r7&#39; &#39; J71 _r __I_i i Ii I

For the following telephone� numbers:

b6
b7C
b7D

. &#39; &#39; _ _ _ . ..______.___:____ _______;_ .:_.&#39;�_;__._ 7_&#39;_Q&#39;:_=:&#39;_�&#39;_:"r-T.v"#*&#39;�-*1�.-&#39;�":"1" -3* = §-



L14
b6
b7C
b&#39;ID

O

I 92/*4 0;
b2

___!_ U.S. Department of Justice

>1 .-; . .
 Federal Bureau of lnvesuganon

Washington, D. C. 20535-0001

December 27 , 2004

Attention &#39;

Dear[ K
Due to exigent circumstances, it is requested that 92

records for the attached list of telephone numbers be provided.
Subpoenas. requesting this information have been submitted to the
U.S. Atto ney&#39;s Office who will process and serve them formally- t  as expeditiously as possible.

Sincerely,

|:l
Unit Chief

ML H11:-r_;1:;_]».§_;_;]-I|_-_&#39;|],] CDNTAHED Communications Analysis Unit
HEREIN I3 UNCLASSIFIED  � ~ r" Ia *  ��*�

DATE 06-30-200? BY BE-l?9fDI&#39;lH/&#39;l&#39;ISR!RIO

_ b6
bTC

By:

upervisory Special Agent

For the following telephone numbers:

* " "* b6

b7�C



� J an L;|:| =12,»/4l:|

Q? iiis lLS.DeparhnentofJus�ce
-   Federal Bureau of Investigation

b2

1» Reply, Please Refer 1» rm Nu.� FB I HQ

935 Pennsylvania Avenue NW
Washington, DC 20535

January 12, 2005

Attn l
RE: Special Project /

mi jc
Due to exigent circumstances, it is requested that22 records for the attached list of telephone numbers be provided.

bqc Subpoenas requesting this information have been submitted to theb7D U.S. A ey�s Office who will process and serve them formally
to[:::ii�jTas expeditiously as possible. &#39;

Sincerely,

���¬��3$$EE §?&#39;§{i;*E��° I "m"�=�1@*l 0I-[EPJ-ZIIG S 5 - s »
DATE 06-so-200? BY 65l?9fDl-HUKSRIREJ Communications Analysis Group

By;

b6
b7C

Supe pecia Agent

-i%,iiiiT,es,i~mM~ser~~s��s*"�j
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_-;.=-§&#39;_E.&#39;i:*&#39;,j&#39;=g._

U&#39;s&#39; D°P"tlIl¢IIl of Justice
 -_;_-;-j:- Federal Bureau of Investigation

__ __ W _* _ 7 L 7 7 i 7 7 7

For the fol]-°�*�i"9 telephone n &#39; EgcH *1� j  W mm

..:<-_~4_.---  =-_- - __ _~ =1"-----2 -_-_-_---�-  -- &#39;_ .e.;;;_-1 -£-i-._-~::�...-.:~:&#39;--.=&#39;-;-&#39;;--;  &#39;;~�:¬&#39;r



b4
L16

b7C
b7&#39;D
b2

r&#39;__ _; .

U.S. Department of Justice
Federal Bureau of Investigation

.1-&#39;-�EL-&#39;;i?; =.v~.
Fl� " I--T:
_ &#39; = I |_| i .&#39;..

&#39;-_&#39;|._:&#39;. II g_1_&#39;1i&#39;

_7 if _ _ 7 _I__ _

In Repiy, Please Refer to File No. FBI HQ

935 Pennsylvania Avenue NW
Washington, DC 20535

_ January 14, 2005

RE: special Project / CAU
Dearl 7 I .

Due to exigent circumstances, it is requested thatrecords for the attached list of telephone numbers be provided.
Subpoenas requesting this information have been submitted to" theU..5. Attorney&#39;s Office who will process and serve them formallyt  as expeditiously as possible.

Sincerely,

Unit thief W

. Communications Analysis Group
ALL It-IFUPHATIUI-I IIDIJTAII-JED &#39;

rrrprm Is uucmssirrrn

one as-so-zuu? B�! sans-,»&#39;Dl-11i»&#39;I&#39;If-JP-»�R!&#39;F

By:

Supervi sory�pecia l Agent

&#39; 1 _, _-_, _ &#39;-;_-____- . - -_�__--_�-i�i_-- � &#39;

b6

b7C
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U.S. Department of J ustioe
A-3.;  Federal Bureau of Investigation

For the following telephone numbers: 1,5
, __ _ __ _ J ~ mo* � �* 1:713

* * z

�-i&#39;�&#39;i&#39;



r |&#39; 1 &#39;

_|.&#39;-."-I-_:_-.-!&#39;jF_!._

&#39;" &#39;" lLS.DeparumeutofJus�ce
-:-.- Federal Bureau of Investigation

I I� 34�! 1* _ &#39;* Y1 I I it &#39;__
_ I cl _ 4| _*_ _ 14 _ ,é __

mmwmnemasswnuna FBIHQ
935 Pennsylvania Avenue NW
Washington, DC 20535
Room 4944

_ _ January 13, 2005

Attn: -

RE: Special Project / SSA{ I

b4 I Due to exigent circumstances, it is requested that &#39;b6 . records for the attached list of telephone numbers be provided.
b7C Subpoenas requesting this information have been submitted to theb?D U. ey�s Office who will process and serve them formallytiim�mmmmmmas expeditiously as possible.

ALL IIJFUPHATIEIN colrrazmzb 31;-1¢ere1y&#39;
HREIN Is UNELAESIFIED

Unit Chief
&#39; Co &#39; &#39; s Analysis Group

b6

b7C

By} � s � �

SSAI !

. ._ &#39;;"".-. &#39;.-.:&#39;._--=-_-_g- "-LL. . "L " "�-i:v":.�-"*��-&#39;i�r .-1" "2  _l&#39;_l::;&#39;_:£ .__ -I -&#39;1  l_:_?:ls_ ,_:- e i s e !
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U.S. Department of Justice __ __""&#39;  Federal Bureau of Investigation
. uIIx||_&| 7* Y; t|�| 111 &#39;7&#39;; lnil-I1 é _ l~&#39;J-I �=7 __*I~71_ __ _ " __ &#39; L_�|I

For the following telephone numbers: b5
_ ,  _ mo

mo

_..-__.,-.___¢-_--_:..&#39;_ . - . _ .-&#39;-���_-_�:&#39;i-"~... "� I_. I . - -  _ _ _ _...-.._-- ._. _  . -� if i i _ ..4 ._._.- -»--92--~=--i--*  -�- �-_- -..*. �_&#39;. . - " &#39; _ 7 �� 77� � I



b4
b6
b7C

11 92 &#39;

U.S. Department of J ustice
Federal Bureau of investigation

lnMMgHunRdhwFMNQ FBIHQ
935 Pennsylvania Avenue NW
Washington, DC 20535

_ _ January 14, 2005

RE: Special Project / CA{;;i:i]Tas[i;;i]
Dea4

Due to exigent circumstances, it is requested thatrecords for the attached list of telephone numbers be provided.
Subpoenas requesting this information have been sub &#39;tt

mi ed to thee70 U.S. At ey&#39;s Office who.will process and serve them formallyb2 to as expeditiously as possible.
ALL INFORMATION CONTAINED

nnrxm IS UNCLA$SIFIED

DAT! as-30-zoo? BY GSLTSJDHH/KSRIRM

I Sincerel , EEC

nit Chief

Communications Analysis Group

&#39;- Superlisory Special Aoent

- u 92 .. -
. _. ..__. ........¢l -.. , ._.. ..- ---1-u-I-�  -_ :u:.: &#39;.,- . .-..,...-�--&#39;c--- M  ._1_-,.T_==-_ __-._. _- -_  --..»r-.--.- --..-92-.... -.&#39;-_-L=§:_____-__=*_*-&#39;?__ .__ -___-1-+__ ... . .___..-...-._. . _ __ .k J, ___._l l is-V ,,-_;_~ ,;e.:__-"-._.__�_,**-_=_ __-_. _¢�-;�-. -.�.i.._��_.i&#39;_ ..- ._.__ i i _ ,



U.S. Department of Justice _  Federal Bureau of Investigation

b6For the foll0w_ing_te1ep*hor;e 9 mc" � �W mm

liq __-.. .-_ e 4r-l14J_ "._�.� T.Ti"&#39;?."�-"&#39;."_-- - -._--...  --&#39; ��-�&#39;- -  i , � 7 ~ 1&#39;___._.__.. |.-._--_- f___.&#39;_:=,&#39;__--_-;;_--;;._e-_-11...;  .. r _ __&#39; _ __..... ,T,-- � _

�1�i



b4
b6
b7C
b7D
b2

ALL INFHRHATIUN CONTAINED

HEREIN Is UNCLASSIFIED

DATE us-so-2001 BY ssias/DH/H5RfRw

 _ ,= K

U.S. Department of Justice
Federal Bureau of Investigation

31!.
as- v
2&#39;-"I | | �J .

&#39;-,; _:-1;1:__&#39;.<

__ _ I; 7 _ _ _ i i i i _ _

In Reply, Please Refer lo File No. FB I HQ

935 Pennsylvania Avenue NW
Washington, DC 20535

_ r_ _, _ __ January 14, 2005

Attnq__�_m__________.l
. - RE; Special Project / CAU

Dea% I
Due to exigent circumstances, it is requested thatrecords for the attached list of telephone numbers be provided

Subpoenas requesting this information have been submitted to theU.S. Att ey�s Office who will process and serve them formallyto£i::::ijras expeditiously as possible.

&#39;Sincerely, _

I  I b6Unit Chief &#39; &#39; b7C
Communications,Aqa;¥gi§_

:
Supervisory Special Agent

By:



1

U.S. Depa mnent of Justice" __ __.:;-�_.= Federal Bureau of Investigation _

b6For the following telephoneinumbers: _ __ bqc1�» �� � �� *  " mu

&#39;Zi&#39;�Z1-



bl]
b6
b&#39;?C
b7D

E 92

1LS.DeparnnentofJus�ce
Federal Bureau of Investigation

,;§.i3E:?;-=.--_

Fl W F
0E._�*
._- :_5_,-. _-_.&#39;

In Reply, Please Refer to File N0. FE I HQ
935 Pennsylvania Avenue NW
Washington, DC 20535

i January 19, 2005

ALL INFORMATION CONTAINED

UNCLAS"IFIED

:E§¬Igef§o-zoo? gr ss1?9:nnm/HSRHRU
Attn

IRE: Special Project /
Dea{

Due to exigent circumstances, it is requested thatrecords for the attached list of telephone numbers be provided.
Subpoenas requesting this info

rmation have been submitted to theU ey�s Office who will process and serve them formally _t as expeditiously as possible. "

Sincerely,

[unit Chief _
Communications Analysis Group

b6
b7C

Supervisory Special Agent



|.  U.S. Department of Justice
�-.";;:;._______ _  Federal Bureau of Investigation

For the following telegh�qnefn 22¢** �*1 *1� �i 7� W 13713

. - !

1.__ _ _ _ ____, __7_.|_..

1



1

b4
126
b&#39;»&#39;C
b7D
b2

lLS.DmparunenlofJus�ce
Federal Bureau of Investigation

1+.&#39;£??i"-&#39;-&#39;T"&#39;1j"-�..::
 I &#39;v._:!_-._._&#39;

F�mjb�
-__-_.:___-_E.£..2_;.;&#39;_-&#39;

In Reply, Pleas: Refer to File No. -FB I HQ

935 Pennsylvania Avenue NW
Washington, DC 20535
Room 4315

January 14, 2005

Attention� I I I
RE

Dear Sir:

: Special Project / IA[i:::j]

Due to exigent circumstances, it is requested that
llca detail records for the attached list of telephone numbers

be provided. Subpoenas requesting this information have been
submitt d t &#39; &#39; &#39;e o the U.S. At s Office who will process and
serve them f°r"&#39;"3llY t0 as expeditiously as possible.

&#39; Additionally, please provideL __HH__
for the telephone numbers in the attac eo list?

ALI. IHFEIRNATION CONTAINED Sincerely,
HEREIN IS UNCLASSIFIED

DATE 06-30-200&#39;? BY 651&#39;?9!�Dl�l1-I/&#39;RSR/&#39;RbI

Unit Chief

� Communications Analysis Unit
b6
bTC

By: V _
Intelligence Analyst



;_ 92

U.S. Department of Justice
  Federal Bureau of Investigation

Call detail andV W�  lfor the following telephonew11=er= e _  -e~   * o  e " b2
b6

b1-�C
b7D
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P °�@ numbers bo provided.
&#39; =IeC0rds for the attached 11s

have been submltted to the
b4
b6
b?C
b7D

= -

�a . _ _

ALL INFDRILRTIUN CONTAINED

HEREIN I3 UNCLASSIFIED

DATE III6-313-200? BY 55.1391 _

- ---.-a;. =-

�~..__. :E&_- 1

&#39; &#39; -~&#39; .T-:2.

DH!-I

_ - ___ 5

._. _ ___
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/K5RiR@¢ é _

L._&#39;-&#39;~- .
$f":+-

.�   _

. Subpoenas reqoesting thl3 l�formatlon
office who will process and osryo them formally__ U»5- Attorney 5

to . .- &#39; 5. °"P°���.9�$l¥ .=&#39;!B P°5_5ib1e.  -1-. -

l b6
.+ Sincerely,Y*-*J-

b7C

�;n1t�Chief :&#39; _. _ Communicaoions Analy5i?7Gr°up

. -- §s;l| *  W "J

~92-|
&#39;=~ 7-  �.&#39;..-.-;- -

-rTh
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-5" é?
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�K�
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" s

U.S. Department of Justlee

"l Federal Bureau of Investigation .

Washington. 0. c. zosss-oom  *1�

January 21,2005

O

Re: Special Projects 1 ssnl f I
b4 DearSir:
b6

337$ I h Due to exigent circumstances, it is requested that records for the attached list ofmo te e &#39; � &#39; &#39;_p one numbers be provrded. A subpoena requestmg thus mfommtion has been submitted to the
tes Attorney&#39;s Of�ee  USAO!. The request will be processed and served formally toexpeditiously as possible. -

ALL I!-IFIDPJULTIUI-I CUWAINED

HEREIN IS UDICLASSIFIEI1 sincerely.
mm: we-so-zoo? BY -ssnsxrnrmxxsnxnw

- |:_|vm:¢hier
W -Communications Analysis Unit� __

b6
b7 C

7_ -r*� _ i -� i 7

By. [S e _
upervisorjf Special Agent

_..,._..- &#39;_- <~.�_=-"-�-_&#39;-r.-�-"&#39;�r1�TT-.":"  -.&#39;;  =-_?�_=&#39;-.&#39;_-�:5-7_-7&#39;."-_=_".". &#39;.:&#39;1�L:T-�*:_�-"�*=*=. -I&#39;=&#39;=--�-�T�-q -"&#39; &#39;-
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b6 92
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b4
b6
b7C
b7D

! 3 1

Federal Bureau 0f Investig

lLS.DeparnnentofJus�ce

awn

� � � f �Z "�%WmmmmucamMm@

January 18, 2005

|:l
Re: Special Project / SS

Deal-F f if
Due to exigent circumstances, it is reque

records for the telephone number listed below. Sub
requesting this information have been submitted to
Atto &#39;s Office who will process and serve them f

as expeditiously as possible

Attention:

sted that

poenas
the U.S.

ormally to

Sincerely,

ALL INFORMATION conTn1mEn _ e� ~ � e�* "
HREIM I3 uucunssrrxzo

DATE as-so-zoo? BY 65l?9fDH�!RSRiRH [l11&#39;|TF&#39;C�1ef
Communications Analysis Unit.

b6 "

b7C

By:

___ L _ i7;_ TV» _ 7:::; _

upervisory

Speciel Agent



b4
b6
1::-TC
b7D
b2

1 i_

U.S. Department of Justice &#39;   Federal Bureau of Investigation

>~

In Reply, Picnsc Refer to File No. PB I HQ
935 Pennsylvania Avenue NW
Washington, DC 20535

_ January 25, 2005

Attn{ l

RE: Special Project / C
Dear

Due to exigent circumstances, it is requested thatrecords for th &#39;e attached list of telephone numbers be provided.
Subpoenas requesting this information h b

ave een submitted to theU.S. At ey�s Office who will process and serve them formallyto as expeditiously as possible.

1.1. mm1=~.mn-mm CONTAINED .gnsxm I5 UNCLAESIFIED S1"¢erelY&#39;
DATE 06-so-P00? av s51?9/M111/I~I3R;R.m e e

Communicat ions Ana lysis Group
_ &#39;� &#39; -&#39; 7 I 7 7 M b6

b7C

Supervisory Special Agent &#39;



I . l

U.S. Department of Justice&#39; J &#39;1  - - __ if-_-* Federal Bureau of Invesugauon
_ T � _ _ _ _ 7 " I�, 7,, * 7 _ �

b6For the following teliephgne :1j:unLt;»_errL&#39;L Z Egg

__ .. _ -_  F$ -

i



L34
b6
b-IC
b&#39;:&#39;D
b2

1

K |

U.S. Department of Justice&#39; &#39;  &#39;  Federal Bureau of Investigation

In Reply, Please Refer lo File No. PB IHQ

935 Pennsylvania Avenue NW
Washington, DC 20535

i " January 21, 2005

RE: Special Project / CAU

DearL &#39;
Due to exigent circumstances, it is requested thatrecords f h �_ or t e attached llSt of telephone numbers be provided.

Subpoenas requesting this information have bee
n submitted to theU.S. ey&#39;s Office who will process and serve them formallytc[::ffjjjjas expeditiously as possible.

in ION FONTMNED Sincerely, &#39;ALL INFURI T -

In I5 UNCLAS�IFIED 0 Ig�g 06-30-200? Ev 65l?9/DHHIKSRIRW
b6
b7C_ 4UhltuCH1EfW M

Communications Analysis Group
W W fr s

By

Supervisory Special Agent



i

U.S. Department of Justice
ilf-,_E___ __;_-;§:&#39;.-� Federal Bureau of Investigation -

For the fgllowing W§§_l§;-Qhone nqmQ;§_;_i_

b6 �d

mc;
mo

L W7 V i i i _i ,



l 7"

� I i

_�_ LLS.DeparunenlofJus�ce

Federal Bureau of Investigation

Washirlglon, D. c. zosss-0001 �

January 25, 2005

Re: Special Project / SSA[ii5;i;ii;;;]
Dear�

Due to exigent circumstances, it is requested that
records for the attached list of telephone numbers be provided.
Subpoenas requesting this information have been submitted to the

b4 U. ey&#39;s Office who will process and serve them formally
b6 to as expeditiously as possible.
b7C
b7D

&#39; Sincerely,

ALL IHFQRHATIUN CBHTAINED

HEREIN IS UNCLASSIFIED

DATE us-30-zoo? BY |55l?9lDl-11-1fIs$RfRbJ nu C lef _
Communications Analysis Unit

b6
b7C

BY:

- upervisory Special Agent

For the following U.S. numbers:

I _ r | b6
" b&#39;?C

. b&#39;7D

.__._.__.._-i»--=--�. �-. -.��-- -: "cc -";_&#39; __._  __-.__.._.._..-..  .   -__._. ___ _. ...._ ,__._.. . _._  _._..-._..__..____ ._ . ..___



I I �

U.S. Department of Justice
   .l&#39; Federal Bureau of Investigation

In Reply, Please Refer to File No. FB I HQ

I 935 Pennsylvania Avenue NW
_Washington, DC 20535

January 26, 2005 &#39;

Attnl I
RE: Special Project / SSP

Deaqéf émz 5 i

Due to exigent circumstances, it is requested that
bq records for the attached list of telephone numbers be provided.
b6 Subpoenas.requesting this information have been submitted to the
bic U. ey&#39;s Office who will process and serve them formallyb7D. toE::?fiTfjas expeditiously as possible.

- Sincerely,
ALL INFORMATION CONTAINED

HEREIN Is UNCLASSIFIED

__ _3 &#39;KSR RU &#39;DATE 06 30 nu? BY 65119r:|:»1-111/ 1 nit Chief

Communications Analysis Group b6Z if b7c

By: SSA

Supervisory Special Agent

- "- &#39; _ &#39; _ _ _,. _ _ : � ~:&#39;_�_~ -�?._____ -7;?-i__;-_ ;: .l.__. ...- _ _ _-7 :r_ �- �=..� &#39;:f&#39;-"-¢= �;...--__1&#39;--�-  -��¥&#39;=&#39;-" &#39; &#39; &#39; &#39; &#39; ._._._ _ _.. . .-._.-._..-- _--- ..._..,. . _-- -»- I __&#39;� �;&#39;� 7 __._, _--___-�- ,-_-___ -in &#39;� ___ __,,_____ ____.. _.-- - --I-� --�-



i._ l_ �

b_5  U.S. Department ol� Justice
bi� c  Fcdcral Bureau of Investigationb7 D   &#39;



�f?$¥§; lLS.DeparhnentofJus�ce
  Federal Bureau of Investigation

�&#39; |~ � �_ 7, __ _ ls� __ 7
hR¢wJ%uehknoHkNe FBIHQ

935 Pennsylvania Avenue NW
Washington, DC 20535

iw 7 January 24, 2005

Attn: _

�_RE:&#39; Special Project / CAU

Dear I
by Due to exigent circumstances, it is requested thatb6 records for the attached list of telephone numbers be provided.
b?C Subpoenas requesting this information have been submitted to theb7� U.S. Attorney&#39;s Office who will process and serve them formally

to as expeditiously as possible. -|_:_|

Sincerely,
*~ ** b6

ALL INFORMATION cguigg�ib &#39;b7CHEREIN IS UUCLASS F - leg
,, snnu . . .DKE&#39;%-m��m7BY5Hj9mmUk / C0mmU�lCBtl0nS Analysis Group

4� __ � _7_ 7

SupeLv1sory Special Aaéat
By:

- _ . = -&#39; ,5___-.4.5=51&#39;.&#39;:&#39;;i¥_>_=-F-is-~ _ _  .. _. . . - -_77 ..._......_..._._ .---1-�__�:-= -&#39;- -� &#39;-&#39;�&#39;-



-. 1"

�F5L{$� lLS.DeparunentofJus�ce
 __;;§:&#39;.-� Federal Bureau of Investigation

For the following telephone numbers:

b6
1 b7C

~*-*" b7D

. � 7 i 7 ___::__ 9�. __ _ ___ __�___._ _...__ _. __



 _&#39;_ 1

U.S. Department of Justice
 "___] Federal Bureau of Investigation

In Reply, Please Refer to File No. PB I HQ

935 Pennsylvania Avenue NW
Washington, DC 20535

_ January 25, 2005

RE: Special Project /

Deai |
Due to exigent circumstances, it is requested that

records for the attached list of telephone numbers be provided.
Subpoenas requesting this information have been submitted to the
U. ey&#39;s Office who will process and serve them formally
to s expeditiously as possible.

bll
b6
b7C
b7D

ALL rmro NED

HEREIN Is UNCLASSIFIED

part as-so-zoo? BY 651?9fDHEKbR!RW

Sincerely,

g�lt Chief

Communications Analysis Group

_ b6

b7C

By:

Supervisory Special Agent



E 1

U.S. Department of Justice
E;&#39;:-.___ __  Federal Bureau of Investigation

b6For the following telephone numbers: 3375_ 11 ~ * ~ * mm

. 4
-.. __ _ . * - &#39;. &#39;1!�----1.2.--&#39;:
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b*l
b6
b7C
};,&#39;?D
b2

_-eifiil:-&#39;.r,_
Ft &#39;12-&#39;|a�-_&#39;92
 . lLS.DeparhnentofJus�ce

Federal Bureau of Investigation
_ _ _ &#39; 1;, &#39; _* r ,7

In Reply, Please Refer to File No. FE I HQ .
935 Pennsylvania Avenue NW
Washington, DC 20535

January 26, 2005

RE: Special Project / CAUETASKU
Dear} _ I &#39; l

Due to exigent circumstances, it is requested thatrecords for the attached list of telephone numbers be provided.
Subpoenas-requesting this information have been submitted to theU.S. Attorney&#39;s Office who will process and serve them formallyt  as expeditiously as possible.

ALL Iumlumrzom CONTAINED &#39;

PEIN IS LTMCLASSIFIED

�n -as-an-200? BY asi?s,»&#39;nrm,-&#39;K�R/R&#39;�
Sincerely,

3 * &#39;7 b6
� _ b7C

Unit Chief&#39;

Communications Analysis Group

By:

Supervisory Special Agent
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I� 5&#39;...-
T

For the foll owin

U.S. Department of Justice
Federal Bureau of Investigation

g telephone numbers:

--7 ......._;: �

b6
b7C
b7D



�IQ

b4
b6
b7C
b7D
b2

U.S. Department of Justice -
Federal Bureau of In vestigalion

s�im.

 fl
Q; ,w

� ~ �F11 k E __

lnhMgHuaRdhwFMNo FBIHQ
935 Pennsylvania Avenue NW
Washington, DC 20535

January 28, 2005

Attng
RE: Special Project / cAU|:jTAs1-<

new QQQI; _|

Due to exigent circumstances, it is requested that
records for the attached list of telephone numbers be provided
Subpoenas requesting this information have been submitted to theU.S. Attorney&#39;s Office who will process and serve them formally
to s expeditiously as possible.

ALL INFURQULTIUH C UNTAINED

1SlmUA$HFED Sincerely - -gigrga-an-200? BY 65l?9£DHHiK5RfRU &#39;

upnit Chief -

Communications Analysis Group

b6
b7C
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  Federal Bureau of Investigation

For the following §3l§phone nurnbeirfgz
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U.S. Department of Justice
Federal Bureau of Investigaxion

In Reply, Please Relic to File No.

httnil if 7 I "

� RE: Special Project / SSAI _m i_* __ I

b-*1
b6
b&#39;r&#39;C
DTD -

Due to exigent circumstances, it
records for the attached list of telephone

-_Subpoenas requesting this information have

I _| *1 i &#39;_

FBIHQ
935 Pennsylvania Avenue NW
Washington, DC 20535
Room 4944

February 2, 2005

is requested that
numbers be provided.
been submitted to the

serve them formallyto as expeditiously as possible.U.Ei;iiiij]ey&#39;s Office who will process and
ALL INFORMATION comwnrntn

nsrrm Is UNCLABSIFIED

DATE we-so-200? BY esivezv��/KER/R" Sincerely,
. b6

nit Chief

Communications Analy§is_Grqup"

_ e~ � r"�

By:
SSA



&#39; ¥_ . i_

U.S. Department of Justice
*-j;j~,3_;__".;";__f-,i:.l� Federal Bureau of investigation

_ _&#39; 1 � &#39; _ �I I 7 1 +4� I &#39; W -1
_

For the following telephonZe__Zr;§.1;_mQ§;."_:___ H b6
b&#39;:&#39;C
b7D

_.� -. �---:E�-_ �__...._...-



92-

b4
D6
b7C
b7D

ALL IT-IFOPJEATIQN CO1-l&#39;T&#39;AI!vTED

&#39;4

U.S. Department of Justice

 . Federal Bureau of Investigation

" 7 f wash{ngum,n.�¬.2osas-060: &#39; ll l

February 3, 2005

1�-&#39;&Vtt7e:ntiOn:  e
Re: Special Project / SS

Dea{ "7,
Due to exigent circumstances, it is requested that

records for the attached list of telephone numbers be provided.
subpoenas requesting this information have been submitted to the
U.S ey&#39;s Office who will process and serve them formallytc[::ffiijjas expeditiously as possible.

Sincerely,

HEREIN I3 UNCLASSIFIED [ i�i� r J
DATE U6-30-200? BY #551"-*9,"Dl-1I�I/I-.$R/Rlll _f__ilt&#39; �le?

Communications Analysis Unit

b6
b7C.

By:

upervisory Special Agent

b6
For the following U.S. numbers:

b7Cf Z H::___ _:sec_"s 1 b7D



t

J" U.S. Department of Justice

�-�IQ,?m_£.f§""-� Federal Bureau of Investigation

92l-�ash|ng&#39;ton, D. C. 20535-000]

February 9, 2005

A==@nt1<=n= :|

Re: Special Project / SSA[:ii:ii;;]
Deaq iémj 7 7 W l

Due to exigent circumstances, it is requested that
b4 records for the attached list of telephone numbers be provided.
be Subpoenas requesting this information have been submitted to the_ . .b7C U.S. A ey s Office who will process and serve them formallyb7D to[:::fiijjas expeditiously as possible.&#39; .

Sincerely I

ALL IPIFOPMTION IICIHTAII-l&#39;ED ~*"" J V �

HEFLEIN IS IHJELASSIFIED

lI&#39;I&&#39;I&#39;E 06-30-200? BY 6-Sl&#39;l!3,-&#39;DI"[HXK.:R;PJ:J nl -Le be
Communications Analysis Unit b7C

By:

I if __ __

upervisory Special Agent

beFor the following Ul�i numbers: _ Egg

>
i�-.
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l __ U.S. Department 0! Justice
-  -"  .if  Federal Bureau of Investigation

�92-

{|

E2 PBIHQ
�1 &#39; � bjg 935 Pennsylvania Avenue N.W.

b2 Washington, DC 20535

Ream 4944

March 23, 2003

DBTI: 05~26�2UU?

CLA$$IFIED BY 65l?9d.mh/ksrfmaj

PEASUN: 1.4 [0]
DECLASSIFY OH: 06-36-2032b4

b6
b7C
b7D

ALL INFORMATION CONTAINED

HEREIN IS UNCLASSIFIED EXCEPT

if UHRE SHOWN UTHRUISE

b7D
bf!
b&#39;?C

Due to exigent circumstances, iris requested that coll
records for the preceding ILB months for the referenced telephone
numbers be provided. Subpoenas requesting this infonmgion have been
submitted to ch &#39; I:tornay&#39;s Office who will process anciserve
Fham f�m�lly = s expeditiously as possible.

-Your assistance in this matter is graacly appreciated.

b4
b7D
b6
b7C



QPR-B4-28133 15=53 CQLI 292 3245 P-91
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" 92

u.s. Dcpa�mcul of mm

»�;2~._ _  Federal Bureau of Invcstilztion

7 &#39; *1» I _ __ 7 -ll� _� � _ ;��_ 77; 7� �t _ ___ _

la Rqly, Pins: Rein: to FBIHQ
mm 935 Pennsylvania Avenue N.W.

Washington, DC 20535
Room 4944

. March 23, 2003

e_e~i_ t he �-e~*~*# ALL INFORMATION CONTAINED

HEREIN Is UNCLASSIFIED

r:-mt 06-so-zoo": BY 651?9;�clmJ1/last/cal-:

b4
b6
b7C

_ b7D

RE=* Special Project /G

bf-l

Due to exigent cii-cumstances, it is requested that records b7C
f°*-&#39; =h°_b°1°W ll�ted t�l�phone numbers be provided. subpoenas MD
requesting this information have been submitted to the U.S. &#39; .Attorney&#39;s Office who will process and serve them formally g¢|j5
expeditiously as possible. .

Your assistance in this matter is greatly appreciated,

Sincerely, _
Larry A. Mefford

b6
b7C

BY:
3&#39;~1Perv{s01�Y Spec�-ii}. Agent.

I
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I192  7

b4
b6
b7CI
b&#39;?D

bi

b2
b?E.

* * RE: sp.=;-earl Project;/slgl |,,,et_F�-3 ggc

Due to exigent circumstances, it is requested gh t
records for the attached list of telephone numbers be §d d

provl eSubpoenas re t� &#39; &#39; - , ~
U rnegfg5OE?gc:h$:°13¬¬{ma;é2: havedbeen snbmltted to the
t P as an serve them formally

5 exP@ditiously as possible.

Sincerely,

b4
b6
b&#39;}"C
b7D

b2

b7EI
b6
b7C
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_ us. Department of Justice
T5 -LL F-5

� "-   Federal Bureau of lnvcatignlion

7 in _,_i V __ � bl I t _ W ,__ _ __s_*_&#39;~ s� L
I

ts" �WP� E2 FBI
935 Pennsylvania Avenue N.W.

*"** �4- �*~ * Washington, DC 20535

Room 4944

March 28, 2003

1 DRTE: U6-25-290?

b2

b4

; b6

b&#39;i&#39;c
b7D

REASON: 1.4 it!!
DECLASSIFY El!-I: 06-26-2032

b7D
b6
b&#39;]&#39;C

1. ,1] .

Due to exigent circumstances, it is requested_that toll
records for the preceding 19 months for the referenced telephone
numbers be provided. subpoenas requesting this information have been
submitted to th Attorney&#39;s Office who will process and servethem f�rm�lly t[:i:j:]as expeditiously as possible.

b4
b6
b7C
b7D

Your assistance in this matter is greatly appreciated,

Sincerely,
Larry A. Mefford

b6
b7C

CLASSIFIED BY 651 &#39;:&#39;9&#39;M1/&#39;1! SI flail]
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b4
b6
b7C
b?D

_ I RE� 5Pecial Project/SA[::::::PDet.[:::::::]

, 92 records fogushgoa��ggggg Ei;¬um?t:n¬es&#39; it is requested that
5?! Subpoenas requesting this inf O ? °Ph°�e numbers be Provided. b7C

&#39; _ .ormat;on have been submitted to the bvn
U rney s Off ht 5 expeditig�gl: gswgiisggggess and serve them formally

b4
b6

Sincerely,

b2
b7E
b6
b7C

B :

Sup P�cla Agent

ALL INFORMATION CONTAINED

HEPEIN IS UNCLASSIFIED EXCEPT

UHERE 3HDUN UTERUIBE
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_ FBIHQ

935 Pennsylvania Avenue N.W.
Washington, DC 20535
Room 4944

-~ For the following telephone numbera=

V! L  ff

1--n..
__i:;._ 7 �_ � ����

_ __ _ .4- ._ _._A_ ..___._�-__-_H

" b7D

b6
b7C

2
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bl
b2
b7E

b4
b6
b7C

� b7D

7 *RE; 7 special Project/S4E::::::] I Egc

Due to exigent circumstances, it is requested that b4
!. records for the attaches list-of telephone numbers be provided. b6

, Subpoenas requesting this information have been submitted to the
U. orney&#39;s Office who will process and serve them formally
to as expeditiously as possible.

Sincerely,

b7C
b7D

b2
b?E
b6
b7C

B :_

Supervisory Specii�yhgent
DATE: 06-26-200?

CLASSIFIED BY 65l?9dmhfksr/naj

REASON: 1.4  cl

DECLASSIF? OH: 06-26-2032

ALL INFURHiTION CONTAINED
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. � ~ DATE: us-so-sun

b2

Pb?P

&#39;2

CLASS IFIED BY 65-.1"e&#39;9 fdml1;�k5£_r�¢&Ji

REASON: 1.-1&#39; G]

ALL INFOPHATIUN CBm.AIm:D DElI�L!�4.321IFY ON: 06-30-2lII32

&#39; I&#39;[EF�IIN IS IBJCLASSIFIED EXCEPT

EIITIEPE �HElIJT-I OTHERIITIEE

is; e e *

b4
b6 -
b7C
b7D

RE: Special Project/S

*:** �:DuE Eojezrioenijéircmmstences, it is requested that
"J records for the attached list of telephone numbers be provided.
Hi Subpoenas requesting this informati h �on ave been submitted to theU orney&#39;s office who will process and serve them formallt s expeditiously as possible. Y

Sincerely,

BY 7_W,W7 W ___
Supervisory special Agent

J SEC T
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b7EI

b4

b6
b-PC
b&#39;?D

b2
b&#39;?EI
b6
b&#39;?C
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DATE: as-25-zoo?

CLASSIFIED BY 65l19dmhfksr!m&j

REASUN: l.4.icJ
_� _,___, _ _ _ D£CLA3SIFY on: as-as-2032

~ �*���&#39;� e * blW1 L b2
b7EI

1-34 ALL INFORMATION CONTAINED

136 HIEREIN IS LlIi£TL11S�IFIED E!-ICEPT

b7C l|]&#39;HIER.E SHOUT-I BTHERPJIISE
b7D

&#39; RE: Special Proj ect/SA E:

_ b4
Due to exigent circumstances, it is requested th t3 b6! records for the attached list of telephone numbers be provided. bTC

- Subpoenas requesting this information have been submitted to the b7D
U. orney&#39;s Office-who will process and serve them formally
to as expeditiously as possible.

Sincerely.

b2
b7EI
b6
b7C

B&#39;1&#39;:p-L s_c _c o  _c
supervisory Special Agent

J S�lki
i W .. _ 2 �*r: cc" �" &#39; &#39; ._ __ 1. -3 l__:�_���� ...-
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&#39; �3-

bl-1
b6
137C
b7D

b&#39;?D
b6
b7C

R14
b6
b&#39;?C
b7D

~___.

b2

U.S. Department of Justice

?i��§
Federal Bureau of Investigation

7 "W &#39; &#39; b*:i"* ���� �� � � - _ I

- ..,1� Rwlv b2 FBIHQ .-

�k�e b7E 935 Pennsylvania Avenue N,w,
Washington D.C. 20353

j Room 4 944

� ~ � � �� ����1

* * 0&#39;0 March 14, 2003

_DP.TE: 06-26-200?

CLASSIFIED. BY 651?9dnh/ksrimaj

REASON: 1.-�-1 Ec!
DEELASSI]-*1� UN: 06-26-2032

ALL IEIFOPIULTIOM COHTLII-l&#39;E�.D
R HEREII-I IS UNCLASSIFIED EXCEPT

MERE EHUIITN CITHERIJIIHI

_ Due to exigent circumstances, it is requested that &#39;
Preceding 18 months of toll records for the referenced telephone
number be provided. A subpoena requesting this information has
been submitted to the ctorney&#39;s office who will process andserve them formally t{i:i::]ae expeditiously as possible.

Your assistance in this matter is greatly a_ppre¢1ated_

- Sincerely,

La . Mef ford -

b6 &#39;

b?C

By:



4.1 l;t,I-I�-I i.-SEC T 92-P�l92J
&#39;3V i � b-

92 .

�  Federal Bureau of Investigation

 S!  I; Re-ply.Ple:lslRef bl FBI]-{Q _
�*"�~.m _ b2 935 Pennsylvania Avenue N.W.

&#39; b7EWa8hi�QtOn D.C. 20353

b4
b6
b7C
bTD

b4

ggc information has been submitted to the U.S. ey

Room 4944

March 11, 2003

RE:

| 1 e

DkTE: 05-26-200? "

CLA$SIFIED BY 65l?9dmh!ka:fnaj

FE&5DN: 1.4  CT

DEELASSIFY DH: 06-26-2032

ALL INFORMATION CUNT�INED

HPEIN I5 UNCLL$5IFIED EXCEPT

HHRB SHOUN OTHERWISE

Due to exigent circumstances. it is requested that
&#39; preceding 1B months of toll records for the referenced -

telephone number be provided A subpoena requesting this

b7D who will process and serve them formally t as

?his d

expeditiously as.possible.

Your assistance is this matter is greatly
appreciated.

r
92

Sincerely,

Larry A. Mefford

�s Office

BY=Z

[Assistant Director in Charge be
b7C

Omment �nnwin� neither recomendntiona not conclusions of the FBI It is the proper: oi ch- Y ernz
Ind is loaned to your agency; it and its contents are not to be distributed outside your agency.
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ALL IHFOPHATIUH EGNTAINED } b2

�~H�REIN I3 UNCLASSIFIED _ _ L V.
D£TE U6-30-200? BY 6SiT9fdmhfk3£fC&E

l�i�qnmuunlhmmm

Ru��wmwm�hwm�pm .

7 &#39;1" &#39; ffii *|� >17 _:_ _ 7

In Reply, Please Refer In
Hlehlo.

b4
b6
b7C �
n70 T

J.
b4

. b6

b7C

FBIHQ
935 Pennsylvania Avenue N.W.
Washingnon. DC 20535
Room 4944

April 3, 2003

92

b6RE:lSpecial Project /£:::] _b7c
Due to exigent oircumetances, it is requested than recordsfor the below listed telephone numbers he provided. Subpoenas

b?D Attorney&#39;s Office who will process and serve rhem formally to as
_ expeditiously as possible.

Y0ur.aseistance in this

requesting this informneion have been submitted to the_U.S. [iiiil .

matter is greatly appreciated:

Sinterely,
Larry A. Mefford
A5Bistant D� - . &#39;. . --

b6
b7C

BY:

Sup-&#39; isory Special xgent
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FBIHQ
935 Pennsylvania Ave
Washington, DC 20535
Room 4944

For the follbwing telephone numbers:

__!

1"

_.- .. L-__� ___::.F._.:.&#39; =92.1&#39;_-.__.._i..______.__ _.&#39;_.&#39;.;1.._-.- -"-I----�--� �-f--&#39;�_ _�&#39;*_ 1-?� _ ,_ ._ ..__. - ---- __-;_ _ _-
,-._-�_� -- �_��- :�:�_-_ ___ _7 .. __ -.-. -_ __. -r_-. -�|-~_- �r

324 E P.@4
b2

DUB N.W.

b7D

b6
IJTC

_.-�-"-&#39;=-"---&#39;92:-]_&#39;-_@&#39;|7i3&#39;l= -E194 1&#39;.
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AL L I!-JFDPMATI OI-I CCII-JTA II-TED
HERE IN 15 [THC L85 SIFIEI1

DATE &#39;J5*3U-ZUEI? BY 65l?9;�d.lI1l1.�kSI;,-"L:&#39;aJ!
.=

ILS.DeparunentofJus�ce
Federal Bureau of Investigation

In Reply, Please Refer to F11: No.

, Y
. RE: Special Project

FBIHQ
935 Pennsylvania Avenue

_ Washington, DC 20535
Room 4944

May 28, 2003

b4
1:36
b7C
b7D

NW

b�
&#39; Due to exigent circumstances, it is requested that be

records for the attached list of telephone numbers be provided.

Subpoenas requesting this information have been submitted to the

t s expeditiously.as possible.

b7C
b&#39;i&#39;D

U.?. ftforney&#39;s Office who will process and serve them formally

Sincerely,

&#39;�"&#39;."" """"� b&#39;}C
Unit Chief .

Communications Analysis Group

By:

J_
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U.S. Department of Justice
Federal Bureau of Investigation &#39;

For the following telephone numbers:
P�

92 &#39; I I

92 92

92

� 92 1

? 3

b7D

b6
b7C

_.....:.-_..._.:._.:_.1|:_i;_;__;__...;..._._.i_:;._.;&#39;-�-1-~ i� . 7 72- *1 ��-"-- &#39; &#39; �I i
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ALL INFURHATIUN CII1N"l�AII~IED

I-[EREIN IS UIJCLASSIFIED -

DATE. C16-�E=0-200&#39;? BY 6-S1&#39;?9_r&#39;riml1.=�k::r,<�¢:ak

U.S. Department of.lustice
Federal Bureau of Investigation

In Reply Please Refer to F1le No

Due to exigent circumstances, it is requested that
records for the attached list of telephone numbers be provided.
Subpoenas requesting this information have been submitted to the

A orney s Office who W111 process and serve them formally

s expeditiously as possible.

FBIHQ

935 Pennsylvania Avenue NW

Washington, DC 20535
Room 4944

Date: 5 r 1"

b4
b6
b7C
b7D

Special Project

Sincerely,

Unit Chief W 77 b7C

Communications Analysis Group

By:
ignatufeY�:l " j* �

b4
b6
b&#39;?C
b7D

I06



U.S. Department of Justice
  Federal Bureau of Investigation

_ _ _ _ __ _ ___ * � � � 92 7 _&#39; &#39;  �� b

For the fo1lowing;telephone numbers:

b7D
b6
b"IC

__!

»

/

-- _.1. _ .&#39;._�<1.-.__;._ .....__i...__._..._..-_�._-_;.1-.&#39;:=92_i.__.:._-..-.i.._._--.:; .__- __-::-_- ;_- ----�---�_ �-;-  - &#39;-_�:�:i-  &#39; _&#39;i-�.&#39; &#39;;&#39; :_&#39;;;;;&#39;_;&#39;f_��. T
_-1 _ __:_, _� ,_,,____ �7A_ _____ __, _..., L=_._-._..,___�=-,. _�_�_____ _ __ ___, *1 __T:_;;~ if -__..-_----TM. �.1...-_-_-:2.� _ W :7



{ ALL IMHURHATIUN camTnInEn� &#39; HEP£lN IS UNCLASSIFIED

DATE U6-30-200? BY 6-5l?9»�dm11.-"R5I1"3�3J&#39;l

U.S. Department of Justice
 __  Federal Bureau of Investigation

1

In Reply, Please Refer to File No. FBIHQ

935 Pennsylvania Avenue NW
Washington. DC 20535
Room 4944

May 27, 2003

� b4

b6
bvc
we

RE: Special Project / b6

b7C

.>|
Due to exigent circumstances, it is requested that

records for the attached list of telephone numbers be provided.
Subpoenas requesting this information have been submitted to the
U.S. Attorney&#39;s Office who will process and serve them formally
to[i::5]as expeditiously as possible. .

b4
b6
b7C
b7D

Sincerely,

&#39; ��

LU p f _ W e i;L b6
1§t�Chief we

Comunications Analysis Group



3.�-_&#39;92
_ w

_ 777 &#39;__r __ _ 77

1- --

|-|:;E�:?:|.j|: &#39;U.S. Department of Justice
 Federal Bureau of Investigation

 i �* ._92_ ,

7| 1 _ 7 _ 7 7 7 *7 7 _ ,7! _7i &#39;

be"
- - me

For the following telephone numbers: MD

_ J

2 . - . -

=1, .u-u--_ __ -V



b4
b6
b7C
b7D

b4
b6
b7C
b7D

. ALL INFORMATION comTAIHED
K - HEREIN IS UNCLASSIFIED
"&#39; DATE 95-30-200? BY 65l?9;dmh!ksn£csk

U.S. Department of Justice
  Federal Bureau of Investigation

In Reply. Please Refer to File No. FBIHQ

_ 935 Pennsylvania Avenue NW
Washington, DC 20535
Room 4944 &#39;

May 23, 2003

Due to exigent circumstances, it is requested that
records for the attached list of telephone numbers be provided.
Subpoenas requesting this information have been submitted to the
U.S. A rney&#39;s Office who will process and serve them formallyto[::;ifFs expeditiously as possible.

Sincerely,

W_ ~� - *~*&#39; b6
l 7 _i_ "_ b7C

Unit Chief

Communications Analysis Group



K» l"

U.S. Department of Justice
 _  Fedcml Bureau of lnvegtigation -

For the follpwingmtfglephone numbers:

b7D
- 1:15

b7C

,r

I�

.___,. .____ 7.2.. ,_.-&#39;.  . -- ---�+�*----1----""� "-



� 4 stchew p p
1- 1&#39;

-f"355"-.i-1--

H&#39;!1 E
"5 �Q. F�-&#39;1&#39;?"

"l.f:&#39;-;&#39;§i.!_i�.�--&#39;

U.S. Department of Justice
Federal Bureau of Investigation

In Reply, Please Refer in File No. FBIHQ &#39; "

 S! Ef 935 Pennsylvania Avenue NW

b4 �

b6
b?C �
b7D

b7E&#39; Washington, DC 20535
Room 4944

May 22, 2003

ALL IHFORHATIOH CONT1IHED

HEREIN IS UNCLASSIFIED EXCEPT

swan: s�omn UTHERWI5E

DATE: us-26-200? _
ctassrrrtn BY 65l?9dmhfksrfmaJ

. mmsou=1.4:cJ "

DEELASSIFY on: as-as-2032

b6

b7C
&#39; RE: Special Project /Kiijjijjijiijjil

b4 J l W_*m
b6 e ~»~�� &#39;""

b7C
b7D Due to exigent circumstances, it is requested that

records for the attached list of telephone numbers be provided.
Subpoenas requesting this information have been submitted to the
U.S. A orney&#39;s Office who will process and serve them formally
t s.expeditiously as possible.

I

SE T.-

Sincerely, -

b&#39;?C
Unit Chief

Communications-Analysis Group

Br h
Supervisory Special Agent



_ SEBRQT %
:_ 1

U.S. Department of Justice
�-.".;!j-,_____ Federal Bureau of Investigation

For the fol &#39; phone numbers:

b7D

b6 ______
b&#39;!C

~-a

_ _ sE1;?rE92T__ % |
-n-_ -...-_._:-_-._:_|-  &#39;-  &#39;~T|&#39;_""&#39;_.___  _ I; _._;, _-  - -



b4
b7D
b6
b7C

b4 J

b6
b7C
b7D

SE T

my
_g:.�j-�.-_�|f-;F__:¢_

U.S. Department of Justice
 1-� Federal Bureau of Investigation

mR¢UJkueh�noHkNe _ FBIHQ
Enter_§ase_Numpgr _ _ bl 935 Pennsylvania Avenue NW

b2 Washington, DC 20535
b7E - Room 4944 _

." may 22� 2003 _ DATE: 06�.26�i.00&#39;a�
_Z e___e ~_ CLASSIFIED BY 65l?9dmh£ksr/maj

_ -~-" PERSON: 1.4 {cl
_ _ - DECLASSIFY DH: 06-26-2032

ALL INFUPHATIDN CONTAINED

HEREIN Is UNCLASSIFIED EXCEPT

was: snows DTHERHISE

* Z T &#39; b6

_ E§i_ cial Project /[iijiiijjiiiii] b7C

�* Duéito exigent circumstances. it is requested that
records for the attached list of telephone numbers be provided.
Subpoenas requesting this information have been_submitted to the
U.S. orney&#39;s Office who will process and serve them formally
to as expeditiously as possible.

&#39; Sincerely, .
_ ee~ _ ~�� b6

LU 41 b7Cn��CHiIef WW W� &#39;77

Communications Analysis Group



�SE ET

i_ if

U.S. Department of Justice

*-Y&#39;T|~,___�___�_  Federal Bureau of Im-estigalion_
Tiff _ i 7_ i if _ 7 iii i__ _ ii� _ 7 ____ __ __ _____ _ i

For the following telephone numbers:
92 �/*"W&#39; &#39; � 1 1

_ ; IJTD

__J 92 b6
� bTC

1
92

I T  WET  &#39; 2



sEr:NiV i Y i
U 7 � �?

b&#39;?D

b7C

3

J
? L sEr.§Rr92T 3 ? %

._ &#39; ._ 4__.:  __ _.i._, � _,_�_�__ � _ ¢_�� __ _ _ __ � �� _ _ _________�_.._,_� __ _ ��¢� �



__ __

{ ALL IHFURMATIUN conyhlwtn
t nrnrzm Is umcniislxzmn

vars as-an-2001 BY ss119;amn;xsr;cax

U.S. Department of Justice
 Federal Bureau of Investigation

7 _� T __ 7 r ___ __ &#39; r __ &#39; 1" __ F � 7 _ �

hRcl HunRe &#39; b2 FBIHQ _
_ b6 935 Pennsylvania Avenue NW

b7C Washington, DC 20535
Room 4944

- May 22, 2003
��92

F

b4
b6
b&#39;IC
b7D

b4 !

b6
b-FC
b&#39;?l&#39;J

�r ��"* b6

RE: Special Project / l  b?C
I 1 i

Due to exigent circumstances, it is requested that
records for the attached list of telephone numbers be provided
Subpoenas requesting this information have been submitted to the
U. orney�s Office who will process and serve them formally
to as expeditiously as possible.

Sincerely,

do *   I

Communications Analysi s Group

b6
b&#39;F&#39;C

B:/= [ZZZ



L� P

U.S. Department of Justice
  Federal Bureau of Investigation

For the following telephone numbers:
7:� Z mo

b6
b7C ..-

.!

R

._ - -1
.__ __. __.%. _________ _i__....____.___.. ___.____...._ ... _ . � &#39; _ _ __ &#39; _ &#39; _; � -._ -_-r.-1:-u-iv .-¢=92 92-

0



-F ALL Ig|FEIi?]{ATI1f|N CI]1&#39;*l&#39;TAI_1"IEl3
HEPEIN IS UNCLASSIFIED

DATE ea-so-2001 BY s51?9rdmh/k�rf�sk

U.S. Department of Justice
 Federal Bureau of Investigation

___ 1% 7 &#39;7 �_Dié&#39; &#39; 7 W _ &#39; &#39;_ __ "7117 __ �

In Reply. Piease Refer to Fi_I: No. FBII-IQ

Enter Case Number 935 Pennsylvania Avenue_Nw&#39;
7 Washington, DC 20535

___ Room 4944��� * * zzzi Z � "May 22. 2003 ~

� b4
b6

� b7C

b?D

�s _ ~~ " b6

RE: Special Project /  D75
" ""* ** . b�

Due to exigent circumstances, it is requested that be
records for the attached list of telephone numbers be provided. b7¢
Subpoenas requesting this information have been submitted to the b7D

_ U. rney&#39;s Office who will process and serve them formally
to s expeditiously as possible.

- Sincerely, be
L _ &#39;"| b7C

Unit Chief

Comunications Analysis Group

b6
b7C

By: J
Super�isory Special Agent

I

i.  ..._ ..__ -- s V



&#39;1
l__,_ � l

U.S. Department of Justice
 Federal Bureau of Investigation

For the following telephone numbers:

b7D
�D6
b7C

r

_._»�

1

_  f�-__ _ _____ ____ _____ _ �__|._ :-------_- -��--�---___ -. ; r  &#39; - - _ __ ___ *



, ALL INFURHATIUN CQNTAINED
Q J HREIN IS UNCL13SIFIED

&#39; newt 06-30-200? BY 651?9idnhHk3Kf¢�K

.-&#39;-"-Ef_if3�_&#39;P.:- ,

U.S_. Department of Justice
F edera] Bureaubf Investigation

_&#39;147___ W� 7 _ 7 r _ _ 7 _ 54*� __ _ r it _ 77 __ __ _ r _ _ _

In Reply, Piease Refer lo File No.

Enter Case Number FBIHQ
935 Pennsylvania Avenue NW
Washington, DC" 20535
Room 4944 .

May 22, 2003

� 92
b4 f
b6 ;
b7C
b7D

__ b692___ t is We ~~ s s __
T RE: Special Project /  _ bk

= F;  jp
- _ Due to exigent circumstances, it is requested that
records for the attached list of telephone numbers be provided.

0 Subpoenas requesting this information have been submitted to the
b?C U orney&#39;s Office who will process and serve them formally
b7D t s expeditiously as possible. _ .

b4
b,

Sincerely,
, b6

Unit Chief

Comunications Analysis Group

b6
~* ��e**bb� e<;> b7C

BY

Supervisory Special Agent

_ 1 ��-- - - - �- - -�-" ---"-*�:&#39;.�:*_&#39;:�: &#39;_ .__"_"_".�?_&#39;. T _-&#39;.&#39;
�..&#39;:";*:&#39;_t1*-.-;.�:-*..&#39;. &#39;- -  �&#39; &#39; _, &#39; � _1-l� ;��� r "" We e



92

U.S. Department of Justice
 . Federal Bureau of Investigation
_ _ * _&#39; __&#39; lq 7 &#39; &#39; _� &#39; 7 &#39; *

For tlfge *fpll9wigg_ -�  _~�~>* �� z

b7D
b6
b7C

I &#39; __]

_��_:_::  H   �:�__h_# __H____ ___..__.-_-.__. -2-_���.._..  .  . .. _--+  __. ._..



§ H W? . .
 "&#39;______-if";-&#39; Fec_leral Bureau of Invesngatlon

1 .

92.  .11.]. IIIFOPMATIUIJ en�tiinmn
HEREIN IS UNCLASSIFIED

I-..m: as-so-sum BY esi?9_:am.1in;sr,~.-s;

U.S. Department of Justice

_ _ _ _ _ _ 7,�; 7, "__&#39;é" j J _

in Repiy. Please Refer to File No. FBIHQ

Enter Case Number 935 Pennsylvania Avenue NW _
Washington, DC 20535
Room 4944

May 20. 2003

b4
b6 .
b7C
b7D

___r__r b6�r""��" l LREJ Special Project 1&#39; J mt -
_!.

"L: �IT:  :&#39;_ in...�-�.1: I it� _ _ ____::__  ;:_._,._._e.:._._. 11:.:_?::;:~_j�_�;t;_;;|-;-r____ �_"_:ii:"_&#39;._-_--&#39;jf:ii.t;_�r:.{;�?.,:. - "__ .:.|- ."

��"�¥� ] �""**"" izj

Due to-exigent circumstances, it is requested that
records for the attached list of telephone numbers be provided.
Subpoenas requesting this information have been submitted to the
U.S. At orney&#39;s Office who will process and serve them formally
to s expeditiously as possible.

Sincerely.

I:
Unit Chief b6
�Communications Analysis Group mc

Ios

b4
1:6
b7C
b?D



 _f a

-§@%§ U&mmmmmMhm@i&#39;.!:;;I:~§ _  Federal Bureau of Investiganon

phone numbeaqs :

b7D
b6
b&#39;7C

L

-. Z!

._._.__.._.._.:.____._._____ __-__ _ -_-_&#39;;-»_ _ �~_;�_; -_ :_�_:_-_:.  &#39;.  ., -11;"-T-I   __ H _ fl�-L"? _&#39;_____ , _ ______,&#39;_;_ ,__.. mi:     -- ~_- -T1



I
92__:

.!-*-5¬:":;:.- .
-&#39;-11&#39;";-7&#39; &#39;  -.
F3 | | 5�
1". L &#39;ur .92,&#39;..

&#39;il=":&#39;?I-&#39;1-_1.&#39;¥1&#39;§&#39; &#39;

In Reply. Please Refer to File No.

ALL II-IF&#39;UF&#39;}U4TIE.�Il-I IITIEQITJLIEIED
I-]IERE&#39;II&#39;I I5 UEICLASSIFIEB

DATE lJ6�EiFJ�2Ell3&#39;? BY E-.5J.&#39;?�5I,"_�lJJ1.h..»�l~:3I/&#39;I:&#39;&J§

U.S. Department of Justice
Federal Bureau of Investigation

FBIHQ

92_ _ _ " _ I i 71 " _

Enter Case Number 935 Pennsylvania Avenue NW

__ _ May 20, 2003

Washington,
Room 4944

I b7C

b7D

DC 20535

J sis ~~=*�" be _
&#39; RE: Special Project /  bu�

Due to exigent circumstances, it is requested that
records for the attached list of telephone numbers be provided.
Subpoenas requesting this information have been submitted to the
to s expeditiously as possible.
U.S. Atjorney&#39;s Office who will process and serve them formally

92
J

Sincerely,

b4
b6
b7C
b7D

H_ s�* b6

I i b7C
nit C ief

Comunications Analysis Group

b6
b&#39;»"C



i " 4.

U.S. Department of Justice
&#39; Federal Bureau of Investigation

F0; t1&#39;18_,fo1lowi1&#39;i.§I L�zlenhone numbers:

mt-
� . b6

92 b7C

-&#39; .1! �

I1

__.._. . _--"-&#39; "- �� �""&#39;___"";T.�.�.&#39;.;."_...&#39;.L.. __.&#39;___._ ____.i_______.r "�- - , , _�L~.. ..*-. ii-..__._-,---_-_���---1 ��-&#39;-&#39;�  I -_ _ __ __ __ J: i___:=____&#39;_=_�.__.. __  _ ,_ . ._. --� --Z�� �



_ W ____ TW1 ,7 ___~~_ {:11 __1~~_,:__1_~  _ ,7� _ 1 i _» _ ,

b-1
b6

� b7C

� b7D

.7!

U _,

Thanks f eip bf
J

b7C

5

_____*_.___3 _ M, __<__



ALL IHFURHATIUH CONTAINED

  , HEREIN is UNCLASSIFIED
- LATE oa~au;rou? er 65l?9fdmhik$If¢5K

92

U.S. Department of Justice
Federal Bureau of Investigation�EYE?

lnmmmmanaaqmrmna FBIHQ
935 Pennsylvania Avenue NW
Washington, DC 20535
Room 4944

May 14, 2003
¢���&#39;__

b4
b69292 .

92
92 �eve

_b7D

_ 77777,� b�
RE: Special Project / SSAS lfc

Due to exigent circumstances, it is requested that
records for the attached list of telephone numbers be provided.
Subpoenas requesting this information have been submitted to the
U. orney�s Office who will process and serve them formally
to as expeditiously as possible.

. Sincerely,

bTC

Unit Chief

Communications Analysis Group

n6
1:76

B1/=|ii_I
Supervisory Special Agent

b4
b6
b7C
b7D



E I� 0

�.11.�; c?5_.&#39;;&#39;1.

5$�- �E lLS.DeparunentofJus�ce
 j___.;:f.-5 _ &#39; Federal Bureau of Investigation

_ j _ _ 7_i*V*_i*_ if i 777?? jjiiii _i iWW*_i i i

For the following telephone numbers:

b&#39;ID
.__.. b6

b1&#39;C

&#39; J

. . _ .._ - _ i � HA ___  _._.: 7_ ___ __
,_,_A- --� �~-;_=_�:� -. ~�. _=_:



ii:-

  &#39; ALL INFURHATIDN cnnrirnnn
" HREIH IS UHCLABEIFIED

DATE as-so-200? BY 65l?9fdmhfkerfCak

U.S. DEp&I&#39;1l11BIll of Justice
 Federal Bureau of Investigation

_ _ __ __ 7 _ 7&#39; 7 711 7 7" 7&#39; 7" _ 7_ *

In Reply, Please Refer lo File No. FBIHQ

935 Pennsylvania Avenue NW
Washington, DC 20535
Room 4944

in� Ti, 4, ~~ � � ~�**June 27, 2003

92

D4
b6
b7C
b7D

i
im, 7�; N ~e e�� L be

RE: 7 Special Project / SSA[::::] b7C
J

"� �n� *�Due to exioentzcircumstances, it is requested that E?
records for the attached list of telephone numbers be provided� b§C
Subpoenas requesting this information have been submitted to the

b7DU. orney&#39;s Office who will process and serve them formally
to s expeditiously-as possible. -

Sincerely,
b6

Q I b7Cnit C ief -

Communications Analysis Group

b6
b7C

n

B3/L e
Supervisory Special A t



�§_- i�

U.S. Department of Justice
 Federal Bureau of Investigation

F9! Eh�uiqllowinq

b7D
b6
bTC

. __1

I

J

Hr__�,_¢  ___��--T____ _ _ _,.*_�. * -Ir - - -~nIr-&#39;-_ ____ .___ __ _�_- . ..._._r--.�--�- -_-_=�,;. =.-L4----92_ _-_w.=__ _. i-=_,___f�,_.�_,__-_.._..,._,_._.,_L=.¢-u-a---r�-|-92.|-uw- 2



i_. Q 1
ALL INFORMATION CONTAINED

nnxzn Is UHELASBIFIED

,?g_ DATE us-an-zoo? or 55l?9fdmhIksr/oak

U.S. Department of Justice
  Federal Bureau of Investigation

hR¢mPmmRdHwHkNQ FBIHQ

935 Pennsylvania Avenue NW

Washington. DC 20535

Room 4944

June 20, 2003

92 b4
b6

� b7C

b7D

&#39; b 6

RE: Special Project / S&A[::::::::] b7C-

. Due to exigent circumstances, it is requested that -
records for the attached list of telephone numbers be provided. 22
Subpoenas requesting this information have been submitted to thebqc
U.S. Attorney&#39;s Office who will process and serve them formally b?D

to[;ii:]as expeditiously as possible.

Sincerely, &#39;
b6

Unit C ief

&#39; Communications Analysis Group

b6
b7C

BY=l::l
Supervisory Special Agent

-. -- -- -�92�- _ . � &#39; &#39; " " - -- � __,_ __.. -_... ..---.- _--- - --- -.. _ _ ,,..__ __.. _ i _--.- - _- - ---~-_-- - --- � --��-&#39;� �- " &#39; &#39; _ _______:____.... __,__._~ .. �� �---:7, _._ _._ __._. . __i_�� i___..-.. __....." --- __ =-=-�=�-H" �~- &#39; &#39; �*--�&#39;i&#39;- &#39; """&#39;*&#39; &#39;_&#39; &#39; &#39; 71 &#39; 7� " -___ 7 Y



%&#39; &#39;.=

.  U.S. Department of Justice
_ Federal Bureau of In92&#39;¢Sligati0Il

For the following telephone numbers: if "W ______ _

mo �J-

b6
mc

_;. J

I

.-| &#39; 1 &#39; - I

&#39; &#39; . I �I 2  -I -&#39; &#39;   .  I|~-  ""-- ;:&#39;_-_-*-.-.:...&#39;;...:..l&#39;_.__I...T..T&#39;.. ..  -�---&#39;7&#39; I-&#39;"-&#39;-I-_&#39;�l_:"&#39;_&#39;



i� I ALL IHFEIPJ&#39;[{92TIE1l-I cmu"r.mrEr: &#39;
~&#39; HEREIN I5 Uuctasszrrtn

DATE U6-30&#39;-200&#39;? BY 65l?9;�d.Inhi&#39;k3I;;"92TE|-R

U.S. Department of Justice
Federal Bureau of Investigation

in
"5":-�=-._ ?l-:=&#39;-&#39;

"-&#39;-"~.¥1;:&#39;f--&#39;

In Re-ply. Please Refer to File �No. F B IHQ -

935 Pennsylvania Avenue
Washington, DC 20535
Room 4944

June 20, 2003

b-1 &#39;

b6
b&#39;?C
b7D

J� 7� RE: Special Project / SSA

Due to exigent circumstances, it is requested that
records for the attached list of telephone numbers be provided.
Subpoenas requesting this information have been submitted to the
t as expeditiously as possible.

NW

b6
b7C

bil
b6
b&#39;?C
b7D

Uéfi:�f]orney&#39;s Office who will process and serve them formally

Sincerely,

;n1t ggief
b6
IJTC

P



� i. .

U.S. Department of Justice
 51&#39;-= - _ Federal Bureau of Investigation

For the.fol10wing LQl§phOne numbers;

b7[J
b6
b7C

A

_ �_-nu   i_ _;   .2 = __. _  ;_~� - _-_�_;L___________&#39;;&#39;_f,I"1.TT�.... _--
_ __ _. . .---�----_-;.-;,___|&#39; {_.-1;�-=1_--.-.___ .. __ 1- -"Q �--&#39;--*1"?-7 �"�"""&#39;�-�- &#39;_""&#39;i"&#39;� &#39; &#39;_ &#39; &#39; &#39; &#39; &#39;



1 . ALLiImFnnHirInm CONTAINED
&#39; HEREIN Is UNCLASSIFIED

DETE 06-30-200? BY 55l&#39;?9.*�dm.1�1_-&#39;}¬sr1&#39;:ak

U.S. Department of Justice
ii� Federal Bureau of Investigation

1

mmwmPmuRaawHuNe FBIHQ

935 Pennsylvania Avenue NW

Washington, DC 20535

Room 4 44% � "�*;f*�l Date: Z I Q / 2003
92

92
b4

� b6

1 b7C
b7D

, |
-- Due to exigent circumstances, it is requested that

records for the attached list of telephone numbers be provided.

Subpoenas requesting this information have been submitted to the

U rney&#39;s Office who will process and serve them formally

t s expeditiously as possible.

RE: Special Project

Sincerely,

b7C

Unit C ief

Communications Analysis Group

b4

b5
b&#39;7C
b?D

BY= ,

E Falls?

8i.mstur>=-�� as /� � 2?�:

it1e37 � *7

&#39; .. . _ _ __ -_ -_ __ ._._ .»- :__--_ _ _ . . - - __.__.,. , ,.,_-, ~ ..-|- ~ &#39;- -.-.- ___. .  __i._..--- _ _.......- ..-__-...___ _ _ __,  -.-_-_ __ U-_._ ...-..._._.._._..__._ "7 W _;* ____ �_..=-,=.=-- -_...¢. =- P
__ ._,,__-.-=.._.-�.-=m- -_-_.-l-..�- - =.-.u- .-1��._._.,__e. _  -----



1_q§{§_.§::§;;-._r_¢:

5}�
5.&#39;.&#39;92.

�-L&#39;,;j§5§_&#39;_&#39;7&#39;.&#39;i&#39;

U.S. Department of Justice
Federal Bureau of hwestigation

F01? numbers

1

. .-92. - ___&#39; ___.&#39; .- ....._ -_- __ ____ __._._7_&#39;__ 7 � _�- *"-�- -  __!_�_____,_ Z .-._- --�Q-_-r.. ._ -

b7D
b6
b7C�.

____ 2  _ -_ _ �.- _ . _ I  � �~__ ":_ -_;.__-
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United States person is not conducted solely on the
basis of activities protected by the First
Amendment of the Constitution of the United

States.  The 168iv NSL standard is slightly
different to re�ect that it applies only to
international terrorism investigations.! Prior to the
2001 USA PATRIOT Act, the standard for issuance
of an NSL was that the targ &#39; &#39;

A request for an NSL has two parts. One is the NSL
itself, and one is the EC approving issuance of the
NSL. The authority to sign NSLs has been delegated
to the Deputy Director, Executive Assistant Director
and Assistant EAD for the National Security Branch;
Assistant Directors and all DADs for CT {CIfCyber;
General Counsel; Deputy General Counsel for the
National Security Law Branch; Assistant Directors

in Charge in NY, D.C., and LA; and all SACs. The
authority to certify and recertify the non-disclosure
requirement of NSLs has also been delegated to
those same persons. Persons acting in those
capacities may not exercise such signature,
certi�cation or recertification authority.

mé NSL A i i

All N5Ls must be addressed to the specific
company point of contact  many of which are listed
on NSLB&#39;s website!. All NSLs should identify the
statutory authority for the request, the type of
records requested, and provide identifying
information to assist the company in processing the
request. One change has been made to the opening
paragraph; recipients are now "DIRECTED" to
produce the &#39; &#39;

"requested."| Z P4. _:__�_7___= L g

All NSLs require a certi�cation that the records

J I - -

b5



National Security Letters - NSLB - OGC Page 4 of 14

b2

sought are relevant to an authorized investigation
to protect against international terrorism or
clandestine intelligence activities and that an
investigation of a USP is not conducted solely on

the basis of First Amendment rights  with the
1681v NSL certification being slightly different to
reflect its application only to international terrorism

investigations!.

The major recent change in the format of the NSL
derives from the newly enacted USA PATRIOT
Improvement and Reauthorization Act of 2005
�005 USA PATRIOT Act!. The non-disclosure
provision is no longer automatically included in the
NSL. If the requesting party seeks to have a non-
disclosure provision included in the NSL, there
needs to be a certification in the NSL that the

disclosure may endanger national security,
interfere with a criminal, counter terrorism, or
counterintelligence investigation, or interfere with
diplomatic relations or endanger a life. Once the
certification is made, the recipient is under an
obligation not to disclose the fact of the request to
anyone except those in the company that have a
need to know and to legal counsel, if necessary.
Further, as to those NSL which contain a non-

disclosure provision, the NSL recipient is informed
that he must convey the non-disclosure
requirement to persons who have such a need to
know, and that, if asked, he must inform the FBI of
the names of those persons. In addition, the NSL
recipient is informed that he may challenge that
non-disclosure provision. In all NSLs, the recipient
is informed of his right to challenge the NSL itself if
compliance would be unreasonable, oppressive or
otherwise unlawful, as well as the right of the FBI
to enforce the NSL, including the non-disclosure
provision, if there is one. The recipientis also
informed that he may return the information to the
FBI via federal express, secure fax, or personal
delivery but not via regular mail or non-secu re fax.

NEW LANGUAGE OF THE MODEL NSLS

l  I I
I F�! -Fv&#39;92l92f92lW
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The following is the new language that you will now
see in model NSLs. The �rst three paragraphs are
optional, to be used if there is a need for non-
disclosure.

In accordance with [ cite to pertinent
statute], I certify that a disclosure of
the fact that the FBI has sought or
obtained access to the information

sought by this letter may endanger the
national security of the United States,

- --" interfere with a criminal, counter

terrorism, or counterintelligence
investigation, interfere with diplomatic
relations, or endanger the life or
physical safety of a person.
Accordingly, 18 U.S.C. § 2709 c!�!
and �! prohibits you, or any officer,
employee, or agent of yours, from
disclosing this letter, other than to
those to whom disclosure is necessary
to comply with the letter or to an
attorney to obtain legal advice or legal
assistance with respect to this letter.

In accordance with {cite to pertinent

statute ], you are directed to notify any
persons to whom you have disclosed
this letter that they are also subject to
the nondisclosure requirement and are
therefore also prohibited from
disclosing the letter to anyone else.

In accordance with [cite to pertinent
statute], if the FBI asks for the

information, you should identify any
person to whom such disclosure has
been made or to whom such disclosure

will be made. In no instance will you be

required to identify any attorney to
whom disclosure was made or will be

made in order to obtain legal advice or

legal assistance with respect to this
request.

In accordance with [cite to pertinent
statute ], you have a right to challenge
this request if compliance would be
unreasonable, oppressive, or otherwise
unlawful and the right to challenge the
nondisclosure requirement set forth
above.

In accordance with [cite to pertinent

I 1 b2 &#39; i.&#39;i&#39;92innn-r
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I l D2 .-

statute I, an uniawfu! failure to comply
with this letter, including any

nondisclosure requirement, may result
in the United States bringing an

enforcement action.

COVER EC

The cover EC serves five functions.

1. It documents the predication for the NSL by
stating why the information sought is
relevant to an authorized investigation,

2. It documents the approval of the NSL by

appropriate personnel,

3. It documents certi�cation of the necessity for
non-disclosure, when applicable,

4. It contains information needed to fulfill

Congressional reporting requirements for
each type of NSL  subject&#39;s USP status, type
of NSL issued, and the number of phone
numbers, email addresses, account numbers

or individual records being requested in the
NSL!, and

5. It transmits the NSL to NSLB for reporting

requirements, to CTD, CD, or Cvber for
informational purposes, and, in the case of
personal service, to the requesting squad or
delivering field division for delivery.

The EC must reference an investigative case �le,
and not a control file, to which the information
sought ls reievant. See EC dated 2[23�00_Z,
Guidance on the Reference of Investigative Case
File Number in NSL-authorizing EC, 319! -HQ-
A1487720-OGC, serial 326. The EC does not need
to reference an NSLB file any longer. However,
there must be a lead to NSLB, for informational and
reporting purposes, and a lead to the relevant HQ
operational unit,  CTD, CD, Cyber!, for
informational purposes. There does not need to be
a hard copy of the EC or NSL sent to NSLB or the

relevant HQ operational unit.

The requirement for certification for the need for a
non-disclosure provision is the major change in the
format of the EC. It derives from the USA PATRIOT

Improvement and Reauthorization Act of 2005 in

that the requesting party must affirmatively take
steps to have a non-disclosure provision included in
the NSL; it is not automatic anymore. If a non-
disclosure provision is sought, the EC must set

forth a factual predicate to require such a provision.

P »-92 A1-.1-_
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As a general matter, the certification rnust assert

that disclosure may endanger national security,
interfere with a criminal, counter terrorism, or

counterintelligence investigation, interfere with
diplomatic relations, or endanger the life or
physical safety of a person. More specifically, the
manner in which those dangers may arise from
disclosure of the issuance of an NSL could include:

2_l
..~ � �� � 7, �~ 7 �

4.

s. s as  so cs  y

6&#39; ____

1 _ -
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,__c , c cl

12.  is  �e at at as
� l

13. _
I >

This is not an exclusive list. Therefore, if there are
other reasons for requesting a non-disclosure
provision, those reasons should be set forth in the

EC.

NEW LANGUAGE OF THE MODEL EC5

The following is the new language that you will now
see in model ECs.

I Option 1 - Invoking Nondisciosure
Requirement]

 U! In accordance with [cite to
pertinent statute } I, the senior official
approving this EC, certify that a
disclosure of the fact that the FBI has

sought or obtained access to the
information sought by this ietter may
endanger the national security of the
United States, interfere with a criminal,
counter terrorism, or

counterinteiiigence investigation,
interfere with dipiomatic reiations, or
endanger the iife or physical safety of a
person.

 S! Brief statement of the facts

justifying my certi�cation in this case:

1&#39; Option 2 - Declining to invoke the
nondisclosure requirement]

 U! I, the senior oh�?ciai&#39; approving this
b2

it  l * l 1

b5

b2
b7E
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EC, have deterrnined that the facts of
this case do not warrant activation of

the nondisclosure requirements under

the applicable National Security Letter
statute.

VARIOUS GUIDANCES

Attached are guidances that relates to NSLs.

1. EC dated 5X27/2005, 319X-HQ-A14B7720-

OGC, serial 20, which authorizes the use of
return dates.

2. EC dated §g29g20o5, 319X-HQ-A1487720-
OGC, serial 24, which relates to use of
restricted delivery services to serve NSLs.

3. !.5§_tl_ete_dJ£ZD£.2.Q0.6. 319X~l"|Q-A1437729-
OGC, serial 213, which permits the FBI to
serve NSLs by non-secure fax under certain
conditions.

4- EC_.d_a@d .4./11/20%, 319x-HQ-A14e7720-
OGC, serial 222, which relates to the FBI&#39;s
reimbursement policy for NSLs.

5. EC d_a.ted_.3i09i2Q0_ii. 319! -HQ-A14B7720~

OGC, serial 210, which delegated NSL
approval and certification authority.

6. §..<1l..ateci 3£09ggQQZ, 319! -HQ-A1487699-
RMD, serial 17, which created the NSL
"document type" in AC8. "

7. 111, poglerpoint, which include a summary of
NSL information.

8. gt; dated 4,{5l{2007, 319X-HQ-A14B7720-

OGC, Procedures for Redacting NSL Results

The relevant delegation of signature authority EC is
the one issued on 3/09/2006, set forth above. This
encompasses all signature delegations and takes
precedent over all of the other delegations  and
supercedes some!. So please look to it to
determine who has authority to sign NSLs. The EC
dated 3l09{2006 also provides for delegation of the
authority to certify that the non-disclosure
provision is necessary with respect to a given NSL.
Further, this delegation also provides authority with
respect to the ability to recertify the need for non-

disclosure were the non-disclosure to be challenged
a year or more after service of the NSL. As has

been D0] policy for quite some time, a person in an
acting position does not have the authority to sign
NSLs. It follows that those in an acting position do
not have authority to certify or recertify the non-

disclosure provision, either. Although the

Page 9 of l4
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3/09/2006 delegation contains all the relevant NSL
delegations, it is not referenced in the model EC.

This is a change from the previous model ECs.

If you need to view the statutory authority for
these NSLs, copies of the ECPA, RFPA, and FCRA
statutes can be found on the OGC main library
website. In addition, the 2001 and 2005 Patriot

Acts are also on the OGC main library website.

APPROVAL STQNDARD FOR NSLS

NSLs are reviewed by CDCs at the field office level.
At headquarters, they are reviewed by NSLB. At all
levels, they must meet the legal standards set forth

above, namely relevancetoan au�iorgggrgatigggi
security investigation] _ _ __ _ ,_ _, _

_ _ _ N _ IOthervvise,
any target with a telephone or a banitiaccount is
subject to an NSL. And that is not the standard for
issuance of an NSL. The model EC now states that

a full recitation of the reason for initiating and
maintaining the investigation is necessary in order
to justify an NSL. The reason is common sensicai -
there can be no reason to issue an NSL if the

subject matter or issue to which it supposedly
relates is not worthy of investigation or if the
investigation is has irssolely Q11 the exams; QI |= t
amendmeotrisgits. so &#39;  s s as e g

n iiher words, in order for an i
NSL to meet the legal standard set forth in the
statutes, the reviewing party has to assure that
there is a proper reason for investigating the target
and not an improper reason, for instance,
exercising First Amendment rights..

Moreover, the legal review that is done by the
CDCs is consistent with the factual review that
should be done by SACs in certifying that the NSL
is relevant to an authorized national security
investigation and that the investigation is not based
on the exercise of First Amendment rights by a
U.S.P. An SAC can no more make the required
certi�cation than the CDC can make the required
legal review if presented only with barebones
information of the existence of an investigation and
a target&#39;s telephone or bank account. Thus, the
recitation of facts about the reason for initiating

and maintaining an investigation serves to support

�** � f I b2

�

b2
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both the SAC certi�cation and the CDC legal
review.

Thus, approval of an NSL needs to include a review
of why the FBI is conducting the investigation. The
fact that there is no legal review of the opening of
an investigation does not preclude review of the
reason for the investigation in the course of
determining whether an NSL request meets the
legal standard of the NSL statute.

NO EXIGENT LETTERS

The practice of using exigent letters to obtain NSL-
type information prior to issuance of an NSL has

been prohibited. See _EC__d_ated 3l1!&#39;2007,
Telephone Inquiries; Emergency Disclosure
Provision, 319! -HQ�A14B7720-OGC, Serial 331.
Instead, in emergency circumstances, a letter
under 18 U.S.C. 2702  which letters are also
sometimes called �exigent letters" by the field but
they differ from those that have been used at HQ
because they do in fact reference 2702 and thus
are acceptable! may be issued. The letter, a sample
of which is attached to the above-referenced EC,

describes the circumstances of the emergency and
requests that the recipient make a determination
that in fact �an emergency involving immediate
danger of death or serious physical injury to any
person justifies disclosure of the information." 18
U.S.C. § 2702 b! B! and  c!{-4!. Both content and
customer records are available under this statute.

The disclosure does not need to be followed by

legal process, although some recipients may
require such process, and a promise In advance, in
order to release the records.

REPORTING REQUIREMENTS

NSLB is required to report information about its
NSL usage to Congress. Therefore, it is crucial that
the portion of the EC that addresses reporting
requirements is accurately addressed. While an EC
may cover more than one target, more than one
account, and more than one recipient, when all of
the requests are related, the EC must break down

the number of targeted phone numbers/email
accountsl�nancial accounts that are addressed to

each and every NSL recipient. Therefore, if there
are three targets, ten accounts, and six recipients
of an NSL, then the EC must state how many
accounts are the subject of the NSL to recipient 1,
to recipient 2, etc. It is not sufficient to tell NSLB

that there are ten accounts and six recipients.

I 1 n
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In addition, under the 2005 USA PATRIOT ACT, we

must now report the USP status of the subject of
the NSL request  as opposed to the target of the
investigation to which the NSL is relevant!. While
the subject is often the target of the investigation,
that may not always be the case. So the EC must
re�ect the USP status is of the subject of the
request � the person whose information we are

obtaining. If we are obtaining information about
more than one person, the EC must re�ect the USP
status of each of those persons.  See the form ECs,
which make ciear that the USP status applies to the
subject s! of the request for information.!

Also, to make sure that NSLB is reporting the
correct type of information that is being sought,
please be sure that the EC is consistent as to the
type of information that is being sought. Keep in
mind that when asking for toll billing records or for
transactional records, the information produced will
include subscriber information. Thus, in that case,

the EC need only state the request is for toll billing
records or transactional records, and the reporting
paragraph should be consistent and state that toll
billing or transactional records are being sought for
x number of accounts, and, if multiple recipients,
from each of recipients #1, #2, etc.

DISSEMINATION OF NSL MATERIAL

Information obtained through the use of an NSL
may be disseminated in accordance with general
standards set forth in The Attorney General�s
Guidelines for FBI National Security Investigation
and Foreign Intelligence Collection  NSIG!.
Dissemination is further subject to speci�c
statutory limitations [e.g., toll record NSL statute,
ECPA, 18 U.S.C. §2709, and �nancial record NSL
statute, RFPA, 12 U.S.C. §3414 a!�! B!, permit
dissemination if per NSIG and information is clearly
relevant to responsibilities of recipient agency;
limited credit information NSL statute, FCRA, 15
U.S.C. §1681u, permits dissemination to other
federal agencies as may be necessary for the
approval or conduct of an FCI investigation; no
special statutory rules for dissemination under full
credit report NSL statute, FCRA, 15 U.S.C.

§1681v!.

Although the requesting EC is generally classified
because it provides reasons for the investigation
and the need for the NSL, the N5l.s themselves are
not classi�ed, nor is the material received in return

from NSLs classi�ed. That information may be used

in criminal proceedings without any declassi�cation

T
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POCS FOR NSL RECIPIENTS

Attached also please �nd a list of the names and
addresses of appropriate o � horn

NSLsZs_ho_ug:l he addressed _ _ _

l  I
Since OGC generally does not have contact with
these entities, we rely on the field to let us know
when these points of contact are outdated or when

new entities come into play for which POCs would
be useful . So please let us know when you run
across POC information that headquarters and
other �eld offices might find useful.

FINANCIAL INSTITUTION NSLS

�D

ll Inn
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Until such time as the standard RFPA NSL has been

amended to re�ect the above, if you run into this
problem with a financial institution, please contact
your CDC or NSLB.

MISCELLANEOUS

If you come across useful information r

NSL-related topics, please email or cal�
|_t_�&#39;:1_]>f NSLB �02-321;:]and we will add it

0 I5 website. Further, lft ere are modi�cations
or ad &#39; &#39; r Point of Contact listings, please

noti of NSLB.
Last niodified at 05,*&#39;O3,i200&#39;? 06: 54 All-1

b6
b&#39;}�C
b2
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U.S. Department of J uslice
1-�:.f-&#39;1"-��1�.==.-1;

Federal Bureau of� Investigation
�--1..-1331&#39;?--&#39;

Washinglon, D. C. 20535-DOOI

naaswzuo DIVISION]

[srnaar ADDRESS]

[c1rr, swarm, ZIP cons]
[MONTH, oar, YEAR]

ALL INFORMATION CONTAINED

[MR-/MRS-/M5-1 [COMPLETE �M43 05&#39; 9°C] HEREIN I5 III-ICLABSIFIEID
[&#39;.l&#39;ITLE, IF KVRILLBLE] DATE D6-06-200? BY 65139 Dl�-III-�{5R;JI~J

[NAM or couraurl
grnvsrcar srnaar ADDRESS - no 9.0. BOX] 1076786
 CITY, swarm - no ZIP cone]

Dear [MR./MS./MS.] [LAST NAME]:

Pursuant to Executive Order 12333, dated December 4,

1981, and 15 U.S.C. § l68lv of the Fair Credit Reporting Act  as
amended}, you are hereby directed to provide the Federal Bureau
of Investigation  FBI! with a copy of a consumer credit report
and all other information contained in your files for the below-
listed consumer s!:

NAME S!:

ADDRESS ES!: [if available]

DATE S! OF BIRTH: [if available}

SOCIAL SECURITY NUMBER S!: [if available]

In accordance with Title I5, U.S.C. § 1681v, I certify
that the information sought is necessary to conduct an authorized
investigation of, or intelligence or counterintelligenoe
activities or analysis related to, international terrorism.

[certificationz The nondisclosure requirement is not an automatic
feature of the NSL. If the supporting EC for this NSL included
Option 1  Invoking the Nondiaclosure Requirement!, then include
the language in the following 3 paragraphs in the NSL.]

In accordance with 15 U.S.C. § 1681v c!{1!, I certify
that a disclosure of the fact that the FBI has sought or obtained
access to the information sought by this letter may endanger the
national security of the United States, interfere with a
criminal, counterterrorism, or counterintelligence investigation,
interfere with diplomatic relations, or endanger the life or
physical safety of a person. Accordingly, 15 U.S.C. §

IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII
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IMB./MRS./HS.] [COMLETE NAME]

168lv c}{l! and �! prohibits you, or any officer, employee, or
agent of yours, from disclosing this letter, other than to those
to whom disclosure is necessary to comply with the letter or to
an attorney to obtain legal advice or legal assistance with
respect to this letter.

In accordance with 15 U.S.C. § 1681v c!�!, you are
directed to notify any persons to whom you have disclosed this
letter that they are also subject to the nondisclosure
requirement and are therefore also prohibited from disclosing the
letter to anyone else.

In accordance with 15 U.S.C. § 1681v[c}{4], if the FBI

asks for the information, you should identify any person to whom
such disclosure has been made or to whom such disclosure will be

made. In no instance will you be required to identify any
attorney to whom disclosure was made or will be made in order to
obtain legal advice or legal assistance with respect to this
letter.

[Include the following language in all NSLs.]

In accordance with 18 U.S.C. § 35l1 a! and {b}�!, you
have a right to challenge this letter if compliance would be
unreasonable, oppressive, or otherwise unlawful, and you have the
right to challenge the nondisclosure requirement set forth above.

In accordance with 18 U.S.C. § 3511 c!, an unlawful
failure to comply with this letter, including any nondisclosure
requirement, may result in the United States bringing an
enforcement action.

You are directed to provide records responsive to this
letter [personally to a representative of the [DELIVERING
DIVISION] OR through use of a delivery service to [OFFICE OF
ORIGIN] OR through secure fax] within [xxxx] business days of
receipt of this letter. .

Any questions you have regarding this letter should be
directed only to the [[DELIvERING DIVISION] OR [OFFICE OF
ORIGIN],_depending on whether service is personal or through a
delivery service]. Due to security considerations, you should
neither send the records through routine mail service nor non-
secure fax, nor disclose the substance of this letter in any
telephone conversation.

2
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[MR./MRS./MS.] [COMPLETE nan]

Your cooperation in this matter is appreciated.

Sincerely,

[ADIC/SAC anus]
[AssIsrnnw"nInEcToa IN

CHARGEI
spscxnt AGENT IN cannon]

3
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=-;- .!_.=-= . . Federal Bureau of lnvest|gat1on
leg»

47d~a��n�0n,D.C.2053&0U0l I I

[DRAFTING DIVISION]

[STREET ADDRESS]

{CITY, STATE, ZIP CODE]
[MONTH, DAY, YEAR]

IMR./MRS./MS.] [consume mum or POC]
[&#39;1&#39;ITLE, IF AVAILABLE] ALL INFORMATION comnrrarb
[NAME OF COMPANY] HEREIN IS UNCLASSIFIED
[PHYSICAL STREET ADDRESS - NO P.0. BOX] mus 06-06-zoo": BY sans DH]-I.-�K$I-UJIJ
[CITY, STATE - NO ZIP CODE]

nmm [1~IR./MRS./MS.] [LAST mus]; 1975735

Under the authority of Executive Order 12333, dated
December 4, 1981, and pursuant to Title 15, United States Code
{U.S.C.!, Section 168lu b!  the Fair Credit Reporting Act, as
amended}, you are hereby directed to provide the Federal Bureau
of Investigation {FBI} the names, address, former addresses,
places of employment, or former places of employment of the
below-named consumer s!:

NAME S!:

ADDRESS ES]: [if available]

DATE S! OP BIRTH: [if available]

SOCIAL SECURITY NUMBER S!: [if available]

PLEASE DO NOT PROVIDE THE FULL CREDIT REPORT, AS THAT IS NOT
BEING REQUESTED OR SOUGHT.

In accordance with Title 15, U.S.C., Section 1681u b},
I certify that such information is sought for the conduct of an
authorized investigation to protect against international
terrorism or clandestine intelligence activities, and that such
an investigation of a United States person is not conducted
solely on the basis of activities protected by the First
Amendment to the Constitution of the United States.



[Certi£ication: The nondisclosure requirement is not an automatic
feature of the NSL. If the supporting EC for this NSL included

Option l  Invoking the Nondisclosure Requirement!, then include
the language in the following 3 paragraphs in the N$L.]

In accordance with 15 U.S.C. § 168lu{d![l}, I certify
that a disclosure of the fact that the FBI has sought or obtained
access to the information sought by this letter may endanger the
national security of the United States, interfere with a
criminal, counterterrorism, or counterintelligence investigation,
interfere with diplomatic relations, or endanger the life or
physical safety of a person. Accordingly, 15 U.S.C. §
168luld!�! and �! prohibits you, or any officer, employee, or
agent of yours, from disclosing this letter, other than to those
to whom disclosure is necessary to comply with the letter or to
an attorney to obtain legal advice or legal assistance with
respect to this letter.

In accordance with 15 U.S.C. § l68lu[d}�!, you are
directed to notify any persons to whom you have disclosed this
letter that they are also subject to the nondisclosure
requirement and are therefore also prohibited from disclosing the
letter to anyone else.

In accordance with 15 U.S.C. § l68lu d!�!, if the FBI

asks for the information, you should identify any person to whom
such disclosure has been made or to whom such disclosure will be

made. In no instance will you be required to identify any
attorney to whom disclosure was made or will be made in order to
obtain legal advice or legal assistance with respect to this
letter.

[Include the following language in all NSLs.]

In accordance with 18 U.S.C. § 3511[a} and  b}{1}, you
have a right to challenge this letter if compliance would be
unreasonable, oppressive, or otherwise unlawful, and you have the
right to challenge the nondisclosure requirement set forth above.

In accordance with 18 U.S.C. § 35ll c!, an unlawful
failure to comply with this letter, including any nondisclosure
requirement, may result in the United States bringing an
enforcement action. &#39;

You are directed to provide records responsive to this
letter [personally to a representative of the {DELIVERING
DIVISION] OR through use of a delivery service to [OFFICE OF
ORIGIN] OR through secure fax] within [xxxx] business days of
receipt of this letter.

2
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Any questions you have regarding this letter should be
directed only to the [[DELIVERING DIVISION] OR [OFFICE OF
ORIGIN], depending on whether service is personal or through a
delivery service]. Due to security considerations, you should
neither send the records through routine mail service nor non-
secure fax, nor disclose the substance of this letter in any
telephone conversation.

Your cooperation in this matter is greatly appreciated.

Sincerely yours,

[ADIC/SAC NAME}
[ASSISTANT DIRECTOR IN CHARGE]
SPECIAL AGENT IN CHARGE]

3
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F"EIJlEFIl92L.I3llFll�lMJ  JF�llIUW!SFI1 ill11 JlI

Precedence: ROUTINE Date: 00/00/2007

To: General Counsel Attn: Julie Thomas

Deputy General Counsel, NSLB

[couurnnrennonrsul Attn: [UNIT]
COUNTERINTELLIGENCE/CYBER] ---

[REQUESTING OFFICE] rhttn: SSA [SQUAD SUPERVISOR]
. SA [CASE AGENT]

[osrrcz or on1s1n1 Attn: sn [case AGENT]

[Squad] [K1

[DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR]

 if using personal service} [Squad] [X]

From: [DRAFTING DIVISION]

[APPROVING OFFICIAL]
Contact: [CASE AGENT, telephone number  O00! 000-0000]

Approved By: [ADIC nan [IF APPLICABLEJ]
[SAC NAME] -

{MAC mum] ntcmsszrzrv BY ssns nmuxsnxam
[CDC Hum] on as-06-200?
[QSA NINE]

Drafted By: [LAST FIRST MIDDLE NAME: INITIALS] 1076786
 U5 .

Case ID #=-fxj [cnsz FILE nuuenn1  Pending!

 U! Title : X! [SUBJECT]
[A.K.A.] [ALIAS  IF APPLICABLE}]
[IT/FCI - FOREIGN POWER]
O0: [OFFICE OF ORIGIN]

Synopsis: {U} {NSLCII! Approves the issuance of an Fair Credit
Reporting Act  FCRA! Section 1681u{b! National Security Letter
[NSL! for consumer identifying information: provides reporting
data; and, if necessary, transmits the NSL for delivery to the
credit reporting company.

ill! I M  @><



 U!

 U5

 U!

stggrr
To: losrrvnnruo DIVISION] From: innnrwzuc n1v:s1ou1

Re: égi [case FILE nausea, 00/00/20071
Declassify On: [10 ars based on

inf �on in the EC

[FULL/PRELIMINARY] Investigation Instituted:  S! [OOIOO/2007]

Reference: Esj [case FILE nuussn Serial xxx]
Enclosure s!: {U} Enclosed for [DELIVERING DIVISION or OFFICE
OF ORIGIN, depending on whether service is personal or through
restricted delivery service or fax] is an NSL dated [00/00/2007],
addressed to [cousnnr POC anus], [TITLE  if availablellr [consist
NAM], [COMEANY ADDRESS � N0 P.O. BOX], [CITY, STATE � NO ZIP

CODE if using personal service], requesting consumer identifying
information relating to the Consumer listed.

Details: éz�i A [FULL/PRELIMINARY] [FOREIGN COUNTERINTELLIGENCEI
INTERNATI AL TERRORISM] investigation of subject, a [U.S.
PERSON/NON-U.S. PERSON], was authorized in accordance with the
Attorney General Guidelines because [Give a full explanation of
the justification for opening and maintaining the investigation
on the subject; barebones facts will not suffice and will cause

the request to be rejected for legal insufficiency]. This
consumer identifying information is being requested to [Fully
state the relevant of the requested records to the

investigation].

- - " &#39;"E5  This electronic communication documents the "
{APPROVING OFFICIAL&#39;s] approval and certification of the enclosed
NSL. For mandatory reporting purposes, the enclosed NSL seeks
consumer identifying information for [NUMBER OF] individualtsl
from [credit reporting company #1]; [NUMBER OF] individual s}
from [credit reporting company #2], etc. [If there are requests
from multiple reporting copanies for the same person, please
state. Provide the USP status of all the persons about whom the

requests are seeking information, including the subject of the
investigation. In other words, do your best to give as much
information as you can, for congressional reporting purposes.]

 U! Arrangements_should be made with the credit
reporting company to provide the records [personally to an
employee of the DELIVERING DIVISION or through use of a delivery
service or secure fax to OFFICE OF ORIGIN] within [NUMBER OF]
business days of receipt of this request. The credit reporting
company should neither send the records through routine mail
service nor utilize the name of the subject of the request in any
telephone calls to the FBI.

safest
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TO: [DELIVERING DIVISION] From: [DRAFTING DIVISION]

Re: E�g [CASE FILE NUMBER, O0/O0/2007]

DISCLOSURE PROVISIONS

[Certification and Activation of the Nondisclosure Requirement:
There is no longer an automatic prohibition that prevents the
recipient of a National Security Letter from disclosing that the
FBI has requested the information. To activate the nondisclosure
requirement, the senior FBI official approving this EC must use
Option 1 below and include in the EC  but not in the NSL! a brief
statement of facts that justify the nondisclosure requirement.
Option 2 is to be used in all cases where Option 1 is not used.]

[Option 1 � Invoking Nondisclosure Requirement]

 U! In accordance with 15 U.S.C. § l681u d!, I, the

senior official approving this EC, certify that a disclosure of
the fact that the FBI has sought or obtained access to the

information sought by this letter may endanger the national
security of the United States, interfere with a criminal,
counterterrorism, or counterintelligence investigation, interfere
with diplomatic relations, or endanger the life or physical safety
of a person.

&#39; &#39; Q  Brief statement of the facts justifying my
certification in this case:

[Option 2 - Declining to invoke the nondisclosure requirement}

 U! I, the senior official approving this EC, have
determined that the facts of this case do not warrant activation

of the nondisclosure requirements under the applicable National
Security Letter statute.

[Include the next 2 paragraphs in all ECs.1

 U! Information received herein rom a credit reporting
company may be disseminated in accordance with the Attorney
General Guidelines for FBI National Security Investigations and
Foreign Intelligence Collection, subject to the following
statutory limitation. Dissemination of such information is
limited to other Federal agencies as may be necessary for the
approval or conduct of a foreign counterintelligence
investigation, or, where the information concerns a person
subject to the Uniform Code of Military Justice, to appropriate
investigative authorities within the military department

saws
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sE>é.B&#39;r
To: Lnnnrvznnrc DIVISION] From: [nnarrme DIVISION]

<01 Re:- §"Q [case FILE uwnalan, 00/00/20011

concerned as may be necessary for the conduct of a joint foreign

counterintelligence investigation.

 U! Any questions regarding the above can be directed
to the [CASE AGENT, telephone number �00! 000-0000.]

SE>éB&#39;.l?
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{U} TO: ELIVERING DIVISION] From: [DRAFTING DIVISION]

Re: I [CASE FILE NUMBER, OD/O0/2007]

LEAD s!:

Set Lead 1:  Action!

GENERAL COUNSEL

AT WASHINGTON, DQ _�"

 U! NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLS.

Set Lead 2:  Info!

{COUQTERTERRORISMLQQUNTEEINTELLIGENCELCYBEQI

AT WASHINGTON, DQ

 U! At [Unit] Read and Clear

Set Lead 3:  Action!

[1;1£1-IVERI_1~!sL1;lFFI¢E r~_-�L; &#39;é_$i-11q_11LQ5son§1 serrisel

[AT QITY, STATE]

 U! Deliver the attached NSL as indicated above. Upon
receipt of information from the credit reporting company,
[DELIVERING DIVISION] is requested to submit results to {DRAFTING
DIVISION] and [OFFICE OF ORIGIN, if applicable].

 U! Please take special note that the reply to this
request should not generate receipt of a full credit report and
that 9�1I_� Bumary osjgedaoted credit report should be accepted.

O6

s2§1.¬:
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 Raw, {ll-3!-2003]

sstgtr

FEDERAL BUREAU OF� INVESTIGATION

Precedence: ROUTINE Date: O0/00/2001

To: General Counsel Attn: Julie Thomas

Deputy General Counsel, NSLB

[COUNTERTERRORISM/ Attn: [UNIT]
COUNTERINTELLIGENCE/CYBER] ~~¢

[nnqumsrxus OFFIEI Attn: ssa isounn SUPERVISOR]

SA [cast AGENT]

[OFFICE or onrsxnl Attn: SA [case AGENT]

[Squid] [X1

[DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR]
{if using personal service! [Squad] [X]

From: [DRAFTING DIVISION]

[nrpnovrne OFFICIAL]

Contact: [CASE AGENT, telephone number �00! 000-0000]

Approved By: {nnrc name  IF APPLICABLE!]
[sac name]
[KEAC NBME] DEIILRSSIFIED BY 65l?9Dl�I[-I/KSR!-I5]

[CDC NAME] UN 06-06-2007

I581 "W1 1076786

 U3 Drafted By: [LAST FIRST MIDDLE NAME: INITIALS]

Case ID #: �gi [case FILE uuueza1  Pending!
 U, Title: n [sueancr]

[A.K.A.] [ALIAS  IF APPLICABLE!]
[IT/FCI � FOREIGN POWER]

 U: O0: [OFFICE OF ORIGIN]
Synopsiusu:   NSLFIL! Approves the issuance of an Fair Credit
Reporting Act Section 168lu[a! National Security Letter  NSL} for
financial institution listings; and, if necessary, transmits the
NSL for delivery to the credit reporting company.

�-77 W Derived>�¬rem : }�
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sshérr
To: [osrrvrarno nrvrsronl Fro: lonnrrrne DIVISION]

Re: Q31 [cast FILE uuuesn, 00/00/2001]

Declassi¬i:E§IZ£lQ:g§:2E§:s based on
informa &#39; in the EC]

[FULL/PRELIMINARY] I�VGStiq&tiOn I��tit�t�di {S} [00/00/2°07]

Reference: Esq [cnsm FILE nuuann Serial xxx]
EnclOsure s!: {U} Enclosed for [DELIVERING DIVISION or OFFICE
OF ORIGIN, depending on whether service is personal or through
restricted delivery service or fax] is an NSL dated [00/O0/2007],
addressed to [COMPANY POC NAME], [TITLE  if availab1e!], [COMPANY
NAME], [CMPANY ADDRESS � NO 9.0. BOX], [CITY, STATE � NO ZIP

CODE if using personal service], requesting the names and
addresses of financial institutions at which the listed consumer

maintains or has maintained an account.

Detai1s:- £s  A [FULL/PRELIMINARI] [ronsrcu couursarnrmrtrosncsl
INTERNATIO AL TERRORISM] investigation of subject, a [U.S.
PERSON/NON-U.S. PERSON], was authorized in accordance with the
Attorney General Guidelines because [Give a full explanation of
the justification for opening and maintaining the investigation
of the subject; barebones facts will not suffice and will cause
the request to be rejected for legal insu£ficiency.] This
financial institution information is being requested to [Fully
state the relevance of the requested records to the

investigation].

�" �"""";Bi This electronic communication documents the
[APPROVING OFFICIAL&#39;s] approval and certification of the enclosed
NSL. For mandatory reporting purposes, the enclosed NSL seeks
the financial institution listings for [NUMBER OF] individual s!
from [credit reporting company #1}; [NUMBER OF] individual s!
from [credit reporting company #2], etc. [If there are requests
from multiple reporting companies for the same person, please
state. Provide the USP status of all the persons about whom the
requests are seeking information, including the subject of the
investigation. In other words, do your best to give as much
information as you can, for congressional reporting purposes.]

 U! Arrangements should be made with the credit
reporting company to provide the records [personally to an
employee of the DELIVERING DIVISION or through use of a delivery
service or secure fax to OFFICE OF ORIGIN] within [NUMBER OF]
business days of receipt of this request. The credit reporting
company should neither send the records through routine mail
delivery nor utilize the name of the subject of the request in
any telephone calls to the FBI.

sségér
2



U!

SECRET

TO: [ ELIVERING DIVISION] From: [DRRFTING DIVISION]
Re: [CASE FILE NUMBER, OD/O0/2007]

DISCLOSURE PROVISIONS

[Certification and Activation of the Nondisclosure Requirement:
There is no longer an automatic prohibition that prevents the
recipient of a National Security Letter from disclosing that the
FBI has requested the information. To activate the nondisclosure
requirement, the senior FBI official approving this EC must use
Option 1 below and include in the EC  but not in the HSL! a brief
stateent of facts that justify the nondisclosure requirement.
Option 2 is to be used in all cases where Option 1 is not used.]

[Option 1 - Invoking Nondisclosure Requirement]

 U! In accordance with 15 U.S.C. § l6B1u{d!, I, the

senior official approving this EC, certify that a disclosure of
the fact that the FBI has sought or obtained access to the
information sought by this letter may endanger the national
security of the United States, interfere with a criminal,
counterterrorism, or counterintelligence investigation, interfere
with diplomatic relations, or endanger the life or physical
safety of a person.

&#39; >§§ Brief statement of the facts justifying my
certification in this case:

[Option 2 - Declining to invoke the nondisclosure requirement]

{U} I, the senior official approving this EC, have
determined that the facts of this case do not warrant activation

of the nondisclosure requirements under the applicable National
Security Letter statute.

[Include the next 2 paragraphs in all ECs.]

{U} Information received herein from a credit

reporting company may be disseminated in accordance with the
Attorney General Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection, subject to
the following statutory limitation. Dissemination of such
information is limited to other Federal agencies as may be
necessary for the approval or conduct of a foreign
counterintelligence investigation, or, where the information
concerns a person subject to the Uniform Code of Military
Justice, to appropriate investigative authorities within the

SECRET
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s¬k§sT
To: [nznxvsnrue o1v1s1ou1 Frm: [DRAFTING nrvrsxoul

Re:  §Q tcnsn FILE NUMBER, 00/00/2001]

military department concerned as may be necessary for the conduct
of a joint foreign counterintelligence investigation.

{U} Any questions regarding the above can be directed
to [CASE AGENT, telephone number  O00! O00-0000.]

sd§§em
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 U! To: [D LIVERING DIVISION] From: [DRAFTING DIVISION]

Re: {I [CASE FILE NUMBER, O0/O0/2007]

LEAD s!:

Set Lead 1:  Action!

QENERAL QQUNSEQ

AT WASHINGTON, DC

 U! NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 2:  Info!

LQQUNTERTERRQBISM/COUHTERINIELLIGE§CE/CIBEBl

AT WASHINQTON, DC _

{U} At [Unit] Read and Clear

Set Lead 3:  Action!

103LI!§RI�G OFFICE - if uainq_pQraonal seryice]

[AI CITY STATE] _

{U} Deliver the attached NSL as indicated above. &#39;Upon
receipt of information from the credit reporting company,
[DELIVERING DIVISION] is requested to submit results to [DRAFTING

DIVISION] and {OFFICE OF ORIGIN, if applicable].

 U! Please take special note that the reply to this
request should not generate receipt of a full credit report and
that onlgga sgmpary or_red;ctg§ credit report should be accepted.

Q6

sék�ér
5



[RI:92-&#39;1}!-31-Z003]

sE! ma:-r
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 00/O0/200?

To: General Counsel Attn: Julie Thomas

Deputy General Counsel, NSLB

[couurnnmnnonrsul nun; wurrl
couumnrnrrnnxosucs/crnzn]

[nzgunsrrus or-nor] Attn: ssn [sgunn SUPERVISOR]
sn [case norm]

[orrrcs or onrsnn Attn: sa [case AGENT]

{squad} [K1

[DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR]
 if using personal service! [Squad] [X]

From: [DRAFTING DIVISION]

[APPROVING OFFICIAL] _

_ Contact: [CASE AGENT, telephone number  O00! O00-0000]

Approved By: [ADIC NAME  IF APPLICABLE!]
[SAC NAME]
[lkSPK2 HUBER] DECLASSIFIED BY 65119 nunynsnram
[CDC NAME] on 06-as-200?

[SSA NAME]
1076786

�U? Drafted By: [msr rznsr MIDDLE mum: r1u&#39;r11u.s]

Case ID #: M [case FILE mmsnn]  Pending!

m&#39;i".-;1=1a=- M [summer]
[A.K.A.] [ALIAS  IF APPLICABLEH
[IT/FCI - FOREIGN rowan}

00: [OFFICE or onrcnn

[Uh Synopsis: ~E3§  NSLCOM! Approves the issuance of a Fair Credit
Reporting A t  FCRA} Sections l681u a! and  b! combination
National Security Letter  NSL! for financial institution listings
and consumer identifying information; provides reporting data;
and, if necessary, transmits the NSL for delivery to the credit
reporting company.

SE>¬E!l&#39;.�
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�u! To: [DELIVERING DIVISION} From: [DRAFTING DIVISION]

cm X
 U?

 U1

Re: §=< [cast FILE uuussa, 00/00/20011
Derived From : G-3

Declassify On: [10-25 years based on
information in the EC]

[FULL/PRELIMINARY] Investigation Instituted:  >< [00/00/2007]
Reference:  % [case FILE ummnn Serial xxx]
Enclosure[s!: {U} Enclosed for [DELIVERING DIVISION or OFFICE

OF ORIGIN, depending on whether service is personal or through
restricted delivery service or fax] is an NSL dated [00/00/2007},
addressed to [CMPANY POC NAME], [TITLE  if available!], [CMPANY
NAME], [COMPANY ADDRESS - NO P.0. BOX], [CITY, STATE - NO ZIP
CODE if using personal service], requesting the names and
addresses of financial institutions at which the listed consumer

maintains or has maintained an account and requesting consumer
identifying information relating to the consumer.

Details:  :15! A [FULL/PRELIMINARY] [FOREIGN
COUNTERIN L IGENCE/INTERNATIONAL TERRORISM] investigation of
subject, a [U.S. PERSON/NON-U.S. PERSON], was authorized in
accordance with the Attorney General Guidelines because [Give a
full explanation of the justification for opening and maintaining
the investigation of the subject; barebones facts will not
suffice and will cause the request to be rejected for legal
insuf£iciency.] This financial institution information and
consumer identifying information are being requested to [Fully
state the relevance of the requested records to the

investigation].

" &#39;";E§? This electronic communication documents the
[APPROVING O ICIAL&#39;s] approval and certification of the enclosed
NSL. For mandatory reporting purposes, the enclosed NSL seeks
the financial institution listings for [NUMBER OF] individualts!
from [credit reporting company #1]; [NUMBER OF] individua1{s}
from [credit reporting copany #2], etc. [If there are requests
from multiple reporting companies for the same person, please
state. Provide the USP status of all the persons about whom the
requests are seeking information, including the subject of the
investigation. In other words, do your best to give as much
information as you can, for congressional reporting purposes.] In
addition, for mandatory reporting purposes, the enclosed NSL
seeks the consumer identifying information for [NUMBER OF]
individualis! from [credit reporting company #1]; [NUMBER OF]
individual s! from [credit reporting company #2], etc. [If there
are requests from multiple reporting copanies for the same
person, please state. Provide the USP status of all the persons
about whom the requests are seeking information, including the

ss>ér1-
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TO: [DELIVERING DIVISION] FIOIIIS [DRAFTING DIVISION]

Re: >3 [CASE FILE NUMBER, 00/co/200?]
subject of the investigation. In other words, do your best to
give as much information as you can, for congressional reporting

purposes.]

 U1 Arrangements should be made with the credit
reporting company to provide the records [personally to an
employee of the DELIVERING DIVISION or through use of a delivery
service or secure fax to OFFICE OF ORIGIN] within [NUMBER OF]

business days of receipt of this request. The credit reporting
company should neither send the records through routine mail
delivery nor utilize the name of the subject of the request in
any telephone calls to the FBI.

DISCLOSURE PROVISIONS

[Certification and Activation of the Nondisclosure Requirement:
There is no longer an automatic prohibition that prevents the
recipient of a National Security Letter fro disclosing that the
FBI has requested the information. To activate the nondisclosure
requireent, the senior FBI official approving this EC must use
Option 1 below and include in the EC  but not in the NSL! a brief
statement of facts that justify the nondisclosure requirement.
Option 2 is to be used in all cases where Option 1 is not used.]

[Option l - Invoking Nondisclosure Requirement]

 U! In accordance with 15 U.S.C. § 1681u d!, I, the

senior official approving this EC, certify that a disclosure of
the fact that the FBI has-sought or obtained access to the
information sought by this letter may endanger the national
security of the United States, interfere with a criminal,
counterterrorism, or counterintelligence investigation, interfere
with diplomatic relations, or endanger the life or physical
safety of a person. .

/35! Brief statement of the facts justifying my
certification in this case:

[Option 2 - Declining to invoke the nondisclosure requirement}

 U! I, the senior official approving this EC, have
determined that the facts of this case do not warrant activation

of the nondisclosure requirements under the applicable National
Security Letter statute.

sassy
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U-&#39;5 To: {ozzravznmo n1v1s1ou1 From: [omua-1-me DIVISION]

Re: <>< [case FILE ummnn, 00/00/20011

[Include the naxt 2 paragraphs in all ECs.]

 U! Information received herein from a credit

reporting company may be disseminated in accordance with the
Attorney General Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection, subject to
the following statutory limitation. Dissemination of such tr"
information is limited to other Federal agencies as may be

.necessary for the approval or conduct of a foreign
counterintelligence investigation, or, where the information
concerns a person subject to the Uniform Code of Military
Justice, to appropriate investigative authorities within the
military department concerned as may be necessary for the conduct
of a joint foreign counterintelligence investigation.

 U! Any questions regarding the above can be directed
to [CASE AGENT, telephone number �00! 000-0000.]

SE¬§éT
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 U1 To: [DELIVERING DIVISION] From: [DRAFTING DIVISION]
Re: !sj [case FILE uunmsn, 00/00/20071

LEAD s!:

Set Lead 1:  Action!

GENERAL QQQN§EL

AT WASHINGTON, DC

 U! NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 2:  Info!

1COUNTERTEBRORISM]COUNTERINTELLIGENQ§{§§§EB1

AT WAS�INGTQN, DQ

 U! At [Unit] Read and Clear

Set Lead 3:  Action!

LDELIYERING OFFICE�:�i§ u=inq_2e==One; sesxisel

[AE_§lIIi_§lL!§1

 U! Deliver the attached NSL as indicated above. Upon
receipt of information from the credit reporting company,
[DELIVERING DIVISION] is requested to submit results to [DRAFTING
DIVISION] and {OFFICE OF ORIGIN, if applicable].

 U! Please take special note that the reply to this
request should not generate receipt of a full credit report and
that only a summag11o:,redggted credit report should be accepted.

O0

s@pQ§T
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W __

U.S. Department of Justice
._-__?_..J-:-;;.;n&#39;

.51?" &#39; �L:-::-a, .
m ii"-1:|||| .&#39;  _ >*=.:-f;;[&#39; Federal Bureau of Investagauon

_ ,1

&#39; i " Washington, 0. c. 20535-000:

[nmrrzue DIVISION]
[s-rams-r ADDRESS]

icrcnr, swam, z12 cons]

[non-rs, oar, mm]

[MR./MS./MS.] [COMPLETE NAME OF POC]
ELL IPIFUPHATIUH EUFFTEIIJED

&#39; �rearm Is UNCLA55IFIED

Eg Ig§.LCg ;]ADDREss __ No P O Box] DATE 136-04-200�? BY 65179 DlH&#39;L&#39;K5P.;�Jli|
ICITY, STATE - NO ZIP CODE]

DEAR [MIL /MRS . /M8,] [LAST NAME]: 1076786

Under the authority of Executive Order 12333, dated
December 4, 1981, and pursuant to Title 15, United States Code
{U.S.C.!, Section 1681u[a}  the Fair Credit Reporting Act, as
amended}, you are hereby directed to provide the Federal Bureau
of Investigation  FBI! the names and addresses of all financial
institutions  as defined in Title 12, U.S.C., Section 3401} at
which the below-named consumer[s! maintains or has maintained an
account:

NAME S!:

ADDRESS ES!: {if available]

DATE S! OF BIRTH: [if available]

SOCIAL SECURITY NUMBER S!: [if available]

PLERSE DO HOT PROVIDE THE FULL CREDIT REPORT, AS THAT IS NOT
BEING REQUESTED OR SOUGHT.

In accordance with Title 15, U.S.C., Section 1681u{a},
I certify that such information is sought for the conduct of an
authorized investigation to protect against international
terrorism or clandestine intelligence activities, and that such
an investigation of a United States person is not conducted
solely on the basis of activities protected by the First
Amendment to the Constitution of the United States.

IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII
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[Certification: The nondisclosure requirement is not an automatic
feature of the NSL. If the supporting EC for this NSL included
Option 1  Invoking the Nondisclosure Requirement!, then include
the language in the following 3 paragraphs in the NSL.]

In accordance with 15 U.S.C. § 168lu d!{l!, I certify
that a disclosure of the fact that the FBI has sought or obtained
access to the information sought by this letter may endanger the
national security of the United States, interfere with a

criminal, counterterrorism, or counterintelligence investigation,
interfere with diplomatic relations, or endanger the life or
physical safety of a person. Accordingly, 15 U.S.C. §
l681u d}[1! and �! prohibits you, or any officer, employee, or
agent of yours, from disclosing this letter, other than to those
to whom disclosure is necessary to comply with the letter or to
an attorney to obtain legal advice or legal assistance with
respect to this letter.

In accordance with 15 U.S.C. § l681u{d}�!, you are
directed to notify any persons to whom you have disclosed this
letter that they are also subject to the nondisclosure
requirement and are therefore also Prohibited from disclosing the
letter to anyone else.

In accordance with 15 U.S.C. § 168lu d!�}, if the FBI

asks for the information, you should identify any person to whom
such disclosure has been made or to whom such disclosure will be

made. In no instance will you be required to identify any
attorney to whom disclosure was made or will be made in order to
obtain legal advice or legal assistance with respect to this
letter.

[Include the following language in all HSLs.]

In accordance with 18 U.S.C. § 3511 a] and  b! l!, you
have a right to challenge this letter if compliance would be
unreasonable, oppressive, or otherwise unlawful, and you have the
right to challenge the nondisclosure requirement set forth above.

In accordance with 18 U.S.C. § 3511{c!, an unlawful
failure to comply with this letter, including any nondisclosure
requirement, may result in the United States bringing an
enforcement action.

You are directed to provide records responsive to this
letter [personally to a representative of the [DELIVERING
DIVISION] OR through use of e delivery service to [OFFICE OF
ORIGIN] OR through secure fax] within Ixxxx} business days of
receipt of this letter.

2



Any questions you have regarding this letter should be
directed only to the [IDELIVERING DIVISION] OR [OFFICE OF
ORIGIN], depending on whether service is personal or through a
delivery service]. Due to security considerations, you should
neither send the records through routine mail service nor non-
secure fax, nor disclose the substance of this letter in any

telephone conversation.

Your cooperation in this matter is greatly appreciated.

Sincerely yours,

[ADIC/SAC NAM]
[ASSISTANT DIRECTOR IN CHARGE/
SPECIAL AGENT IN CHARGE]

3
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séb�sm

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 00/00/2007

To: General Counsel Attn: Julie Thomas
Deputy General Counsel, NSLB

[COUNTERTERRORISM] Attn: [UNIT]

[REQUESTING OFFICE] Attn: SSA [SQUAD SUPERVISOR]
SA [CASE AGENT]

[orrrcn or ORIGIN] Attn: SA [cnss AGENT]
- [Squad] [K]

[DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR]
{if using personal service] [Squad] [X]

From: [DRAFTING DIVISION]

[APPROVING OFFICIAL]
Contact: [CASE AGENT, telephone number �00! 000-0000]

Approved By: [ADIC NAME  IF APPLICABLE!]
[SAC NAME]
[ASAC mum] DECLASSIFIED BY 55139 DHHIKSR/JII}
[CDC Nmml DH 06-U6-Z00?
[SSA NAME]

1076786

 U! Drafted By: [LAST FIRST MIDDLE NAME: INITIALS]

Case ID #&#39;:  [cnsn FILE NUMBER]  Pending!

 U! &#39;1�:i.t1e:- - X» [sue-mar]
[A.K.A.] [nuns  :1? APPLICABI-El]
[IT/FCI - FOREIGN POWER]
00: [orrzcs or onxc-:m1

Synopsis:  U!  NSLFCR! Approves the issuance of an Fair Credit
Reporting Act {FCRA} Section l6B1v National Security Letter  NSL!
tor a full credit report in an international terrorism
investigation; provides reporting data: and, if necessary,
transmits the NSL for delivery to the credit reporting company.

[U] ">S¬ Derive%>¬rom : §>Q:
SE§<E&#39;1�

�IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII-I--�---------



syér
To: [nruvsnmc DIVISION] From: [emu-rms nxvrsrom

Re: w [case mm mmsrn, oo/oo/20011
Declassify On. 1 5 years based on

n rmation in the EC]

[FULL/PRELIMINARY] Investigation Instituted: {S} [00/00/2007]

Reference: 3%? [CASE FILE NUMBER Serial XXX]
Enclosure s!:  U! Enclosed for [DELIVERING DIVISION or OFFICE
OF ORIGIN, depending on whether service is personal or through
restricted delivery syste or fax] is an NSL dated [00/00/2006],
addressed to [COMPANY POC NAME], [TITLE  if available!], [COMPANY
NAM], [COMPANY ADDRESS - NO P.O. BOX], [CITY, STAEE ~ NO ZIP
CODE if using personal service], requesting a full consumer
credit report and all information in its files relating to the
consumer listed.

Details: Es; A [FULL/PRELIMINARY] international terrorism
investigation of subject, a [U.S. PERSON/NON�U.S. PERSON], was
authorized in accordance with the Attorney General Guidelines
because [Give a full explanation of the justification for opening
and maintaining the investigation on the subject; barebones facts
will not suffice and will cause the request to be rejected for
legal insufficiency]. This full credit report is being requested
to [Fully state the relevance of the requested records to the

investigation].

- - - ;>§; This electronic communication documents the
[APPROVIN O FICIAL&#39;s] approval and certification of the enclosed
NSL. For reporting purposes, the enclosed NSL seeks the consumer
credit report of [NUMBER OF] individual{s! from [credit reporting
company #1]; [NUMBER OF] individual s! from [credit reporting
company #2], etc. [If there are requests from multiple reporting
companies for the same person, please state. Provide the USP
status of all the persons about when the requests are seeking
information, including the subject of the investigation. In
other words, do your best to give as much information as you can,
for congressional reporting purposes.]

 U! Arrangements should be made with the credit
reporting company to provide the records [personally to an
employee of the DELIVERING DIVISION or through use of a delivery
service or secure fax to OFFICE OF ORIGIN] within [NUMBER OF]
business days of receipt of this request. The credit reporting
company should neither send the records through routine mail
delivery nor utilize the name of the subject of the request in
any telephone calls to the FBI.

S�l�
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s:><B&#39;r
To: [0 LIVERING nrvrsrom From: [nmwrrnc DIVISION]

my Re:   [CASE FILE NUMBER, 00/00/2007]

DISCLOSURE PROVISIONS

[Certification and Activation of the Nondisclosure Requirement:
There is no longer an automatic prohibition that prevents the
recipient of a National Security Letter from disclosing that the
FBI has requested the information. To activate-the nondisclosure
requirement, the senior FBI official approving this EC must use
Option 1 below and include in the EC  but not in the NSL! a brief
stateent of facts that justify the nondisclosure requirement.
Option 2 is to be used in all cases where Option 1 is not ussd.]

[Option l - Invoking Nondisclosure Requirement]

 U! In accordance with 15 U.S.C. § 1681v c!, I, the

senior official approving this EC, certify that a disclosure of
the fact that the FBI has sought or obtained access to the
information sought by this letter may endanger the national
security of the United States, interfere with a criminal,
counterterrorism, or counterintelligence investigation, interfere
with diplomatic relations, or endanger the life or physical safety
of a person.

�U!� &#39; &#39; Ekg Brief statement of the facts justifying my
certificat o in this case:

[Option 2 - Declining to invoke the nondisclosure requirement]

 U! I, the senior official approving this EC, have
determined that the facts of this case do not warrant activation

of the nondisclosure requirements under the applicable National -
Security Letter statute.

[Include the next 2 paragraphs in all ECs.]

 U! Information received herein from a credit

reporting company may be disseminated in accordance with the
Attorney General Guidelines on National Security Investigations
and Foreign Intelligence Collection.

 U! Any questions regarding the above can be directed
to the [CASE AGENT, telephone number �00! O00-0000.]

ss@¬&#39;1&#39;
3
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s2!: E&#39;r

To: [nznrvznmc mvxsxom From: [nnnrrmc nrvxsxoul

mi Re: §< [casz FILE mu-man, 00/00/2001]

sion�r
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To: [nzmvznms nzvxsxom From: [nmwrms DIVISION]

�J3 Re:  �: lcnsz FILE ummza, no/00/20011

LEAD s!:

Sat Lead 1:  Action! &#39;

- GENERAL COQNSEL

AT WASHINGTON, DC

 U! NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 2:  Info!

COUNTERTERRORISM

AT WASHINGTON, DQ

 U! At [Unit] Read and Clear

Set Lead 3:  Action!

[DELIVERING 0FFIQE- ii u§ing_pgrsonal ggrvioal

[AT CITY, STATE]

{U} Deliver the attached NSL as indicated above. Upon
receipt of information from the credit reporting company,
[DELIVERING DIVISION] is requested to submit results to [DRAFTING
DIVISION] and [OFFICE OF ORIGIN, if applicable].

OO

sE!: n-r
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lLS.Deparhncnt0fJus�ce

Fcderal�ureau oflnves�ga�on

,»§?$

bisgu�i
"1 "&#39;1 , .:! -5

Rg§F

Washington, D. C. 20535-U00]

[DRAFTING DIVISION]

[senses ADDRESS]
[CI&#39;1&#39;Y, stars, ZIP cons]

[MON&#39;1�H, mu, ram]

[M./MRS./MS.} [CMLETE NAME OF POC]
[TITLE, IF AVAILABLE]
[NAME OF COMPANY] ALL Im-&#39;0l=niTI0192J CONTAINED
[PHYSICAL STREET ADDRESS - N0 P.O. BOX] 1-[tern-1 IS UNCLASSIFIED
[CI&#39;1�Y, STATE - NO ZIP CODE] DKTI us-us-200? BY 6511

DEAR it-m./mas./14s.] [LAST mus]: 1076786

Under the authority of Executive Order 12333, dated
December 4, 1981, and pursuant to Title 15, United States Code
 U.S.C.}, Sections 168lu a! and l681u b!  the Fair Credit
Reporting Act, as amended!, you are hereby directed to provide
the Federal Bureau of Investigation  FBI! the names and addresses
of all financial institutions {as defined in Title 12, U.S.C.,
Section 3401! at which the below-named consumerisl maintains or

has maintained an account and to provide the names, address,
former addresses, places of employment, or former places of
employment of the below�named consumer s!:

NhME S!:

ADDRESS ES! : [if available]

DATE S! OF BIRTH: [if available]

SOCIAL SECURITY NUMIBER S! : {if available]

PLEASE DO NOT PROVIDE THE FULL CREDIT REPORT, A5 THAT IS NOT

BEING REQUESTED OR SOUGHT.

In accordance with Title 15, U.S.C., Sections 1681u{a!

and 168lu b], I certify that such information is sought for the
conduct of an authorized investigation to protect against
international terrorism or clandestine intelligence activities,
and that such an investigation of a United States person is not
conducted solely on the basis of activities protected by the _
First Amendment to the Constitution of the United States.

[Certificationz The nondisclosure requirement is not an automatic
feature of the NSL. If the supporting EC for this NSL included
Option 1&#39; Invoking the Nondisclosure Requirement!, then include
the language in the following 3 paragraphs in the NSL.]

9 Dl&#39;11&#39;l.-�K5R/-IE1



In accordance with 15 U.S.C. § 1681u d!�!, I certify
that a disclosure of the fact that the FBI has sought or obtained
access to the information sought by this letter may endanger the
national security of the United States, interfere with a
criminal, counterterrorism, or counterintelligence investigation,
interfere with diplomatic relations, or endanger the life or -
physical safety of a person. Accordingly, 15 U.S.C. §
l68lu d! l! and �! prohibits you, or any officer, employee, or
agent of yours, from disclosing this letter, other than to those
to whom disclosure is necessary to comply with the letter or to
an attorney to obtain legal advice or legal assistance with&#39;
respect to this letter.

In accordance with 15 U.S.C. § l68lu d!{3!, you are
directed to notify any persons to whom you have disclosed this
letter that they are also subject to the nondisclosure
requirement and are therefore also prohibited from disclosing the
letter to anyone else.

In accordance with l5 U.S.C. § 168lu d!�!, if the FBI

asks for the information, you should identify any person to whom
such disclosure has been made or to whom such disclosure will be

made. In no instance will you be required to identify any
attorney to whom disclosure was made or will be made in order to
obtain legal advice or legal assistance with respect to this
letter.

[Include the following language in all NSLe.]

In accordance with 18 U.S.C. § 3511{a! and {b! l!, you
have a right to challenge this letter if compliance would be
unreasonable, oppressive, or otherwise unlawful, and you have the
right to challenge the nondisclosure requirement set forth above.

In accordance with 18 U.S.C. § 3511{c!, an unlawful
failure to comply with this letter, including any nondisclosure
requirement, may result in the United States bringing an
enforcement action.

You are directed to provide records responsive to this
letter {personally to a representative of the [DELIVERING
DIVISION] OR through use of a delivery service to [OFFICE OF
ORIGIN] OR through secure fax] within [xxxx] business days of
receipt of this letter.

Any questions you have regarding this letter should be
directed only to the [[DELIVERING nrvrsrom on [OFFICE or
ORIGIN], depending on whether service is personal or through a
delivery service]. Due to security considerations, you should
neither send the records through routine mail service nor non-

2



secure fax, nor disclose the substance of this letter in any

telephone conversation.

Your cooperation in this matter is greatly appreciated.

Sincerely yours,

[ADIC/SAC mum]
lnssrsrawr n1m=.:c&#39;ron IN cannon!
srzcnu. ac-mm IN cannon]
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DOCUMENT REQUEST: QQJ-Ql� �QL1E§l QIJLJLY 2 Z, ZQQQ
SUBJECT: Any list or log OGC maintains of the various changes and revisions to the NSL "ponies" posted

OIG�S PATRIOT ACT REVIEW

on NSLB�s Intranet web site _
FBI TRACKING # : §!IG_RE_.Q-PAR �7-2&#39;Z;0_Q! - ITEM #$_

PACKET: �

=...L"_UGU$3 _.   . _ ..�4 _ j
DATE TYPE

0!"

DOCUMENT i

Hunogrzp __ ___ 7 cover.

_ sumo? 1-o1&#39;~.u; i mm: .
PAGES STAMPHQ

_ L  __._._.. Z. . __..__._._..._._._...___._.__._

� i r W 7 7  RESONSEFT -7 5 I 00l

b7&#39;1&#39;08!02I06 i *0 FBi_ALL CDCFW: MODEL NSL ECS  DOCUMENTS l,3,$,?,9,l l,l3, AND IS ON OUR 3 002-004»

_ ,_ , _,,�&#39;?B5"_E1 _ &#39; *

00100106 El» 00$ PONY or ac or NSL ECS  nocum.-tms |,:,s,1,9,|1,|a, mo IS on oun
wsssns!

S 00$-009

00:&#39;00.r&#39;06 . ECI.oOCrC PONY OF EC OF NSL ECS DOCUM.ENTS1,3,5,&#39;?,9,l1,l3,AN&#39;DlS ON OUR
WEBSITE! .

5 0I0~0l¢I

00!00!06� &#39;ECloOGC PONY or 5-: or NSL BCS qoocumsnrs |,:s,s,1,9.1|.13, AND l5 on oun

i if W�WfiW&#39;EBSIT�E!

-s 015-0l9

00100106 ECtoOGC PONY OF EC OF NSL ECS  DOCUMENTS l,3,$,&#39;?,9,l l,l3, AND I5 ON OUR

massive! if

5 020-024

00-"00!06 ECLOOGC PONY OF BC or |~¢s|. recs  DOCUMENTS 1,s,s,?,9,| |,l3, AND ls ON OUR

_ , , _�&#39;E?5"@___ ,,

4 025-028

"u

00300306 EC to OGC PONY OF EC or us]. ECS  DOCUMENTS l.3.$,&#39;I,9,l 1,13. .-mo IS ON ova

_ _, ,, __ �_&#39;E3§TT§l

4 029-032 i
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DATE I TYPE SUBJECT TOTAL BATE 3
, - oi - - mess s1".u92»n= #9
� DOCUMENT _&#39; *&#39; *;;1=n*h$:w¢::l - � <1 5:11? O "= &#39; *"1:1 � " " O � � , , % .

I 00!00!06 EC to OGC _ PONY OF EC OF NSL ECS  DOCUMENTS I,3,.5,?,9,l L13, AND 15 ON OUR 5 033-031&#39;
I_ Z    - i mam! H &#39; W  _ 7 H
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%Response to #8
No log kept by OGC but these are
V V the latest-changes.



[j i t|§occH|=e|! &#39; _
From: �t &#39; fi  it ii: !t0GC! u=B92>
Sent: _ e nes ay, ugus . 11:29AM

To:
Cc: _ l�GC! FBli if i  IQGC FBI!,

iF§i!;
I� I EYIIIISZIIY I&#39;l&#39;I�|&#39;t-I&#39;ll�I&#39;l:!:Il&#39;I-

Ilctdlia III rllciillla
wanna" &#39;

IIIII 1|

ll�tH&#39;llI"l!!:l :I&#39;r1�tl:::l|1 [.IQ&#39;1&#39;Q92&#39;I::|| - l|I92C1IIIl;l;I|
rmer-m:=ml rr-tetanus:

&#39; , inn;-1-ninqvllt:�
II? e!cte92Il : QGC FBI -

� ti. :=1n w 1 =1 ll1l-�t0iIt- ,
rm = maammi

Ci
= h&#39;T=Tv92Tl§Tl��LI1¢1I1lta.=1|n� EEC

h - _ 0G§]_ FBt g at _,
I 2 a i=&#39;=1i �I cvmel -_-1.1�-1|== � . = -  *
**___ QGQ"| _ W 1 1 r|r¢rnri::1|r* |=|3|!;

if WW g-;,cUFB|� to if it __ 1 0-II&#39;l:l:ilI . 0 .. :. _
JULIE F. oec FBI em  FBI oec!
{FBt! ;

_ Subject: FW: -model NSL ECs  documents 1,3,5,?,9,11,13. and 15 on our website!

§§NSlTlVE,§QT UNCLg§SlF_1EQ &#39; HT ; 92-b §.r@e_<;saa t g Keg� gt it -  51,,
&#39; be

Here is the latest set of model NSL EC changes that were made to our website t . 1°79

These are the changes -

1! making sure that we had correct portion markings, since they had been inconsistent before; _ 2?�:

2! making sure that we had a paragraph with the applicable NStG and statutory dissemination rules:

3! expanding the reporting paragraph to re�ect previous emaits about the need for futt reporting as to the number of
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Snore an email I sent you a f6» days ago lo make certain changes on Ihes» -.:curnents. b7� C

Thanks:|

telephone
1 :bsu1ber ECJuIy200.

toll record -

3 Cjuly2D06.wpd �8, .

§I
email

5 Iju1y2006.wpd �9 K

zransactlonal recon!

1 EC}uly200...

RFPA

9 ]uIy2006.wpd �9 K

16B1u a!
11 il..|l1{2OU5.Wpd �1 KI
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16B1u b! ECIUIY
2006. Z1 K...13 �M

� - £6311:

15 Ijuly2006.wpd �0 |<

3ENS1T|vE__BU1_&#39; UNCLAS§lf1ElJ

SENSITIVE BQT UNC D
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 o1r2e¢1e§a!

FWEI!IElIllL.llJlIlil�J  I IIINHESFTTIEIUITCJII

Precedence: ROUTINE Date: 00/00/2006

To: General Counsel Attn: Julie Thomas I
Deputy General Counsel, NSLB

lcouuwnnrsnaonxsul Attn: [curt]

couuwsnxuwsnnxcnucnlcrnsnl

innqunswrnc orrxcxl &#39; Attn: SSA lsqunn sursnvxsonl
W. " SA tens: Asnuii

lorrxcn or onxexul Attni SA lens: Acnur]
&#39; 92 lsqunnl ix]

Ennnxvnninc nzvxsxonl Attn: SSA&#39;I3QULD surnnvxsonl

 if using personal service! [8QU1D] [I]

From: lnnartxus DIVISIOHI

Innrnovlns OFFICIAL] -

&#39; Contact: [CASE AGENT, telephone number  O00! 000-0000]

Approved By: Innlc nan!  Ir APPLICABLE!!

gsac HAHI] .
lnsac sans]

[cnc anus]

Essa maul]

Drafted By: Innsr, rxnsr. nznnnx anus: znrrznnsl

Case zn #: Ts! [case rxns uusnl  Pending!

� Title: ts{92 lsunancwl
tnxal lanzns  Ir nrrnIcanns	

11/rcz - lronnxcu rowan];

00: [orrxcx or onxexul ,

Synopsis:  U! Approves the issuance of an ECPA National Security_

Letter {NSL}for telephone subscriber information; provides reporting

;§q{sr &#39;



, szas-r
To: [DELIVERING DIVISION] From: [DRAFTING DIVISION]

Re:  S! [CASE FILE NUMBER, 00/00/2006] _

data; and, if necessary, transmits the NSL for delivery to the wire
comunications service provider.

. CQK Derived From: G-3
Declassify On: [10 years from date of EC]

[FULL/PRELIMINARY] Investigation Instituted:  S! [00/00/2006]

Reterencez $&l92[OASE FILE NUMBER Serial XIX]

Enclosures:  U! Enclosed.for [DELIVERING DIVISION of OFFICE OF

ORIGIN. depending on whether service is personal or through
restricted delivery service or fax] is an NSL dated [OOIOO/2006],

addressed to [COMPANY FOO NAME], [TITLE  if avai1able!], [COMPANY
NARI]; [COMPANY ADDRESS - NO 9.0. B01]; [CITY, STAT! ~ NO ZIP CODE if

using personal service], requesting telephone subscriber information.

Details: [SJ A [FULL/PRELIMINARY] [INTERNATIONAL TERRORISM/FOREIGN
COUNTFRINTFLLIGBNCF] investigation of subject, a [U.5. PFR8ON/NON-

UBPBR], was authorized in accordance with Attorney General Guidelines

because [Give a full explanation of the justification for opening and

maintaining the investigation on the subject; barebones facts will

not suffice and will cause the request to be rejected for legal

insufficiency]. This telephone subscriber information is being,
requested to [Fully state the relevance oi the requested records to

the investigation].

} This electronic communication documents the[AF?ROVING[§FFICIAL&#39;s] approval and certification of the enclosed
NSL. For mandatory reporting purposes, the enclosed NSL seeks
subscriber information on [NUMBER OF] telephone number s! from

[telephone company #1]; the [NUNBR OF] telephone number e! from
[telephone company #2], etc.

 U! Arrangements should be made with the wire
communications service provider to provide the records [personally to
an eployee of the DELIVERING DIVISION OR through use of a delivery

service or secure fax to OFFICE OF ORIGIN] within [NUMBER OF] _
business days of receipt of this request. The wire comunications

81.2?» A



_ ;>RBET l
To: &#39; lnntrvnnzns nrvrsionl From: tnmrrruc nrvlsroul

Re: Tsa [CASE FILE worsen, oo/oo/zoos]

service provider should neither send the records_through routine mail
service nor utilize the name of the subject of the request in any

telephone calls to the FBI.

DISCLOSURE PROVISIONS

[Certification and Activation of the Hondisclosure Requireent: There

is no longer an autoatic prohibition that prevents the recipient of
a National Security Letter from disclosing that the FBI has requested
the information. To activate the nondisclosure requireent, the

senior FBI official approving this RC must use Option 1 below and

include in the EC  hut not in the NBLJ a brief stateent of facts

that justify the nondisclosure requirement. Option 2 is to he used

in all cases where Option 1 is not used.l

[Option 1 - Invoking Hondisolosure Requirement]

 U! In accordance with 18 U.S.C. § 2709 c! I, the senior �

official approving this EC, certify that a disclosure of the fact
that the FBI has sought or obtained access to the information sought

by this letter may endanger the national security of the United
States, interfere with a criminal, counterterrorism, or &#39;

counterintelligence investigation, interfere with diplomatic
relations, or endanger the life or physical safety of a person.

 S} Brief statement of the facts justifying my �

certification in this case:

[Option 2 - Declining to invoke the nondisclosure requirnent]

� U1 I, the senior official approving this EC, have
determined that the facts of this case do not warrant activation of

the nondisclosure requirements under the applicable National Security
Letter statute. - &#39; &#39;

[Include the next 2 paragraphs in all BCs]

 U! Information received from a wire communication

service provider may be disseminated in accordance with the Attorney

skgr



. 9&1-1»
T0: [DELIVERING DIVISION] From: [DRAFTIHO DIVISION]

Re: Fsklcasz rim: mmnrn, on/oo/zoos]

General Guidelines on National Security Investigations and Foreign
_Intelligence Collection and, and, with respect to dissemination to an

agency of the United States, only if such in£ormation&#39;is clearly
relevant to the authorized responsibilities of such agency. "

 U! Any questions regarding the above can be directed to
[CASE AGENT, telephone number �00! 000-0000]. &#39;

aw



i BDDQET
h T0: [DELIVERING DIVISION] From: IDRAITIRO DIVISION]

Re: 1Q] [CASE FILE NUMBER, 00/00/200$] �

_ LEAD is!:

Bot Lead 1: "

§BEEéL_§QHH§EL

AT yggnggcggg, DC V

 U! NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting --
requirements for NSLs." &#39;

Bet Lead 2:  Info!

IQPUNTKRTEBRQBISHZCQUNIBBIHIBBLIQ3IC!l¢¥B3R]

AT WA§Hl�§TQ§, DC

 U! At [Unit] Read and Clear

BOB L��d 3:

[P§.IJ_YBn1ne mtrslou -_ it 1; gigg gegggonal ggrvicg]

AT [c;1g, srgrrj

 U! Deliver the enclosed NSL as indicated above. _Upon

receipt of requested information, [DELIVERING DIVISION] is requested
CO submit results to the [DRAITIHG DIVISION] and [OFFICE OP ORIGIN,
if applicable].

O9
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s�qtnr
FWEIIEHHIL-IIllFlEUlll ClF�lll92�EH511l§I11 IlI

Precedence: ROUTINE Date: 00/00/2006
* .

To: General Counsel Attn: Julie Thomas .

Deputy General Counsel, NSLB .

tcouutsarnnnoazsul Attn: [UNIT]
COUHTBRIRTILLIGBNCEICYBBR] ~

tnlounsrlno orrrcsl Att;:§SA tsouan susnnvzsonl
SA [cast AGENT]

ldrgrcs or onrsz�l Attn: SA {CASE AGENT]
[Bquad].[Il

[DELIVERING DIVISION] Attn: SSA [SQUAD BUPERVIQORI

 if using personal service! [Squad] [I1 _

Fro: Innarrrno nrvrsxoxl &#39;

lnrrnovrus orrrcxanl &#39; _&#39;

Contact: [CABS AGENT, telephone number �00! 000-0000]

Approved By: lnnlc RAH!  Ir APPLICABLE]

[sac anus]

lnsnc anus]

{CDC NAIR]
[BSA NZHBI �

Dtaftdd BY: ILLBT, FIRST, MIDDLE NLRB: INITIALS]

Case rn #= ts} teas: rrnr uumnn]�  Pending!

Title: G&L [aunancwi
[AKA] lnnras Ir APPLICABLE]

[Ir/re: - ronxxou rowan]:

loo: orrrcn or ORIGIN]

_ Synopsis:  U! Approves the issuance of an ECPA National Security
Letter  NSL!for toll billing records; provides reporting data; and.

am? ~ I »
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To: [DELIVERING DIVISION] From: [DRAFTIHG DIVISION]

Re:  S! [CASS FILE NUI$IR,_0O/00/2005]

if necessary, transmits the NSL for delivery to the wire
communications service provider. - . h

�§>92 Derived From: G-3 &#39;
Declassify On: [10 years from date of EC]

[HULL/PRELIMINARY] Investigation Instituted:  S! [00/00/2006]

Reference: }£92 [CASE FILE stress: Serial xxx] �

Enclosures:  U! Enclosed for [DELIVERING DIVISION or OFFICE OF

ORIGIN, depending on whether service is personal or through
restricted delivery service er fax] is an NSL dated [00/00/2006],

addressed to [COMPANY POO NAME], [TITLE  if evai1ab1e	, [COMPANY

HAIR]: [COMPANY ADDRESS - HO 9.0. B01]: ECITY, STATE - HO ZIP COD! if

using personal service], requesting the name, address, length of
service and local and long distance toll billing records for the
phone number s! listed. �

Details: n5} A [FULL/PRELIMINARY] [INTERNATIONAL TERRORISM/FOREIGN
COUHTBRIHTBLLIGEHCBI investigation of subject, a [UBPIR/HON-UBPER],
was authorized in accordance with the&#39;Attorney General Guidelines

because [Give a full explanation of the justification for opening and

maintaining the investigation on the subject: barebones facts will
not suffice and will cause the request to be rejected for legal &#39;

insufficiency]. These toll billing records are being requested to
[Fully state the relevance of the requested records to the
investigation}. &#39;

}SQ¥ This electronic communication documents the
EAIPROVING OF ICIAL&#39;s] approval and certification of the enclosed

NSL. For mandatory reporting purposes, the enclosed NSL seeks local
and long distance toll billing records for [NUMBER OF] telephone

number s! from [telephone cmpany #1]; [NUMBER OF] telephone
numberts! from [telephone copany #21, etc. [In the case of multiple
phone numbers to the same telephone company, if you know how many

different persona attach to those phone numbers, please state. If
request is for personis} other than the subject of the investigation
or in addition to the subject of the investigation, please state USP

1*"
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L "_ .&Quu
TO: [DELIVERING DIVISION] From: [DRLITIHG DIVISION]

Re:  Q! [case rrnr uunsrn. 00/00/30061

status of those persons. In other words, do your beet to give as
much information as you can, for congressional reporting purposes.]

 U! Arrangements should be made with the wire
communications service provider to provide the records [personally to
an employee of the DELIVERIH DIVISION OR through use of s delivery

service or secure fax to OIIICE OF ORIGIN] within EHUHBB! OF]

business days of receipt of this request. The wire comunications
service provider should neither send the records through routine mail

service nor utilize the name of the subject of the request in any
telephone calls to the FBI. *�

DISCLOSURE PROVISIONS .

[Certification and Activation of the Nohdisclosure Requirement: There
is no longer an automatic prohibition that prevents the recipient of
a National Security Letter from disclosing that the FBI has requested
the information. To activate the nondisclosure requirement, the

senior FBI official approving this EC must use Option 1 below and
include in the EC  but not in the NSL! a brief statement of facts
that justify the nondisclosure requirement. Option 2 is to be used
in all cases where Option 1 is not used.]_-

[Option 1 - Invoking Hbndisclosure Requirement]

 U! In accordance with 18 U.S.C. 5 2709�! I, the_senior

official approving this EC, certify that a disclosure of the fact
that the FBI has sought or obtained access to the information sought
by this letter may endanger the national security of the United
States, interfere with a criminal, counterterrorism, or
counterintelligence investigation, interfere with diplomatic
relations, or endanger the life or physical safety of a person.

 S! Brief statement of the facts justifying my
certification in this case: - p

[Option 2 - Declining to invoke the nondisclosure requirement}

 U! I, the senior official approving this EC, have
determined that the facts of this case do not warrant activation of

BQOQFT



_ . sr§.n l
T0: I [DELIVERING DIVISION] From: [DRAITIHG DI?ISIOR1

Re: iQ&~[ChBE FILE HUBER, O0/00/2005] :

the nondisclosure requirements under the applicable National Security
Letter statute.

[Include the next 2 paragraphs in all ECa.] -

 U! Information received from a wire communication

service provider may be disseminated in accordance with the Attorney
General Guidelines on National Security Investigations and Foreign
Intelligence Collection and, with respect to dissemination to an ~
agency of the United States, on1y"if such information is clearly
relevant to the authorized responsibilities of such agency.

 U! Any questions regarding the above can be directed to
[CASE AGENT. telephone number �001 000-00091. &#39; .

=>~<
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T0: lnnnxvnnza nxvrsroul From: lnmrwzue nrvzsroul

Re: Was: Ins uuussn, on/no/20061
LEAD  8!: I

Qet Lead 1:

GEEERAL COUN§§L

Al WAQHINGTON, DC

-  U! NSLB is requested to record the appropriate
informétion needed to fulfill the Congressional reporting
requirements for NSLs.

Bot Lead 2:  Info!

IQQPEIIQIEBBQLIBHICQUEIERIFTILLIQEFCEZCXBEET

gr wggngugggn, QQ &#39;

 U! At [Unit] Read and Clear

Set Lead 3:

[DELIYBQIBG QIIISIOH - it uqigg_peraona; sqrvicgl

[LT IQITZ; QTLIII

 U! De1iver&#39;the attached HSL as indicated above. Upon
receipt of information from the wire communications service provider,
[DELIVERING DIVISION] is requested to submit results to the [DRAFTIHG

DIVISION] and [OFFICE OP ORIGIN, if applicable].

O9
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, **&#39;=<" I
|FIEIIIEFIlML.llJlIliINJ lIF�llUNHElF11 ilIT1 IIl

Precedence: ROUTINE Date: 00/00/2006

To: General Counsel Attns Julie Thomas

_ Deputy General Counsel, NSLB

lcouuwanrznaonxsxl Attn: [UNIT]

COUNTERIHTBLLIGENCE/CYBIRI

tnsounsrzno orrzcnl httn:SSA [sauna SUPERVISOR]
sn l¢Asn AGENT]

[OFFICE OP ORIGIN] Attn: SA [CkB8 AGENT]

. [squid] [11

[DELIVERING DIVIBIORI Lttn: SSA [SQUAD SUPERVISOR]

 if using personal service! [Squad] [I]

tron: lnnayrrnc nxvzsxoul
&#39; lnsrnovxuu orrzcrnnl -

Contact: [CASE AGENT, telephone number �00! 000-00001

Approved By: lanxc nan!  Ir APPLICABLE] _ -
[sac mans]

[mane anus]

[cnc NAME]

[ssn mans] .

Drafted By: [LBBT,-FIRST; RIDDLE HIKE: INITIALS]

c.-- In 0; �ms: [cuss rxnx unusual  Pending!

Title: tS{92 Isunancrl &#39;
�:11 canxas xv arrnrcasnsl

[Ir/re: - ronsxcn rowan];

loo: orrxca or onxcznl .

Synopsis:  U! Approves the issuance of an ECPA National Security
Letter  NSL!for toll billing records; provides reporting data; and,



BQRQIT &#39;
To: Insrrvsnmc nrvrsrol� From: inaarrruo nrvrsiom

Re:  ah tones Ins manna. 00/00/20061

if necessary, transmits the NSL for delivery to the wire
communications service provider.

�3 Derived Fro: G-3
Declassify On: [10 years frm date of BC]

[FULL/PRSLIHIRARYI Investigetion Instituted:  S! [00/00/20061

Reference:  nklcass rim: �nmmsn Serial xxx]
Enclosures: {U} Enclosed for [DELIVERING DIVISION or OFFICE OF �

ORIGIN, depending on whether service is personal or through

restricted delivery-service or tax] is an NSL dated [D0100/2006],

addressed to [COHPAHY P00 NAME], [TITLE  if available!!» ECOMPARY»

NAME]: [COMPANY ADDRESS - HO P.0. B011} ICITY, STATE - NO ZIP CODE if

using personal service], requesting the name, address, length of
service and local and long distance toll billing records for the

phone number s! listed.

Details: b�é A [FULL/PRBLIIIHARY1 [INTERNATIONAL TERRORISM/FOREIGN
COUNTIRIRTBL IGEHCBI investigation of subject, a IUBPER/HON-USPRR],
was authorized in accordance with the Attorney General Guidelines
because [Give a full explanation of the justification for opening and
maintaining the investigation on the subject; barebones facts will

not suffice and will cause the request to be rejected for legal

insufficiency]. These toll billing records are being requested to
[Fully state the relevance of the requested records to the

investigation].

_ Y�i This electronic communication documents the .
[APPROVING O FICIAL&#39;s] approval and certification of the enclosed

NSL. For mandatory reporting purposes, the enclosed NSL seeks local
and long distance toll billing records for [HUBER OP] telephone

number s! from [telephone company #1]; [NUMBER OP] telephone
number s} from [te1ephone&#39;company #2], etc. [In the case of multiple
phone numbers to the sane telephone company, it you know how many

different persons attach to those phone numbers, please state. If
request is for personls! other than the subject of the investigation
or in addition to the subject oi the investigation, please state USP

,,.,>.92
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_ sschpr

To:1 [DELIVERING DIVISION] From: [DRAITIHG DIVI9IOHl
Re: an {cast rxnz nuumxn, 00/00/2006] -

status of those persons. In other words, do your best to give as
much information as you can, £or.congressiona1 reporting purposes.1

 U! Arrangements should be made with the wire
communications service provider to provide the records [personally to
an employee or the DELIVERING DIVISION OR through use of a delivery

service or secure fax to orrrcr or onicinl within [uunnrn or] ~

business days of receipt of this request. The wire communications
service provider should neither send the records through routine mail
service nor utilize the name of the subject of the request in any
telephone calls to the FBI.

DISCLOSURE PROVISIONS

[Certification and Activation of the Nondisclosure Requirement: There
is no longer an automatic prohibition that prevents the recipient of
a National Security Letter from disclosing that the FBI has requested
the information. To activate the nondisclosure requirement, the
senior FBI official approving this EC must use Option 1 below and
include in the EC {but not in the NSL! a brief_statement of facts

that justify the nondisclosure requirement. option 2 is to be used
in all cases where Option 1 is not used.]

[Option 1 - Invoking Hondisclosure Requirement]

 U! In accordance with 18 U.S.C. 5 2709 c! I, the senior

official approving this EC, certify that a disclosure of the fact &#39;
that the FBI has sought or obtained access to the information sought
by this letter may endanger the national security of the United
States, interfere with a criminal, counterterrorism, or

counterintelligence investigation, interfere with diplomatic
. relations, or endanger the life or physical safety of a person.

 S! Brief statement of the facts justifying my
certification in this case:

[Option 2 - Declining to invoke the nondisclosure requirement]

 U! I, the senior official approving this EC, have
determined that the facts of this case do not warrant activation of

_, .

srdhsa
3



ii . �

BIEIQIT

T0: [DELIVERING DIVISION} From: IDRLITIHB DIVISION]

Re: {SQ [CABS FILE NUMBER, 00/O0/209$]

the nondisclosure requirements under the applicable National Security
Letter statute.

[Include the next 2 paragraphs in ell RCs.l

 U! Information received from a wire communication
service provider may be disseminated in accordance with the Attorney
General Guidelines on National Security Investigations and Foreign
Intelligence Collection and, with respect to dissemination to~an
agency of the United States, only if such information is clearly
relevant to the authorized responsibilities of such agency. v

 U! Any questions regarding the above can be directed to
[CASE AGENT, telephone number £000} 000-0000]. -

1
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&#39;1&#39;o= [nauvnnrns nrvxsronl From: tnmrrms DIVISIOIII

Re: oi! [cur rim: nmmlm. oo/00/zoos]
LEAD  BI:

Set Lead 1:

QENQQQQ CQUNQEL

AT WASHINGEQN, DC

{U} NsLB is requested-to record the appropriate
information needed to fulfill the Congressional reporting

requirements for NSLs.

set Lead 2:  Info!

TQQ§!I!£2!§£Q!l§!L£Q§E!§B1�T3L§1G33§5l¢¥B3B1

AI §�§HI§§TQN, DC

 U! At [Unit] Read and Clear

Set Lead 3: I

[Q3LIY331§Q_Dl!ISIOR_- ii ssigg_g§rg9nel"gg;yigg]

r [ 1

�  U! Deliver the attached NSL as indicated above. Upon

receipt of information from the wire communications service provider,
[DELIVERING DIVISION] is requested to submit results to the IDRAITIHG

DIVIBIOH] and [OFFICE O? ORIGIN, if applicable].

O0
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&#39; Skghgf
FEDERAL aunenu or INVESTIGATION

Precedence: ROUTINE Date: OOIOO/2006

To: General Counsel Attn: Julie Thomas &#39;

Deputy General Counsel, NSLB

ICOUHTIRTERRORIBHI Attn: {UNIT}
counrsarurntnxssucnlcrnnnl

__� innqunstxno orrrcnl Attn: SSA [sauna sunsnvxsoal

SA [CASE AGENT]

[orrzcs or ORIGIN] Actn; SA [cass AGENT}
[squib] [xl

tnsnzvsaxuo nxvlsronl Attn: SSA [sauna surnnvlsonl

 if using personal service! [SQUID] [II &#39; �

From: innarrzns nrvtszonl

tnrrnovxns OFFICIAL} &#39;.

Contact: [CABS AGENT, telephone number �00! 000~0000!]

Approved By: [ADIC RAH!  IF APPLICABLE}!
[sac anus]

[ABAC mans]

lcnc usual

Essa anus]

Drafted By: [LAST. rrasw. urnnns HLHB: rnxwxnnsl

Case ID #= mgL~ [cuss rrtn unusual  Pending!

Title:  §9292 tsunatcwl
[AKA] [ALIAS  II APPLICABLE!!

[IT/IFCI - FOREIGN POWER]

oo=[0rr1cs or 01:01:] � _ _

Synopsis:  U! Approves the issuance of an ECPA National Security
Letter  NSL}for email subscriber information; provides reporting

8%?!



SE T

TO: [DELIVERING DIVISION] From: [DRAPTIHG DIVISION]

Re:  S! [CABS FILE NUMBER, 00/00/2006] _

data; and, if necessary, transmits the NSL for delivery to the
electronic communications service provider.

§Q Derived Irena G-3, . .
Declassiiy On: [10 years from date or EC]

BULL/PRELIMINARY Investigation Instituted:  S! [00l00/2006]

Reference:  Q! [cast FILE nuns: Serial xxx]

Enclosures:  U! Enclosed for lnsnzvsnxuo nxvxszou or diizcs or
ORIGIN, depending on whether service is personal or through a

restricted delivery service or fax] is an NSL dated [00/00/20061,
addressed to [COHPAHY POO NAME], [TITLE  if available!], [CORPAHY
RAKE], [COMPANY ADDRESS - IO P.O. B011, ICITY, STATE � HO ZIP CODE if

using personal service], requesting the name, address, and length of
service for the e�mail address holderis! listed. &#39; - �

Details: ts} A [FULL/rnsnruzuasvl [IHTsnnArIonAL/roasrcn

COUHTBRIRTBLLIGEHCBI investigation of the subject, a [UBPER/NON-
UBPBR], was authorized in accordance with the Attorney General
Guidelines because [Give a full explanation of the justification for
opening and maintaining an investigation of the subject: harebones
facts will not sufrice and will cause the request to he rejected for
lack of legal sufficiency]. This electronic subscriber information

is being requested to [Fully state the relevance or the requested
records to the investigation}.

 U! This electronic communication documents the

[APPROVING OIFICIhL&#39;s] approval and certification of the enclosed
NSL. For mandatory reporting purposes, the enclosed NSL seeks .
subscriber information on [MURDER OF] [e-nail/I? address es!] from
IIBP #1]: [RUBBER OP] [e�nail/I? addressles!] from {IBP #21, etc.

 U! Arrangements should be made with the electronic &#39;
communication service provider to provide the records [personally to
an eployee of the DELIVERIMG division OR through use of a delivery
service or secure fax to OFFICE OF ORIGIN] within [NUMBER OF]

business days of receipt of this request. The electronic
communication service provider should neither send the records

sx¬;<r I



&#39; . �sqznsr _

To: tnsnrvssms nxvxsronl From: [nsarnnc nrvrsronl

Re:  �st [csss rim: ummsn, 00/00/zoos] "

through routine mail service nor utilize the name of the subject of
the request in any telephone calls to the ?BI.

DISCLOSURE PROVISIONS &#39;

- [Certification and Activation of the Hondisclosure Requirement: There

is no longer an autoetic prohibition that prevents the recipient of
e National Security Letter from disclosing that the FBI has requested_
the information. To activate the nondisclosure requirement, the_

senior I31 official approving this BC_nust use Option 1 below and ran
include in the EC [but not in*the ISL] e brief stateent of facts �

- that justify-the nondisclosure requirement. Option 2 is to be used
in all cases where Option 1 is not used.!

[Option 1 � Invoking �ondisclosure Requireent]

 U! In accordance with 18 U.S.C. § 2709 c! I, the senior

official approving this EC, certify that a disclosure of the fact
that the FBI has sought or obtained access to the information sought_
by this letter may endanger the national security of the United
States, interfere with a criminal, counterterrorism, or &#39;
counterintelligence investigation, interfere with diplomatic
relations, or endanger the life or physical safety of a person.

Y¬Q Brief statement of the facts justifying my &#39;
certification in this case: .

[Option 2 - Declining to invoke the nondisclosure requireent] _

 U! I, the senior official approving this BO, have -
determined that the facts of this case do not warrant activation of

the nondisclosure requirements under the applicable National Security
Letter statute . - _

[Include the next 2 paragraphs in all rcs]

 U! Information received from an electronic -

communications service provider may be disseminated in accordance
with the Attorney General Guidelines on National Security

s=92$,= O O



SI>928&#39;1&#39;
To: tnsnxvnnrus nxvrsxom From: [our-rnza mvrsxoul

Re: ts.192[cnsn r11.: ummsn, 00/00/20061

Investigations and Foreign Intelligence Collection and, with respect
to dissemination to an agency of the United States o 1 �E_ , n y 1 such

information is clearly relevant to the authorized responsibilities of
_suoh agency.

. U! Any questions regarding the above can be directed to
[CASE AGENT, telephone number �00! U00-0000].

"Em



sings!

TO: [DELIVERING DIVISION] _ From: [DRAITIHG DIVISION]

Re:  S! [C198 FILE NUMBER, 00/00/2005] &#39;

LEAD  8!:

Set Lead 1: �

GENERAL QQUNSEL

AT WASQINGTON, QQ

_  Ul__NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs. &#39;

Bet Lead 2:  Info!

IQQHET3BTBBlQBI§!L£9UNTIRI!T3¥11Q§E£E/¢Y3IR]

AT WASHINQTON, DC

 U! At [Unit] Read and Clear

set Lead 3: &#39; .

&#39; [DILIV!R1!G_DIYI§;QN - £ijlusigg_persqgg1�servigg]

AT |CITY| §TQ$B| "

 U! Deliver the enclosed NSL as indicated-above.

Upon receipt of the information requested, [DILIVBRIHB DIVISION] is
requested to submit results to [DRAITIHG DIVISION] and [OFFICE O!
ORIGIH, if applicable]. _ &#39;

00

s�bgnr
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 Rev. 08-23-2000!

&#39; |FIIIlEFlllL.IlllIII�llJ  !F&#39;lll92�E£i11liII1 IlI

Precedence: nouwxns Date: 00/00/2006

To: General Counsel Attn: Julie Thomas

- Deputy General Counsel, NSLB

[coDuwsnrssaoa:su/ Attn: Inuit]
COUHTERINTBLLIGBHCE/CYBBR]

lnsoussrrno orrlcsl Attn: SSA EBQDAD sursnvxsonl
&#39;- sn [cuss sonar] &#39;"&#39;

[OFFICE OF ORIGIH] lttn: SA [CASE AGENT]
[squad] [I]

[DELIVERING DIVISION] Lttn: SSA [SQUID SUPERVISOR]
{if using personal service! [squad] [I1

Pram: Innnrwrus DIVISION]

Enssnovxno OEFICIALI _
Contact: lcnss AGENT, telephone number �00�00-0000:

Approved By: [ADIC RARE  IF APPLICABL8!]
[SAC sans]
IABAC sans]

[cDc anus]
Essa sans]

Drafted By: ELABT, FIRST, MIDDLE: INITIALS] .

Case ID #=&#39;92i92_ [CASE rrLs unusual  Pending!
Title: �Q92 lsunascrl .

&#39; tars [ALIAS]  Ir APPLICABLE!

[FCI/IT - IORBIGN PONBI] ,
[O02 OFFICE OF OIIGIHI

Synopsis:  U! Approves the issuance of an ECPA National Security
Letter {NSL!for electronic communications transactional records;

provides reporting data; and, if necessary, transmits the NSL for
delivery to the electronic comunications service provider.

ss>s¬|�



l >

s=e»§:923To: utnsnrvsnxnc nrvrszonl Fr m: IDRAFTIIG nivrsxosl
Re:  &#39; [CASE FILE NUMBER, 00/0012006]

} Derived Fro 2 G-3 h
Declassify On: [10 Years from date of EC]

[FULL/PRELIMINARY] Investigation Instituted:  S! [00/00/20061

Reference:  §&92iCABE FILE NUMBER SERIAL XII]
Enc1osure s!- U! Enclosed for [DELIVERING DIVISION or OFFICE OF

ORIGIN, depending on qhether service is personal or through .
restricted delivery service or tax] is an NSL dated [00/00120061,
addressed to [COMPANY POO RARE], [TITLE, [if available!], [COPARY
NINE], [COMPANY ADDRESS - HO P.O. BOX]: [CITY¢ STATE - HO ZIP CODE

if using personal service], requesting the names, addresses, lengths
of service, and electronic transactional records for the Ie-nail/IB]
address holder�sl listed.

Details:  s! A [PULL/rnrtrnrnaarl lronrrcn ccunrsnrursnricsncsl -
INTERNATIONAL TERRORISM} investigation of subject, a [U.8. 2rnsou/sos-
U.s. PERSON], was authorized in accordance with the Attorney General
Guidelines because [Give a full explanation or the justification for
opening and maintaining the investigation on the subject. Barehones
facts will not suftice and will cause the request to he rejected tor I
legal insufficiency]. These electronic communications transactional
records are being requested to [Fully state the relevance oi the
requested records to the investigation].

92¬} This electronic communication documents the [APPROVING
OFFICIAL&#39;s] approval and certification of the enclosed NSL. For
mandatory reporting purposes, the enclosed NSL seeks electronic_ _
communication transactional records on [NUMBER OF] [e-nail/IF . &#39; &#39;
address es	 from [I59 #1]; [HUBER OF] [e-nail/I9 address{ee!l from [I81
#2], etc. [In the case of multiple addresses to the sane IBP, if you knou
how many different persons attach to those addresses, please state. If
request is for person s! other than the subject or the investigation or
in addition to the subject of the investigation, please state USP status
o£ those persons. In other words, do your best to give as much &#39;
information as you can, tor congressional reporting purposes.]

{U} Arrangements should be made with the electronic
communications service provider to provide the records [personally to an
employee of the DELIVERING division OR through use of a delivery service
or secure fax to OFFICE OF ORIGIN] within [NUMBER or] business days of
receipt of this request. The electronic communications service provider
should neither send the records through routine mail service nor utilize
the name of the subject of the request in any telephone calls to the FBI.

{Certification and Activation o£_the Hondisclosure Requirement; There is
no longer an automatic prohibition that prevents the recipient of a

srdhs:
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. V n skew
&#39;r<-.>= inrtrvsnzuc nrvrsiorl Prom: znlurrnrc nrvxsrom
Re: �csJ_ [cass rrts uusssn, no/on/zoos} �

National security Letter from disclosing that the FBI has requested the
information. To activate the nondisclosure requirement, the senior FBI
official approving this BC lust use Option 1 below and include in the BC
 but not in the ESL} a brief statement of facts that justify the
nondisclosure requirement. Option 2 is to be used in all cases where
Option 1 is not used.]

DISCLOSURE PROVISIONS

[Option 1 - Invoking Hondisclosure Requirement] ___

 U! In accordance with 18 U.S.C. § 2709{c! I, the senior
official approving this EC, certify that a disclosure of the fact that
the FBI has sought or obtained access to the information sought by this
letter may endanger the national security of the United States, interfer¢
with a criminal, counterterrorism, or counterintelligence investigation,
interfere with diplomatic relations, or endanger the life or physical
safety of a person.

 S! Brief statement of the facts justifying my certification ix
this case: -

[Option 2 - Declining to invoke the nondisclosure requirement] -

 U! I, the senior official approving this EC, have determined
that the facts of this case do not warrant activation of the

nondisclosure requirements under the applicable National Security Letter
statute.

[Include the next 2 paragraphs in all ECs.1

 U! Information received from an electronic communications

service provider may be disseminated in accordance with the Attorney
General Guidelines for FBI National Security Investigations and-Foreign.
Intelligence Collection, and, with respect to dissemination to an agency
of the United States, only if such information is clearly relevant to the
authorized responsibilities of such agency. _

 U1 Any questions regarding the above can be directed to
[CASE AGENT. telephone number �00! 000-0000}. _

SECRET

3



snhnrr
To: tnsnzvnnmo nlvrsttoul - From: tnnrrnlc DIVISION]
Re: rs; Ions: rinn nuusln, 00/00/20061 &#39;

LElD I!: &#39;

Set Lead 1:  Action!

&#39; QENERAL COQ§§EL

AT WQQHINQIQE, DQ

 U! NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

Bet Lead 2:  Info! &#39;

IQQUEIRIERRORIEHICQEFTBRIHTEPLIQ§Hc3Z£!33R1

53 pgggrncrron, QC _

 U! At [Unit] Read and Clear.

set Lead 3: {Action}

[QILIVBRIHGMQIYI�IQ§,1_iieq§in§_p0I!OnQl_3QrVigg]&#39;

[LI_QlI!i_�IbI§]

-  U! Deliver the attached NSL as indicated above. Upon
receipt of information from the electronic communication service
provider, [DELIVERING DIVISION] is requested to submit results to
[DRAFTIIG DIVISIOFI and [OFFICE OP ORIGIN, if applicable].

00 &#39; &#39;

ssc�g



 Rev. 0|-31-2003! &#39;

&#39; sxcigz
F1iIJIEFIlNL.lSlIlIEU92ll  IF�llI92�E!S11 ilITI ,ll

Precedence: ROUTINE Date: 00/00/2006

To: General Counsel Attn: Julie Thomas

Deputy General Counsel, NSLB

ICOUITERTRRRORISHI Lttn: [UNIT]
COUITERINTILLIGEHCS/CYBER]

._- [REQUESTING OFIICS] &#39; lttn: SSA [SQUID SUPERVISOR]
SA ,[ChSI ASSET]

[OFFICE OI ORIGIN] Attn: SA [CASS AGENT]
. [SQUAD] [I] -

[DILIVBRIHU DIVISION] Attn: SSA [SQUID SUPERVISOR]
 if using personal service! [SQUAD] [I] I

Fro: [DRAFTIHG nrvzsxonl - -

� larrnovzns orr:cIALl - -

Contest: [CASE AGENT, telephone number �00! 000-00001

Approved By: [ADIC HANS, I! APPLICABLE]
[sac mans] _
[Asnc anus]

[cnc uansl
lssn sans]

Drafted BY: ILLST, FIRST HIDPLB: IHITIALS]

Case ID #: TB{92tcnsa rzns uuumsnl  Pending!

Title:  Bl lsunancrl
lnxnl IALIAB. Ir nrrnzcannsl
[11/re: - roanrsm rowan}

too: orrrcs or ORIGIN]

synopsis:  U! Approves the issuance of an RFPA National Security
Letter  HSL! for financial records; provides reporting data; and,
if necessary, transmits the NSL for delivery to the financial
institution. _ .

NQ Derived Iron : G-3 -
Decleasity On: [10 years frn date of QC]

BBCQET



sadism _ . _
To: [own/col From: lnaarrxus orvrszonl

Re:  Q! lcass sins ssnsrn, 00/00/20061

[PULL/PRELIMINARY] Investigation Instituted:  S! 00/00/2006

Reference: �<92[C1SE FILE NUMBER SERIAL III]
Enclosure e!:  U! Enclosed for [DELIVERING DIVISION or OFFICE or

ORIGIN, depending on whether service is personal or through
restricted delivery service] is an NSL dated [00/00/2008],
addressed t0 [COMPANY POC NAIR], [TITLE  if availab1e!], [COMPANY
NIKE]; [COMPANY ADDRESS � NO P.O. BOX], [CITY¢ STATE - NO ZIP CODE
if using personal service], requesting financial records of the
customer listed. &#39;

Details:  Bi A [FULL/PRELIMINARY] lronrroe cousrsnzursnnzcsscsx
INTERNATIONAL TERRORISM] investigation of subject, a [U.S. PERSON/NON-U.£
PERSON], was authorized in accordance with the Attorney General Guideline
because [Give a full explanation of the justification for opening and
maintaining the investigation on the subject; barehones facts will not
suffice and will cause the request to he rejected for legal
insufficiency]. These financial records are being requested to [Fully
state the relevance of the requested records to the investigation].

{sip This electronic communication documents the [APPROVING
OFrICIAL&#39;s] proval and certification of the enclosed NSL. For mandatoa
reporting purposes, the enclosed NSL seeks financial records for [NUMBER
OE] [ind1vidual s!/account s!] from [financial institution #1]; [NUMBER
OI] [individual s!/accounts] from [financial institution #2], etc. [In tl
case of multiple accounts to the same financial institution, if you know
how many different persons attach to those accounts, please state. If
request is for personls! other than the subject of the investigation or 1
addition to the subject of the investigation, please state USP status of
those persons. In other words, do your best to give as much information
as you can, for congressional reporting purposes.] I

 U! Arrangements should be made with the financial institution
to provide the records [personally to an employee of the DELIVERING
DIVISION OR through use of a delivery service or secure fax to OFFICE OE
ORIGIN] within [NUMBER or] business days of receipt of this request. The
financial institution should neither send the records through routine mai
service nor utilize the name of the subject of the request in any
telephone calls to the FBI.

DISCLOSURE PROVISIONS

[Option l - Invoking Nondisclosure Requirement]

"T



mi
To: [crn/cnl From: lnlurrins nrvrsxonl
Re:  Q [case nu mmnsn. 00/no/zoos]

 U! In accordance with 18 U.S.C. § 2?09 c! I, the senior
official approving this EC, certify that a disclosure of the fact that tr
FBI has sought or obtained access to the information sought by this lette
may endanger the national security of the United States, interfere with a
criminal, counterterrorism, or counterintelligence investigation,
interfere with diplomatic relations, or endanger the life or physical
safety of a person. &#39;

 HQ Brief statement of the facts justifying my certification ix
this case:

-_.-�

[Option 2 - Declining to invoke the nondisclosure requirement] V &#39;

 U! I, the senior official approving this EC, have determined
that the facts of this case do not warrant activation of the nondisclosul

requirements under the applicable National Security Letter statute.

[Include the next 2 paragraphs in all ECs.]

{U} Information received from an electronic communications
service provider may be disseminated in accordance with the Attorney
General Guidelines for FBI National Security Investigations and Foreign
Intelligence Collection, and, with respect to dissemination to an agency
of the United States, only if such information is clearly relevant to the
authorized responsibilities of such agency.

 U! Any questions regarding the above can be directed to
[CASE AGENT, telephone number �00! 000�q000].

�eas:



_ smear? &#39;
To: tern/en] &#39; From: lnnarrrne DIVISION] &#39;

Re:  £3 [cast rrnx uuunnn. on/on/zoos]

LELDIB!: .

Bet Lead 1:  notion!

§EEEB£é_£QH§§EL

AI_HA§HlE§EQEi_QQ .

 U! NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLa. -

Set I-and 2:  Info!

[§0UHTE3@EQ§DR;§![COUNTEQIETQLLIGBHCBICYBBQI

AI WASHINGEQN, QC

 U! At {Unit} Read and Clear

Set Lead 3:  Action!

lnsirvznl��a�lvl�lo� - i§_H!iDQ_E2£!QE§l_£!£!i£§1

[AT cxgg, sragnl

 U! Deliver the attached NSL as indicated above. Upon
receipt of information from the financial institution, {DELIVERING
DIVISION] is requested to submit results to {DRAFTINO DIVISION] and
[OFFICE OI ORIGIN, if Bppli�ibl�l.

O0

4
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 Rev. 0|-3! -2003!

mks
l lFIEIHEIIl92l.lllJFlEHlll CIF�llIUWE£iT1 ilII1 Ill _

Precedence: ROUTINE &#39; Date: -00/00/2006

To: General Counsel Attn: Julie Thomas &#39;

_ Deputy General Counsel, NSLB

tcouuwnnrnnnonrsxl Attn: [UHIT]
COUNTERIHTRLLIGBHCIICYBBR] .

[RBQ§§§TIHG OFFII] lbtn: SSA [BQULD SUPERVISOR]
�� SA [CLBB LGEIT]

[OFFICE O! ORIGIN] Lttn: SA [CASH AGENT]
~ [Squad] [I]

[DELIVERING DIVISION] kttn: SSA IBQUAD SUPERVISOR]

 if using personal service! [Squad] [I]

From: [DRAITIHG DIVISION] -
&#39; lnrnnovxnc orrrcranl " -

Contact: [CASE AGENT, telephone nulber �00! 000-0000]

Approved By: [ADIC HIM!  IF APPLICABL8]] - -
[SAC HIKE]
[A830 NIKE]

tcnc anus]
. Essa ununl

Draited By: [LAST rrnsr nznnns sans: INITIALS]

Case 1n #=  §T92{§nsn FILE nuunsn] {Pending}
Title: T5&&#39; [BUBJBCT]

e [L.K.A.] [ALIAS {IF nrrnrcannzll

[IT/re: - ronxrsu rowan]
- 00: torrxcz or oarcxul

Synopsis:  SQ Approves the issuance of an FCRA Section
_ 16B1u a! National Security Letter  NSL! for financial

institution listings; provides reporting data; and, if
necessary, transmits the NSL for delivery to the credit &#39;

reporting company.

snc;k{92
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- " - sucker _

TO: [DELIVERING DIVISION] FIG: [DRLFTIHO DIVISION]

Re:  S! ICABI FILE NUMBER, 00100/ZQOGI

 hq92 Derived From = o-2
Declassify On: [10 years from date of EC]

[FULL/PRELIMINARY! Investigation Instituted: {S} [00/00/2006] }

Reference:  S! [CASE FILE NUMBER Serial III]

Enclosureisl:  U1 Enclosed for [DELIVERING DIVISION or OFFICE

OF ORIGIN, depending on whether service is personal or through
restricted delivery service or fan] is an NSL dated
[00/on/20051, addressed to [coarser soc sans]. [TITLE �:
avai1ab1e	» [COMPANY sass]. [COHPAHY Annnsss - so 9.0. Box].

-�» [cITY, STAT! - HO ZIP CODE if using personal service},
requesting the names and addresses of financial institutions
at which the listed consumer maintains or has maintained an-

- account.

Details: T31 A [FULL/PRELIMINARY] [FOREIGN COUHTIRIITBLLIGIHCII
INTERNATIONAL TERRORISM] investigation of subject, a [U.8.
PERSON/HON-0.8. PERSON], was authorized in accordance with the
Attorney General Guidelines because [Give a full explanation of the
justification for opening and maintaining the investigation o£ the
subject; barebones facts will not suffice and will cause the request
to be rejected for legal insuf£iciency.] This financial institution
information is being requested to [Fully state the relevance of the
requested records to the investigation].

DEL� This electronic communication documents the
[APPROVING OFFICIhL&#39;s].approval and certification of the enclosed
NSL, For mandatory reporting purposes, the enclosed NSL seeks the
financial institution listings for [RUBBER OF] individual s} from
[credit reporting copany #1]; [NUMBER OF] individualtsl from [credit
reporting company #2], etc. [It there are requests from multiple

-reporting companies for the sane person, please state. IE request is
for person{sl other than the subject of the investigation or in
addition to the subject of the investigation, please state USP status
of those persons. In other words, do your best to give as much
information as you can, for congressional reporting-purposes.1

 U! Arrangements should be made with the credit reporting
company to provide the records [personally to an eployee of the
DELIVERING DIVISION or through use of a_delivery service or secure
far to OFFICE OF ORIGIII within [NUMBER OF} business days of receipt
of this request. The credit reporting company should neither send
the records through routine mail delivery nor utilize the name of the
subject of the request in any telephone calls to the FBI.

5;??-



T0: [DELIVERING DIVISION] From: [DRAITIHG DIVISION]
Re:  S! [CASE FILE NUMBER, 00/O0/2005] _

DISCLOSURE PROVISIONS

[Certification end Activation of the Nondisclosure Requirnent: There
is no longer an automatic prohibition that prevents the recipient of
a Rational Security Letter from disclosing that the IBI has requested
the information. To activate the nondisclosure requireent, the
senior FBI official approving this BC must use Option 1 below and
include in the EC  but not in the ESL] a brief statement of facts

that justify the nondisclosure requirement. Option 2 is to be used
in all cases where Option 1 is not used.l _

[Option 1 - Invoking Rondisclosure Requirement]

 U! In accordance with 18 U.S.C. 5 2709�! I. the senior
official approving this EC, certify that a disclosure of the fact
that the FBI has sought or obtained access to the information sought
by this letter may endanger the national security of the United
States, interfere with a criminal, counterterrorism, or
counterintelligence investigation, interfere with diplomatic
relations, or endanger the life or physical safety of a person.

T89 Brief statement of the facts justifying my
certification in this case:

[Option 2 - Declining to invoke the nondisclosure requirement]

 U! I, the senior official approving this EC, have
determined that the facts of this case do not warrant activation of

the nondisclosure requirements under the applicable National Security
Letter statute. . �

[Include the next 2 paragraphs in all Ics.]

 U! Information received herein from a credit reporting
company.may be disseminated in accordance with the Attorney General
Guidelines for FBI National Security Investigations and Foreign
Intelligence Collection, subject to the following statutory &#39;
limitation. Dissemination of such information is limited to other "

Federal agencies as may be necessary for the approval or conduct of a
foreign counterintelligence investigation, or, where the information
concerns a person subject to the Uniform Code of Military Justice, to
appropriate investigative authorities within the military department
concerned as may be necessary for the conduct of a joint foreign
counterintelligence investigation. .

slid»



� &#39; siéur &#39;

T0: [DELIVERING DIVISION1 FIODI [DERITING DIVISION]

Re:  iv [CASE FILE NUMBER, 00/00/2006]

 U! Any questions regarding the above can be directed to
[CASE AGENT, telephone number �00! 000-0000.]

4



SEERET &#39; �

TO: [DELIVERING DIVISION] ltd: [DELITIIG DIVISION]

Re: G5? [CASE FILE NUMBER, 00/00/2005]

LBADIB!:

Sat Load 1:  Action!

GEQEEA QQUNSEL . .

AT Nggggngigg, QC t .

 U! NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLB.

Set Lead 2:  Info!

jCQUNTEBQERRORIQHICOUHTERIETELLIGEHQELQYBERL

AQ_WQ§HIN§TON, QC -

 U! At [Unit] Read and Clear

Set Lead 3: [Action]

1plLIV23IHG,QI!IC3 -ji£�uging_peregpnl service]

[am crrr, swarm]

- {U} Deliver the attached NSL as indicated above.
Upon receipt of information from the credit reporting company,
[DELIVERING DIVISION] is requested to submit results to
[DRAFTIHG DIVISION] and [OFFICE OF ORIGIN, if appliolbltl.

O0 92

�e
5
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&#39;  Rev. 0|-31-2003!

siq�sr
|=e|:>e|=uu. sunenu or lnvesnonnou

Precedence: ROUTINE � Date: 00/00/2006

To: General Counsel Attn: Julie Thomas
_ Deputy General Counsel, NSLB

lcounwnnrnnaonrsul Lttn: lunrwl &#39; &#39;

covutsnrursttrss�cl/crank]

&#39; Ianoussrrua orricnl Attn: ssn [Susan surznvxsoal
&#39;�*� ��- _ SA [Cass Assntl

[OFFICE OF ORIGIN] &#39;_ Attn: SA [C138 AGENT]
I [Squad] :11

.[DBLIVBRIRG DIVISION] Lttn: SSA [SQUAD SUPERVISOR]
[if using personal service! [Squad] [1]

Fran: [DRAFTING DIVISION]
tnrrnovrus OEFICIAL] &#39;

Contact: [CASE AGENT, telephone nuber �00! 000-0000]

Approved By: [ADIC HRH! {IF APPLICABLRJI
[sac sans] &#39;

. [Asap sans]

[CDC HARE]
Essa sans]

Drafted By: [LAST FIRST IIDDLI HIKE: INITIALS]

Case ID #= my [Cass rrts sunmsnl  Pending!

Title:  Bit lsusaxcrl
[A.K.L.] {Arias  Ir APPLICABLEII
[Ir/re: - Ionszsu rowan]
00: Iorrrce or onrcrnl

Synopsis:  U! Approves the issuance of an FCRA Section
1681u b} National Security Letter  ESL! for consumer
identifying information; provides reporting data; and, if
necessary, transmits the NSL for delivery to the credit
reporting company.

sn%h<i



ss92¢s{."r _
TO: [DELIVERING DIVISION] Fr0m: [DRAFTIDG DIVISION]
Re: [S] [CASE FILE NUMBER, 00/00/200$]

&#39;  §{92 Derived Fro : G-3
Declessif? On: [10 years from date of SC]

[FULL/PRELIMINARY] Investigation Instituted:  S! [00/00/2006]

Reference: PS3 [CASE FILE NUMBER Serial XXX]
.Bnclosure s!:  U! Enclosed for [DELIVERING DIVISION or OFFICE
OF ORIGIN, depending on whether service is personal or through
restricted delivery service or fan] is an NBL dated
[00/00/20061, addressed to [COMPANY soc muss], [&#39;r::&#39;n.s :1:
availablell, [COMPANY RAKE], ICOHPLHY ADDRESS - HO P.O. BOX],
ICITY, STATE - HO ZIP CODE if using personal service],
requesting consumer.identifying information relating to the
consumer listed. &#39;

Details:  ~55! A [FULL/PRELIMINARY] [ronrleu couwrsnrursnnzosncsl
IHTERNATIOHAL TERRORISM] investigation of subject, a [U.3.
season/non-u.s.-season], was authorized in accordance with the &#39;
Attorney General Guidelines because [Give a full explanation of the
justification for opening and maintaining the investigation on the
subject; harebones facts will not suffice and will cause the request
to be rejected for legal insufficiency]. This consumer identifying
information is being requested to [Fully state the relevant of the
requested records to the investigation].

[§$v This electronic communication documents the
[APPROVING O ICI1L&#39;s] approval and certification of the enclosed
NSL. For mandatory reporting purposes, the enclosed NSL seeks
consumer identifying information for [NUMBER OF] individualtsi from
[credit reporting cmpany #1]; [NUMBER OF] individual s! from [credit
reporting comany #2], etc. [If there are requests from multiple
reporting companies for the sane person, please state. If request is
for person s! other than the subject of the investigation or in
addition to the subject of the investigation, please state USP status
of those persons. In other words, do your best to give as much
information as you can, for congressional reporting purposes.]

.  U! Arrangements should be made with the credit reporting
company to provide the records [personally to an employee of the
DRLIVBRIHG DIVISION or through use of a delivery service or secure
fax to OFFICE OF ORIGIN] within [NUMBER OF] business days of receipt
of this request. The credit reporting company should neither send
the records through routine mail service nor utilize the name of the
subject of the request in any telephone calls to the FBI.

5-.a.,,

---IIIII-lIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIiIIIIIII



To: lnrnnmnruo nzvisioul From: [nm92r&#39;.r:no"n1v1s1on]
Re:  s! [cast rim mmssn. on/oo/20061

DISCLOSURE PROVISIONS

[Certification and Activation of the Hondisclosure Requirement: There
is no longer an automatic prohibition that prevents the recipient of
a National Security Letter from disclosing that the FBI has requested
the information. To activate the nondisclosure requireent. the
senior RBI official approving this EC must use Option 1 below and
include in the BC  but not in the NBL! a brief statement of facts

that justify the nondisclosure requirment. Option 2 is to he used
in all cases where Option 1 is not used.1

[Option 1 - Invoking Hondisclosure Requirement]

-  U! In accordance-with 18 U.S.C. § 2709{c! I, the senior
official approving this EC, certify that a disclosure of the fact
that the FBI has sought or obtained access to the information sought
by this letter may endanger the national security of the United .
States, interfere with a criminal, counterterrorism, or
counterintelligence investigation, interfere with diplomatic
relations, or endanger the life or physical safety of a person.

�£5 Brief statement of the facts justifying my
certificati n in this case:

[Option 2 - Declining to invoke the nondisclosure requirement]

 U! I, the senior official approving this EC, have
determined that the facts of this case do not warrant activation of

the nondisclosure requirements under the applicable National Security
Letter statute.

[Include the next 2 paragraphs in all !Ce.]

 U! Information received herein rom a credit reporting
company may be disseminated in accordance with the Attorney General
Guidelines for FBI National Security Investigations and Foreign-
Intelligence Collection, subject to the following statutory
limitation. Dissemination of such information is limited to other

Federal agencies as may be-necessary for the approval or conduct of a
foreign counterintelligence investigation, or, where the information
concerns a person subject to the Uniform Code of Military Justice, to
appropriate investigative authorities within the military department
concerned as may be necessary for the conduct of a joint foreign
counterintelligence investigation.

_ sa�ur



B=92{.u
To: tnxnrvznxm; nrvrszoul From: tnmrrrm nrvrsxoul

Re:  �$1 teas: 211.1: uuumla, oo/00/20061

 U! Any questions regarding the above can be directed to
the [CASE AGENT, telephone number �00! 000-0000.]

��-&#39;� .-_--

==&;
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skunsfTo: tnxrxvnnxnu nrvrsroul &#39; From: IDRAITIRG nxvrsxonl
Re: rsixlcnsz rrnn nuumzn, oo/no/zoos]

LRhD B!:

Bet Lead 1:  Action!

GENERAL COUNSEL

AT �L§�INGTON, DC

_[U! NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSL8. �

Bet Load 2:  Info!

I¢0UH25RTEE39RIBl!6°UEIEBIEIQLLLQEEQQLQZEEE1 &#39;

AT wAsHI§§Tog, mg

 U! it [Unit] Read and Clear

Set Lead 3: {Action}

lngyrynnxau QFPICB,:i£_�!ihQ_POI§QBQ1_lII!iQl]

lLI_£lZ!i_§!AI§1

{U} Deliver the attached NSL as indicated above.

Upon receipt of information from the credit reporting company,
[DELIVERING DIVISION] is requested to submit results to _
Enanrrrno DIVISION] and torrxcz or onlorl. it applicable}.

O0

sn�frr



 Rev.0l-31-2003! -

_ sxo}g{92
FEDERAL nunenu or luvzs�en�ou

Precedence: ROUTINE Date: 00/00/2006

To: General Counsel Attn: Julie Thomas
Deputy General Counsel, NSLB

[COUITIRTBRRORIBHI Attn: [UNIT]

inzqmzsnns orrrcnl Attn: SSA [scum scrrravzsonl
sn lcnsr Asrrrrl

[OFFICE OP ORIGIN] Attn: SA [C188 AGIITI

[Squad] [I]

[DELIVERING DIVISION] Attn: SSA [SQUID SUPERVISOR]

 if using personal service! [Squad] [I]

From: lnmrrms nwxsroul
[Ammovnts orrrclnl -

Contact: [CASE AGENT, telephone number �00! 000-0000]

Approved Bys� [ADIC NAM!  Ir LPPLICABLIJI .
{sac mun] _
[ISAC HIRE]

[CDC NIKE]

[BBL NAME]

Drafted By: [mar rnsr MIDDLE mum: INITIALS]

Case ID l: 0:1! [use FILE mnmral  Pending!

Title:  Q [sunarc�
[192.x.n.1 [urns  IF nrnrcunzll
[IT/FCI - FOREIGN POWER]
O0: [O!FICI O! ORIGIN]

Synopsis:  U! Approves the issuance of an FCRA Section 16B1v
National Security Letter  NSL! for a full credit report in an &#39;
international terrorism investigation; provides reporting
data; and, if necessary, transmits the NSL for delivery to the
credit reporting company. I

As: at

IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII--------III�...-



SE IT

T0: [DELIVERING DIVISION] From: [DRLITING DIVISION]
Re: ts! [case rrns sunset. on/oo/zoos]

 §92 Derived Fro : G-3
Declassify On: [10 years after the date of BC]

[PULL/PRBLIHIRADYI Investigation Instituted: {S} [00/00/2006]

Reference: NU [CASE FILE NUMBER Serial XII] -

Enclosureisls  U! Enclosed for [DELIVERING DIVIBIOH or OFFICE

or ORIGIN, depending on whether service is personal or through
restricted delivery system or fax] is an NSL dated
[00/00/20061, addressed to [COMPANY POC NIKE], [TITLE [if .
availah1e	. lconrnnr anus]. [COMPANY Annnrss - no 9.0. nor],
[CITY, BT51! -_HD ZIP COD! if using personal service],
requesting a full consumer credit report and all information
in its files relating to the consumer listed.

Details:   J A [FULL/PRELIMINARY] international terrorism
investigatio of subject, a [U.B. PBRBOH1NON-U.B. PERSON], was
authorized in accordance with the Attorney General Guidelines because
[Give a full explanation of the justification for opening and _
maintaining the investigation on the subject: barehones facts will
not suffice and will cause the request to be rejected for legal
insufficiency}. This full credit report is being requested to [rully
state the relevance of the requested records to the investigation].

.  Hg This electronic communication documents the
[APPROVING O FICIAL&#39;s] approval and certification of the enclosed
NSL. For reporting purposes, the enclosed NSL seeks the consumer
credit report of [NUMBER 0Pl&#39;individual s! from [credit reporting
cmpany #1]; [NUMBER 0?] individua1[s! from [credit reporting company
#2], etc. [If there are requests from multiple reporting companies
for the sane person, please state. If request is for personls! other
than the subject of the investigation or in addition to the subject
of the investigation, please state USP status. In other words, do
your_best to give as much information as you can, for congressional
reporting purposes.] &#39;

 U! Arrangements should be made with the credit reporting
company to provide the records [personally to an employee of the
DELIVERING-DIVISION or through use of a delivery service or secure
fax to 0!FICI 0! ORIGIN] within [RUBBER 0!] business days of receipt
of this request. The credit reporting company should neither send
the records through routine mail delivery nor utilize the name of the
subject of the request in any te1ephone_calls to the FBI. ~

92-

srtarr _
2
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siesta-
T0: [DELIVERING DIVISION] From: [DRLITIRG DIVISION]

Re: hgi [CASE FILE NUMBER; 00/00/2005]

DISCLOSURE PROVISIONS

[Certification and Activation of the Rondieclosure Requirement: There
is no longer an automatic prohibition that prevents the recipient of
a National Security Letter fro disclosing that the FBI has requested
the information. To activate the nondisclosure requirement, the >
senior FBI official approving this BC must use Option 1 below and
include in the BC  but not in the REL! a brief statement of facts

that justify the nondisclosure requireent. Option 2 is to be used .
in all cases where Option 1 is not used.!

[Option l - Invoking nondisclosure Requireent] _

 U! In accordance with 18 U.S.C. § 2709 c! I, the senior
official approving this EC. certify that a disclosure of the fact
that the FBI has sought or obtained access to the information sought
by this letter may endanger the national security of the United
States, interfere with a criminal, counterterrorism, or .
counterintelligence investigation, interfere with diplomatic
relations, or endanger the life or physical safety of a person.

3&1 Brief statement of the facts justifying my "
certification in this case: &#39;

[Option 2 - Declining to invoke the nondisclosure requirement] _

 U1 I, the senior official approving this EC, have
determined that the facts of this case do not warrant activation of

the nondisclosure requirements under the applicable National Security
Letter statute. ,

[Include the next 2 paragraphs in all ECs.] ,

 U! Information received herein from a credit reporting
company may be disseminated in accordance with the Attorney General
Guidelines on National Security Investigations and Foreign &#39;
Intelligence Collection &#39; _ _

 U! Any questions_regarding the above can be directed to
the [CASE AGEHT, telephone number �00! 000-0000.]

smear
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_TO: [DELIVERING DIVISION] From: [DRLITIHB DIVISION]
- Re: PS{92[ChBl FILE RUBBER, 00/00/2006]

L!AD s!:

Sat Load 1:  Action!

§§HEEL_QQ�E§§L

AT W§§HIN§TON, DC

 U! NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLB.

Bat Lead 2:  Info!

coggggtnrrnnogzsn

AI_EL§BlH§IQEi_QQ

 U! At [Unit] Read and Clear

Set Lead 3:  Action! &#39;

[QBLIVIRINO 9P!IC§g i£�ugiqg_pg;egpa1 a9;vice]_

. [AI_QlI!L_§IAIE]

 U! Deliver the attached NSL as indicated above.

Upon receipt of information from the credit reporting company,
[DELIVERING DIVISION] is requested to submit results to�
[DRAFTIHG DIVISION} and [OFFICE O! ORIGIN, if applicable].

00&#39;

suing
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 R:v0}0},mm! DECLASSIFIED BY 65119 DHfK5RfJU
&#39; &#39; UN 06-01-200?

s§ §ET

F1EI!E�HJ92l.lIllFlEUl92J  !F=lllN�E§511 il11 !lI

Precedence: ROUTINE Date: O0/O0/2006

To: General Counsel Attn: Julie Thomas

Deputy General Counsel, NSLB

[COUNTERTERRORISM/ Attn: [UNIT]

COUNTERINTELLIGENCE/CYBER]

[REQUESTING OFFICE] Attn: SSA [SQUAD SUPERVISOR]

SA {CASE AGENT]

[OFFICE or ORIGIN] Attn: SA [CASE AGENT]

[Squad] [X]

[DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR]

[Squad] [X]

From: [DRAFTING DIVISION]

[APPROVING OFFICIAL]

Contact: [CASE AGENT, telephone number �00! 000-0000]

Approved By: [ADIC NAME  IE APPLICABLE!]
[sac NAME1
[ASAC NAME]

[CDC NAME]
Essa NAME]

 U]~_

Drafted By: {LAST FIRST MIDDLE NEME: INITIALS]

Case ID #£�@¥  [CASE FILE NUMBER]  Pending!

iU]&#39;"Title:~m><! tsusascrl
[A.K.A.] [ALIAS  IF APPLICABLE!]
[IT/FCI - FOREIGN POWER]

00: [OFFICE or ORIGIN]

$YnOpBiB=  U! Approves the issuance of an FCRA Section l68lu{a!
National Security Letter  NSL! for financial institution

listings; provides reporting data; and transmits the NSL for
delivery to the consumer reporting agency.

 U; H &#39;~Ex3 Derived E¬§a< : e-3
sE T

¬§E
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 U!

new
To: [DELIVERING DIVISION] From: [DRAFTING DIVISION]

R-er--_.§; ! [case FILE mmsmz. 00/on/20051
Declassify On: [10 Years from Date of EC]

 U! FULL/PRELIMINARY Investigation Instituted: 00/00/2005

Re§erense= m¬§<:[CASE FILE uuusns Serial xxx]
Enclosure s!:  U! Enclosed for [DELIVERING DIVISION] is an NSL

dated [00/00/2006], addressed to [COMPANY POC NAME], [TITLE  if
avai1ab1e!], [COMPANY NAME], [COMPANY ADDRESS - NO P.O. BOX].
ECITY, STATE - N0 ZIP CODE if using personal service], requesting
the names and addresses of financial institutions at which the

listed consumer maintains or has maintained an account.

Details: �BS1 A [FULL/PRELIMINARY] [FOREIGN
COUNTERINTELLIGENCE/INTERNATIONAL TERRORISM] investigation of
subject, a [U.S. PERSON/NON-U.S. PERSON], was authorized in
accordance with the Attorney General Guidelines because [GIVE A
FULL EXPLANATION OF THE JUSTIFICATION FOR OPENING AND MAINTAINING

THE INVESTIGATION ON THE SUBJECT: HAREBONES FACTS WILL NOT

SUFFICE AND WILL CAUSE THE REQUEST TO BE REJECTED FOR LEGAL
INSUFFICIENCY]. This financial institution information is being
requested t0 [FULLY STATE THE RELEVANCE OF THE REQUESTED RECORDS
TO THE INVESTIGATION].

{U} This electronic communication documents the

[APPROVING OFFICIAL&#39;s] approval and certification of the enclosed
NSL. For mandatory reporting purposes, the enclosed NSL seeks
the financial institution listings for [NUMER OF] individual s!
from [CONSUMER REPORTING AGENCY A]; [NUMBER OF] individual s!£rom

[CONSUMER REPORTING AGENCY B], etc. [If you know how many credit
report consumers are USPs, please state.}

 U! The enclosed NSL will be personally delivered by
[DELIVERING DIVISION].

 U! Arrangements should be made with the consumer
reporting agency to provide the records [personally to an
employee of the DELIVERING DIVISION] within [NUMBER OF] business
days of receipt of this request. The consumer reporting agency
should neither send the records through routine mail delivery nor
utilize the name of the subject of the request in any telephone
calls to the FBI.

 U! Information received from a consumer reporting
agency may not be disseminated outside the FBI, except to other
Federal agencies in accordance with the Attorney General
Guidelines for FBI National Security Investigations and Foreign
Intelligence Collection and only as may be necessary for the

sshnnr
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seesaw
To: rnsnzvsarnc DIVISION] From: [DRAFTING DIVISION]
Re:-~ b{ [cast FILE NUMBER, 00/00/20051

conduct of a foreign counterintelligence investigation, or where
the information concerns a person subject to the Uniform Code of
Military Justice, to appropriate authorities within the military
department concerned as may be necessary for the conduct of a
joint foreign counterintelligence investigation.

{U} Any questions regarding the above can be directed
to [CASE AGENT, telephone number �00! 000-0000].

NDNDISCLQ§QRE_PBOVISION,L�EW_R§QQ;B§NEHTl

[Certification and Activation of the Nondisclosure
Requirement: There is no longer an automatic prohibition that
prevents the recipient of a National Security Letter from
disclosing that the FBI has requested the information. To
activate the nondisclosure requirement, the senior FBI official
approving this EC must use Option 1 below and include in the EC
 but not in the NSL! a brief statement of facts that justify the
nondisclosure requirement. Option 2 is to be used in all cases
where Option 1 is not used.]

[Option l - Invoking nondisclosure requirement]

 U! In accordance with 15 U.S.C. § 1681u d! I, the
senior official approving this EC, certify that a disclosure of
the fact that the FBI has sought or obtained access to the
information sought by this letter may endanger the national
security of the United States, interfere with a criminal,
counterterrorism, or counterintelligence investigation, interfere
with diplomatic relations, or endanger the life or physical safety
of a person.

iIJ3�MW"&#39;"���&#39;�;§i Brief statement_gf4;heifagtsijustifyinq_mg
certi �cation in this case: ff �fi

OR

[Option 2 - Declining to invoke the nondisclosure requirement]

 U! I, the senior official approving this EC, have
determined that the facts of this case do not warrant activation

of the nondisclosure requirements under the applicable National
Security Letter statute.

sskhsr
3

-----I-IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII.-I...-I-.-



ti _1 i

S%éRET
To: [DELIVERING DIVISION] From: [nmn--rms nrvxsrom
Re:  X Eczxsr: FILE NUMBER, 00/00/20051

 U! "

s§<m
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m�w�__________-_-_---_______-------I-I---I-I-II-----IIIIIIIIII--I

sages?
To: [ ntxvsazns nxvxsxonl From: [DRAFTING DIVISION]

 U! - &#39;Re:~-  J [cast FILE nausea, 00/00/20051

LEAD�}:

Set Lead 1:  Action!

GENERAL COUNSEL

AT WASHINGTON, DC

 U! NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 2:  Info!

i§QQHT§§I§BRQ3l§E/QQDHTERlNTELLIGENCE/CYBERl

AT WASHINQTON, DC

 U! At [Unit] Read and Clear

Set Lead 3:  Action!

[DELIVERING OFFICE]

{AT CITY, STATE]

 U! Deliver the attached NSL as indicated above. Upon
receipt of information from the credit reporting company,
[DELIVERING DIVISION] is requested to submit results to [DRAFTING

DIVISION] and [OFFICE OF ORIGIN. if applicable].

O0
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[DRAFTING DIVISION]

[srnssw ADDRESS]

ICITY, STATE, ZIP cons]

[1-10m&#39;H, DAY, YEAR]

ALL INFORMATION CONTAINED
HREIH I5 umcLAssIF1En
DATE 06-01~2u0? BY 6Sl?9 nu/K�RfJW

inn./uns./Ms.1&#39;lcomPLsTs NAME or POC1

[TITLE, IF AVAILABLE]

[NAME or COMPANY]

[PHYSICAL swans? ADDRESS - NO P.O. BOX}

ECITY, STATE - no ZIP cons]

DEAR IMR./MRS./MS.] [LAST NAME]:

Under the authority of Executive Order 12333, dated
December 4, 1981, and pursuant to Title 15, United States Code
 U.S.C.}, Section l681u a]  the Fair Credit Reporting Act, as

amended!, you are hereby directed to provide the Federal Bureau
of Investigation {FBI} the names and addresses of all financial
institutions {as defined in Title 12, U.S.C., Section 3401! at

which the below�named consumer s! maintains or has maintained an

account:

NAMEIS!:

ADDRESS{ES!: [if available]

DATE S! OF BIRTH: [if available]

SOCIAL SECURITY NUMBERIS!: {if available]

In accordance with Title l5, U.S.C., Section l68lu a!,
I certify that such information is sought for the conduct of an
authorized investigation to protect against clandestine
intelligence activities, and that such an investigation of a
United States person is not conducted solely on the basis of
activities protected by the First Amendment to the Constitution
of the United States.



i g g �  ? � 7

inn./ms./Ms.1 lconvtsrn mus]

[Certification: The nondisclosure requirement is not an automatic

feature of the NSL. If the supporting EC for this NSL included

Option 1  Invoking the Nondisclosure Requirement!, then include
the language in the following 3 paragraphs in the NSL-]

In accordance with 15 U.S.C. S 1681u d!{1!, I certify
that a disclosure of the fact that the FBI has sought or obtained

access to the information sought by this letter may endanger the
national security of the United States, interfere with a

criminal, counterterrorism, or counterintelligence investigation,
interfere with diplomatic relations, or endanger the life or
physical safety of a person. Accordingly, 15 U.S.C. §
l6B1u d!�! and �! prohibits you, or any officer, employee, or
agent of yours, from disclosing this letter, other than to those
to whom disclosure is necessary to comply with the letter or to

an attorney to obtain legal advice or legal assistance with
respect to this letter.

In accordance with 15 U.S.C. § 1681u d!�!, you are
directed to notify any persons to whom you have disclosed this
letter that they are also subject to the nondisclosure
requirement and are therefore also prohibited from disclosing the
letter to anyone else.

In accordance with 15 U.S.C. § 1681u d!�!, if the FBI

asks for the information, you should identify any person to whom
such disclosure has been made or to whom such disclosure will be

made. In no instance will you be required to identify any
attorney to whom disclosure was made or will be made in order to

obtain legal advice or legal assistance with respect to this
letter.

[Include the following language in all hSLs.]

In accordance with 18 U.S.C. § 35l1{a} and {b}�}, you
have a right to challenge this letter if compliance would be
unreasonable, oppressive, or otherwise unlawful and the right to
challenge the nondisclosure requirement set forth above.

In accordance with 18 U.S.C. § 3511�!, an unlawful

failure to comply with this letter, including any nondisclosure
requirement, may result in the United States bringing an
enforcement action.

2
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[MR./MRS./MS.] [COMPLETE NAME]

You are directed to provide records responsive to this

letter [personally to a representative of the [DELIVERING

DIVISION] OR through use of e delivery service to [OFFICE OF

ORIGIN] OR through secure fax] within Exxxx] business days of

receipt of this letter.

Any questions you have regarding this letter should be
directed only to the [[DELIVERING DIVISION] OR [OFFICE OF

ORIGIN],_depending on whether service is personal or through a

delivery service]. Due to security considerations, you should
neither send the records through routine mail service nor non-
secure fax, nor disclose the substance of this letter in any

telephone conversation.

Your cooperation in this matter is greatly appreciated.

Sincerely yours,

[ADIC/SAC NAME}

lnssxswaur DIRECTOR IN

CHARGE/

SPECIAL AGENT IN CHARGE]

3
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 Rev. 03 -D9-200�!

s%>é%T
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: O0/00/2006

To: General Counsel Attn: Julie Thomas

Deputy General Counsel, NSLB

[COUNTERTERRORISM/ Attn: [UNIT]

COUNTERINTELLIGENCEICYBER]

[REQUESTING OFFICE] Attn: SSA [SQUAD SUPERVISOR]

SA [CASE AGENT]

[QFFICE OF ORIGIN] Attn: SA [CASE AGENT]

[Squad] [X1

[DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR]

[3quad] [X]

From: [DRAFTING DIVISION]

[APPROVING OFFICIAL]

Contact: [CASE AGENT, telephone number �00! 000-0000]

Approved By: [ADIC NAME  IF APPLICABLEII

[SAC NAME] 0 LASSIFIED BY 65119 1:~rq1~1,11-:s1=-saw[Ashe NAME] 0:306-01-2007 I
{cnc NAME]

[SSA NAME]

 U!  Drafted By: [LAST FIRST MIDDLE NAME: INITIALS]

Case ID&#39;#r~E§i [CASE FILE NUMER]  Pending!
|:&#39;[_]�:| ---T-:i.t1e.: . ..  [SUBJECT]

[A K A 1 [ALIAS  IF APPLICABLEH
[IT/FCI - FOREIGN POWER]

00: torvxcs or onrenn

Synopsis:  U! Approves the issuance of an FCRA Section 16B1u b!
National Security Letter  NSL! for consumer identifying
information; provides reporting data; and transmits the NSL for
delivery to the consumer reporting agency.

Derived From -[U] mmmégi Declassé;;:;;?>[%U¬;;;;s from Date of EC]



&#39; *

To: [ ELIVERING DIVISION] From: [DRAFTING DIVISION]

 U; --Re: ---- ~§s¬ [cast FILE nuussn, no/no/20051

 U! FULL/PRELIMINARY Investigation Instituted: 00/00/2005

 U! - Re£erence:- {§  [CASE FILE NUMBER Serial xxx]
Enclosure s!:  U! Enclosed for [DELIVERING DIVISION is an NSL
dated [00/O0/2006], addressed to [COMPANY POC NAME], [TITLE {if
available!], [COMPANY NAME], [COMPANY ADDRESS - NO P.O. BOX]:
ECITY. STATE - NO ZIP CODE if using personal service], requesting
consumer identifying information relating to the consumer listed

_Details: 1% A [FULL/PRELIMINARY] [FOREIGN
COUNTERINT IGENCE/INTERNATIONAL TERRORISM] investigation of
subject, a [U.S. PERSON/NON-U.S. PERSON], was authorized in
accordance with the Attorney General Guidelines because [GIVE A
FULL EXPLANATION OF THE JUSTIFICATION FOR OPENING AND MAINTAINING

THE INVESTIGATION ON THE SUBJECT: BAREBONES FACTS WILL NOT

SUFFICE AND WILL CAUSE THE REQUEST TO BE REJECTED FOR LEGAL

INSUFFICIENCY]. This consumer identifying information is being
requested to [FULLY STATE THE RELEVANCE OF THE REQUESTED RECORDS
TO THE INVESTIGATION].

 U! This electronic communication documents the

[APPROVING OFFICIAL&#39;s] approval and certification of the enclosed
NSL. For mandatory reporting purposes, the enclosed NSL seeks
consumer identifying information for [NUMBER OF]
individual s!from [CONSUMER REPORTING AGENCY A]: [NUMBER OF}

individual s! from [CONSUMER REPORTING AGENCY B]; etc. [If you
know how many credit report consumers are USPs, please state 1

 U! The enclosed NSL will be personally delivered by
[DELIVERING DIVISION].

 U! Arrangements should be made with the consumer
reporting agency to provide the records [personally to an
employee of the DELIVERING DIVISION] within [NUMBER OF] business

days of receipt of this request. The consumer reporting agency
should neither send the records through routine mail service nor
utilize the name of the subject of the request in any telephone
calls to the FBI.

 U! Information received from a consumer reporting
agency may not be disseminated outside the FBI, except to other
Federal agencies in accordance with the Attorney General
Guidelines for FBI National Security Investigations and Foreign
Intelligence Collection and only as may be necessary for the
conduct of a foreign counterintelligence investigation, or where
the information concerns a person subject to the Uniform Code of

snéngr
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SEé�%T
To: [DELIVERING DIVISION} From: [nrmrrmc nzvxszom

,,,,. Rez...  X [cast FILE mmssn, no/00/20051
Military Justice, to appropriate authorities within the military
department concerned as may be necessary for the conduct of a
joint foreign counterintelligence investigation

 U! Any questions regarding the above can be directed
to the [CASE AGENT, telephone number �00! 000-0000].

NQNQISCL0SURE_PBOV;§lQ§WlNEW REQQIREMENTL

[Certification and Activation of the Nondisclosure

Requirement: There is no longer an automatic prohibition that
prevents the recipient of a National Security Letter from
disclosing that the FBI has requested the information. To
activate the nondisclosure requirement, the senior FBI official
approving this EC must use Option 1 below and include in the EC
 but not in the NSL! a brief statement of facts that justify the
nondisclosure requirement. Option 2 is to be used in all cases
where Option 1 is not used.]

[Option 1 - Invoking nondisclosure requirement]

 U! In accordance with 15 U.S.C. § 168lu d! I, the

senior official approving this EC, certify that a disclosure of
the fact that the FBI has sought or obtained access to the
information sought by this letter may endanger the national
security of the United States, interfere with a criminal,
counterterrorism, or counterintelligence investigation, interfere
with diplomatic relations, or endanger the life or physical safety
of a person.

iIIJ" -~~-§§%Brief statement of the gagtsgjusti�yinggmg
certificatlo__in t �s case:hi

OR

[Option 2 - Declining to invoke the nondisclosure requirement]

 U! I, the senior official approving this EC, have
determined that the facts of this case do not warrant activation

of the nondisclosure requirements under the applicable National
Security Letter statute.

3
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sséssr
To: [DELIVERING DIVISION] From: [DRAFTING DIVISION]

Re: _ §Q [CASE FILE NUMBER, 00/00/20051
 U! "

LEAD s!:

Set Lead 1:  Action!

GENERAL COUNSEL

AT WASHINGTON, DQ

 U! NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 2:  Info!

[COUNTERTERRORISMLCOUNTERINFELLIQEEQEKQ¥§EB]

AT WASHINGTON, DC

 U! At [Unit] Read and Clear

Set Lead 3:  Action!

Insnxvsnruc OFFICE]

[Ag CITY, STATE]

 U! Deliver the attached NSL as indicated above. Upon
receipt of information from the consumer reporting agency,
[DELIVERING DIVISION] is requested to submit results to [DRAFTING

DIVISION] and [OFFICE OF ORIGIN, if applicable].

O0

sE§ sT
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[DRAFTING DIVISIONI

[STREET ADDRESS]

[cITY, STATE, ZIP CODE]

[MONTH, DAY, YEAR]

ALL IIJFORHATIUN CONTAINED v

nazrm IS UNCLASSIFIED

[MIL/MRS_/Ms_] [COMPLETE NAME OF Poe] DATE as-01-~2uo&#39;: BY 65119 Dl�i,/I<3R!Jl92T

ITITLE, IF AVAILABLE]

[NAME or company]

[PHYSICAL STREET ADDRESS - no P.O. Box]

ECITY, STATE - no ZIP CODE]

DEAR [HR./MRS./MS-1 [LAST NAME]:

Under the authority of Executive Order 12333, dated
December 4, 1981, and pursuant to Title 15, United States Code
 U.S.C.!, Section 1681u b! {the Fair Credit Reporting Act, as

amended!, you are hereby directed to provide the Federal Bureau
of Investigation  FBI! the names, address, former addresses,
places of employment, or former places of employment of the
below-named consumer s!:

NAME S!:

ADDRESS ES!: [if available]

DATE S! OF BIRTH: [if available]

SOCIAL SECURITY NUMBER S!: [if available]

In accordance with Title 15, U.S.C., Section 168lu a],
I certify that such information is sought for the conduct of an

authorized investigation to protect against clandestine
intelligence activities, and that such an investigation of a
United States person is not conducted solely on the basis of
activities protected by the First Amendment to the Constitution
of the United States.

l



[MR./MRS./MS.] [COMPLETE NAME]

[Certificationz The nondisclosure requirement is not an automatic

feature of the NSL. If the supporting EC for this NSL included

Option 1 {Invoking the Nondisclosure Requirement}, then include
the language in the following 3 paragraphs in the NSL.]

In accordance with 15 U.S.C. § l681u d!{1!, I certify
that a disclosure of the fact that the FBI has sought or obtained
access to the information sought by this letter may endanger the
national security of the United States, interfere with a

criminal, counterterrorism, or counterintelligence investigation,
interfere with diplomatic relations, or endanger the life or

physical safety of a person. Accordingly, 15 U.S C. §
l681u d!{l! and {3} prohibits you, or any officer, employee, or
agent of yours, from disclosing this letter, other than to those
to whom disclosure is necessary to comply with the letter or to

an attorney to obtain legal advice or legal assistance with
respect to this letter.

In accordance with 15 U.S.C. § 1681u d}�!, you are
directed to notify any persons to whom you have disclosed this
letter that they are also subject to the nondisclosure
requirement and are therefore also prohibited from disclosing the
letter to anyone else.

In accordance with 15 U.S.C. § l681u d!{4!, if the FBI

asks for the information, you should identify any person to whom
such disclosure has been made or to whom such disclosure will be

made. In no instance will you be required to identify any
attorney to whom disclosure was made or will be made in order to

obtain legal advice or legal assistance with respect to this
letter.

[Include the following language in all NSLs.]

In accordance with 18 U.S.C. § 35l1 a! and  b!�!, you
have a right to challenge this letter if Compliance would be
unreasonable, oppressive, or otherwise unlawful and the right to
challenge the nondisclosure requirement set forth above.

In accordance with 18 U.S.C. § 3511[c!, an unlawful

failure to comply with this letter, including any nondisclosure
requirement, may result in the United States bringing an
enforcement action.

2
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[MR./MS./MS.] [COMPLETE NAME]

You are directed to provide records responsive to this

letter [personally to a representative of the [DELIVERING

DIVISION] OR through use of a delivery service to [OFFICE OF

ORIGIN] OR through secure fax] within [xxxx] business days of
receipt of this letter.

Any questions you have regarding this letter should be
directed only to the [[DELIVERING DIVISION] OR [OFFICE OF

ORIGIN],_depending on whether service is personal or through a

delivery service]. Due to security considerations, you should
neither send the records through routine mail service nor non~
secure fax, nor disclose the substance of this letter in any

telephone conversation.

Your cooperation in this matter is greatly appreciated.

Sincerely yours,

[ADIC/SAC mum]

[ASSISTANT nrascron IN

cmmssl

SPECIAL AGENT IN CHARGE]

3
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{Rem 0309-2006}

séyénr
F1EIIE�HJ92L.l3lJFlEUllJ C!F�llI92!E§511 ilNT1 lhl

Precedence: ROUTINE Date: O0/00/2006

To: General Counsel Attn: Julie Thomas

Deputy General Counsel, NSLB

[COUNTERTERRORI SM] At tn : [UNIT]

[REQUESTING OFFICE] Attn: SSA [SQUAD SUPERVISOR]
SA [CASE AGENT]

[OFFICE OF ORIGIN] Attn: SA [CASE AGENT]

[Squad] [X]

{DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR]

[Squad] [X]

From: [DRAFTING DIVISION]

[APPROVING OFFICIAL]

Contact: [CASE AGENT, telephone number �00! 000-0000]

Approved By: [ADIC NAME  IF APPLICABLE!!

[SAC NAME] DECLASSIFIED BY sans mm ms-�.12:-.1r.:
[Ashe NAME] - um us-us-2001
[cnc NAME]

lssa NAME]

my _____Dra£ted By: [LAST FIRST MIDDLE NAME: INITIALS]

Case ID #¬&#39;ES3 [CASE FILE NUMEER]  Pending!

my  .&#39;1&#39;itle:  [summer] .
[A.K.A»] [ALIAS [IF APPLICABLE]]
[IT/FCI - FOREIGN PONERI
OO2 [OFFICE OF ORIGIN]

Synopsis:  U! Approves the issuance of an FCRA Section 1681v
National Security Letter {NSL! for a full credit report in an
international terrorism investigation; provides reporting data;
and transmits the NSL for delivery to the consumer reporting
agency.

my  ..   Derived 	-e� : G-3
see:
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1 �J Q r 7

s.92:><z&#39;r
TO: [ ELIVERING DIVISION] From: [DRAFTING DIVISION]
Rea" [CASE FILE NUMBER, D0/D0/2005]

Declassify On: [10 Years from Date of EC]

 U! FULL/PRELIMINARY Investigation Instituted: 00/00/2005

Reference: m.§ [CASE FILE NUMBER Serial XXX]
Enclosure s!:  U! Enclosed for [DELIVERING DIVISION] is an NSL

dated [00/O0/2006], addressed to [COMPANY POO NAME]. [TITLE  if
available!], [COMPANY NAM]. [COMPANY ADDRESS - NO P.O. BOX],
[CITY, STATE - NO ZIP CODE if using personal service], requesting

a full consumer credit report and all information in its files
relating to the consumer listed.

Details!" Eds A [FULL/PRELIMINRRY] international terrorism
investigation of subject, a [U.S. PERSON/NON-U.S. PERSON], was
authorized in accordance with the Attorney General Guidelines
because [GIVE A FULL EXPLANATION OF THE JUSTIFICATION FOR OPENING

AND MAINTAINING THE INVESTIGATION ON THE SUBJECT; BAREBONES FACTS

WILL NOT SUFFICE AND WILL CAUSE THE REQUEST TO BE REJECTED FOR

LEGAL INSUFFICIENCY]. This full credit report is being requested
tO [FULLY STATE THE RELEVANCE OF THE REQUESTED RECORDS TO THE

INVESTIGATION].

 U! This electronic communication documents the

[APPROVING OFFICIAL&#39;s] approval and certification of the enclosed
NSL. For reporting purposes, the enclosed NSL seeks [NUMBER OF]
of credit reports from [CONSUMER REPORTING AGENCY A], [NUMBER OF]
credit reports from [CONSUMER REPORTING AGENCY B], etc. [If you
know how many credit report consumers are USPs, please state.]

 u! The enclosed NSL will be delivered personally by
[DELIVERING DIVISION].

 U! Arrangements should be made with the consumer
reporting agency to provide the records [personally to an
employee of the DELIVERING DIVISION] within [NUMBER OF] business
days of receipt of this request. The consumer reporting agency
should neither send the records through routine mail delivery nor
utilize the name of the subject of the request in any telephone
calls to the FBI.

 U! Information received from a consumer reporting
agency may be disseminated to an agency of the United States
Government in accordance with the Attorney General Guidelines for
FBI National Security Investigations and Foreign Intelligence
Collection.

SEé>éT
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Séé�él
 U!_To: [DELIVERING DIVISION] From: [DRAFTING DIVISION]

Re: >¬? {case FILE NUMBER, 00/00/20051
 U! Any questions regarding the above can be directed

to the [CASE AGENT, telephone number �00! 000-0000].

NONDISCLOSURE PROVISION [NEW REQUIREMENT]

[Certification and Activation of the Nondisclosure

Requirement: There is no longer an automatic prohibition that
prevents the recipient of a National Security Letter from
disclosing that the FBI has requested the information. To
activate the nondisclosure requirement, the senior FBI official
approving this EC must use Option 1 below and include in the EC
 but not in the NSL} a brief statement of facts that justify the

nondisclosure requirement. Option 2 is to be used in all cases
where Option 1 is not used.]

[Option 1 � Invoking nondisclosure requirement]

 U! In accordance with 15 U.S.C. § l6B1v I, the senior

official approving this EC, certify that a disclosure of the fact
that the FBI has sought or obtained access to the information
sought by this letter may endanger the national security of the
United States, interfere with a criminal, counterterrorism, or

counterintelligence investigation, interfere with diplomatic
relations, or endanger the life or physical safety of a person.

 U1 --~M~»~~--~%§% BIi¬i_stat§m§QL oi the_isstsiissti�Yinsemx
certifies; o _in this case:

OR

[Option 2 - Declining to invoke the nondisclosure requirement]

 U! I, the senior official approving this EC, have
determined that the facts of this case do not warrant activation

of the nondisclosure requirements under the applicable National
Security Letter statute.

3
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SEééE&#39;I&#39;
 UT _To: ELIVERING DIVISION} From: [DRAFTING DIVISION]

Re: - ! [CASE FILE NUMBER, 00/00/2005]

LEAD S!:

Set Lead 1:  Action!

QENERAL COUNSEL

AT WASHINGTON, DC

 U! NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 2:  Info!

COUNTERTERRORISM

AT WAQHINGTON, DC

 U! At [Unit] Read and Clear

Set Lead 3:  Action!

[DELIVERING OFFICE]

[AT CITY, STATE]

 U! Deliver the attached NSL as indicated above. Upon
receipt of information from the credit reporting company,
[DELIVERING DIVISION] 15 requested to submit results to [DRAFTING

DIVISION] and [OFFICE OF ORIGIN, if applicable].

O0

S¬%%ET
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[DRAFTING nzvrszoul

[STREET ADDRESS]
Icrrr. stars. ZIP cont]

iuonw�, DAY, YEAR]

ALL Il*]F&#39;ORH.AT&#39;IE|l-I CONTAINED

HEREIN IS UNCLASSIFIED

DATE 06-08-E100? BY 65l?9 DI�I1&#39;L"KSR.FJIIJ

IMR./MRS./MS.1 [COMPLETE NAME or P00]
ITITLE, IF AVAILABLE]

[NAME or COMPANY]
[PHYSICAL STREET ADDRESS - no P.O. Box]

[CITY, STATE - N0 ZIP cons}

Dear [MR./MRS./MS.] [LAST NAME]:

Pursuant to Executive Order 12333, dated December 4,

1981, and 15 U.S.C. § l68lv of the Fair Credit Reporting Act  as
amended!, you are hereby directed to provide the Federal Bureau
of Investigation  FBI! with a copy of a consumer credit report
and all other information contained in your files for the below»
listed Consumerfs!:

NAME S! :

ADDRESS ES!: [if available]

DATE S! or BIRTH: [if available]

SOCIAL SECURITY NUMBER S!: [if available]

In accordance with Title 15, U.S C. § l681v, I certify
that the information sought is necessary to conduct an authorized
investigation of, or intelligence or counterintelligence
activities or analysis related to, international terrorism.

Icertification: The nondisclosure requirement is not an automatic
feature of the NSL. If the supporting EC for this NSL included
Option 1 {Invoking the Nondisclosure Requirement!, then include
the language in the following 3 paragraphs in the NSL.]

In accordance with 15 U.S.C. 5 1681v{1}, I certify that
a disclosure of the fact that the FBI has sought or obtained
access to the information sought by this letter may endanger the
national security of the United States, interfere with a
criminal, counterterrorism, or counterintelligence investigation,
interfere with diplomatic relations, or endanger the life or



[MR./HRS./MS-1 [COMPLETE NAME]

physical safety of a person. Accordingly, 15 U.S.C. § 1681v�!
and �! prohibits you, or any officer, employee, or agent of
yours, from disclosing this letter, other than to those to whom
disclosure is necessary to comply with the letter or to an
attorney to obtain legal advice or legal assistance with respect
to this letter.

In accordance with 15 U.S.C. § 1681v�!, you are
directed to notify any persons to whom you have disclosed this
letter that they are also subject to the nondisclosure
requirement and are therefore also prohibited from disclosing the
letter to anyone else.

In accordance with 15 U.S.C. § 1681v�!, if the FBI

asks for the information, you should identify any person to whom
such disclosure has been made or to whom such disclosure will be

made. In no instance will you be required to identify any
attorney to whom disclosure was made or will be made in order to
obtain legal advice or legal assistance with respect to this
letter.

[Include the following language in all NSLs.]

In accordance with 18 U.S.C. § 3S11 a! and  b!�!, you
have a right to challenge this letter if compliance would be
unreasonable, oppressive, or otherwise unlawful and the right to
challenge the nondisclosure requirement set forth above.

In accordance with 18 U.S.C. § 3511 c!, an unlawful

failure to comply with this letter, including any nondisclosure
requirement, may result in the United States bringing an
enforcement action.

You are directed to provide records responsive to this
letter [personally to a representative of the [DELIVERING
DIVISION] OR through use of a delivery service to [OFFICE OF
ORIGIN] OR through secure fax] within [xxxxl business days of
receipt of this letter.

Any questions you have regarding this letter should be
directed only to the [EDELIVERING DIVISION] OR [OFFICE OF
ORIGIN],_depending on whether service is personal or through a
delivery service}. Due to security considerations, you should
neither send the records through routine mail service nor non-
secure fax, nor disclose the substance of this letter in any
telephone conversation.

2
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IMR./MRS./MS.] [COMPLETE NAME]

Your cooperation in this matter is appreciated.

Sincerely,

[ADIC/SAC NAME]
[ASSISTANT nrnzcron IN

CHARGE/
SPECIAL AGENT IN cnansnl



 Rev. U3-09-ZUU6!

skénsw
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 00/00/2006

To: General Counsel Attn: Julie Thomas

Deputy General Counsel, NSLB

[couuwnwrsanonr sn/ At. tn = [UNIT]

COUNTERINTELLIGENCE/CYBER]

[REQUESTING OFFICE] Attn: SSA [SQUAD SUPERVISOR]

SA [CASE AGENT]

[OFFICE or ORIGIN] Attn: SA {case AGENT]

[swan] Ex]

[DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR]
 if using personal service} [SQUAD] [X1

From: [DRAFTING DIVISION]

[APPROVING OFFICIAL]

Contact: [CASE AGENT, telephone number �00! 000-0000]

APPr°"°d BY� [ADIC N-AME IF APPLICABLE] IJECLASSIFIED BY sans DMZ!-I,/KSR/Jl�
[SAC NAME] on ca-as-sum:
[AsAc NAME]

[CDC NAME]
Essa. um-ml

W1
Dra�ted By: [LAs&#39;r, FIRST m:nm.s= INITIALS]

Case ID #:-gag [CASE FILE NUMBER]  Pending!
NH " &#39;~1&#39;i1;1e-=--  X ISUBJECT]

[AKA] [ALIAS¢ IF APPLICABLE]
[IT/FCI - FOREIGN POWER]

too: OFFICE or ORIGIN}

 U: synopsis? "!$i Approves the issuance of an RFPA National Security
Letter INSL! or financial records; provides reporting data; and, if
necessary, transmits the NSL for delivery to the financial
institution.

tU].W~--- ~-§¬! Derive : G-3
Declassify 0 - 0 years from date of EC1�

SECRET
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SE9éET
T0: [CTD/CD] From: [DRAFTING DIVISION]

Re:&#39; §<l [CASE FILE NUMBER, D0/O0/2005]
FULL/PRELIMINARY Investigation Instituted:  S! 00/00/2005

Reference:"" G6 [CASE FILE NUMBER SERIAL XXX]
Enclosure s!:  U! Enclosed for [DELIVERING DIVISION or OFFICE OF

ORIGIN, depending on whether service is personal or through restricted
delivery service] is an NSL dated [00/00/2005], addressed to [COMPANY
POC NAME], [TITLE  ii avai1ab1e!], tconennr NAME]. [company ADDRESS -
NO P.O. BOX1, [CITY, STATE - NO ZIP CODE if using personal service],
requesting financial records of the customer listed.

Détei1s¬N%EB ; A [FULL/PRELIMINARY] [FOREIGN H
COUNTERI ELL GENCE/INTERNATIONAL TERRORISM] investigation Of subject,
a [U.S. PERSON/NON-U.S. PERSON], was authorized in accordance with the
Attorney General Guidelines because [GIVE A FULL EXPLANATION OF THE
JUSTIFICATION FOR OPENING AND MAINTAINING THE INVESTIGATION ON THE

SUBJECT: BAREBONES FACTS WILL NOT SUFFICE AND WILL CAUSE THE REQUEST
TO BE REJECTED FOR LEGAL INSUFFICIENCY]. These financial records are

being requested to [FULLY STATE THE RELEVANCE OF THE REQUESTED
RECORDS TO THE INVESTIGATION].

&#39;����" """""" ~;Eg This electronic communication documents the [APPROVING
OFFICIAL&#39;s pproval and certification of the enclosed NSL. For
mandatory reporting purposes, the enclosed NSL seeks financial records
for [NUMBER OF] individual s!.

 U! Arrangements should be made with the financial
institution to provide the records [personally to an employee of the
DELIVERING DIVISION OR through use of a delivery service to OFFICE OF
ORIGIN] within [NUMBER OF] business days of receipt of this request.
The financial institution should neither send the records through
routine mail service nor utilize the name of the subject of the
request in any telephone calls to the FBI.

[Certification and Activation of the Nondisclosure Requirement: There
is no longer an automatic prohibition that prevents the recipient of a
National Security Letter from disclosing that the FBI has requested the
information. To activate the nondisclosure requirement, the senior FBI
official approving this EC must use Option 1 below and include in the
EC  but not in the NSL! a brief statement of facts that justify the
nondisclosure requirement. Option 2 is to be used in all cases where
Option 1 is not used.]

[Option 1 � Invoking Nondisclosure Requirement]

 U! In accordance with 12 U.S.C. § 34l4 a! I, the senior
official approving this EC, certify that a disclosure of the fact that

SECNFT &#39;
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S§g§ET
EU! I To: C D/CD] From: [DRAFTING DIVISION]

"Re:   ! [CASE FILE NUMBER» U0/O0/2005]

the FBI has sought or obtained access to the information sought by this
letter may endanger the national security of the United States,
interfere with a criminal, counterterrorism, or counterintelligence
investigation, interfere with diplomatic relations, or endanger the
life or physical safety of a person.

U ~hu_nm . . . .ii �&#39;�"~~§� iB:ief statement of the facts justifying my certification
=

[Option 2 - Declining to invoke the nondisclosure requirement]

 U! I, the senior official approving this EC, have determined
that the facts of this case do not warrant activation of the

nondisclosure requirements under the applicable National Security
Letter statute.

[Include the next 2 paragraphs in all ECs]

 U! Information received from a financial institution may
be disseminated to an agency of the United States only if such
information is clearly relevant to the authorized responsibilities of
such agency.

 U! Any questions regarding the above can be directed to
[CASE AGENT, telephone number �00! 000-0000].

LEAD B!:

RET

3
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SEOKFT
To: torn/on} From: [DRAFTING DIVISION]

 U! Ra_=______ §< [CASE FILE NUMBER, 00/on/20051

Set Lead 1:  Action!

GENERAL COUNSEL

AT WASHINGTON

 U! NSLB is requested to record the appropriate information
needed to fulfill the Congressional reporting requirements for NSLS.

Set Lead 2:  Info!

[CQQQTERTERRORI§H/CQQHTERIQTELLIGENC§Z§YBER]

AT WASHINGTON, DC

 U! At [Unit] Read and Clear

Set Lead 3:  Action!

[DELIVEBING DIVISION - if using personal service]

[AT CITY, STAZE]

{U} Deliver the attached NSL as indicated above. Upon
receipt of information from the financial institution, [DELIVERING
DIVISION] is requested to submit results to [DRAFTING DIVISION] and
[OFFICE OF ORIGIN, if applicable].

90
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IKLL IEIFCIRIULTIIIII-I CEII-ITi!.I1&#39;v.l&#39;EI:

HEREIIU IS UNCLASSIFIED

DATE EI5-EI3-2U1J&#39;? BY 651?? DI&#39;11&#39;1_-�KSP~_»�JU

[DRAFTING DIVISION]
[STREET ADDRESS]

[CITY,STATE, ZOP cons]
[MONTH DAY, YEAR]

[M./Mas/Ms.] [COMPLETE POC NAME]
[TITLE, IF AVAILABLE]

[COMPANY NAME]
[PHYSICAL STREET ADDRESS - no P.0. Box]

ECITY, STATE - no ZIP cons]

DEAR IMR./HRS./M$.] [LAST NAME] :

Under the authority of Executive Order 12333, dated
December 4, 1981, and pursuant to Title 12, United States Code
 U.S.C.!, Section 3414 a}�!, you are hereby directed to produce
to the Federal Bureau of Investigation  FBI! all financial
records pertaining to the customer s! and/or accounts listed
below:

NAME S! [if available]

ACCOUNT NUMER s!: [if available]

SOCIAL SECURITY NUMER S!:[if available]

DATE S! OF BIRTH: [if available]

[FOR PERIOD FROM INCEPTION TO PRESENT]

or

[FOR PERIOD FROM [SPECIFIC DATE] T0 [SPECIFIC DATE]

or [PRESENT]]

Please see the attachment following this request for
the types of information that your financial institution might
consider to be a financial record.

In accordance with Title 12, U.S.C. Section

34l4 a} S! A!, I certify that the requested records are sought
for foreign counterintelligence investigation purposes to protect
against international terrorism or clandestine intelligence
activities, and that such an investigation of a United States
person is not conducted solely on the basis of



-

[MR . /mas . /MS . / COMPLETE NAME]

activities protected by the First Amendment to the Constitution
of the United States.

In accordance with Title 12, U.S.C., Section 3403 b!, I

certify that the FBI has complied with all applicable provisions
of the Right to Financial Privacy Act.

[Certification: The nondisclosure requirement is not an automatic

feature of the NSL. If the supporting EC for this NSL included
Option 1  Invoking the Nondisclosure Requirement! then include
the language in the following 3 paragraphs in the NSL.]

In accordance with 12 U.S.C. § 3414{a}{5! D!. I Certify
that a disclosure of the fact that the FBI has sought or obtained
access to the information sought by this letter may endanger the
national security of the United States, interfere with a
criminal, counterterrorism, or counterintelligence investigation,
interfere with diplomatic relations, or endanger the life or
physical safety of a person. Accordingly, 12 U.S.C. §
34l4 a!�! D} prohibits you, or any officer, employee, or agent
of yours, from disclosing this letter, other than to those to
whom disclosure is necessary to comply with the letter or to an
attorney to obtain legal advice or legal assistance with respect
to this letter.

In accordance with 12 U.S.C. § 3414 a!{5! D}{iii!, you
are directed to notify any persons to whom you have disclosed
this letter that they are also subject to the nondisclosure
requirement and are therefore also prohibited from disclosing the
letter to anyone else.

In accordance with 12 U.S.C. § 34l4 a!�} DJ iv!, if
the FBI asks for the information, you should identify any person
to whom such disclosure has been made or to whom such disclosure

will be&#39;made. In no instance will you be required to identify
any attorney to whom disclosure was made or will be made in order
to obtain legal advice or legal assistance with respect to this
request.

[Include the following language in all NSLs.]

In accordance with 18 U.S.C, § 35l1 a! and  b}�!, you
have a right to challenge this request if compliance would be
unreasonable, oppressive, or otherwise unlawful and the right to
challenge the nondisclosure requirement set forth above.

In accordance with 18 U.S.C. § 3511 c!, an unlawful

failure to comply with this letter, including any nondisclosure

2



_

[MR./MRS./MS./ COMPLETE NAME]

requirement, may result in the United States bringing an
enforcement action.

You are requested to provide records responsive to this
request [personally to e representative of the [DELIVERING
DIVISION]_OR through use of a delivery service to the [OFFICE OF
ORIGIN] OR through secure fax] within [xxxx] business days of
receipt of this request.

Any questions you have regarding this request should
be directed only to the [[DELIVERING DIVISION] OR [OFFICE OF
0RIGIN],_depending on whether service is personal or through a
delivery service or fax]. Due to security considerations, you
should neither send the records through routine mail service nor
disclose the substance of this request in any telephone
conversation.

Your cooperation in this matter is greatly appreciated.

Sincerely,

[An1c/sac NAME}
[ASSISTANT nrnscron IN

CHARGE/
spscran AGENT IN ensues]

3



 Rev, Oi-3 l-2003!

SECRET/0RCd;;;EF5£§//FISA
FEDERAL. BUREAU OF INVESTIGATION

Precedence: PRIORITY Date: O9/2&#39;?/2006

To: General Counsel Attn: Julie Thomas
Deputy General Counsel, NSLB

From: Counterterrorism

cxs/ECAU/Room 4343
Contact: IA Best D. Analyst, 202/your phone

Approved By: Billy Joseph Jr
Frahm Charles B
Love Jennifer smith ALL II-IFDPHATIDN c01~1TiI1-1150
wall Thomas S I-IEFLEII-I Is UNCLASSIFIED EXCEPT

Sheldon Kristen L �HERE 5H&#39;3W UTHEP-�I55
Your SSA mm; as-as-zoo?

CLASSIFIED BY 65179 nusxrsnxaw

Drafted By: Analyst Best D bda imimN=1.4 m
bl � * W c ~~~ DECLASSIFY nu: as-as-2032

tW--- Case ID #: {S!�: _Z_W _ M__ Fl  Pending!
W File number which lS a PI or FF  Pending!

 UT �Title "mt§  ELECTRONIC COMUNICATIONS ANALYSIS
NATIONAL SECURITY/PATRIOT ACT LETTER MATTERS

Ui 1  Title of file number which is a PI or FF
Synopsis:  U! Requests the issuance of an Electronic
Communications Privacy Act  "ECPA"! National Security Letter
 NSL! for subscriber and transactional records information.

Dec1ass&#39; On: X1

 U! Full Investigation Initiated: XX/XX/200X
OI�

 U! Preliminary Investigation Initiated: XX/XX/200K, set to
expire XX/XX/200X.

Administrative:  S! This document is classified

SECRET/ORCON/NOFORN//PISA. Portions of this document carrying
classification markings may not be incorporated into any
criminal affidavit, criminal court proceeding or unclassified
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SECRET/0R;BH NOFORN
To: General Counsel From: Counterterrorismi �&#39;* F9/27/2006 bl

investigative file. The information in this document is
intended to be used for lead or background purposes only.

F 1  _  K -L.  -

b2
b7&#39;E.

<u1....._.__+_.,4_§éJ  *1] "Wf:  "ijfi I

b2
b7E

 U!-if. � "fjjif ?ff� iwi ii. i_ _ _

V V V V bl

Details; -SS! A [FULL/PRELIMINARY] [INTERNATIONAL/FOREIGN
¢U!~~-COUNTERI L IGENCE] investigation of XX, the subject of the

captioned case, a [USPER/NON-UBPER], was authorized in accordance
with the Attorney General Guidelines because [Give a full explanation
of the justification for opening and maintaining an investigation of
the subject; barebones facts will not suffice and will cause the
request to be rejected for lack of legal sufficiency].

iUy�"&#39;�"�1>6 Articulate the connection between the email address you
are requesting an NSL upon and the subject listed above.

[U1 �&#39;�&#39;>§3 ECAU requests a NSL be issued to for the email address
XXXX in order to [Fully state the relevance of the requested records
to the investigation]. This email address was verified and
preserved on XXXXX/200K.

ml "&#39;""@ It is requested_that NSLB issue a NSL to XXX for
subscriber and transactional records pertaining to the email
address XXXX.com.

sscnsr/oaco NOFORN
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SECRET/ORC /NOFORN

To: Gener 1 Qgunsel From: Counterterrorism bl
09/27/2006 &#39;

[U?�~�" ~D$§ It is further requested that NSLB ensure the records
obtaine from XXX are submitted to FBIHQ, CTD/CXS/ECAU, Room
4343, IA Best D. Analyst.

szcnmr/on§>§/noronn
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sEcRET/oegbqfnoronn
To: General Counseli Frog; _Q9unterterr0rism I

Re: {s1 [ I09/27/2006 bl

LEAD s1;

Set Lead 1:  Action!

GENERAL COUNSEL

AT W§§HINGTON, DC

WP». . . . .Q This electronic communication requests NSLB
prepare a National Security Letter  NSL} to obtain subscriber
and transactional records associated with the email address XX,

which was verified and preserved on XX/XX/2006. The NSL
should be directed to XX {name of the ISP! at address of ISP.

Results of the NSL should be submitted to FBIHQ, CTD/CXS/ECAU,
Room 4343, IA Best D. Analyst.

OQ

SECRET/ORC /NOFORN

4



 $3-

bl
b6
b7C
b7D

 She

E_llj.S. Department of Justice

Federal Bureau of Investigation

do

Rm! I

Washinglon, D. C. 20535-000]

October 20, 2006

ALL INFOR]-1kTI DH C IJHTA II-IED

HIERJEIDI IS LTNCLESSI FI ED EXIIEPT

F.0I"LER.E SHU [LIN D&#39;I1"lEHIdI SE

IIATE: III6�D&#39;?-200?

CL!923$IFIED BY 651&#39;.-&#39;9 l&#39;.Il�11-Ir&#39;KSR,*&#39;JIC|

REASON: 1.4  C!

DECLASSIFT UH: C16�lJ".-��2EI32

b6
b7C

Sincerely,

U111 E Cliief

Communications Analysis Unit

By:



Freedom of Information
and

Privacy Acts

SUBJECT: NA TIONAL SECURITY LETTERS

FOLDER: egrpl QM 92I09292!_m g l_*

I�I

T Q� 70"" M 4
1� 1&#39;: &#39;°*>

+1
=1»

Q C�D $
�"Q~..,,�n"�

Federal Bureau of Investigation



_ _ -

FEDERAL BUREAU OF INVESTIGATION

FOIPA

DELETED PAGE INFORMATION SHEET

Serial Description - COVER SHEET

Total Deleted Pagels! ~ 16

22

Page
Page
Page
Page
Page
Page



[Code of Federal Regulations]

[Title 47, Volume 3]
[Revised as of October 1, 2005]
From the U.S. Government Printing O�ice via GPO Access

[ClTE: 47CFR42.6]

[Page 6]

TITLE 47--TELECOMMUNICATION

CHAPTER I-FEDERAL COMMUNICATIONS COMMISSION  CONTINUED!

PART 42_PRESERVATION OF RECORDS OF COMMUNICATION COMMON
CARRIERS--Table

of Contents

Sec. 42.6 Retention of telephone toll records.

Each can&#39;ier that offers or bills toll telephone service shall retain for a period of 18 months such

records as are necessary to provide the following billing information about telephone toll calls: the
name, address, and telephone number of the caller, telephone number called, date, time and length
of the call. Each carrier shall retain this information for toll calls that it bills whether it is billing its
own toll service customers for toll calls or billing customers for another carrier.

[51 FR 39536,o¢1. 29, 1936]

ALL INFBPJMTIOIJ IIEII-ITAII-TED

PIEREIN I3 U&#39;I*ICLILEi5IFIED

DATE IZI6-ClB�2UIII? Bic� 65].�?-&#39;9 D151�!/I{5R/JIJ
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ALL II-IFURJLATIEIN coirritnrso

I-IIEPEIIJ IS LINIILEESIFIED

DATE 06-0&#39;:-:00? BY 55119 DI&#39;[FIt&#39;K.$R,"&#39;JTJ]

Before the

FEDERAL COMMUNICATIONS COMMISSION

Washington, DC 20554

In the Matter of

lmplementation of the Telecommunications CC Docket No. 96-115

Act of 1996

Telecommunications Carriers� Use of

Customer Proprietary Network Information
and Other Customer Information

Petition for Rulemaking to Enhance RM-l I277

Security and Authentication Standards for
Access to Customer Proprietary Network

Information

COMMENTS OF TI-IE UNITED STATES

DEBARTMENT5 OF_JUS_T_IQE AND ILOMELAND $_|iCLlRITY

I. Introduction

The United States Department of Justice  �DOJ"!l and the United States

Department of Homeland Security  �DHS�
  collectively, �the Departments�! hereby

submit these comments on the Commission �s Notice of Proposed Ritteinatong  �Notice�!

in the above-captioned docket} The Departments submit these comments to assist the

Commission in its development of further rules protecting the privacy of customer

I DO] includes its constituent components, including the Federal Bureau of
Investigation  �FBI�! and the Drug Enforcement Administration  �DEA�!.

2 DHS includes its constituent law enforcement components, including the United
States Secret Service and Immigration and Customs Enforcement.

3 I n the Matter ofimplementation of the Tetecominanications Act of} 996;
Tet&#39;ec0ininttnication.s� Carriers � Use of Customer Proprietary Network Information and
Other Customer Information; Petition for Rtttetnaking to Enhance S&#39;ecim&#39;!y and
/luthentication Standards for Access to Custoiner Proprietary Network Inforination,

Notice of Proposed Rulemaking, CC Docket No. 96-l I5, RM-11277, FCC 06-10  rel.

Feb. 14, 2006!.



proprietary network information  �CPNI�! without sacri�cing lawful access to important

information that helps solve crimes, prevent terrorist attacks, and safeguard our national

security.

This proceeding was initiated primarily in response to a Petition for Rulemaking

filed by the Electronic Privacy Information Center  �EPIC�! that raised concerns about

the su�icieney of carrier practices related to CPNI." Among other things, EPIC

recommended that the Commission adopt rules requiring that call detail records be -

destroyed when they are no longer needed for billing or dispute purposes or, in the

alternative, requiring carriers to �dc-identify" identi�cation data from the transactional

records.5 In the Notice, the Commission requested comment on �whether C PNI records

should eventually be deleted, and if so, for how long such records should be kept.�° In

exploring the potential negative consequences of a record destruction mandate, the

Commission has asked whether �deleting C PNI or removing personal identification

con�ict with other priorities, such as . . . law enforce1nent.�?

The answer to the above question is an unequivocal �yes,� and we urge the

Commission to explore ways to resolve the issues EPIC has raised in ways that preserve

lawtill access to communi cations records and other CPNI. For law enforcement, such

C-PNI is an invaluable investigative resource, the mandatory destruction of which would

severely impact the Departments� ability to protect national security and public safety.

4 Petition of the Electronic Privacy Information Center for Rulemaking to Enhance
the Security and Authentication Standards for Access to Customer Proprietary Network

Information, CC Docket N0. 96-1 15  �led Aug. 30, 2005!  �EPIC Petition�!.

5 See EPIC Petition at 1 1-12.

6 Notice 11 20.

� ta.
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As re�ected in prior Commission lilings on CPNI issues, the Departments fully support

the C-ommission�s goal of protecting the privacy and security of CPNI through rules

prescribing the proper use and handling of that very sensitive informations But while

measures are needed to prevent improper access to this sensitive information, such

measures should not work to limit properly authorized officials from lawfully accessing

C-PNI in order to solve and prevent crimes and to protect national security and public

safety. In crafting any solution to the problems raised by the EPIC Petition, the

Departments urge the Commission to reject imposing a mandate to destroy invaluable

information used by the Departments in many of their most important investigations?

ll. The Commission&#39;s Ruies Should Focus On Proper Security For All CPNI,

Not On A Mandatory Destruction Requirement That Fails To Protect Some

Records And Frustratcs Lawful Access To Others.

8 See, e.g., Reply Comments of the United States Department of Justice and the
Federal Bureau of Investigation, In the Matter ofimpleinentation of the
Teiecointnnnications Act of I 996; Teieconiimtni&#39;cations Carriers &#39; Use offfirstomer
Proprietary Network Information and Other Customer Information, Third Further Notice
of Proposed Rulemaking, CC Docket No. 96-115 at 4, n. 8  tiled Nov. 19, 2002!;
Connnents of the Federal Bureau of Investigation, In the Matter ofimpiernentation ofthe
Telecoininnnications Act of I 996; Tetecominanications Carriers &#39; Use of C ustomer

Proprietary Network Information and Other Customer Information, Notice of Proposed
Rulemaking, CC Docket No. 96-115  �led Jul. 9, I997!; Comments of the Federal
Bureau of Investigation, In the Matter of! 998 Biennial Regulatory Review of
International Common Carrier Regulations, Notice of Proposed Rulemaking, IB Docket
No. 98418  �led Aug. 13, 1998!.

9 EPlC�s alternative recommendation � record de-identi�cation � is also an

unworkable option with respect to law enforcement�s lawful access to such records. De-
identi�cation would separate the data that identify a particular caller or recipient  e.g.,
name, address, numbers called, etc.! from the general transaction records. Because the
data that identi�es a particular caller or recipient is often the critical portion of the call
record for investigatory purposes, an irreversible de-identi�cation approach would
undermine the usefulness of the information provided pursuant to legal access.
Accordingly, mandating the de-identi�cation of such records would be the equivalent of
mandating their destruction for law enforcement investigatory purposes. A de-
identi�cation approach should therefore be rejected for the same reasons.

2



A mandatory destruction requirement is the wrong approach For two reasons.

First, because not all records would be immediately destroyed, ell� o11s are better focused

on proper security for the records while they are maintained. Second, and more

importantly, the inability to produce records in response to lawful authority would have a

signi�cant negative impact on national security and public safety. Accordingly, the

Departments urge the Commission to focus on security measures to protect all C PNI

against unauthorized access rather than a rule that would also preclude lawfully

authorized access.

As the Commission recognized when it explicitly asked about the impact of

EPIC�s records destruction proposal on other concerns, CPNI has other valid uses, such

as fraud prevention and the protection of a carrier�s own networlcm Another legally

authorized use is to investigate crime and protect national security and public safety. The

Departments seek lawful access to CPNI in connection with investigations of all kinds �~

from child pornography to illegal drug traf�ckin g, counter-intelligence, espionage, and

more. In fact, as the FBI has previously advised the Commission, lawfully-obtained

CPNI is used in virtually every federal, state, and local investigation of consequence.�

Such CPNI is critically important not only in solving crimes but also in preventing crimes

and even saving lives.� As discussed below, the same is true in the national security and

1° The Departments submit that, beyond any retention period required by law,
carriers should be free to retain voluntarily CPNI for other legal and appropriate
purposes, such as protecting their networks and mitigating fraud.

H See Comments ol� the Federal Bureau of Investigation, in re hnpieiuentation ofthe
Telecoaimrrnicarions A cr of 1 996: Teleconmmnications C arriers� Use ofCusromer

Proprietary Net work Ir.[formcm&#39;0n and Other Customer Iufoririatron, CC Docket No. 96-
115  �led Jul. 9, I997! at S.

&#39;2 Ia�.
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espionage contexts, where lawfully-obtained CPNI has enabled law enforcement and

national security agencies to prevent terrorist acts and acts ofespionage. &#39;3 The courts

have likewise long recognized the importance of telephone records to the administration

ofjustice � both to law enforcement in the investigation and prosecution of serious

offenses, such as illegal drug trafli ckin g and organized crime, and to defendants in

establishing an alibi defense.� Thus, a mandatory destruction requirement � particularly

one tied to a point in time completely unrelated to these purposes, i.e., when records

cease to be �needed for billing or dispute purposes" - would inevitably result in the loss

of critical information to many such investigations and cases.�

Moreover, a mandatory records destruction regime would be particularly

inappropriate, because it could hinder eftorts to counter international terrorism. Lawful

access to comrnunications records is a critical tool in the �ght against global terrorism.

Such records, when combined with other investigative information, can be used to

establish the movements and identities of known and suspected terrorists. Mobile phone

records, for example, were instrumental in tracking down the perpetrators of the Madrid

&#39;3 Id. at 6-1.

�� See. e.g. U.S. v. Hcmardt, 173 r. Supp. 2a 801  ND. 111. 2001!  phone records
helped establish defendanfs �long-time connection to Chicago organized crime"!; U. S. v.
Scale, 388 F. Supp. 2d 396  S.D.N.Y. 2005!  cellular phone records showed numerous
calls between detendant and known organized crime �gures!; Reporters Committee for

Freedom ofthe Press v. AT& T, 593 F.2d 1030, 1036-37  D.C. Cir. 1978!  noting that

�toll-billing records have become an invaluable law enforcement. aid" and that
information ��om toll-billing records has been used by state and federal law enforcement
o�icials in criminal investigations and prosecutions for over 50 years!. See also Butler v.

State, 716 S.W.2d 48  Tex. Crim. App. I986!  telephone toll record was the key factor in
establishing alibi defense!.

&#39;5 We note that any mandatory data destruction requirement would also largely
negate the utility ofthe existing data preservation scheme under 18 U.S.C. § 27036!; if

the data relating to a speci�c investigation has been destroyed, there will be nothing for
providers to preserve in response to a request from law enforcement.

2
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bombings that killed 191 and injured approximately L800 people on March I 1, 2004.�;

The National Commission on Terrorist Attacks Upon the United States also relied on

telephone records in numerous instances to establish the movements and contacts ofthe

9&1 hijackers before their terrorist attacks on the World Trade Center and the Pentagon

on September 11, 2001.�?

It is precisely these kinds of concerns that motivated the Cornmission to abandon

its former rules requiring data destruction and adopt its current rules that require the

maintenance of certain categories of CPNI. Prior to 1986, the Commission�s Part 42

carrier record-keeping rules required, among other things, that carriers  l! macerate or

destroy the legibility ofrecords the contents of which are forbidden by law to be divulged

to unauthorized persons,� and �! retain telephone toll records for six months.� As part

ofa comprehensive review by the Commission ofits Part 42 rules and in response to a

related request by DOJ to extend the telephone toll record retention period speci�ed

therein, the Commission  among other things! eliminated the records destruction &#39;

16 See �Madrid Bombing �Manager� in Court," BBC News  June 3, 2005!, viewable
at http : fl news. bbc. co. ulo� go! pr! �v� -r�2:�hi.t&#39;uk_newsr�englandr�berl<shirel460 7 l 75 .stm
 telephone records used to show bombing �manager� had been in contact with people

involved in the Madrid bombings!.

� See The 9/tr Commission Report  released Jul. 22. 2004! at 212, 515 11.26, 522
n.68.

&#39;8 See In the Mrtrter 0fRev:&#39;.n&#39;0n ofPart 42. Preservation of Records of
C ommn nicarion Common Carriers, Notice of Proposed Rulemaking. 1935 FCC LE.�-GS
2945 111} l3, 23 �985!  �Part 42 NPRM�!  discussing the record destruction requirement
contained in the then-current version ofSection 42.6 ofthe Commissions rules, 47 C.F.R.

§ 42.6  Destruction of Records! �985!!.

&#39;9 See Part 4 2 NPRM �H 18  discussing the toll record retention requirement
contained in the then-current version of Section 42.9 of the Commissions rules, 47 C.F.R.

§ 42.9  List ofRecords! �985!!.
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requirement and extended the toll record retention period to 18 months. 3° In granting

DOJ�s request, the Commission speci�cally recognized that an extension of the retention

period was warranted in order to �support successful investigations and prosecutions . . .

Pm In extending the retention period, the Commission - with DOJ�s input � re�ned and

narrowed the speci�c information that law enforcement stated it would need to support

its investigative efforts at that time.�

In addition to the Comniissiotfs own prior acknowledgment ofthe difficulties a

destruction requirement presents, recent experience in other countries further highlights

the problems created by such requirements. The establishment of a data destruction

regime in the European Union  �EU�! a number ofyears ago has been found to be

incompatible with protection of public safety and national security. Ln response, the EU

recently adopted a Directive - binding on all of its member countries - that will have the

effect of mandating all �providers of publicly available communications services� to

See In the Matter offievfsion cfPrJrt 42, Preservat.=&#39;0n of Records of
Coriimunicatfon Common Car&#39;rr&#39;ers, Report and Order, 1986 WL 290829, 60 Rad. Reg. 2d
 P&F! 1529 1H] 4, 23-27, 38, 41-42 �986!  �Parr 42 Order"!. DOJ�s request was
supported by the Advisory Committee for United States Attomeys, the FBI, the Bureau
of Alcohol, Tobacco and Firearms, the U.S. Postal Service, and the Immigration and
Naturalization Service. See Part 42 NPRM 1] 18.

*1 See Part 42 Or&#39;dei&#39;1] 41.

23 See Part 42 Order 1[ 43. The speci�c information that DO] indicated law
enforcement would need at that time includes the name, address, and telephone number
ofthe caller; telephone number called; the date, time, and length ofthe call; and

automatic message accounting tapes. Id. The list oflaw enforcelnent-reqtlired
information was incorporated into Section 42.6 of the Commissions rules and remains

listed therein today. See 47 C-.F.R. § 42.6 �006!.

20
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store and retain communications data for up to two years.� ln acknowledging the need

for data retention requirements, the EU Parliament and Council recognized that:

retention of data has proved to be such a necessary and
effective investigative tool for law enforcement in several
Member States, and in particular concerning serious

matters such as organised crime and terrorism. it is
necessary to ensure that retained data are made available to

law enforcement authorities for a certain period, subject to
the conditions provided for in this Directive.�

EPIC�s recommended data destruction mandate would cause the Commission to

regress to a course it has long since rejected. If anything, reliance on telephone call

records as an investigative resource to protect public safety and national security has only

increased and become more critical in the almost twenty years since the Commission

revised Section 42.6 of its rules to evtend the telephone records retention period.�

Notwithstanding this increased reliance on such records, however, the ef�cacy of the

Commission�s current Section 42.6 requirement to meet law enforcement needs has been

signi�cantly eroded.

While the risks are clear and many, the bene�t from a mandatory destruction

requirement is largely unclear and certainly limited. The mandatory destruction of some

23 See Council Directive, 2006:&#39;24fEC. 2006 O.J.  L 105! 54, Article 6  �Directive�!,
viewable at http:ffeuropa.et1.intfeur-lexflexfJOl-ltml.do?uri=OJ:L:2006: 105:som:en:html.

See also Miriam H. Wugmeister and Karin Retzer, Dara Retention � .-&#39;mpZ:&#39;catI0ns_for
Busiiiess, 7 NO. 2 Privacy 8:. Info. L. Rep. 7 �006!.

24 See Directive at 4 1! 9.

25 Moreover, as the Commission notes in the Notice, carriers themselves have
already expressed concern about potential con�icts with Commission rules that require
that call records and other C-PNl be kept for at least a minimum period of time. See

Notice 1] 20  noting carriers� comments that destroying records might con�ict with the
C-ommission�s Part 42 record-keeping rules, 47 C-.F.R. §42.0l-l l!.

2
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CPNI does nothing to addrcss a signi�cant portion ofCPNI, speci�cally itifonnation

needed for billing disputes, which will still need to be secured.� In fact, the material

retained will most likely he the most recent records and hence possibly the most useful

for data brokers. Rather than expending effort on promulgating rules with signi�cant

omissions, the Commission should instead focus its efforts, and those of carriers, on

appropriate security measures that ensure that any access to such records is done only

with valid legal authority. As the Department of Justice has urged the Commission for

years, one large step in that direction would be to require that CPN1 of U.S. customers of

domestic services be stored exclusively within the United States.�

In opposing and pointing out the inadequacies of a data destruction regime, the

Departments do not thereby imply that the current CPNI rules are adequate effectively to

meet law en forcemeufs needs or protect public safety and national security. As noted

above, the Departments have previously asked the Commission to strengthen the security

ofthese records in a number of ways.� Further, developments in the world and in the

communications marketplace since the Comntissiotfs last examination of these rules

have highlighted the limited scope ofthe Comn1ission�s rules. Today, many modern

26 The statute of limitations in Section 415 of the C-ontntunications Act for billing
disputes is two years. 47 U.S.C. § 415. The nature of Section 415 necessarily compels
carriers to maintain all potentially relevant documents needed in connection with

resolving actions concerning recovery oflawfttl charges or damages.

N See Reply Comments of the United States Department of Justice and the Federal
Bureau of Investigation, In the Matter afjmplemenration ofrhe Telecoammmcatiorts Act
of I 996; Telecalrtnttmtcarions Carriers" Use qf C ustomer Proprietary Network
Information aria� Other C ustamer Information. Third Further Notice of Proposed
Rulemaking, CC DocketNo. 96-l l5 at 4, 11.8  �led Nov. 19, 2002!.

18 See id. See also Comments of the United States Department of Justice, In the
Matter o_fIP-Enabled Services, Notice of Proposed Rulemaking, WC Docket No. 04-36

 �led May 28, 2004!.
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communications service providers maintain sensitive records about their customers�

private communications, yet these new carriers have not been made subject lo the rules

that have traditionally governed CPNL29 In addition, as carriers covered by the

Cornmissiotfs existing rules have increasingly moved away from classic billing models,

in which charges are itemized and billed by type of service, to non-measured, bundled,

and �at-rate service plans, some carriers have claimed that call records under such new

plans are not covered by Section 42.6 because they are not "toll records." Therefore,

these carriers have argued that no records need be retained. This has signi�cantly

diminished the availability of call records that were historically made available to law

enforcement, pursuant to lawful process, as traditional "billing records" under the

Commission&#39;s rules. While it is recognized that changes in the communications industry

over the past decade have resulted in changes in the record retention practices of such

providers, it must also be acknowledged that the nature and immediacy of the threat

confronting public safety and national security has signi�cantly changed and evolved

such that the need law�illy to access these critical records has increased, not diminished.

As a consequence ofthese changes, the Departments believe it is necessary to re-

examine the C-ommissiotfs existing rules which no longer ful�ll critical public safety or

national security needs in three key respects: 1! the scope of carriers and providers

29 Ia�. To the extent that the Notice requests comment on whether any requirements
that the Commission might adopt in the present rulemaking should extend to VoIP or
other IP-enabled service providers, the Departments refer to their May 28, 2004
comments on this subject.
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covered; 2! the scope of information and records covered, and; 3! the duration of

retention of inf orrnati on and records.�

The critical role that communications records play in the Departments� most

important investigations and the serious consequences for public safety and national

security which result from the unavailability of such records cannot be understated. The

Attorney General recently underscored this point when he noted that the investigation and

prosecution of child predators depends critically on the availability of evidence that is

often in the hands of Internet service providers. He observed that this evidence will be

available to law enforcement only if the providers retain the records for a reasonable

amount oftime. Consequently, the Attorney General asked experts at the Department of

Justice to examine how the failure of some Internet service providers to keep such

records has hampered the Departntent�s efforts to investigate and prosecute child

predators.� In recognition of the importance of this issue, the Departments each will be

evaluating how the availability of different categories of data held by different types of

modern communications carriers impacts the Departments� respective missions. In

addition. the Attorney General has pledged to reach out personally to leading service

providers and other industry leaders to solicit their input and assistance. As these efforts

develop, the Departments expect to have Further views on how long data should be held,

what data should be retained, and which carriers should have such obligations.

30 It should be noted that whereas the Commission has limited the retention period
for toll records to 18 months, the statute oflimitations for many federal lclony crimes is
five years, during which time law enlbrceinent needs for relevant evidence continue. The
Commission should explore, with further input from law enforcement, the degree to
which the existing I8-month rule should be extended.

3] See Prepared Remarks of Attorney General Alberto R. Gonzales at the National
Center for Missing and Exploited Children  NCM EC! in Alexandria, Virginia, on April
20, 2006, available at http:f»�www.usdoj.govfag/speeches;�2006!ag_speech_060420.htmI.

2
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III. Any Notice Requirement. Adopted by the Commission Should Include A
Provision Requiring Advance Notice to Law Enforcement and, Where

Appropriate, Delayed Notice To The Consumer.

The EPIC Petition also suggested that carriers should be required to notify

affected customers when there has been an improper disclosure of CPNL32 In the Notice9

the Commission went further and asked for comments regarding �the costs and bene�ts

ofroulinely notifying customers a�er any release oftheir CPNl."33 While the

Departments strongly support prompt victim noti�cation in the case of security breaches,

we believe any rule requiring such noti�cation should also require that carriers first

notify law enforcement authorities and, where appropriate, allow law enforcement to

request a reasonable delay in noti�cation to the consumer where such noti�cation might

harm related law enforcement investigative efforts. In addition, any requirement that

customers routinely be notified of disclosures of their C-PNI should make clear that it

does not alter the rules aheady established by Congress regarding the circumstances

under which a customer must be noti�ed of law enforcement access to customer records.

Requiring advance notice to law enforcement of security breaches, together with

the option of delaying consumer notification, can serve several important goals. First,

anecdotal evidence suggests that many CPNI breaches go unreported to law enforcement.

Only by prompt investigation of such breaches can the offenders be identi�ed and

punished. Thus, required reporting to law enforcement will deter �irther breaches of

C-PNI security. Second, where deemed necessary by law enforcement, a reasonable delay

can help preserve evidence critical to the investigation of misappropriation of CPNI. if a

carrier suffering an intrusion or theft must immediately announce the security breach to

33 See EPIC Petition at ll.
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affected customers and to the public, the persons responsible may be tipped offthat law

enforcement is investigating their crime. Criminals would then have the opportunity to

destroy evidence, change their behavior, and otherwise jeopardize the investigation and

avert justice. Indeed, the approach outlined above is the one taken by a variety of

proposed legislat.ion currently under consideration by Congress.�

The Commission�s questions regarding routine noti�cation ofgy access to

CPNI, even when no security breach is suspected, raise additional issues.� There may be

good reasons that a carrier may want to disclose CPNI without notifying its customer,

e.g., during the course ofa fraud investigation. But ifthe Commission does decide to go

beyond noti�cation of actual security breaches, it should at a minimum make clear that

any new requirements do not alter the balance struck by Congress for when law

enforcement access to customer records must be disclosed. See 18 U.S.C. 2701 er seq.

Because Congress has already established a structure for customer notifi cation of law

enforceinent access to customer records, the Commission should exclude disclosure of

CPNI to law enforcement from any routine notification requirement.

IV. Conclusion _

For the reasons stated herein, the Departments urge the Commission not to adopt

rules mandating the destruction of call records and similar C PNI, a vitally important

investigative resource for protecting public safety and national security. Such a rule

would undoubtedly hinder the Departments� ability to carry out their respective public

3� Notice 11-23.

34 See. e.g._. Data Accountability and Trust Act, I-l.R. 4127, 109th Cong. �005!;
Personal Data Privacy and Security Act of 2005. S. 1789, 109th Cong. �005!.

35 Notice �l 23.
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safety and national security responsibilities. Additionally, the Departments stiggesl that

any new rules requiring customer noti�cation in the case of improper CPNI disclosure

include a requirement that earri ers provide prompt notice to law enforcement and an

opportunity for law enforcement to request delayed noti�cation to the consumer. We

appreciate the Commission&#39;s recognition and support of the Departments� important

mission in these areas.

Dated: April 23, 2006 Respectfully submitted,

THE UNITED STATES DEPARTMENT OF JUSTICE

_ fsf Laura H. Parslg _ _
Laura I-I. Parsky

Deputy Assistant Attorney General
Criminal Division

United States Department of Justice

950 Pennsylvania Avenue, NW.
Room 2 l I 3

Washington, D.C. 20530

�02! 616-3928

and

fsi� Elaine N. Lammert
Elaine N. Lannnert

Deputy General Counsel
Office of the General Counsel

Federal Bureau of Investigation
United States Department of Justice

J. Edgar Hoover Building
935 Pennsylvania Avenue, N.W.
Room 7435

Washington, D.C. 20535

�02! 324-1530
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and

;_______f_sj_l_92_&#39;li7cl1a5_-::l_L,.:Qj@inelli__ __ 7_ _ __i___

Deputy Chief Counsel
Office ofC-hief Counsel

Drug Enforcement Administration
United States Department of Justice
Washington, D.C. 20537
�02! 302-2020

and

THE UNITED STATES DEPARTMENT OF HOMELAND SECURITY

2 tat S!¢!�ilQ_A~ Balesrs,
Stewart A. Baker

Assistant Secretary for Policy
United States Department of Homeland Security
3801 Nebraska Avenue, N.W.

Washington, D.C. 20523

�02! 232-8030
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[Code of Federal Regulations]

[Title 47, Volume 3]

[Revised as of October 1, 2005]
From the U.S. Government Printing O�ice via GPO Access

[ClTE: 47CFR-42.6]

[Page 6]

TITLE 47--TELECOMMUNICATION

CHAPTER I--FEDERAL COMMUNICATIONS COMMISSION  CONTINUED!

PART 42_PRESERVATION OF RECORDS OF COMMUNICATION COMMON
CARRIERS--Table

of Contents

Sec. 42.6 Retention of telephone toll records.

Each carrier that offers or bills toll telephone service shall retain for a period of I8 months such
records as are necessary to provide the following billing information about telephone toll calls: the
name, address, and telephone number of the caller, telephone number called, date, time and length
of the call. Each carrier shall retain this information For loll calls that it bills whether it is billing its
own toll service customers for toll calls or billing customers for another carrier.

[51 FR 39536, om. 29, 1936]
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I_Rc92v. 01-31-2003!

FEDERAL BUREAU OF INVESTIGATION Egc

lecuhmcm ROUTINE Date: 12/15/2006

To: Can Valerie signout an all Division EC?
Attn: ADIC/SAC

CDC

From: Office of the General Counsel
National �&#39;c &#39; 92 "b 6

Approved By:

caproni Va-ilerie E� ALL INFDRJLKTIDN CIZINTAINED
Thomas Julie E HZEREIIJ IS uvcu-.ssIF1r0

ma?! us-19-200? BY 55119 nu�rrsaraw

Case ID §:  U! 3l9X�HQ�Al4B772O-OGC
1073946

Title:  U! LEGAL ADVICE AND OPINIONS;
UPLOADING OF NSL RETURN INFORMATION

Synopsis:  U! Provides guidance to the field as to the need to review
NSL return information prior to uploading the information into FBI

databases.

Details: {U}

It has come to the attention of the Office of General

Counsel, National Security Law Branch  NSLB!, that there may be
occasions in which NSL information has been uploaded into Telephone

Applications and other databases prior to having been reviewed by any
FBI personnel. This is particularly likely to occur if the
information is received in electronic form. However, a problem arises
if the information that was received is not responsive to the NSL and
thus, not relevant to an authorized national security investigation,
or, alternatively, if there was a mistake by the FBI in the HSL such
that the records are responsive but not relevant to an authorized
investigation. Such deficiencies in the NSL return information may
never be discovered, or, discovered too late to prevent the use of
information that the FBI did not properly collect. Therefore, it is
imperative that the records be reviewed before uploading to assure
that they are relevant to an authorized national security
investigation. Thereafter, if the records were properly obtained,

&#39;__i-



To: All Divisions From: Office of the General Counsel

Re: 3l9K�HQ�hl487720�OGC 12/15/2006

they may be uploaded into a database. If there is a problem with the
manner in which they were obtained, other steps need to be taken.1

-u t � 3 F " i� e e t Pq es ions ab-ut tnis mactcr may be directed -o AGw

b6

b7C

b2 1- Ms. Caproni
l_ 92-

l

l If the records were not properly obtained, i.e., there was a mistake
by the Carrier or the FBI in the NSL process, then the records should be

sequestered with the CDC, and a potential IOB reported to NSLB. Thereafter,

in its responsive EC, NSLB will indicate the proper disposition of the
records. If the records were in fact properly obtained {e.g., the records are

covered by the attachment, if not the body of the NSL!!, they may be retained
and uploaded. If the records were not properly obtained but are relevant to

an authorized investigation {e.g., exceed the time frame of the NSL but

pertain to the subject of the NSL!, the records should remain sequestered
until another NSL is issued to cover those records. If the records were not

properly obtained and are not relevant to an authorized investigation, the CDC

is expected to contact the owner of the records and determine if the entity
wants the records returned to it or destroyed by the FBI. For a full

explanation of the manner in which NSL records should be maintained for IOB

purposes, see EC, dated 11/16/2006, 278�HQ�Cl229?36, serial 25TO.

2
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DATE O6�12*2UD? BY 651?? DH/KiRfTH

1073945

Good morning Mr. Chaimtan, Ranking Member Smith, and Members of the Committee. It

is my pleasure to appear before you today to discuss the recent report by Department of Justice&#39;s

Office of the Inspector Genera]  OIG! regarding the FBI�s use of national security letters  NS Ls!.

The OIG&#39;s report is a fair report that acknowledges the importance of NSLS to the ability ofthe FBI

to conduct the national security investigations that are essential to keeping the country safe.

Importantly, the OIG found no deliberate or intentional misuse of the national security letter

authorities, Attorney General Guidelines or FBI policy. Nevertheless, the OIG review identi�ed

several areas of inadequate auditing and oversight of these vital investigative tools, as well as

processes that were inappropriate. Although not intentionally, we fell short in our obligations to

report to Congress on the frequency with which we use this tool and in the intemal controls we put

into place to make sure that it was used only in accord with the letter of the law. Director Mueller

concluded from the OIG&#39;s �ndings that we must redouble our efforts to ensure that there is no

repetition of the mistakes of the past in the use of these authorities and I share his commitrnent. I

would also like to acknowledge the role of Congress and the effectiveness of congressional oversight

in surfacing the de�ciencies raised in this audit, which was called for in the USA PATRIOT

Improvement and Reauthorization Act. The report made ten recommendations in response to the

�ndings, designed to provide both the necessary controls over the issuance of NSLS and the creation

and maintenance of accurate records. The FBI �llly supports each recommendation and concurs

with the Inspector General that, when implemented, these reforms will ensure full compliance with

both the letter and the spirit of the authorities entrusted to the Bureau.

National Security Letters

I

i



National Security Letters generally permit us to obtain the same sort of documents from

third patty businesses that prosecutors and agents obtain in criminal investigations with grand juiy

subpoenas. Unlike grand jury subpoenas, however, NSL authority comes through several distinct

statutes and they have speci�c rules that accompany them. NSLs have been instrumental in

breaking up cells like the �Portland Seven,� the �Laekawanna Six,� and the �Northern Virginia

Jihad.� Through the use of NS Ls, the FBI has traced sources of terrorist funding, established

telephone linkages that resulted in further investigation and arrests, and arrested suspicious

associates with deadly weapons and explosives. NSLs allow the FBI to link terrorists together

�nancially, and pinpoint cells and operatives by following the money.

The NSL authority used most frequently by the FBI is that provided by the Electronic

Communications Privacy Act  EC-PA!. Through an ECPA NSL, the FBI can obtain subscriber

information for telephones and electronic communications and can obtain toll billing information

and electronic communication transaction records. Signi�cantly, the FBI camot obtain the content

ofcotmntinicatiotts through an ECPA NSL. Although the exact numbers of ECPA NSI_.s remains

classi�ed, it is the most common NSL authority used.

Pursuant to the Right to Financial Privacy Act  RFPA!, the FBI also has the authority to

issue NSLS for financial records �&#39;on1 a financial institution. RF PA NSLs are used commonly in

connection with investigations ofpotential terror �nancing.

Pursuant to the Fair Credit Reporting Act, the FBI has the authority to issue three different,

but related, types of NSLs to credit reporting agencies: an NSL pursuant to 15 U.S.C. I68 lu a! for

the names of �nancial institutions with which the subject has or has had an account; an NSL

pursuant to 15 U.S.C. l68lu b! for consumer identifying information  name, address, former
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addresses, employment and former employment!; an NSL pursuant to 15 U.S.C. l681v for a full

credit report. Ofall the FBI"s NSL authorities, only the last of the FCRA authorities is restricted to

use only in international terrorism cases.

Finally, the FBI has the authority to issue NSLs pursuant to the National Security Act in the

course of investigations of improper disclosure of classi�ed information by goveniment employees.

For the �rst 3 types ofNSLs  ECPA, RFPA, FCRA! the NSL must include a certi�cation by

an authorized FBI employee that the material is being sought for an authorized national security

investigation. That certi�cation is slightly different in the case of a FC-RA NSL for a full credit

report, where the certification required is that the information is relevant to an international

terrorism investigation.

The authority to issue an NSL lies at a senior level within the FBI. An NSL can be issued

only by an official who ranks not lower than Special Agent in Charge or Deputy Assistant Director.

All such officials are career government employees who are members of the Senior Executive

Service. Procedurally, an agent or analyst seeking an NSL must prepare a document  an electronic

communication or EC! in which the employee lays out the Factual predicate for the request. The

factual recitation must be su�iciently detailed so that the approving official can determine that the

material sought is relevant to an investigation. Additionally, it needs to provide sufficient

information conceming the underlying investigation so that reviewing officials can confirm that the

investigation is adequately predicated and not based solely on the exercise of First Amendment

rights. Finally, the EC includes a �lead� to the Office of the General Counsel  OGC! for purposes of

Congressional reporting.

OIG Rgport
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As directed by Congress, we endeavored to declassify as much information as possible

concerning our use of NSLs in order to allow the inaxiinum amount of public awareness of the

evtent of our use of the NSL tool consistent with national security concerns. To that end, for the first

time the public has a sense of the frequency with which the FBI makes requests for data with

national security letters. In the period covered by the report, the number of NSL requests has ranged

tiorn approximately 40,000 to 60,000 per year and we have requested information on less than

20,000 persons per year. For a variety of reasons that will be discussed below, those numbers are

not exact. Nevertheless, they, for the �rst time, allow the public to get some sense of the order of

magnitude ofthese requests; there are a substantial number of requests, but we are not collecting

information on hundreds of thousands of Americans.

There are three �ndings by the OIG that are particularly disturbing, and it is those three

�ndings that I wish to address this morning: �! inaccurate reporting to Congress of various data

points we are obligated to report relative to NS Ls; �! the use of so-called exigent letters that

circumvented the procedures required by EC PA; and �! known violations  both previously self-

reported by FBI and not previously reported! of law and policy with regard to usage o.fNSLs.

Congressional Rewrting

A �nding of the report that particularly distresses me is the section that addresses the

inaccuracies of the numbers we report to Congress. That responsibility lies with my division, and

we did not do an acceptable job. The process for tabulating NSLs simply did not keep up with the

volume. Although we came to that realization prior to the OIG report and are working on a

technological solution, that realization came later than it should have.
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At some point several years before my tenure at the FBI began, our process for tracking

NSLs for Congressional reporting purposes shifted from a totally manual process, where NSL data

was written on index cards, to a standalone Access database. This database is referred to in the OIG

report as the OGC database. While the OGC database was a giant technological step forward from

3 x 5 index cards, it is not an acceptable system given the significant increase in use of NSLs since

9;� 1 l. First and foremost, the OGC database is not electronically cormected to AC S, the system ��om

which we derive the data. Instead, there is a manual interface between ACS and OGC database.

An OGC employee is responsible for taking eve1y NSL lead that is sent to OGC and manually

entering the pertinent information into the OGC database. Nearly a dozen �elds must be manually

entered, including the �le number of the case in which the NSL was issued  typically 15 digits and

alphanumeric identi�ers!.

Approximately a year ago we recognized that our technology was inadequate and began

developing an automated system to improve our ability to collect this data. The system, in addition

to improving data collection, will automatically prevent many of the errors in NS Ls that we will

discuss today. We are building an NSL system to function as a work�ow tool that will automate

much of the work that is associated with preparing NS Ls and the associated paperwork. The NSL

system is designed to require the user to enter certain data before the work�ow can proceed and

requires specific reviews and approvals before the request for the NSL can proceed. Through this

process, the FBI can automatically ensure that certain legal and administrative requirements are met

and that required reporting data is accurately collected. For example, by requiring the user to

identify the investigative file from which the NSL is to be issued, the system will be able to verify

the status of that �le to ensure that it is still open and current  e. g. request date is within six months
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of the opening or an extension has been tiled for the investigation! and ensure that NSLs are not

being requested out of control or administrative �les. The system will require the user to separately

identify the target of the investigative �le and the person whose records are being obtained through

the requested NSL, if different. This will allow the FBI to accurately count the number of different

persons about whom we gather data through NSLs. The system will also require that speci�c data

elements be entered before the process can continue, such as requiring that the target&#39;s status as a

United States Person or |1on-Unitedltstates Person be entered. The system will not pennit requests

containing logically inconsistent answers to proceed.

The NSL system is being designed so that the FBI employee requesting an NSL will enter

data only once. For example, an agent or analyst who wishes to get telephone toll billing records

will only have to prompt the system that he is seeking an ECPA NSL for toll records and type the

telephone number once. The system will then automatically populate the appropriate �elds in the

NSL and the authorizing EC. The system will then generate both the NSL and the authorizing EC-

For signature, thereby ensuring that the two documents match exactly and minimizing the

opportunity for transcription errors that give rise to unauthorized collections that must be reported to

the Intelligence Oversight Board  IOB!. Agents and analysts will still be required to provide the

narrative necessary to explain why the NSL is being sought, the factual basis for making a

detennination that the infomiation is relevant to an appropriately predicated national security

investigation, and the factual basis for a determination whether the NSL. should include a non-

disclosure provision. In addition, this system will have a comprehensive reporting capability.

We began working with developers on the NSL system in February 2006 and we are

optimistic that we will be able to pilot it this summer and roll it out to all �eld o�ices by the end of
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the year. At that point, l will be con�dent the data we provide to Congress in �tture reports is as

accurate as humanly possible.

In the meantime. we are taking several steps to correct the numbers we have previously

reported. First, we are making data corrections in our database. Through a computer program, we

have identi�ed all entries that must be erroneous because there is an apparent error in the entry  e. g.,

there are more NSLs reported than requests; the date shows a year that is impossible �03!!. W e are

manually reviewing those entries and making corrections. We have also started a random sampling

of ten percent of the total entries in the OGC database which contains approximately 64,000 entries.

Those entries will be manually checked against ACS. We will determine whether there is a

signi�cant difference between the entries in our database and the actual il1f0l�1"t�13l.l0ll in ACS. To

the extent there is a di�erence, that will be the factor that will be used to correct our prior reporting.

While not yielding an exact count, we believe that to be a statistically appropriate way of correcting

prior reporting. We have discussed this methodology with the OIG and will offer it the opportunity

to review our work. We are striving to have corrected reports to Congress as soon as possible.

As with the other shortcomings identi�ed by the OIG, there was no �nding of an intent to

deceive Congress conceming our use ol�NS Ls. ln fact, as noted, we identi�ed de�ciencies in our

system for generating data prior to the initiation ofthe OlG�s review and �agged the issue for

Congress almost one year ago. While we do not l<.now the extent of the inaccuracies in past

reporting, we are con�dent that the numbers will not change by an order of magnitude.

Exi gent Letters

The nest signi�cant �nding of the OIG involved the use within one unit at Headquarters of

so-called "exigent letters." These letters, which numbered in excess of 700, were provided to
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telephone companies with requests for toll billing information regarding telephone numbers. All of

the letters stated that there were exigent circumstances. Many of the letters stated that federal grand

jury subpoenas had been requested for the records even though in fact no such request for grand jury

subpoenas had been made, while others promised future national security letters. From an audit and

intemal control perspective, the FBI did not document the nature of the emergency circumstances

that led it to ask for toll records in advance of proper legal process, did not keep copies ofall of the

exigent letters it provided to the telephone companies, and did not keep records showing that it had

subsequently provided either the legal process promised or any other legal process. Further, based

on interviews the OIG conducted, some employees indicated that there was not always any

emergency relating to the documents that were sought.

OGC has been working with the affected unit to attempt to reconcile the documentation and

to ensure that any telephone record we have in an FBI database was obtained because it was relevant

to an authorized investigation and that appropriate legal process has now been provided. As of late

last week, there were still a small handful of telephone numbers that had not been satisfactorily tied

to an authorized investigation. If we are unable to determine the investigation to which those

telephone numbers relate, they will be removed from our database and destroyed.

The OIG rightfully objected to the FBI obtaining telephone records by providing :1 telephone

carrier with a letter that states that a federal grand jury subpoena had been requested when that was

untrue. It is unclear at this point why that happened. The Director has ordered a special inspection

in order to better understand the full scope of intemal control lapses.

We also concur with the OIG that it is inappropriate to obtain records on the basis of a purported

emergency if. in fact, there is no emergency. We continue to believe, however, that providers had
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the right to rely on our representation that there was an emergency and that the �exigent letters� -

had they been issued only when there was an exigent circumstance and had they correctly identi�ed

the legal process that would follow - would have been an appropriate tool to use.

In response to the obvious internal control lapses this situation highlights, changes have

already been made to ensure that this situation does not recur. Any agent who needs to obtain

ECPA-protected records on an emergency basis must now do so pursuant to l8 U.S.C. �Z702.

Section 2702 c!�! pennits a carrier to provide information regarding its customers to the

government ifthe provider in good faith, believes that an emergency involving danger of death or

serious physical injury to any person requires disclosure without delay of infomiation relating to the

emergency. A request for disclosure pursuant to that statute generally must be in writing and must

clearly state that the disclosure without legal process is at the provider�s option. The letter request

must also set out the basic facts of the emergency so that the provider can make some assessment

whether it concurs that there is an emergency.

Intelli2enee__Q_versight Board Process

The OIG also examined misuse of NS Ls that had been reported  and some that had not been

reported! as part of the IOB process. As this committee knows, pursuant to Executive Order 12863

the President has an Intelligence Oversight Board that receives from the agencies in the intelligence

colnmunity reports of intelligence activities that the agency believes may have been unlaw�ll or

contrary to Executive Order or Presidential Directive. This language is interpreted by the FBI and

DOJ to mandate the reporting of any violation of a provision of the Attorney Generals Guidelines

for FBI National Security Investigations and Foreign Intelligence Collection if such provision is

designed to ensure the protection of individual rights.
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The FBI requires its employees to report any violations of law or policy about which they

are aware. We encourage employees to err on the side of reporting so that we can be sure that all

violations are appropriately reported. In terms of process, all potential violations  called PlOBs - or

potential intelligence oversight board violations! are reported to OGC. Lawyers within OGC are

responsible for �adj udicating� the violation - that is, determining whether the PIOB is an actual

Intelligence Oversight Board violation. If it is, a report is made to the IOB, a copy is provided to

DOJ and a copy is provided to the FBI&#39;s Inspection Division. If the violation involved intentional

misconduct, the Inspection Division will determine whether the matter should be referred to the

O�ioe of Professional Responsibility for discipline.

The OIG found that from 2003 through 2005, the F131 had self~reported 26 potential

violations involving NSL authorities. Of the 26, OGC adjudicated 19 to be violations and reported

theln. The OIG agreed with each of those determinations. Of the 7 PIOBs that OGC detemiined

were not violations, the OIG agreed with all but one. As to the one determination about which we

disagreed, upon re-review, the FBI concurred with the OIG that it was a violation that should have

been reported and it has since been reported to the IOB. These 20 violations included: third party

errors �!, NS Ls issued when the authority for the investigation had lapsed �!, obtaining ECPA-

protected records without any legal process �! and obtaining a �ll] credit report in a

counterintelligence case �!.

The OIG also found, however, a number ofpolential IOBs in the �les it examined that had

not been reported to OGC for adjudication. Although press accounts of the reports have implied that

the OIG found massive abuses of the NSL authorities by the FBI, a careful read of the report re�ects

a different set of facts. The OIG examined 293 NSLs - a reasonably small sample. The sample was
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a judgmental sample and the size was chosen because the audit was extremely labor intensive. We

do not suggest that the sample was 11ot a fair sample  although it was not random!, but only that it is

questionable from a statistical standpoint to attempt to extrapolate from a. very small sample to an

entire population. Moreover, there was wide variation in the number of purported unreported

violations from dil�ferent �eld o�ices. The OIG found 8 potential violations that were unreported in

�les in both the Philadelphia and Chicago tield offices, but only 2 unreported potential violations

from �les in New York and 4 from San Francisco. We are doing additional follow-up work, but the

wide variance between �eld offices may be a function of the very small sample, or it may indicate

that the percentages of potential errors detected are not constant across all �eld offices.

Setting aside questions about whether the sample is representative, I urge you to look closely

at the numbers before arriving at the conclusion that there is a systemic problem concerning the use

of NSI_s. Of the 293 NSLs the OIG examined, 22 �%! were judged to have potential unreported

IOB violations associated with them. Moreover, of that 7%, 10 - or almost 50% - were third party

errors -- that is, the NSL recipient provided the FBI infonnation we did not seek. Only I2 of the

NSI.s examined - 4% - had mistakes that the OIG righttitlly attributes to the FBI.

Examining the 12 potential errors that were rightfully attributed to the FBI reveals a

continuum of seriousness relative to the potential impact on individual rights. Four  or just over 1%

ofthe sample! were serious violations. Speci�cally, two of the violations involved obtaining �tll

credit reports in counterintelligence investigations  which is not statutorily authorized!, one involved

issuing an NSL when authorization for the investigation to which it related had lapsed, and one

involved issuing an NSL for information that was arguably content, and therefore not available

pursuant to an NSL.  In the latter case, the ISP on which the NSL was served declined to produce
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the requested material so there was, in fact, no collection of information to which we were not

entitled.! The balance of the 12 potential violations identi�ed by the OIG do not, in our view, rise to

the same level of seriousness as those 4. The remaining 8 involve errors that are best characterized

as arising from a lack of attention to detail, and did not result in the FBI seeking or obtaining any

infonnation to which it was not entitled. Those 8 potential violations involved errors such as using

the wrong certi�cation language in an NSL  although the appropriate certi�cation is not materially

di�erent! and having the NSL and the EC seeking the NSL not entirely consistent. We do not

excuse such lack of attention to detail, but we do not believe that such mistakes result in or cause a

risk to civil liberties.

In short, approximately 1% of the NSLs examined by the OIG had signi�cant errors that

were attributable to FBI actions and that had not been, but should have been, reported as PIOBs.

While a 1% error rate is not huge, it is unacceptable, and we have taken steps to reduce that

error rate. First, we are very concerned that of all the potential IOBs involving mistakes in NSLs

attributable to the FBI  whether previously reported or not!, 3 involved the same mistake: namely,

issuing an NSL for a �lll credit report in a counterintelligence investigation. In order to ensure that

this particular error is fully recti�ed, the FBI ordered all �eld o�ices to examine all

counterintelligence �les in which Fair Credit Report NSL5 have been issued since January l, 2002

in order to ascertain whether the �le contains a full credit report. If it does, the credit report must be

removed from the �le, sequestered with the �eld o�ice�s attorney, and a PIOB must be reported to

OGC. The results from that search are due to headquarters by April I6, 2007.

Several other steps we have taken will, we believe reduce the likelihood that the FBI will

commit the other mistakes in the future. F irst, as indicated previously, the FBI is developing an
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automated system to prepare NSLs and their authorizing ECs. That system will reduce to zero

mistakes such as having the wrong certi�cation language or inconsistency between the NSL and the

EC. lt will also ensure that the investigative �le out of which the NSL is being issued is open.

Finally, it will ensure that an NSL for a full credit report cannot be issued out of a

eounterintelligence �le.

Other changes to FBI policy have been made that we believe will facilitate better handling of

IOBs and also reduce errors that lead to lOBs. First, last fall we provided comprehensive advice to

the �eld regarding its responsibility towards information obtained as a result of third party errors.

That guidance requires all such information to be sequestered and reported to OGC as a PIOB. Lt�

the �over collected� information is irrelevant to the investigation  e. g., the telephone company

transposed a number and provided us records on the wrong telephone account!, then it will be

destroyed or returned. No such information should be entered into FBI databases. If the

information is relevant to the investigation but simply not within the four comers of the NS L, then

the iitfonnation must be sequestered until a new NSL has been issued for the extra data. After the

new NSL has been issued, the information can be entered into FBI databases.

Secondly, we have collected all the rules and policies on NSI_s into one document which will

be disseminated to the field. Those rules now mandate that, until the deployment of the automated

NSL system, all NS Ls and EC-s be prepared from the exemplars that are provided on OGC�s

website. That should eliminate many of the mistakes identi�ed by the OIG.

All of these rules will, of course, only reduce or eliminate errors if they are followed. The

OIG&#39;s report has highlighted for us that there must be some sort of auditing function - above and

beyond the IOB process - to systematically ensure that these rules, as well as others that govern our
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activities in national security investigations are followed. The FBI has historically been very good

at establishing policy and setting rules, but we have not been as proactive as we should have been in

establishing internal controls and auditing functions.

The full parameters of the compliance program have not been set, although these aspects

have been: the Inspection Division with participation of DOJ�s National Security Division and

Privacy and Civil Liberties O�ice is in the process of a special inspection of NSL usage in all 56

�eld offices and headquarters. That inspection should uncover any other signi�cant problems with

our use of this tool but should also tell us whether there are variances between offices in terms of the

numbers and types of errors. The results of the inspection will then inform the program that the

Attorney General announced of having teams of DO] lawyers, FBI lawyers and the Inspection

Division periodically audit field offices� use of NSLS. That process will begin in April and should

result in at least 15 of�ces being audited this year. We are also considering other proactive

compliance programs in order to develop a program that ensures, to the maximum estent possible,

that the rules and policies designed to protect privacy and civil liberties are faithfully adhered to by

all of our employees, that we promptly identify and correct any violations of law or policy, and that

any ittformation collected erroneously is removed from FBI databases and destroyed. In addition, a

working group co-chaired by the Office of the Director of National Lntelligence and the CPC-LO has

been convened to examine how NSL-derived information is used and retained by the FBI. The FBI

and DOJ�s National Security Division will have a representative on this working group. We

welcome the Committee&#39;s input as we move forward on these initiatives.

The FBI is acutely aware that the only way that we can achieve our mission of keeping the

country safe is if we are trusted by all segments of the American public. With events like the
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London terror attacks of 2 years ago and the Canadian plot to use fertilizer bombs to destroy

buildings in Canada in 2006, we have all become won-ied about the risk of a catastrophic attack

from home grown terrorists. Our single best defense against such an attack is the eyes and ears of all

Americans - but particularly of those segments of the population in which the risk of radicalization

is at its highest. We need people in those communities to call us when they hear or see something

that looks amiss. We know that we reduce the probability of that call immeasurably if we lose the

con�dence of those segrnentslofthe population. That is one of the reasons that we are looking for

ways to assure all Americans that we are respectful of individual rights, including privacy rights,

and that we use the tools that have been provided to us consistent with the rules set out by Congress.

I appreciate the opportunity to appear before the Committee and look forward to answering

your questions. Thank you.

l
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CONYERS:

Good morning. Committee will come to order.
We&#39;re here for a hearing on the inspector general�s independent report on the FBI �s use

of national security letters.

Nearly six years ago, in the immediate aftermath of September l lth, the Department of
Justice told us that they needed signi�cantly enhanced authority, while promising the
members ofthis committee in no uncertain terms that these new tools would be care�tlly
and appropriately used.

Two years ago, when the Patriot Act was reauthorized, they promised us there was not
a single instance in which the law had been abused.

Now, to underscore the importance of the reasons that we&#39;re holding this hearing, many
of us remember the times in the past when the power of our government has been abused:
in one war, led to the suspension ofhabeas corpus; another war, the notorious Palmer
raids; in World War II, the internment of Japanese Americans; in the Vietnam War, the
secret spying and enemy list.

ln my view, we are now in a period where we risk a continuation of these deplorable
acts and effect genuine harm to the Constitution and the rule oflaw.

One week ago, the inspector general told us that the exact opposite was true of the
promise that had been made that there was not a single instance when the Patriot Act was

being reauthorized that the law had been abused.

One tool in particular, the national security letters -- essentially, secret subpoenas

issued without any court review ~- was used repeatedly to invade the privacy ot�law-
abiding Americans outside the law and proper legal process.

This was a serious breach ot&#39;trus&#39;t. The department had converted this tool into a handy
shortcut to illegally gather vast amounts of private information while at the same time
signi�cantly underreportin g its activities to Congress.

CONYERS:

We learned that the number of national security letter requests had increased from
8,500 in the year 2000 to in excess of I 43,000 from the three-year period between 2003
and 2005.

The Department of Justice consistently provided inaccurate information to Congress

concerning the national security letters, failing to identify at least 4,600 security letter
requests to us.

The security letters were routinely issued without proper authorization, and outside

statutory and regulatory requirements.
The inspector general found that more than 60 percent of the investigatory �les they

looked at included one or more violations of FBI policy.



But worse, the inspector general found even more widespread abuses concerning the
so-called exigent letters, that is emergency requests for telephone and other data. An
exigent letter, as opposed to a national security letter, is meant to obtain information in an
extreme emergency, like a kidnapping when the bureau has already sought subpoenas for
the requested information. But the FBI issued these letters in nonemergencies as a means
to bypass the requirements of the national security Iett er procedure.

And so, as if it wasn&#39;t troubling enough, in many instances the bureau attempted to
issue alter-the-fact national security letters to cover their tracks on their use of exigent
letters.

The inspector general speci�cally found that the exigent letters were ordinarily issued
when there was no emergency present, and very oft en when there was not even a pending

investigation.
More often than not, the letters were issued based on promises that subpoenas were in

the process of being issued when that was not the case,�and even though some subpoenas
were never issued at all.

C-ONYERS:

The Federal Btlreau of Investigation made numerous factual misstatements in the
letters, which were frequently issued in violation of the statute as well as the attorney

general and FBI guidelines. -
The recordkeeping was so poor that it was impossible for the I.G. to document how

and why all these problems occurred.
And what disturbs me most is that the abuse and misuse ofthese security letters is not

an isolated instance. It appears to be apparent of a pattern which the Department of

Justice has violated not only our trust, but the very laws which they are charged with

eitforciitg.
And so I hope -- from the approval of the notorious torture memos to warrantless and

illegal surveillance to wrongful smearing of able U.S. attorneys, this Department of
Justice has squandered its reputation for independence and integrity.

The attorney general needs to understand that with power comes responsibility and
with authority must come accountability.

I would like now to turn to the clistinguished gentleman �&#39;om Texas, the ranking
member of this connnittee, Mr. Lamar Smith.

SMITH:

Thank you, Mr. Chairman.

Mr. Chairman, I appreciate your holding this hearing on the inspector general�s report
on the FBI&#39;s use of national security letters. The inspector general should be commended
for conducting a thorough audit as directed by Congress in the Patriot Act
reauthorization.

The report raises concerns as to the FBl�s internal recordkeeping and guidelines for the

use of NSLs in terrorism and espionage investigations.
It is clear tiom the report that these de�ciencies are the result ofthe poor

implementation and administration of national security letter authority. In other words,



the problem is enforcement ofthc law, not the law itself�. Timely corrective measures by
the FBI and effective oversight by the Justice Department and Congress will ensure
proper use of this important law.

The inspector general&#39;s report found that the FBl&#39;s database for tracking NSLs
significantly underestimated the number ofNS1., requests, resulting in inaccurate reports
to Congress on the FBI&#39;s use ofNSLs.

From 2003 to 2005, the FBI issued a total of i43_.074 NSL:-s. This compares to 739
exigent letters to three telephone companies issued contrary to national security
invest.i gati on guidelines. The exi gent letters represent 1f200th of the national security
letters issued.

Although the use of these unauthorized letters is disconcerting, the FBI discontinued

this practice last year.
The inspector general makes two other very important �ndings. &#39;
First, there is no evidence that anyone at the I-�BI intended to violate the law or internal

policy. This is a signi�cant �nding because it con�rms that FBI agents acted in good
faith and sought to comply with the law, even as they worked under severe time
constraints and with an urgent desire to thwart terrorist activities.

Second, as detailed by the inspector genera], NSL.s are a critical tool in �ghting
terrorism and keeping our country safe. The information acquired through NSLs is
valuable to international terrorism and espionage investigations and has allowed the FBI

and intelligence agencies to identify terrorists and spies, the sources of their �nancing,
and their plans to attack or harm our national security.

SMITH:

In addition, the I-"BI shares important information gathered through NSLs with other
intelligence agencies, joint terrorism task forces, and state and local law enforcement

agencies.
To do theirjob, the FBI must be able to collect important information about suspected

teITorists and spies while complying with the law and freely share such inforinatioii with

key partners.
In response to extensive oversight efforts conducted last Congress. the Patriot

Reauthorization Act added critical new safeguards. For instance, an NSL recipient can

challenge the request in court, nondisclosure orders require supervisory approval, and the
recipient may disclose the NSL to an attorney.

I applaud the administration&#39;s response to the inspector general&#39;s report and expect the
administration to follow through on its promise to act quickly to remedy the de�ciencies

identi�ed by the inspector general.
Mr. Chairman, on September l lth, 2001, the United States was attacked. More than

3,000 people lost their lives. Members of Congress overwhelmingly approved important
new counterterrorism tools for our nation&#39;s law enforcement personnel and updated

existing authorities to meet the terrorist threat.
We must continue to demonstrate responsible leadership on the NSLs and other

important national security issues.



Of course, we need to be vigilant to make sure these problems are �xed, that the
inspector genera1&#39;s recommendations are implemented, and that our civil liberties and

privacy are protected.
Mr. Chairman, I&#39;ll yield back the balance of my time.

CONYERS:

And I thank the gentleman for his statement.
I&#39;d like now to recognize the chairman of the Constitution Subcommittee, Jerry Nadler,

for two and one-half minutes.

NADLER:

Thank the chairman. &#39;

I&#39;d like to thank Chairman C-onyers for holding this important hearing on the FBI
abuses of national security letters. We are here today in response to the Department of
Justice inspector general report that found widespread abuses of the FBI�s authority to
issue national security letters.

And NSL can be issued to third party, such as a health insurance company or an

Internet service provider, ordering them to reveal all their information about you and your
transactions, and the third party is prohibited from telling you or anyone else about the
order. That&#39;s the so-called gag order provision.

So you cannot object to an NSL directed at your information in court, as you could to a

subpoena, because you don�t know about it. And the third party may have no interest in

going to court to protect your rights or your privacy.
While last year&#39;s reauthorization of the Patriot Act did make some changes to the NSL

provisions, these changes were essentially meaningless. For example, the court is now
authorized to modify or set aside the gag order only if it �nds there is no reason to

believe that disclosure would endanger national security, diplomatic relations, or

anyone&#39;s life or safety. But the court must accept the government&#39;s assertion of harm as

conclusive, so this protection is meaningless.
Some of us had predicted that the unrestricted authority of the FBI to issue NSLs

would be abused. And unfortunately our worst Fears have now been realized.
The l.G.�s audit found the NSLs have been used by the FBI to collect and retain private

information about American citizens who are not reasonably suspected of being involved
in terrorism.

During the last Congress, we predicted that unchecked power would lead to rampant
abuse. That&#39;s why I proposed the Stop Self-Authorized Secret Searches Act two years
ago. This bill would have restored some pre-Patriot Act provisions: that an NSL could
not be issued unless the FBI made a factual, individualized showing that the records
sought pertain to a suspected terrorist or spy. It would have given the recipient ofa
national security letter an opportunity to obtain legal counsel, the right to challenge the
letter, and a nondisclosure requirement -- a real right to challenge it.

NADLER:



It would have given notice to the target ofthe NSL if the government later seeks to use
the records obtained from the NSL against him or her in a subsequent proceeding. And it
would have given the target an opportunity to receive legal counsel and challenge the use
of those records.

The bill would also have authorized the FBI to obtain documents that it legitimately

needs while protecting the privacy of law-abiding American citizens.
The abuses by the DOJ and the FBI are proving that these legislative �xes are a

necessary check on the investigatory power. We do not trust government always to be run

by angels, especially not this administration.
It is not enough to mandate that the FBI �x internal management problems and

recordkeeping, because the statute itself authorizes the unchecked collection of
information on innocent Americans. Congress must act now to fix the statute authorizing

the abuses revealed in the I.G. report and to hold those responsible for these abuses and
violations accountable.

Thank you. I yield back.

CONYERS:

Thank you.

The chair recognizes the distinguished gentleman from Arizona, the ranking minority
member of the Constitution Subcommittee, Trent Franks. for two and one-half minutes.

FR ANKS:

Well, thank you, Mr. Chairman.

Mr. Chairman, today our task is a vital one: to check and balance our sister branch of
government through oversight and to ensure citizens� rights are being properly

safeguarded.
Today&#39;s subject is somewhat delicate because we must all walk a �ne line. In our grave

and critical responsibility to prevent jihadist attacks upon American citizens, we must
also be careful to strike the proper balance between vigilance and fighting the enemy on
the one side of the scales and the preservation of citizens� rights on the other.

The report of the inspector general that we review today is hopeful. We see that while
there are human imperfections in the FBl&#39;s operation, there was an overall �nding that the
FBI is indeed carrying out its duties responsibly, there being no evidence of any
intentional or deliberate act to violate the law; and that NSLs are performing their vital
�nnction as a valuable tool in national security investigations.

FRANK S:

To put today&#39;s hearing in perspective, we should keep in mind that the issuance of
NSLs under the Patriot Act is a relatively new process, given that the Patriot Act is only a
few years old and that this new use of NSLs will necessarily require a careful
examination of their best and most appropriate use in this early period.

Certainly, we will have to work out the kinks, given that we are most likely in the
business of lighting terror for a long time to come.



While the FBI�:-s practices have had their shortcomings, it appears that these are
problems that can be easily resolved. And this is good news. Many ofthe issues that we
must review today are administrative in nature and. to some extent, unavoidable.

Government is a human institution, and it is therefore, by delinition, imperfect. Those

of us who have run corporations know that a perfect audit is a very rare occurrence,
particularly on the �rst go-around.

Most business do internal audits -- perhaps many, many internal audits -- to discover
where human judgment has fallen short and where to improve before being audited by an
outside source.

This is an arduous but necessary task, and one that I hope we do well here today, and

prospectively.
The FBI has vowed that it will make all the adjustments that Mr. Gonzales and Ms.

Caproni have recommended. We look forward to the realization of this goal.
And with that, I thank the witnesses for joining us today, and we look forward to

hearing your testimony.
And thank you, Mr. Chairman.

C-ONYERS:

Thank you.

The chair recognizes the distinguished gentleman from Virginia, Bobby Scott,
chairman of the Crime Subcommittee, for two and a half minutes.

SCOTT?

Thank you, Mr. Chairman.

Mr. Chairman, we all believe that it&#39;s important to be aggressive in �ghting terrorism,
and also aggressive in maintaining privacy and freedoms. And I don&#39;t believe we should
operate on the premise that we always give up freedoin in order to obtain security.

SCOTT:

But for us to provide appropriate oversight, we have to have accurate information.
Unfortunately, there are indications that we have received clearly inaccurate reports all er
the signi�cant use ofsecret, invasive processes that do not appear to be necessary to
advance terrorism-related investigations.

Whether it&#39;s a secret NSA wiretapping in violation ofthe I-�ISA law or inappropriate
use of the national security letters, we are discovering that what is actually occurring is
quite different from what we were being told. And we cannot evaluate the ongoing need
for NSA  sic! letters without accurate information.

There&#39;s also a clear indication of intentional misuse of the word "exigent" letters to
telephone companies as emergency information when, in fact, no emergency existed.
Somebody obviously knew this was a problem. There were, in fact, reports to Congress
and oversight boards. And we need to find out who these people are.

With these disturbing indications, Mr. Chairman, I hope the testimony ofthe witnesses
today will reveal who is responsible for these abuses and who should be held accountable
for false reports to the Congress.

Thank you, Mr. Chairman. I yield back.



CON YERS:

Thank you so much.

Another Virginian, the ranking minority member of the Crime Subcommittee, Mr.
Randy Forbes�?

FORBES:

Mr. Chairman, I&#39;d like to thank you and the ranking member, Congressman Smith, for
holding this important hearing today and also for our witnesses for being here.

You know, the subject matter of this hearing makes for great theater, but when the
show is over, we have the task of �nding the facts and making sure the proper balance is
struck and implemented to protect our citizens.

That we will do. And hopefully we will do it without the negativism and the
emotionalism that seems so prevailing in public policy today. Pounding our fists makes
great sound bites, but it does not stop terrorists or protect the privacy rights of our
citizens.

It&#39;s clear that national security letters are important tools in international terrorism and

espionage investigations conducted by the FBI. The inspector general&#39;s report, which
details the audit of 7&#39;? case �les in four tield otlices, shows a disturbing pattern: In 60

percent of those cases, the FBl&#39;s �les were found to in violation ofthe FBl&#39;s internal
control policies for issuing national security letters.

FORBES:

While the audit conducted concluded that there was no evidence of any intentional or

deliberate act to violate the law, it&#39;s also clear that changes need to he made to the FBI&#39;s
procedures so that they ref] ect the scope and intent of the law rather than the evolution of

general practice.
I look forward to hearing from the FBI about what procedures were in place during the

time of the inspector genera.l�s audit; and how, given the inadequacies identi�ed by the
inspector general, the FBI plans to correct this.

Mr. Chairman, I yield back the balance of my time.

CONYERS:

Thank you.
All other opening statements will be included in the record.
Mr. Glenn A. Fine, inspector general at the Department of Justice, a post held since he

was confirmed by the Senate on December l Sth, 2000. Mr. Fine�s worked for the
department&#39;s Office oflnspector General in a variety ofcapacities since January I995.
He&#39;s had several years in private practice, and also served as an assistant United States
attorney in Washington, D.C.

We&#39;re also privileged to have with us the general counsel of the Federal Bureau of
Investigation, Ms. Valerie Caproni, a position she&#39;s held since August 2003.

Prior to that, Ms. Caproni served as an assistant United States attorney in the Eastern

District of New York, as a supervisor at the Securities and Exchange Commission, and
also worked in private practice.

-i&#39;�i



All your statements will be made a part ofthe record in their entirety. And we will
have a �ve-minute time for each of you.

CONYERS:

And we ask Inspector General Glenn A. Fine to begin our testimony.
Welcome to the committee.

FINE:

Mr. Chairman, Congressman Smith and members of the Committee on the Judiciary,
thank you for inviting me to testify about two reports issued by the Department ofhistice
Office of the Inspector General, regarding the FBI&#39;s use of nationai security letters and its
use of Section 215 orders to obtain business records.

The Patriot Reauthorization Act required DOIG to examine the FBI&#39;s use of these

authorities. And on March 9th, we issued reports detailing our �ndings.

Today I will summarize the key �ndings from our reviews, focusing my comments on
the national security letter report.

Under �ve statutory provisions, the FBI can use national security letters -- NSLs -- to
obtain, without review by a court, records such as customer information from telephone

companies, Internet service providers, �nancial institutions and consumer credit

companies.
Although most ofthe statutory provisions regarding NSLs existed prior to the

enactment of the Patriot Act, the act signi�cantly broadened the FBI&#39;s authority to use

NSLs in two primary ways.
First, it eliminated the requirement that the infonnation sought must pertain to a

foreign power or an agent of a foreign power, and substituted the standard that the
information requested must be relevant to or sought for an investigation to protect against

terrorism or espionage.
Second, the Patriot Act signi�cantly expanded approval authority for NSLs beyond a

limited number of FBI headquarters officials to the heads ofall FBI �eld officers.
Our review examined the FBI&#39;s use of NSLs from 2003 through 2005. The OIG will

conduct another review, examining the FBI&#39;s use ol&#39;NSLs in 2006, which we are required

to issue by the end otithis year.

In sum, our review found widespread and serious misuse ofthe FBI&#39;s national security
letter authorities.

In many instances, the FBI&#39;s misuse violated NSL statutes, attorney general guidelines,
or the FBI&#39;s own internal policies.

FINE:

We also found that the FBI did not provide adequate guidance, adequate controls or

adequate training on the use of these sensitive authorities.

Before describing the main �ndings of our report, however, I believe it is important to
provide conte .921 for these �ndings.

First, we recognize the signi�cant challenges the FBI was facing during the period
covered by our review. After the September llth terrorist attacks, the FBI implemented



major organizational changes while responding to continuing terrorist threats and
conducting many count erterrorism investigations both internationally and domestically.

Second, it is also important to recognize that in most, but not all of the cases we

examined, the FBI was seeking information it could have obtained properly through
national security letters if it had followed applicable statutes, guidelines and internal

policies.
Third, we did not �nd that the FBI employees sought to intentionally misuse NSLs or

sought information that they knew they were not entitled to obtain. Instead, we believe
the misuses and the problems we found generally were the product of mistakes,
carelessness, confusion, sloppiness lack of training, lack of adequate guidance and lack of

adequate oversight.
I do not believe that any of my observations, however, excuses the FBI&#39;s misuse of

national security letters.
When the Patriot Act enabled the FBI to obtain sensitive information through NSLs on

a much larger scale, the FBI should have established sufficient controls and oversight to
ensure the proper use of those authorities. The FBI did not do so.

The FBI�s failures, in my view, were serious and unacceptable.
I would now like to highlight our review�s main �ndings.
Our review found that after enactment of the Patriot Act, the FBI&#39;s use of national

security letters increased dramatically.
In 2000, the last �tll year prior to passage of the Patriot Act, the FBI issued

approximately 8.500 NSL requests. Alter the Patriot Act, the number of NSL requests
increased to approximately 39,000 in 2003, approximately 56,000 in 2004, and
approximately 47,000 in 2005.

In total, during the three-year period, the FBI issued more than 143,000 NSL requests.

FINE:

However, we believe that these numbers, which are based on information from the

FBI&#39;s database, significantly understate the total number of NSL requests.
During our file reviews in four FBI �eld offices, we found additional NSL requests in

the �les than were contained in the FBI database. In addition, many NSL requests were
not included in the department&#39;s reports to Congress.

Our review also attempted to assess the effectiveness ofnational security letters. NSI_.s
have various uses, including to develop links between subjects ofFBI investigations a|1d
other individuals and to provide leads and evidence to allow FBI agents to initiate or
close investigations.

Many FBI headquarters and �eld personnel from agents in the �eld to senior officials
told the OIG that NSLs are indispensable investigative tools in counterterrorism and
counterintelligence investigations, and they provided us with examples and evidence of
the importance to these investigations.

The OIG review also examined whether there were any improper or illegal uses of
NSL authorities. Front 2003 through 2005, the FBI identi�ed 26 possible intelligence
violations involving its used of NSLs.



We visited four FBI tield offices and reviewed a sample 0f77 investigative case �les
and 293 NSLs. We found 22 possible violations that had not been identi�ed or reported

by the FBI.
We have no reason to believe that the number ofviolations we identi�ed in the �eld

of�ces was skewed or disproportionate to the number of violations in other tiles. This
suggests that the large number ofNSL-related violations throughout the FBI have not
been identi�ed or reported by FBI personnel.

In one of the most troubling findings, we determined that the FBI improperly obtained

telephone toll billing records and subscriber information from three telephone companies
pursuant to over 700 so- called exigent letters. These letters generally were signed by
personnel in the Communications Analysis Unit, the CAU, a unit ofthe Counterterrorism
Division in FBI headquarters.

The exigent letters were based on a form letter used by the FBI&#39;s New York Field
Division in the criminal investigations related to the September l lth attacks.

FINE:

Our review found that the FBI sometimes used these eiti gent letters in non-emergency
circumstances. In addition, the FBI failed to ensure that there were authorized

investigations to which the requests could be tied.
The exigent letters also inaccurately represented that the FBI had already requested

subpoenas for the information when in fact it had not. The FBI also failed to ensure that
NSI_.s were issued promptly to telephone companies after the exigent letters were sent.

Rather, in many instances, after obtaining records from the telephone companies, the
FBI issued national security letters months after the fact to cover the information
obtained.

We concluded that the FBI&#39;s use of these exigent letters inappropriately circumvented

the requirements of the NSL statute and violated attorney general guidelines and FBI

policies.
In response to our report, we believe that the department and the FBI are taking our

findings seriously. The FBI concurred with all our recommendations and the department&#39;s
National Security Division will be actively engaged in oversight of the FBI&#39;s use of
NSLs.

In addition, the FBI&#39;s Inspection Division has initiated audits ofa sample ofNSLs
issued by each of its 56 �eld offices.

The FBI is also conducting a special investigation on the use of exigent letters to

determine how and why the problems occurred.
The OIG will continue to review the FBI&#39;s use of national security letters. In addition

to issuing a second report on the use ofNSLs in 2006, we intend to monitor the actions
that the FBI and the department are taking to address the problems we found in that
review.

Finally, I want to note that the FBI and the department cooperated fully with our
reviews, agreed to declassify information in the report, and appear to be committed to
addressing the problems we identified.



We believe that signi�cant elTorts are necessary to ensure that the FBI�s use of national
security letters is conducted in full accord with the statutes, attorney general guidelines
and FBI policy.

That concludes my testimony. And I would be pleased to answer any questions.

CONYERS:

Thank you, Attorney General  sic!.
Will the person in the back row standing up please sit down or leave this committee

room?

I&#39;m now pleased to welcome the general counsel for the Federal Bureau of

Investigation, Ms. Valerie Caproni.

CAPRONI: -

Thank you.
Good morning, Mr. Chairman, Ranking Member Smith and members of the

committee.

It&#39;s my pleasure to appear before you today to discuss the recent report by the
Department of Justice Office of Inspector General regarding the FBI&#39;s use of national
security letters.

I&#39;ve submitted a detailed written statement, and, in the interest oftime, will stress only

a few points.
The I.G.&#39;s report is a fair report that acknowledges the importance of national security

letters to the ability of the FBI to keep the country safe and the difficult environment in
which our employees have been working since 911 I.

The I.G. found no deliberate or intentional misuse oi� the national security letter
authorities, A.G. guidelines or FBI policy. Nevertheless, the LG. review identi�ed several

areas ofinadequate auditing and oversight of these vital investigative tools, as well as
processes that were simply inappropriate.

The FBI fully supports each of the I.G.&#39;s recommendations and have implemented
other remedial steps not proposed by the I.G. Collectively, these reforms will ensure full
compliance with both the letter and the spirit of the law.

NSLs generally permit us to obtain the basic building blocks ofan investigation from
third-party businesses. Unlike grand jury subpoenas used in criminal cases, however,
national security letter authority comes from several distinct statutes and they have very
speci�c rules that accompany them.

The NSL authority used most frequently by the FBI is that provided by the Electronic
Communications Privacy Act, or ECPA. Through an EC-PA NSL, the FBI can obtain
subscriber information for telephones and electronic cormnu ni cations. It can obtain toll

billing information and electronic communication transaction records.

Signi�cantly, the FBI cannot obtain the content of communications through an ECPA
NSL. That requires a court order.

ECPA NSLS are by far the most common NSL that we use.

C APRONI:



Pursuant to the Right to Financial Privacy Act and the Fair Credit Reporting Act, we
also have the authority to issue different types of national security letters.

The authority to issue an NSL lies at a senior level within the FBI. It can only be
issued by an official who ranks not lower than special agent in charge or deputy assistant

director. All such officials are career government employees.
And before an NSL can be issued, such employees must certify that the information

sought is relevant to an authorized national security investigation.
As directed by Congress, in connection with the I.G.&#39;s report, we endeavor to

declassily as much information as possible, in order to maximize the transparency of our
use ofthis important national security tool.

To that end, for the first lime, the public has a real sense of the frequency with which
the FBI uses national security letters.

In the period covered by the report, the number of NSL requests -- that&#39;s not letters;
remember that one letter can have multiple requests -- has ranged from approximately
40,000 to 60,000 per year. And we have requested information on fewer than 20,000

persons per year.

For a variety of reasons that will be discussed below, those numbers are not exact.
Nevertheless, for the �rst time, the public can get a sense ofthe order of magnitude of
these requests.

There are three �ndings by the l.G. that were particularly disturbing to me, and it is
those three �ndings that I wish to address at some length this moming: �rst, inaccurate
reporting to Congress; second, the use ofso-called exigent letters; and third, violations of
law and policy with respect to the usage ofNSLs.

I am particularly distressed by the fact that the LG. found signi�cant inaccuracies in
the numbers that we report to Congress. The responsibility to gather the data for

congressional reporting lies with my division, and we did not do an acceptable job. The

processes we put in place for tabulating NSLs were inadequate, and we had no auditing

process in place to catch errors.
Although we realized we had a problem prior to the l.G.&#39;s report and we&#39;re working on

a technological solution, that realization came later than it should have, and for that I bear

responsibility.

CAPRONI:

At some point several years before I arrived at the FBI, our process For congressional
reporting shifted from a totally manual process to a stand-alone database. While the OGC

database was a giant technological step forward from 3x5 index cards, it quickly became
an unacceptable system given the increase in our use of national security letters since
9,� 1 l.

The OGC database is not electronically connected to AC-S, the system trom which we
derive the data. instead, there&#39;s a manual interface between AC-S and the database: An

OGC employee is responsible for taking every NSL lead that is sent to OGC and

manually entering the information into our database.

Nearly a dozen �elds must be manually entered, including the tile number ofthe case
in which the NSL was issued, which istypically at least 15 digits and letters.

Needless to say, human error creeps in.



Approximately a year ago, when we were unable to tick and tie numbers in the
database to previously reported numbers, we recognized that our technology was
woefully inadequate. We began at that point to develop an automated system to improve
our ability to collect this data.

That system, in addition to improving data collection, will automatically prevent many
of the errors in NSLs that we will discuss today by automating much ofthe work
associated with preparing NSLs.

The system will also allow us to automatically ensure that required reporting data is
accurately collected.

The NSL system is being designed so that the FBI employee requesting an NSL will

enter data only once.

For example. an agent or analyst who wishes to get telephone toll billing records will
only have to tell the system that he is seeking an ECPA NSL for toll records and type the
telephone number once.

The system will then automatically populate the appropriate �elds in the NSL and the
authorizing electronic communication. The system will ensure that the two documents

match exactly and will minimize the opportunity for transcription errors that gave rise to
unauthorized collections.

Agents and analysts will still be required to provide the narrative necessary to exptain

why the NSL is being sought, the factual basis tor making a determination that the

information is relevant to an appropriately predicated national security investigation, and
the factual basis for any determination that the NSL should include a nondisclosure

PTOVISIOII.

CAPRONI:

We&#39;re optimistic that we&#39;ll be able to pilot the system this summer and roll it out to all

the field offices by the end ofthe year. At that point, I will be much more con�dent that
in the future the data we provide to Congress is as accurate as humanly possible.

In the meantime, we&#39;re taking several steps to correct the numbers we previously
reported. We&#39;ve discussed our methodology with the LG. and we will offer him the

opportunity to review our work. We&#39;re striving to have the corrected reports to Congress
as soon as possible.

The next signi�cant �nding ofthe I.G. I would like to discuss this moming involved
the use within one unit at headquarters of so- called exigent letters. These let-ters, which
numbered in excess of 700, were provided to telephone companies with requests for toll
billing information.

All of the letters stated that there were exigent circumstances. And many stated that

federal grand jury subpoenas had been requested for the records, even though, in fact, no
such requests for grand jury subpoenas has been made.

From an audit and internal control perspective, the FBI did not document the nature of

the emergency circumstances, did not keep copies of all ofthe exigent letters it provided
to telephone companies, and did not keep records to track whether it had subsequently
provided further legal process.

Moreover, some employees told the I.G. that there was not always an emergency
relating to the documents that were sought.



OGC has been working with the affected unit to attempt to reconcile the
documentation and to ensure that any telephone record that we have in an FBI database
was obtained because it was relevant to an authorized investigation and that appropriate

legal process has now been provided.
If we are unable to determine the investigation to which a number relates, they will he

removed from our database, and the records will be destroyed.
The I.G. rightfully objected to the FBI obtaining telephone records with a letter that

stated that a federal grand jury subpoena had been requested when that was untrue. It&#39;s

unclear why that happened.
The director has ordered a special inspection in order to better understand the �tll

scope of internal control failures and to make sure that in fact every record obtained
pursuant to a so-called exigent letter has been appropriately connected to a national
security investigation. -

That review will also determine whether the practice discussed by the I.G. existed

anywhere other than in the headquarters unit identifi ed in the report.
In response to the obvious internal control lapses this situation highlights, changes

have already been made to ensure that this situation does not recur. Any agent who needs
to obtain ECPA- protected records on an emergency basis must do so pursuant to I8 USC
Section 2702. 2702 permits a carrier to provide information regarding its customers to the
government ifthe provider believes in good faith that there is a life-or-death-type
emergency that requires disclosure of the record.

By FBI policy, a request for disclosure pursuant to that provision generally must be in
writing and must clearly state that the disclosure without legal process is at the provider&#39;s

option.
The emergency must also be documented to our �les so that the use of the letter can be

audited.

The policy allows for oral requests, but any oral requests have to be approved and
documented to the �le.

CAPRONI:

The I.G. also examined misuse of NSI.s that had been reported and some that had not

as part of the IOB process. As this committee knows, pursuant to executive order, the
president has an Intelligence Oversight Board that receives from the intelligence
community reports of intelligence activities that the agency believes may have been
unlawful or contrary to executive order or presidential directive.

The I.G. found that from 2003 to 2005 the FBI had self-reported 26 potential violations
involving NSL authorities. The I.G. also found, however, a number of potential IOBs in
the �les it examined that had not been reported to OGC for adjudication.

Although press accounts of this report have implied that the I.G. found massive abuses
of the NSL authorities, a careful read of the report does not bear out the headlines.

The I.G. examined 293 NSLs; a reasonably small, nonrandom sample. We do not

suggest that the sample was not a fair sample, but only point out that it&#39;s questionable
from a statistical standpoint to attempt to extrapolate from a very small sample to an
entire population.
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Of the "293 NSI_.s the l.G. examined, 22 werejudged to have a potential unreported

violation associated with them. Ofthat 7 percent, 10, or almost 50 percent of that group,
were third-party errors; that is, the NSL recipient provided the FBI with information that
we did not seek.

CAPRONI:

Only 12 of the NSLs examined, or 4 percent of the total group, had mistakes that the
I.G. rightfully attributes to the FBI.

Examiningthe 12 potential errors that were attributable to the FBI reveals a continuum
of seriousness relative to the potential impact on individual rights.

Four of them, or just over 1 percent of the sample, were unquestionably serious
violations. Speci�cally, two ofthe violations involved obtaining �tll credit reports in
counterintelligence investigations, which is not statutorily authorized.

One involved issuing a national security letter when the authorization for the

investigation to which it related had lapsed. And one involved issuing an NSL tbr
information that was arguably content, and therefore not available pursuant to NSL.

The remaining eight potential errors involved lack of attention to detail, and did not
involve the FBI seeking or obtaining any information to which it was not entitled.

We do not excuse lack of attention to detail. And I have admonished the lawyers in the
�eld who review NSLs that they must be careful so that they can avoid this sort of error.

But we do believe that such mistakes pose di�"erent challenges and risks, in seeking

information to which you are not entitled.

In short, approximately 1 percent ofthe NSLs examined by the I.G. had signi�cant
errors that were attributable to FBI actions and that had not been, but should have been,

reported as potential IOB violations.
A l percent error rate is not acceptable, and we have taken steps to reduce it. Those

steps are discussed at length in my written testimony, and I will not repeat them here.
But among the steps I do want to mention is the director&#39;s order to special inspection of

all field officers� use of national security letters, an inspection that began on Friday.
We oftered to fully brief the committee on the results of that inspection when it is

complete.
Several of the actions we are taking involve changes to FBI rules and policy.
Rules will, of course, only eliminate errors ifthey are followed. The I.G.&#39;s report has

pain�tlly demonstrated for us that, while establishing policy -- that while we are good at
establishing policy and setting rules, we are not as good as we must be at establishing
internal controls and auditing �mctions to make sure that the rules are followed.

CAPRONI:

The full parameters of an F BI-compliant pro gram have not been set, and the inspection
that is currently under way will clearly influence the parameters of the program.

In short order, however, the FBI will establish a vigorous multidisciplinary compliance
program that assures as well as any compliance program can that our employees
faith�illy adhere to all of rules and policies, particularly those that are designed to protect
privacy and civil liberties.



The FBI is acutely aware that the only way we can achieve our mission ofkeeping the
country safe is if we are trusted by all segments of the rlunerican public.

With events like the London terror attack oftwo years ago, we were all worried about
the risk of a catastrophic attack from homegrown terrorists. Our single best de�ense
against such an attack is the eyes and ears of all Americans, but particularly in those
segments of the population in which the risk ofradicalization is at its highest.

We need people in those communities to call us when they hear or see something that
looks a mess. We know that we reduce the probability of that call immeasurably if we
lose the con�dence of any part of the American public.

CONYERSI

Counsel. can you wind down at this point?

CAPRONI:
Yes. sir.

CONYERS:

All right.

CAPRON1:

We will put into place a compliance program to maximize the probability that we do
not lose the con�dence of the American public by dint ofthe sort of errors highlighted in
this report.

I appreciate the opportunity to appear before the committee and look Forward to
answering your questions. Thank you.

CONYERS:

Well, General Counsel Caproni, I want to thank you For your candor and

forthcomingness in coming before us today. And we will include the rest of your

testimony, of course.

C-ONYERS:

Now, let me begin the questioning. And I thank both the witnesses.
Mr. inspector General Fine, l&#39;nt curious as to how you�ve come to the conclusion that

these errors that have been reported and that bring us to this chamber were either sloppy -
- the results of sloppy book-keeping, recordkeepin g or compliance with the law, but none
of it was intentional.

I-low could that be if they&#39;ve known about these excesses since the year 2004, their
communications analysts unit wamed them about it in early 2005, and we have
something like at least over 700 exi gent letters and somewhere in the neighborhood of
40,000 to 50,000 NSL letters for three years�?

FINE:

Let me separate some of those issues.



I don&#39;t believe that they intended to go out and obtain inl"ormation that they knew they
could not obtain and said, "We&#39;re going to do it anyway."

I think what they did was complete carelessness, did not follow the rules, did not
follow appropriate procedures, and obtained information that they could have obtained
properly but by taking shortcuts.

Now, we didn&#39;t do a review to ask everybody what was in their mind and what exactly

they did. But we saw instances where people just simply didu�t follow the rules and didn&#39;t

take appropriate action.

C-ONYERS:

But they were being warned.

FINE:

Yes.

CONYERS:

This didn&#39;t just come up recently. This goes back to 2004.

FINE:

In 2004, it is correct that attorneys in the Of�ce of General Counsel had concerns
about the exigent letters and weren&#39;t saying, "Stop it," but were saying, "We need to take
dillierent measures to issue these letters."

CONYERS:

Do you think that the law was so complicated that people in good faith just couldn&#39;t
�gure out what it was we were requiring?

FINE:

I think what they did was inappropriately take a model from another context and

applied it to this context, which was wrong, it clearly was, and that they did not think
carefully and they did not take appropriate actions.

Now, I know that the FBI is conducting a special inspection to look exactly at what

everybody knew and when they knew it and why they took the actions that they did.
We didn&#39;t do that kind of review. We didn&#39;t ask everybody up and down the line. And

it is possible that people had motivations that were inappropriate.

CONYERS:

There&#39;s no way we can tell. There&#39;s no way I can tell, but there&#39;s no way you can tel]
either.

FINE:

It is true that we did not do a performance review of every individual. So I think that&#39;s
an appropriate point, Mr. Chairman, I really do.

 



And I do think it&#39;s incumbent upon the FBI to go back and look and see exactly what
people were doing, at what stages, and why they did what they did, and take appropriate
action to hold people accountable.

CONYERS:

Now, do you make a distinction between the national security letters and the exigent
letters in terms ofthe severity ofthe offense that brings us here today?

FINE:

I do. I think the exigent letters were the most troubling aspect of this.

CONYERS:

And why is that? -

FINE:

Because there&#39;s a process in the law to allow voluntary disclosures �rom these

telephone companies ifthere is a true emergency. And we believe the FBI should have
followed that voluntary process.

Instead, they went with these exigent letters, which they use in a different contest, and

applied it to this context, which, in our view, was inappropriate.
With regard to the national security letters, there were many of them, and many of

them did comply with the requirements ofthe law we saw. And we tried to do a review to
see how many didn&#39;t. We found a signi�cant number didn&#39;t.

But with regard to the exigent letters as a whole, that whole practice was very troubling
to us in and ofitsel�

CONYERS:

Now, are you satis�ed with the steps that have been described here today by the
genera] counsel in terms of how we clean this mess up?

FIN E:

Well, we have been briefed by the department and the FBI about the steps they&#39;re
taking. I think they are taking this seriously. But Pm not in a position right now to say,
"I&#39;m completely satis�ed, I trust all this."

We need to see what happens with these steps, see whether they&#39;re concerted etforts

over time, to see whether they really are adequately implemented.
So I can&#39;t say right now that it is -- they&#39;ve done all they can.

FINE:

But I think they are taking important steps and taking this very seriously.

CONYERS:

All right. Thank you so much.
And I recognize Lamar Smith.



SMITH:

Thank you, Mr. Chairman.
Mr. Chairman, I&#39;m hoping my �rst question won&#39;t count against my time.
Mr. Fine, I noticed in reading your bio that when you were a senior in college and co-

captain of the basketball team, you were recruited by the San Antonio Spurs. They
happen to be my hometown team.

My question is this: Don�t you regret not playing for the Spurs...

 LAUGI-ITER!
 rather than becoming a Rhodes scholar and graduating from Harvard Law School?

CONYERS:

The gentleman&#39;s time has expired.

 LAUGI-ITER!

FINE:

Congressman, I was dra�ed in the 10th round by the San Antonio Spurs. And if I was
maybe a little taller than 5&#39;9", I might have had a chance to play.

So I don&#39;t really regret that my �iture was in the law, rather than professional
basketball.

But I tell people who don&#39;t believe I actually played basketball when they see me at

5&#39;9", before I started thisjob as the I.G., I was 6&#39;9�.

 LAUGIITER!

SMITH:

Very good answer.
Mr. Fine and Ms. Caproni, let me address a more serious question to both of you all,

and it is this: We&#39;ve unearthed these problems that are recognized and that are being dealt
with. And some of the reasons for those problems have already been seen and the practice
has been discontinued.

But my question is this: Do you all feel that the problem is with how the law was
enforced rather than with the law itself�? In other words, if the law were carried out as

intended, doesn&#39;t that solve our problem�?

Mr. Fine, �rst.

FINE:

You know, Congressman, I&#39;m really not in a position to say what the law should be or
ifthere should be modi�cations to the law.

M}/job is to look at the law and look at the application ofthe law and see the problems
that occurred.

I do believe that if the FBI had assiduously and care�llly applied the law, we wouldn&#39;t
have seen as many problems as we have. And it really was unacceptable and inexcusable
what happened here.

SMITH:

Ms. Caproni�?



_ __ _

CAPRONI:

From our perspective, the problem is not with the law. Although, I would note that
unlike other areas that our agents -- where they get these sorts of records, there are very

speci�c rules and they have to wend through those rules. That, in my sense, is our
responsibility as the lawyers to make sure that the agents understand what they can do
and what they can&#39;t do.

CAPRONI:

Again, there is no doubt that the problem with the national security letters was a
colossal failure on our part to have adequate internal controls and compliance programs
in place.

The laws themselves provide us with a needed tool. And it&#39;s a tool that we should use

responsibly.

SMITH:

OK, thank you.
Mr. Fine, Ms. Caprorti, why are national letters of security -- national security letters

important in our investigation of terrorism?

CAPRONI:

They are critical. They are -- national security letters provide us the basic building
blocks that we need to build an investigation.

For those ofyou who had prior criminal AUSA experience -- and I l<.now a number of

you did -- you&#39;re used to issuing grand jury subpoenas to provide -- to obtain telephone
records and banking records.

Frequently, in terrorism investigations, we don&#39;t have an open criminal investigation.
In fact, that was one ofthe things that the 9111 Commission really encouraged us to do,

and this committee encouraged us to do, and the intelligence committees, to move more -
- when we&#39;re thinking about terrorism case, move from simply a criminal mindset to

thinking in intelligence mindset.
So a national security letter is the tool that we use in order to get the basic building

blocks of those investigations: again, like phone records for almost every terrorism,
�nancial records when we&#39;re building tenorism �nancing cases.

So without national security letters, our national security investigations would really be
stopped before they even got started.

SMITH:

OK, thank you.
Mr. Fine?

FINE:

I do think that they are important investigative tools. They can connect terrorist
individuals with terrorist groups. They can �nd out where terrorist financing can occur.

They&#39;re indispensable in counterintelligence investigations. And the FBI did tell us, from

&#39;



_

folks in the field to headqttarters, how important they were to the investigations, and
showed us examples of that.

Having said that I think they&#39;re important, there needs to be important checks on these
tools because they are obtrusive, and there is information that is obtained and retained for

signi�cant periods of time.
And so, while they are important investigative tools, there also needs to be appropriate

checks on them as well.

SMITH:

Mr. Fine, in your conclusions ~- it&#39;s the second one -- you say, "In most but not all of
the cases we examined in this review, the FBI was seeking information that it could have

obtained properly through national security letters."

SMITH:

What percentage would you guess is that? In other words, what percentage ofthe
problems could have been resolved if they had obtained national security letters?

FINE:

We found instances -- a few instances where they obtained information inappropriately
and could not have used a national...

SMITH:

How many ofthe 739 would you guess that is?

FINE:

Well, the 739 is hard to tell, because they could not tie them to appropriate
investigations all the time�, and there were many times where they couldn&#39;t tell if it was an
emergency. So I don&#39;t know how many in the 739. That&#39;s the most troubling aspect ofit.

With regard to the others, the national security letters and the �les we reviewed, I&#39;d say
we found about seven where there were illegal uses of them where it was attempting to
obtain inf&#39;on-nation through confusion, through error, information that they were not
entitled to obtain through a national security letter -- either an educational record or
obtaining information -- a full credit report in a counterintelligence case, which they&#39;re
not allowed to obtain; or not using an NSL.

SMITH:

You said seven times?

FINE:

Seven ofthe ones that we found. And we found in our -- well, seven ofthe individual

ones. And, as you recall, we didn&#39;t do a review of every NSL that was issued. We did a
small sample of them.

SMITH:

OK. Thank you, Mr. Fine.



Thank you, Mr. Chairman.

CONYE RS:

Thank you very much.
The gentleman from New York, Jerry Nadler?

NADLER:

&#39;l"hank you.
Ms. -- well, Mr. Fine, I suppose: You stated in your report that there were no

intentional violations of NSL policy procedure; that these were basically carelessness, but
there were no intentional violations. No crimes.

F IN E:

Correct.

NADLER:
OK.

But we also read in the report that agents intentionally went around the statute to
provide phony information requests to telephone companies based on false statements.
For example, the FBl&#39;s Communications Analysis Unit went around the NSL statute
because it felt that the statute was insuf�cient, and contracted with the telephone
companies to access information directly.

These contracts were approved by the Of�ce of Genera] Counsel and exploited by
issuing exigent or emergency letters which -- well, let me ask the general counsel.

What is the statutory basis for an exigent letter�? As far as I can tell, there is no basis for
it.

CAPRONI:

Well, under 2702, we have the authority to get records from a phone company in an
emergency circumstance without a national security letter.

The exigent letters were undoubtedly an inappropriate shortcut to the process, though.

NADLER:

Well, under 2702, if you were going to get information in an emergency, what do you
have to do�?

CAPRONI:

You simply have to tell the carrier that there&#39;s an emergency, explain -- we recommend
that you explain to the carrier what the emergency is.

CAPRONI:

And it&#39;s then up to the carrier to decide whether or not to provide us records.
So it&#39;s not a compulsive system.

NADLER:



It&#39;s not a compulsive. But, of course, the carrier has no particular interest in protecting
-- if you&#39;re looking at my records or you want my records, for example, the phone
company has no particular interest in protecting my privacy rights, and l never �nd out
about it, so I cant go to court to protect them. Correct?

CAPRON] :

I don&#39;t represent the carriers, but I would disagree with the theory that they have no
particular interest in protecting your records. In fact...

NADLER:

What is their interest?

CAPRONI: - --

ln fact, the carriers were diligent in making sure that any record they gave to us they

subsequently obtained a national security letter for.

NADLER:

But wait a minute. But Mr. Fine&#39;s report says that in many, many instances, hundreds
of instances, that never happened.

CAPRONII

As ofright now there are still some numbers that have not received national security
letters to back up the requests.

NADLER:

Well, back up years later atter the report. But that&#39;s haek�lling. In other words -- and
that&#39;s certainly not evidence that the phone companies were diligent in seeking these

things. That&#39;s saying that a�er this report was done someone said, "Wow, we got a
problem on our hands. We better go get these letters four years later, or three years later. "
So that&#39;s not evidence of what we�re talking about.

CAPRONI:

Respectfully, even though I&#39;m not defending their practice, it is not the case that it was
only a�er Mr. Fine&#39;s report came out that they were attempting to make sure that the
paperwork documentation was appropriate for every record they obtained.

And let me also say...

NADLER:

And you think the paperwork documentation should be done and appropriate.

C-APRONI:

And if it&#39;s not, the records are going to come out of our database and be destroyed.

NADLER:

And in this morning&#39;s Washington Post it says, "Under past procedures, agents sent
exigent circumstances letters to phone companies seeking toll records by asserting there



was an emergency. Then they were expected to issue a grand jury subpoena or national
security letter which legally authorized the collection alter the fact. Agents olien did not
follow up with that paperwork, the inspector general&#39;s investigation found." That we
know.

The new instructions -- which according to The Washington Post werejust issued to

the FBI -- tell agents there is no need to follow up with national security letters or
subpoenas. The agents are also told that the new letter template is the preferred method --
preferred method in emergences, but that they may make requests orally, with no
paperwork sent to phone companies.

So in other words, it appears from this morning&#39;s Washington Post that instructions are
now being given to the FBI not to bother with any backup documentation after an oral

request to the phone companies for records invading people&#39;s privacy.

C-APRONI:

No. Quite the contrary.
The instructions are that if they get information based on an oral request -- and just to

give an example of why that -- when that might be appropriate. If a child has been
kidnapped and the ransom call comes in...

 C-ROSSTALK!

NADLER:

Oh, I don&#39;t -- obviously, in those -- I&#39;m not questioning the need in an emergency like

that for getting records right away. Obviously.
 CROSSTALK!

CAPRONI:

get them on an oral request.

NADLER:

I don&#39;t doubt it.

What I&#39;m questioning is that, according to today&#39;s Washington Post, the opposite of
what the two of you are saying is the case and that now they seem to he saying, "Well,
we&#39;ll take care of this lack of follow-up by documentation by simply declaring it

unnecessary."

CAPRONI:

No, Congressman, that&#39;s not the policy.
The policy now is that ifa request is going to be made on an emergency basis for

records, that has to be documented. It has to be documented in the �rst instance in the

request. But if there is not time to do that so that you need an oral request, then that has to
be documented to the �le, together with the approval For it.

S0 it is, again, an internal control to avoid the problem that was existing in CAU,
which was "emergency" had become a �exible term...

NADLER:



OK. And I have one Iinal question, and that is to Mr. Fine_.just a quick clari�cation on
accessibility of PIN numbers and Social Security numbers of individuals through this

process.

On page 73 ofyour report, there&#39;s a discussion of a potential intelligence review board
violation because an agent accessed a bank balance by getting a person&#39;s hank account

and PIN number from the result ofa PISA order.

The agent was faulted for not using an NSL, but was not faulted for the fact that the
PIN number was readily available.

And the reason I �agged this, because this reference makes clear that through an NSL
or a 215 orderthe government can secretly obtain the PIN number for so|neone�s credit or

debit account along with their account number and all their identi�cation.

CONYERS:

The gentleman&#39;s time has expired.
Finish.

NADLER:

Well, what limits are there on this and what protections are there on this power to get
PIN numbers and credit account numbers?

FINE:

The FBI can get bank records and records like that. There has to be predication for it,
and they have to show the need for that.

And that is one of the tools that the FBI has used and can use. And as we pointed out,
that&#39;s one of the reasons there need to be controls on this.

CONYERS:

The gentleman&#39;s time has expired.
The chair turns to the former chairman, Jim Sensenbrenner from Wisconsin, whose

letter to the Department of Justice �rst triggered the inquiries that have �own from this.
And I congratulate him and recognize him at this time.

SENSENBRENNER:

Well, thank you very much, Mr. Chairman.
Just by way of background, we did some oversight when I was the chair of the

connnittee, and received a letter in late 2005 that indicated that there were problems with
national security letters. And the audit that the inspector general conducted was as a
result ofa provision that I put in the Patriot Act reauthorization that required this audit to
be made, as well as the subsequent audit that Mr. Fine is doing that I&#39;m sure we&#39;re going
to talk about extensively later when the report is issued.

I&#39;d also like to point out that national security letters were not authorized by the initial
Patriot Act in 2001, but have been around since I986 in legislation that was authored by
Senator Patrick Leahy of Vermont, who is the cliairmau of the Judiciary Committee on
the other side ofthe Capitol.



The Patriot Act reauthorization put in a number ol� civil liberties protections relative lo
national security letters because we knew that there were problems afoot and decided that

even though NSLs were not a parl of the Patriot Act, that they needed to have civil

liberties protections.
And I am proud ofthat work that this committee did, and eventually found its ways

into the Patriot Act reauthorization act which was signed by the president in March of last

year.

One of the things, Ms. C-aproni, that I am really concerned about is that the Justice
Department, and the FBI in particular, have come to the Congress repeatedly over the last
dozen years asking for administrative subpoena authority, meaning that subpoenas could
be issued withoutjudicial supervision.

SENSENBRENNER:

This Congress has repeatedly rejected each and every one of those requests.
Now, a national security letter is kind of like an administrative subpoena, although it is

limited to the type of information that can be obtained.
l&#39;d like to know from both of the witnesses whether the FBI simply turned around and

used NSLs to get huge amounts of information, after Congress said no again to
administrative subpoena authority.

CAPRONI:

No, we didn�t.

National security letters are always Focused on a particular case. There&#39;s no bulk
collection via national security letters.

And while our congressional reporting numbers are off, as Mr. Fine correctly found,
they are not off by an order of magnitude. That is, that we reported that we collected data
on less than 20,000 people a year. While that number may go up, it&#39;s not going to go up
to above, you know, 200,000.

SENSENBRENNER:

And how can you account for the fact that the number of NS Ls that were issued before

9111 was about 8,000-plus per year, and then it went up to 150,000�?

CAPRONI:

I think there are...

SENSENBRENNER:

Do we have that many potential terrorists running around the country? If so, I&#39;|n really
worried.

CAPRONI:

I think it&#39;s a function oftwo things.

 CROSSTALK!

CAPRONI:



First oft�, I think it&#39;s :1 function ofthe Fact that. post-9111, a number of agents were
moved into the countert errorisln area and the director directed that no lead in a

counterlerrorism case would go unpursued.
So there is a directive to agents that they must cover all counterterrorism leads. That&#39;s

point one.
But I think point two was, because we were focusing much more on an intelligence-

driven reaction to coimterterrorism threats, the toolbox that we were using was focusing

mostly on national security letters, as opposed to the prior reaction, which would have
used grand jury subpoenas to get the same records.

SENSENBRENNER:

OK.

Mr. Fine�?

FINE:

I agree with Ms. Caproni. Prior to the September llth attacks, it was rarely used. There
were delays in getting them, and they were not following the leads that they would have
followed after the 9111 attacks.

FINE:

Alter the 9111 attacks, they were attempting to connect the dots, they were attempting
to track down leads. When there are indications ti-om a terrorists overseas that there

might be connections to the United States, they try and follow it.

SENS ENBRENNER:

My time is running out.

You know, Ijust make the observation that one ofthe things that gets people in this
town in big trouble is overreaching.

I think that, given your report, Mr. Fine, the FBI has had a gross overreach. What this
does is it erodes support for the function that the FBI does to protect all of us from future
terrorist attacks.

You know, I hope that this would be a lesson to the FBI that they can&#39;t get away with
this and expect to maintain public support for the tools that they need to combat
terrorism.

Given the way the FBI has acted, I have my doubts. But let this be a warning.

And my time is up.

CONYERS:

The chair recognizes the gentleman from Virginia, Bobby Scott.

SCOTT:

Thank you, Mr. Chairman.
Mr. Fine, you&#39;ve suggested that there&#39;s some confusion in how to work these things.

There were, as I understand it, representations that there was an emergency when, in fact,



there was no cntergency; and representations at grandjury subpoenas had been issued
when, in fact, they had not been issued.

SCOTT:

ls that right�?

F INE:

That. is correct.

SCOTT:

Has anyone been sanctioned?

FINE;

No, the FBI. as a result ofthis report, is going and looking at -- a special inspection to
look at exactly what happenecl with tltis, how the problems occurred and to determine

accountability. And I think that is appropriate.

SCOTT:

To your knowledge no one has been sanctioned so far.

FINE:

_ Not yet, no.

SCOTT:
OK.

Ms. Caproni, you indicated that we need to change our mindset from criminal

investigation to intelligence gathering.

CAI-�RON1:

I&#39;m saying that post -9:� l l that&#39;s been what the FBI has been charged with doing, is
really not thinking ofour terrorism investigations as wholly criminal.

SCOTT:

OK, now, when we use these letters, are we obtaining information regarding United
States citizens?

CAPRONI:

Sometimes.

SCOTT:

That&#39;s a yes?

CAPRONI :

The national security letters...



SCOTT:

Not always, but sometimes.

C-APRONIZ

Right, it&#39;s about half and half.

SCOTT: _
You&#39;re using this mindset against United States citizens.
OK, when you get all this information, like Social Security numbers and phone

records, how long is this in[�ort-nation retained?

. ,.CAPRON1:

The issue of retaining national security -- data that&#39;s obtained via national security
letters is subject to a working group that the DNI is chairing together with the

Depattment of Justice and that we will participate on in terms of how long we should
keep it.

As ofright now, it&#39;s subject to the normal archive rules, and so we keep it for whatever
the law under archives requires, which is typically 20 years.

SCOTT:

Twenty years.
Now, how many criminal convictions have you gotten from NSL letters, information --

how much information from NSL letters has resulted in criminal convictions for

terrorism-related offenses?

CAPRONI:

That was one ofthe questions that the LG. was charged with answering. And I think
deriving it is very difficult, because while national security letters are typically used in

the beginning of an investigation, we don&#39;t tag the data, and so tracing it through to know
whether national security data started in a case that ended in an investigation.

SCOTT:

Well, Mr. Fine, can you answer the question?

FINE:

No, we tried to, but you cannot tell how many convictions resulted. lt&#39;s not speci�cally
segregated or tagged or tied. And when we tried to follow it through the system, it was
very hard to do that. Sol can&#39;t give you a number.

SCOTT:

If somebody said one, would that surprise you�? Could you contest that number?

C-APRONI:
I would.



PINE:

I would think it would be higher, but I can&#39;t tell you one way or the other.

SCOTT:

What information is obtained through NSL letters that could not have been gotten
through going ll1.rough the normal PISA process, even in emergencies, when there&#39;s an
alter-the-fact process with the PISA Courts?

C-APRONI:

Anything that we can obtain through a national security letter could be obtained from a
PISA 215 order.

I would tell this committee that I think it� you changed the law in that way, you would
be doing grave disservice.

CAPRONI:

It would essentially sink the system.

We issue, as you can tell from the report. thousands of national security letters to get
information. We do not have an infrastructure in place to take every one of those to court
any more than an AUSA in any district has the infrastructure in place to go to court to get

every grand jury subpoena.
It&#39;s simply not -- we don&#39;t have the infrastructure to do that.

SCOTT:

So you&#39;re not getting any information you couldn&#39;t get through PISA butjust

administratively...

CAPRONI:

Well, the Patriot Act...

SCOTT:

You would have a judge looking at what you&#39;re doing and not having a process that

lacks oversight?

CAPRONI:

 .�ongressn1an, under the PISA statute, Section 215 ofthe Patriot Act gave us the
authority to get an order for any type ofreeord.

SCOTT:

Well, that&#39;s what we&#39;re talking about.
Mr. Fine, did I understand that in these cases there&#39;s an actual ongoing investigation

prior to issuing these letters, or there&#39;s not an identi�able investigation ongoing when
they issue the letters?

PINE:

iii&#39;



It has to be tied to some in vcstigative �le. They have to open an investigative �le or a
threat assessment or preliminary inquiry, a full inquiry. It has to be tied to one ofthose. It
can&#39;t be issued out ofa control tile.

SCOTT:

That&#39;s what they&#39;re supposed to do. Are they doing that?

FINE:

We found that the-re were instances where they didn&#39;t; that they were issued out of

control �les and they were not tied to a speci�c investigation.

SCOTT:

Well, if there&#39;s no ongoing investigation, what is the standard for deciding when to
issue one and when not?

CAPRONI:

The standard is that it has to he relevant to an authorized investigation.
What Mr. Fine was talking about with the control �les is, while it&#39;s a difficult situation

to understand, those NSLs were -- in fact, they related to an authorized investigation.

There was a bureaucratic problem, which nobody likes to hear that it&#39;s a bureaucratic

problem that we believe we have worked out.

None ofthe NSLs that were issued out ofcontrol files did not relate to an authorized

investigation. They all were tied to investigations that were appropriately opened.

CONYERS:

The distinguished gentleman �&#39;0m North Carolina, Howard Coble?

C-OBLE:

I thank the chairman.

And good to have you all with us.
Mr. Fine, your report recommends a number of changes on the FBI&#39;s use and tracking

of national security letters. The attorney genera] issued a press release on March 9th
responding to those recominendations.

C-OBLE:

And 1 presume each of you is familiar with that report -- are you not? -- the March 9th

report.

Let me put this question to each of you: Will those recoinmendations submitted by the
AG. restore the FBI&#39;s accountability for its use of NSLs?

Mr. Fine, let me start with you.

FINE:

I believe that the response to the recommendations and what the FBI and department is

doing is appropriate.

��*�



Is it sullieient? Is it all that needs to be done? I&#39;m not sure. We&#39;ll have to see what the

results ofthose steps are.

We tried lo provide recommendations lo ensure that these very important but sensitive
tools are used in �ill accord with national security letter authorities, with A.G. guidelines
and internal control policies.

They hadn&#39;t been in the past. We&#39;ll have to see if they are now.

COBLE:

Ms. Caproni?

CAPRONI:

I think we&#39;re going to have to work to get the trust of this committee back. And we
know that that&#39;s what we have to do, and we&#39;re going to do it. - -

COBLE:

Let me ask you this, Ms. Caproni: Can the FBI implement the attomey generaI&#39;s
directions within the four months when the A.G. has requested Mr. Fine to report on your

progress?

C APRONI:

I hope so. There&#39;s some that are going to require some, sort of, interagency work. But,
certainly, we will -- if not, all ofthem will be �tily implemented in four months since we
will have made substantial progress.

COBLE:

And you may have address this earlier, Ms. Caproni, but let me put it to you in case
you did not: Does the FBI have any discrepancy or challenge with the report that Mr.
Fine has issued?

CAPRONI:

No. We accept the report. To the extent we had factual quarrels, we worked those out

and either we persuaded them or they persuaded us.

COBLE:

What do you think -- you may not be able to respond to this -- what do you think, Ms.
Caproni, are the greatest obstacles that your of�ce faces in implementing the A.G.&#39;s
directions?

CAPRONI:

I think that any obstacles there are, the director is going to make sure are removed. I
think it&#39;s time, it&#39;s energy and effort, and we&#39;re going to do it.

COBLE:

I thank you both for being here.



Mr. Chairman, ifl may, I would like to submit for the record the March 9th press
release submitted by the attorney general.

CONYERS:

Without objection, so ordered.

COBLE:

And I thank the chairman, and I yield back my time.

CON YERS:

The other gentleman from...

PROTESTER: .

 OFF-MIKE! not any of these FBI  OFF-MIKE!

CONYERS: &#39;

I ask the lady to -- no, don&#39;t sit down now. Iask you to please excuse yourself from this
hearing. No visitors can intemtpt a hearing in the Congress.

PROTESTER:

 OFF-MIKE!

CONYERS:

Just a moment.

Would the officers escort this lady out please?

The chair recognizes the other distinguished member from North Carolina, Mr. Mel
Watt.

WATT:

Thank you, Mr. Chairman. And I thank the chairman for convening the hearing.
Mr. Fine, I&#39;m looking on page seven of your testimony in which you indicate that you

reviewed 293 national security letters in 77 files and found 22 possible violations that had
not been identi�ed or reported by the FBI.

WATT:

And I&#39;m trying to extrapolate that, although Ms. Caproni seemed to take some issue
with whether that was a reliable sample.

I&#39;m trying to assume for the moment that it is, without trying to �gure out how many
there would be of the total national security letters that were possible violations.

My formula is I&#39;m starti it g with 143,000 national security letter requests, on page �ve.
Would that be an appropriate place to start? Or have you done the extrapolation for me?

FINE:



I haven&#39;t done it, but there are l43,000 requests. And, as you know. :1 request -- there
can be multiple requests in a letter. So there are approximately 45,000 letters during the

time period, with 143,000 requests.
So I think the starting point would be about 44,000 letters during the time period.

WATT:

And ifyou extrapolated the possible violations out, what would that come to,
according to your math?

FINE:

If you�re talking about 7 percent, approximately 7 percent of the 293 had a violation.
So 7 percent ot�44,000 would approximately be about 3,000.

WATT:

So you&#39;re telling me...

FINE:

That&#39;s quick math; I hope that&#39;s correct, but I think it is.

WATT:

lt is possible that my FBI and my people who are supposed to be protecting my
interests violated thc law how many times�?

FINE:

Well, I think there are possible violations ofeither the law, the attomey general

guidelines or the FBl&#39;s policies several thousand times if you statistically extrapolate. lt

was a small sample.

FINE:

We didn&#39;t think it was skewed or biased. But ifit held up for the entire population of
�les, several thousand; some more serious than others, but that&#39;s a lot.

WATT:

Ms. Caproni, why ought not our public be concerned about that kind of disregard of
the law and internal process�?

CAPRONI:

Well, Ithink the public should be concerned. We&#39;re concerned. And we&#39;re going to �x
ll.

I would say, as Mr. Fine said, the sort of errors range, sort of, on a long continuum of

seriousness. The most serious errors that Mr. Fine identi�ed were obtaining full credit

reports in counterintelligence cases.
We have had a concerted effort to �nd all such errors.

VJATTI



That&#39;s seven ofthe 22 �les, where you say they were real serious violations.
Extrapolate that out for me, Mr. Fine.

C-APRONI:

That -- I percent...

FINE:

Well, I think, in Ms. Capr0ni&#39;s testimony, she talked about how -- the level of
seriousness and which were FBI errors and which were company errors, and came up
with the figure that about l, a little bit over 1 percent of them were serious violations
involving FBI errors.

If you extrapolate that to the entire population, that would be about 600 cases of
serious FBI misconduct.

WATT:

Ms. Caproni, is there some reason that this committee and the American public

shouldn&#39;t be concerned about law enforcement violating the law...

CAPRONI:

Again, we are...

W ATT:

600 times�?

CAPRONI:

We are quite concerned about this, Congressman. And we are making every effort to

�gure out where those errors are, to sequester the material to pull it out ofour �les, and

to destroy it.
We will also take appropriate action...

WATT:

I-low many �les have you all destroyed, based on this investigation, up to this point?

CAPRONI:

When we identi�ed data that we have...

WATT:

Isn&#39;t that a number, rather than an explanation?

CAPRONI:

Congressman, I don&#39;t know the number. I know that, when we identified data, we

have...

WATT:

Has the FBI destroyed any tiles, up to this point, based on this investigation?



CAPRONI:

We destroy data all the time, when we discover it was improperly collected. So, both
outside of Mr. Fine&#39;s investigation and he...

WA.T&#39;l&#39;:

Have you destroyed any �les based on this investigation?

CAPRONI:
Again...

WATT:

Have you destroyed any files based on this investigation?

CAPRONII

Not a �le -- not a �le. but we...

WATT:

Have you destroyed any information based on this investigation?

CAP RONI:

Yes.

W ATT:

What have you destroyed?

CAPRONI:

The destruction would have been of the full credit reports that were obtained

improperly. And I think there was also some telephone...

WATT:

I-low many is that, Ms. Caproni?

CAPRONII

lt�s not much. It&#39;s -- but this process is going forward.

W ATT:

In these 600 cases that you&#39;ve identi�ed as possible real serious areas, or several
hundred. have -- you intend to prosecute anybody for violating the law�?

CAPRONI:

We&#39;ll have to look at what the facts are. I&#39;m not going to prejudge what the inspection...

WATT:

llow long is it going to take you to look at that?



C-ONYERS:

The gentleman&#39;s time has expired.

C-APRONI:

The inspectors are in the �eld now, and I think that they will have completed their
inspection visit, which is a sampling process, but that we anticipate that they&#39;ll have
completed it within a week or so.

WATT:

You&#39;ve got a more reliable sampling process than Mr. Fine...

CAPRONI: . .

No, it&#39;s just bigger. It&#39;s bigger and it&#39;s across all �eld o�ices.

WATT:

Thank you.

CONYERS:

The gentleman from California wants an attorney general for his state.

 LAUGHTER!
Dan Lungren?

LUNGREN:

Thank you very much, Mr. Chairman.
Ms. Caproni, I was one ofthe ones who have defended the FBI and the Justice

Department in the use of these as we went through legislation the last two years. And to
say that I&#39;m disappointed doesn&#39;t give justice to what I feel about this.

Mr. Fine has said that this is the result of mistakes, carelessness, confusion, sloppiness,
lack of training, lack of adequate guidance, and lack of adequate oversight. That sounds
like a report about a �rst or second grade class.

We&#39;re talking about agents ofthe FBI who are lawyers in many cases, who have
college degrees, who have other kinds of education. We&#39;re talking about people who have
gone through the FBI Academy. We&#39;re talking about people who presumably have been
trained to go i|1to this. We are how many years past 9fl I?

And in response to the question, I believe it was of Mr. -- well, I&#39;m not sure who asked
you this, but whether you could get this done in Y our months, you said you hoped so.

I hope you&#39;ll deliver a message that we expect it will be done. I mean, because I don&#39;t
think ifyou can&#39;t get it done in four months you&#39;re going to have to worry about
improving your procedures for NSLs, because you probably won&#39;t have NSL authority.

ljust -- [just want to convey to you how upset many ofare who have defended this
program and have believe it is necessary to the protection of our country. And you, the
FBI, have an obligation, yes, to try and �nd out who the potential terrorists are, but also
to make good on the promise we made to the people of America that the terrorists are not
going to succeed by indirection what they can&#39;t do by direction, that is destroy the
Constitution.



_ _

LUNGREN:

And I just -- I&#39;ll tell you this, Italked with Mr. Mueller yesterday -- because I&#39;ve known
him for 30 years. I-Ie&#39;s "Mr. Fix It." I-Ie goes in and fixes messes. He&#39;s done it all over this
government. I&#39;ve seen his work in San Francisco. I&#39;ve seen his work here at the

Department of Justice.
Ifl didn&#39;t know him, if I didn&#39;t know his record, if I didn&#39;t know he&#39;s the man we put in

many places to �x things, I would have no con�dence in the FBI right now.
So I hope you&#39;ll deliver a message to all your people that it&#39;s not good enough to tell us

you hope it&#39;s going to be done in four months. I hope you&#39;re going to deliver a message
that it better be done in four months or you&#39;re not going to have NS Ls to worry about.

And I say that as someone who supports him and will light on the floor to have that
authority given to you if there is proper oversight, but l probably won&#39;t get a majority of
votes on the I-louse floor ifyou don&#39;t �x it.

So can you tell nie you �re going to do better than you hope to �x it in four months�?

C-APRONI:

Congressman, you&#39;re absolutely right. Yes, it will be done.

LUNGREN:

I appreciate that.
Now, Mr. Fine, you&#39;re the inspector general for the FBI. I want to congratulate you on

what you&#39;ve done. We say -- we take some satisfaction in your canyin g out the authority
we gave you, but sometimes that doesn&#39;t happen. And we appreciate the job you have
done here. _ - I

But maybe you won&#39;t want to answer this question. Maybe you can help me: How do

you explain carelessness, confusion, sloppiness, lack of training, lack of adequate
guidance and lack of adequate oversight with the FBI? &#39;

I just tumed on the television last night and watched one or two or three of these shows
that always shows the FBI as being far better than local govemment -- that little burr

under my saddle, because I&#39;m a former A.G. ofCali.fornia. I appreciate the FBI, but how

do you explain this�?
I&#39;m not sure what would be worse, frankly. At �rst I was relieved that you said this:

"And it wasn&#39;t intentional action by the FBI." At least we haven&#39;t found that.
I would at �rst been more worried about that.

LUNGREN:

Now, as I think about this, should I be more worried about the fact that the FBI now, in

something as important as NSLs, has marks of carelessness, con�tsion, sloppiness, lack
oftraining, lack ofadequate guidance and lack of adequate oversight?

Is this exceptional in your experience, in your oversight of the FBI?

FINE:

i



I think the FBI worked hard to get these authorities, hut didn&#39;t take it seriously enough
putting in controls over these authorities. And I think there is often a problem sort of
between the receipt ofthe authority and the execution ofthat authority. And that&#39;s clearly
what happened here. And we were very troubled by it.

We&#39;ve seen problems in the FBI in terms ofinformation technology. In trying to
upgrade their information technology we&#39;ve seen problems. But these are difficult tasks
and they are trying to do this as they&#39;re changing their mission.

And, quite honestly, there really is no excuse for it. There is no excuse for it.

LUNGREN:

Did you have any question that the NSLs are of some value?

FINE:

Yes, I do believe they&#39;re ofvalue.

LUNGREN:

And that if we lost them, that would be a loss�?

FINE:

I believe that they&#39;re a valuable investigative tool that are indispensable in many cases

to counterterrorism and counterintelligence investigations. And that&#39;s why it is so
troubling that they didn&#39;t...

LUNGREN:

So we better �x this so we don&#39;t lose a tool that&#39;s truly effective�?

FINE:

I think they need to fix it.

LUNGREN:

Thank you.
Thank you, Mr. Chairman.

CONYERS:

The gentlelady from Houston, Texas, Sheila Jackson-Lee.

JACKSON-LEE:

Again, Mr. Chairman, my appreciation for your continuing effort of establishing
transparency in govemntent.

I welcome both ofthe witnesses here today and recount just a limitecl history that
troubles me as we �nd ourselves here today.

I know the good intentions of the witnesses, but certainly I&#39;d need not remind you of
the era of McCarthyism and certainly the role that law enforcement played in that
misdirected era of the United States of America.

As a young lawyer, I participated in the investigations into the assassination of Dr.
Martin Luther King and John F. Kennedy right here in this Congress. And what was



e.92&#39;posod was the extensivencss ofthe co-intel problem of Dr. Martin Luther King;
wrongheadedness, as far as I&#39;m concerned, as it relates to the utilization of protecting this

country.

A civil rights leader who happened to be outspoken against the heinous governmental
acts of segregation and all ofa sudden hc became a major target olithe Federal Bureau of

Investigation, with any number of ollicers -- agents, if you will -- probing and looking
over paperwork that he might have generated.

That smacks, as far as I&#39;m concerned, of where we are today even though, Mr.

Inspector General, you&#39;ve indicated that it has been without malice, without intentions.
And we all know that there is a phrase that says: Ajourney to a certain place is paved

on that road with good intentions.
So I�tn not very happy as to where we are today because I argued vigorously about the

etnensive powers that we were giving to the president ofthe United States out of fear.

And one thing that the Constitution reminds us, and certainly in the founding fathers,

who left a tyrannical society to be free, that tyranny can get the best of us. And lack of
control can get the best ofus.

So I ask to the general counsel of the FBI: Did you cletemtine what percentages of
those lctters that were sent without national security letters generated into terrorists

responses or terrorist incidences or terrorist prosecutions�? I&#39;d be interested in that
number.

And why don&#39;t you just answer that, yes or no, you have the percentage?

CAPRONI:

I do not.

JACKSON-LEE:

OK. I&#39;d like to get the percentage, frankly.

CAPRONI :

The directorate ordered a special investigation of the whole exigent letter instance, and
we will brieftltis committee when we have the results ofthat.

JACI-{SON-LEE:

And I will join my colleague on the other side of the aisle.
How quickly can you get that information?
&#39;lhis is about protecting the Constitution and securing the homeland, two very

importantjurisdictional responsibilities. And I happen to serve on both cominittees,
Homeland Security and this.

So my question is, how soon can you get those numbers? It makes a real differetice to
know whether you generated potential terrorist threats that would secure the homeland or
whether or not the FBI was on a �shing expedition.

CAPRONI:

Congresswoman, let tne assure you that that group was not on a fishing expedition.



But having said that, I understand that my assttrance to this committee at this point isn&#39;t
worth a lot. The Inspection Division is conducting the inquiry. They know that they have
to proceed quickly. But I regret I can&#39;t tell you when they&#39;re going to be done.

But I will make sure that the director understands that you want it done as quickly as

possible.

.�IACI~�.SON-LEE:

And certainly we wish the director well. We would have wanted to have his
appearance before this committee, but we do wish him a speedy recovery.

CAPRONI:

Thank you. I&#39;ll let him know that.

JACKSON-LEE:

Mr. Inspector General, I assume you will say to me that you don&#39;t speculate, but let me
quickly ask you a question.

And will you be thinking, the general counsel, on this question?
The president signed on the Patriot Act a signing statement, which indicated that he

was going to interpret or have the act interpreted in a manner consistent with the

president&#39;s constitutional authority to supervise the unitary executive branch and to
withhold information. _

Just be thinking about that. And I want to know, did that give you a free ride? That&#39;s
why I have legislation that indicates that agencies should not be running, I must say,

amuck because of the signing statements.
Mr. Inspector General, what you looked at. And you&#39;ve said it has not been intentional.

Help me out, however. Don�t you believe there should be restraints put in place, strictures
put in place�? And might the Patriot Act be entirely too broad to even be a valuable took
that would restrain people in balancing both security and, as well, balancing civil
liberties�?

FINE:

I do believe that there needs to be controls. I do believe that there needs to be a

balance, a balance of effective tools to prevent terrorism; at the same time, effective
controls on the use ofthose tools.

And what was most troubling to us was that those controls were not implemented and

not followed. Ancl I share the concerns expressed by the members of this committee, and
that&#39;s why we did the report.

FINE:

We were not -- we were not restricted or limited in what we did.

And I know there was a presidential signing statement, but the department did
cooperate with us. We did provide all the information that we had. We provided it in the
most unclassi�ed way we could, and the department actually did unelassify a fair amount
ofthis intbrmation so that it could be fully aired.



And we also provided a classi�ed report to this committee and other committees
describing the additional information.

So we did what we could to identify the problems in this prograni.

CONYERS:

The gentleman from Florida...

.|ACl&#39; SON-LEE:

Mr. Chairman, could I just let the -- can she answer yes or no on the signing statement?
Would you indulge me?

CAPRONI:

The signing statement ha.d absolutely no impact on how we interpret our national
security letter authority.

JACKSON-LEE:
I thank you.
CONYERS:

The gentleman from Florida, Mr. Ric Keller?

I{ELLER:

Thank you, Mr. Chairman.

Ms. Caproni, let me begin with you.
If the FBI didn&#39;t have national security letters as an investigative tool, you could get

the same information via prosecutor through a grand jury subpoena or by going before a
I-�ISA Court and getting a court order, isn&#39;t that correct?

CAPRONI:

Yes.

KELLER:

And the concern that you have with those two 0pli0ltS is that you essentially don�! have
the manpower -~ I think you said it would, sort of. sink the system.

CAPRONI:

I was responding to a suggestion that all of these should be obtained via court order. If
that were the law, that would create substantial obstacles to our national security

program.

KELLER:

But that&#39;s why you aren&#39;t using in all cases the grand jury subpoenas or the FISA Court
orders, because you don&#39;t have the manpower to do that and still do your investigations.

CAPRONI:



I would say it&#39;s perhaps slightly more nuanced than that. On grandjury subpoenas,
there are cases where we don&#39;t have a criminal case open, so a grand jury subpoena is not

an option.
Further, the whole philosophy of making sure that you&#39;re thinking -- we&#39;re thinking

from an intelligence perspective rather than immediately cutting to the chase ofa
criminal investigation encourages agents to use national security tools versus criminal

tools. The grand jury subpoena is a criminal tool.

KELLER:

All right, let me follow up, because the challenge we have is getting this in the strike

zone. We want you to have this information that you need as an investigative tool, but we
want there to be some sort; ofclteck on your authority. And if you use the grand jury
subpoena, for example, to get my phone records, I have the ability to move to quash that

subpoena and have ajudge hear it, correct?

CAPRONI:

You only have the ability to do so if someone tells you that the subpoena has been
served, which is not the typical route ofa grandjury subpoena.

KELLER:

OK, or if you went before a PISA Court, you have a set of eyes through the PISA

Court judge looking at it, eomect�?

CAPRONI :

That&#39;s correct.

KELLER:

In terms of using the national security letter, let&#39;s say You served it on my phone
company, the phone company&#39;s not necessarily looking out for my personal privacy
interests, and so there&#39;s not a set of eyes looking at it, at least from an individuals

perspective, right�?

C-APRONI:

And, again, that&#39;s the same as with a grancljury subpoena, that&#39;s correct.

RE LLER:

S0 all we have really is our inspector general as a check on the controls to make sure
that you&#39;re applying it in an appropriate way.

CAPRONI:

Well, again, l think this report has told us we internall_v have to do a far better job at
making sure that we are maintaining internal controls over the use ofthis tool.

CAPRONI:



I Fully expect Mr. Fine to come back to visit us in liiture years, and will dutifully take
us to task if we have not accomplished that.

KELLER:

All right.

And, Mr. Fine, imagine a housewife in Orlando, Florida. And she does absolutely
nothing relevant to terrorism or espionage. She&#39;s never met or spoken with a terrorist or a

spy.

Based on your investigation, does she have any reason to worry about national security
letters violating her privacy, by looking at her phone records, bank records or Internet
search records?

FINE:

I think that there are times when the FBI looks for telephone records of potential
terrorists and looks to see who they&#39;ve contacted or they&#39;ve been in contact.

Now. it could be intentional contact; it could be inadvertent contact. And as a result of

that contact, there can be efforts to look and see what telephone numbers have been

called.

Now, if they have had no contact whatsoever with the subject of a potential terrorist
investigation, it&#39;s less likely that there will be -- the records would be obtained here.

KELLER:

Well, in framing my question, I said no contact, either writing or spoken.
So let me ask you, based on your investigation, were there any situations where you

saw national security letters being used when there was no relevance whatsoever to

international terrorism or espionage?

FINE:

We couldn&#39;t, in our review, look at all the investigative case �les and say, "This was --

there was an adequate predicate; there wasn&#39;t an adequate predicate.�
We looked at how they were used and whether on their face they were improper. So it&#39;s

impossible for us to say that the relevancy standard was met.
One thing that we did �nd, however -- and I would note this -~ is that, in many cases,

the counsel of the FBI �eld of�ces, either the chief division counselor or the assistant

counsel, did not aggressively and independently look for that. And they&#39;re the ones who

should be checking on that. They&#39;re the ones who need to be sure that there&#39;s adequate
predicate for this investigation.

And we saw, in many cases, that didn&#39;t happen, that they acceded to the wishes of the -
- or the arguments ofthe case agents or the special agents in charge, without
independently and aggressively looking at that... &#39;

KELLER:

Let me cut you oft� there because I have one �nal question.
Ms. Fine  sic!, can you give us an example to help make your case, ifyou have one, as

to what&#39;s a scenario where a national security letter is your best investigative tool
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Board  IOB} Matters, retain a record of the report of a
potential IOB matter for three years for possible review by
the Qounsel to the IOB, together with a copy of the OGC
opinion concerning the basis for the determination that IOB
notification is not required.

GO

I --~ 5%];
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/12/2997

To: General Counsel Attn: NSLB

b6
From- Inspection. b7C

Internal Inve &#39; &#39; &#39; PU, Room 3041

Contact: CRSi _ |ExtE::::::]
Approved By: Miller David Iarimmuzu  ALL II-IFUPJIATICIN C01-TTAIDJED

HREIN Is UNCLASEIFIED

Drafted By, I W� Ikas DATE us-30-200? BY 6si?9_.»&#39;m-I11/Ksa/Rm .

Case ID #:  U! 278�HQ�Cl229736-VIO [Pending]
b2

Title:  U! INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKING# 2569

ocsc/1os# 2oos|:|

Synopsis:  U! To report a potential Intelligence Oversight Board
{IOB! matter to the Office of General Counsel, National Security
Law Branch  NSLB!.

Reference:  U! 278~HQ-C1229736�VIO Serial 1517
278-HQ-Cl229736-VIO Serial 1986

Details: U nvestigations Section  IIS! received b2an EC frojggim��imimiiimigifdated 07/O3/2006, reporting a b7E
possible error. ase upon a review of the referenced EC it
is the IIS&#39;s opinion the incident described therein is
administrative in nature. Therefore, no internal investigation
will be conducted by the II5 and this matter is being relegated
to the NSLB for whatever action they deem appropriate.

00



 Rev C&#39;l�3I-ZUU3! . S  /20320117

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE b2 Date: 01/17/2007
b7E

To; [:::::::::::] Attn: SAC  Personal Attention!
From: Inspection � b6

Internal Investigations Section, IPU, Room 3041 b7c
Contact: cRs| Z  |E>:t:|

§%%é§L1 DEELASSIFIED BY GSLTQIDHHIKERJRUApproved By: Miller David Ian - UNo54o¢om

_ Drafted By: [ I
Case ID #:  U! 263-HQ�0-U - 678  Pending!

Title: {U} INTELLIGENCE OVERSIGHT BOARD MATTER

INSD/IIS TRACKING# 2569 b2

ooc/1oB# 2006-|:|

Synopsis:  U! To advise that captioned reporting of potential
Intelligence Oversight Board  IOB! violation has been reviewed by
the Internal Investigations Section  IIS!, and is not considered
willful misconduct. This matter is returned to the field for

corrective action as appropriate. Case closed at IIS.

{U} m..MWtMMm.hh :}§§: Der om :
Declas &#39; n: 20117

Enclosure s!:  U! 278~HQ�C1229736-VIO Serial 1517

Reference:  U! 278-HQ-C1229736�VIO Serial 1517

278-HQ-C1229736-VIO Serial 1986

Details:  U! Upon review od __ H lcaptioned report b2
of a potential IOB violation, IIS did not find the matter b7E
indicative of willful misconduct. IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

 U! IIS recognizes and appreciates that this matter was
brought to our attention as required by the revisions mandated by
National Security Law Branch/OGC EC, dated ll/16/2006
�78-HQ�Cl229736, serial 2570!.

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.

QQ

o32o117



i i _

l_i__92-_~I_ iEit*pat&#39;irn~3 -IF tiltfiiilit-�
-.-"-:.<=.=~=~_J  &#39;<=-:I" . .. gr�?
Hi. {-

<1 Ptiiitzc-. oi� the i:"i:.{>t- viii f �J �~ &#39; "1-i
<3� &#39;-1�-" _-_.&#39;&#39;:5 -t. Q -&#39; gt-�.&#39;

&#39;.t*&#39;n.-.i&#39;u&#39;n_irn-or, ti If .7�-&#39;=""

l!ATE: January 29, 200?

TO: Kennetlt W. Kaiser

Assistant Director H mmnmm
inspection Division ML FBI INFQRMTIO

, . 1" uncwetrteoFederal Bureau of Investigation :i_IR_Ené5_§U_zUm°BY 65n9;.Dm;,E5R,Rm

FROM: Glenn G. Powell

Special Agent in Charge
Investigations Division

b6

SUBJECT�: OIG Com taint No. 2007002618 MC

;:   =  -i at
FBI No. 263-0-U-678

CMS No. 2569

D We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency&#39;s policy
and regulations. A copy of your findings andfor final action is not retptired by the
OIG.

D This matter is referred to your agency for investigation. Please provide the OIG
with a copy of}-�our �nal report on this matter.

U This complaint wilt be iIt92-&#39;t3SIigtIted by the OIG.

IMPORTANT N0�! ICF

hie|ttit&#39;ying information rna_vl1a92=t: been redacted from the attached DIG Reportl�elerral pursuant to § 7 of the

IC Act or because an indit-itiual has ta! requested confidentiality or  I1! expressed a tear of reprisal. It you

believe that it is necessary that redacted information be made available to your Agellcy. you may contact the

Assistaiit Inspector  éeneral for Investigations.

Ptease he atlvisetl that, where arlverse action is not cotitcmplnted, the subject of an investigation docs not have u
right to tun-e access to an GIG Repot�l-lclerral or to the identities ofcomplaiiiants or witnesses, and that. iltill

5%, cutnplainuttts and witnesses are entitled to protection from reprisal pursuant to the inspector General .-92ct
and lite Whistieblowcr l"|�utectit�lIl Act.

Attachment



_ _i __i _ _ �

b2

. - INVES t TIONS DIVISION - Complaint Form OIG NO.| E89-2O07�30Z61S-M

Received By:� | Date Received: O1/9352607 How Received: A
F� L~i>~B-@&#39;1= 1:!
Title: SA Pay Plan:

Component; FBI EOD Date:

Mi scz: i:: ii: iiii �_ i

Home liii; 7i� __i ;_ L 7 if
Phone: 1} -

ZIP:

ZIP

92»i0i&#39;i»;: , ,

SSNO:

Alien No.:

F.B.I.NO..
B.0.P.No.;

D/L No.:

Offenses: 689

SvB~1Eo"= l:|
Title: SSA Pay Plan:

Component: FBI EOD Date:

MIISC:

il

ZIP:

Home :  __ __ _ _ __; _ _
Phone: � &#39; ZIP

work; _ ,

Phone: ¬202� W �WI

T.i.L1.e: SSA Pay Plan
Component; FBI BOD Date-

MLSC:
Home:
Phone:L I III i III�? I I

El - ZIP:

D.G.3.:

Ellen NO.:

F.B.I.NO

B.O.P.No

.: D6

.: b7L

U/L NO.: b2

Offenses: 689

No.1

NO.:

B.O.P.N0.:

DIL NO.:

SSNO:

0.0.8.:

-Lien

work;,

em: :2@;>|_T__&#39;1 I m; r
Confidential: Revealed: Auth0¥1YY1 �One

Details:

92 Information provided by the PBIIINSD re orting a potential IOB matter involving improperlyreceived information. IOB #2006  �
During an authorized investigation, the FBI properly served a Hationai Security Letter {NSL}

i on a communications provider for information regarding the ts:get of the FBI j�V¬SLlqaLiOH.
i In response, the FBI obtained information beyond the scope of the NSL. The F�  i

Livision identified the problem and indicated that the uneuLhorL**� &#39;"� �-tion has not been�
any databases and has been sequestered with[E�::::�iij:]CDC.analyzed or added to

It is the opinion or the UfflC8 OE the General Counsel that this matter need not he reported

1 ro Lhe�i��. __ __ __i _ ; ~ ~ " n :1 &#39; 1,�-&#39; us I7 k | A 5+" -i!::|e_ 5 | 7&#39; 132
ALLECATIONS: 639 IOB Vioiati�� b7E
Occurrence Date; 06508/2006 TIME;

CITY" -I _ | Statel I Zip:
1�� r r i %&#39;f_�i�L;l::_i&#39;_p """"�&#39;f" _ r L 3 ___________ _i__&#39;_;¬_.f  __ _�_j
D.S . ,. . . .

I POSITION DAIA; Disposition: M Date: 013081205? Approval; POWELL, GLENN G
, &#39;92"IV<J

Referred to Agency: Date Sent: Component: FBI I

|.:92Zl|.i.E_&#39;.&#39;1J|. Act: N fiivil Rim"-ts: N Component Number: 263 0 u 578, 256::



b2

OIG ~ TNVESTIGQTIONS DIVISION - Comp1ainL FC[m OTG N01 l5B9~2007-002618-M
Remarks;

Predicating material contains classified information that will be stored in a secure

Container within OTGIKNV/HQ.

1.;�2=a,»&#39;01 - sent to AD Kaiser. E�E1l;�INSD.  yhtl



LRcvlH-ELZOUS!

FEDERAL BUREAU OF INVESTIGATION

Precedence. ROUTINE

SEC

&#39; Date: 10/25/2006

To: Office of the General Counsel

Inspection

Cyber

From: |  Z _   _
�kns  j * 7* i

Attn: NSLB

Room 7947

Internal Investigations
Section _

ROOm 3041

SSA
C3IU-1 ALI. INFORMATION E01�-IT.isIl-JED
Room 5931 HEREIN IS U�!-YCLASSIFIED EXCEPT

HIHIEPE snow omzawxsn

ontact

Approved By:

Case ID #: ~ - � 7%iending!

 UJmWTitle:MM>§<: INTELLIGENCE OVERSIGHT BOARD

DATE: 05-30-205?

CLA$$IFIED BY 65l?9fDHHIK$R£RU

REASON: 1.4 {cl
t is Vi? so

Drafted By:
DECLA$SIFY UN: U5~30�2032

b2
b7E

 Pending! b6

 Pending! E3;

 IOB} MATTER

 U1 ........ "Synopsis: M331 To report possible IOB violation.
DeU ..m m "H" _M"�i:>�i: rive &#39; G G-3 blI I� Dec &#39; On: 1 b7P=

 Slit iiii b2

 U1 ��mR?§?¥?F¢¢a H L__&#39; V E | H _ W
Details:

bTE
bTA

bl
b7D

me063001.ec

� 9/

ssd?¬r  K Z W� iii?

0 0

s a l � My
-41$ b6

b7C

&#39; W�&#39; � b7A



S b2
§ ,,_ &#39; *���&#39;  b7EZ

my __T0: ff&#39;ce of the General Counsel From: L J
Re: -- 27B�HQ-C1229736�92/IO, 10/25/2006 7 i i 1

 $1 bl

b-FD
mm

{S!l * bl
� b6

b7C
b2

92 b7E&#39;.

� b7A

___o  _j"i _j" _  _ _ _ H
.  s1| ff f 1

E bl
b6

� |:".=&#39;c

92 rm:
� b2

b7E
b&#39;|"A

ii  i V i "W" V V 92

92 b6
� rnc

92 mm
b2

� � b7E

b7A

, 1 ~ 1�~� ~35,-E?-F *~~> " l



iii _

Q�-! E&#39;r r_ W r_r____r :1?
iU!- _ To: �ggfce of the General Counsel Fromzl 7 I E¬E

R¬:~_ 27B�HQ-C1229736-VIO, 10/25/2006 &#39; f f

b6
b7C

enalysg_s of the material. S then reported the matter to b2
I [SEQ H As per the N guidelines, this b7E

cati een prepared. _
_ _ 1 , _ _ r_ re r_ __ _ . __ __ __ 92

gsil

bl

92 g be

b7C
b2
b7E
b7D



s?QT I  1 b2ice of the General Counsel From: _ _ _ b?E U; -. Re: ><< 278-l-IQ-C1229736-VIO. 10/25/2006 � * ** e

LEAD s}:

Set Lead 1:  Info!

OGC §NSLB!

AT WASHINGTON, DC

 U! Please provide guidance as to how to handle
overreported information.

Set Lead 2:  Info!

CYBER

AT WASHINGTON DC

{U} Read and Clear-

Set Lead 3:  Info!

INSPECTION

AT WASHINGTON, DC

 U! Please provide guidance as to how to handle
overreported information.

00

s1::§£&#39;r
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 Rev. OI -3]-2003}

Se
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 12/12/2006 b2
, b7E

To: u J Attn: B5_ _ , ___ _ b1&#39;C

Counterintelligence Attn: SS.A  C3IU�1
Inspection Division Attn: IIS, CRS[__ ____ _ , |

ALL INFORMATION EUNTAINED

HREIN IS UNCLASSIFIED EXCEPT
From: Office of the General Counsel �HERE 51-{|j1m an-1,=;p_m13;;

NSLB/CILU/Room 7_947__ [_ ___ g_ _ _
Contact: AGC I 1

Approved By: Thomas Julie  .
DAIE: as-31-200?

ctassrrrrn BY 6-51".=aznm11msP.z1=<w

Drafted By:  P3550�: 1&#39;4 in
DEELASSIFY ON: 05-3l�2D32

 U3 H.-M"Case"I&#39;D #-=-- ; 278-!-IQ-C1229736�VIO nding}

.. ....Ti.tle:---- ! INTELLIGENC GHT BOARD b2
MATTER ZOO

 U!  ------Synopsis�:  U Jrequested that b2

 U1

the Office of the General Counsel {OGC! review an incident and b7E
determine whether it warrants reporting to the Intelligence
Oversight Board  IOB!. It is the opinion of OGC that the
incident does not need to be reported to the IOB. Rather, this
EC should be maintained in the control file for periodic review
by Counsel to the IOB. .

 U! &#39; D¬flV . c;-3
De yOn:

P.d&#39;m&#39;ifii"st"rat&#39;ive:"&#39;""><E This electronic communicat�  EC! contains b2- information from: th EC dated 10/25/2006 fro o OGC b7E
reporting a potential IOB matter.

Reference:____ 1 278-I-1Q�C1229?36�VIO J�e»n¢92 l�l�[92 

sacnir
r.192-12:00�! nansw DATE? ll" 5 *1 F 3%
Fi3i!NVE5TlGATl :1  IF H�ozcmc-1 mvesr|er1&#39;_jov= ~ I I



b2

sspérr _ ME

Re: 2? QC  *-

:fOm 0ffl�¬ of the General Counsel
-H - JD_921O 12/12/2uOF

wt� " �Dé"r&#39;.&#39;a&#39;ils:"">:< By ac dated 10:25/2006[:|Iequested that occ
review an incident and determine whetner it warrants reporting to
the IOB. _ _ if Wan 4�* W __ �

 SII
7 92

� 92

92

gs; | "W W� W i i 1]

92
i i 1 __ _ LL ___ _ _ __ _

,.___ <51] i i i i �

S i a __ 1 �;" I ,m�  air, 1*

b2
b7E

bl

b2
b7E
b7A

bl
b2
b&#39;?EI
b&#39;r&#39;D
b7A

bl

b2
b7E�.
b1-�D
b6
b7C
b7A



yéatvr b2To:  E�rom: Office of the General Counsel b?E.
Re: r, ~ ~ ,¢ � IO, 12/12/2006

{U} Section 2.4 of Executive Order  E.O.! 12863,

dated O9/13/1993, mandates that Inspectors General and General
Counsels of the Intelligence Community components  in the FBI,
the Assistant Director, INSD, and the General Counsel, OGC,
respectively! report to the IOB �concerning intelligence
activities that they have reason to believe may be unlawful or
contrary to Executive order or Presidential directive.� This

language was adopted verbatim from E.O. 12334, dated 12/04/1981,
when the IOB was known as the President&#39;s Intelligence Oversight
Board  PIOB!. By longstanding agreement between the FBI and the
IOB {and its predecessor, the PIOB!, this language has been
interpreted to mandate the reporting of any violation of a
provision of the Attorney General Guidelines for National
Security Investigations and Foreign Intelligence Collection
 N316!, or other guidelines or regulations approved by the

Attorney General in accordance with E.O. 12333, dated 12/O4/1981
if such provision was designed in full or in part to ensure the
protection of the individual rights of U.S. persons. Violations
of provisions that are essentially administrative in nature need
not be reported to the IOB. The FBI is required, however, to
maintain records of such administrative violations so that the

Counsel to the IOB may review them upon request.

I

{U} On 03/28/2006, the FBI&#39;s National Security Law
Branch  NSLB} sent a letter to the Counsel for the IOB requesting
their concurrence to treat third party errors as non�reportable,
though NSLB would still require the field to continue to report
any improper collection under an NSL as a potential IOB matter.
By letter dated ll/13/2006, the Counsel to the IOB agreed that
third party errors in the collection of information pursuant to
an NSL must be reported to the FBI OGC, but are not reportable to
the IOB.

 U! In the instant case t collection of informationby the FBI was not the fault  e the case agent b2
discovered that he had receive in ormation beyond the scope of b7E
the NSL request, the case agent immediately sequestered the
information, placed the information in a secure safe and reported
the matter to OGC. &#39;

_ see»
� 3

-



T

To:
Re

LEAD 

Set

*~~:: ~~* b2

From: Office of the General Counsel b7E|�2THTHQTCT2??T3E=JIO, 12/12/2006

s}:

Lead 1:  Information!

INSPECTION

Set L

AT WASHINGTON, DC

{U} For information.

ead 2:  Information!

COUNTERINTELLIGENCE

SEE L

AT WASHINGTON, DC

 U! For information.

ead 3:  Action!

cc:

06

A Z �*�� 1 b2
, __, W no if b7E

 U! For action deemed appropriate.

� Ms. Thomas

_[:::::::::ii:;;:] b6
� IOB Library b?C

h *5?
-*- _ - 4
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    FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Dater U1/12/2907

To: General Counsel Attn: NSLB

From: Insli�éi�gl lnvefLiQaL1Qn3 �g£tiQn_ FPU Room 3041 EEC
Contact: CR5 _&#39; __&#39; WW E2:-ct:l

H W ALL INFIJRHATIIJH CDN"T&#39;AIl~l&#39;ED

Approved By: Miller David Ia1�b1u.-ilfhw HEREIN I5 UNCLASSIFIED
re" "&#39; &#39;" *&#39; E DATE lIl5�3l-EDD�! BY 6-E-1.&#39;?9_;�DI�1I"IfRSR,*&#39;R.E|

Drafted By:[ W_ 7
�Case ID #:  U! 278-HQ�Cl229736�VIO {Pending}

Title:  U! INTELLIGENCE OVERSIGHT BOARD MATTER

INSD/IIS TRAC 55 b2

occ/IoB# 200?

Synopsis:  U! To report a potential Intelligence Oversight Board
KIOB} matter to the Office of General Counsel, National Security

Law Branch {NSLB!.

Reference:  U! 278-HQ~C1229736�VIO Serial 1794
278-HQ�C1229736-VIO Serial 1987

Details:  U! The Internal Investi ations Section  IISJ received
an EC fromrij A 470* *7 idated 10/25/2006, reporting a
possible IOB error. Based upon a review of the referenced EC it b3
is the IIS&#39;s opinion the incident described therein is b7E
administrative in nature. Therefore, no internal investigation
will be conducted by the IIS and this matter is being relegated
to the NSLB for whatever action they deem appropriate.

Q6 -



 Rev. OI -3 l -Z003!

/20320111
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/1?/200?

I . Attn:£:i:::] Personal Attention! E35
b6

From: Inspection b7c
Internal Inv � � s Section IPU, Room 3041

Contact: ca  pp E:-ct
¬E�?2q92 DEELASSIFIED BY 65l?9!DH}E3PfRUApproved By: Miller David Ian

es __ __ l__ _ 4 _ um U5-31-2007

Drafted By: [I __ H U
Case ID #: {U} 263-HQ-O-U » 682  Pending!

Title:  U! INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKING# 3155osc/Ios# 2007&#39;: b2

Synopsis:  U! To advise that captioned reporting of potential
Intelligence Oversight Board  IOB} violation has been reviewed by
the Internal Investigations Section  IIS!, and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

D m =
iUI&#39; On: 7

Enc1osure s!:  U! 278�HQ-C1229736�VIO Serial 1794

Reference:  U! 278-HQ~Cl229736~VIO Serial 1794
278~HQ�C1229735�VIO Serial 1987

Details:  U! Upon review ofl�� _ �captioned b2
report of a potential IOB violation[zIIS did not fi�d the matter b7E
indicative of willful misconduct. IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

 U! IIS recognizes and appreciates that this matter was
brought to our attention as required by the revisions mandated by
National Security Law BranchfOGC EC, dated 11/16/2006
�78-HQ�C1229736, serial 2570!.

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.

49
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b6
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U13
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b6
b7C

Syéw
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 10/30/2006

To: General Counsel Attn: NSLB

Inspection Attn: IIS ¢/
� elligence Attn: CD-2g} Room 413;�,

Attn: cm�:   7 *7�
Contact: SA

C I

L1. IBIFURIEIATIEIN CIIII-ITAII-TED

HEREIN I5 UI&#39;ICLA53IFIED EXCEPT

F111-IIRE SHIIIUN OTHERWISE
Approved B§:

Drafted By:

Case ID #:  U; A :�~| S
278-H -Cl229736-VIO  Pending_!__92-"1 I�-A

 U!

bl -  S! DATE: D5-31-200?
>< 1 � e:�_:~ � *1 |3m&#39;;g11-"IE9 3&#39;; E.51&#39;39,*]	11~1;&#39;I{SR,-�RI»J

SA
T._itl_e=_.._ . POT LVING be REAgw= l__, mid!

. blc DEELASSIFY on: us-31-2022
SS

Synopsis: :?�; HLQB &#39; 9 of carrier 4
M ;____ b7 D

** fHH_ &#39; Deriv .

"""� Dec1ass&#39; : 2031

Reference:  U! Conversation with CDC on 10/18/2006.

"Detai1s- The followin informat� � &#39; &#39;

response e quarterly EC from CDC b7C

requesting Intelligence Oversight Boar reporting be brought
to the attention of the OGC and Inspection Division.



_

sEc;s¬&#39;r
b2

To: General Counsel From:   _ 1°75
R6:  U1 27B&#39;HQ-C1229736~VIO, 10/30/2005

bl
� �� � b6

 Sh _ b?C

L " " _ � f �* "W izzl &#39;1 *_ W *1 j bl
{S 1n1 r bz

in�ormation _ ,� _r_ _, N e e_e b7E

b6
b7C

e~� � ceived a re 1 to the NSL

In addition to

W _l were received. bl
informa &#39;�m received was incorrectly given by b2

I ll to lDQl_i |information was requeste . Non Egg
eceived have been uploaded &#39;

placed in the file of the s �

ned _�_Z Z_W U_, f::_, j_Ei�ififfffrmistake is Being reported within the mandatory 14-
ay reporting period.

Seée
2



_ 7 - 1? _

MET

To: General Counsel From: £::::;::;] §%E
Re:  U! 278-HQ-Cl229736�VI , 10 30 2006

LEAD s}:

Set Lead 1:  Action!

GENERAL QQUNSEL

AT WASHINGTON, DQ

{U} Information is being provided to NSLB for
whatever action is deemed appropriate.

Set Lead 2:  Action!

INSPECTION

AT WASHINQTON, DQ

 U! Information is being provided to IIS for
whatever action is deemed appropriate.

Set Lead 3:  Info!

QQUNTERINTELLIGENCE

AT WASHINGTON, DC

 U! At CD-2A: Read and clear.

Set Lead 4:  Action!

5; [_�_l Z _
ii   1
 U! Information is being provided to CDC for

whatever action is deemed appropriate.

¢§

s%ér
3

&#39;
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 Rev. Ul-31-2903}

b2
b7E
b6
b7C

 U3 "-

 U1

EU}

IUJ
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 12/12/2006

SAC
CDC
SH

Counterintelligence Attn: SSA

Inspection Division Attn: I15,

From: Office of the General Counsel

NSLB/CILU/Roo 1242 I ,r i I

CD�2A

CR5

ALL INFORMATION CONTAINED

HEREIN IS UNCLAHSIFIED EXCEPT

Contact: AGCK
HERE SHOWN UTHRUISE

Approved By:92 Thomas_Juliegg�JXJTmM 4]
Drafted Byzl� C CC �_ CC C_� l c1$§§
Case ID"#: 3}§: 278�HQ~Cl229736�VIO�/Tgendin

mTitle; . INTELLIGENC I IGHT BOARD

MATTER 200W

DATE: 0S�3l�20U7

CLASSIFIED BY $5l79fDHHXR3R}RU

REASON: 1.4  Cid!

DECLkSSIFY DH: D5-31-2032

Q1

b2

---3Y"°F>5i5&#39;i&#39;  Field Office requested that
the Office of the General Counsel {OGC! review an incident and

determine whether it warrants reporting to the Intelligence
Oversight Board KIOB}. It is the opinion of OGC that the
incident does not need to be reported to the

b2
b?E

IOB. Rather, this
EC should be maintained in the control file for periodic review
by Counsel to the IOB.

 U! De � rom - �

De &#39; y n. 1 _

"Administrative: :§§gg This electronic communicE�ifi:iTC! contains b2
information from. t rc dated 10/30/2006 from to osc b°E



SEC

3% b2
To: E::::::]Fr0m: Office of the eneral Counsel b7E
Re: 278*HQ�C1229?36-VIO, 12/12/2006-

msai is

 S! Upon review of the d provided to[::::::::::]
it was l arned th t e f rm i Eii�ffij ve at h in o at on pro ided, pursua t tothe NSL, exceeded that which was requested. The error by[;�::::;:]
was apparently a misunderstandin on its art as to the na ure othe request, since requests £orE%;;;::::f:;]information and
subscriber information are reques e se ara el b the FBI.P Y Y

t _ ___ W W reported that trey returned _ W

 U! Section 2.4 of Executive Order  E.O.! 12863,
dated O9/13/1993, mandates that Inspectors General and General
Counsels of the Intelligence Community components {in the FBI,
the Assistant Director, INSD, and the General Counsel, OGC,
respectively! report to the IOB �concerning intelligence
activities that they have reason to believe may be unlawful or
contrary to Executive order or Presidential directive.� This

language was adopted verbatim from E.O. 12334, dated 12/04/1981,
when the IOB was known as the President&#39;s Intelligence Oversight
Board {PIOB!. By longstanding agreement between the FBI and the
IOB {and its predecessor, the PIOB}, this language has been
interpreted to mandate the reporting of any violation of a
provision of the Attorney General Guidelines for National

Security Investigations and Foreign Intelligence Collection
{N816}, or other guidelines or regulations approved by the

Attorney General in accordance with E.O. 12333, dated 12/O4/1981,
if such provision was designed in full or in part to ensure the
protection of the individual rights of U.S. persons. Violations
of provisions that are essentially administrative in nature need
not be reported to the IOB. The FBI is required, however, to
maintain records of such administrative violations so that the
Counsel to the IOB may review them upon request.

{U} On 03/28/2006, the FBI&#39;s National Security Law
Branch [NSLBJ sent a letter to the Counsel for the IOB requesting
their concurrence to treat third party errors as non-reportable,
though NSLB would still require the field to continue to report

__H u-�H S
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b6
b7C
b2
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b7D
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b7E
b7D



.__  _____ _ _ �

sn� b2

To: [:::::] From: Office of the General Counsel b7E
Re: 278~HQ�C1229736�vIO, 12/12/2006

{U}
£5; "_ any improper collection under an NSL as

" By letter dated 11/13/2006, the Counsel
�third party errors in the collection of
an NSL must be reported to the FBI OGC,

a potential IOB matter.
to the IOB agreed that
information pursuant to
but are not reportable to

by the FBI wa not the fault of FBI Once the case agent

the IOB.

ta} h.hM� ��HH�MEp{g In the instant case tffijjiiijction of information
discovered that he had received informa ion beyond the scope of
the NSL request, the case agent immediatel se uestered the

information, returned said information to[�::ii]and reported the
matter to OGC.

_H h smc�ge
"" " 3

bl
b2
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b7D



59¢? b2To: [:;:;;;ETom: Office of the General Counsel b7E
Re: A b- �C1229?36�VIO, 12/12/2006

LEAD{S!:

Set Lead 1:  Information!

l§§E§§llQE _

AT WASHINGTON, DC

{U} For information.

Set Lead 2: {Information}

COUNTERINTELLIGENCE

AT WASHINGTON, DC

 U! For information.

bl

Set Lead 3:  Action! b2
b7E

ES
 SJ __ _   req&#39;L&#39;1est&#39;ed" E� to ensure that the

- I I �aopropri - ocols are in place to preven similar types OL
disclosures in the future.

� Ms. Thomas

1:1 M
_ b7C

� IOB Library

§§

_ __ 5.13%

4



[Rev  II-3|-Z003

! FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/12/2007

To: General Counsel Attn: NSLB b6
. b7�From: Inspection L

Internal Inve &#39; &#39; � IPU, Room 3041

Contact: cras _ Ext |:|

A oved B = Miller David Ia its "�.7,�?.?i»&#39;92 M-L INFE-Plmr�w Wm-I1-=E1>ppr Y  L g} HIEP.EIl&#39;92I IS UNCLASSIFIED
Drafted By: K�  T  DATE 05-31-20:3? BY s511s,»mm,-*1<sR,&#39;Rw

. Case ID #:  U! 278-HQ�Cl229736-VIO {Pending}

Title:  U! INTELLIGENCE OVERSIGHT BOARD MATTER

INSD/IIS TRAC �S8 bg
OGC/IOB# 2007

Synopsis: {U} To report a potential Intelligence Oversight Board
 IOB! matter to the Office of General Counsel, National Security

Law Branch  NSLB}.

Reference:  U! 278- -Cl229736-VIO Serial 1798 b2
278 C76l04 Serial 450 b7E

278-HQ�Cl229736�VIO Serial 1988

Details:  U! The Internal Investigations Section {IIS! received
an EC fro1::;:::;:pivision dated 10/30/2006, reporting a possible
IOB error. ase upon a review of the referenced EC it is the
IIS�s opinion the incident described therein is administrative in
nature. Therefore, no internal investigation will be conducted
by the IIS and this matter is being relegated to the NSLB for
whatever action they deem appropriate.

60



 Rev 0&#39;--31-1003] SE�-ti E//20320117
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/17/2007

T0;[;;;::?;;] Attn: SAC {Personal Attention! D2
b7EL
b6

From: Inspection
Internal Inve i ations Section IPU, Room 3041 bvc

Contact: casi p W | Ext:
Approved By: Miller David Ian ntciisslrxrn BY 65l?9/DI-11-I/[ii-;R;&#39;RnJ

W v__ on 05-31-20-J?

Drafted By: I _ __ p�___ J
Case ID #:  U! 263~HQ�0~U - 683  Pending! b2

Title: {U} INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKING# 3158

ooc/Ios# 20011:]

Synopsis:  U! To advise that captioned reporting of potential
Intelligence Oversight Board  IOB} violation has been reviewed by
the Internal Investigations Section {IIS!, and is not considered
willful misconduct.&#39; This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

Fr°m 3 IGLL l 4

f22gl§§si£y¥��-Q�lZQli1H_
Enclosureis!:  U! 278-HQ-C1229736-VIO Serial 1798

Reference:  U! 278-H -C1229736-V10 Serial 1798

278 76104 Serial 450

278-HQ-Cl229736-VIO Serial 1988

Details:  U! Upon review ofK::::;;[nvision�s captioned report
of a potential IOB violation, IIS 1d not find the matter b2
indicative of willful misconduct. IIS only addresses allegations b7E
where deliberate and/or aggravated misconduct is evident.

 U! IIS recognizes and appreciates that this matter was
brought to our attention as required by the revisions mandated by
National Security Law Branch/OGC EC, dated 11/16/2006
�78-HQ-C1229736, serial 2570}.

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.

§§

srdgsr//20320117



�t?-=-1�-&#39;¢§%."~ U.S. Departme. if Justice
&#39;i�{:f1;&#39;E,.j&#39;;  Oi�ce of the Inspector General

l1l�rJ.r>�||&#39;1-qcrcitl, D11�. 2595 36&#39;

I!./92TE: January 26, 200&#39;.�

TO: Kenneth W. Kaiser

Assistant Director

Inspection Division
Federal Bureau of Investigation

ALL re: It-JFURILATIDH coimrirco

msarzn rs LINCLASSIFIED

Gtenn G. Powell mm: os-21-zoo? or ss1".=9;t>tut,&#39;t~:srt/Rm

Special Agent in Charge

Investigations Division

FROM:

SUBJECT: OIG Complaintgo. 2l}070025__8i_ 7 Mi
Subjectij __7_ _ ___ _ I
FBI No. 263-ti-fl]-633

FBI CMS N0. 3158

- We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency&#39;s policy
and regulations. A copy of your �ndings andfor �nal action is not required by the
OIG.

I1 This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

[3 This complaint will be investigated by the OIG.

IMPORTA NT NOTICE;

hlentitying information may have been redacted from the attached DIG Repnrttlielcrrai pursuant to § �F oithe

IG Act or ltecause an individual has ta} requested con�dentiality or  b! expressed a fear of reprisal. ll you

believe that it is necessary that redacted information be made available to your Agency. you may contact the

Assistant Inspector General for Investigations.

Please be advised that, wltcrc adverse action is not contemplated, the subject of an investigation does not have a
right to have access to an OIG Reportfllefcrral or to the identities of complainants or witnesses, and that, i_n_§t�
Eggs, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistlebtower Protection Act.

Attachment

&#39;i_ii&#39;i

b6
I:-7C
b2
b7E



b2

!tJ - INVESTIGQTIOHS DIUISIOH � Complaint Form GIG NO.| L689-QUU7�DU259%�K
&#39;{[.-fjelverj [1-,»;  Date Receivecl: 0I|..ff!8.r2COT*� i!-�:1.-1 Re-éeiredz A
r ,1 =L&#39;: _ 4 =1: =; :;" 3&#39; I" " ��- e

ww@&#39;il1|:|
ririe; SA Hay Plan:

Tompone�t: F31 PUD D8101

iomo: i _W_ V� | _
Phone: ii -7 V M� 31?� i
iaFk: , ,

<2@@l:l

»;sa: Rrer T ~ ~ * 4" : :

�hone:

B�_�__ :1  _ gii

SEN�!:

D.O.E.

Len No.

T. l.NO.
&#39; Ho.

No.

Offenses 689

*n! as =5: E n__ __ __

1&#39;--�H-�-�*&#39;=�= |:::l
Tiile: SSA Pay Plan:

.omp0nent: PET E03 Date:

lisc:

iOPCI &#39;__r W
�hone:

<1 - W �"� � Z i"i2TP

Jerk: ,

_ _ _ ____ � __� ;��� i� �� �|�� �� � �

§SNO

D.O.B.

Alien N0.

F.B.I.N0.

B.U.P.NO.

D/L Mo.

Offenses

E:

653

b6
b7C
b2

IOHPLAlHANT:| I
�itle: ATTY Pay Plan:

YomponeuL: FBI BOD Date:

1iGC: � _i

lute: L; __ _
&#39; we ii�,�nu..: .1 � ZIP:

�o"k&#39; , ,

�hone:  Z�EJ2}  F3".P-

SSNO

D.O.B.

Alien No.

F.B.1.No.
B.0.F.No.

D/L No.

.u�tld@HCl6l. Revealed; AEth¢Ii3Y1

l7�� W1

none

Details: is! ~ H

The FBI provided information fegarding_n_potontial IGB matter {2007[:::::]

The

the

and
per;

It is the opinion of the Offlgé of rhe General Coun"el t� t th&#39;

National Security Letter {NSL! requested subscriber information, however the reply £5��
NSL provided toll records. None of the toll records were uploaded into FBI databases
the erroneously provided information was reported within the mandatory 14 day reporting

&#39;od.

. . . .> ha 15 matter need not be reported
to the EOB__ fez� __ __ H

_ Q &#39;B 7 TH 7I_7i _:E<&#39;L&#39;
92uMLCA![ON5: 639 LJB Violation

icourrence Date: b2 TIME;

::T_l&#39;-I I  Stafeji |

b2 �

,_ .
Lip:

_ �_~ _i _4W_ I _, _, _ _ __i _ _; ___ _ _ :T==1E:-#5 ==__ M: _ei;:eF~<~ee

1i;POniTTON DATA: Disposition: M Date: U1/25/20C? Approval: POWELL, GLENN G i ii,

.0ferred to Agency: Data 59

"etrict Act:

ensitiue: A Whistleblowerz N C 1

Rt: Component: FBI

oneo idated Case Number:

-n&#39;=-

N Ci�i| Riqht5¢ N Component Number: 263�O�U683, 3153

i bl



| | b2>155 - TI*I�.&#39;ET.*_i&#39;]&#39;1&#39;C]RT&#39;[&#39;L!NS L&#39;Jl92v�IE�lCJl92f - CO!&#39;r�]Di.6in�; FOITH1 GIG NO. 639-EC�!?-|:1�T.&#39;Z�55�|-"�

R@marns:

Freditating material Contains "l&Q=lfiGd &#39;r&#39; " �

conzainer within OIGIINV/HO.

O1f?6/07�Sent LO KaiserfFBI/INSD.  dz!

_ _- 1.iO¢m=Li0n that wii; be mainaained 1n a secuxe

Paul 2 of 2 Prinrad n1rDqr9�n1 9-x2- &#39;9&#39;!



F1?-96"  Rev U3 Z1-2005!

b2
b7EI
b6
b7C
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bl

b2
b&#39;?E
b6
b?E.&#39;

IU}

S§P�ETFEDERAL BUHEA OF� INVESTIGATION 5&#39;

Precedence: ROUTINE Date: O5/O3/2006

To: Inspection Attn: IIS, Room l1B61
General Counsel V- Attn: NSLB, Room 79?5

E  -N
From

_ � � * 4Biir= us-21-200?

Approved By CLA$SIFIED BY 65l19,#Dl-H-IKKSRIRLI

Contact; _5FOJi_ _W 1 7 _ _ I

REASON: l. 4 [c,dII

Drafted BY; DECLASSIFY UN: II!-5�&#39;3l-�2IIl&#39;32

Cas&#39;e_&#39;_&#39;ID &#39;#&#39;:  278-1-IQ�C1229736-VIO-923§§ ALL Irlropmrrnn EUHTAII-JED
&#39;- &#39;*&#39;-~ W W &#39; HEPEIIJ I5 U&#39;T~ICLAS$IFIED EXCEPT

b6Title:  U! SF em _  uHE1=.E snow IJT�HIEPJ.JISE
&#39; SSRA _n E l b?C

INTELLIGENCE OVERSIGHT BOARD  roe! ERROR

Synopsisigloii To report possible IOB error, unauthhorized,
unintenti nal collection of information.

Derive :

Deolass� n: /2006

Details- _ e_~- �� ___ � ~ " ~*�* c"

 S! 1.

 S! 2.

Possible IOB Error:

information.
3. Unintentional collection of

bl  S!



SEC

1>;l:m  To: n pection From:b7E Re: -E35 278�HQ�C1229736-V10, 05/U3/2006
 S! A National Security Le &#39; " &#39;

bl _b6 � e~ �

b7C  Sits10 l �
 U! T�jRecords were received by writer and held until the analysis

b6 of those records was able to be conducted. During the course of the
b?C analysis writer found records that were in he ames of individualsother than the captioned subject. SSRA[::::i:i:jwas advised of

this. _

_ ~!5Ll s_ ~�~ 1 ~� ~~* �**"� ~� ��" &#39;

blb6 e �~�~ e  e� e  |""
b7C __ emf e_ W  _ _~ _ � e
b7D

 U! g2§ After speaking with HDC[_%______;]and[i _W _7 ]b6_ of OG , the records not pertaini &#39; &#39; 7 �have béén
b7@ separated, segregated and sealedi _ _ 1_ i none of
¬%E those records h been u loaded *��CS oruother FBI record

systems. ADC and provided guidance on how to
handle this matter.

SECRQZ
2



To: Ins ction From: b7Emy Re-:- >$2ve-HQ-c1229 0s/03/2006
LEAD�!:

Set Lead 1:  hdtion!

INSPECTEON

AT WASHINGTON, DC

 U! For action deemed appropriate.

Set Lead 2:  Action!

GENERAL COUNSEL

AT WASHINGTON, DC

{U} For action deemed appropriate.

0+

sscm�
3
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b7E
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séb�gr
FEDERAL BUREQU OF INVESTIGQTION

Precedence: ROUTINE N Date: 12/26/2006

TO: Attn: SAC

CDC

Attn: SSRAIe  �Z J

11s, cesl f �
ALLKl�FDRH1TIU��CDNTAINED

HREIH is UNCLASSIFIED txttrr

From: Office of the General Counsel mmntsmmmunmmusr

NSLB/CTLUII/ :LLQ;_ t_ so 4_ __

Contact: AG i i i WW 7 I
Approved By: &#39;1lh_omas Julie F  ___

Drafted By:

Counterterrorism Attn: ITOS II

Inspection Attn:

DATE: U5�3l�2U0?

ELAS$IFIED BY 65l?9fDHKH5RfRU

REASON: 1.4  G!

DECLkS$IFY DH: 05-31-2032

Case ID&#39;#= 2"?8-I-IQ��7Cl229736-VI0 Serial M/In {Pending}

--T-itle:-->4 INTELLIGENC IGHT some
MATTER zoos 1,2

synopsis:é:!Si: It is the opinion of the Office of the General
Counsel   GC! that this matter is not reportable to the Intelligence
Oversight Board  IOB!. Rather, it should be maintained in the
control file for periodic review by Counsel to the IOB. Our analysis
follows.

 U! &#39; From : -

Dec]. _V&#39; n: 26

Reference __= �fl  s1 i j
Detai1s§�" I B EC dated O 0 _ ,y 5/ 3/2006 requested that
OGC revie t e facts of the captioned matter and determine
whether it warrants reporting to the IOB. As explained below,
in our opinion, the FBI is not required to report this matter
to the IOB. ~

sséégr
&#39;� _ -&#39;1 -

ouemoaawrvc one Z; fj *1�  =
FBI HWESTIGATI



b2

ME To: I: From: Office of the General Counsel
= 278-HQ�Cl229736�VIO, 12/26/2006Re

KQ

I.�

 S! On 11/10/200&#39;5 drafted an NSL pursuant
18 U.s.C. § 2709 seeking  get of
Q " -Q &#39;| �� &#39;|- &#39;l|_ 7 _ __ �_ 1 � ~__��

i i �S m_r�._ri "."ii .r;�_":! ii .li i _* _ .mr .__ 7

b2
b?E
bl
b7D

 S!

bl
b6
b7C
b7D

� i�rf ;_ _ V 1 _�; 71l_*;1T:,il&#39;Z 1*&#39;W
cs1_ at a

 U! §i_�J The records not pertaining to c
bg have been separated, segregated and sealed in
b7E [:::] none of those records have been uploaded into ACS or other

FBI record systems. -

 U! The President, by Executive Order 12334, dated
12/04/1981, established the President&#39;s Intelligence Oversight
Board {PIOB!. On 09/13/1993, by Executive Order 12863, the
President renamed it the Intelligence Oversight Board  IOB!
and established the Board as a standing committee of the
President&#39;s Foreign Intelligence Advisory Board. Among its

L�/�



i j _ YT? a

St���
To:[:::::::] From: Office of the General Counsel
Re: 278~HQ-C1229736-V10, 12/26/2006

responsibilities, the IOB has been given authority to review
the FBI&#39;s practices and procedures relating to foreign
intelligence and foreign counterintelligence collection.

{U} Section 2.4 of Executive Order 12863 mandates

that Inspectors General and General Counsel of the _
Intelligence Community components  in the FBI, the Assistant
Director, Inspection Division {INSD!, and the General Counsel
Office of the General Counsel  OGC!, respectively} report to
the IOB intelligence activities that they have reason to
believe may be unlawful or contrary to Executive Order or
Presidential Directive- This language has been interpreted to
mandate the reporting of any violation of a provision of IQ;
Attorneyg�eneral1s_QuidQlines for FBI National Securigy
Investigations and Foreign Intelligence Collection  N$IG},
effective 10/31/2003, or other guidelines or regulations
approved by the Attorney General in accordance with E0 12333
dated 12/04/1981, if such provision was designed to ensure the
protection of individual rights. Violations of provisions
that merely are administrative in nature and not deemed to
have been designed to ensure the protection of individual
rights are generally not reported to the IOB. The FBI
Inspection Division is required, however, to maintain records
of such administrative violations for three years so that the
Counsel to the IOB may review them upon request. The
determination as to whether a matter is �administrative in

nature� must be made by OGC. Therefore, such administrative
violations must be reported as potential IOB matters.

-~-~"W""""�I§i NSLs are a specific type of investigative tool
that allows the FBI to obtain certain limited types of
information without court intervention: {1} telephone and
email communication records from telephone companies and
internet service providers {Electronic Communications Privacy
Act, 18 U.S.C. § 2709}; �! records of financial institutions

{which is very broadly defined! {Right to Financial Privacy
ACE. 12 U-5-C-§ 34l4 a}�} A}}; {3} a list of financial

institutions and consumer identifying information from a credit
reporting company_{Fair Credit Reporting Act, 15 U.S.C.§§
168lu{a! and  b!]; and {4} full credit report in an
international terrorism case {Fair Credit Reporting Act, 15
U.S.C. § 16B1v!. NSLs may be issued in conformity with
statutory requirements, including 18 U.S.C. § 2709. NSIG,
section V.l2.

""""""" " ��� s>¬3 Here, during an authorized investigation, the
FBI properly served an NSL on a financial institution.&#39; In

- " _- _ ssp�gr
3
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 U?

To: From: Office of the General Counsel

Re; 278-HQ�Cl229735-V10, 12/26/2006

response to the properly served NSL, the FBI obtained
information regarding other indivuduals that were not relevant
to the investigation.1 It appears that this information,
although lawfully obtained, is not relevant to the
investigation and was properly segregated to protect the
potential privacy interests of United States persons. Once
information not relevant to an authorized investigation is
received, the field should contact the carrier and ask whether
the unintentionally acquired information should be returned or
destroyed with appropriate documentation to the file.

 U! Based upon these facts, in accordance with the
terms implementing the reporting requirements of Section 2.4
of E0 12863, it is our opinion that this error is not
reportable to the IOB. A record of this decision should be
maintained in the control file for future review by the
Counsel to the IOB.

l ��g>éi% The target&#39;s rights were not violated because he
was n t t e subject of the improperly collected information.
It is unknown, however, whether the information associated

with the other subscriber pertained to a United States Person

inasmuch as there has been no review of the information.

. .._ i: _ ¬§;!é% -
4
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sw b2

Off� f: om: ice o the General Counsel WE

Re: 27B�HQ�Cl229736�VIO, 12/26/2006

LEAD{S!:

Set Lead 1: {Action}

INSPECTION

AT WASHINGTON, DC

 U! INSD should retain a record of the report of the
potential IOB matter, as well as a copy of the OGC opinion
concluding that IOB notification is not required, for three
years for possible review by the Counsel to the IOB.

Set Lead 2:  Info!

COUNTBBINIBLQJGEQQE

AT WASHINGTON, DC

{U} For information.

Set Lead 3:  Action!

b2 � � "

b7E I
{U} _ _4W _ 4% 4% �should contact and ask whether

the improperly or unintentionally acquired information should
be returned or destroyed with appropriate documentation to the
file.

cc: Ms. Thomas

b6
h7P lgg Lhgrary 92

O0

&#39; � _;,_ S;2§;;
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ssoyér
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/10/2007

Attn: NSLB/CTLUII

LXl

ROOEAGC

Attn: ITOS II

To: General Counsel

Counterterrorism
Inspection Attn: IIS__ __ _ __

CRSI 1 Attn: Ass� " F" Counsel�
w I ,___ l__ SSA

U~~ ~ t 1-rrmrsr,

&#39; HEREIN IS UNCLASSIFIED EXCEPT

mans 1-iljovn urge;-.w1sr:�*

Contact: SA [ J
Fromz�
Approved By:

Drafted By:

" Case ID--#:- ! gas-sat-@1:}s¢3@iv1@ 92�92"�|.5endinq!/?D]:92£_92E_ Us 31 aw
Title: .. 1 INTELLIGENC v1-: IGHT some mfblml� B� &#39;°51"*"�I���"1�""R�"~�*�MATTER 2006-i� b2 �°E�"�°�� "4 �°* ,

DECLR$5IFY UN: O5-al�ZU32

b2

b7E
bl
b7D

Synopsis:  S! Destructioniof recordsgrhich w e inadvertentlyprovidecl[ 1* 7 ii

Declas &#39; n. 20110

_....R.92:f.eren¢_e.:.>< 278-HQ�C1229736-VIO Serial 1970 l
Details:  S! Referenced EC requested F
the unintentionally acquired information i W1 7 H
which was obtained via a National Security Letter  NSL!, should



T b2
b7E

U To: Gen ral Counsel From:5 7 Re: _  278�HQ�Cl229736�92/IO, 01/10/200?

 SJ � ll up __ l i ased upon ADC[:::::::] EEC
review, on Janua.-$51 10*, 2007, REY 1 s * men b1
which were unintentionally acquired b-1&#39;5�

 U!~bg -~~~~ - ;!§; As the unintentionally acquired documents have
1,75 been desr. oy d,  onsiders the lead covered.

S94
2



sE¬§g§
b2

To: General Counsel From� [::::::] �, b,E

 U!-mRep:>§§: 2T8-HQ�C1229736�VIO, 01x10/2007 .

LEAD s!:

Set Lead 1:  Info!

GENERAL COUNSEL

AT WASHINGTON, DC

{U} Read and clear.

Set Lead 2:  Info!

COUNTERTERRORISM

AT WASHINGTON, DC

{U} Read and Clear.

Set Lead 3:  Info!

INSPECTION

AT WASHINGTON, 0c&#39;

 U! Read and clear.

O9

szcykw

3

._.%j¥;1,__1-.a 2-_ .- .
.  a



 RWMI-mm FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/12/200?

To: General Counsel Attn: NSLB

From: Inspection
Internal Investigations_Sectiont:IPU,4Room_3041

&#39; Contact: cns | |
- 1. ¢ ~ A .bb _ . .d I @;g{ : ALL INFORMATION CONTAINEDApproved By. Miller Davi an L HEREIN I5 ImCLA5$IFIED

b2

b7C i U,� �D?� � E� W� 7�� 10 DATE U5~3l-200? BY 65l?9iDHKK3R£RU
Drafted By:

Case ID #:  U! 278-HQ-C1229736-VIO  Pending!

Title:  U! INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRAC IN 176 &#39;

OGC/IOB# 2006 b7

Synopsis:  U! To report a potential Intelligence Oversight Board
 IOB! matter to the Office of General Counsel, National Security

Law Branch  NSLB! .

Reference:  U! 278-HQ-Cl229736-VIO Serial 1353

278-I-IQ~Cl229736�VIO Serial 1970

Details: EE:f?f]Internal Investigations Section  IIS1 received
an EC from Division dated 05/03/2006, reporting a possible

b2 IOB error. Based upon a review of the referenced EC it is the
bjg II5�s opinion the incident described therein is administrative in

nature. Therefore, no internal investigation will be conducted
by the IIS and this matter is being relegated to the NSLB for
whatever action they deem appropriate.

00

IIIIIIIIIIIIIIIIhI�IIIIII-----n--IIIIn-IIIIIIIII---I-�--------�---



{Ravi}!-ll-2 !l]3! E /20320117

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/17/2997

TO;  Attn: SAC  Personal Attention}

From: Inspection _
Internal Investigations Section, IPU, Room 3041

Contact: CRSLW 4i4i:_7_ �i__ i n_ �7T_ Ib2

E? Approved By: Miller David Ian  DEELASISIFIED BY »ss1?9,="nrm,=1<sn_mw
~�~ �_e_»e~ we ��:i see omus<n~amv

b7C

Drafted By: [E _7 _ 1
Case ID #: {U} 263�HQ-0-U � 684  Pending!

Title:  U! INTELLIGENCE OVERSIGHT BOARD MATTER

INSD/IIS TRACKING� 2176

OGC/IOB# 2006  b2

Synopsis:  U! To advise that captioned reporting of potential
Intelligence Oversight Board  IOB! violation has been reviewed by
the Internal Investigations Section  IISJ, and is not considered
willful misconduct. This matter is returned to the field for

corrective action as appropriate. Case closed at IIS.

L _,o

E-"�---.

Enclosurelsl:  U! 278-HQ-C1229736-VIO Serial 1353

Reference:  U! 278-HQ�C1229736-VIO Serial 1353

278~HQ-Cl229736-VIO Serial 1970

Details:  U! Upon review of[::::::]Division&#39;S Captioned report
bg of a potential IOB violation, IIS did not find the matter
b?E indicative of willful misconduct. IIS only addresses allegations

where deliberate and/or aggravated misconduct is evident.

 U! IIS recognizes and appreciates that this matter was
brought to our attention as required by the revisions mandated by
National Security Law Branch/OGC EC, dated 11/16/2006
�78-HQ-C1229736, serial 2570}.

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.

O9

SE ET//20320117



___ 7

U.S. Departmt of Justice
it ._._:5;_;_ ..
if &#39;1&#39;" :9 I .
J-ik7_.E-:�_Tf-_"i&#39;_;;92i¢§-_¢" Office of the Inspector Genera!

ll-?l&#39;.i&#39;|&#39;tr1&#39;1&#39;;_*.r|&#39;.1it, I16. 20530

DATE: � January 29, 2007

TO: Kenneth W. Kaiser

Assistant Director

Inspection Division
Federal Bureau of lnvestigation

ALL FBI It-IFoP.1-mTIolt CONTAINED

I-EEREIN IS LHICLASSIFIED

DATE I35-31-zoo? BY ssltaxni-�~1_:1<s1=!;Rtl

I-�ROM: Glenn C. Powell

Special Agent in Charge
Investigations Division

SUB.IECT: 010 Complaint No. 2001002639 i _
b6 Sub-jeet|_ _ __ __ _ _
if FBI No. 263-0-u- >34
W; FBI cms No. me

. We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency/"s policy
and regulations. A copy ofyour �ndings andior final action is not required by the
OIG.

G This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

U This complaint will be investigated by the OIG.

lMPORT.»92E92&#39;T NOTICE

Identifying information may have been redacted from the attached OIG ReporU�Referral pursuant to§ 1&#39; of the

Ki Act or because an individual has ta! requested con�dentiality or tb} expressed a fear of reprisal. lfyou

believe that it is necessary that redacted information be made available to your Agency, you may contact the

Assistant Inspector General for Investigations.

Piease he advised that. where adverse action is not contemplated, the subject of an investigation does not have a

right to have access to an OIG Reporti&#39;Referral or to the iilenlities of complainants or witnesses, and that. in all

cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Wliistleblower Protection Act.

Attachment



lo - 1avrs?:sa?.= 5 DIVISION - Complaint

uturx�wl7W_ W_ _� I
l:,e; ssa Pay Plan

ompenent: F91 BOD Date
1 =_r 1" : _ __ _ � _� � �_����

One:�
hone: ~. -&#39; �� � "

a l:|

| ZIP
;:n: r

ZIP

Form GIG NO. B689-2=?07�f}£�2639--M
� We W� * .i~:~.=;¢*:_ii=.i

SSNO:

D.O.�.:

Alien No.:

F.B.I.N0.:
B.O.P.No.:

DEL Ho.: b5

Offenses: 689 b7C

b2

if W

YJHFLBIHANT: K I
�iris: EX�-

Pay Flam

tomponentz EOD Date

SSNO:

D.O.B.:

Alien No.:

F.B.l.N0.:

ivmezl __ _ _
�hone: � - I

&#39;1&#39;~.92_&#39;k; � &#39; ».-..- .

�bane: E23?�
Isn�idential; -~~~~9

Details:

ZIP

ZIP
Revealed:

B.O.P.No.:

D/L No.:

Authority: none

�Tine L-�B; provide-:1 infrirmation regarding a pctential IOB matter �006: b"
htzing an oz� , investigation, the FBI properly served a National Security Letter iNStT
w� a fi���ilo .;st;tution. In response to the NSL, the FBI was provided with information
associated with indiuiduais who were not relevant to the investigation. The lDfOf��Elb� wee

properly segregated to protect the potential privacy of the individuals.

Jt is the opinion of the Office of the General Counsel that this matter need not be reported

0 t ---��---~  --__T_ - - - ---T-_------_-----_- a n 3 ol A-""i&#39;nP��� 7 "&#39; "&#39;
ALLFFRTLONSI 669 IOB Violation

a; _ __;�&#39; �

Docurrencei�ate: __ AW TIME: b2

31:1] I bl� Zip:
DISPOSITION BETA: Disposition: M Date:

tcferzed to Agency: FBi Date Sent:

?atriot act: N Civil Riohts: N

Sensitive: N Whistleblower: N

U1f29/2097 ApprOval: POWELL, GLENN G

W»

Ol/29/ZOO? Component: FBI

Component Number: 263�0�U�684, 2176

Consolidated Case Number:

Remarks:

Predicating material Contains classified information that will be maintained in a secrue
c0nta;ner within UIGfINV/HQ.

Olf2

�Sent to KaiserfFBT/INSD  d2!

ALL FBI INFORMATION CONTAINED

HEREIN UNCLASSIFIED



Freedom of Information
and

Privacy Acts

SUBJECT: NA TIONAL SECURITY LETTERS

FOLDER: 3&1-eO;U; _92Jo[92m§ _a;1 _

4*�
V nrro

nl§q,,

1: Ll1 4
fr Q;|, I 92

|

9292 . ,� I

_- I92,�.9292� -_l9292v�92�Ir__&#39;
� &#39; �Fm r 92-L� "

.�QQ O� 9"

Federal Bureau of Investigation



bl
b7D

DATE; 0-5-25-200?

fmssxrzsn BY es .-  .lRw.Uh3h1WBl ggasgn: l_4 [C3 11� DH�Y5P!Ju
SEc%r nscmsslw ON: as-25-2022

_ FEDERAL BUREAU OF INVESTIGATION 1073945
RLL IHFORIETIDII EEIHTAIHED

HEREIN IS IJNCLASSIFIED EXCEPT

WERE BHOI-IN lIlT&#39;l&#39;[ERIJISE

Precedence: ROUTINE Date: O1/04/2007
Room 11861

, Room 7975
To: elnspection Ant": I15.

General Counsel Attn= NSLB

From:

on act: ISSI 1�
Approved By: Q b6

E 1* "I

b7C
b2
b-IE

Drafted By: _W i _ __ W __ksh

Case ID #: {U1 2?8� -C1229736-VIO  Pendingk-Q05�?
{U1 2? C26391  Pending! - 1�IH bl

 SJ  Pending! .41 5

Title:  U!  SIGI-IT BOARD  IOB!:
SI,1_EERV_, To , AL AGENT

I re I b7C

ts!: REPORT OP A POTENTIAL IOB MATTER
"Is &#39; P91! T 1§ ynops1s: O report a possib e IOB viol &#39; &#39; v lvinc &#39; unsolicited telephone toll records

 W Derive om : G-3
Decla On: X1

b6

 swirl  _ T     E ill bl
Re£erenceK5!D§l[:::::::::::::::¥erial 11

{U} 278-HQ�Cl229736 Serial 2570

Details: �T3$ In accordance with reporting requirements relating
to known or suspected Intelligence Oversight Board  IOB!
violations, per re�erence 2, notification is being made to the
Office of General Counsel regarding unsolicited telephone toll

:6 ,< ~:.�.>.<- �if?**%¬  E/M-e¬/@%"lY
W K <1  siesta.



SEC T
b2

To: Inspection From: ME
Re:  U! 278-HQ�Cl229736�VIO, 01/04/2007

cs: .

b11°"!  l _ f ,, _ W
�!  | 7 |genQ_ 5 1_92I&:: io_n7e7l77  Le_1;_gl_N_5_Lq_| to

�e� ue_sT;ng4  W &#39;    _ 77 t   l
b2 7, 777 7 77 7777,7�K7�77K777 �iT7�177 7777 7 7 7 7 .

b7E  S! L I V _ _ _�I_�I__:_J receivedithe
b 7 D

Theee t:o17l recoftis wefe 7h7ot Efequested in the NSL. 7

~ ~ ��� � _ _ _ ess National
Z __ _ n turned over 7to 7 7 7 7 7777 777

CDC {A/CDC! d&#39;

___ !__ _:7LS.I_J 77777 7 <77 _- 7; 7; Hrecords,
bl I-| i F ,777;-6D �pen ing a response F: * Nétiohal �

b7c Security Law Branc regarding this matter. A/CD secured
E315 the toll records within his office safe.

s§Qr
2



si~c;RE&#39;.r b2

To: Inspectlon From:

Re: {U} 278-HQ&#39;Cl229736-VIO, 01/04/2007

LEAD S!:

Set Lead 1:  Action!

INSPECTION

AT WASHINGTON, DC -

 U! Request IIS take appropriate action as necessary
in response to this potential IOB matter.

Set Lead 2:  Action!

GENERAL COUNSEL

AT WASHINGTON, DC

 U! At NSLU, review information provided herein and
act as deemed appropriate.�

OQ

IIIIIIIIIIIIInIIIIIIIIIII�IIIIIIIIIIIII-IIII--II-I-���--�*"----*-�-_--�



 Rcv.D|-3!-2003!

ALL IHFURHATIUH CONTAINED

HREIH IS UNCLASSIFIED EXCEPT

UHRE SHOWN OTHERWISE

W!

IUP

 W

b2 iU1
b7E

bl

 U3

b2 V

b?E I
sq -.._

._._, 4 I C� I

OGIQOJREVIE� gm;  �r
re; INVESTIGATION: i 1°27�

s}a§:T
FEDERAL BUREAU OF lI92lVESTl ;i»:.,"TION

Precedence: ROUTINE Date: O2/OS/200?

Tm l:92 P-W HS
A/CDC

DATE: 05-25-200?

CLASSIFIED BY 65l79 DHKKSR/JU

REASON: 1.4 [Cl

DELLkSSIFY 0N[,O5-25:ZD32

Inspection Attn: IIS,l J
1 or _r

b6
b7C
b2
b7E Attn: CD�2Counterintelligence

From: Office of the General Counse

NSLB/CILU/Roo

Contact: AGC 202-324

Approved By: "ho" s *

Drafted By: .

&#39;c$&#39;5é""&#39;1&#39;o"""#-=------pg! 278-!-!Q�C1229736�VIO seria1a�{92Q0{  Pending!
&#39;1&#39;----ti-er -------- --M; INTELLIGI-�NLEI ovsssx-am" b JAruJ

MATTER ?UUT
b2

Synopsis?� Q It is the opinion of the Office of the General
Counsel  OGC! that this matter is not reportable to the
intelligence Oversight Board  IOB!. Rather, it should be
maintained in the control file for periodic review by Counsel to
the IOB. Our analysis follows.

 U! Derive r : G�3

Declass� y ; 02/05/2032

Administrativee §Q This electronic communicati tainsinform � e EC dated 01/04/2007 from theti:i�ii:ijTField
Office to OGC reporting a potential IOB matter.

Reference: �!"QQ-I J
Details*n"-QQ By EC dated 01/O4/200? I Ire uested that- Q

OGC review the facts of the captioned�matter and determine whether
it warrants reporting to the IOB. As explained below, in our
opinion, the FBI is not required to report this matter to the IOB.



L">2
b7E

bl
b2
b7F�.
b7D

b2
b7E
b7D
bl

ss&:-gr
TO: -we ids 1c 1. - -~ ui&#39;ice o t e enera -ounse

Re: 278�HQ�Cl2297so�VlO, O2/05/2007

 �5l:; M  7 �
|.-  1 I g 7 I 1brsr1;eass nsripurssanr"

to 18 U.S.C. § 2709 seeking subscriber information for a
telephone numbe_ that was bsliexed to be used by &#39; The
NSL was sent tor

P5-I I _ . __ _,l�E �EB� $51 U33 I�$.Q,1-92
subscriber information along Y _ fw 7
tgil reffrgs pertaining to the reguestedinumber. I I

he toll records was immediately turned over to the
Acting Chief Division Counsel for sequestration.

{U} The President, by Executive Order 12334, dated
12/O4/1981, established the President&#39;s Intelligence Oversight
Board [P1OB!. On 09/13/1993, by Executive Order l2d57_ the
President renamed it the Intelligence Oversight Board {IOB! and
established the Board as a standing committee of the President&#39;s

Foreign Intelligence Advisory Board. Among its responsibilities,
the IOB has been given authority to review the FBI&#39;s practices
and procedures relating to foreign intelligence and foreign
countcriftellicrnce collection

 H; Section 2.4 of Enecutive Order 12863 mandites that

Inspectors General and General Counsel of the Intelligence
Community components {in the FBI, the Assistant Director,
Inspection Division  INSD!, and the General Counsel, Office of
the General Counsel IOGC}, respectively] report to the IOB
intelligence activities that they have reason to believe may be
unlawful or contrary to Executive Order or Presidential
Directive. This language has been interpreted to mandate the
reporting of any violation of a provision of The Attorney
Gene;al&#39;s Guidelines tor FBI National,Security;Investiqatignsland
Foreign jntelligence Collection KNSIQJ, effective 10/31/2003, or
other guidelines or regulations approved by the Attorney General



sec}:-Q
To: [:::::::::] From: Ottice of the Gen
Re: 278~HQ�C1229736-V10, 02/O5/200?

eral too�;

nature" must be made by OGC. Therefore,
violations must be reported as potential

such administrative

IOB matters.

 U! On 03/28/2006, the FBI&#39;s National Security Law
Branch  NSLB} sent a letter to the Counsel for the IOB requesting
their concurrence to treat third party errors as non�reportable,

b2
b7E

though NSLB would still require the field to continue to report
any improper collection under an NSL as a potential IOB matter.
By letter dated 11/13/2006, the Counsel to the IOB agreed that
third party errors in the collection of information pursuant to an
NSL must be reported to the FBI OGC, but are not reportable to the
IOB.

 U! In the instant ca action of
information was not the fault of Once it

discovered that the information was beyond the scope
request, the informatioo was immediately sequestered
matter was reported to UGC.

{U} Based upon these facts, in accordance

toll record

was
of the NSL
and the

with tho

terms implementing the reporting requirements of Section 2 4 of
BO 12863, it is our opinion that this error is not reportable to

92&#39;_&#39;92_:11I&#39;_;-.. 1. .|.i.:.c. J.-92JJ. -1:LlLL.-l-LC i.r=v.i_c..&#39;  th¬-CO�_}T13¬l ti!
| . . 92 .&#39;

ss�q
3

the ITB P rerord of this decision should be maintained in the
�l&#39;l""92"92 &#39;



b2
b7E
bl

b?D

SEd§§?
235 To: |  From�;-1&#39; "tice of the oeneral Counsel

�HQ�C1229736�Vlt, O2/05/2007

LEAD{s!:

Set Lead 1: {Action}

INSPECTION

AT WASHINGTON, DC

{U} INSD should retain a record of the report of the
potential IOB matter, as well as a copy of the OGC opinion
concluding that IOB notification is not required, for three years
for possible review by the Counsel to the IOB.

Set Lead 2:  Info!

QOUEIEBIQIELLIGENCE

AT WASHINGTON, DC

{U} For information.

&#39;-.-L l.|¢c192_§ fr: l_1::L."Ci011]

A

153"�  M! If deemed relevant[ __n J
should sdbmit the approoriate N31 reonesting tEe�toIT;recoros or
retq;nl_ ¬Hj If the information is not relevant
or| |&#39;Eoes"*�5�F�see1< eir return,  | should be
destroyed with appropriate documentation placed in the file.

cc: Mei ����fi
1 b6

IOB Library b7c

QQ

sE}n.Q
4



l_|£c92&#39; Ul�.H&#39;1U{J}

J FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/28/2007

To: General Counsel Attn: NSLB

From Inspection
Internal Investi ations Section IPU, Room 3041

Contact: CR8 Ext. l:I A A A es I b6
Approved By: Miller David Ian Egc

Drafted By: l___ _ 7 I
Case ID #:  U! 278-HQ�Cl229736-VIO  Pending!

Title:  U! INTELLIGENCE OVERSIGHT BOARD MATTER

INSD/IIS TRAC 443 b2
OGC/IOB# 2007

Synopsis:  U! To report a potential Intelligence Oversight Board
 IOB} matter to the Office of General Counsel, National Security

Law Branch  NSLBJ.

Reference:  U! 278�HQ�Cl229736-VIO Serial 2037

27B�HQ-Cl229736-VIO Serial 2199

Details: U The In ernal Investigations Section  IIS! received
an EC from Division dated 01/04f2007, reporting a

b2 possible I error. Based upon a review of the referenced EC it
b7E is the IIS&#39;s opinion the incident described therein is an

administrative issue. Therefore, no internal investigation will
be conducted by the IIS and this matter is being relegated to the
NSLB for whatever action they deem appropriate.

¢§

ALL INFCIPHATIIJN CUITTAIDIED

HIER.EIIl~I IS IJIICLASSIFIED

DATE 05-25-200�? BY 651&#39;.-&#39;9 DH}-Ir&#39;I<SRfJ&#39;I|J

IIIIIIIIIIIIIhnIIIIIIIIIII-n---I------mI-uIII--���I---------�*-&#39;--



{Rev 0|-3|-2003:

b2

b&#39;?E.

b2
b&#39;?E�.

szeéer//2o32o32e
FEDERAL BUREAU 0F INVESTIGATION

Precedence: ROUTINE Date: 03/28/2007

To;   Attn: SAC  Personal Attention!

Fr m: Ins ctiono pe
Internal Inve &#39; &#39; &#39; IPU, Room 3041

Contact: CR5 Ext . |:|
. T *~ * a � b6

Approved By: Miller David Iant��bl b7C. DEELASSIFIED BY 65179 DMHIRSRXJM b2

Drafted By. I �g UN |Il5-25-ZUEI?
Case ID #:  U! 263-HQ-0-U ~ 738  Pending!

Title:  U! INTELLIGENCE OVERSIGHT BOARD MATTER

INSD/IIS TRACKING# 3443 b,
osc/IOB# 200T:| "

Synopsis:  U! To advise that captioned reporting of potential
Intelligence Oversight Board KIOBJ violation has been reviewed by
the Internal Investigations Section  IIS!, and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

 U! H9! Derived o . G-3
Declass&#39; - 20320328

Enc1osure s!:  U! 278�HQ�C1229736-VIO Serial 2037

Reference:  U! 278-HQ-C1229736-VIO Serial 2037
278-HQ�Cl229736-VIO Serial 2199

Details:  U! Upon review o Division�s captioned
report of a potential IOB violation, IIS did not find the matter
indicative of willful misconduct. IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

{U} IIS recognizes and appreciates that this matter was
brought to our attention as required by the revisions mandated by
National Security Law Branch/OGC EC, dated ll/16/2006
�78-HQ-C1229736, serial 2570!.

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.

Q6

sE?<eT//20320320



bi  U1 Gq! 3

I D-962 [Rcv. U]-2| -2005!

smear?//20320212
F1EIIE�IJ92L.l3lJFIEUl92J  !F�lll92�E§511�lfI1 !lI

Precedence: ROUTINE Date: O2/12/2007

T-»= |::| M : Ar>cl:ln H

I�Sp8CtlOH Attn: IIS, Room 1l86l_E
General Counsel Attn: NSLB, Room 79?5/

From:

on act: SA[ b2
b7EI I

Approved By:

Drafted By: dz§§

b6
b7C

ALL IHFURHkTIOH CONTAINED

, _ _ __ O _ O uaarm rs Ll1~Ic1.n,$sIFIE0 EXCEPT

_ 115&#39; wars: SHOWN oruamrssUH GaseHIp #: Q 27 - �Cl229?36�VIO
�""~{ ! 27 AQEBBO

62 A89455�IOB

Title:  U! REPORT OF POTENTIAL

,1

*1�
was

» 20

INTELLIGENCE OVERSIGHT BOARD {IOBF ERROR

 U! Synopsis: .§Q To report possible IOB error.

 U!--~I8  Deri From : G-3
Dec ss&#39; y On: 02/12X2032

Details:

DATE: 05-25-200?

CLA$$IFIED BY 65179 DHKKSR/JU

REA$DN: 1.4 EC]

DECLASSIFY UN: 05-35-2032

 S! 1.

. Possible I05 Error:

&#39;7I__*I

 M-é�q 4. Description of IOB Error  including any reporting
e ays].

__ f �: 5 � &#39; ter  NSL!! 17* W I I |

bl
b7D

b6 ,.

we  _"&#39; Q}, �4: A1 24 51

N�£lQ��l_S££u£LL¥_L�i£�I 7 4* 77 ; T

r H A {I if r

�Ji,=&#39;;¢p_.--&#39;0�92 f s%//20320212
-"1 _

ll 1 --

:2&#39;.1 * F�;�H F



f20320212

To: Inspection From:

iU?"Re:~� n; 27B�HQ~C1229736�VIO, 02/12/200?
b2 _ _ _, _ _,

E15 7  tgglllfound� if U orb7D E-----1 1 _ &#39; ~* � _
iu1&#39;m���"&Q The original documents reflect&#39; &#39;nformation whichwas not requested have been forwarded tot?3:iEi:j ADC for

b2 sequestering. Redacted copies only reflecting the requested
b7E information will be retained for the case file.

SECRET//20320212
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b2 To: spection From:
b?E£Ul Re: - 	 278~HQ�C1229?36�VIO, 02/12/2007

LEAD s!:

Set Lead 1:  Action!

INSPECTION

AT WASHINGTON, DC

{U} For action deemed appropriate.

Set Lead 2;  Action! &#39;

GENERAL COUNSEL

HT WASHINGTON, DC

 U! For action deemed appropriate.

O0

szcnzw//20320212
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{U I J2 6.� I 991&#39;!!

SEeQ§T
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 3/2fO7

tn: SAC, CDC, ADC

Counterintelligence Attn: AD _ _ ~

Inspection Attn: I15, CR5� I
From: General Counsel

be National Security Affai s/Room 7974
. - ALL InFueMnT10n CONTAINEDQC c°ntact&#39; Julie F&#39; Tho as HEREIN Is UNCLASSIFIED EXCEPT

_ HHPE snoum UTHRUISE
b7E Approved_By: Thomas Julie_ _ _

Drafted By: DATIE: 05-25-ZUIJT
e_~- __ � s�� _e__ _�_ gLg$31FIED BY 55119 DHM!K$RiJw

S 62F AB94S5__ &#39;

____Ca_s__e ID #= 2784-IQ-c122973s-v10--&#39;§&#39;?;9273 "�E*�5°"� 1&#39;� �F� _ _1 278 A9538O__/�J5 cf DEELILSSIFY UN. D5 25 2532
[Of

 m"Ti&#39;t:le-:-------{> ! POSS TELLIGENCE OVERSIGHT BOARD MATTER
2007 b2

 U3"Synopsisw~~{?Q It is the opinion of the Office of the General
Counsel  OGC that no error was committed in this matter, and
therefore nothing need be reported to the IOB. A record of this
decision should be maintained in the investigation control file
for review by the Counsel to the IOB.

 U! Derive from : G-3

Decla y On: X1

{U}-Re.£e_rence: { 278-HQ-c122973s-v10£A{~,q[ ,51l~5�{b2mg ....  278 A95380

s21=_? @9555? of of  o J o

nenaeeigs; t ,_ e We e es re e � s e

bl
b7D

b6 swr
b7C

I

memos &#39;REViEW ATE: �ns!
er»: zwaesmnrr ..

v;r:;:*c=.r mvzs1|mmo. ._M___ |



§ts@&#39;
b2

ME To:   From: Office of the general Counsel
Re: 278-HO-Cl229736-VIO, 3/02/07

b2 � 1 1 ,_ 1 7>e_�; __i , i � _i ll _* *1" f

EiE £5!� W c _ _ _ s__ B ~� �� Ll�iiewedb7D the records feceivedig _;*, :1 ",1 __, ,,_ _:; 1 t :9, 1 ,1
H;;;:;;;;::::::rwnrtn-was prrorlroitne time periodlreguested innl

e . -

n  Ul�""m~~-~~§Q The original documents reflecti &#39; ormation _
b� - which was not requested have been forwarded to ADC and
b7E sequestered. Redacted copies which only reflect information

requested by the NSL will be retained for the case file.

 Ul�""����"�§i The President, by Executive Order 12334, dated
12/04/1981, established the President&#39;s Intelligence Oversight
Board  PIOB!. On 9/13/1993, by Executive Order 12863, the
President renamed it the Intelligence Oversight Board  IOB1 and
established the Board as a standing committee of the President&#39;s

Foreign Intelligence Advisory Board. Among its responsibilities,
the IOB has been given authority to review the PBI�s practices

and procedures relating to foreign intelligence and foreign
counterintelligence collection.

 U! Section 2.4 of Executive Order  E.O.! 12863,

dated 09/13/1993, mandates that Inspectors General and General

Counsel of the Intelligence Community components {in the FBI,
the Assistant Director, INSD, and the General Counsel, OGC,

respectively! report to the IOB �concerning intelligence
activities that they have reason to believe may be unlawful or
contrary to Executive order or Presidential Directive.� This
language has been interpreted to mandate the reporting of any
violation of a provision of The Attorney,General;s_Quideline§;f9r,

FBI National Security Investigations4§QQ_For�lggrlgtglliqenge
Collection {N516}, effective 10/31/2003, or other guidelines or
regulations approved by the Attorney General in accordance with
E.O. 12333, dated 12/04/1981, if such provision was designed to
ensure the protection of individual rights. Violations of
provisions that merely are administrative in nature and not

ss§92*
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b2
b7E To; :1 From: Office of the General Counsel

Re: 278-HQ�Cl229736-V10, 3/O2/07

deemed to have been designed to ensure the protection of
individual rights are generally not reported to the IOB. The FBI
Inspection Division is required, however, to maintain records of
such administrative violations for three years so that the
Counsel to the IOB may review them upon request. The
determination as to whether a matter is "administrative in

nature" must be made by OGC. Therefore, such administrative
violations must be reported as potential IOB matters.

 U!~--.

&#39;�"QQ NSLs are a specific type of investigative tool
that allows the FBI to obtain certain limited types of
information without court intervention: �! telephone and email
communications record from telephone companies and internet
service providers {Electronic Communications Privacy Act, 18
U.S.C. § 2709; �! records of financial institutions  which is

very broadly defined!{Right to Financial Privacy Act, 12 U.$.C §
3414 a!�! A!; �! a list of financial institutions and consumer
identifying in�ormation from a credit reporting company {Fair
Credit Reporting Act, 15 U.S.C. §§n 16Blu a! and  b!; and �!
full credit report in an international terrorism case {Fair bl
Credit Reporting Act, 15 U.S.C. § 168v!. NSLs may be issued in
conformityiwith statutor1_requirements, including 18 U.S.C. §

2":09.| I
 S! Here, during an authorized investiqatigQ¢_;hg1

ro erl served an NSLIE
In res onse to tie proper1y�served*NSL, the P�l obtained

containing information beyond what it is le all
au orize o receive. The FBI, having ascertained [:::::ft::j

E::::;:;:;:]were beyond the scope of the NSL, forwarded the Eén
unas e or information to the ADC for sequestering and redacted
their files to reflect only information responsive to the NSL.

lU!&#39;"-~~ EB¬% By agreement with the Counsel to the IOB, it is
our opinion t at this error is not reportable to the IOB. A
record of this decision should be maintained in the control file
for future review by the Counsel to the IOB.

SECRET

3
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To: [::::::] From: Office of the General Counsel
Re: 278-HQ-C1229736-VIO, 3/02/07

b2
b&#39;?EI

Set Lead 1:  Read and Clear!

FT  wz»1»/~ Mme M
i3T_ ;3i,éeturn original documents uhigh geflggg

bl information beyond twe scope of the NS
b7D  :1 &#39; ��**~ "�� ***ej.

1 0Jt!.}fLL/ , +!8�Y¥»!
d~��*°�I&#39;rm@&#39;! 0u:@Li/�DSet Lead 2:  Info! 07/ &#39;PTF

COUNTERINTELLIGENCE .

AT WASHINGTON, DC

 U! Read and clear-

Set Lead 3:  Info!

INSPECTION

AT WASHINGTON, DC

 U! Read and clear.

&#39; b6

b7C

1 rary

#4

M
4



FEDERAL BUREAU OF INVESTIGATION

{Rev {H-31-2003;

Precedence: ROUTINE Date: 03/28/200&#39;!

Internal Inve &#39; � � IPU, 1

b6 Contact: CR8 Ext.
b7C _ �I I ""2 I "

b2 Approved By: Miller David IanI E I i � W� I H KK� DECLRSSIFIED BY 651.79 Dl�[E-I,-"KS1?/�Jill

To: General Counsel Attn: NSLB

From Inspection

Drafted By- u U1�-I 05-25-200?
;Case ID #:  U! 278-HQ-C1229736�VIO  Pending!

Title:  Ln INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS &#39;I�R.ACKING# 3618 b2

occ/IoB# 20071:� U1 -~

Synopsisr �&� To report a potential Intelligence Oversight Board
{I08} matter to the Office of General Counsel, National Security
Law Branch  NSLB!.

Reference:  U1 278-H -C1229736-VIO Serial 2154
27 A95380 Serial 68

278-HQ�C1229736�VIO Serial 2234

Details: T Internal Investigations Section  IIS! receivedan EC fro  Division dated 02/12/2007, reporting a possible
b2 IOB error. Base upon a review of the referenced EC it is the
b7E IIS&#39;s opinion the incident described therein is administrative in

nature. Therefore, no internal investigation will be conducted
by the IIS and this matter is being relegated to the NSLB for
whatever action they deem appropriate.

O0



[Rev  II-31

b2
b&#39;?E

b6
b7C
b2

b2
b7E

.1�

-2003!

SE ET//20320323

FEDERAL BURZQU OF INVESTIGATION
Precedence: ROUTINE Date: 03/25/2907

To: [:::::::] Attn: SAC {Personal Attention}
From: Ins ectionP

Internal Investigations Section, IPU,

Contact: CRSt J Ext.
_ � _ __ i�~

Approved By: Miller David IanE§§L1
~ are e � 1 DEELASSIFIED BY 6511-&#39;9 DH!-I/I¬SP.x�-IIJ

Drafted BY: I i EIN O5-25-200�?
Case ID #:  U! 263�HQ�0-U - 754  Pending!

Title:  U3 INTELLIGENCE OVERSIGHT BOARD MATTER

INSD/IIS TRAC 8
OGC/IOB# 2007 bg

Synopsis:  U! To advise that captioned reporting of potential
Intelligence Oversight Board  IOB! violation has been reviewed by
the Internal Investigations Section  IIS!, and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

W1 &#39;" --   X Derived : e-3
Declass&#39; : 20320328

Enclosure s!=  U! 279-HQ-C1229736-VIO Serial 2154

Reference:  U! 278- -C1229736�VIO Serial 2154

27 A95380 Serial 68

278-HQ~C1229736-VIO Serial 2234

Details: {U} Upon review oE[::::::]Division�s captioned report
of a potential IOB violation, IIS did not find the matter
indicative of willful misconduct. IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

 U! IIS recognizes and appreciates that this matter was
brought to our attention as required by the revisions mandated by
National Security Law Branch/OGC EC, dated 11/16/2006
{278~HQ-Cl229736, serial 2570}.

THIS EC I5 UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.

Q9
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ssc�qré;/20320201FEDERAL BUREI OF INVESTIGATION -

Precedence: ROUTINE Date: 02/01/200?

/.

To: Inspection Attn: 11s, Room1l861�/
General Counsel Attn: NSLB, Room 7975

From

b2
b7E�.
b6
b7C

CDC

on act: SAi I
Approved By

Drafted By: jgdQL~

ALI. INFOHLETIUN IIDNTAI!-J&#39;ED

HEREIN I5 UNCLASSIFIED EXCEPT

IJTIIIRE SHDIIIII CITEIERIIISE

 C3 Case...ID_._#_:.... < 278- - 1229136-no -?9292q Um� °5&#39;25�2�&#39;°�

Title:

3g} 62FT?:jAB9455�IOB ,1
{U} SA

SS

IILi92S5IFIED BY ssns nzmmskrau

7 PEA30N: 1.4  cm
nrcmssrrz om: 05-25-2032

INTELLIGENCE OVERSIGHT BOARD  IOE] ERROR

���"synopsis: >Q To report possible IOB error.

 U? --g Derive r : G�3
Decla &#39; y - 02/01/2032

Details

{5} 1.

L12

wr $1 4.

___

{S} 2_ l b2
bl {S} 3. Possible IOB Errorl 7* 7 7 W

b7E �! |� � * " ��i Xi: j �;:ZD::*m*� if

Description of IOB Error  including any reporting
delays!:



 U! _ Skk"R-QT//20320201
25E To: &#39;nspeotion Fromi;;;:;:gi]

Re: I 278~HQ-C122, � I , O2/O1/2007 i W

� 92

bl
b6
b7C
b7D 1
b2 �

b?E *

_ _ _ _ _ rm __ T 4%

ts} ,_ _ _,_ _| ?|
b1

L16
b7C
1:2

235 Ifthat was noijj
FE1. Thls lntormatlon was not uti lzed by the

case agent in any analysis nor was it documented in the case file.

or 1 e JEQ elhsecasf ansniwtirsr LEELEm%iL____1Tr_____*_C____J
L1? _ _ H 1VlSlOH ounsel

as ���factetq � Iand it was deter�ined that a possible
IOB error occurre . Case agent contac &#39; &#39; &#39;

Invesrggatiue SqEpor;�SQgoia;isL�§I5§]_ __ _ _

-:s11 1

£8?    is P e a  A  er] I ;1
explair;-   Z s,  r __  of

, ding this
error. Z

s_  __ are I ___ r _]3-huerror and he requested that:|
_ "_ __ 4_ ___ __ "_ _desLnnund--Add¢£¢nnaJJ+h--1



ssbnqr//20320201
b2

To: Inspection From:  b75-
"11" &#39;Re:-- .03 278�HQ�Cl229736�VIO, 02/01/200?bl . 7. H 7 777 W T W W7 7 H7 W if 77

j T�   7 _ , f_ _ I W � fl
I 7 H iii  &#39; _ _"   &#39; &#39; d§5t_1"p_15=:d_"__t"he --oriqi�a-1] J7

bl

D6

b7C
b7D

SEC&I&#39;/ /203202 01
3
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SEC 320201
&#39; Ins ection Fro U1 _To. m:

b2 Re: -E31? 278�HQ�C1229736�VIO, O2/01/200?
LEAD s!:

Set Lead 1:  Action!

INSPECTION

AT WASHINGTON , DC

 U! For action deemed appropriate

Set Lead 2:  Action!

GENERAL COUNSEL

AT WASHINGTON, DC

 U! For action deemed appropriate

O0

sscghqé/20320201
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE

Counterintelligence
b6
b7C
b2
b?E Inspection

From: Office of the General

NSLB/CILU/Roo
Contact: AGC

Approved By: Thomas Julie

Attn

Attn

Attn:

Couns 1

Date: 2/21/200?

SSA
SA
CDC

co-4  g is ___

11$, CRS[ &#39;

202�324{3i;;:]

Drafted By:

"3, "P -=92.~?945=»-.T~= no
 U3 "&#39;Ca&#39;se&#39; -10 #-:--- c 27a�-c1229136-&#39;aI0%Pending;

&#39; �//&#39;92_&#39;-ix

U-T1Title: -- {>< INTELLLIQLENC GHT_ s92�.�"=RD
MATTER 2007 b2

EEE m"&#39;r&#39;1o"si&#39;s  X: The F� ld off" |:| 1»y p :--- . ie ice requested tsat
the Office of the General Counsel {OGC! review an incident and
determine whether it warrants reporting to the Intelligence
Oversight Board  IOB!. It is the opinion of OGC that the
incident does not need to be reported to the IOB. Rather, this
EC should be maintained in the control file for periodic review
by Counsel to the IOB.

 U Derived rom : G-3

Declass>¥; On: 2/21/2032
Administrative: QQ This electronic communi i BC! containsinformation from: the EC dated 2/01/200? fromfii:j�jjto OGC
reporting a potential IOB matter.

1W� Reference-:-------!!¬! 278-1-lQ�C1229736�VIO 92P¬lY.:&#39;4  <>?r!¢?

DATE: 05-30-zoo? ALL I192IFEIR1-UATION cuinairutn
. ~�-&#39; �q�cmssrrltn BY 65119 DHH/I92SR_/-IIJ SEC ,1, HEREIN IS l1T~IEL»1f*~IFIEI> E1-KEPTREASON: 1_ 4  C3, 92�&#39;92 IJHERE snow lIITliEPlJI5E

DECLAQSIFY on= as-20-2032

HE�-HE Dye J Z J? 3;



SEC T
b2

b?E To:[::::::] From: Office c� - �ene;al v;un3el
Re: 2?8�HQ*C1229736�VIO, 2/Zixr-"

Details: §Q By EC dated 2/O1/2007, requested that OGC
review an ihcident_and determine w r eporting to
CF18 IIJB. I ii _ it I » eel ~,ee, s::~1 G �ESII .

1;41 z_ if 7 _gj%;i | Aé�ationaln�ecurity letter lddiljwaswf
I� it and Served __ _  r Ilia REL J;.�Ci.1.92.F*=..ied only

information fo ,__ 4__ tr� _,, ii_ The
_g_ resu we;e_p;oxided_ 1 � _i_ ~ �~:~, :>�

l

j i iii i _ _ _ 7 i _ Li _ &#39; 1 _ " l it

7 77* Z case agent reviewedg
__ i_i ion to the requested Sl92_� _gl �i _g _ n " , _ _ _

b2 1 j, Z Z _ _ &#39;
we _ ii,,__g_,____ H ,_ e____ ,�
MD [J * I Z _ __, _ _ g g __ The

�ase*;gentIimmediately ceased theiieview and reported the -
incident to Div� + "�� the case a ent
contacted

Ihe PuC7ti*u ii Z n_" J i_1 and
E" r it Wei G 7�s"&#39;��PrOvid*ed�TetheSuQ§equentl¥,| ;;&#39; lTQ:_ 1 -eelde __ _ � � I

{U} Section 2.4 of Executive Order  E.O.} 12863,
dated O9/13/1993, mandates that Inspectors General and General
Counsels of the Intelligence Community components {in the FBI,
the Assistant Director, INSD, and the General Counsel, OGC,
respectively! report to the IOB �concerning intelligence
activities that they have reason to believe may be unlawful or
contrary to Executive order or Presidential directive." This

language was adopted verbatim from E.0. 12334, dated 12/O4/1981,
when the IOB was known as the President&#39;s Intelligence Oversight
Board  PIOB!. By longstanding agreement between the FBI and the
IOB  and its predecessor, the PIOB!, this language has been
interpreted to mandate the reporting of any violation of a
provision of the Attorney General Guidelines for National
Security Investigations and Foreign Intelligence Collection
 N516!, or other guidelines or regulations approved by the
Attorney General in accordance with E.O. 12333, dated 12/O4/1981,
if such provision was designed in full or in part to ensure the
protection of the individual rights of U.S. persons. Violations
of provisions that are essentially administrative in nature need
not be reported to the IOB. The FBI is required, however, to

ss�r
2
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smtesr
bl�

b7E . �&#39;8�HQ�Cl229736�VIO, 2/21/200?

maintain records of such administrative

Counsel to the IOB may review them upon

{U} On O3/28/2006, the FBI�s

i&#39;if[;i:jI:]i pm: Office of the General Counsel
Re �

violations so that the

request.

National Security Law
Branch  NSLBJ sent a letter to the Counsel for the IOB requesting
their concurrence to treat third party errors as non�reportable,
though NSLB would still require the field to continue to report
any improper collection under an NSL as
By letter dated 11113/2006, the Counsel
third party errors in the collection of
an NSL must be reported to the FBI OGC,
the IOB.

a potential IOB matter.
to the IOB agreed that
information pursuant to
but are not reportable to

 U! In the instant case � ection of information

b2
b&#39;?EI

by the FBI was not the fault of FBItEf:ffij Once the case agent
discovered that he had received information beyond the s

the NSL request, immediately notified thetffi:ff:]
CDC and notified Thereetter, all copies and
emails regarding this request were deleted and or destroyed. As
a result, this matter does not need to be reported to the IOB.

ixa
3



a  � T _ &#39; &#39; 7 777

g�l-2&#39;1�
b2

" bjE Ttu [::::::]FTom: �. 0� th" -""�l " =Office _ - ooun +1

Re: 278-HQ~C1229736~VIO, 2/21/200:

LEAD{S!:

Set Lead 1:  Info!

INSPECTION

AT WASHINGTON, DC

{U} &#39; For information.

Set Lead 2:  Info!

QQUNTERINTELLIGENCE

AT WASHIN§TON, DC

{N} For information.

Set Lead 3:  Action!

b2 I::]
b7E

£5?- � requested to coordinate with  o
bg ensure has the appropriate protocols in p ace o prevent
ms Similar types o isclosures in the future.

b7D
bl

� Ms. Thomas

b6
b7C

� IOB Library

O9

51%;:
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� ll lb ll FEDERAL BUREAU o|= INVESTIGATION

Precedence: ROUTINE D�tB= 03/29/2097

To: General Counsel Attn: NSLB

From: Inspection

Internal Investigations Qectiop IPU, Room 3041
Contact: CR5 ExtI 71:]

Approved By: Miller David Ian _ M-1» IBFUPMTIQ" EUMAINED
_ __ _ lease _ ~ ev bb nrnrzm IS uuttassrrrtv

Drafted BY: ¬;C DATE EI5-26�2UU&#39;.&#39;-� BY E51&#39;3&#39;9Dl�lI&#39;I!H3P.,�JIJ

_JCase ID #: - � -  Pending!

Title: {U} INTELLIGENCE OVERSIGHT BOARD MATTER b2
INSD/IIS TRA 5
OGC/IOB# 200

Synopsis:  U! To report a potential Intelligence Oversight Board
 IOB! matter to the Office of General Counsel, National Security
Law Branch  NSLB!.

Reference: {U} 278-HQ-Cl229736-VIO Serial 2119
278-HQ~C1229736-VIO Serial 2202

Details: Internal Investigations Section  IIS! received
an EC from Division dated U2/OIXZOO7, reporting a possible

b� IOB error. Based upon a review of the referenced EC it is the
b§E IIS&#39;s opinion the incident described therein is administrative in

&#39; nature. Therefore, no internal investigation will be conducted
by the IIS and this matter is being relegated to the NSLB for
whatever action they deem appropriate.

�Q
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snbéar//20320323
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03X2a/200?

To: [:::::::] Attn: SAC  Personal Attention]
From: Inspection .

b6 Internal Investigatigns Section, IPU, Room 3041

b2 &#39; &#39; �WC Contact: CR5� I EI:-:t.
b7E Approved By: Miller David Iang�in

S 92
W " " " "W " DECLAEJSIFIEII BY 651?? II1&#39;[l�I.&#39;�I¬SP.f-IU

Drafted By: 92 ON U5-26-ZOO?
._;&#39;
1&#39;Case ID #:  U! 263-HQ-0�U - 749  Pending!

Title:  U! INTELLIGENCE OVERSIGHT BOARD MATTER

INSD/IIS TRACKINGQ 3555

occ/ IOB# 2 00 7|:
132

Synopsis: {U} To advise that captioned reporting of potential
Intelligence Oversight Board {IOB} violation has been reviewed by
the Internal Investigations Section {I15}, and is not considered
willful misconduct. This matter is returned to the field for

corrective action as appropriate. Case closed at IIS.

 U! �&< Derive . G-3
Decla &#39; Y 20329323

EDC103Ur¬�!=  U! 278�HQ&#39;C1229735�VIO Serial 2119

Reference:  U! 278�HQ~Cl229736-VIO Serial 2119

278�HQ-Cl229736-V10 Serial 2202

b2 Details:  U! Upon review of l:lDivision&#39;s captioned report
D75 of a potential IOB violation, IIS did not find the matter

indicative of willful misconduct. IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

 U! IIS recognizes and appreciates that this matter was
brought to our attention as required by the revisions mandated by
National Security Law Branch/OGC EC, dated ll/16/2006
�7B�HQ-C1229736, serial 2570}.

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.

§§

S¬kéET//20320328
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b7C
b2
b7E

bl
b6
b7C

_ E

 ntv GI-3!-2003!
./&#39; 7 _

-&#39;1. 7| 71 I 1:
.. ,.r_;._ &#39; If

l5EE}HE£ 7 |

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 02/O5/2007

To: Inspection Division Attn: IIS

Office of the General Counsel Attn: NSLB

From: _ __ _4_ __ __ w _

. Contact:
_n:,i; _ii;]UI;_i;eI* � *7 *7 7; 7 �

Approved By:

Drafted By:

Case ID #2  U! 278�HQ�Cl229736�VIO

 U! 27880135372
Title:  U! REPORT OF A POTENTIAL

 U! REPORT OF� A POTENTIAL

Synopsis:  U! To report potential
{IOB} matter.

iv!" "GQ Deriveoggiom :
Declasa On:

Details:

Qgae_§eckground egg C§ae_Agen§

G
X1

&LL INFDPHATIUN CONTAINED

HEREIN IS UNCLASSIFIED EXCEPT

WHERE SHUUN OTHERWISE

 Pending! @&#39;:_7.@ _; _
DATE: 05-26-200. 7b_
FLRBSIFIED BY 6� 7 DHKKSR/JH~ -- . ~b E.

 pendmg! Prism: &#39;1.-4 [Cl
DECLASSIF¥ UN: U5-26-2932

IOB MATTER

IOB MATTER

Intelligence Oversight Board

3



 Rcv.jl-31-2003!

b2

b7E
b6
b7Ci

s1-�ner
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 02105/2007

To: Inspection Division Attn: IIS

Office of the General Counsel Attn: NSLB

�°�"&#39;  1&#39; &#39;7 1 �
Contact:

_ "E154

192PP1&#39;°�-Ted B3" W H ALL 11-rronmwzun CUHTAII-JED

HREIN IS UNCLASEIFIED EX

want snown DTHERUISE

Drafted By: DATE: US~26�2CIU?

Case ID #=  U! 278-I-IQ�C1229736�VIO T P"f���9��" 1 4 "3�

 U! 2?8[:I}C136372  Pending! » §};�T
Title: {U} REPORT OF A POTENTIAL IOB MATTER

 U! REPORT OF A POTENTIAL IOB MATTER

Synopsis:  U! To report
 IOB} matter.

N Hrggi Deriv rom : U? Dec1;:%§§; On:
Details:

potential Intelligence Oversight Board

G-3
X1

Case gqgkqrqgnd ang?Case Agent _ _ _

I15! &#39;

ssfagr
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CLASSIFIED BY a51?s DuzK*R/Jw

 Pending!  ,5 IDETUESPIFT uni: 0.s~2s~z0sz
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I bTETo: Inspection Division F�rom=

Re:  U! 278-HQ�Cl229736�VIO, 02 O5 2007

iSI---. is __
Titlé: i

bf; e case agent 0 � SA
Eqc E SA supervisor is SSA
ME Repqg: of gotential LOB Maggie: i i i

V   u *7 as _ u , 1
I5] _ _ __ _ "&#39;_ _ approved direétind I

to produce to the Federal Bureau of Inv &#39; &#39;__ Za __ mriirlarwialr�ords pertaining t:o| J
I 92

92

1 - @

 S1,
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b7D 2�

 S!-:"__ WW�-|i_   _ _ __ u u is 7

 Si.

if T in� if ssc�sr

2



1 a 7

s�b�gr b2
To: Inspection Division From:
Re:  U! 278-HQ-C1229736�VIO, 02/05/2007

 Si &#39; -~-M _ f fjoi T �i* i *** * * i"*i*
bl , ,  J i r moreQzmaeenmt Lidf�a t 1 1, ;  � 1
b6
b7C _~1 :� _�~ are s" * �** Mo *** �* &#39; * � * � 4*
W __ __ E1n_,§@&#39;§fY¢;_OnJ 1 to  - e

�!----
bl &#39;

specificailv_reguested &#39; &#39;
� � *1 _4_ i 4_ _ never

* �*���ence*re§uesting records for

£3! H
Legal guiaznéé �rovided by OGC and NSLB noted

that a poEe�tiaT�IOB violation includes "a carrier providing bl
information beyond the scope of a NSL resulting in the b7D
unintentional acquisition of data" [278�HQ-C1229736~2570.] E§E

02/05/200?, SA1 _* W_IQontacted E�cChief Divisiona Counsel, &#39; &#39; �on
 SJ an in orme er of this matter. At the request o

and-1n,a¢eordance with procedure sti 1
2570 h &#39;"~- ~ . � _ "_ _, in W W _ _ _ _ , _

were sequestered and provided tol I

smoking
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. . . . b7ETo: Inspectlon DlV1SlO� From: [;:;;:::::::::]

Re:  U! 278-HQ-Cl229736-V10, 02 O5 2007

LEADIQ!:

Set Lead 1:  Action!

TN5PECIlQN%Dl¥l§lQE

31 WASHINGTON, DC

 U! For action deemed appropriate.

Set Lead 2:  Action!

OFFICE;QF:GENEEAL_COUNSEL

QT WASHINGTON, DQ

 U! For action deemed appropriate.
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s1:c92<1-
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/05/2007

Counterterrorism Attn:

SAC
CDC

H051» COWS 4» |:|
nu. Iurnmu-.&#39;rIon r:om".92:1-rzr»

umzm IS UIICLASSIFIED EXCEPT

um-2m»: snow U&#39;I&#39;l-IERI-JISE

Inspection Attn: IIS

From: Office of General Counsel

NS LB / CTLU I _ _ __ _

Contact: L 7 _ �4_ _ W _ J

CL1FL$5IFIED BY 551.19 [�I�&#39;L-"K59./IN

REli3UNi&#39; l.4 [C]

DECLASSIFY Blil: 05-26-2032Drafted By: 9;52ea e K  eac Case ID #:-{Ski - » - �/� Pending} bl
w�-%h &#39; b2mm @932 _   Pending! D75

*1" "ri.t1e-=------ �j INTELLIGENCE 0v sozmn
IOB MATTER 200": 1,2

W1"sy-eepei-e-=-- -- X! It is the opinion of the Office of the General
Counsel  OGC} that the above referenced matter need not be
reported to the Intelligence Oversight Board  IOB!. Our
analysis follows�

{U1 --  Derive o . G-3
Dec1ass&#39; 03/05/2032

Reference:  278-1-lQ�Cl229&#39;736�VIO Serial 2153

9¬Fai1se~~§Kl By electronic communication dated Februarbé "S, 200&#39;? an eferenced above, the Division Ii
bj� reported to the OGC&#39;s National Security Law Branch  NSLB! an

the Inspection Division this potential IOB matter.

e_ _ me.-.L1 at iii 1  ; ; ii "5
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b2
b7E To; From: Office of General Counsel

EU: "RE--:  73&#39;HQ�&#39;C1229735-VIO, 03/05/2907

£53"

bl
b6
b7C
b2
b&#39;?E
b&#39;?D

, pursuant to this authorized
p1nxesLiQaLion__a_National_senuri�y Letter {NSL} was issued
rejords 1; Z� ml 77 _ _4* ii 4LQ_DIadu££b£uJ_JuJ�?%jLaL%_if1

jiithe records and w Z �re received b SAt;

__ . Upon review, S found
provi�l h lso included records
for _V _, which had not beenrequested? &#39; �* * � 3 *1

&#39;��"Ii$¢: SA _W contac di _ _"_W 1 hief
Divi ion Counsel_ _i, _W, Lmho &#39;

[jjj records _ _ _  tobe sequesteri�. � if � K � Z j
 U! The President, by Executive Order 12334, dated

12/04/1981, established the President&#39;s Intelligence Oversight
Board IPIOB!. On 09/13/1993, by Executive Order 12863, the
President renamed it the Intelligence Oversight Board IIOB}
and established the Board as a standing committee of the
President&#39;s Foreign Intelligence Advisory Board. Among its
responsibilities, the IOB has been given authority to review
the FBI&#39;s practices and procedures relating to foreign
intelligence and foreign counterintelligence collection.

 U! Section 2.4 of Executive Order 12863 mandates

that Inspectors General and General Counsel of the
Intelligence Community components {in the FBI, the Assistant
Director, Inspection Division  INSD!, and the General Counsel,
Office of the General Counsel  OGC!, respectively} report to
the IOB intelligence activities that they have reason to
believe may be unlawful or contrary to Executive Order or
Presidential Directive. This language has been interpreted to
mandate the reporting of any violation of a provision of IQ;
attorney General�§:§uidelines_for Fs1_Hationa1 security
Investigations gD§ Foreign Intelligencef�olleotign inslg!,
effective 10/31/2003, or other guidelines or regulations
approved by the Attorney General in accordance with E0 12333,
dated 12/04/1981, if such provision was designed to ensure the
protection of individual rights. Violations of provisions



st ET

E%E To: From: Office General Counsel
&#39;  U! "Re:---~ 278-no-01229736-vro, 03/05 2007

rights are generally not reported to the IOB. The FBI
Inspection Division is required, however, to maintain records
of such administrative violations for three years so that the
Counsel to the IOB may review them upon request. The
determination as to whether a matter is "administrative in
nature" must be made by OGC. Therefore, such administrative
violations must be reported as potential IOB matters.

w»~~§18¢: NSLs are a specific type of investigative tool
that allows the FBI to obtain certain limited types of
information without court intervention: �! telephone and
email communication records from telephone companies and
internet service providers  Electronic Communications Privacy
Act, 18 U.S.C. § 2709!; �! records of financial institutions
 which is very broadly defined! {Right to Financial Privacy
Act, 12 U.S.C.§ 34l4 a! �!  AH; �! a list of financial bl
institutions and consumer identifying information from a credit
reporting company  Fair Credit Reporting Act, 15 U.S.C.§§
1681u a! and  b!!; and �! full credit report in an
international terrorism case  Fair Credit Reporting Act, 15
U.S.C. § 1681v!. NSLS may be issued in conformity with

statutory reguirements, including 18 U.S.C. § 2709. [::::::::::]
an --jsd� In this instance  properly served

an NSL requesting financial records relevant to the subject of
the preliminary investigation. In addition to responsive

b2 ue to an error by the financial institution,l:]b7E [f�ffjii::falso obtained records beyond the scope of the NSL.
iU!""" ~-~m -g�i Based on our analysis, the financial

institutio &#39; mistake is not reportable to the IOB as the FBI
has not acted unlawfully or contrary to Executive Order or
Presidential Directive.

 U! Based upon these facts, in accordance with the
terms implementing the reporting requirements of Section 2.4
of E0 12863, it is our opinion that this error is not
reportable to the IOB. A record of this decision should be
maintained in the control file for future review by the
Counsel to the IOB.

 U! since the additional records in this instance
are still relevant to the authorized investigation, the

b3 additional records may be maintained by the FBI if an
b75 additional NSL is served for those records. Otherwise,[::::]

sxegsr
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IIUII To: I:: From: Office of General Counsel
Re: g&  278-HQ-C1229736~VIO, 03/as/2007

b2
b7E &#39;

[::::::::::]should contact the financial in t� &#39; d ks ltution an as

whether the improperly or unintentionally acquired information
should be returned or destroyed with appropriate documentation
to the file.

sEc;Bt92
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To: From: Office of General Counsel

iU]&#39; Re: - 278~HQ-C1229736�VIO, 03/05/2007

LEAD s!:

Set Lead 1:  Action!
b2 "r r � �C C C

b7E Z _ _p p ,W_

AT .

{U} Field Office should
serve an additional NSL for the relevant records, or in the
alternative, Contact the financial institution and ask whether

the improperly or unintentionally acquired information should
be returned or destroyed with appropriate documentation to the
file.

Set Lead 2: {Info}

COUNTERTERRORISM

AT WASHINGTON, DC

 U! For information.

Set Lead 3:  Action!

INSPECTION

AT WASHINGTON DC:��

 U! INSD should retain a record of the

report of the potential IOB matter, as well as a copy of the
OGC opinion concluding that IOB notification is not required
for three years for possible review by the Counsel to the IOB.

CC:

b7C

IOB Library

OQ

sacks:
S
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  FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date! 03/23/2007

To: General Counsel Attn: NSLB

From: Inspection � beInternal Inve &#39; " IPU, R O41 b7C
Contact: CRS Ext. b2

APPrOVed BY= Miller David Ian itizunmmnimmtmninmn| " � � " "� �* *�* " J HREIH IS UNCLASSIFIED
I , ,
Drafted By: Du�-."I&#39;E us~2s-200&#39;: BY 55119 Drmmsnrav

y&#39;Case ID #:  U! 278-HQ-Cl229736-VIO  Pending!

Title:  U! INTELLIGENCE OVERSIGHT BOARD MATTER

INSD/IIS TRAC 19 9
ooc/1oB# 2007 b~

Synopsis:  U! To report a potential Intelligence Oversight Board
 IOBJ matter to the Office of General Counsel, National Security
Law Branch  NSLB!.

Reference: cu: 278- }c122sv3s~v1o Serial 2153
I 228 c13e372 Serial 124
ho 278�H -c122923s-v10 Serial 2233

b7E Details:  U! The Internal Investigations Section {IIS! received
an EC Erom[:::::::::::::]Division dated O2/05/2007, reporting a
possible IOB error. Based upon a review of the referenced EC it
is the IIS&#39;s opinion the incident described therein is
administrative in nature. Therefore, no internal investigation
will be conducted by the IIS and this matter is being relegated
to the NSLB for whatever action they deem appropriate.

Q0
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sscésff/20320329
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/28X2007

To:   Attn: SAC  Personal Attention!
From: Inspection

Internal Inve &#39; &#39; &#39; IPU, Room 3041

Contact: CRS s:<t.|:|
Approved By: Miller Iiavid Ianfa�f/"1 f i

DECLILSSIFIED BY 651?? D&#39;!�&#39;UKSR/JR!

Drafted By; Elli U5�36-LZUD?

Case ID #:  U! 263~HQ~0~U � 755  Pending!

Title:  U! INTELLIGENCE OVERSIGHT BOARD MATTER

INSD/IIS TRAC
OGC/IOB# 200? b2

Synopsis:  U! To advise that captioned reporting of potential
Intelligence Oversight Board  IOB! violation has been reviewed by
the Internal Investigations Section  IIS!, and is not considered
willful misconduct. This matter is returned to the field for

corrective action as appropriate. Case closed at IIS.

iU!"�Q Deriv m : G-3
Decl i n: 20320328

Enclosureis!:  U! 278-HQ-Cl229736�VIO Serial 2153

Reference:  U! 278-H -C1229736-VIO Serial 2153

27 Cl35372 Serial 124

278- -C1229736-VIO Serial 2233

Details: {U} Upon review of[::::::::::::]D&#39; &#39; &#39; &#39; t� division s cap ione

report of a potential IOB violation, IIS did not find the matter
indiCative of willful misconduct. IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

 U! IIS recognizes and appreciates that this matter was
brought to our attention as required by the revisions mandated by
National Security Law Branch/OGC EC, dated ll/l6/2006
�78-HQ~Cl229736, serial 2570!.

THIS EC IS UNCLASSIFIED WHEN SEIPARATED FROM CLASSIFIED ENCLOSURE.

§§
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66!�?
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/22/2007

TO: 92 I Attn: CDC
Counterterrorism Attn: ITOS Conus

Inspection Attn: IIS

FY0111 2 � � :~: _ _ :

Contact: SA

Approved By: /¢�"

Drafted By: ac*�

Case ID #:  U! 27B�HQ&#39;C1229736-VIO  Pending!&#39;�

_ _ 1,,

I
IKLL Il92IFEIRliATIOl92II CUNTAII-JED

HEREIN IS UNCLASSIFIED EXCEPT

IIJHEIRE SHUUN UT&#39;HERlJI$E

:/-_- �  _-=

 U! 27 C136372 {Pending} [{rp;1&#39;E__;_|J5_g5-3[||37
Title:  U! REPORT OF A POTENTIAL IOB MATTER

CLK§;5]?FIED BY 55179 D}lI&#39;I/K51?!-III!
PE-KSIDN: 1..-1  C!
DECLASSIFY Oh]: 05-26-2032

 U! REPORT OF A POTENTIAL IOB MATTER

Synopsis:  U! To report resolution of potential
Oversight Board {IOB! matter.

cc:   om = G-3
Decla On: X1

Details:

Case Background and Case Agent

Intelligence

Reference:  U! 278- -C122973s-v10-2233 bi u! zvstjcussavz-130 b�E

:7 _  SL1 RR  R  _�:__
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b7E

T<»= iPr<>m=
Re:  u! 278-HQ-C1229736-VIO, 03 22 2007

�Sh  bl
b2
ms

Case ID#:

Title:
£51-"  e -

Report of Potenqial IQ_B_Matter
 g}.w"m�m %h_

National Security Let_1;_er  NSI1 b1*� b6f   *  _ _ lapopmed * _ e 17
W to produce to 1: 7

92  FBI! all finanq_;i,§92l 11Q_T3rdS i
?

1 - 1

cs:

i
2 . 92

&#39;15! -

_ __ _-_ H ___ _ ___ __ _ W , , g

M Th NSL

b7C
b7D

e  _ ___ ;;_--  _, s _ECi_f:J&#39;i§éll]Q{___r6CI§1%_t¬d ___ bl
the financial record; £0 be provided for&#39;[£L J -3;   %J H� Al _ do If d W T d W

�C  e;e ~  f  "  if if  of e WL
Fpersonally ovjggd Z Z _ _records requested in the NSLi |

SECRQE
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bl
b6
b7C
b7D



<3! l.H- .-. ._ 7� � .

1�¢C&li�ibl if irfi iimii 1 _____ _ __,_,_
b7D ��éi _ _*�r f if �Z___ ,m__ ____w__ _ J as
b6 I if r

sac T b2
I075

1-@=lIi| mm
Re:  U! 278�HQ-Cl229736~VIO, 03/22/200?

equested. In éd31t1QnJ_H___i 1,� _�_ 1 T1n@lu&é5*
b7C

£51

b6

[53

�� The NSL " _ H, W _ _ &#39;7 i_
specifically requested Jnjrecords for onl� __ _ _W

t;;jD�* n7f5T� C�? __*: ivision atl , I never W"

_r§gge5ted or;provided_any correspondence requestinq r�cords for
bjb [J 7 7 i I1 Legal guidance provided by OGC and NSLB noted

Ehat a potentia IOB violation includes "a carrier providing
b?Q information beyond the scope of a NSL resulting in the
b2

b7
bl

�?

b2
b7 E;

b6
b7C
b7D

unintentional acquisition of data" [278-HQ-C1229736-2570.]
E

2&1 Q1 OZ/05/2007, SA d
_ __ Chief Divisiona ounse , &#39; &#39; �on
and informed_her of this matter. At the request 0 CDC

. and in accordance with proce &#39; � - - -

were sequestered and providedzto CD

On 03/12/2007 S &#39; referenced ECs via

is? Division&#39;s CD Referenced ECs

were drafted by the Office o enera ounse . The referenced
ECs noted the following: "Based on our analysis, the financial
institution&#39;s m�-t k �1s_a e is not reportable to the IOB as the FBI has
not acted unlawfully or contrary t x &#39; er or

Presidential Directive." "Further, Division a
|:]was directed to "contact "the c ins itution and

whether the improperly or unintentionally acquired information
should be returned or destroyed with appropriate documentation to
the file".

sscatr



si>¢s92E&#39;r b2

Re: - - 229?36- , 2007

E3?  -
"&#39;On-- 03x12/200?. sAI:l contacted cnc to

dge receipt of the"referenced�ECg., CDQ_ irected

*wouIB desire Ehe "improperly of�uni�tentionaIIy�acouir Z D

informatiTn_" returned Q1�; des:mi¢e.d__on_|03/12/200?, SAcontacted Division, via e ectronic
q5;.....me..i._l=..   D� D D D

W "M _9_n 03/14/2@01b6 &#39;S§;H 7 7 7 W hf *u1reque§ted the Fi��ropeflyior
b7C 3 unintentionafiyyacquired A D i " d by the FBI,
b? 1 Division. _ _ W �_ u idebfg &#39; ation documentin§I lQ_DEQi

to the captioned caees.� &#39; 1 " if �bl
b7D

~ D .. .1612 00.7, ...cn e-d:l�! ��[" �I"�"m&#39;"&#39; __ Qiirequest for Division to
des * "� �* or unintentionally acquired information"

I _ __ __|stated that the "improperly or
unintentionally acquired information" w ld e destroyed by the

Division Further CDC noted that a written

communication would be drafted by the Legal Unit to confirm the
destruction of the aforementioned files to the captioned cases.

SEéh¬f
4
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To: |:| From=
Re: {U} 278-HQ-C1229736�VIO. 03 22 2007

LEAD s!:

Set Lead 1:  Info!

b2 lNSEECTIONiQlVISION
b7E

AT WASHINGTON, DC

 U! For information.

Set Lead 2:  Info!

CQUNTERTERRORISM

AT WASHINGTON, DC

 U! For information.

Set Lead 3:  Info!

AT� I
 U! For information.

O0

s�éksqx
5
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szo�bq//20320201
FEDERAL BUREAU OF INVESTIGATION &#39;

Precedence: ROUTINE Date: 02/01/2007

To: Inspection Attn: 115, Room 118612
General Counsel Attn: NSLB, Room 7975

Attn ASA 1 w_ I III] mmjf    p
From:

on act: SA! I
Approved By:

Drafted By:

b6
b7C
b2
b7B� or   ,z,92?0

#2 278-HQ�C1229736"92/IO"  62PE:|-A89455�IOB / I8�
Titlet {U} SA

SS
INTELLIGENCE OVERSIGHT BOARD IIOB!

 U! s§hb§s1s:~>éQ To report possible IOB error.

iuy� _.�m§ Derive o . G�3
Declas � &#39; 02/01/2032

Details:

ALL IHFORHATIDN CONTAINED

HREIM IS UNCLAS5IFIED EXCEPT

EEEPI BHUUN UTHPNISE

DATE: 05-26-2007

CLASSIFIED BY E5l?9 DHfR$RfJU

REASON: 1.4 iCj

DECLASSIFY UN: D5�26~2032

ERROR

 S! 1.

�! 2- [I W4� I I Ijwiéfij ii if ; I Mme�
E; {5} 3. Possible IOBE1rroru

_ I

ms {S} I� W e ~ er  I TI "K
 U!- &#39;:PKi 4. Description of IOB Error {including any reporting

delays}:

5�~"**�&#39;1~"@i13/5~&#39;>i/�&#39;1   so � M



ssc�rq//2032020_1 b2
To:_ n pection From:
Re" isi 278�HQ�C1229T36�VIO 02/01/200?

mi"   1 {{{{{ �

E2 i accordance wfthW§Ee"�tforney General qui &#39;
sac served|i_ _7 ,__ W _� __ m,_ M in _i
b2 | brovfded the results of the N§L to] |Field
b7E Office via e�mail as a courte &#39; that a hard copy of the

information was in transit toEi::??iiEj
b7D QQ A review of the results of the NSL re t

 S! -_ Z�_ ugplied what�the_case agent deter@ined_to be� Zn_ i

Z �_ �w w_ _ "H "W T7 __ _� T, This

information was not utilized by the case agent in any analysis nor
was it documented in the case file.

Em ..._ .

_ �%�i&#39;�&#39;Qi, The case aqentl "Z �Z__ st� if ___, Ki _;ml
;i 7 L1 6£Division Counsel

bl was con ac e on to advised of t e pro em.
b2

we �:5 ,&#39;  <94 <=a§,e assent 99_nta¢t@d
b6 V &#39; j__ _ _; _ _,,  __i f* W, i H W

b7C
b7D &#39;

�eiiiaf� why thejinformation was provided, or Z � � 7 1*� Uni
EFEOI Hes meee-, Case ����L_L��u£5L£d tharl , ,i , i r_

i$?~  rm? _ __   _t _s W _
EXP al I 747 7 "__ w [was contacted regarding this
error. oted Ehat he could not explain why this error
Occurred, yet, he aimed to correct the problem. W if iw

 Si sm�%�._
_ HHm&#39;�t;7m&#39;;&#39;"~---H-Hi destr :; J� T7 f 77�

__ 4_ ,, f per the reouest - __ 1__

SECRET//20320201
2



1 sadasr//20320201 b2
To: Inspection From:  bpm
Re: o� 278~HQ~Cl229736�V1O, 02/01/2007

 U

is! h&#39;o£a§iaea&#39;a new CD�R-which conC3iP?d tho appropriate information
� &#39; d b92 the NSL servedthat was originally requeste ,1

bl

hm 1-1» l:ase agent permanently deleted the e-
ba &#39; sage received| ]which cor1tained
b7C information. ��� *"� ** *�

 U! tNote: This was the second possible IOB error that
resulted from the same request. Both errors were identified as

&#39; cidences These comments are provided to clarify anyseparate in .

confusion associated with the two extremely similar incidences
occurring in an extremely close time period.!

sw/20320201
3



[U3 sscksr//20320201 b2
b?E

To: iggpection From:
LEAD{s}:

Re: -t. 278*HQ*Cl229736~VIO, O2/01/2007

Set Lead 1: {Action!

INSPECTION

AT WASHINGTON, DC

 U! For action deemed appropriate.

Set Lead 2:  Action!

GENERAL COUNSEL

AT WASHINGTON, DC

 U! For action deemed appropriate.

o¢_
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 2/gggggov _� 4;
o2 m~~_

WE To: Attn: SSA

SA
coc 1 o

Counterintelligence Attn: CD�4

Inspection Attn: I151 fwi 7
ALL INFORMATION CONTAINED

From: Office of the General Coun el HEREIN ISblg&#39;I¬_][�_;::uTI�:D EXCEPT
NSLB/CILU/Room 7947 _%W m£REsHu_ v _e~ � b

Contact: AGC _ _g_ g  bi};
_. � 1 "OW" oz

Approved By: Ihomas_fe-ie fif-�< r DATE: 05-26-2001

CTLJKSSIFIED BY esns z-r11i,=&#39;I-isnznl

in-son: 1.4 iCJ
-*3-&#39;--lfted BY=  DEELASSIFY or-1: as-25-2032

an " &#39;c&#39;aso"&#39;It-"-#1--...M 278-Ho-c1229736-v10� %Pending!
__ &#39;l&#39;3_ 1�-..:LE  .. K ; iL921r.-.-1_.L.il_-»tLNLj � &#39; &#39; &#39; &#39; i�i.&#39;"i&#39;i i592L-M1-<u�U� _ X MA&#39;i"&#39;£&#39;1-�R 2001Ej- b?-
MO" @<*"*rh[:|"1 * I:5 psisz e Fie d Office requested that

b2 the Office of the Genera Counsel  OGC! review an incident and
b7E determine whether it warrants reporting to the Intelligence

Oversight Board {IOB}. It is the opinion of OGC that the
incident does not need to be reported to the IOB. Rather, this
EC should be maintained in the control file for periodic review
by Counsel to the IOB.

 U! Derived om : G�3

 U]___m� Declass� On: 2/21/2032

Administrativer�&#39;@§1 This electronic communication {EC} containsinformation from: t e tc dated 2/01/2007 from: to ooc
reporting a potential IOB matter.

R&#39;éf&#39;e&#39;r&#39;ence: --  ms-no-c122973e-v10 tP@m,_,| 1,20

D¬F6ils= ~~Q! By EC dated 2/01/2007,L;::::::]requested that OGC
 W "review an incident and determine whet er it warrants reporting to

st: &#39;1&#39; &#39;

b6
137C

*I"*!¬s;ii£1JEEVlE�@ _ 2- 1 :1�-|92iiF&#39;�
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bg S�k
�1�g- From: Office ..¢ "lie Céener"-. Counsel
Re: 2T8-HQ�C1229?36~VIO, Zx;-J"@O7

�1  ll  Q 1
the I6B.[t _m _ i_ W I_ � a�� ~� ��

 S!. -_�

r_W I _ L_ W n�tr� National Security Letter KQSL} was
_H servedl I, _ |__ d only

transactional information! f�y _m _, W Z W, ,Th@N§L_rE5U1t3mEiLQ &#39; * � Z� ~ �a� |
bl I

�1>:»<i] ,_ _ l |¢aseaqe~:l:I S!; discovered � &#39; ion to the requested
bZD &#39; �:1 Ii I ii "_ _~ provided in�ormation I
bl ~ t� *;_Z;; Z __ Ib?E at ""* if if �g" W if 4* Wig igfi WW f�%;;;g

*agent immediately ceased the review and re-orted the
.1".-�tident I� &#39; &#39; In I - - a the Cage .30-1=rt
:cn;acted _ is ~_ �� e� ~� �* &#39;
The P � u.=unIuulI=uln=II &#39;- appropria E

_ 0-I I I I� he - - I11n�=&#39;II-oi.

�I_1i.1lD�:<�£¬�C§".JC.&#39;ii_&#39;Ij &#39; yed __ _ - l_I
deleted regarning
p[�Q92,¥j_de t E3 [91,] -0 �Q Q ||.Ii an I mp

-rcracst. &#39; -&#39; or L � �id-i _ � _ � 1- I-_,L _&#39;-;n.: .-. .........-...I=4.. _ -
deleted the �--

 U! Section 2.4 of Executive Order  E.O.} 12863,
dated O9/13/1993, mandates that Inspectors General and General
Counsels of the Intelligence Community components {in the FBI,
the Assistant Director, INSD, and the General Counsel, OGC,
respectively} report to the IOB �concerning intelligence
activities that they have reason to believe may be unlawful or
contrary to Executive order or Presidential directive.� This
language was adopted verbatim from E.O. 12334, dated 12/O4/1961,
when the IOB was known as the President&#39;s Intelligence Oversight
Board  PIOB!. By longstanding agreement between the FBI and the
IOB  and its predecessor, the PIOB}, this language has been
interpreted to mandate the reporting of any violation of a
provision of the Attorney General Guidelines for National
Security Investigations and Foreign Intelligence Collection
{NSIG!, or other guidelines or regulations approved by the
Attorney General in accordance with E.O. 12333, dated 12/04/1981,
if such provision was designed in full or in part to ensure the
protection of the individual rights of U.S. persons. Violations
of provisions that are essentially administrative in nature need
not be reported to the IOB. The FBI is required, however, to

s &#39;1&#39;
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I-D7E"::.  rcrn:- Office of the General Counsel
Q» 278-HQ�C1229736�VIO, 2/21/2007

~

maintain records of such administrative violations so that the

Counsel to the IOB may review them upon request.

 U! On O3/28/2006, the FBI�s National Security Law
Branch {NSLB! sent a letter to the Counsel for the IOB requesting
their concurrence to treat third party errors as nonereportable,
though NSLB would still require the field to continue to report
any improper collection under an NSL as a potential IOB matter.
By letter dated ll/13/2006, the Counsel to the IOB agreed that
third party errors in the collection of information pursuant to
an NSL must be reported to the FBI OGC, but are not reportable to
the IOB.

 U! In the instant case th co eotion of information

bq by the FBI was not the fault of FBI Once the case agent
b§E discovered that he had received information beyond the scone o

the NSL request, immediately not&#39; &#39;
CDC and notifie _TL;:eafter,

[;;:;;;1 regarding v|is re_ues. w tq t ere dele ed an or destroyed. As
.lt, this matter does not need to be reported to the IOB.

sEc§4I923
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Ho: From: OlflCG of ~u- -Hera; oounscl

Re: 278�HQ�C1229736~VIO, 2/21/2o.

LEAD S}2

Set Lead 1:  Info!

INSPECTION

AT WASHINGTON, DC

b2  U! For information.
1:75

Set Lead 2: {Info}

CQUNTBRIQIELLIGENQE

AT W�§�INGTON, DC

- �J? For information.

set Lead 3: {Action}

ms  ** " t " � �

b7D EU! requested to coordinate with£:::::::::::::]to
ensore that has the appropriate protocols in place to prevent
similar types of disclosures in the future.

~ Ms. Thomas

E: �*6 b7C

� IOB Library
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WIUIMOUJ} FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: O3/25/2007

To: General Counsel Attn: NSLB

From: Inspection

Internal Investigations Section+_lPU, Roog_3041

, Contact: l &#39;be ______ ____ _ _ 7 _
b7C
b2 APP�-&#39;°"°d BY� Miller David Ia"-W_p I ALL Iurommiom -coirnmrtnI  E &#39;  J I-IEREIN IS UNCLASSIFIED

Drafted BY= mu": os~zs-zoo? BY sans nruimsexaw

{Case ID #:  U! 27B�HQ�Cl229736-VIO  Pending!

Title:  U! INTELLIGENCE OVERSIGHT BOARD MATTER

INSD/IIS TRAC 56 b3

OGC/IOB# 2007-

Synopsis:  U! To report a potential Intelligence Oversight Board
{IOB! matter to the Office of General Counsel, National Security

Law Branch  NSLB!.

Reference:  U! 278-HQ-C1229736-VIO Serial 2120

b2 an EC from Division dated 02/O1/2007, reporting a possible
b7E IOB error. Base upon a review of the referenced EC it is the

IIS&#39;s opinion the incident described therein is administrative in
nature. Therefore, no internal investigation will be conducted
by the IIS and this matter is being relegated to the NSLB for
whatever action they deem appropriate.

278-HQ-C1229736-VIO Serial 2203

Details: tfi:j:;]Interna1 Investigations Section  I15! received

O6
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segue?//20320328
FEDERAL BUREAU OF INVESTIGATION

b2 Precedence: ROUTINE Date: 03/29/2907
b7E. .

T  Attn: SAC  Personal Attention!
From: Inspection

Internal
. . . 1

COntact1 I
b5 Approved By: Miller David Iang�Y@LT
EKG | ~ 1 ~ l DEELASSIFIED BY ss1?9 nnnxassrauL Drafted By: um as-26-zen? h

.Case ID #:  U! 263-HQ-0-U - ?é6  Pending!

Title:  U! INTELLIGENCE OVERSIGHT BOARD MATTER

INSDXIIS TRACKING 3556

OGC/IOB# 200v[:::f:] b2
Synopsis:  U! To advise that captioned reporting of potential
Intelligence Oversight Board  IOB! violation has been reviewed by
the Internal Investigations Section  IIS!, and is not considered
willful misconduct. This matter is returned to the field for

corrective action as appropriate. Case closed at IIS.

 UL ~- ESQ Deriv : G-3
Decl ify : 20320320

Enclosure s!:  U! 278�HQ-C1229736�VIO Serial 2120

Reference:  U! 27B�HQ-C1229736-VIO Serial 2120
278~HQ�Cl229736�VIO Serial 2203

Details:  U! Upon review of[j:ji;J[Hvision&#39;s captioned report
b2 of a potential IOB violation, IIS id not find the matter
bTE indicative of willful misconduct. IIS only addresses allegations

where deliberate and/or aggravated misconduct is evident.

 U! IIS recognizes and appreciates that this matter was
brought to our attention as required by the revisions mandated by
National Security Law Branch/OGC EC, dated ll/16/2006
�78-HQ�C1229736, serial 2570!.

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.

#6
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date; O1/O3/ZOO?

T0: IHSD

T0: CGC

From:

b2

Attn: ITS

ALL INFORMATION CONTAINED

HREIN I3 UHCLHSBIFIED EXCEPT

UHRI SHOWN OTHERWISE

Attn: NSLB

b?E I Cq ct: SA
b6 K

b7C Approveq §;
.lu

IQ _HPra£ted By:

DATE: 05-26�2UD?

CLASSIFIED BY 55179 DHH§K5RfJU

REASON: l.4 IE]

DECLASSIFY ON: D5-26-2032

--H H _ en, K,� __, ee O
Case ID #3 .92 213759-q1ggq135-Q19 rp¢ud+uQ=»30?

 szl I bl
 U1--

&#39;Title:"""-- REPORT OP A POTENTIAL ma MAT&#39;I&#39;ER:

[U] &#39;Synopsis:""  X; To report a prjstel�tial IOB matter.

. - �>4
an Declas

Derive rom : G�3

On: X1

Referenc :  S

cs�? ee I
Details: {X}L_ 7 __ 1 an ECPA National
Sgguripy Letter  N§L! was ségveg] W W_ _ %_ _ é W

_ |. ;@Th@HN$LW5D¬Q;fiQéIiV_7
fequested subscriber-informaL;0nfor� *7 J

1�

sEE92={r



l�
b7EI SE6h�$

"Jo: INSD From: |
W1-H@,_h§{} 278�HQ�£ i 9736�UIO, O1/UEXZOO?

�!

�§---- " -?- � ~-res -i*?#;?�??�?��*?" "Z "C 7* C Z

b1
b6
b&#39;l&#39;C
b7D

�?

�?

W __ __ ii _l W 92 *- "* subscriber information

H _ _ __4_ as of the date of execution,
r fo the d

� vided 4_ 4_ _ _
_ 1 and no. r _ Q &#39; &#39; �.

Whe sub cr&#39; &#39; "&#39; _ &#39; �_ 7 _Z , I

:1 Qiggthermore the time periodéthe
5u5]¬Ct is listed as tne active subscriber covers the dates

; �S .infor|"naLi0n sup[3-lie-d[LP _ ihTwas consistent with th reques. or
�* �� &#39; information provided

� I - Y . H_ i _ _ was not iden iii � e I
SUDJECC of t�is investigation. Theretcr. -

~~ erroneously pggyidgd subscriber information to t.e FBI on a
person who is not relevant to the inQestigation[

is! ii� ___________i_I C C C to T
ts:-----L5-_-L-. -7

bl

b7D

= jwas draitéd_By £he*osse*A§énE[ iéwffj F 7 _ w if _
requested_the subscriber infof�ation �

b2 G!~ .,_ i Lnlhg -w~~r� a F &#39;
bIE �

prsvi*a@a[ ___ C Wei  it or  W C
was seqpesteredfB¥Jtne4§h§eE Division Council of
O[f*ceLr 1_� *_i* J " &#39; *_ ;;i_oi 4_ _ :_ iii; Re ortin matter was

delayed oending review D ADC& . y of new

procedures outlined in EC captioned "REVISED PROCEDURES FOR
THE SUBMISSION OF REPORTS OF POTENTIAL INTELLIGENCE OVERSIGHT
BOARD MA&#39;I"I�F.F<S", dated 11/1612006. &#39;

OQ
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SEQQT
FEDERAL BUREAU OF� INVESTIGATION

Precedence: ROUTINE Date: 02/21/2007
b2 e � �� �~� �� e� 7

Inspection Btthi I15,

From: Office of the General Counsel b?
NSLB/CILU/Room_I�A1" L_____M_ 4, l_ , 4 bg
Contact: Ascl l WC

. ALL narmmurrrnm comarrmAppmved BY� Ihomas �Mlle F nmtxm Is UNCLAESIFIEID EXCEPT
IGEEPE SHOWN EITI-IEPIHISEI

Drafted BY� i _ ___ _ _ _ Q5] DATE: 05-26-zoo?i in Z�  � 39� CLASSIFIED BY ssns 1~1~m,#1<sRm1
Case ID #= qua 27a-HQ-c1229?36~v1o4Pencn.ng} PEASDN, L4 it,

. ntctasszvv am: 05-26-2032

 W ~Tit1e+%-§Q INTELLIGENCE:ff��SIGHT BOARD
MATTER 200? bg

 U! Synopsis?" T>< It is the opinion of the Office of the General
Counsel {OGC! that this matter is not reportable to the
Intelligence Oversight Board  IOB!. Rather, it should be
maintained in the control file for periodic review by Counsel to
the IOB. Our analysis follows.

 U1 Deri m: G-3
Decl i On: 25X1

my Administrative:~-l}  This electronic communication &#39;
information from: the 1-:c dated 01/03/2001 fro

23E Field Office� _ |tomOGQ_re orting a potential IOB matter;�! conversation between� iand OGC regarding tpotential IOB matter on ; �! an email from1;:;;::::]to
OGC dated 02/15/2007; and �! automated case support .

Reference: bl  U � - �VIO Serial 2090  Pending!
 S* Ferial 21 {Pending}

b2 ��--Detailsa ~E�g By EC dated O1/O3/2007,� lrequested that OGC
bjg review the f cts of the captioned matter and determine whether it

SE &#39;1�

b6
b7c

orsmol nswev B.e&#39;f:jE:g&#39;}&#39; ~; ,~�_g__f;&#39;;{__
FBi HWESTIGAT W ./;:&#39;= __;_________
OHS.-�DOJ !N�JESTiGATi0N:_________$______�______,___________



szcét b2

To: [::::::::] From: Office of the General Counsel b7h
Re: 27B�HQ�Cl229?36�VIO, O2/21/2007

warrants reporting to the IOB. As explained below, in our
opinion, the FBI is not required to report this matter to the IOB.

the FBI served a National Security Letter {NSL!

pursuant to the Eiectronic_Communiqationsg�rivacy Act LECPA}, 18
&#39;.S.C. § 2?O9J 7 �Qrf:_*jf _l _

 S? -.

b2
b7E�.

bl {S} provided a response to the NSL.
In so doing rovided the subscriber information[:::]

b7D s of the date of the

response, and not fgr the dates specified in the

rovided[; �__7 @777 W� 77 7 77 7 N 7" _; W_ _ i
� lwas that of the subject of the investigation.

information provided _ _ _ W
_ _ _ was not identifiable_to_the,su ,ect oi the_I    I I    &#39;   O I bi I I S!-"� §%%??§¬§aIjQD|I _ _ m_ _ W H r]

This infor�ation has been sequestered with Ehe Chief
Division Counsel.

{U} The President, by Executive Order 12334, dated
12/04/1981, established the President&#39;s Intelligence Oversight
Board {PIOB!. On 09/13/1993, by Executive Order 12863, the
President renamed it the Intelligence Oversight Board  IOB} and
established the Board as a standing committee of the President&#39;s

Foreign Intelligence Advisory Board. Among its responsibilities,

�12;
bis

SECkK
2



w b2
To:   From: Office of the General Counsel D75
Re: � u- 229736�VIO, O2/21/2007

the IOB has been given authority to review the FBI&#39;s practices
and procedures relating to foreign intelligence and foreign
counterintelligence collection.

{U} Section 2.4 of Executive Order 12863 mandates that
Inspectors General and General Counsel of the Intelligence
Community components  in the FBI, the Assistant Director,
Inspection Division  INSD!, and the General Counsel, Office of
the General Counsel  OGC}, respectively} report to the IOB
intelligence activities that they have reason to believe may be
unlawful or contrary to Executive Order or Presidential
Directive. This language has been interpreted to mandate the
reporting of any violation of a provision of The Attorney
Geperaljs Guidelines for FBI National Security Investigations and
Foreign Intelligence Collection {NSI§!, effective 10/31/2003, or
other guidelines or regulations approved by the Attorney General
in accordance with EO 12333, dated 12/04fl9B1, if such provision
was designed to ensure the protection of individual rights.

{U} Violations of provisions that merely are administrative
in nature and not deemed to have been designed to ensure the
protection of individual rights are generally not reported to the
IOB. The FBI Inspection Division is required, however, to
maintain records of such administrative violations for three

years so that the Counsel to the IOB may review them upon
request. The determination as to whether a matter is
"administrative in nature" must be made by OGC. Therefore, such
administrative violations must be reported as potential IOB
matters.

{U1 NSLs are a specific type of investigative tool that
allows the FBI to obtain certain limited types of information
without court intervention: {1} telephone and email
communication records from telephone companies and internet
service providers {Electronic Communications Privacy Act, 18
U.S.C. § 2709!; �! records of financial institutions {which are

very broadly defined!  Right to Financial Privacy Act, 12 U.S.C.§
3414 a!{5!{A}}; �! a list of financial institutions and consumer

identifying information from a credit reporting company  Fair
Credit Reporting Act, 15 U.S.C.§§ 168lu{a} and �3!!; and �!
full credit report in an international terrorism case  Fair
Credit Reporting Act, 15 U.S.C. § l68lv}. In addition to FCRA,
15 U.S.C. §§ 1681u{a! and {b} information {financial institutions
and consumer identifying information}, under 15 U.S.C. 16Blu{c},
if certain factors are met, the FBI is able to obtain full

consumer reports in both counterintelligence and international
terrorism investigations by an ex parte court order. &#39;

SgERE$9292
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b7E

b1
b2
b7E

bl

b2

£31"

Itbl
b7D
b2
b-IE

ss�arq
To: [;;;::;:;1 From: Office of the General Counsel
Re: �H - 229?36�VIO, O2/21/2007

or __<Sl,|_,.   &#39; or is is I
_ _ k r__,_ Ihe FBI properly served an NSL that requested

lawf,,U]f,_£D�fprnJatiOI1i�|&#39;F"�ark?� L Q  gt 9}� in

107D i

S 7 _ _ _ __ ___ __ �� ___ ��"t}�� fl, � *___;� L __ �

p 7, I ,_, * f_ *1 1|  Q i ll: T 5 lf 1|
W�  C  |

C C flbTE1 W at "&#39;7 *1 � --~ II e *7 _

tn 1 ea
~~-1S[--$ubscriber"information"providedlé _ifH *__ __ w l

wmj Ilwag not identifiable to the_§ubject of the__
investiqation. i i_ r_ r 1 4� _ Z y_ �__l

_ I Although lawfully obtained, because the Z
information obtained through the NSL was not associated with the
target, as already accomplished, the information should be
sequestered with the CDC to protect the potential rivacy
interests of United States persons. Further,[:::jE::]should
contact  and ask whether the information unrelated to the
target shou e returned or destroyed with appropriate
documentation to the file.

{U} Based upon these facts, in accordance with the terms
implementing the reporting requirements of Section 2.4 of E0
12863, it is our opinion that this error is not reportable to the
IOB. The carrier&#39;s mistake is not reportable to the IOB because
the FBI has not acted unlawfully or contrary to Executive Order
or Presidential Directive. A record of this decision should be

maintained in the control file for future review by the Counsel
t0 the IOB.

J



BEQEETb2

To From: Office of the General Counsel

Re: 2?8�HQ�C1229736*VIO, O2/21/2007

LEAD s!:

Set Lead 1:  Action!

INSPECTION

AT WASHINGTON, DC

 U! INSD should retain a record of the report of the
potential IOB matter, as well as a copy of the OGC opinion
concluding that IOB notification is not required, for three years
for possible review by the Counsel to the IOB.

Set Lead 2:  Action!

�! - .
b2 e e=� ~�"��c~~r H _

E35 E61 with respect to the inform tion received tf�i:ffj:jotM associated with the target,  should contact and
&#39; ask whether such information s ou e returned or destroyed with

appropriate documentation to the file.

cc: Ms. Thomas

b7C

IOB Library

§§

SEC
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sEc§Q?//20320327
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/27/2007

To: General Counsel Attn: NSLB

From: Inspection
Internal Investiqations Section, IPU, Room 3031

Contact: l__ N _ _ W _ _ _ I
b6

WC Approved By: Miller David Ian ALL II-IFEIRIUKTICII-I cm921&#39;mim:1;»b2 r � ~* c� are ~&#39;* "a 1 HEREIN is UNELA5$IFIED EXCEPT
Drafted By; was snow m"ur1=.w1s1:

 C! case In #r"���{ J 278-HQ�C1229736~VIO  Pending!

Title: {U} INTELLIGENCE OVERSIGHT BOARD MATTER °Km=°5*6¬?°7_ H _
INSD/IIS TRAC CLASSIFIED Br 651:9 I!]5II&#39;I.1I92SR_-*-1711&#39;
ooc/1oB# 2o0?TEffEfiii] b2 �m*%"�l&#39;4��

DECLASbIFY om. US-26-2032

Synopsis:  U! To report a potential Intelligence Oversight Board
IIOB! matter to the Office of General Counsel, National Security
Law Branch  NSLB!.

 U!m -�~"¬Si Derive : G-3
Declas &#39; y n: 20320327

Referegfez  U! 278-HQ~Cl229736-VIO Serial 2090

 S!| F U! - - - eria 2229

Details: U The Internal Investigations Section  IIS! received
an EC from Office dated O1/O3/2007, reporting a possible
IOB error. ase upon a review of the referenced EC it is the
IIS&#39;s opinion the incidentls! described therein an administrative
issue- Therefore, no internal investigation will be conducted by
the IIS and this matter is being relegated to the NSLB for
whatever action they deem appropriate.

b2
b&#39;?E1

O0

SECRET//20320327



{Rev u|J1-3003!

ssnésr//2o32o32a
FEDERAL BUREAU OF INVESTIGATION

bj Precedence: ROUTINE Date: 03/28/2007

ME To:  Attn: ADIC _ Persor1al Attention!

From: Inspection
Internal vestiqations_SectionL IPUF7Room 30417�
Contact:

b6 Approved By: Miller David Iangj�-I
b7C

SS E Y Jb2 Drafted BY : I W 1 g§CE1;_2gI&#39;§0g?B 6Si&#39;:&#39;9 D"II&#39;I_!K5R!�JI92!
�Case ID #:  U! 263-HQ-0�U � 757  Pending!

Title:  U! INTELLIGENCE OVERSIGHT BOARD MATTER

INSD/IIS TRACK1NG# 3532

ooc/1os# 200?: b2

Synopsis:  U! To advise that captioned reporting of potential
Intelligence Oversight Board KIOB! violation has been reviewed by
the Internal Investigations Section  IIS!, and is not considered
willful misconduct. This matter is returned to the field for

corrective action as appropriate. Case closed at IIS.

iU3,i�.mHWH ER? Derived 0 : G�3
Declassif n: 20320328

Enc1osure s}:  U! 278-HQ-C1229736�VIO Serial 2090

Reference:  U! 278-HQ-C1229736�VIO Serial 2090

27B~HQ�Cl229736�VlO Serial 2229

Details:  U! Upon review of  Office&#39;s captioned report
b3 of a potential IOB violation, IIS did not find the matter
b7E indicative of willful misconduct. IIS only addresses allegations

where deliberate and/or aggravated misconduct is evident.

{U} IIS recognizes and appreciates that this matter was
brought to our attention as required by the revisions mandated by
National Security Law Branch/OGC EC, dated 11/l6[2006
�78-HQ-C1229736, serial 2570}.

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.
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FEDERAL BUHEAUbgF INVESTIGATION -
11-/-._-;--..@.u.r

*4� ;<¥»1_,~:;-
Precedence: ROUTINE Date: O2/07/2006 @J.

To: General Counsel Attn: National Security Law Branch,
Room 7975

{Inspection Division W 7* Internal Investigations Sect

From: L/
b2 | on BC 2
b7E

b6 Approved By II I I
b&#39;r&#39;C

Drafted BY:

my Icese" ID #:._. X! 278-I-I -Cl229736-VIO  PENDING!"&#39;
wi � mil C7140-1  PENDING! ----z-;;;.

Title!"  >< INTELLIGENCE OVERSIGHT BOARD  I08! MATTER
[U1 -  . ..

Synopsis} "f�l Possible IOB error for an unauthorized dissemination
of information.

 U! W-¬�  Derive r : G-3
Declassi On: X1

Details:

{S} 1.

{s1 2. I" I I I I II III I I
bl �H~~§Q 3. Possible IOB Error:
b6

b7C £8!� J
�U? g�i 4. IBé§Zr1§u1bnISEI1oa Error [including any reporting delays!

__ _S_}An�MSLl,IIIIIIIIII I

as serve

s were received

bg ocessed Through an error in
b7E e mai handling of the responding EC and records, the NSL and
b7D records were er � &#39; W � I
bl

� -,_ {£1 ~ZDi%4 1 L?f7 SE ET

C*L%___�__jjbE%£�i2�Qgg%jI ¬li0E5__C!__L!_f7E5é5 _
I

|_92_  I1 -

.3L�i&i: �6- &#39;



snenm b2
b7 U1, _&#39;_I�o: General Counsel From: E

Re:&#39; wk 278-I-IQ�C1229735-V , 1 2006

b1&#39;I|¬�:l 1 y of the records were returned! _ 7 _ Ib2 The 0 &#39; � &#39; anulcmu�ff 1 &#39;
b?E
b7D

_ __ _ jwss� informedjof the mishap and
will ensure corrective action is taken.

E3: Questions concerning this EC or others as ects of the IOBprocess may be addressed to either CDC and/or O_G_C,
National Security Law Branch.

..= .qunu¢�=-_-pp-upq-~w-n~1"Iqv¢II%&#39;�&#39;IIII&#39;I"&#39; "1
92-

rvi� »-..- _ ,  -»- v1._- -~-_ -pnwv v val
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b2

To: G neral Counsel From: b�E

{U3&#39;R6:- >3! 278-HQ�Cl229735~VIO, O 7 05
LEAD B!:

Set Lead 1:  Action!

GENERAL COUNSEL

AT WASHINGTON, DC

{U} For action deemed appropriate.

§§
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s§§&#39;r
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE b2 Date: O3/24/2006
b7E

TO: AttH&#39; . SAC, CDC

Counterterrcrism Attn: AD Dmm:05ém_Hm?
I1"15F@CE1@1&#39;1 M1?-"1 I15 CLASSIFIED BY 5511--9 or~11m<:sP.m1

REASON: l.4 [C1

From: General Counsel I D-E|:LAi-351?? mi: 05-2»-40.32
Counterrorism Law Unit II

�&#39; Contact: Patrice I, pistansky,

_ _ b6
Approved By: T1 1� b7¢

b2 ALL Iuroam-.TIon currmnto
__ .__. .c � r_ HREIN I3 UHCLa53IFIED EXCEPT

Drafted  {MERE SHOWN QUERBISE

U-T3 &#39;éa&#39;aa ""11: #=-- 1 2?elHo~c12E9vi§e:w&#39;1oii-»-i192C3[W

cm» TitIe1�&#39;W}%i INTELLIG N VERSIGHT BOARD MATTER.
IOB ZOO b2

 U1 "s§nap&#39;a"ia":-------- X It is the opinion of the Office of the General
Counsel  OGC} that this matter does not warrant reporting to the
Intelligence Oversight Board LIOB!. Submission of this matter to
the OPR is a matter within the cognizance of the IIS.

£U,m.. Hedi , Deriv om : G-3:§< Declas On: O3/24/2016
IW&#39;�néfaien-=e"=" "-2-": e *&#39;H"Q&#39;�C-12-2-9--�J 3, 6»-v IO-- - F�/iQ � 1155

Administrative:  U! This communication Contains one or more

footnotes. To read the footnotes, download and print the
document in wordPerfect 6.1.

b9 Details: EU? ifjerenced communication from the [::::::]Field
b1E Office dated OZIO7/2006 requested that OGC review the

facts 0 t e captioned matter and determine whether it warrants

reporting to the IOB. In our opinion, it does not. Our analysis
fO1lOwS.

b6 ss 1&#39;
b7C

;1?;:*.&#39;::s92-*1: , *;~~;;_;
---&#39; ,- ,_ �I II 1. �_ -- - .�.-.92.:&#39;;.&#39;|:.&#39; 4&#39;;-_,.,, .__.,-H.

§i"£�.-�i.&#39;.§&#39;;1F$F.1i{&#39;£.~I_____ _ F1, 1-� P "W ~v&#39; I-&#39;v.n:n=nv-uizwtsrozarrsam; &#39;
&#39;-"$"&#39;*l92Tl  w¥-1* &#39;__

IIIIIIIII-IIIIIIIIII-II-III-II-I----III------------------_----�-----�----_------__
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1°78 T0:   From: General Counsel,:U:|._  Re:...,;;t~--"HQ-C122 :",»~�v&#39;-I-Qj&#39;;l-i=5 -l§l , O3/Q__=�1__/&#39;2OG6 T ;_ T I

bl
1&#39;36
b7C

 S! During the course of the investigation,[::::::::::]
issued a National Security Letter {NSL} pursuant to the
Electronic Communications Privacy Act, 1B U.S.C. § 2?09. That
statute permits the FBI to request subscriber information and
telephone toll billing records that are "relevant to an

authorized investigation to protect against international
terrorism or clandestine intelligence activities, provided that

_ such an investigation of a United States person is not conducted
E; solely on the basis of activities protected by the first
b7E amendment to the Qgnstitution of the Qn1Lg�_5FaLP _f The @§L was
b7D addressed to� w ST� __ new

 S! uuifnerequested records were received from _
Z _ i _ �The records were supposed� be sent to

Pwwever, E: clerks who work on - �3 t shift
ts!� &#39;packaged&#39;the retards and"inadve&#39;" "�" "&#39;�&#39;

AnLempTUyeE1 l j�l |���o handles its NSLs ultimately
obtained possession of the records and realized that they were
the records of That person contacted and sent it a copy
of the records. contacted m_7 learned that the
orioinal records and EC that were intendedlw I 14% Nlwereat � | N &#39; �and arranged for field office

to physically pick them.up and send them back to

Wy._Wr.h_m_ ____
I  E< See 278-HQ-Cl229?36�VIO, Serial 1155, dated O2/OT/2006 and

titled "lT92Y.E&#39;lliqE�I�lC9 Oversight Board {TOE} Matter"

2 u_u[_;_ "ji e_j * W if if;_; " ;ji if c Ls

bl

seaw-
2



skeet
cm ______&#39;_1�o: |  Fro-:n: General Coamsel -

Pie: 27?}�I-E£;=4Cl&#39;2297&#39;3&#39;6>-&#39;v�IO~11-5:3--{X} . 03.124/"zoos b2
W __ _ ,;_ _ bTE

" � the paperwork and forwarded the

originals to By to dated 02/t-Y,-&#39;20-;~e,[:]
re orted this matter as a "ossible 10B vio a i =.&#39;�� t. 1p p 1 t_on  see oo note -,
"bove.�&#39;3 I

{U} Section 2.5 of Executive Order [EOE 12863,
dated O9/13/1993, mandates that Inspectors General and General
Counsel of the intelligence Community components [in the FBI,
the Assistant Director, INSD, and the General Counsel, GGC,
respectively! report to the IOB concerning intelligence
activities that they have reason to believe may be unlawful or
contrary to Executive order or Presidential directive. This

language was adopted verbatim from BO 12334, dated 12/04/1981,
when the IOB was known as the President&#39;s Intelligence Oversight
Board {PIOBJ. By longstanding agreement between the FBI and the
IOB {and its predecessor, the PIOB!, this language has been
interpreted to mandate the reporting of any violation of a
provision of the NSIG, or other guidelines or regulations
approved by the Attorney General in accordance with E0 12333,
dated 12/O4/1981, if such provision was designed in full or in
part to ensure the protection of the individual rights of U.S.
persons. Violations of provisions that are essentially
administrative in nature need not be reported to the IOB. The
FBI is required, however, to maintain records of such

administrative violations so that the Counsel to the IOB may
review them upon request.

cm " �" &#39;;K3 Section V.1l., Investigative Techniques, of The
Attorney General�s Guidelines for FBI National Security

_Investiqations and Foreign Intelligence CoLLg;;;Qg_;�§1QL________T

bl

1U]�"�" �mioi However, the improper dissemination was not of a
nature of which the NSIG are concerned. The NSIG focus upon
assuring that information disseminated to other government

sachet-
3
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b2

tm Tc:_ �"oJ: "ener 1 C-" s-l|:::l W
|. E� Tr.

Re: i;d�no�CiJ¢%a;6*VIO*

agencies or to foreign governments is proper since those entities
� ability to adversely impact a person&#39;s constitutional

_f they misuse information. Since

improper dissemination to another private
service provider, which does not have the

ha -

fiQh�S

92.1 1 1&#39;3 �DLIFIHC

 , 03/2452006

this
wire
EE.11&#39;l":E

activity involved

communications
apparent ability

to adversely impact the rights of the telephone subscriber, we
nave determined that this event need not be reported to the IOB.

Tnis was simply an administrative error by night clerical staff
in sending unclassified telephone records to a service provider
other than the service provider who owned the records. An

bl employee of the other wire communications service provider, a
blD person familiar with the NSL process and thus, presumably

familiar with the non�disclosure aspect of it, immediately
recognized the mistake and reported it to the records� owner I

_-E:::] and the mistake was rectified. There does not appear to be
isi any potential damage to national security. There was no impact

upon the rights of a United States person, nor, apparently, the
non~USP subscriber. There was no improper collection of
information.

CONCLUSION

{U} OGC concludes that this matter does not warrant

being reported to the IOB.

S RET
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 U! �._
1-�rem: Genera� Y�

me: 2T�>HQ+C1229?36~vT&#39;-1 &#39;
_ vounsel

"4.1".-!&#39;5"  , 03/24/2006

LEAD S}:

b2 Set Lead 1:  INFO!
b?E

FEELS OFFICE

 U! Read and Clear.

Set Lead 2:  INFO!

COUNTERTERRORISM

QT WASHINGTON, DC

{U} Read and Clear.

Set Lead 3:  ACTION!

INSPECTION

AT WASHTNGTQN, DC

{U} For review and action d

bal-

eemed appropriate.

b7C [Ii::;;:i;;;;;;]
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gar
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 12/19/2006

To: Inspection &#39; Attn: IIS, Room 7825*"

General Counsel Attn: NSLB, Room 794?

From:

on ac : S 7 _ _ 4]-
b2
bqa Approved By:
b6

b7C ALL INFORMATION CONTAINED
HEREIN I5 UNCLLSSIFIED EXCEPT

WHERE SHOWN UTHERUISE

Drafted By: Lzplp _
.|,

Case ID #:  U! 278�HQ-C1229736�VIO&#39;Jl{Pending}
DATE: 05-26-ZOO?

CLASSIFIED BY 65179 DHHfK$R/GU

_ I REASON: l.4 EC}
Synopsis:  U! Report of a potential IOB Matter. DEU$3�fygN;gy2&QmQ

iv?" Deri m : G�3 1073945954 §§�§° X1

Title:iUH>6 REPORT OF A POTENTIAL IOB MATTER;

Decl &#39;f On:

bl Reference: {S}[
Ivmetailsr--I31 �The substantive investigation and serials of the

b6 potential IOB � above. The relevanb7C iifiiijd is S i%4W Her supervisor is SS
bl Z

b6 I I n "�
b7C _

{S} The[Ef2EEiEjl IOB matter was discovered on
bl 12/18/2006 when SA was conducting a thorou h review of

{NSLI

Z�c _ __ W__* receive t e resu ts on or
_�Z � �_ bn;;j not conduct a thorough review of the

material un �C1

bl if ��&#39;e "

[Sjb6 _ �! Y __ Z1_W iii, wzglprepared a NSL which was
h?C accompanied by*an electronic communication  EC][:::::::::::::::]

L   J H as
sen/wee� %L92¥¢�i&#39;92. - "



b2
b"? E

£53
bl

sac?-To: Inspection From:| 777 Z 77 |
Re: {U} 278�HQ�Cl229 - ,

- 1 4� "W adent requestedli�lorhationmiorjtele�hone number

when the number was intended to be  |b6
b7c Therefore, the NSL contained a substantive t &#39;cal error.

Although the NSL was reviewed for errors, SA did not

bl
b6
b?C

b5
b7C.�
b2
b7EI

discover the incorrect number.

L was_§orwarded�z __ _�_ �_
I T _,, it , �ith the incorrect number which resulted in

the acquisition � &#39; d

&#39; &#39; ation. ! _ _"_ ESAEtifff�ifreceive �a*c0m set disc lww &#39; W
p  CD! with results from the NSL.

review of the material on the CD was conductedlgmn
which alerted SA|::|to a problem. This po ential

IOB violation was immediately reported to her supervisor and ADC

YEQ This NSL did glean pertinent information towards
the substantive case. Only the relevant material from the CD has
been printed and placed in the substantive file. The material
inadvertently obtained that is not relevant to the investigation
has not been utilized &#39;in any manne has been sealed in
an envelope which is stored in SSA afe. It will remain

there until FBIHQ advises[::::]on the disposition of the CD.
~9292

eogq

Q92
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b2

b?E To: Inspection FrOmJ __,, 1
Re:  U! 218-HQ~c1229?36-v10, 12?T§}20oe

LEAD{s!:

Set Lead 1:  Discretionary!

INSPECTION

AT WASHINGTON, DC

 U! Proceed as mandated.

Set Lead 2:  Discretionary!

� QENERAL COQNSEh

AT WASHINGTON, DC

 U! Proceed as mandated.

§§

s§ERzm92
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b2

b7E

b6
b7C
b2

 U?

 U11
b2

b7E

bl
b2
b7E

ssdkkr
FEDERAL BUREAU OF INVESTIGATION

w

Precedence: ROUTINE

T0:&#39; _
SS

Date: 02/01/2007

I Attn: SAA[ I
coc O"

Inspection Attn: IIS �~=* ~r c *

CRS[
From: Office of the General Counsel

NSLB/CILU &#39;

Contact:

Approved By:

Drafted By: E26¥qf%!
Case ID #=  U! 27s-HQ-c122973s~vI0/  Pending!

�02! 324:: _
ALL INFORMATION LUUTAINED

HEREIN IS UNCLASSIFIED EXCEPT

WHERE SHOWN OTHERUISE

DATE: U5�26�2UU?

CLASSIFIED BY 65179 DHXKBRKJE

PEASDNS 1.4 [C]

DECLk$SIFY ON: 05-26-2032

SynOpsis:" ! It is the opinion of the Office of the General
Counsel {OG } that this matter must be reported to the
Intelligence Oversight Board  I08!. OGC will prepare and deliver

Title:  U! INTELLIGENCE IGHT BOARD
b2 MATTER 2007

the necessary correspondence to the IOB.

an ~ 2- 2% °*�i�ed iP1° S°��°°s
Dec1aes&#39; n: 1/2032

Reference:  U! 278-HQ-C1229?36-V10 Serial 1933

Administrative:  U!  U! This communication contains one or
more footnotes. To read the footnotes, download and print the
document in Corel WordPerfect.

DetaiIs?"�&#39; m tronic communication  EC! from
_ "_ dated 12/19/2006, requested

�at�UCU�revfew t�ecfécts of the captioned matter and determine
whether it warrants reporting to the IOB. In our opinion, it
does. Our analysis follows.

ESQ E} 2 __ , &#39; nal Securit
Letter {NS ! requestin Ig __ _

ssckg
EVIEW. nrz=.,�g{M/1/�T� :6

2  I5?



SEC T

FEE To:   From: O�fice of the General Counsel
Re:  U! 2&#39;18-HQ-Cl229736~VIO, 02/01/200";

bl re ~ * *�*r �� * � rte" I� Tb6  � N� �� &#39;7&#39; �  "7 &#39; U
me _~ _ w - -- ---�

IINSL a_1s0 teal-18 fl _ ,_ W as I . _,_ _ W ,_~.  1
[1 _4_ " _ _ Due to an administrative error in drafting "�gj

EEEINSL and the accomigiying EC, the case agent requested
information for the w g telephone number. Therefore, the NSL
contained a substantive typographical error when it was sent to

the provider.

__ i _IEiL�Q[_ __ _ the case agent received a
bl  i__    JEFF NSL�res n 12/18/2006, upon a
579 thorough review of the material the case agent

realized the error.

>:<&#39; did contain some pertinent information
bl relevant to an aut orized investigation. The pertinent material
b7D was printed and placed in the substantive case file. However,

the non-pertinent material was not printed,[:::::::::] itself has
been sequestered.

 U! Section 2.4 of Executive Order  E.O.! 12863,
dated 09/13/1993, mandates that Inspectors General and General
Counsels of the Intelligence Community  in the FBI, the Assistant
Director, INSD, and the General Counsel, OGC, respectively!
report to the IOB �concerning intelligence activities that they
have reason to believe may be unlawful or contrary to Executive
order or Presidential directive." This language has been
interpreted to mandate the reporting of any violation of a
provision of the Attorney General Guidelines iQr_National
Security Investigations andmjoreign Intel1igenc§_§ollegtion
 NSIG! or other guidelines or regulations approved by the

Attorney General in accordance with E.O. 12333, dated 12/04/1981,
if such provision was designed in full or in part to ensure the
protection of the individual rights. Violations of provisions
that are merely administrative in nature need not be reported to
the IOB. The FBI is required. however, to maintain records of

I A "United States person" is defined in Section 101{i} of the
Foreign Intelligence Surveillance Act  PISA!. 50 U.S.C. 5 1501, et seg., as "a
citizen of the United States [orl an alien lawfully admitted for permanent
residence  as defined in section 101 a!i20! of the Immigration and
Naturalization Act!. . . ." gggilsg Section I.C fo the Attorney Genera1�s
guidelines for,_Fi§l,�ait__ignal Secu;itL_Inve§_tiqations an<:L_F9_r_ei_gn Intelligence
Collection  NSICH �003!. _

srzbmgr l
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D2
b&#39;IE

bl

b2
b7E.

SEo§§F
T9: | I Prom: Office of the General Counsel
Re:  U! 278-I-IQ�Cl229736�VIO, U2/01/2007 &#39;

such administrative violations so that the Counsel to the IOB may

review them upon request.

 U! Under the Electronic Communications Privacy Act
 ECPA!, the FBI may seek telephone and email communication
records from telephone companies and internet service providers
when those records "are relevant to an authorized investigation
to protect against international terrorism or clandestine
intelligence activities." 18 U.S.C. § 2709. Moreover, under
the NSIG, NSLs are an authorized technique and may be issued in
conformity with statutor &#39; ments during a preliminary orful l investigation. |

{UM

gj�fé Due to inadvertent typographical error,[::::::]
received SL esults on a telephone number that was not
associated with the subject of an authorized investigation. Upon
realizing the error, the case agent immediately notified her
supervisor and took the proper steps to sequester the
information. None of the non-relevant information from the

original NSL results was uploaded into the FBI-computer systems,
nor was any investigative action taken based on this information.
However, due to the fact that there was an unauthorized

collection of presumed U.S. person information, we must report
this to the IOB.

snéix
3
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b2 _&#39;

b7E TO;|�* Www;7i "n,j] From; Office of the General Counsel
RE:  U! 278-HQ-C1229735-VIQ, U2/U1/2007

v

LEAD�!:

Set Lead 1:  Action!

b2
b7E

 U! The field should contact the carrier and ask

whether the improperly or unintentionally acquired information
should be returned or destroyed with appropriate documentation to
the file.

Set Lead 2:  Action!

INSPECTION

AT WASHINGTON, DC

 U! For action deemed appropriate.

CC:

b6

b7C

IOB Library

OQ
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DECLESSIFIED BY 65l&#39;?9 DI&#39;�&#39;l_»�FISR/JIJ

DH U5-26-EDD?

February 1, 2007

BY COURIER

Mr. Stephen Friedman

Chairman
Intelligence Oversight Board
Room 50209

New Executive Office Building
725 17� Street, Northwest
Washington, D.C.

Dear Mr. Friedman:

Enclosed for your information is a se1f~explanatory

b2 memotindjm entitled �Intelligence Oversight Board Matter
2007 "  U!

The memorandum sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our

Internal Investigations Section, Inspection Division, for a
determination of whether any administrative action is warranted.
 U!

Enclosure

1 - 278-HQ�Cl229736-VIO - 2294

UNCLAS ED WHEN

DETACHE FROM

CLASSI IE ENCLOSURE

Derived From: ultiple Sources
Declassify On: 2/01/2032

SE%T
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Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience.  U!

Mr. Stephen Friedman

Sincerely,

Julie F. Thomas

Deputy General Counsel

1 - The Honorable Alberto R. Gonzales

Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. Matt Olsen

Deputy Assistant Attorney General
National Security Division
U.S. Department of Justice
Room 2200 C

sbe�srr
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DYE
bl

b2
b7E
bl

bl

Tn,

b2
b7E

H

Dh�i: U5-26�2UDT

CLASSIFIED BY 65119 DHIESRFJU

REABON: 1.4  C!
DEELASSIFY OH: U5~26�2G32

ALL INFORMATION EDNTAINED

HEREIN IS UNCLASSIFIED EXCEPT

WHERE 5HUUH UTHERUISE

seeks?
b3 INTELLIGENCE OVERSIGHT BOARD IIOB! MATTER

b7E | W _ 1* IDIVISION
Ion MATTER 20011 | u>

{SI- b{}1-ii- _, ,_ H NW f_" i 11 �of the Federal Bureau
of Investigation {?BIYureported a-potential IOB involving a
National Security Letter  NSL! requested bywh-ich,....th_rou_gh a
transcription error, sought information about a telephone number�
belonging to a person who was not the subject of an FBI national
security investigation.

__jS! L___�prepared an NSL requesting subscriberiinformatigp
E W Z i _ Zwt Due tonan administrative

erfor�in�drafting�the*NSL�and the accompanying EC, the case agent
requested information for the wrong telephone number. Therefore,
the NSL contained a substantive typographical error when it was
sent to the provider.

 S  upon a thorough review of the NSL
results, t e case agent noticed the discrepancy in the telephone
number. The case agent immediately notified her supervisor and
took the proper steps to sequester the information. None of the
non-relevant information from the original NSL results was
uploaded into the FBI computer systems, nor was any investigative
action taken based on this information.

�� Due to inadvertent typographical error,[:::]received
NEL results on a telephone number that was not associated with
the subject of an authorized investigation. However, due to the
fact that there was an unauthorized collection of presumed U.S.
person information, the error is a reportable matter under
Section 2.4 of Executive Order 12863.

Derived fro . ultiple Sources
Declassify : O2/01/2032

ssdaér
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saga?
FEDERAL BUREAU OF INVESTIGATION

b2

I
Precedence: ROUTINE Date: 12/18/2006

To: Inspection Attn: IIS, Room 11861
General Counsel Attn: NSLB. Room 7975

From:

Contact: SA-_ J 7 _
b2 ,_ _ � E 7 Z T�"&#39;" 9:11;; 05-25-2007
{D-,»E AP&#39;Pr°""ed BY� CLASEIFIED BY as-us lnrtrl/K�iwl�
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 U5 be-.¬§< Supervisors: SS __ ~_ � I
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  "&#39;>§i Possible IOB Error:
Collection of toll billing records via National

Security Letter  NSL! on a person not related to the
investigation.

s1?&#39; _ , £§!,, SA £2 i:P-::I;H;;;;J

_ _ o  T7  Q __  i

�! _ k_ SA 7V_ was assigned the case and
reviewed the records provided by in response to the NSL.

�! Upon review of the records, SA identified
that the incorrect telephone number, was requested
in the NSL and records provided by were or an unrelated
third party. The unrelated third party is presumed to be an
USPER.

l �--_ On 03/15/2006, SAE::;] destroyed all documents
provided and documented t e gstrpction of the documents
in ac, J

_  Q is N§b i

,_ �� �la� On 12/18/2006, SA[::;JMmS advised that~the above
be
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tU_ To: Inspection From: b1EJ Rét- .$<! 27B�HQ~Cl229736 - VIO, 12/18/2006

LEAD�!:

Set Lead 1:  Action!

INSPECTION

AT WASHINGTON, DC

 U! Read and clear.

Set Lead 2:  Action!

GENERAL COUNSEL

AT WASHINGTON, DC

 U! NSLB is requested to record the appropriate
information needed co fulfill the Congressional reporting

requirements.
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bl  -H-H_&#39;ps&#39;is":"  Documents destruction of incorrect results from
mo ertaining to National Security Letter {NSL]
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EEC  UT " W On 03/14/2005 SA� lwas assigned the case.
be  [  Upon review of the results of the NSL provided by
hm: SA etermined that the incorrect phone number had been
b-ID sought in the original NSL.
I lJ   --   Al-1» such documents----provide-d  were destroyed
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Inspection Attn:

From: Office of the General Counsel
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ASA
CDC
SSA
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SA
SA
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in? "&#39;T:i.tle;...._ W INTELLLIGENC v IGHT BOARD
MATTEIR 200? b�
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I-

syn6§sie:""C$  It is the opinion of the Office of the General
Counsel IOGC! that this matter must be reported to the
Intelligence Oversight Board [I08]. OGC will prepare and deliver
the necessary correspondence to the IOB.

{U} Derive rom : G~3

w>_ Declass y On: 25X1

Reference"?-------§s  278�HQ�Cl229736�VIO Serial 1995

 U! Dete£l§�"&#39; B electronic commu ica &#39; d 8/� : ! ated 12/1 2006,the Field Office  requested that occ
b2 review e acts of the captio er an etermine whether it
b7E warrants reporting to the IOB. In our opinion, it does. Our

analysis follows.

b6  $1 case agent, SJUMITTEU a National Security Letter  NSL! seekingjb7C �* � � Z " Z� Z
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T0;  From: Office of the General Counsel

275-HQ~c1229-:36-v10, 01/23/200&#39;?RE�:

telephonc  records of a certain target. Due to a
, typographical error, the tfleghone number on &#39;

erroneously transcribed. 7 _ g SA was
gassigned the case and he reviewed the telephone reco

&#39; that they were not the target&#39;s records.

[:ffiff?iffjimme iate y ceased review of the telephone records. OnO3/15/2006, SAE::::fdestroyed all improperly collected documents
and records an provided an EC to the case file.2

 U! The President, by Executive Order 12334, dated
12/O4/1981, established the President&#39;s Intelligence Oversight
Board {PIOB!. On 09/13/1993, by Executive Order 12863, the
President renamed it the Intelligence Oversight Board  IOB! and
established the Board as a standing committee of the President&#39;s
Foreign Intelligence Advisory Board. Among its responsibilities,
the IOB has been given authority to review the FBl&#39;s practices
and procedures relating to foreign intelligence and foreign
counterintelligence collection.

 U! Section 2.4 of Executive Order 12863 mandates that
Inspectors General and General Counsel of the Intelligence

Community components  in the FBI, the Assistant Director,
Inspection Division  INSDJ, and the General Counsel, Office of

the General Counsel {OGC}, respectively! report to the IDB
intelligence activities that they have reason to believe may be
unlawful or contrary to Executive Order or Presidential
Directive. This language has been interpreted to mandate the
reporting of any violation of a provision of The Attorney
General[s Guidelines fO§_FBl;§a§lQDdl_S¬CQ§it!_IQH§§tigQ§LQD§,QQQ
Foreign Intelligence Collection  NSIG!, effective 10/31/2003, or
other guidelines or regulations approved by the Attorney General
in accordance with EO 12333, dated 12/04/1981, if such provision
was designed to ensure the protection of individual rights.

 U! Violations of provisions that merely are
administrative in nature and not deemed to have been designed to

&#39;  U! In order to avoid any further dissemination of this
incorrect telephone number, the number is not being listed in
this document.

"*�  On 12/18/2006, realized that this
incident constituted an IOB violation and promptly reported the
matter to OGC and the Inspection Division. _

sgng
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T@=[::]  fFro O fice of the General Counsel

R@= 2?8�HQ~Cl229736�VIO= 01/23/2001

-I

ensure the protection of individual rights are generally not
reported to the IOB. The FBI Inspection Division is required,
however, to maintain records of such administrative violations
for three years so that the Counsel to the IOB may review them
upon request. The determination as to whether a matter is
"administrative in nature" must be made by OGC. Therefore, such
administrative violations must be reported as potential IOB

matters.

iUl&#39;� G§< NSLS are a specific type of investigative tool
that allows the FBI to obtain certain limited types of
information without court intervention: �! telephone and email
communication records from telephone companies and internet
service providers {Electronic Communications Privacy Act, 18
U.S.C. § 2709}: �! records of financial institutions  which is

very broadly defined}  Right to Financial Privacy Act, 12 U.S.C §
34l4 a}�! A!!: �! a list of financial institutions and consumer

identifying information from a credit reporting company  Fair
Credit Reporting Act, 15 U.S.C.§§ l68lu{a} and  b!!; and {4}
full credit report in an international terrorism case {Fair
Credit Reporting Act, 15 U.S.C. § 1681v!. NSLs may be issued in
confo &#39; &#39; guirements, including 18 U.S.C. §

27O9.|_7 7 W� N
T§T In this situation, due to the incorrect number

stated in the NSL, the FBI received telephone toll billing
records pertaining to a telephone number that was neither under
investigation nor related to an investigation. Therefore, the
information was improperly collected, although unintentionally
so, in violation of the NSIG and ECPA.

{U} Here, the target&#39;s rights were not violated because
he was not the subject of the improperly collected information.
It is unknown whether the erroneous information received

pertained to a United States Person, inasmuch as there has been
no review of the information. Nonetheless, based upon the fact

that information which may be about a USP was improperly,
although inadvertently, collected, and in accordance with the
reporting requirements of Section 2.4 of Executive Order 12863,
OGC will prepare a cover letter and a memorandum to report this
matter to the IOB.

sséksr
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bTB To;[::::::::::::::]FTom: Office of the General Counsel

R@= 278-HQ~Cl229736-�~/IO» 01-/23/20°?�

LEAD s!:

Set Lead 1: {Action}

INSPECTION

AT WASHINGTON, DC

{U} For action deemed appropriate.

Set Lead 2:  Information!

b2 AT
b7E

 ULW lField Office, under normal
circumstancee, e�ouldioontact the provider of the information and
determine whether the improperly or unintentionally acquired
information should be returned or destroyed with appropriate
documentation to the file. This matter is moot, however, since
the information has already been destroyed and an EC has already
been placed in the subject&#39;s case file.

cc:

b�
b7C

IOB Library
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DECLASSIFIED BY 65119 nnnrxsnzaw

om as-26-zoo?

January 23, 2007

BY COURIER

Mr. Stephen Friedman

Chairman
Intelligence Oversight Board
Room S0209

New Executive Office Building
725 17� Street, Northwest

Washington, D.C.

Dear Mr. Friedman;

Enclosed for your information is a self-explanatory
b2 memorandum entitled �Intelligence Oversight Board Matter

The memorandum sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our

Internal Investigations Section, Inspection Division, for a
determination of whether any administrative action is warranted.
 U!

Enclosure

l - 278-HQ-C1229736-VIO - 2244

UNCLASS ED WHEN

DETACHED FROM

CLASSIF E ENCLOSURE

Derived om: G�3

Declassi 25X1

S%>¬%T
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Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be

-arranged for you at your convenience. {U}

Mr. Stephen Friedman

Sincerely,

Julie F. Thomas

Deputy General Counsel

1 � The Honorable Alberto R. Gonzales

Attorney General
U.S. Department of Justice
Room 5111

1 � Mr. Matt Olsen

Deputy Assistant Attorney General
National Security Division
U.S- Department of Justice
Room 2200 C

sE§@T
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b2 INTELLIGENCE OVERSIGHT BOARD {IOB! MATTER

&#39; IOB MATTER 200?  U!

 Si &#39;   ..  X! By electronic communication dated December 18,
2006, the"Federal..Bureau of vestiqation  FBILFW _,, *1 __,,,
Field Office reported th-at,|, __ :__,_ ,T__  the FBI W

records relating to a certain targe�il Due to a
ypographical error, the telephone number on the NSL was

erroneously transcribed. On March 14, 2006, the telephone
records were opene &#39; a termined that they were not the
target&#39;s records. Ctj??%:iE:%:f:%jimmediately ceased review of the
telephone records.

d a National Security Letter . N_SL! seékin telephone�:

"W ,.Q&F_ Due_to the incorrect number stated in the NSL, the
FBI received _ _ Irecords pertaining to a
telephone number that was neither under investigation nor related
to an investigation. The error was discovered upon receipt of
the information, and the records were neither reviewed nor used

for any investigative purpose. Despite the inadvertent nature of
the mistake, the fact remains that information was improperly
Collected on a telephone number unrelated to an investigation.
The overcollection was a4violationL N __4W _ _ _

_4_ W Thus, the
matter is being reported�to Ehe4TUB. 7*

DATE: 05-26-200?
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Deriv om: G-3
Declas � n: 25X-1
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, i_;f_ 7� �_ I W K 7 I TF5� I checEed| bj I W
that was received through the issuance o

National Securitv Letters Q�g�j W

Based
resufts it appeared that|m Lprovid_ �_ _rr

information &#39; TFO
I

ntacted W i about this rnattercl

 sa TFO and _,,  W t to or

�_ _W _ L _WW_ __ __ __requestingzthat the
excessive data sequestered. On

TFO called who �, 15 a supervisor

and explained that revious requests were made since[:::::]
to sequester data[:::::E::::] An e-mail was also sent to

regarding this matter the same day.

_ _ �! T __ inued to contact
W _ 6QaYdlEQ~Lhi§_
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To: Ins __E;Qm;" _W1 W1 w

Re {SJ 12/18/2006

 S! the disks
ta Onwith the�segyestegeg
contacted _ 4_ and advised that theQ5315 were not�ieceived as of yet. _;_4Z ,t_W WQH�asked

�received
§S� 7 _ __ _ W,i,�_ Hekas contacted

a_ E HJfeqardinq sequesterinq data ___" 1
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Re:  S! 12 18/2006
bi

b7D I  fir W 7 �r iii that did not need , and
b2 1§�in the� proceéé 0? recovering this data

P»|:|as  of
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b2 To: Ins _ E:nm= :_ ::_;
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LEAD[S]:

Set Lead 1:  Info!

INSPECTION

AT WASHIN GTON DC

 U! --  _ _ _ i _"&#39;33? For lnformatlon and actlon lf deemed approprlate.
Set Lead 2: {Info}

GENERAL COUNSEL

A T WASHINGTON DC

 UJMM&#39;�&#39;G<! For information and action if deemed appropriate.

Set Lead 3:  Action!

COUNTERTERRORISM

AT WASHINGTON DC

[U1 - }< Request that CTD provide OIPR with the enclosed
LHM.

O0
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Set Lead 2:  Info!

GENERAL COUNSEL

SEt ET

--�- Working Copy ---- Page

AT WASHINGTON, DC

 U3&#39;"~;E§ For information and action if deemed aPPrOPFiate-

Set Lead 3:  Action!

COUNTERTERRORISM

AT WASHINGTON, DC

 U]~ ">! Request that CTD provide OIPR with the enclosed
LHM.
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE

Counterterrorism

Inspection

From: General Counsel

National
Contact:

Attn

Attn:

Attn

Date: 02/26/2007

SAC
CDC

ITOS 1/CONUS 2XTeam 6

IIS

Approved By: T ALL IHFDRIETIDN IIOI~TT!AIT-TED

HIEREHJ I5 UNCLASSIFIED EXCEPT

____ f IIII-EERE SI-[DUN EITPIERIJISE

Drafted By:

Case ID #E�
~ ~-0 Z ��* *� O ,}  T 0n1r- 05-25-200?

&#39; � V10 Pe�d1�93 cnassrrrro Bf sans DH]-I,fK5R;JIJ
Pe1&#39;1dl1&#39;1S&#39;!-.... 2_ PEASOII 1 4 W1I C? : . -%

Q DECLABSIFY UH: 05&#39;-36"-3032
Title:  X1 INTELLIGENCE ovesszenr some

IIOB! MATTER 2007-7 04

Synopsis+~ ��é It is the opinion of the Office of General
Counsel {OGCJ that the above-referenced matter must be reported
to the IOB and to the FBI&#39;s Office of Professional Responsibility
{OPR}. OGC will prepare and deliver the required correspondence
to the IOB. Our analysis follows

. §< Derived  e-3
o

Reference: {SJ
Declassi n:4h02/26/2032

Administrative;  0 0 as as es ~ e

. SECRET/
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SECRé}X<S?FORN
To: From: General Counsel

¢U*�Re=-» > 278-HQ-Cl229736-VIO, 02/2e/2001

document

Details:

{U} This communication contains one or more

footnotes. To read the footnotes, download and print the
� in Corel wordPerfect.

 S//NF! By electronic comm &#39; � datedDecember 1?: 2006, referenced above 1Tfiiiiifi:iEij � � &#39;, Dlvlslon
reported a possible IOB erro &#39; &#39; &#39; &#39;
un . . . .

_ i� __  S//NF!! _ _T _ ,, __ ,_ _, _

E6 E
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bl
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sEcnEt <NoFORNb2 iui
T9; From: General CounselRE:  -278-HQ�Cl22973E�VIO, D2/26/2007

if H �j so �___§§ Q J  _
reported the matter to both NSLB and the Intelligence

&#39; &#39; "OIPR�!. In addition &#39; &#39;

l_ _ __ __ __jd£LS s4a;Lur= � u _ ~ a� ��� ea

f fl 7*� J f f if ere,,e_st,r9;ed_

~-~ ~~ "i�� As required by Executive Order {E.0.} 12863 and
Section 2-56 of the Hational Foreign_Intelliqenceé�roqram Mannal
 NFIPM}, OGC was tasked to determine whether the surveillance
errors described here are matters which must be reported to the
IOB. _They must.

{U} Section 2.4 of E.O. 12863, dated 09/13/1993,
mandates that Inspectors General and General Counsel of the
Intelligence Community components  in the FBI, the Assistant
Director, Inspection Division, and the General Counsel, OGC,
respectively! report to the IOB all information �concerning
intelligence activities that they have reason to believe may
be unlawful or contrary to Executive order or Presidential
directive.�

l_ i _ CD _ln,UM£aUm�anmeL j W I 7:!� ee �

Consequently, in�acEordanc¬;with E.OI 12863 and Section�
� of the NFIPM, the error must be reported to the IOB, which

this Office will do.

 S! Since all inadvertently obtained information has
already been destroyed, no action lead to  s necessary.
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D75 To: From: General Counsel

Re: &#39; 278-HQ-C1229736-V10, 02/26/2007

reference, information inadvertently obtainedbl  should not be destroyed unless directed by
b; Rat er, the material should be collected, sequestered sealed and4 delivered to OIPR for appropriate disposition

SECRE&#39;I�// FORN
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E§E To: From; General Counsel
&#39; Re:- 278�HQ-C1229736�VIO, 02/26/2007

LEAD{S}:

Set Lead 1:  Info!
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W {U} For informat ion.

Set Lead 2:  Info!

COUNTERTQRRORISM
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{U} For information.

Set Lead 3:  Action!

INSPECTION QIEISION

AT WASHINGTON+ D

{U} For review and
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action deemed appropriate.
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February 26, 2007

BY COURIER

_ DECLA35IFIED BY 65l?9 DHIKSRIJH

1 UN 05-26-2007
Mr. Stephen Friedman

Chairman
Intelligence Oversight Board
Room 50209

New Executive Office Building
725 17� Street, Northwest

Washington, D.C.

Dear Mr. Friedman:

b2 Enclosed for your information is a self-explanatory
memotiiijm entitled �Intelligence Oversight Board Matter
2007 " {U}

The memorandum sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our
Internal Investigations Section, Inspection Division, for a
determination of whether any administrative action is warranted.
 U!

Enclosure

1 - 278-HQ-C1229736-VIO-Jcgékgp _

UNCLAS I IED WHEN

DETACHE FROM

CLASSI I ENCLOSURE

Deri d om: G�3
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Mr. Stephen Friedman

S¬§¬FT

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience.  U!

Sincerely,

Julie F. Thomas

Deputy General Counsel

1 - The Honorable Alberto R. Gonzales

Attorney General
U.S. Department of Justice
Room 5111

1 � Mr. Matt Olsen

Deputy Assistant Attorney General
National Security Division
U.S. Department of Justice
Room 2200 C

1 - Ms. Margaret Skelly-Nolen
Acting Counsel
Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

S%éRET
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b2
b7E
b7D

bl
b2
b7E
b7D

slisglsr

b2
b7E INTELLIGENCE OVERSIGHT BOARD {IOB] MATTER

liilnlvlslow
roe MATTER 2oo?{::] un

{S} Lf _ _ I
Federal Bureau of Investigation  "FBI"! has reported electronic
surveillance errors in conjunction with its ongoing
counterterrorism investiqation of an identi�ied Qi�d
{~*u5;g53"L_ I _, , H, is _ , _ , __

___ _I 7Fno1;_i_1;§d I  ___i_  III &#39; I

__ _ _ __ ___ 7 7 _ "7 _

WT  S1 � I777 7 _:;�determined thad___�1p;Q;;gg�]
thereby resultiné in an inadvertent over¥coIIection, it reported
the matter to both NSLB and the O�fice of Intelliggnqg &#39;cy and
Review  "OIPR"!_ In aqditiQnh| My 7~_ _�W kw W _" _ _"N

_  U! This matter has been reported to the FBI&#39;s
Inspection Division for appropriate aCEiQn_

nerivedlggéi = G~3
Declass&#39; y n: X1

l ALL INFORMATION CONTAINED



FIT!-902  kuv 03-2 I -2005!

b2
b7E
b6
b7C

TU!

 U1 "

bl
bTA

bl.
b-IA

Ala T

SECERQ
FEDERAL BUREAU OF INVESTIGATION b2

rTPrecedence: ROUTINE Date: O1/25/2007

To: Inspection Attn: IIS, Room 11861
General Counsel Attn: NSLB, Room 7975 _

mac 1
: I if "Wi �ii 77* *7 ii 7 if if 7; i __ &#39; _.. ,. -

COD EEC E I E El I
_ T _ _ ____

Approved By DIATZS U5�2E-�2C|U&#39;?
CLA53Il"IED BY 6$.l&#39;?9 DHI:l_-*�K3R/ W

REASON: 1.4  CI
DECLASSIFY Ell-I: 05-26-~2032

Drafted BYI ALL II-IFOPIMTIUIH cm-rrimrrs

" Case ID #:-&#39;"""f 1 278~HQ�C1229736»92/I05 Q//6k I-mrms snot-m IIITI-IIERHISE

Title:  U! REPORT OF POTENTIAL IOB MATTER

Synopsis:-G§< To report possible IOB error.
my  .  Derived Fro = I sce-3,

Declassify : 01/25/2032

Details:

January 1997

~ HERIII-I IS UNCLASSIFIED EXCEPT

 S! The captioned potential lntelliqence Oversighté�oaro matter

 S! A National Security Letter ENSL! was issued in the above

Ie§@r¢2¢@Q_¢sSs =2 Obtais Srqbtsettibstt imisrmatiten It: it  Ii] __

__ s _ _ r We 4� &#39; �&#39; 7
T; Zr _ ;___W W; ,~ e,__j Tburing the preparation of t�é

NJL, two of the digits in the telephone number were trans osed
resulting in the request for subscriber inform &#39;
for telephone number instead of The NSL



bl
b2

£5!

b6
b7C
b2
b7E.

b2

b7E
b6
b7C
bl

b9

 Tb7E-.T .

SEC£hT

:ection From:

278-HQ-C1229736-VIO, O1/25/200?

M213]   r_ e a as as   e it i
_ §2--After the carrier&#39;s return of the NSL and corresponding

-"records, an analyst from another division discovered that the numbers
had been trans ed and tglephonically notified_W _W Agent,
Sgecial Agent l hho prepare c�e NSL. Z" 1

H _ ____ H � &#39; rvisor, Supervisor Senior
Resident SRA} of the error. la[:1 SA and  ewed 3l9X�HQ�Al4B7720�OGC, Serial
290, date /2007, for guidance in reporting the matter and taking
corrective action.

Ijaf! After receiving 319X-HQ-A1487&#39;!2O-OGC, Serial 290, S
contacted Associate General Counsel  AGC} Patrice Kopistansky who

1 advised him to contact Division&#39;s Chief Division Counsel and
1 to also remove the records Z _W_ On January 9,
1_2OQ], §A Ggylord_notified Z ssgciatéé�ivisio�i ounsel  ADC!
| i _ __ ]of errnr SAJ1 liaise � �

t i

 wm 
dlreCt1On,� rw 7�_ V l 7 Va: NWrecords wetetsecured __

stored in a safel



SEBQET
e I t" P [::|b2 To:- nspec ion rom:

ME Re:  278-1-lQ~Cl229&#39;.1&#39;36�VIO, 01/25/"2007
LEAD S!:

Set Lead 1:  Action!

INSPECTION

P~.&#39;1� WASHINGTON, DC

{U} For appropriate action.

Set Lééld 2:  Action!

GENERAL COUNSEL

AT WASHINGTON, DC

b2  U! General Counsel is requested to review the
b7E circumstances re arding the possible IOB violation and to subsequently

provide AZII[::::§::::]|direction regarding the disposition of the
records which were inadvertently collected.

O0

srkuk3



i&#39;R::92~ ill-31-3003!

sEcRkq92
FEDERAL BUREAU OF INVESTIGATION

1

Precedence: ROUTINE Date: 02/26/2007

Tm I: Am

Counterterrorism Attn:

b2
b&#39;IE.
b6
b7C

Inspection Attn:

From: General Counsel

SAC

CDC

ITOS

IIS

1, CONUS IV

ALI. IHFOPIUATIUN CD1-ITEAIIJED

l&#39;lIEIR]III~I IS ITDICLASSIFIED EXCEPT
~ I RE SHUUII DTHERIJISENSLB/CTLU I a" /I *�

Contact: SSA

Approved By: _&#39;I&#39;ho_rgas Juli;-Lj�

iUJ Hlillrafted By:&#39;%�� _ _ __ _r I,
Case ID #r { 278-HQ-Cl229736�VIO  Pending!

 U3

DATE: as-25-zoo?

CLA$SIFIED BY 651?9 nu�zxsaxaw

REASON: 1.4 it!

DECLASSIFY an: as-25-2032

" TitlerW~!�& INTELLIGENCE T BOARD  IOBJ
b2 MATTER 2007-

�-71"" 3Y1T°P5iB&#39;="&#39;M} The  Division requested that the Office of
b2 General Counsel {OGC review a potential Intelligence Oversight
bjg Board {IOB! error and determine whether it is reportable to the

IOB. It is the opinion of OGC that this matter must be reported
to the IOB. OGC will prepare and deliver the necessary
correspondence to the IOB.

 U!_mh Derived : G-
&#39; Declassi n: O2/26/2032

!U1&#39; References. 3&1 278�HQ-C1229736-VIO,-Serial 2112
T9gcai;s= £S� " T we are is _ p I I as A I
| ____ w _ ____ __ J __ ____ _~l� Pursuant to this

1nVeSt{:3tiOn a National Securit Letter NI" 9 . &#39; _ __ r I §Ld was &#39;
bl requesting subscriber information Z _�
b7A records in accordance with 18 U.S. . 52759. � e

preparation of the NSL two of "
number were transpose I18



<12,
b7E&#39;.

b2 "-
b&#39;?E &#39;

h2
bvs

sack
TO¬ From: Office of the General Counsel

Re: 278-HQ-Cl229736-VIO, O2/26/2007

informationl y_ _|reco;�5 of a s not e o
a FBI investigation.  _ __ g_ _ _ _,

[:::::::::::::]prior to recovery of the error.
 S! It should be noted that, upon discovery of this

t � d� t 1 h d &#39; h terror, the case agen imme ia e y soug t a vice as to ow o

rectify the situation. T pursuant to this advice,removed the information E:2_£�E£_an£n$1._��_-_-_�_1and stored
the original data, as we as one copy, in a safe.

{U} The President, by Executive Order 12334, dated
12/O4/1981, established the President&#39;s Intelligence Oversight
Board  PIOB]. On 09/13/1993, by Executive Order 12863, the
President renamed it the Intelligence Oversight Board {IOB! and
established the Board as a standing committee of the President&#39;s

Foreign Intelligence Advisory Board. Among its responsibilities,
the IOB has been given authority to review the FBI�s practices
and procedures relating to foreign intelligence and foreign
counterintelligence collection.

{U} Section 2.4 of Executive Order 12863 mandates that

Inspectors General and General Counsel of the Intelligence
Community components {in the FBI, the Assistant Director,
Inspection Division {INSD!, and the General Counsel, Office of
the General Counsel {OGC!, respectively} report to the IOB
intelligence activities that they have reason to believe may be
unlawful or contrary to Executive Order or Presidential
Directive. This language has been interpreted to mandate the
reporting of any violation of a provision of The Attorney

Generalfs Guidelinesifor FBl:Natigna1_§ecurity_Investigations and
Eoreiqn Intelliqence_Collection {H§lG!, effective 10/31/2003, or

other guidelines or regulations approved by the Attorney General
in accordance with E0 12333, dated 12/O4/1981, if such provision
was designed to ensure the protection of individual rights.
Violations of provisions that merely are administrative in nature
and not deemed to have been designed to ensure the protection of
individual rights are generally not reported to the IOB. The FBI
Inspection Division is required, however, to maintain records of
such administrative violations for three years so that the -
Counsel to the IOB may review them upon request. The
determination as to whether a matter is "administrative in

nature� must be made by OGC. Therefore, such administrative
violations must be reported as potential IOB matters.

ssc§<92
2



m sE§,§sT
ibz
b7E To From: Office of the General Counsel

Re;&#39; 27B�HQ~Cl229736-VIC, U2/26/2007

�u!- _H 2&3 NSLs are a specific type of investigative tool that
allows the FBI to obtain certain limited types of information
without court intervention: �! telephone and email communication
records from telephone companies and internet Service providers
 Electronic Communications Privacy Act, 18 U.S.C. § 2709!: �!
records of financial institutions {which is very broadly defined!
 Right to Financial Privacy Act, 12 U.S.C.§ 3414[a!�![A!}: {3} a
list of financial institutions and consumer identifying
information from a credit reporting company {Fair Credit Reporting
Act, 15 U=S.C.§§ 1681u{a} and {bl}; and {4} full credit report in

�1: �J. " &#39; tRan in ernationa terrorism case  Fair Credi eporting Act, 15
U.S C. § 16B1v!. NSLs may be issued in conformit with sta ory

requirements, including 18 U.S.C. § 2709. | 92
 Hy ..i..�Hmtm ..Q{§ Here, due to the incorrect number stated in the

NSL, the FBI received records pertaining to a telephone number
that was not relevant to an authorized investigation. Therefore,
the information was improperly collected, although
unintentionally so, in violation of the NSIG and ECPA.
Accordingly, this incident must be reported to the IOB.

bl

iUJ&#39; �"��&#39;���� �as In accordance with the reporting requirements of
Section 2.4 of Executive Order 12863, OGC will prepare a cover
letter and a memorandum to report this matter to the IOB.

SENT
3

������_�___���_�________��_�����__�_����_����_�_��_�_���_��H_��_��____�__���_��������_-



 U!

b2

b7E1

SEC T

To: From: Office of the eneral Counsel

Re: - 7 -HQ-C1229736�VIO, 02/26/2007

LEAD�!:

Set Lead 1: {Action}

 U!  Field Office should contact the
carrier and ask w et er the improperly or unintentionally
acquired information should be returned or destroyed with
appropriate documentation to the file.

Set Lead 2:  Info!

COUNTERTERRORISM

AT wienlncwon, o.c.

[U] For information.

Set Lead 3: {Action}

INSPECTION

AT WASHlHGIDN4_D.C.

{U} For action deemed appropriate.

CC!

b6

IOB Library blc

§§

sEc;§g9292
4



February 26, 2007

BY COURIER

Mr. Stephen Friedman
Chairman

Intelligence Oversight Board
Room 59299 DEELASSIFIED BY sans nrmxrsnxam
NEW E-!CECU92ZiVE! Office Building U1-,1 |:|5_26_,3UDj
725 17� Street, Northwest
washington, D.C.

Dear Mr. Friedman;

Enclosed for your information is a se1f�explanatory
memor nd m entitled �Intelligence Oversight Board Matterb2 200&#39;;-|j&#39;  U!

The memorandum sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism

investigations. This matter has also been referred to our
Internal Investigations Section, Inspection Division, for a
determination of whether any administrative action is warranted.
 U1

Enclosure

l - 278-HQ�Cl229736-VIO - 2321

UNCLA I ED WHEN

DETACH FROM

CLASS I ENCLOSURE

Derive om: G-3

Declas On: U2/26/2032

SEEkéi

IIIIIIIIIIIIIIII�IIII--------------------_-_--------------�



Mr. Stephen Friedman

Sé¥%ET

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience.  U!

Sincerely,

Julie F. Thomas

Deputy General Counsel

1 - The Honorable Alberto R. Gonzales

Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. Matt Olsen

Deputy Assistant Attorney General
National Security Division
U. S. Department of Justice
Room 2200 C

1 � Ms. Margaret Skelly~Nolen
Acting Counsel
Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

ssgkér



SECl%T
O INTELLI HT BOARD �05! MATTER

E;E FIELD OFFICE
IOB MATTER 2oo1[:::] u>

date{S} By electronic communication T:iifjif�:iE.
2007, the Federal Bu�eau_Qi_ln¥�5LiQ�LiQD_1FBI3 �ield

bi Office reported that, _ _ _ r _ Z _ ___ the FBI issued a
b2 Mational Se§uritg:Letter  NSL! seeking subscriber information E:::]
b7E [7_r __, W _ _H __ :]records. Due to a typo ra hical error

1 obtained |  ,the FBI on the NSL, the PB _

records pertaining to a telephone number that was not _
re: vant to anmauthorized inve§tigationL| Z w _ _7 |

Thusf the matter is Being reported to the TUB.�

{S} The FBI deleted the in£ormation
E::::::::::] and sequestered the data. The FBI wi return t e

:§E inadvertently obtained data to the telephone carrier, or destroy
the data with documentation to the file.

DATE: 05-26-200?

E§�:§;FIED4BYPf5l?9 Dnigs�fau :;;Ei:Fg:H�;E¬:S;¬§I;$HE3EEPT
&#39;.:.|f, _,

orcnassrfv UN: as-as-2032 QHERE �H63� °THRwI5E

Derived f : G�3

Declassify on 2/26/2032

smd�er

SECR
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bl
b7D

b6
b7C

b2

s1}Q_E&#39;r
FEDERAL BUFIEIIU OF INVESTIGATION

Precedence: ROUTINE Date: O1/19/2007

To: _Inspection Attn: _IIS, Room 11861
General Counsel Attn: NSLBQ Room 7975&#39;

From:

Contact: TFO if 7 7 7 7� 4!
&#39;,/ *7

Approved BY; 1"� ALL INFO?!-QTIOH CCIIJTJKIITED
HEREIN I5 UNCLA5$IFIED EXCEPT

b2
b7E WHERE $HUUN OTHERWISE
b6 &#39;

Ithfefced By:  mm-:: as-2?-2001
E&#39;LA$SIFIED BY sans D111-I:�1~I:5�R:&#39;JI:I

1=a:.92sou= 1.4 qc;

nscmssxw cm: us-21-zuaz

Case 1O #:&#39;� ~ 1 - "�é1/�J3

Title:  U! POSSIBLE INTELLIGENCE OVERSIGHT BOARD [IOB} ERROR

Synopsis:  >4 To report possible IOB error.

_ _�_ EQK Deriv om : G-3
 U? Decla 1 On: X1

Details: , _ ,_W

S &#39; 1  !bl l
b6 �

 s!b7c2. 1

ESQ 3. Possible IOB Error: ii 7:
bl  S!

92

_§§ 4. Description of IOB Error.
S A National Securit Letter {NSL! _ _:j

� &#39; ting

&#39;5CM/wlu" %�/92 _..
__ _n 1__ _ _,w guCREi_ ,1_ W ___

|__:_��_1H._p_:L1__L W



Hg�; SE ET
I:-TE

To: Inspection From:
b_|_ Re: �! 278~I-IQ-C1229736�VIO, 01/19/2007
b2
b7E.

 sh d

bl
b7D

b6
b7C
b2
b&#39;?E

bl
b6
bT�C
b2

�! rovid  f.o.tma.t_ &#39;Ilha1~
_ in QIJ11i_1;_j.O _  Z_Z  ___   __ ___

T ii d d I   "T the ¢.=; <=~;;=_- a jént Hid F5: * i
&#39; ___ info mation anti!� I Qn_ _;T_

__ _ [the case aqent �OElQBdlIj 7 j i H if 1 I  The NSL that was segyed tol l ::::
s ecificafl noted1 I �P Y S Ou E

be included}. The case agent immed1ately"sequestered the original
results that were stored in the 1-A envelo e as well as the copy that
was made from the original. Since the[:::E:::::]CDC was out of the



{U} Qmurr b2
b7E.To: Ins ection From: |Re: EBQF 278-HQ-C1229736-VIO, Ol 19/2007

LEAD B!:

Set Lead 1:  Action!

IN$PECTION

AT WASHINGTON, DC

 U! For action deemeo appropriate.

Set Lead 2: [Action]

GENERAL COUNSEL

AT WASHINGTON� DC

{U} For action deemed appropriate.

O0

szc�g
3



Freedom of Information
and

Privacy Acts

SUBJECT: NA TIONAL SECURITY LETTERS

FOLDER: 910;»  la-1!-+ _921v92~»@;e 921_

, ll _,~

T 1&#39; "�v
�r

Federal Bureau of Investigaaon

i

kérr
151&#39;

.�_QQ 0&#39; "�
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[Rev frl -3 I-2003!

b2

S RET

FWEIDlEFll92L.l3lJIlE�llJ C! lIIUWE£i11 iI9211 !il . I _ 2

Precedence: ROUTINE Date: 10/03/2995

To: General Counsel Attn: National Security Law Branch
Counterterrorism Law Unit

Room 7975

Inspection Division Internal Investigations
Section {IIS}

Counterterrorism SSA
ITOS I, CONUS I, Team 3

b7EI � ~ e e

b6
b7C

b2

b&#39;?E
bl
b6
b7C

C33

SSA

ASA
CDC

From:| I
*bontac¬:1 Ie" ��* � �I11 RHATIUN CONTAINED

Approved By: I-[EPJIIN IS l.I&#39;lvICLA55IFIED EXCEPT
I-H-IEPE snow CIT!-IERIJJISEI

Drafted By:

�" �I "&#39;� DATE: 05-30~z00"

278�H &#39;c122973,6!:&#39; §IO"{1 I � CLASSIFIED B3� |5;1�!9,*DI-H-I="Pi$5R,=�RI-I
&#39; e�"&#39; � *** risen: 1.4 ¢

�! facnisslw rm: as-so-2:032
6F"PoTsNTIRL INTELLIGENCES 1073946

0vERs:cHrWBoARp_g;9BJ MATTER
SSA

�TFO

Case ID #:  U!

Title: {U}

Synopsis: {U} Report of a potential IOB matter to the National
Security Law Branch  NSLB}, Counterterrorism Law Unit KCLU}, and
the Inspection Division  ID! Internal Investigations Section
 IIS!, as required in the 2/10/2005, Inspection Division&#39;s EC to
All Divisions entitled �Revised Procedures for the Submission of
Reports of Potential Intelligence Oversight Board  I013! Matters" 0

Q;_:"%f ;�1f�Q"�~~ ~&#39; _ , &#39; sEc§§§92 .



sEc oFom
FEDERAL BUREAU OF INVESTIGATION _ I

 Rev. C-I-3 I -200.1!

Precedence: ROUTINE Date: 08/23/2006

To: Inspection Attn: IIS
Room 11102

General Counsel Attn: NSLB

Room 7975

F1-&#39;°m=  l ALL 11u1=0P1~u.&#39;rI0192I CIJHTAII-JED
Chief Divisio _ _ I-IEREIN I:_? Ll]-IIILASSIFIED EXCEPT
Contact: CDC I I-m:E:=u: snow IJTI-JERIJISE

b2 W

A roved B :E25 Pp Y DATE: 0-5-30-2:30?
bqc CLASSIFIED BY 65179.-�DH1&#39;l.-�Y-5R:�RU

F.EA3l3N: 1.4  CI
|ILA5SIF�Y ma: 05-30-2032

Drafted By:

bi �ék 1073946
E75 Case In #= �!

""26"" &#39;1&#39;i"=1<�=&#39;*""""&#39;>§_---~"P@�&L1>1@ Inielliqsnse  ermc &#39; "
[U1--Sy&#39;nOpBiB3"&#39;  Provides notification of potential IOB matter for

reporting as necessary.

�u�! . ..  .... ..
D y .

DQ123118: M W�  V  &#39; &#39;I�l.Ed CO C _"
I I� "II". :&#39;. I I

3811�: I_ -I� &#39; -: -I- an _n -¢=- _;_ , ,___

E5} _ __ _ _ ,0 a__ ii ii:

is the case __ ,

bl "* _;i@J  _  as J as    as all
b6
b7C

"JP 1. =_ . . _ q.  §&#39;� srcnrr/o /NOFORN
�M�-Y4 V.4..1.@, -

2% W01



SECRET/OR N/NOFORN
b2
ME To: Ins Er.Q.m.: , __ ,,
bl Re:  S 08/23/2006

b 1

b6
me * "W * * " """ " * �� :  *

_ _  S/O_C &#39;NF!J__  _ _ __ _ I

sa:cnr:&#39;1&#39;/>@§/ NOFORN
Z



SECRET/O OFORN132

bj E TO : I 1&#39;1

bl Re:  s! as/23/2006 bl
b6

iii� ____ __ _,_,, , ___ _ � b7C

191- In

 U! The name,|T 7 W J, was queried
thnggughwqn-line COmme_:§cia datalzgases &#39; � &#39;

b6 " "Mm On 01710/20¢  W   7 W

b&#39;»&#39;C previous residen ~ W  "as

had been v ____ ___ ___  _ W We � ~�

?  U11 _  Z Ll§Zar1Z1e§ia_t_hat[ _ ___ ml eeee _a _L

 S! An NSL for subscriber information
and toll billing recor s was issued to the commun&#39; &#39;

fp}-ovider *g_f the above ,, _ W _ J

bl

b2

ms i i WW Mfwy i  if _ ji Mi _ *___*___1
Eic  s: 1>|___a a   _,_ all

 S! 2! The telephone number was @139 S.|.|.b.5.{;1&#39;_i_bed�£! by
,a Pa1TP_¥_£l;h.er_ t:ha.nL__ as ~ ~ a ~

s1:c1m&#39;r/ ownorom
3



b2 SECRET / oacow nu&#39; b7E

b l

bi
b6
b7C
b2
b7E

b6
b7C
b2
bTE

iU!"

To: Ins

Re:  S!

 s!

uw»�**"

 S! 4! The telephone number was Ql�Q_�Qh�QL�m�LJILJ��
. a party other than|_Wm�� �,,_ ._ _,. _~~_� 1

_ .<s,»_L,_- as t

&#39; &#39; m�__ iw_ W[The toll records provided by
e communications carrier with re ar other parties havenot been utilized or uploaded by

�&#39;~~-~~- On 08/22/2006, it was brought to the attention of
t at the above incident may constitute an

n nce Oversight Board violation. On the
rought this matter to the attention of
CDC

-~�~rmM~~-EEK: Remedial action, if deemed appropriate, will
include the permanent ACS charge-out of the communication



SECRET/ORC NOFORN

92 rsD4
TO:  _ _  _ wii _

bl Re: �! oa/23/2006

LEAD B!:

Set Lead 1:  Action!

INSPECTIQE

AT WASHINQTON, DQ

 U! The Internal Investigation Section is requested to
determine if the matter described in this communication

constitutes a reportable IOB issue.

Set Lead 2:  Action!

QENERAL COUNSEL

AT WASHINQEON, DC

 U! NSLB is requested to determine if the matter
described in this communication constitutes a reportable IOB
issue.

O0

SECRET/ORC OFORN

5

���������������_�_�������������_���_��������_���������_��������_��_������_���������



/  Rev 0|-3}-3093}
sEc>. I

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 10/20/2006

Attn: __pF_1 all

b2

b7E

Inspection Attn: Internal Inv &#39; ive Section

Attn: Room 11865

b6
b7C

From: General Counsel e_ _ _em~� we
National Se �

Cont t: N ,,ac

Approved By: &#39;

Drafted By:

&#39;:U3"""cas&#39;&&#39;1n #=-  270-HQ�c1229736-v10-�l5&#39;g&#39;¢P
Title: {U! Intelligence Oversi ht Boa d

 I08! Matter 2006

ALL INFORMATION CONTAINED

HREIN IS UHELASBIFIED EXCEPT

WHERE SHUHN OTHERWISE

DATE: 05-30-200?

CLASSIFIED BY 65l?9fDHH/H$RfRU

PEA5UH: 1.4 [£1
DECLkS$IFY OM: 05-30-2032

b2

WT"�""synopaie:~-IB  It is the opinion of the Office of the General Counsel
 OGC! that the above referenced matter need not be reported to the
Intelligence Oversight Board {IOB!. Our analysis follows.

Der v

�"*&#39;  &#39; ""1ze&#39;£e&#39;r"ance"="""">92�� 210-Hg-ggzzgzgg-3u_Q_5a;T1 1602  Pending!
bl  S!  Pending!

Administrative:  U! lhis communication contains one or more footnotes.
To read the footnotes, download and print the document in Corel
WordPerfect.

am -~"-Deteils»m~ g&  By el ct &#39; unicatio gust 23, 2006 and
by fefere��ed &b0VE¢ thJi:jf?Eftfff�Division reported to the
b;E OGC s National Security Law Branch {NSLBJ an t e Inspection Division this

potential IOB matter.

£20  _ SEC T
0101004 nevmsw. ATE: {?~r,@&#39;,
FBI INVESTIGATIO rm" ~
0101004 INVESTIGATION: � 0



SE§éT
To: Counterterrorism From: General Counsel

£01 Re: >{! 2&#39;18-no-c1229?3s-v10, 10/20/2006

BACKGROUND

get� W W:     W fl o jg Ls a iii
b7E�.

1&#39;>6
b7C

our   -C81] | __ Z p__ _ Z if ls lissued a National �g
security Letter  NSLY;to the provider in order to obtain subscriber
information and toll re &#39; &#39; &#39; d telephone numbers

for the period of� �_ p� i; 7 __ i
Q5! iv &#39; &#39; ed the results of the b1

NSL _ W _ 7 _� _ __, �&#39; &#39; &#39; h b2i 4_ _tC! _ _ 41 q_ �__ n reviewing t e
recordtcj �learned that one of the teleisine numbers in b7E
questi aas s scribed by two se a at &#39; &#39; &#39; &#39; b6
ggqggsted periodio�aacqxeraael __ a e 1 *� is " MC

. &#39;:E1>_7n
£5!

_ 7 e e H� &#39; ~ _7�__ 1&#39; e &#39;

"Z jHTH�not provide any toll information outside
Ehe period requested in tiS!�SL. .

ANALYSIS
EU! -

I &#39;1¥£ .As required by Executive Order  E.O.! 12863
 Sept. 13, 1993! and Section 2-56 of the National Foreign
Intelligence Program Manual  NFIPM!, OGC was tasked to determine
whether the errors described here are matters that should be reported
to the IOB. We believe that the reported activity does not require
IOB notification.

 U! Section 2.4 of E.O. 12863 mandates that the heads of

Intelligence Community components report all information to the IOB
that it deems necessary to carry out its responsibilities. That
section requires Inspectors General and General Counsel of the
Intelligence Community to report "intelligence activities that they
have reason to believe_may be unlawful or contrary to Executive order
or Presidential directive." This language has been interpreted to
mandate the reporting of any violation of guidelines or regulations
approved by the Attorney General, in accordance with 8.0.-12333, if

s9Qr s
2
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To: C u terterrorism From: General Counsel

R¬:"-?�§ 278*HQ-C1229736-VIO, io/20/2006

such provision was designed in full or in part to protect the
individual rights of a United States person. This includes
violations of agency procedures issued under E.O. 12333, unless they
involve purely administrative matters.� For the FBI, OGC submits
reports to the IOB.*

 U!. j

___ NSIG �nrredu¢tion!� §]
�ee*e; Section 2-56 of ene*ur1en*£&eE¬¬Eeee ee reportable to the Ios
unauthorized investigations, the use of unlawful methods and
techniques, exceeding the authorized scope of permitted activities,

3and failing to adhere to minimization requirements.

F53 In this instanceI::::::::::::]sought information
relating to two tele hone n &#39; d to be subscribed

to by the subject! _ _ �The.provider
responded by subm scriberlinformation outside the scope of
the request for one of the tel s. The information &#39;- -_H Sprovided indicated thatE::;;:ff?fff:�:ff�fthe subscriber of one of t j
the tele hone numb &#39;

"����&#39;���:!Bi: See EC from Inspection Division to All
Revised Procedures for the Submission of Re ortsp of

Intelligence Oversight Board  IOB! Matters, Case ID
Serial 112 at 5-6 �/10/2005!. The FBI is required

p ers was t e target of a duly authorized

,_______  H

Divisions; Title:

Potential
# 66F~HQ-A1247B63
to maintain for

three years records of administrative violations, for possible review
by the Counsel to the IOB, together with a copy of the opinion
concerning the basis for the determination that IOB
not required. Id. at 6.

id; at 4.

notification was

........ 3% S,
3 :I$¢:¬See also id. at 5, identifying reportable matters as

including: I } activities believed to be unlawful or contrary to

Executive Orders or Presidential directrivesi 12!  i0ns0£_thei§ons§itgtign; L11 ll el es. e~ 1 :~ ~e " is �J
92 if _* pg i115; initiating a form er I

iIlance or e search without authorization from the

FISC, or failing to terminate an authorized surveillance at the time

prescribed by the Court; and �! failing to adhere to the
minimization or dissemination requirements specified in a.FISC Order.

s%§§tT
3



SEe7éT
 U3 To: Counterterrorism From: General Counsel

Re,__¬§{ 278�HQ-C1229736-VIO, 10/20/2006

investigation. A legitimately issued NSL resulted in obtaining
b6 information that � &#39; ed that the target of the investigation,

b7C iS!- | __ ibad indeednbeen the subscriber of one of the
bl &#39;eie�HBhe�hu�EE§gQ;;;;ii_ _;i;ii_:::;;l§_Zbg;ip£ormation obtained

falls winh.ir{_ __U_M__ N_ _ __ __ Z ____ _____ _____ /as described in
{S1 the NSIG and thus; need not be febortédmto E�é IOB pursuant to E.O.

12863.

s1a?9@T
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sE§z¬&#39;r
f To: u terterrorism From: General Counsel
-U3 Re=- 278-HQ-C1229736~VIO, 10/20/2006

LEAD S}:

Set Lead 1:  Discretion; ! bq

i b7E

A  7 *7 W
 U! For review and action deemed appropriate.

Set Lead 2: {Discretionary}

CO§§EEBT§REQRISM

AT ITO§ II

 U! For review and action deemed appropriate.

Set Lead 3:  Action!

INSPEQIION

AT W§§HIN§TQN, DC

 U! As provided in the Revised Procedures for the
Submission of Reports of Potential Intelligence Oversight
Board  IOB! Matters, retain a record of the report of a
potential IOB matter for three years for possible review by
the Counsel to the IOB, together with a copy of the OGC
opinion concerning the basis for the determination that IOB
notification is not required. _

Q0

SEQQT
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 Rtv. OI-3152003}
.1-�W

INFEDERAL BUREAU OF
IN VES TIGAPrecedence:

TIONROUTINETo: Gene
ral Cou

Date: Ol/ll/2007nsel Attn: NBLBFrom: Inspection _ _53.555335 �§§§F�£@��°�SApproved .
SectionLgIPBy- Mille

QLRoomQ§04lr David Iariyyf/65Drafted By: [fan fkasCase ID #:  U! 2?8~HQ~Cl
Title:  U!

b2

be
_ b7C229736-VIO  Pending!INTELLIGENCE OVERSIGHT BOARD MATTERINSD/IIS TRACKING# 2751OGC�/IOB# 2006QSynopsis:  U! To report a potential Intelligence IOBJ matter to the Office of General CouLaw Branch {NSLB!.

Reference: H0
Oversightnsel, Nati278~HQ-Cl2De

Boardonal Security229736~VIO Serial 160278�HQ�Cl229736�VIO Serial 1888tails: U The Internal Investigations Section {IISJ received b2an E? from Division dated OB/23/2006, reporting a � bqgpossible IOB error. Based upon a review of the referenced BC itis the IIS�s opinion the incident described therein is Iadministrative in nature. Therefore, no internal investigation _twill be conducted by the IIS and this matter is being relegated :1to the NSLB for whatever action they deem appropriate.O0

LHEDTIE" CONT =RwALL I"FD§H�NcLA$5IFEEivs;D"H�KSR&#39;HREIN I29-200? BY DDATE 05*

I� I

ed

JSUR

BLEBEST C0



7&#39; T 7 �� �iiii._i___,_i_

IG - INVEQTIGATIONS DIVISION - Complaint Form OIG NO-= 689~200?-002669-M

_eCe1ved BY, Date Received: 12/19/3°05 How ReceiveQ= R

Pay Plan: D-0-B-rTitle! SA

Iomponent: FBI E93 D5591 Allen NO-�
4150: D� *&#39; ~~� V is ee F-3&#39;I�N°*�

{omei B.O-P.NO.:
anone: L} - W H &#39; V �* - D/L N°"

Offenses: 689 b6NOIK: , ,

Pnone: �02! 31P= _ __ 7W__ _ __b?C
�_:_**e* �e~~*"�"* �:*>* -****** trot **ij" b2

COMPLAINANT: s5NOl

Title: ATTY Pay Pian= D-9-B»=
Component: FBI EDD Date: Alien NO.=
Misc: 4" if We ,_ ___ W F-B-I-No-�

1-[O|&#39;|_~|e;K 7 B-O.P.NQ.i
Phone: :1 - D i 7 * "D D/L N0-=

Work:, ,

Contidentiai: Revealed: Authority" �one

Q Details:

fSJ�he FBI provided information regarding a potential IOB matter {2006[:::::::] 92
;;;�~ 1;" e 1:"   ~ �"";e"": e �"1
: NSL to a telecommunications providerjto obtain subscriber infof�ation 5ndiEofT�fécords for
: two telephone numbers. .

Upon reviewing the requested information, determil&#39;1ed that 0119 Of the U�-�1@Ph°"@
numbers was subscribed to by two separate individuals during the requested period of

coverage.

FBI/OGC determined that this matter does not need to be reported to the IOB.

ALLEGATIONS= 6B Violation

Occur ence Date 2°05 TIME-

CITY State Zip:

DISPOSITION DATA: Disposition: M Date: 12/l9f2°°6 Approval: powett, GLENN 0
 ��ux
I

Referred to Agency: FBI Date Sent: 01/30/2007 Component: FBI

Patriot Acti N Civil RiQht51 N Component Number: 263-0�U-598

S&�Bit1V8: N Whistleblowerr N Consolidated Case Number:

REITIB. TKS 2

Predicating material contains classified information which will be maintained in a secure

container at OIG/INV.  stp!

1/31/07: Sent to Kaiser/FBI.  stp}
DATE: 06-23-200?

__ _ _ _ _ ____ _ ___,_____mIImW.z * �**� 4� i i � D CLASSIFIED B? 551?9;dmh,kgr,Cak

REASON: 1.4 {cl
DECLASSIFY on: as-2s~z0a2

Page 1 or 1 Printed U1/30/2097 12:04:03



I-&#39;D�9b2  RN. O3-2!-200$!

SEC T//20310922FEDERAL BUFIg.I OF INVESTIGATION
Precedence: ROUTINE

To: Inspection
General Counsel

LLJI
Attn:
Attn:

httn:

I

I

Date: U9/22/2006

IIS, Room 11861

NSLB Room 79?5I�

ASA
CDC

1 From:
b� CI-1 *�W

AEZE Contact: S
b7C

Approved By

Drafted By:

ALL IPIFUPJUETI UH COITTAII-FED

IIII-[EIRE BHUUN UH-IERIJISE

4.*7 ~ e e� �92�i� � urn-a= as-a1-sum

I&#39;IEP.EIIv.l I5 UNCLASSIFIED EXCEPT

 U1 ¢=.=B..ID__#.;......  278- ~C1229&#39;»�36-VI0 *� . CLASBIFIEDB?65119/I-l�1I-I»�I£$R,*&#39;l�<IJ
62 A89455�IOB --&#39; *4 1=mson=1.~1:c,<11

Title: �! s   i,__
= ss SAb, S

bTC INTELLILENCE_UVERSTGHT_HlARD [IOB] ERROR
 U! ~-Synopsis:-éé To report possible IOB error

. ____r. _____ ~~"I3{: De m :
iUT&#39; Decles &#39; _n: 2031

Details: ff 4_:_iZ V11;

IJECLAKSIFY UH: 05-31-2032

 S! l.

 S! 2.

W?- §Q 3. Possible IQ§_§rr9r; _ m_ ,_
 S

cm >4» 4. Description of IOB Error  including any reporting
ioelays!. i iii� in M_, 1 1

i W i W SET//20310922 Z? if iii:
scmm Qml&1~_19~,»¢=-=>~<=<=
Q4 @~°�@1 :2;

bl
b6
b7C



sE&;I@//20310922
ection From: E:::::::]

278-HQ�C1229?36�VIO 09/22/2006

i5l e b2
b7E

��� ��� 4* �~� , _;_ ,_,, ii bl

4� _W fuss prepared and approved in b7Daooordance f f H y General Guideline s

served by Office 7 _Z ,_ mi:
provided the results of the NSL to Field Office.

 S! A rgyiew of phe resulfs of the NSL reyeglggwgbarli ;_i� |

ms �_ 4m_Z _, T__Z was notL�rEqUE¬R�RT15y E�e FBI." T515 information was not utilized by the
case agent in any analysis nor was it documented in the case file.

sncn1>?Q1os22



To: Inspection From: |:| ME
an Re >Q ,

//20310922

L 278�HQ�C1229736�VIO O9/22/2006

LEAD s!:

Set Lead 1:  Action!

IESPEZCTION

AT WAS�lNGTO�, DQ

{U} For action deemed appropriate.

Set Lead 2:  Action!

QENEJRAL QQUNSEL

AT WAS]-IINGION , DC

 U! For action deemed appropriate.

O9

�_,�._._u|....g¢-o-|~nnnw--...- _*-um --.~ --

�___H__ . .-..--�-.nu-Anna-urn

»

Ln-_n-�» ---- ..-»- - "

s 20310922
3

v-.,--.4»--�-w

"1
*.
v
I

¢
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 Rev Ul-ll-2003]

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 12/15/2006
To; Attn: ASA If

CDC

Counterintelligence Attn= CD%lB �W*r " ISS -

Inspection Attn: 11511155; 11361

E50 From: Office of the General Couyéel
bz NSLB/CILU/Room 7947
we Contact: AGC� I

Approved By : &#39;

DATE: os~31-200? I H
cLA$sIFIED BY 65l?9:DH!KaR/RU

3 , REASON: 1.4 1c,d1Drafted Y /[W5 ntctnsszw mu: as-31-2:1:-=2
U Case ID_#:   ! 278-HQ-Cl229736�VIO  Pending!

t e2F|:|Aas455-Ios  closed!...-Q
my ---Title--: .- INTEILLIG ovsnsxcm some MATTER

zooqi
 U! Synopsis-:-------% It is the opinion of the Office of the General

Counsel  OG ! that this matter does not merit re ortin t hp g o t eIntelligence Oversight Board  IOBJ. A copy of this opinion
hs ould be retained in the control file for review by Counsel

to the IOB. _

. &#39; 0w>  =   I~"P*%;§:::§:t::~&#39;;m
Dec :|.£y On: HEREIN IS -

UTIEPE EFHUUN UTI&#39;IEP.I|II5E

b9 Reference: {U} SZFE-AS9455 Serial 4
b:;E  u! 278-I-IQ-Cl229736-VIO Serial 1709

&#39; :  U! The referenced electronic communication  EC! from
in file 278-HQ-C1229"/&#39;36, dated 09/22/2006, requested that

C review the facts of the captioned matter and determine
whether it warrants reporting to the IOB. In our opinion, it
does not. Our analysis follows.

,* !  1  -36 515%!�rm INVESTIGATI " " if  L

016/00.; lWEST!MT  E31ON.
_



s%£Qb2
b"?E2 To: l::| From: Office of the General Counsel

Re: 278-HQ-Cl229736-VIO,12/15/2006

M  __ ll  L _,1
b6 &#39;1 "fix Kw  if  Z

b7&#39;c

Z if 7 {S}  a Electronic Communication P &#39;
bl � curity Letter  NSL]|_U_ _ �� �_i
,6 15> t ]
b?c e4NEL wasuproperly prepared and served in
b2 , _D75  -- - - ance wi -_  _ _e tt§rn-ev- eral Guidelines--,

_ &#39; " W� W" forwarded responsive records to

� &#39;F1Eld Office.
 U1 _m. ,-_ ,m X! Among the responsivg records, howev Field

Office foundLj" Q" _;1__ �� 1

E¬E I � j 4" W 7 i; *7 Wi�_ 7 _�iinformation
lfhenscope of the information sought by the NSL and

triggered this inquiry. Upon discovering the apparent error, the
case agent took note that -

the information was never utilized by the FBI in any way, nor
was it included or documented in the case file.

 U! Section 2.4 of Executive Order {E.O,! 12863,
dated O9/13/1993, mandates that Inspectors General and General
Counsels of the Intelligence Community components [in the FBI,
the Assistant Director, INSD, and the General Counsel, OGC,

respectively! report to the IOB �concerning intelligence
activities that they have reason to believe may be unlawful or
contrary to Executive order or Presidential directive." This
language was adopted verbatim from E.O. 12334, dated 12/04/1961,
when the IOB was known as the President&#39;s Intelligence Oversight
Board  PIOB!. By longstanding agreement between the FBI and the
IOB  and its predecessor, the PIOB!, this language has been
interpreted to mandate the reporting of any violation of a
provision of the NSIG, or other guidelines or regulations
approved by the Attorney General in accordance with E.O. 12333,
dated 12/04/1981, if such provision was designed in full or in
part to ensure the protection of the individual rights of U.5.
persons.

{S} Here, an error on the part resulted in
b7D the unintentional acquisition of information outside the scope of
b l

sst�r
2
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b2
bTE

151&#39; "

bl  S!
b&#39;?D

b2
b?E

W?

b2
DYE

ssggss
To: [:::::::] From: Office of the General Counsel
Re: 278-HQ�Cl229736�VIO, 12/15/2006

the NSL. be noted that the FBI&#39;s actions after

receivin b dover roa res the NSL werecommendable-; -- --Upon---l-earning that- had provided information
beyond the scope of the NSL, the ield Office took steps
to ensure that the information was not disseminated and requested

legal guidance.

-"-�M ""�"!§§ Examination of the record reveals no evidence of
unlawful actions by the FBI or actions contrary to Executive
Order or_Presidential Directive. Accordingly, we opine that this
incident is n reportable to the IOB. By this EC, we requestthat theJ:;;f%jField Office sequester and destroy any remaining
record o t e two email transactions giving rise to this inquiry.
Inspection is hereby requested to maintain a copy of this record
in the event that it is requested by the Counsel to the IOB.

sscyéf
3



5&4:
To [::::::] Frmn� Office of the: . . General Counsel

Re: 278�HQ�Cl229736�VIO, 12/15/2006

b2
b7E�.

LEAD s!:

Set Lead 1:  Info!

P-TF"HT_&#39;o�:92
-  U! For information.

Set Lead 2:  Info!

CQUNTERINIELLl@EN§B

AT WAQHINGTON, DC

 U! For information.

Set Lead 3:  Info!

INSPECTION

AT WASHIEGION, DC

 U! For information.

CC: Ms.

b6 E;;;;:§Effii:]
bjc Llbrary

69
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{Run U1-J1-2003}

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/ll/2007

To: General Counsel Attn: NSLB

From: Inspection _
Internal Investigations SeC§LQBiilEHi RQQm_ 41Contact: CRSL * * g _g __

b6 Approved By: Miller David Iarpgwfm� �g�!/I ALL I1-IFDPIUXTIUII cm-rnumtn
b7C ¢- cbz __ _ l_ e____ HEREIN 14 uucnadslrzzn

Drafted BY: K V imp� W i V _l DATE Q5-3 |-21]|J&#39;_? BY 6-5l"»�9fDl*��IfK$P92/RU

Case ID #:  U! 278-HQ-C1229736-VIO {Pending}

Title:  U1 INTELLIGENCE OVERSIGHT BOARD MATTER

msn/11s TRACKING 293
OGC/IOB# 2001 ,3;

Synopsis:  U! To report a potential Intelligence Oversight Board
 IOB} matter to the Office of General Counsel, National Security
Law Branch {NSLB}. &#39;

Reference:  U! 27B�HQ�C1229736�VIO Serial 1709

278-HQ-C1229736-VIO Serial 1913

Details:  U! The Internal Investigations Section {IIS! received
b2 an EC fro  Division dated 09/22/2006, reporting a possible
hm IOB error. Based upon a review of the referenced EC it is the

IIS&#39;s opinion the incident described therein is administrative in
nature. Therefore, no internal investigation will be conducted
by the IIS and this matter is being relegated to the NSLB for
whatever action they deem appropriate.

99



rRcv. DI-3 I-2003!

b2
b7E�.
b6
b7C

b2
b7E

1

%//20320124
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/24/200?

To: E: Attn: SAC  Personal Attention!
From: Inspection _

Internal Investigations Section{_IPU, 41
Contact: CR5� �I

improved By: Miller David IanFEf&#39;I&#39;":_ rltcmsszrztn BY esm.rmu=wK5R/Rwg_ e 1 . an us-so-2001
Drafted By: L7
/

Case ID #:  U! 263-I-IQ-0-U - 610  Pending!

Title:  U! INTELLIGENCE OVERSIGHT BOARD MATTER

INSD/IIS TRAC 930
OGC/IOB# 2007 bg

Synopsis:  U! To advise that captioned reporting of potential
Intelligence Oversight Board  IOB! violation has been reviewed by
the Internal Investigations Section  IIS!, and is not considered
willful misconduct. This matter is returned to the field for

corrective action as appropriate. Case closed at IIS.

UJ! >4 I»"&#39;WH"&#39; Decl On: 124

Enclosure s!:  U! 278-HQ-C1229736-VIO Serial 1709

Reference:  U! 278-HQ-Cl229736-VIO Serial 1709

278-HQ-Cl229736-VIO Serial 1913

Details:  U! Upon review of£::::::]Division&#39;s captioned report
o� a potential IOB violation, IIS did not find the matter
indicative of willful misconduct. IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

 U! IIS recognizes and appreciates that this matter was
brought to our attention as required by the revisions mandated by
National Security Law Branch/OGC EC, dated 11/16/2006
�78-HQ�C1229736, serial 2570!.

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.

O9



{fin-.t::T;"ii-�:::::_~;,_  Departme .1f_Iustiee
4 2.�?,. .

" Office of the Inspector General

Wn.tlll&#39;r1gt|;n. D C. Ptl§.?l�J

DATE: January 24, 2007

T0: Kenneth W. Kaiser

Assistant Director

Inspection Division
Federal Bureau of investigation

FROM: Glenn G. Powell
, . . am. re: INFURFJATIDH conmnrso

Special Agent ll&#39;l Charge 1~u-znxta IS UIJCLASSIFIEIII
Investigations Division L-ATE es-st-zoo? er :55lT9,*�Dl�lI*I.=�K5l=!iF�~5I

SUBJECT: OIG Complaint No. 2007002509 b2

Subject: Unidenti�e  b7E�.
FBI No. 263-0-U-610

We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency&#39;s policy
and regulations. A copy of your �ndings andfor �nal action is not required by the
OIG.

This matter is referred to your agency for investigation. Please provide the DIG
with a copy of your �nal report on this matter.

This complaint will be investigated by the OIG.

IMPORI ANT EQTICE

Identifying information may have been redacted from the attached OIG ReporUReIerral pursuant to § 7 ofthe
IG Act or because an individual has  a! requested con�dentiality or {bl expressed a fear of reprisal. If you
believe that it is necessary that redacted information he made available to your Agency. you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated. the subject of an investigation does not have a
right to have access to an OIG Report�leferral or to the identities ofcomplainants or witnesses. and that. in all
cases, complainants and witnesses are entitled to protection [rum reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act.

Attachment



O16 � INVESTIGATIONS DIVISION � Complaint Form

6
Received By: b7c Date Received:

OIG NO.: 689-2007-00250?-M

12/21/2006 How Re� � e" ALE 1. V _.U .
_ �i :__ W" � �

$nHJECT: Unidentified, FBI

Title: UNID Pay Plan:

Component; FBI E00 Datel

Misc:
Home:
Phone: ZIP1
work:

l_"92&#39;1UF:E&#39;I ZIP�

SSNO:

D.O.B.1

Alien No.:

F.B.I.No.:

B.O.P.NO.:

D/L No.; b2

Offenses:[::::]

Pay Plan:

Component: FBI BOD Date:
Misc: e ~ K 7 1 * � C &#39;

Home: [11 _ _ _4J i W _:Phone: &#39;� W C C i ZIP:I I
Work:, ,

Phone: {202}  ZIP:
Confidential: Revealed:

Details:

The ?BI provided information regarding a potential IOB

CUMPLAlNANT{ i lTitle: ATTY �* *** C � C
SSNO:

D.O.B.:

Alien No.:

F.B.I.No.: b6

B.O.P.NO.: b7C

D/L No.: b2

Authority: none

b2

matter [200&#39;!  bl
n *&#39;nr:4~*" &#39; **i~~ J;

__ _ , ___ _ _ 7,! Among the responsive records, it was
le . d iii iéwiéiiiii irii if &#39; &#39; � &#39; *7 &#39;arne that two Cfa�baCtlO� contained inlormation outside the scope sought by the National
Security Letter {NSLJ. Upon discovering the error, it was noted the information was never
utilized by the FBI nor included or documented in the case file.

It is the opinion of the Office of the General Counsel

.iE9 PDQ ¥0B:. .¢=

that this matter need not be reported

ALLEGATIONS:&#39; 689 -ld�ldiolation nu l l _ l - &#39;_" m"&#39;_ m _ _&#39;_ jgg"�m__m

Occurrenc : TIME: b7E
CITY State: 2&#39; :19

D1sp@s1TI0N�biTA;C*5:;g;;&t;g;;**M Date: 01/23}§dBv�***}§z4*4* Z Z� Z Z 4

Referred to Agency: FBI Date Sent: 01/23/2007

Patriot Act: N Civil Riohts: M

§@n3j_tj_92,.r :_1; N Whi.S¥�.l¬b1OwE3I.&#39;: N

pproval: POWELL, GLENN G

Q~»
Component: FBI

Component Number: 263-0-U-610

Consolidated Case Number:

Remarks:

Predicatinq material contains classified information that will be maintained in a secure
container within OIG/LNV/HQ.

Olf24/07: Sent to Kaiser/FBI/INSD [dz]

Page 1 of l

DATE: 06-23-2907

FBI INFO.
CLk$SIFIED BY 55l79fdmhXk3£fCak
PEABOH: 1.4 it!
DECLASEIFY DH: Q6�Z3-2032

-



immzmj} FEDERAL BUREAU o|= INVESTIGATION

Precedence: ROUTINE Date: 01/ll/2007

To: General Counsel Attn: NSLB

From: Inspection

Internal Investigations Section, IPU, Room 3041
Contact: CR5�  _____ _____ I

, _ gig .$&#39;.?";MApproved By: Miller David Iafmmt b6 P1 ML INWRMTNN WWAIHED
b7C

as ���a*** 1 eiia HEREIN IS UNCLASSIFIED

Drafted BY� [ H 11°35 b2 r-mm: us-an-200? BY 651?9fDI�1&#39;iiK3R.fR¥T
Case ID #:  U! 278-1-IQ-Cl229736-VIO  Pending!

Title: {U} INTELLIGENCE OVERSIGHT BOARD MATTER

INSD/IIS TRACKING# 2930

ooc/1os# 2007�: b2
Synopsis:  U! To report a potential Intelligence Oversight Board
 IOB! matter to the Office of General Counsel, National Security

Law Branch  NSLB!.

Reference: {U} 278-I-IQ-C1229736»VIO Serial 1709
278�HQ-C1229736~VIO Serial 1913

Details:  U! The Internal Investigations Section  IIS! received
an EC from|:| Division dated 09/22/2006, reporting a possible
IOB error. Based upon a review of the referenced EC it is the
IIS&#39;s opinion the incident described therein is administrative in
nature. Therefore, no internal investigation will be conducted
by the IIS and this matter is being relegated to the NSLB for
whatever action they deem appropriate.

b2
b&#39;:&#39;E

Q0



Freedom of Information
and

Privacy Acts

SUBJECT: NA TIONAL SECURITY LETTERS

FOLDER; Q53; 51- 31- 92!o92qmga L8 a

&#39; 1&9�? Or "4,
§

Federal Bureau of Investigation

�__...4n..,___
O

$4 �if 4%�
J.&#39;l, .¢{
1+ =5

4
��r ��r

�X ,1� 0
11*.§.- OI� 1.� .¢&#39;

I"l

�1



[Rev {II &#39;3f-1003!

b2
b7EI
b6
b&#39;?C

b2
b7E
bl
b6
b7C

S RET

FEDERAL BUREAU O INVESTIGATION ,3 .� 1 i-=-1 .. _

Precedence: ROUTINE Date: 10/03/2006

To: General Counsel Attn: National Security Law Branch
Counterterrorism Law Unit

Room 7975

Inspection Division Internal Investigations
Section {I15}

SS»-l::I
ITOS I, comusix, Teen 3
SSA

ASA
CDC

Counterterrorism

From:

Contact: I" r** o 1 �*r RI1 RHATIUH CONTAINED

Approved By: HEREII-I IS l.I&#39;l-ICLASSIFIIID EXCEPT
weeps snows orrctpmxsz

Drafted By:

- * �W mat: us-30-200?

Case ID #=  U! 278-H -clzzsvztg-510-{&#39;I  @ CLASSIFIED BY 6�5lI?g._;I]l-u{;!P:SRI-spill



sE92¢R,gT b2
_ mt

To: General Counsel Prom;

Re:  U! 278-HQ-C1229736�VIO, 10 03/2006

7 fwj 4w� 7 sslfy On: 7 _�."| W " " �

to e to _ e K es e es  see J

�&#39;1 Details! -bi! As directed in the Inspection Division� EC ds ated

bl 2/10/2005, the following is being reported to the NSLB, CLU, and
tth &#39;b6 o e ID, IIS, as a potentlal IOB matter:

b7C _ _ _ _%UT""""&#39; �""&#39;:}§3 1. Identiflcation of the substantive 1n tves 1gation
in which the questionable activity occurred.

 ss G2. &#39;

 S

PS! 3. Identificatien_9£ the subject&#39;s status.

 .1 ]
£U%~~� ~~~~!$j 4. Controlliegtedministtative requirement.

<s!] o*�? ?:***?"l

seen?
2



bl

U3!

bl

b6
b7C

bl
b7D
b6
b7C

bl

b2
b7E
b6
b7C

bl

bl
b6
b?C

IS! .

� Z..

SEC92RiIT b2
msTo: General Counsel FrOm: :| 7

Re: {U} 27B�HQ-Cl229736-VIO, 10/D3/2006

92?D$*7�"-g�i 5. Error believed comitted.
E! In �   " " ii  W; _;1

4_ _ _ _ identified the §acL_that the
te1ephonelW_ _ W_ 4_ w _ 7 7 77 777 1
reassigned to another customer.f 7 �§as7Eeased
immediately and all appropriate actions were taken pursuant to
FBI policy.

- :!Q3 Synopsis of investigation:
1.5.1.]; a_ _  _ _; __ _ _ _:_ _

_ __£5!L 77 7_,__ _7,, _ 7 77 717 7 _ _ 7: 7

 ml
_,_ ,__ __ _ _

:_ om, W a o _ i&#39;
?

J W [SJ 7 7 777  7 77777: 77* TL

_�_¬�_�|�



SEEQET b2
1 1 I: �V�To; Genera Counse From:

Re: EU! 2&#39;?8�HQ-C1229736-VIO, 10/03/2006

_  0_;  � f 0 g ii
[ 0_  "~  :�  1- 7*  ,_ 0: 01 i

2: I E

W <s01_ _T  �__L,_____0___ __ __ 0 2  0

EEC  U! On 9/27 2006 at approximately 10=30 a.m.,:notified
b2 SSA at ITOS I, CONUS I of the above information.

7.b E Sj....__ _.  on 9 21/2000 an agproximacely 1..cL;_a.0 Q
1,2 - &#39;>. i r r ii i iJ dlscontlnue _ __ _l E0
EZE &#39; &#39; was ever entered] I

{B}; On 10/3/2000, SSA  i f 000* 0_� _ W ,, ij i
b6 and this writer s oke W1P Wb7c < ~� &#39; 1 * �� **e� ~@� *�~ *** ** "

bl 5 _ , H _ _, _ 0 �"" "

Egg r 4W __ _"W __ _ turned
on Eh1s date.

sEsQ�.T
4



SEEQET M
b7ETo: General Counsel From: I:

Re: {U} 278-HQ~C1229736-VIO, 10/03/2006

5:;-ors believed gsommitped.

bl   We __~ i_ Q    j

waenffrstm idengi�z ;,&#39;ed71;3/7 the &#39;fFO| U _ i 7,7 Z

Qqrregtive meggureg

{U!_ In view of the above, SA has e
correc &#39; &#39;

D2

b7 E. _

st-:85?
5



QERET £32
To Ge ral Co ns 1 F mI l&#39;l¬ Ll E I&#39;D 2

Re:  U! 278~HQ~Cl229736-VIO, 10/O3/2006

LEADS:

Set Lead 1:  Action!

GENERAL COUNSEL

AT WASHINGTON DC

 U! It is requested that the above information be reviewed
for a potential IOB violation.

Set Lead 2:  Action!

L&SEECII9E_DIVl§I0E
AT WASHINGTON DC

 U! It is requested that the above information be reviewed
for a potential IOB violation.

Set Lead 3:  Info!

COUNTERTERRORISM

AT WASHINGTON DC

 U! Read and clear.

OQ

.  .. D Q

Sé;aET92
6



uevmommmy

SEéaE¬!/NOFORN
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date:

132 TQ

b7E
b6
b7C Counterterrorism

Attn:

Attn:

Inspection Attn:

From: Office of the General Counsel

12/13/2006

SAC

CDC

ITOS 1, CONUS 1, TEAM 3

IIS

NSLB/CTL " �LEl_Rnam~Q£4d£_ _r

Contact: IUHERE SHOWN OTHERWISE
Approved By: _jhoma§*3oI§é;HEI§K/ �C C

Drafted By: }/_ E C _ /M5�
 U? "&#39;Cas&#39;e""ID #-=----  278�HQ�C1229736-�JIO {Pending}

 U! ---- --&#39;I�.itle--:---  INTELLIGENCE ovsRsIom"br;oARo

DATE: 05-31-200?

CL35$IFIED BY 65l?9IDHHfH3RFRU

PEASUN1 1.4 [c,dj
DECLASSIFY ON: 05-31-2032

 U!~~~Synopsis:" It is the opinion of the Office of the General
Counsel {OG J that this matter must be reported to the
Intelligence Oversight Board {IOB!. OGC will prepare and deliver

MATTER 2 0 OE

the necessary correspondence to the IOB.

 U! Der; -Ill I

Dec1ass&#39; : 213

1U!��Refere�ce1"""¢§: 278-HQ�Cl229736~VIO serial 1?16
Ad-l&#39;liil&#39;li5t1.&#39;aj;i1g&#39;k__ _§_]_l___  _, __,__ 7

bl

s}&Q1&#39;//NOFQRN
one/nou new: . /Q. -
FBHNVESTIGAT I 1�!/1 E C ggc
ouernomnvesnmmo =

ALL IHFOPHKTIUN CONTAINED

HEPEIN IS UHfLA5$IFIED EXLEPT



i  ii

SEC FORNb2
I375 To: �:l From: Office of the General Counsel

Re: 278-HQ�Cl2Z9736�VIO, 12/13/2006

; i;;jff ff   5; i"  ;iif1

__ _ L5!� �_ _ _ Z_ _ Z_ L  ,_,__ W

E; _ ,,_¢.s.|.L , _ i 5 _? Q  if __

me
mu __ _ _ _ _b2 * * "

ms __   S/[NFLJI H __ _ _ _ __ L 7 *_* ,,_

L

rsgggmlf  f  if W? j &#39;iW_:�

s1£ om
2



SECR;E2!�§gORN b2
b7EI

To: Prom: Office of the General Counsel

Re: �;Q�C1229736~VlO, 12/13/2096

bl
b6
b7C

do O   1 7

Pf:  U r at approximately 10:30 a.m.,
b C notified ssa at rros I, cowus I of the above

information. gW4_ N

discontinue &#39; �" -- Q

b6 was ever entered

b7C

b2 c� � ~ ""*"*"

ms 10/3/zoos, SSA: ssh� g  I ,_ 7 1
bl and this writer sgg�e with �~~ eel This

W 92 l I  I g i iii _ i � ��� ___ 7 _ _____ _ &#39; *7�

{S]~- __ turnedF0 CDC � 77 7 7 J I�  T77

{U} The President, by Executive Order 12334, dated
12/O4/1981, established the President&#39;s Intelligence Oversight
Board KPIOBJ. On 09/13/1993, by Executive Order 12863, the
President renamed it the Intelligence Oversight Board {IOB} and
established the Board as a standing committee of the President&#39;s
Foreign Intelligence Advisory Board. Among its responsibilities,
the IOB has been given authority to review the FBI&#39;s practices and
procedures relating to foreign intelligence and foreign
counterintelligence collection.

{U} Section 2.4 of Executive Order 12863 mandates that
Inspectors General and General Counsel of the Intelligence
Community components  in the FBI, the Assistant Director,

SECRET I OFORN .

3



IIi1&#39;i 1"

bl
b2
b7E

SEC FORN b 2
n75To:[::;;::::]From: Office of the General Counsel

Re: 2 �HQ�Cl229736~VIO, 12/13/2006

Inspection Division  INSD!, and the General Counsel, Office of the
General Counsel  OGC!, respectively! report to the IOB
intelligence activities that they have reason to believe may be
unlawful or contrary to Executive Order or Presidential Directive.

This language has been interpreted to mandate the reporting cf
any violation of a provision of The Attorney_General1s Guidelines

f9LlfBIg�ational_Secu;ity_Investigations_and Foreign Intelligence
Collection  NSIGI, effective 10/31/2003, or other guidelines or
regulations approved by the Attorney General in accordance with EO
12333, dated 12/04/1981, if such provision was designed to ensure
the protection of individual rights.

 U! Violations of provisions that merely&#39;are
administrative in nature and not deemed to have been designed to
ensure the protection of individual rights are generally not
reported to the IOB. The FBI Inspection Division is required,
however, to maintain records of such administrative violations for

three years so that the Counsel to the IOB may review them upon
request. The determination as to whether a matter is

"administrative in nature" must be made by OGC. Therefore, such
administrative violations must be reported as potential IOB
matters.

[ B1 mt:u.ss.1.rra.1-_tasT _ _ if i
Consequently, although unintentional, unautnorize interception of
presumed U.S. persons occurred. This incident must be reported to
the IOB. In accordance with the reporting requirements of Section
2.4 of Executive Order 12863, OGC will prepare a cover letter and
a memorandum to report this matter to the IOB.

,__isu�;_ j" i  it Q� W  3&#39; �L,

SECRET/ RN

4



. SECRET/ RN

E�g To: [;;;:;;] From: Dffice of t e General Counsel
Re: ~ ~Cl229736~VIO, l2fl3/2006

LEAD s!:

Set Lead 1:  Info!

b2

b7E

 U!  should ensure that all inadvertently
captured information is collected, sequestered, sealed, and
delivered to the FBIHQ subs n iv &#39; e submitted to OIPR

for appropriate disposition

bl

Set Lead 2:  Info!

COUNTERTERRORISM

AT MASHINGTON, D;Cr

 U! The FBIHQ substantive unit should ensure that all

inadvertently captured information is collected, sequeste

sealedj ii? deliyered to OIPR for appropriate dispositio
Set Lead 3:  Action!

INSPECTION

AT Wg§�I§G[Q§, D.C.

 U! For action deemed appropriate.

CC!

bi i
b7c l rary

O6

SECRET! om:

5
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December 13, 2006

BY COURIER

Mr. Stephen Friedman
Chairman

Intelligence Oversight Board
ROOF� 50209 DECLASSIFIED BY -s5n9xn1�1:1<$R,*R11I
New Executive Office Building gmggqgqqm
725 17� Street, Northwest
Washington, D.C.

Dear Mr. Friedman:

Enclosed for your information is a self-explanatory
memorandum entitled �Intelligence Oversight Board Matter

b2 200":|:|"  U!

The memorandum sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our
Internal Investigations Section, Inspection Division, for a
determination of whether any administrative action is warranted.
{U}

Enclosure

ff." I �;_ "3l � 278�HQ�Cl229736-VIO" KJQ-92

UN IFIED

DETACH
C IFIED ENC E

Der rom
Declas &#39; . 311213

S ET



Mr. Stephen Friedman

>@~

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience.  U!

Sincerely,

Julie F. Thomas

Deputy General Counsel

1 - The Honorable Alberto R. Gonzales

Attorney General
U.S. Department of Justice
Room Slll

1 - Mr. James Baker

Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice _
Room 6150

@*<



b2
b7E

_

sl§.C>q{T
INTELLIGE � IGHT BOARD  IOB! MATTER

FIELD " b2

IOB MATTER 2007  U!

 s

bl

b2

b?E

w:~M-~~W- ���"&#39;{k§ The overcollection was a violation of The Attgrnex
Gene 1&#39; G &#39;d 1&#39; &#39; &#39;ra s _p1 e lD¬S for FBI NQLIOBE1 Segul _y IPVGSELQQEIOBS and_ _ ____ _ _ , ___� 1t . _ &#39;__;&#39;
E9;eigg_Inte1ligence CQlIegtion. Thus, the matter is being
reported to the IOB.

DETE: 05-31-2001

CLA$3IFIED BY GEIFSKDHHKBRJRU

REASUN: 1.4  :1

DECLASSIFY on: 05-s1~2n32

ALL INFORMATION CONTAINED

HREIM IS UHCLA3SIFIED EXCEPT

UHRE EHUUN OTHRUI3E

Derive : G-3

Dec 1 y on: 2 13

e�

S%ET



i 7 i i � _

1Re92= �1-ll-2003]

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: Ol/11/3997

To: General Counsel Attn: NSLB

From: Inspection
Internal Investigations Section, IPU, Room 3041

Contact: CRQ J[35 . e i -;- V * �~ " ~ r � �

b?c 1 T ALL INFORMATION CBNTAINEDb2 Approved BY: Miller David I8i&#39;17!u_;_�2l-J " 1-][p£1;q 15; l_]&#39;g|;]_,A3511=&#39;I]g;];|
E , _i i� _&#39; Hi is is W DATE 0.5-30-200? E�-�f 65l&#39;?9,*�I>I�-Ir�P&#39;.}E1R_fP-B]

Drafted By:� *1
Case ID #: {U1 278-HQ-C1229736~VIO  Pending!

Title: [U] INTELLIGENCE OVERSIGHT BOARD MATTER

msn/11s TRACKING 3128 b2

occ/IoB# 2007

Synopsis:  U! To report a potential Intelligence Oversight Board
 IOB! matter to the Office of General Counsel, National Security

Law Branch  NSLB!.

Reference: {U} 278-HQ-Cl229736~VIO Serial 1716

b2 27e|;§7s104 Serial 42:3
WE 2"2a~ ~Cl229736-V10 Serial 1931

Details: Internal Investigations Section  I15! received
an EC frcm1EiEjEEf]Division dated 10/03/2006, reporting a possible
IOB error. Based upon a review of the referenced EC it is the
IIS�s opinion the incident described therein is indicative of a
performance issue. Therefore, no internal investigation will be
conducted by the IIS and this matter is being relegated to the
NSLB for whatever action they deem appropriate.

Q9

i_"



 Rev.0I-3|&#39;2003! 5*�; E

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/1?�/200?
b2

ME -1&#39;o;  Attn: SAC  Personal Attention}

From: Inspection _
Internal Inves ioations section, IPDI ROBE 3941

Contact: css W if W pi |
. . I <~§Iz ICC nttlissltitn BY 65l"9/DHfKSR&#39;RU

Approved By: Miller David Ian  on U5_3U_2Um &#39; I
__ ___  I ____

Drafted By: [i " � I" b6
Case ID #:  U! 263-HQ-0-U - 635  Pending! b7c

b2

Title:  U! INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKING# 3128
occ/1oB# 20011:] bi�

Synopsis:  U! To advise that captioned reporting of potential
Intelligence Oversight Board  IOB! violation has been reviewed by
the Internal Investigations Section  IIS!, and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

&#39;  U! Derived -

fy On

Enc1osure s!: {U} 278-HQ�Cl229736�VIO Serial 1716

Reference: {U} 278-HQ�Cl229736-VIO Serial 1716
&#39; 2*/e|::|-"r6104 Serial 428

b2 278-HQ-C1229736�VIO Serial 1931
b7E

Details:  U! Upon review of[:::::;]Division�s captioned report
of a potential IOB violation, IIS id not find the matter
indicative of willful misconduct. IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

 U! IIS views this matter as a possible performance
related issue with respect to the employee and respective
supervisor. Therefore, appropriate action relative to this
matter is left to the discretion of the division. IIS recognizes
and appreciates that this matter was brought to our attention as
required by the revisions mandated by National Security Law
Branch/OGC EC, dated 11/16/2006 [278�HQ-Cl229736, serial 2570}.

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.

§¢ &#39;

/20320111



__,-=12 U.S. Departmt of Justice
R ._.92 .;

Ol�ce of the Inspector General

&#39;l&#39;92l�u.92&#39;tu-&#39;|_t,=trm_ D C I�H_�_t�U

DATE: January 25, 200&#39;?

T0: Kenneth W. Kaiser

A§8i$i=lIt1DiI&#39;9¢i°P ALL FBI It-Iroantrton cotrntttteo

Inspection Division ttenmm Is uztcrutsszmzo H _
Federal Bureau oflnvestigation �TE °5&#39;3°�2um BY &#39;55n9"D"H�P�sR"Rw

FROM: Glenn G. Powell

Special Agent in Charge
Investigations Division

SUBJECT: OIG Co 7002556

b6 b2 S}1_§i@9t= ._ , _
b7C WE Division

FBI No. 263-0-U-635

CMS No. 3I23

- We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency&#39;s policy

and regulations. A copy of your �ndings andfor �nal action is not required by the
DIG.

|:| This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your �nal report on this matter.

�:| This complaint will be investigated by the OIG.

IMPORTANT NOTICE

Identifying information may have been redacted from the attached DIG Reportfllelerral pursuant to § 7 ofthe
IC Act or because an individual has  8! requested con�dentiality or  bl expressed a fear of reprisal. lI&#39;}&#39;ou
believe that it is necessary that redacted information be made available to your Agency. you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a

right to have access to an  JIC Reporttketerml or to the identities of complainants or witnesses. anti that. in all

cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act.

Attachment



i i W _-I____-_-_---___�_-I�IIIIIIIII�II----I--_I----_

b2
b?E

GIG - INVESTIGATIONS DIVISION - Complaint Form OIG N0. 689-2007�U02556�M

RECQLVEG By: , _, _ 4_ 4W4__ Date Receiveo: 12/22/2005 How Received; A
,  _%_ o" TI7�|=F&#39; 4:?

Title:

Component: FBI

SSA Pay Plan

EOD Date
Misc: * **&#39;~"** r r &#39; � " *�&#39;

Home:

Phone;

WOIK:

Phone:

l} - ZIP

1 1

�02! ZIP

SSNO:

D.O.B-:

Alien No.:

F.B.I.NO.:

B O.P.No.= b6

D/L No.1 b7C

Offenses; 689 b3

COMPLAINANT:

Title:

Component: FBI

MlSC:~

ssa Pay Plan

coo Date

Home4
Phone: i} ZIP.

WOIKJ , ,

Contioential: Revealed

D¬C6l 18:

SSNO:

D.O.B.:

Alien No.=

F.B.I.NO.:

B.O.P.NO.:

D/L No.:

Authority: none

b2

i The FBI provided information regarding a potential IOB matter £20075
b21 bl

,___ _ _ _ W: :_ :_ _ _ _ ~:_ 1e*@ImLueQJ_ 4__ _ 4:_, _,_ _ _lol_,;, ii �disconnected b?E
Q1 Juae ceased immediatelyi

_FBI/OGC determined that this matter must be reported to the IOB.
ALLEGATIONS: 6&9 IOB violation H u &#39; H� u &#39;__mH _

Occurrence Date; 09/27/2995 Tlmg: b,V P ~  P ~  er e e eff: e ~ � T ii ~ er if 6-,
CITY� &#39;| _ _ 7 W 7 _l b7E Zip:
DISPOSITION DATA: Disposition: M mete; 413/33/3905f74i;pproval: powett, GLENN o

..1�1-/

.92

Referred to Agency: FBI Date Sent: 01/24/2007 component; F31

Patriot A¢t= N Civil Richie: N Component Number: 263-0-u-635

Sens1t1ve= N Whistleblvweri N Consolidated Case Number:

Remarks:

Predicating material contains classified information which will be maintained in a secure
container at OIG/INV. {stpl

1/25/0?; Sent to Kaiser/FBI. {stp}

DATE: OS�3U�200?

FBI INFO.

CLASSIFIED BY 65l?9fDH£K3RfRW

REASON: 1.4  cl
DECLASSIFY ON: 05-30-2032

Page 1 or 1 Printed 01/24/2007 3:26:11
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b2
b7E
b6
b7C

bl
b6
b7C
b2

S ET

FTEIJIEFIIKL.I3lJFilEl92ll lIl92IlE$FT1�IIT1 JlI

Precedence: ROUTINE Date: 09/07/2006

To: Inspection Attn: IIS, Room 11861
ral Counsel Attn: NSLB, Room 7975

Attn: CDC

Contact: SA __ _ _ _ ___W_  ;nJ
_ _ 4, W _, __ W __4; " � 4� 4� KEY UPHATIUN CBNTAIMED

HEREIN Is UNCLASSIFIED EXCEPT

mun: saowu UTHRUISE

From:

Approved By:

Drafted By:

Césé�ID"#:��@$  278-HQ�Cl2i§736;Vi07_%rF@}�;
Title:  U! SA E�c

ss
INTELLIGENCE ovsns HT BOARD �05!

Synopsie::MQ To report possible IOB error.

"""�" ----------- ~!£j Der Fro . G-3
Dec y &#39; K1

Details:

ERROR

DATE: 05-31-200?

CLASSIFIED BY 65l?9!DH�fH5RfRU

REAEON1 1.4 iC,d]

DEELASSIFY UN: 05-31-2032

{S} 1.



SEBQET b2

To: Ins ection From:  ] mg
W*&#39; Re ""IBiP 278-HQ-C1229736-V10, O9 07 2006

b7D

&Q This NSL was served odiijj which s ue tl b2
provided toll records for this telephone number to b7E

£5! theéresults of the NSL to

QR!� i i T _aa___ i _;i _,__ _ _]p1visipn received the b1
captioned NSL toll recordsliiui Vi; _1:W_ _ __p_ , _|Upon initial b6
review of the first-page of the toll record documents, SAI I b7C
determined that the subscriber was not that of the Captioned b2

is! � ctland subseguentiy determined that the records were for b7E
_ __ i i _ _ _ _ which was the number re uested but

b7D

 SJ ,.* Z 77* i 1 17* v b en re uesteq[::�::::::i]
In review of both the NSL requesting EC and the NSL b7DLett-e&#39;r[  | it was determined that the correct number was listed bl

within the body of the requesting EC, but had been incorrectly
annotated in t ure&#39; paragraph of the requesting EC, and on

.._t.he .NSL- Letter
:}Qi This FD-962 serves as a record he information b7D

is!__contained wi_hin the NSL toll records-provided ere not bl
reviewed nor analyzed, no information from these records was b2
recorded or indexed in any database, and that the t_:o11_ record �J75
information was not uploadedl IF ,1 * Z T  *7 Z" " Q� "1daBabaS@- T�; ii: T i: �f 11�� Z � *

>6 Per instruction from the CDC,�
�! .Di?~�i§_i_9"~ on O9/0?/1 estr@r@da11theo�i�nal �ab b6

toll records&#39;provide tpté, T;f;_ __ ___ _ _ i*_ i;i_� _ " f*_ ;�;j bqc
This process was witnessed by SA[::]T This EC also certifies that b?D
no other copies of these records were produced nor maintained. bl

SEC

2
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S RET
� b2

Tc» S ection Prom [Iii W
 U! &#39;� Re   .�r " 27B�HQ-C1229736-VIO 09/07/2006

LEAD s!:

Set Lead 1:  Action!

INSPECTION

AT WASHINGTON, DC

 U! For action deemed appropriate.

Set Lead 2:  Action!

GENERAL COUNSEL

AT WA SHINGTON DC

 U! For action deemed appropriate.

§§

SEC%92
3
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55%�
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 12/11/2006

�Io:  Ttn: SAC  it it]
AS

ss t _ __ is is

b2 s ib7E Counterterrorism Attn: AD H l_ _m� W
b6

._b7c Inspection Attn: Internal Investi &#39;ve Section

From: Office of the General Counsel

NSLB/CTLU II/ - � _ e

Contact: AGCI i _ 1
Approved By: Thomas Julie F� ALL INF&#39;EIP]&#39;-LMTIEIN CONTAINED

:% / &#39; HREIN I5 UNCLASBIFIED EXCEPT! d<?�/1:>a; HHIRE SHOWN UTHRNISE
Drafted By:

�IT-7?" Case�-ID-#:-->.QW278-HQ-C1229736-VIO-* 14:4  Pending!
DATE: 05-30-200?

guy Title: >9-Q INTELLIGENCE OVERSIGHT sonar: msszntn BY ssivsznrmmsn/Rm
b2MATTER 2007:] PE2+$-UN: 1.4 {cl

DECLA3SIFY ON: 05-30-2032

{U}-~m~ Synopsis:"�;P§1 It is the opinion of the Office of the General
Counsel  OGC! that this matter must be reported to the
Intelligence Oversight Board {IOB!. OGC will prepare and
deliver the necessary correspondence to the IOB.

 U! Der; o -3

Reference:  S!iU!.Hh mqWMW.m"l _ nwllidgp�é &#39;l1;rfg=1Itr=CI?QI1¥�TI1I&#39;I1T3E5&#39;1§9¢seI {I7 érq
mi� ..........____.Detai1s  &#39; ommunication EC d

09/07/2006, h Field Office
requested that OGC review the facts of the cap ione matter
and determine whether it warrants reporting to the IOB. In
our opinion, it does. Our analysis follows. b2

 U1    L I *7  lprepared and
approved a Nationalsecurity Letter YYQSI.-� seeking subscriber

sslyéir
�b6 �ti&#39;15i�£

E92&#39;fb7C;"&#39;92"_&#39;L_
FB92 INVESTIG " &#39; _
092GIDOJ lN&#39;+lESTlGAT920N&#39;

b7E



seg�ér
b2
b7E To; From: Office of the General Counsel

Re: 27B�HQ�Cl229736�VIO, 12/ll/2006

 U! information and telephone toll records of a certain telephone
number. Due to a typographical error, the telephone number on
the NSL was erroneously transcribed.� On 08/31/2006, the
telephone records were opened and it was determined that they
were not the target&#39;s records. The correct telephone number
was listed within the body of the requesting EC, but it had
been incorrectly annotated in the "Enclosure" paragraqt:ff:The b2
re uestin EC, and on the NSL letter to the provider. b7E

did not review or analyze the records submitted by b7D
in response to the NSL, and no information from those

records was recorded or indexed in any database.

{U} The President, by Executive Order 12334, dated
12/04f19B1, established the President&#39;s Intelligence Oversight
Board  PIOB}. On 09/13/1993, by Executive Order 12863, the
President renamed it the Intelligence Oversight Board  IOB!
and established the Board as a standing committee of the
President&#39;s Foreign Intelligence Advisory Board. Among its
responsibilities, the IOB has been given authority to review
the FBI&#39;s practices and procedures relating to foreign
intelligence and foreign counterintelligence collection.

{U} Section 2.4 of Executive Order 12863 mandates

that Inspectors General and General Counsel of the
Intelligence Community components  in the FBI, the Assistant
Director, Inspection Division  INSD}, and the General Counsel,
Office of the General Counsel {OGC!, respectively} report to
the IOB intelligence activities that they have reason to
believe may be unlawful or contrary to Executive Order or
Presidential Directive. This language has been interpreted to
mandate the reporting of any violation of a provision of Qhg
gttorney Genera1&#39;s Guidelines_for FBI Natigna1_5ecurity
Investigations and Foreign lBL§lLi§§n¢@e§Ollectiob iusrcl.
effective 10/31/2003, or other guidelines or regulations
approved by the Attorney General in accordance with BO 12333,
dated 12/04/1981. if such provision was designed to ensure the
protection of individual rights.

_ _  U! Violations of provisions that merely are
administrative in nature and not deemed to have been designed
to ensure the protection of individual rights are generally

&#39;  U! In order to avoid any further dissemination of this
incorrect telephone number, the number is not being listed in
this document.

ssdhqi
2



SECRET

To:  l From; Office of the General Counsel
Re: 278�HQ-Cl229736�VIO, 12/11/2005

not reported to the IOB. The FBI Inspection Division is _
required, however, to maintain records of such administrative
violations for three years so that the Counsel to the IOB may
review them upon request. The determination as to whether a
matter is "administrative in nature" must be made by OGC.
Therefore, such administrative violations must be reported as
potential IOB matters.

--- -- ":>d§i NSLs
that allows the FBI

information without

are a specific type of investigative tool
to obtain certain limited types of
court intervention: {1} telephone and

email communication records from telephone companies and
internet service providers {Electronic Communications Privacy
Act, 18 U.S.C. § 2709!; �! records of financial institutions
 which is very broadly defined} {Right to Financial Privacy

Act, 12 U.S.C.§ 3414 a!�] A!}; {3} a list of financial

institutions and consumer identifying information from a
credit reporting company  Fair Credit Reporting Act, 15
U.S.C.§§ 16B1u a} and  bl!; and �! full credit report in an
international terrorism case [Fair Credit Reporting Act, 15
U.S.C. § l681v]. NSLs may be issued in conformity with
statutory requirements, including 18 U.S.C. § 2709. NSIG,
section V.12.

&#39;�" &#39;"���>%s In this situation, due to the incorrect nunber
stated in the NSL, the FBI received telephone toll billing
records pertaining to a telephone number that was neither
under investigation nor related to an investigation.
Therefore, the information was improperly collected, although
unintentionally so, in violation of the NSIG and ECPA.

 U! Here, the target&#39;s rights were not violated
because he was not the subject of the improperly collected
information. It is unknown whether the erroneous information

received pertained to a United States Person, inasmuch as
there has been no review of the information. Nonetheless,
based upon the fact that information which may be about a USP
was improperly, although inadvertently, collected, and in
accordance with the reporting requirements of Section 2.4 of
Executive Order 12863, OGC will prepare a cover letter and a
memorandum to report this matter to the IOB.

SECRET

3
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SECRET

To; |  From: Office of the General Counsel
Re: 27B�HQ~Cl229736�VIO, 12/11/2006

b2

bTE�.

LEAD B!:

Set Lead 1:  Action!

INSPECTION

AT WASHINGTON, DC

 U! For action deemed appropriate.

Set Lead 2:  Information!

COUNTERINTELLIGENQQ

AT WASHINGTON, DC

 U! For information.

Set Lead 3:  Information!

b2

7 *_ 7 - b7E�.
" * 1~� * 1-~ b7D

is} I __ _ 4_ _W;__ i Office should contact[:;::::] bl
and ask whether the improperly or unintentionally acquire
information should be returned or destroyed with appropriate
documentation to the file.

cc: Ms. Thomas
b6

b7C IOB Iigrary
Q0

SECRET

4



December 11. 2006

BY COURIER

Mr. Stephen Friedman
Chairman

Intelligence Oversight Board
P-OOYTI 50209 DECLJLSSIFIED av ssiia/n1~11m-:sR,*Rm
New Executive Office Building g�nyqyqgm
725 17� Street, Northwest

Washington, D.C.

Dear Mr. Friedman:

Enclosed for your information is a self-explanatory

mem%E?fffF entitled �Intelligence Oversight Board Matter b2
200 �  U!

The memorandum sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations andXor
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our
Internal Investigations Section, Inspection Division, for a
determination of whether any administrative action is warranted.
 U!

Enclosure

1 - 278�HQ-Cl229736-VIO = �,,

UN IFIED

DETACH

IFIED ENCL

Deri - r . G 3

De ify . X1

@R¬
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WK

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience.  U!

Mr. Stephen Friedman

Sincerely,

Julie P. Thomas

Deputy General Counsel

1 - The Honorable Alberto R. Gonzales

Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James Baker

Counsel, Office of Intelligence Policy and Review
National Security Division
U.S. Department of Justice
ROOm 6150

EH4
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S RET

INTELLIGENCE OVERSIGHT BOARD {I08} MATTER
SAN FRANCISCO FI &#39; "FICE b2

IOB MATTER 200 U!

_. - Q� The Federal Bureau of Investiqatiop4_"FEI1L has
ducting a| i _:__ i 4� iwV" I _ __ Ithe FBI im ro erl used aNajumu�.SecuriL_� P P Y Y

Letter  N§L!to obtain subscriber information and telephone toll
billing records on a telephone number which was not related to
the investigation. The overcollection was due to a_mistake in

 S!--.. t L - as; as as s as

_ � o T e orn 2

lGeneraf*sTGuidelines�lor PET NationaliSeQurity,Investigations_and
F-r i n � i &#39; L &#39;

I151" a a 7

u¬�Ta�Nat1onal seearaty Letter" NSLY7pursuant*to
the Electronic Communications Privacy Act, 18 U.S.C. § 2709, to a
telephone carrier for the telephone subscriber and toll billing
records of a telephone number intended to be identified as that
of the target. Instead, one of the numbers within the telephone
number was incorrectly written; thus, the information returned
from the carrier was subscriber information and the telephone
toll billing records of a wholly unrelated telephone number. The
error was discovered upon receipt of the information, and the
records were not reviewed

Deri -

sify on
SECRET

nor used for any investigative purpose. Despite the inadvertent
nature of the mistake, the fact remains that information was
improperly collected on a telephone number unrelated to an
investigation. Thus, the matter is being reported to the IOB.

ALL IHFDRI-LKTION CIIINTAII-l&#39;ED " DATE: |J5_3Q_2f_]|:|&#39;]
HEREIN I5 UNCL15$5IFIED EXCEPT |:LA55I]=&#39;IED BY 55]_&#39;j:9;|§|}|]-L.<&#39;K$R,&#39;R{,]
IJHEPE SHUBIN ElTi&#39;IER&#39;aJI3E P5350�; L4 {.33

DECLASSIFY Elli: 05-30-3032

Q1    ll T IQ    ll,

* j SEC92R{l�

_

bl
b6
b7C
b2
b7E

bl
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/ll/2007

To: General Counsel Attn: NSLB

From: Inspection
Internal Inve

&#39; 4 &#39; 41

Contact: CRS

b6we Approved By: Miller David IarrDWJ[<P�  ALL II-IFEJPIULTIUI-I EUNTAII-IEII
b2 � *� *�e~ "�* i &#39; nrnrrm 15 UNCLASSIFIED

Drafted By, mu�: 05-30-200? BY s5n9;n1n~1:1<sa;Rm

Case ID #:  U! 278�HQ-C1229736~VIO  Pending!

Title:  U! INTELLIGENCE OVERSIGHT BOARD MATTER

INSD/IIS TRACKING 3135

OGC/IOB# 2007 bg

Synopsis: {U} To report a potential Intelligence Oversight Board
{IOB! matter to the Office of General Counsel, National Security

Law Branch  NSLB}.

Reference:  U! 278�HQ~Cl229736-VIO Serial 1757

278~HQ�C1229736�VIO Serial 1914

Details: 1 Investigations Section EIIS! receivedan EC Ero Divisior1 dated 09/07/2006, reporting a
b2 possible IOB error. Based upon a review of the referenced EC it
b7E is the IIS&#39;s opinion the incident described therein is indicative

of a performance issue. Therefore, no internal investigation
will be conducted by the IIS and this matter is being relegated
to the NSLB for whatever action they deem appropriate.

Q6
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§§Eas¢2Z§@32o111

b2
b7E
b6
b7C

b2
b&#39;!&#39;EI

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/17/2097

Attn SAC {Personal Attention!

From: Inspection
Internal Inve

&#39; � &#39; 41

Contact: CRS _ 7_ jwj iwi if H

Approved By: Miller David Ian  EIEELASSIFIED BY 5Sl?9,¥DI1]~I_£!-ISRIRIJ
_;; ,l _-__ _,. __. t_ __ on 05-30-zoo?

Drafted By: [ _ &#39;
Case ID #=  U! 263-HQ-O�U - 537  Pending!

INTELLIGENCE OVERSIGHT BOARD MATTER

INSD/IIS TRAC *5

occ/1oB# 2007 D2

synopsis:  U! To advise that captioned reporting of potential
Intelligence Oversight Board [IOB! violation has been reviewed by
the Internal Investigations Section  IIS!, and is not considered
willful misconduct. This matter is returned to the field for

corrective action as appropriate. Case closed at IIS.

Title:  U!

I u M����""ES< Eerivedelrgg :_:Q;3~ E

Esslassaey~oa=**2eaanii1___

Enclosure s}:  U! 278-HQ-C1229736-VIO Serial 1757

Reference: {U} 278�HQ�C1229736-VIO Serial 1757

27B�HQ-Cl229736-VIO Serial 1914

Details:  U! U on review of  ivision&#39;s ca tionedP P
report of a potential IOB violation, IIS did not find the matter
indicative of willful misconduct. IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

 U! IIS views this matter as a possible performance
related issue with respect to the employee and respective
supervisor. Therefore, appropriate action relative to this
matter is left to the discretion of the division. IIS recognizes
and appreciates that this matter was brought to our attention as
required by the revisions mandated by National Security Law
Branch/OGC EC, dated 11/16/2006 �78-HQ-Cl229736, serial 2570!.

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.

$0
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OIG ~ INVESTIGATIONS DIVISION - COmpl6l�t Form DIG NO.� |6B9�2UD7�UU2546�M
Received By;� � Date Received; 12/21/2005 How Received: A

Title: S Pay Plan: D O.B.=

Component; FBI BOD DaCE&#39;:; Allen 140.:
|~I|;|_5¢: �~ W�t _ K " "W", �t F.B.I.NO.:

Home;� I B O.P.No.=
PhQnE; :1 ZIP; D/L No.1

work; , , Offenses: 689

Phone: [202 ZIP:

SUBJECT: SSNO:

Title: S Pay Plan 92 D.O.B.=
Component: FBI BOD Date: Allen No.:
M156: " 1* i � 7 F.B.I.No.:

Home: E!.O.P.No.: b6

Phone: 11 - r �W ZIP: I D/L No.: WC
work: , I Offenses: 689 b2
Pnone: [202] ZIP�

COMPLAINANT: 55NO;

Tltl�: ATTY Pay Plan: t>.o.s.=

Component: FBI EOD Date: Alien No.=

M1SC=[r"* e~e~ &#39; &#39;**&#39; ~ &#39;* F.B.1.No.:
Home: Ar _ W ] B.0 P.No..Phone: :1 - J� ZIP:  D/L No.:
WOTK: , ,

Contident
ZIP

lal;   NOD12

DGC&llS:

The FBI provided information regarding a potential IOB matter �00?[:;;::]
On 7/31/06. prepared an NSL seeking subscriber information and telephone toll
records. Due to a typographical error, the telephone number on the NSL was erroneously
transcribed; therefore, the telecommunications carrier provided records not associated with
the subject of the investigation. b2

b7E
FBI/OGC determined that this matter does not have to be reported to the IOB.

ALLEGATIONS: 699 I0 Vlolatlon  _&#39; _ &#39;_�_&#39;"""_"

Occurr Z995 W_ 1;mp� _

CITY : Zip;E 777 L7 7 _ if __  .. .. ._____. __...____.   __ . ....._....____. ____._..._
DISPOSITION DATA: Disposition: M Date: 12/21/2°96 Approval: POWELL, GLENN G

"-1"
Referred to Agency: re: Date Sent: 01/29/2001 Component=S b2
Patriot �Ct: N CiVil Ri"ht5= N Component Number: 263-0-U-637

SE�SlLlVE: N Whi�tlebloworr N Consolidated Case Number:

ALL FBI INFORMATION CONTAINED

HEREIN IS UNCLA5$IFIED

DATE 06-24-2007 BY 65l?9/dmh/ksrfcak

Page 1 or 2 Pnmec, o1,&#39;29,I2001 2=s0=41



b2om - .IN�v&#39;ES&#39;l�IGA&#39;I�IONS DIVISION - Complaint Form 01c z~10.l I6*39�2°°"-&#39;-002646-M
Remarks: -

1/29/07; Predicating material contains classified information which will be maintained in

a secure container at OIGXINV.  sup!

1,-�B0/0&#39;?-. Sent to Kaiser/FBI.  slip!

Page 1� ul� 2 printed 01/29/200&#39;; 2150;-21



F&#39;D"JU2  �Rm-&#39;. U3-21-2UUf~&#39;I

b6
b&#39;FC
b2

b7E;

 U3 -

 U3

 U1

 U1 " &#39;

b7D
b2

b7C.
bl

b7E
b6

SEC92ET//20311017
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 10/17/2006

o: Inspection Attn: IIS, Room 11861
General Counsel Attn: NSLB, Room 7975

rom:92 __ We _ ll _ I
Contact: SA

d B 1>.m:= 05-30-200? _
Appmve Y CLASSIFIED BY s.s11s;&#39;mnm=.snmw

PEASUN: 1.-1  cl "&#39;

Drafted BY� DECLASSII-�Y ma; as-30-2032

Case ID""#&#39;:&#39; -- ! 2784-IQ-Cl229736-VIO&#39; /&#39;
ALI. INFORIIBTIMI CIJNTAINEDTitle;  U! 5  HEREIN 15 waisslaa 1-:><cr1=&#39;r

A/533; MI-LEPJ: �BHIIIDJI-I EITI-IERT|II�:E

INTELLIGENCE OVERSIGHT BOARD  IOB! ERROR

&#39; �Synopsis: 9%! To report possible IOB error.
nerii-ears-1-em~+lE_aI G3 lscneaaairfiév

Declassijgrl�ne #U�
Details:

sbl 1. !b6
b"7C

3. Possible IOB Error:

bl  S!, l
4. Descrligtion  IOBWError  including arqilreporzting delays}.

C!/Q The IOB error falls under "Improper NSL Collection".
 s] ivision had requested via an�a_Ep_;oved_NSL  serial A38! from

iii the following _i_n_�ormaj:ion.

PS!  Division received one packet of results
Upon oa ing of the information for one target number into

telephone applications as tasked FA �
information pertaining to an additional number. FA only loaded

_ £5; M/pf/}{Q_ 9%//20311017
@~zi+i/ii i r



 U1

b6
b&#39;?C

b6
b7C
b2
b7!-3
bl
b&#39;!D

. ssegimg/20311017 hr
b7C

To: Ins ection From:  _W_;_ __
Re:  2&#39;?8�I-IQ-C1229736-VIO, 10/17;�2006
the information for the requested telephone F d &#39; dviseS  of the additional information SA co let d. mp e an

elec ronic communication  EC! on OQXO7/2006, stating additional
records were received that were beyond the scope of the request. The
unrelated records were not uploaded and were destroyed. It should be
noted the additional number information was within the time period

requested.

_  contacted and spoke
with _�WH stated the two not

related }U 3UY.WaY and it was.simp.. . L ~ ke on art to
ee�d th &#39; &#39; &#39; &#39; " � "

_advised ___4_ "Wm_ _ W



ss T//20311017 b6
_ b7C

1"? QZQ§$�e§?E�?EQ-§§§"§;»m_v1@, 1
LEAD s!: _

Set Lead 1:  Action!

INSPECTION

AT WASHINGTON, DC

 U! For action deemed appropriate.

Set Lead 2:  Action!

GENERAL COUNSEL .

AT WASHINGTON, DC

 U! For action deemed appropriate.

0+

sEo§n{//20311011
3



b2
bur sen

To: From: General Counsel

 U! -~Re: 278~HQ-c1229736�vIO, li!28X2006

i   1
S e ved one package of results� _W __ l_b2 i PA loaded the recordsf f ______4_W ,__|

big and discovered information pertainingwto an additional
b2 telephone number. The NSL did not request the_toll billing1:-1C

bl {Slug if i if i _ __ F didb7D , l__ _ __ , ~ W

not�Ioad�these additional records _
b6 U .lM .Miii . . I I ub7C t ! FCi! A E::::] notified SA who documented the
be incident in an electronic communication dated $eptember 7 2006.
b7E The unrelated telephone records were not uploaded [::::::jand

have been destroyed.�

$8! A/sar::::1 October iib6 �! 2006 and advised~theF;gj;Lhg;3dgi£;2nal~telephone~records;[::::1
we H� advised A/SSA  g _ me.., re

ot tn flbl n "� . -0 ow .e.reques i_ __ ,W_ _ . nd
bugs} ----that made a mistake when they provided that information.

lU1�� &#39;��&#39;""""m&#39;:!!&#39; As required by Executive Order  E O.! 12863
 Sept. 13, 19&#39;3! and Section 2~56 of the National Foreign
Intelligence Program Manual {NFlPMJ, OGC was tasked to determine
whether the errors described here are matters that should be

reported to the IOB. We believe that the reported activity does
not require IOB notification.

 U! Section 2.4 of E.O. 12863 mandates that the heads

of Intelligence Community components report all information to
the IOB that it deems necessary to carry out its
responsibilities. That section requires Inspectors General and
General Counsel of the Intelligence Community to report
"intelligence activities that they have reason to believe may be
unlawful or contrary to Executive order or Presidential
directive." This language has been interpreted to mandate the
reporting of any violation of guidelines or regulations approved
by the Attorney General, in accordance with E.O. 12333, if such
provision was designed in full or in part to protect the
individual rights of a United States person. This includes

�{LES! In the future, possible overcollections under NSLs
should be sequestered with the CDC until adjudication of the
potential IOB. .

sedir
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bl

b2

b?s§]
bl

b7D

 U3 -
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bl

I131 &#39;

sacrum� b2

b7B
Ts: From: General Counsel
r-92 �W
neT&#39; 2?8�HQ�Cl229?36~VIO, ll/a8/2006

violations of agency procedures issued under E.O. 12333, unless
they involve purely administrative matters.2 For the FBI, OGC
submits reports to the 105.3� Z _W_ _ 1,, __ _

I id &#39;7  _:_ ii   cl

NSIG

. o H �- . . identifies as

reportable to the IOB unauthorized investigations, the use of
unlawful methods and techniques, exceeding the authorized scope
of permitted activities, and failing to adhere to minimization
requirements.�

I21 In this instance, sought info � �
-- &#39; phone number associated with thet?ii�fE::::]a
[�15l5143Ff;;....H _ iand obt &#39; &#39; tion beyond the scope ofthe request due to an errorEiiff:i?ffiTj5 The NSL was property

"mMm*&#39;:}¬3 gee EC from Inspection Division to All Divisions:
Title: Revised Procedures for the Submission of Reports of
Potential Intelligence Oversight Board {IOB} Matters, Case ID #
66?-HQ-A1247863 Serial 172 at 5-6 {2/10/20051. The FBI is required
to maintain for three years records of administrative violations,

for possible review by the Counsel to the IOB, together with a copy
of the opinion concerning the basis for the determination that IOB
notification was not required. lg; at 6.

� Q� See also id. at 5, identifying reportable matters as
including: �! activities believed to be unlawful or contrary to
Executive Orders or Presidential di " &#39; &#39;

a � ~ &#39; sign-_ �_ _

iii H4� ijli 7L;_ WV _ V 7 if J&#39;T5l 1nitZstinq�a I
Itorm of electronic surveillance or a search without authorization

from the FISC, or failing to terminate an authorized surveillance
at the time prescribed by the Court: and {6} failing to adhere to
the minimization or dissemination requirements specified in a FISC
Order.

°iU} In a letter from the Intelligence Oversight Board to the
FBI�s Office of General Counsel, Deputy General Counsel Julie
Thomas, dated November 13, 2006, the IOB "agreed that third party

ssénqa
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T0: From: General Coun_°]

 U1I-- --"Re: - L�; -HQ~c122973e-v10, 11/ 8/2006

b2

b7E LEJD s!:

Set Lead 1:  Info!

{U} Read and clear.

Set Lead 2: {Discretionary}

COUNTERTERRORISM

- BIULl§§BTY CROSSING ONE

 U! For review and action deemed appropriate.

Set Lead 3:  Discretionary!

INSPECTION

g1%�R5HINGTON£ DC

 U! For review and action deemed appropriate.

GO

sEc§s.{
5
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FEDERAL B REA OF INVESTIGATION

Precedence: ROUTINE Date: 01/11&#39;,/200?

TQ=[::::::::::] Actn: SAC {Personal Attention!
b7E From: Inspectionb6 Internal Inveftiggtigns gectioqp IPUk1Roomig04lb7C Contact: CRS 1

Approved By: Miller David Ian
~ I EIECLASSIFIED BY 651?9_x&#39;DM1-UKSRXRIJ

Drafted B!" � l on us-an-zcm

b2

Case ID #:  U! 263-HQ-0-U - 638  Pending!

Title:  U! INTELLIGENCE OVERSIGHT BOARD MATTER

INSD/IIS TRACKING# 3137 b2

OGC/IOB# 2001{::|

Synopsis:  U! To advise that captioned reporting of potential
Intelligence Oversight Board  IOB! violation has been reviewed by
the Internal Investigations Section  IIS}, and is not considered
willful misconduct. This matter is returned to the field for

corrective action as appropriate. Case closed at IIS.

Derive Hints �.Hid.m_Hmj§Q:: :;;;1;;2;:Eg%;f::;;;lL;:iY

_ Enc1osure s}:  U! 278~HQ~C1229736-VIO Serial 1763

Reference:  U! 278-HQ-Cl229736�VIO Serial 1763

27B~HQ-C1229736�VIO Serial lB9U

Details:  U! Upon review of[:;;;:;:4Division&#39;s captioned report
bg of a potential IOB violation, 1 not find the matter
b7E indicative of willful misconduct. IIS only addresses allegations

where deliberate and/or aggravated misconduct is evident.

 U! IIS recognizes and appreciates that this matter was
brought to our attention as required by the revisions mandated by
National Security Law Branch/OGC EC, dated 11/16/2006
�78-I-1Q�C1229736, serial 2570!.

THIS EC IS UNCLAESIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.

99
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LRMIMIMJ! FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Dat@= 91/11/2097

To: General Counsel Attn: NSLB

From: Inspection 1
Internal Investigations Section, IPU,iRoom 3041
Contact: CRSI IIII ER� IIIII W� Rlj�jl

. A roved B : Miller David Ian M!  �L IIJFOFMTIUN Comnnmp?$C PF! Y _ _ 1?? F40 I HREIN IS UNCLASSIFIED
13" Drafted By" { � nan: OE-�3III�2II|I37 av a51?9r1:-ml/Ksn/ma

Case ID #:  U! 278-HQ~Cl229736�VIO  Pending!

Title: {U} INTELLIGENCE OVERSIGHT BOARD MATTER

INSD/IIS TRACKING 3137 b2
oec/1os# 200?

Synopsis:  U! To report a potential Intelligence Oversight Board
{IOB} matter to the Office of General Counsel, National Security
Law Branch  NSLB!.

Reference:  U! 278-HQ-C1229736-VIO Serial 1763

278�HQ�Cl229736�VIO Serial 1890

Details: ternal Investigations Section  IIS! received
an EC fro ivision dated 10/17/2006, reporting a

b3 possible IOB error. Based upon a review of the referenced EC it
b7E is the IIS&#39;s opinion the incident described therein is

administrative in nature. Therefore, no internal investigation
will be conducted by the IIS and this matter is being relegated
to the NSLB for whatever action they deem appropriate.

06



US. Departme if Justice

Off" r h - -r" ~-.tt;;_":,_._-I____",.-11%?- ice o t. e Inspccloi -rem-,rai

li&#39;n.ttImg.rm|, D C&#39;. Z�|&#39;!_?_&#39;|&#39;U

DATE: January 26, 2007

TO: Kenneth W. Kaiser

Assistant Director

Inspection Division
Federal Bureau of Investigation

ALL FBI INFORHATICIN I&#39;.IEtN&#39;I&#39;AIIil&#39;ED""&#39;

HEREIN IS IIIICLASSIFIELI

FRONI: Gicnn G� Powell DATE 05-30-200? BY 651&#39;1�9,&#39;DII1&#39;I.-�ER/Rt]

Special Agent in Charge
Investigations Division

SUBJECT: OIG Ctinqiiaint No. Z&#39;[l0?0t]&#39;26l]3
" "  fified b2

b7!-I
U114

FE! I-11]. Y/:_w-o~i,5~638

CMS N0. 313?

- We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency&#39;s policy
and regulations. A copy of your �ndings andlor �nal action is not required by the
OIG.

|:| This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your �nal report on this matter.

I3 This complaint will be investigated by the OIG.

IMPORTANT NOTICE

Identifying information may have been redacted from the attached OIG Reporttlleferral pursuant to § T ofthe

[G Actor because an individual has �! requested con�dentiality or  b! expressed a fear of reprisal. If you

believe that it is necessary that redacted information he made available to your Agency, you may contact the

Assistant Inspector General for Investigations. _

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a

right to have access to an DIG Report.-�Referral or to the identities of complainants or witnesses, and that. in all

cases, complainants and witnesses are entitled to protection from reprisal pursuant to the inspector General Act
and the Wltistleblower Protection Act.

Attachment



b2

GIG - INVESTIGATIONS DIVISION � Complaint Form OIG NO. I 689-2007-0012603-M
Receiveo By: Date RECEIVEG: 12/20/2006 How RECP1VEd: A

SUBJECT: Unldentitied, FBI

71Ll¬: UNID

Component: FBI

Misc:
Home:
PHORE :

WOIK:

PDODG:

Pay Plan:

BOD Date;

ZIP

ZIP

SSNO:

D.O.B.:

Alien No.= b6
I-".I3.I.N0.: bqc
B.O.P.NO.: b2

D/L No.:

Offenses: 689

COMPLAINANT: Yéw� �*i"__ m7_m__J
Title: ATTY

Component: FBI
MlSC: ~;l e~&#39; �� V

Pay Plan

EOD Date

Home:&#39; - _ H
PHONE: {J -

WOIK: , ,

Phone: �02!
COn£1GE�ti&1:

UGtallS:
b2 S! The FBI provided information regarding a potential IOB matter {ZOWIS 1

J

ZIP

ZIP
Revealed

SSNO:

D.0»B.:

ALLEN NO.:

F.B-I.NO.:

B.0.P.NO.:

D/L No.:

Authority: none

| W ii i fig: eff fj il and on 8/26/veil: be
issued an NSL to a tel 7"� � � &#39; &#39; &#39;ecommunications provider for records relating to the subject of the b�E
investigation. However. the telecommunications provider inadvertently provided tne FBI with
records pertaining to an additional telephone number not requested.

_ PBIr0GC determined that this matter Goes not need to be reported to the IOB.
ALLEGAT1ONS¢ 689 Violation l M. &#39;_�&#39; -_ um H.�

Occur Date�~| _ L2°06e;i,__, r1un.e~
CITY: i Zip: b2

, _W 7 _� __i ii ea _ i__ re i_ , b7EEF==!5=f�

DISPOSITION DATA: Disposition: M Date: 12/2°/2°06 Approval: POWELL, GLENN o
<?v�

Referred �e A9e�eY= FBI Date Sent: 01/26/200? Component: FBI

Patriot Act: N Civil Riuhts: N Component Number: 263�O-U-638

Sensitive: N Whistleblower: N Consolidated Case Number:

Remarks:

Predicating material contains classified information which will be stored in a secure
container at OIG/INV. {stpl

1/29/07: Sent to Kaiser!FBI.  stp!

DATE: U5~3U�20U7

FBI INFO.

CLASEIFIED BY 65l79JDH!KSRfRH

PEk$DN: 1.4 it!
DECLASSIFY ON: 05-30-2032

Page 1 Qt 1 printed Ol/25/200? 1U:21;2O
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such;

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE

To: General Counsel

Lqgpeotion
Counterintelligence

|::|
From: |E

Contact 2 S214 7

Attila
Attn:
Attn:
Attn:

6!!

Date: 10/03/2006

NSLB
Il�m
CD-2F, Room 8672

OS/iA|_"_ &#39; , I, &#39;coc do i

_ _ e 1 ALL i1n1=om-1.1-rmra |:mrri1m:1:>APProved By: �!�}°" HEREIN IS LIT-ICLASSIFIED EXCEPT
30 £16 IIJHIERE -HOW EI&#39;I&#39;l&#39;IERT:II3lI

Drafted By: [ kwpnup �� &#39; W &#39; 1&#39;"!

Casejjb #:  U! 278�HQ�Cl229736�VIO  Pending! � {;?5
b;E  u =1 . -1 --.... -i_"�

�S _
Title:  U! -0 u.=mn|mIIm=Iar=92vua=|:I|mnnrna&#39;r Dam °5&#39;3""�&#39;°?

b6 SA
b7C

CLASSIFIED BY 6-5l&#39;?9;&#39;Dli}l_/�E-TSRXRIJ

REASON: 1.4 {c,d}

55&#39; i ff i nscnassxrv om= us-31-2022

Synopsis:
in regard

Declas

 U! IOB reporting of carrier error
to an NSL.

n: 31

Reference:  U! Telcal with C  on 10/03/2006.
&#39;betai1sr ;!¬i The following informat&#39; &#39; &#39; &#39; �n
response o the quarterly EC from CDC
re uestin Intelli ence &#39; n ugq g g Oversight Boar
to the attention of OGC and Inspection Division.

p __ _@s>_lJ:__i  f  i  ;*-1

__ 92_;__ _  L1;   "77 &#39; _
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b7E
bl
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bl
b6
b&#39;?C

b2
b7Ej

b6
b7C

I15! -i

�3%

{Sis

bi
D2
b7E
b6
1:225?

I151

sugar
TO: GE

RE: {S} , 10/03/2006

 � i �initially requested NSL s

�.11 :- �I OI I" I Olll- on II . I&#39;D Ill at

92

&#39; 1&#39;7 &#39; "I 0&#39; � � I I- I: .7 7 "W Ill

�earned1thét| E had included4§§bscriber information
&#39; for a telephone number that was not asked for. Consequently,

this telephone number and associated subscriber information
t been uploaded and no record of them exist within ACS.

_ ____ s 1 1n_a iA4engelopeiin thejcase file.
__ __ _ r_W__ �_ _~ W _m &#39; e a ter viewing

1 _ _ i therefore, it is
i�g fépofted �iE�in�E�e��anH§Eory 14-Hay reporting period.



&#39; setup:
bl �

bf To= General Qounselin�romr _ , ,
�"5 Re:  s!| 10/03/2006

LEAD s!:

Set Lead 1:  Action!

GENERAL COUNSEL

AT WASHINGTON, DC

 U! Information is being provided to NSLB for
whatever action is deemed appropriate.

Set Lead 2:  Action!

INSPECTION

AT WASHINGTON, DC

 U! Information is being provided to IIS for
whatever action is deemed appropriate.

Set Lead 3:  Info}

QQQETERINTELLQQENCE

AT W ASHINGTON DC

 U! At CD-2F: Read and clear.

Set Lead 4:  Action!

b2 e as ear�

b?E AT 1
 U! Information is being provided to CDC for

whatever action is deemed appropriate.

92
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i�r i _--I _ |

[_u1.-&#39;:¢,.11993!

S EERQT

FEDERQL BUREAU OF lNVE5T|GAT|0N

Precedence: ROUTINE Date: 12305/O6

&#39;1  Attn: SAC, CDC
Counterintelligence Attn:ICD~2F,WRoonL§§72 T1

b2 Inspection Attn: IlS W f 1 f Z

57$ ALL INFORMATION CUHTLIHED
be From: General Counsel HEPEIN IS UNCLASSIFIED EXCEPT
bqc _ 1 z _ WHERE SHUHH UTHERUISE

National Security Aflai s/Room 7974
Contact: Julie F. Tho as

Approved By: Thomas Julie PKE=@54@*mU7
WW &#39; CLi92$$IFIED BY 651".-&#39;91&#39;D1�H-L~"1<1$R.*&#39;REEI

REASON: 1.4 [C1

DEELASSIFY om: as-an-2032
Drafted By:

Case ID #=  U! 27a-1~1Q-c1229"23s-vIo-�{§X?Z-
 U! 2?ei:|_c7s1o4 -7*?�-[52
 $1 * *

� J bl{U1  - -Title:  Possismi 1NT£:LLiGE92fc1=f 0véi=¬§f6HT BOARD MATTER
2°°�f:l D2

 U!&#39;" &#39;Synopsis=~~ } It is the opinion of the Office of the General
Counsel  O C! that no error was committed in this matter, and
therefore nothing need be reported to the I05. A record of this
decision should be maintained in the investigation control file
for review by the Counsel to the IOB.

 U! Deri r . G�3

Dec ify . 1

�u! --Reference:¬>é¬ 278�HQ-Cl229736�VIO�l787
D-==;ai;t3=_ ml W; _i W  i i W_W_i_ 1 fl

bl

b6 sec T
we _

[ ;
0!G_!DOJHEVIEW 0 re:  1.:rs: INVESTFGATI  ��"-�"-
05?:-,-&#39;&i11JlP%�JESTIGAT%OI*l:�i �L/L * " We

I�������������_��_������_��������_-____�__�����������___������������������������_



b2
b?E seeker

iUl- u_TO: From; General Counsel
Re}. 278-HQ�C1229736-VIO. 12/05/06

tfbl
�be
b&#39;?C &#39;

i� _ _ _ _ _7_i � ___ ____ f7__ _ "&#39; � ii� 7711
b2 V

b7E 2§l� iinitially requested NSL subscriber and l¢b- . . . . _ _ � * * "sin i billi Tl __ _ _b6 1" " W

b&#39;:&#39;C W _ V ___ i _ _ _

ts� -orm ti - r

bl _ _ _te_r __vi_ew&#39; _ 1 _
b3 ll� 7 l 1� if __ �_ _ _ W _ earne that
Egg __ included subscriber information for a telephone

number that was not asked for. Consequently, this telephone
number and associated subscriber information have n

uploaded and no record of them exists within AC5. Eff:EiiTis
maintaining the results of this particular NSL:jincluding;the

[5] inco � d subsCriber,infOrmation1_ i; _, _,j
I _ 4* i 7� i l ;__ _ 4_ ___ _i|in a 1A envelope
lll� the caselfile. " W� 7*

Wei This mst was is � = �
 s: L  L   7 � are 1 *1  so

g%D �ill llj __l p_l: _ t i� Z "� ii 7 Hi 47] This erroneous
telephone number and ass atedos��scriber information have not
been uploaded and no record exists within AC8.

 U! Section 2.4 of Executive Order  E.O.} 12863,
dated 09/13/1993, mandates that Inspectors General and General
Counsel of the Intelligence Community components  in the FBI,
the Assistant Director, INSD, and the General Counsel, OGC,
respectively! report to the IOB �concerning intelligence
activities that they have reason to believe may be unlawful or
contrary to Executive order or Presidential directive.� This

language was adopted verbatim from E.O. 12334, dated 12/O4/1981,
when the IOB was known as the President&#39;s Intelligence Oversight
Board  PIOB!. By longstanding agreement between the FBI and the
IOB, this language has been interpreted to mandate the reporting
of any violation of a provision of The Attorney General&#39;s
Guidelines for FBI National Security Investigations and Foreign

ssdksr
2



_ 1-|_ r 11i�i

sscf?~rT92b2
b7E

 U3 To: From: General Counsel
l &#39;Re: ~ ! 278�HQ�Cl229736~VIO, 12/O5/06

. telligence Collection  NSIG!, or other guidelines or

gulations approved by the Attorney General in accordance with
E.O. 12333, dated 12/O4/1981, if such provision was designed in
full or in part to ensure the protection of the individual rights
of U persons. On 3/28/2006, NSLB sent a letter to the Counsel
for the IOB requesting their concurrence to treat these third

partv errors as non-reportable, though we will require the field
to continue to report any improper collection under an NSL as a
ootential IOB matter. By letter dated ll/13/2006, the Counsel to
the IOB agreed that third party errors in the collection of
information pursuant to an NSL must be reported to OGC, but are
not reportable to the IOB.

In
re

.3.

} Here. an error on the partL_* _ __ i _ �
resulted in the unintentional acquisition of

b7D in ormation. It should be noted that the FBI&#39;s response in
b2 regeiving the unsolicited � on viewinb3E - g
bi [gjl ;~~-~~-;;---¢~-Llprovided :_ _t:_7 �éi _i__ and

*re§lizing that subscriber information for a tele hone number that
was not been asked for had been included, has maintained
the results in a 1A envelope in the case file, and no results of
this NSL have been uploaded and no record exists in AC5.

 U! m~~-~-M~- ~~~!£§ Based upon our analysis, the carrier&#39;s mistake is
not reportable to the I02 as the FBI has not acted unlawfully or
contrary to Executive Order or Presidential Directive. &#39;

SQK
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sgogsr
iuj. _ To: From: General Counsel

�Re: } 2?s-HQ~c1229736-v10, 12/05/06

Set Lead 1:  Action! bg
~�� e� e� �e�� * � �r *r* 127E

j 4W 7* j 41 4*� � �� � ,1 Q r4i_zf W� ]

P5} Return bl
_ 47 W T 4� _i 4_ _ _ and b7U
arrange for delivery of correct information
in response to previously issued NSL.

Set Lead 2:  Info!

QOUNTERINTELLIGENCE

AT WRSHINGTON, DC

 U! Read and clear.

Set Lead 3:  Info!

INSPECTION

AT WASHINGTON, DC

 U! Read and clear.

1-Ms. Thomas

b7C 1�IOB Library

OO l

5525::

4

&#39; _�-_
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Da

To: General Counsel Attn: NSLB

From: Inspection

te: O1/12/2007

Internal Investigations 5egtionL�IPU,_Room lg�lContact: CRS Lq 4�� �j
Approved By: Miller David Iadéztl jl i7*AL£INFORMATION CONTAINEDb6 <: 1 *1 1 � V ssnrm 1s U&#39;HCLA$SIFIEDWC Drafted B3-&#39;= � {M DATE as-so-200": BY 651?&#39;3,�Dl��&#39;!/HSRXRU

b2 ~ _ :1_r �:- � �

Case ID #:  U! 278-HQ�C1229736~VIO  Pending!

Title:  U! INTELLIGENCE OVERSIGHT BOARD MATTER

INSD/I15 TRACKING# 3154

osc/Ios# 20071: bg
Synopsis:  U! To report a potential Intelligence
 IOB! matter to the Office of General Counsel, Na

Law Branch {NSLB!.

Reference:  U! 278~H �Cl229736-VIO Serial 1787

D, 27 76104 Serial 436
b;E 278� -C1229736-V10 Serial 1892

Details:  U! The Internal Investigations Section

Oversight Board
tional Security

{I15} received
an EC from Division dated 10/O3/2006, reporting a ossibleP
IOB error. Based upon a review of the referenced EC it is the

IIS�s opinion the incident described therein is administrative in

nature. Therefore, no internal investigation will be conducted
by the IIS and this matter is being relegated to the NSLB for
whatever action they deem appropriate.

O0
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/17/200?

To; [_*:_&#39;i| Attn: sAc {Personal Attention!

From: Inspection
Internal Investigations Section, IPU, Room 3041

Contact: CRS�mW U
Approved B!" Miller David Ian &#39;nE|:1.issI1-"IEI: BY 65l?9!I92I-ll-l,*&#39;K5R,&#39;RL]

cc * *~*" ~ *** *** " on as-so-2001

Drafted Byz� &#39;" I
Case ID #:  U! 263�HQ-O�U � 643  Pending!

Title: {U} INTELLIGENCE OVERSIGHT BOARD MATTER

INSD/IIS TRACKING# 3154

occ/men 2001:] b2

Synopsis:  U! To advise that captioned reporting of potential
Intelligence Oversight Board  IOBJ violation has been reviewed by
the Internal Investigations Section  I15!, and is not considered
willful misconduct. This matter is returned to the field for

corrective action as appropriate. Case closed at IIS.

�M Derive �:!g£: Dec &#39; y On: 0117
Enc1osure s!: {U} 278~HQ-Cl229736�VIO Serial 1787

Reference:  U! 278-H -Cl229736�VIO Serial 1787

278 C76lO4 Serial 436

27B�HQ~Cl229736-VIO Serial 1892

Details:  U! Upon review of[:;;;;JEHvision�s captioned report
of a potential IOB violation, id not find the matter
indicative of willful misconduct. IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

 U1 IIS recognizes and appreciates that this matter was
brought to our attention as required by the revisions mandated by
National Security Law Branch/OGC EC, dated 11/16/2006
�7B�HQ-Cl229736, serial 2570!.

THIS sc IS UNCLASSIFIED wuss SEPARATED FROM CLASSIFIED ENCLOSURE.

§§
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§B~EET

F&#39;EDEFI�L BUREAU OF INVESTIGATION

Precedence: ROUTINE

To: Counterterrorism
2

.f

vinspeotion
Office of General Counsel

Attn:

Attn:
Attn:

Date: 01/09/2007

SSA]:
ITOS 1, cowus I, Team 3
II

UC SLB

hLL INFORMATION CONTAINED

HEREIN I8 UNCLASSIFIED EXCEPT
we/1

ega &#39;Unit&#39; J ~�

b2 Contact: CDCI
b7E
b6 Approved By:
b7C

Drafted By:
1? :_e�" �~�**� ��#¢g¢Jv

Case ID #=  U! J278-H -c122973s-v10 {None}
 U!

. bl ts!

;U3u.I.

WHERE SHOWN OTHRHISE

DATE: 05-30-200?

CLAESIFIED BY 65l?9fDMHfKS§ERU

REi3UH: 1-4 ICI
DECLASSIFY UN: 05-30-2032

�Title: ~!x@ iwrsitlssucs oveésic�r BOARD
bi MATTER 02 ��1:|

Synopsis:  U! Newark response to and compliance with FBIHQ EC
to Newark, dated 12/13/2006.

! Deriv U . G-3
Dec ify On:

£3?"
..:h�:l "

�fa Administrative:  U! Reference£;;;;:;lEC to FBIHQ, dated
10/3/2006; FBIHQ EC :@[:::::] /13/2006.

bl Encf�i�f�filz  S! [ I N I W If I I �

Details: Q� Via referenced 10/3/2006 EC,| , hggggged 5
otent a &#39; � &#39; &#39; I Ii __ , _

 S!.

bl
b2
b7E

sicnsr



SEIQ:
b2

Tc: Counte1:terrc>ri.sm From; : bTE
Re: {U} 278-HQ-Cl229736-VIO, O1f09/2007

£5}-

__n* __*� �__ _" T__r___ wccntactedfc�e carkier and learned j I
that the subject had discontinued service and

 S3 the number had been reas � &#39;
bl ,
b2

slgned to anct
coverage was imm d"h_ j e l�I¬ly discon inued.
was removeq and sequestere wltn
CDC.

b "F E�.

=  &#39;  TL I
forwa-rd-| _ V_ _, _, __, __   _ __ __ _ , lcoto
ITOSl[ i i i 1

s1§~n,§
2



smcnkq
b2

T0- C0unt:erterrc=r"sm F*orn   7. J. _ I b E

Re:  U! 278-HQ-Cl229736~V1O, O1/U9/2007

LEAD B!:

Set Lead 1: {Action}

CQUNTERTERRORISM

QT WQSHINGTONTDJQ.

T _,~_@ |;; e: L   *1 H1

bl I
sét Lea6*2§� Ixnfb! * ff Z

GENERAL COUNSEL

AT W SHIA NGTON DC

 U! Read and clear.

Set Lead 3:  Info!

INSPECTION

AT WASHINGTON, DC

 U} Read and clear.

§§

séERat

3
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--&#39;>>>�i»""~?"-i!-l~&#39;-- I �- i:-t-w-~t-no-.= -r�

_. .n_,
92 .A 92-�r-elf 1�; -. -..-. ,. _

��-1-:-§�_.&#39;i-._f�-<--&#39;-&#39; lJil|t&#39;=.�. 0| i.i|L&#39; I_n.~-iv-*:..&#39;:-in t ,.; &#39;

ll-&#39;=r.92i&#39;rrri_;&#39;h1I&#39;:, Ii IT. _&#39;i&#39;,i_�;_~�1]&#39;

I!.-92&#39;l&#39;l£: l~&#39;ei!rnary 2, 2007

TO: Kenneth W. Kaiser

Assistant Director

Inspection Division
Federal Bureau of Investigation

FROM: Glenn G. Powell

Special Agent in Charge
Investigations Division ALL FBI Inroemrzon eomttlnren

HEREIN IS UNCLASSIFIED

SUBJECT: OIG Com |ainti92&#39;o. 200&#39;i� l02&#39;?56

Snbjeetzl 7 Iet al.

nan: es-so-zoo? BY ss11s,&#39;om/rzsnmu

I |I!ivision W i b6

FBI No. 263-U-Li-361� 22°
CMS 192&#39;0.31s4 1045 b7E

C� We eonsider this a management matter. The information is being provided to you
for whatever aetion you deem appropriate in accordance with your agency&#39;s poliey
and regulations. A eopy of your �ndings andlor �nal action is not required by the
OIC.

U This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

ml This complaint will be investigated by the OIG.
&#39; » _ 1 1 ~

IMPOR F t9292lT N0 I I  E

ltlenlily-in1_>, intonnation may have been retlatteti from the attached OIG RC|J0l&#39;UR¬[tl�l�a| ptlrsuant to § 7 of the
{� Act or lieeanse an intlivitlual has  at requested confidentiality or  b! expre:-�sell a tear oi" |&#39;e|n&#39;is:92l. It you
hetieye that it is necessary that retiaeletl information be made available to _92ou|&#39; Agency. you may contact the

.-Xssistnnt Inspector  ienerni for hwestigatioias.

Please he ailviseil that. where ad92&#39;e1&#39;se action is not contemplated, the sulijeet of an in92-estigation tlot-s not hm e a
right to have access to :m Oil} Re|Jo|�ti�Rel&#39;er|&#39;al or to the identities of tsornplainants or witiiesses, and that, in all
t�ast&#39;s. 1:otn|!l:|i|1:in1s and 9292-itnesses are elltilletl to |i|&#39;oteetion from reprisal pursuant to the I!|s|,1t-elnr General .-92el
:|ntl llle 9292&#39;histlehlo9292-er l�|�oleeliou Aet.

.-tttachment



OJC INUESTTGATIONS DIVISION - C�mplaint Form. O16 NO.

i{Q> j&#39;§1&#39;J�d By; ijélte� PE�CE&#39;l�.-�¬-.* .17:W7 Y?/VQOJZQOG:_:_i_?&#39;:&#39;=I"_""_:_ ____ 7A £25
 

7 L _ &#39; T___ " 7
How Peceiue_ ,;

G89�2OC7�CO2756-N

d. A

SUBJECT

Title: SA

Component:

Misc;

FBI

Pay Plan

BOD Date

IJOT-C� : &#39; 777
LIixune: � -

&#39;vJ~�.1r&#39;k : , ,

w 21;- = |::|

SSNO;

D.d.E.:

Alienihm
F.B.l.No.:
F§.O.P.NO.:

DEL No.1

Offenses: 689

Phone: £2024 I ZIP
SHBJECT:| l
&#39;]LtIe; SSA

Compone�t:
!*1i$?C�: __

F�BI---

Pay Plan

BOD Date

HOTTIE 1 i 7 Ti
1-*11c;ne; U -

work: _ .

Phone: I202?

ZIP

ZIP

_--_---- SSNO:

.&#39;r5.| {PH I-1&#39;1!. &#39;

U.O.B.:

F.B.I-1510.:

B.0.P.NO.:

D/L No.:

Offenses: 669

b6

b7C
b

2

CCMPLA I NANT:

Title: SSA

Component: FBI

Pay Plan

BOD Date

Phon-: -

work-

MTLSCI &#39; f &#39; � 5� � ooer H"

H0me.L� 41*� _ i�
t� 92i 77 ZIP

Confidential:
&1P

Revealed

14

SSNO:

U.O.£.:

elien Mo.:

NO.:

NO.:

_fL NO.:

huthority: none

i Details:

Jr :5 the opinion o
�  _!__E .t�___I".!E .

the General Counsel that this matter need not be reported

interception of unauthorized information. IOB 200?~

During an authorized investigation. the FBI,SDivisi0n properly served a National
Security Letter {NSLl on a communication provider for information relating to the target o�

Information received from the FBIIINSD reporting a priijiiji IOB matter involving theb2
b7E

n en JO�d , oo.a1ned Information beyond zhe� an FBI 1�V¬SLigdt1OU- Tn r e � , the FBI uni t. t� "ll" �* &#39; &#39; " "-&#39; &#39;
92 scope or the NSL. The FBI.E;f7iij Division sequestered the content information

f the Office of

l�ls "&#39; 4"; nu: , ell 1 ,"~,o� o
ALLEGAT1 ONE 1

Occurrence Date.

CITY:

65&#39; Violation

/2006 TIME

State:&#39; I Zip:

_ __%7� _;f &#39; ~ $_  E�_ enttli 7

DISPC-&#39;S1&#39;1"1O!92| DATA: DiSpuSi&#39;.ZlO1&#39;1: M

tigt
Referred to Agency: Date Sent: Component: FBI

Fatr1nL RCLI N Civil Riohts: N

$en5it1uQ; N whistleblower:

, "K: 7&#39; :t:1~�___Y * ?��= i!�,,§§5i T5 � ;i

Date: 12/20f2006 Approval: POWELL, GLENN G

Component Number: 263-0-U-463. 3154

Consolidated Case Number:

ALL FBI INFORMATION CONTAINED

HEREIN I5 UNCLASSIFIED

D&TI U6�06-200? BY 65L?9/DWHfK5RfRU



[$3] b2DIG ~ INVESTTGQTTONS DIVISICN - Complaint FOIM GIG NO. 689-Z007 OD2756~M

Remarks:

I �~~@�.¥d �kw �l� na?arns= "eYeeL&# 1nHK£i:I::i:I]i$ a gm �&#39;r R 5n$cn¬[ p�a��ii3� jch
matter, #200?-00255-4-|921. b6

b7C

Predicating materia1&#39;c0ntains classified information that will be sL0red in a secure
cantainer w1thin OIGIINUIHQ.

232/O7 - Sent to AD Kaiser, FBI/IND.  yhL!

., .
E695 2 G! 2 nv:�@H4 n1f11fHnn� 92 11.1~

IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIiIIIIIII�IIIIIIIIIIIIIIIIIIIIIII_IIIIII-III-�IIIIII-__��-----nu�-�--



FD-9.12  Rev {B-21-2005!

sE:cR&#39;s:r92
- FEDERAL BUREAU OF INVESTIGATION

J�

Precedence: ROUTINE Date: 10/21/2006

To: Inspection Attn: IIS, Room 11861
General Counsel Attn: NSLB, Room 7975

ALI. IIIFUPIIATICH-I CIJI-JTAIIJED
From:

HEREIN IS UNCLASSIFIED EXCEPT

Contact:
II II  FEPI 51-101-Ila! UTIIERHISE

Approved By:

b2
b7E
b6
b7C

DATE: 05- 30-EDD?

CLASSIFIED BY 6Sl&#39;?9fI1I&#39;lI-I/&#39;I<SR,fRI|J

REASBH: 1.4  c,d]

Drafted By; DECLASSIFY U1-I: EI5-30-2032

Title:  U!N I
._{

INTELLIGENCE OVERSIGHT BOARD  IOB! ERROR

Details:

tU}-~ -Synopsis:m To report possible IOB error.

. . . ... &#39;  : G.�

Declassi . 17/2031

{SJ 1.b6 so� *** ~� "" " "" 4" �"* s�

b7C Z

 S! 2.

bl I IIII II I I III� I III I H

 U!�m..>�¬: 3. Possible IOB Error

@>|
{Uj-~- 3%? 4. Description of IOB Error  including any reporting delays!.

;sJII III III Ir
IE. WQ- Ill II.r I;_l_

b6
b&#39;IC
bl

1 M�;J ..  L 1. r; i- Q...-K�  l!-*° SEE?



b2
b7E SEéh@T

U11 "-

bl
b6

HTS!

b6
b&#39;:&#39;C

b2
137E

b2
bTE.

To: In ection From: E;:;;;::::;
Re:-:!S§? 278-HQ-Cl2297J - , 10 21/2006

___ ___ _ %Hetermined that
e conte�E"ot ¬he e-mailwmessages Mas i with the header andfooter information. F0 � ed SRA£:::Efiffff] of the situa � n.

Conta as made wit Associate Division Co&#39;onsel[:;;::i§Ej:dm>provided details on how to report the incident and handle
t e at � 1.m eria

 U! There were no reports written or leads set as a result of
obtaining these records. Efforts are currently underway to separate _
the header and footer information from content. The original disk
will then be forwarded to£::::::::::]Chie£ Division Counsel or FBIHQ
as directed- &#39;

ssdnng
2



SEC Tp [::>~92
To: Inspection From: b7E

{U} _ ..Re.;  278-I-iO�C1229736~VlO, 10/21/2005

LEADIS!: I

Set Lead 1:  Action!

INSPECTION

AT WASHINGTON, DC

{U} For action deemed appropriate.

Set Lead 2:  Action!

GENERAL COUNSEL

AT WASHINGTON, DC

{U} For action deemed appropriate.

§§

I

F

SE%?ET



 Rcv.UI-31-3003]

b2
b7E
b6
b7C

tubmwmm

�Hi �ii

ww~~ ~

tu! �Men

b7E

bl

.C§séiIDm#?W

SEEREER
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE

Counterterrorism Attn

Inspection Attn:

From: Office of the General Counsel

NSLB/CTLUl/LXI Room 3S1l3l

Date: 12/13/2006

SHC

CDC

ITOS

IIS

1» cm 3,|:|
ALL INFURHATIUH CONTAINED

nenrxm Is UNCLASSIFIED rxtrpr

user suumn UTHERUISE

Contact: UCL_ _ CW7 l
Approved By: Thomas Julie F

Drafted By:
�Z9?

278�HQ�C1229736�VIO&#39;Ygendinq!
Title: m>§j INTELLIGENC &#39; IGHEZBOARD

MATTER 200W

Synopsis: ;>§1 It is the opinion of the Office
Counsel {O C! that this matter is not reportable
Intelligence Oversight Board {IOB}. Rather, it
maintained in the control file for periodic revi
the IOB. Our analysis follows.

Dec &#39; y On: 13

Reference: ->Hi 278�HQ�C1229736�VIO serial 1806

DATE: us-so-zoo":

CLASSIFIED Br ss11@,»&#39;n1m,-=Ksnrnw

prison: 1.4 {-:,-:1!
DE1ELI92S$IFY 011; us-so-2022

of the General

to the

should be

ew bv Counsel to

1?¢.�..¢.Bils§...;>§ The referenced serial fr m0 requested that
OGC revie t e facts of the captioned matter and determine whether
it warrants reporting to the IOB. As explained below, in our
opinion, the FBI is not required to report this matter to the IOB.

b6

b7C is! I a National

_~~ " r- or ,_7_ __n, e-mail account
requesting electronic communications transactional information.

~ _ QEBQET
anti, rant; ,1;



�D2 sgnsa
b7E �To:   From: Office of the General Counsel

Re: 278�HO�C1229736~VIO, 12/13/2006

Upon viewin the information provided[:::::::]in response to the
 U!NSL,[::::::%::::]determined that the content of the e~mail

messages was included with the header and footer information. TFO
advised SRA[::::::::::] of the situation. Contact was made with

E::::::],Associate Division Counsel E::::%:::::;:::yho provided be
details on how to report the incident an hand e the material. D70

b2

_ b?E
{U} There were no reports written or leads set as a

result of obtaining these records. Efforts are currently underway
to separate the header and footer information r m ontent. The
original disk will then be forwarded to the Chief Division
Counsel or FBIHQ as directed.

{U} The President, by Executive Order 12334, dated
12/04/1981, established the President&#39;s Intelligence Oversight
Board  P108!. On D9/13/1993, by Executive Order 12863, the
President renamed it the Intelligence Oversight Board  IOB! and
established the Board as a standing committee of the President�s

Foreign Intelligence Advisory Board. Among its responsibilities,
the IOB has been given authority to review the FBI&#39;s practices
and procedures relating to foreign intelligence and foreign
counterintelligence collection.

-  U! Section 2.4 of Executive Order 12863 mandates that

Inspectors General and General Counsel of the Intelligence
Community components {in the FBI, the Assistant Director,
Inspection Division {INSD!, and the General Counsel, Office of
the General Counsel {OGC}, respectively! report to the IOB
intelligence activities that they have reason to believe may be
unlawful or contrary to Executive Order or Presidential
Directive. This language has been interpreted to mandate the
reporting of any violation of a provision of The Attorney

QeneralLs_Guidelinesgtor_EBl National_5ecurityg;nvestigatigns,and
Foreign Intelligence Collection  N516!, effective 10/31/2003, or
other guidelines or regulations approved by the Attorney General
in accordance with E0 12333, dated 12/O4/1981, if such provision
was designed to ensure the protection of individual rights.
Violations of provisions that merely are administrative in nature

and not deemed to have been designed to ensure the protection of
individual rights are generally not reported to the IOB. The FBI
Inspection Division is required, however, to maintain records of
such administrative violations for three years so that the
Counsel to the IOB may review them upon request. The
determination as to whether a matter is "administrative in

sa&{
2



stem-2&#39;1�
[::92To: From: Office of the General Counsel

Re: 278�HQ�C1229?36�VIO, 12/13/2006

nature" must be made by OGC. Therefore, such administrative
violations must be reported as potential IOB matters.

tn!� I...-�nmH:>�£; N3Ls are a Specific type of investiqative tool that
allows the FB to obtain certain limited types of information
without court intervention: �! telephone and email communication
records from telephone companies and internet service providers
 Electronic Communications Privacy Act, 18 U.S.C. § 2709!: �!
records of financial institutions {which is very broadly defined}
 Right to Financial Privacy Act, 12 U.S.C.§ 34l4{a}�!{A!};-�! a
list of financial institutions and consumer identifying
"information from a credit reporting company {Fair Credit Reporting
Act, 15 U.S.C.§§ 1681u a! and  bi!; and {4} full credit report in
an international terrorism case  Fair Credit Reporting Act, 15
U.S.C. 5 l68lv!. NSLs may be issued in conformity with statutory
requirements, including 18 U.S.C. § 2709. NSIG, section v.12.

mm I "�"""&#39;Q§ Here, during an authorized investigation, the FBI
properly served an NSL on an electronic communications service
provider. In response to the properly served NSL, the FBI
obtained informati d the scope of the NSL [email content
information!. FBIEE:EiiEj identified the problem, and properly
sequestered the email content information. There were no reports
written or leads set as a result of the email content . _
information.

{U} Based upon these facts, in accordance with the

terms implementing the reporting requirements of Section 2.4 of
b2 E0 12863, it is our opinion that this error is not reportable to
b7E the IOB. A record of this decision should be maintained in the

control file for future review by the Counsel to the IOB.

 U! [:::::i:] should contact the carrier and ask whether
the improperly or unintentionally acquired information should be

or destroyed with appropriate documentation to the file.
should not view any content information but should

gues the carrier to provide only that information authorized
by law.

or
3

.



snERE3
T<>[::]F e; rom: O rice of the General Counsel

Re: 278~HQ~C1229?36-vIO, 12/13/2006

b2

b7E
LEAD s}:

Set Lead li  l�f0	_

 U1 [:::::::]should contact the carrier and ask whether the
improperly or unintentionally acquired information should be
returned or destroyed with appropriate documentation to the file.

Set Lead 2:  Info!

COUNTERTERRORISH

5T WASHIHGTONL_D.C.

 U! For information.

Set Lead 3:  Action!

INSPECTION

5I_EB5BIN§TQNi bits

 U! INSD should retain a record of the report of the

potential IOB matter, as well as a copy of the OGC opinion
concluding that IOB notification is not required, for three years
for possible review by the Counsel to the IOB.

CC:
b6 %%
b7c IOB Library

O9

S;B§£$92



[Tim I}!-31-3003! _

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/12/200?

- To: General Counsel Attn: NSLB

From: Inspection
internal Investib6 - " &#39; T 1

b7; Contact: CR5
b2 7 &#39;

Approved By: Miller David Iarmmlw  ALL mFomm"10m.cou"mm1-:0
_r ZZ_ W_ &#39; HEREIN IS UNCLASSIFIED

am-afted BY,  I wnr as-30-200? BY 65179:&#39;DI-EH,-&#39;KSR;�RiJ
Case ID #:  U! 278�HQ-Cl229736-VIO {Pending}

Title: nu! INTELLIGENCE OVERSIGHT BOARD MATTER

INSD/IIS TR.ACI<ING# 3159
OGC/IOB# 200?�::| b2

Synopsis:  U! To report a potential Intelligence Oversight Board
{IOB! matter to the Office of General Counsel, National Security
Law Branch {NSLB!.

Reference:  U! 278�HQ-Cl229736~VIO Serial 1806

278-HQ-C1229736-V10 Serial 1899

Details: " Internal Investigations Section {IIS} received7 an EC ffOm§:i:t�?] Division dated 10/21/2006, reporting a
�EB possible I error. Based upon a review of the referenced EC it:

is the IIS�s opinion the incident described therein is
administrative in nature. Therefore, no internal investigation
will be conducted by the IIS and this matter is being relegated
to the NSLB for whatever action they deem appropriate.

#6
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 Rev 0|-31-Z003!

b2
b?Ei

b6
b-PC

 U?

b2
b&#39;:&#39;E

SEERET//20320117
FEDERAL BUREAU o|= INVESTIGATION

Precedence: ROUTINE Date= 01/17/2007

TQ;  Attn: SAC {Personal Attention!
From: Inspection

Internal Investigations Section, IPU, Room 3041

Contact: cssl |
Approved By: Miller David Iar1@� W , __ ~ ,_1r__ 4! DECLLSSIFIED BY SSLFQIDHHKKSRIRU
Drafted By: I 0N 05-30-200?

{U} 263-HQ�0�U - 644  Pending!Case ID #:

Title:  U! INTELLIGENCE OVERSIGHT BOARD MATTER

INSD/IIS TRAC 59 b�
occ/IOB# 2007 �

Synopsis:  U! To advise that captioned reporting of potential
Intelligence Oversight Board  IOB! violation has been reviewed by
the Internal Investigations Section  IIS!, and is not considered
willful misconduct. This matter is returned to the field for

corrective action as appropriate. Case closed at IIS.

.. .. __  Der; m :
Dec &#39; n: 7

Enclosure s!:  U! 278-HQ-Cl229736-VIO Serial 1806

Reference:  U! 278-HQ-Cl229736-VIO Serial 1806

278-HQ-Cl229736-VIO Serial 1899

Details:  U! Upon review of£:::::::]Division&#39;s captioned report
of a potential SOB violation, IIS did not find the matter
indicative of willful misconduct. IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

 U! IIS recognizes and appreciates that this matter was
brought to our attention as required by the revisions mandated by
National Security Law Branch/OGC EC, dated 11/16/2006
�78�HQ-Cl229736: serial 2570}.

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.

O0

92SK¬RET//20320117



ii� i i _ _

i_l.S. Departme .1l&#39; Justice
1?.�f_� _&#39;--.

_
�  Office of the inspector  .I¬�l&#39;lEl&#39;{1i

lvl-i:i.s:&#39;lm_tItr.-_nt. D C. 26.53!!

DATE: January 30, 2007

TO: Kenneth W. Kaiser

A55i$"&#39;"" Dil&#39;°"°|&#39; nu. l-�BI Itrrorourrzotl coizmmcren
Inspection Division HE]-?EIl.i IS umctnssrrzen
Federal Bureau of Investigation om": os-so-zoo? so 651&#39;i�9,�I1I-!1~I.�I §JRfP.hJ

FROM: Glenn G. Powell

Special Agent in Charge
investigations Division

SUBJECT: OIG Complaint No. 2007002647
b3 Sub&#39;ect: Unidenti�ed

ME |:_]Division
FBI N0. Z63-U-U-644

CMS No. 3159

I We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency&#39;s policy
and regulations. A copy of your �ndings andlor final action is not required by the
OIG.

CI This matter is referred to your agency for investigation. Please provide the GIG
with a copy ofyour final report on this matter.

|:| This complaint will be investigated by the OIG.

IMPORTANT NOTICE

Identifying information may have been redacted from the attached OIG Repor�lleferral pursuant I0§ 7 of the
I6 Act or because an individual has  a! requested con�dentiality or  bl expressed a Fear of reprisal. It you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated. the subject of an investigation does not have a
right lo have access to an OIG Reportllleferrai or to the identities ofcomplainants or witnesses. and that, in all
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the inspector General Act
and the Whislieblower Protection Act.

Attachment
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OIG - INUESTIGATIONS DIVISION - cempiaini Form ore no.|@ in
6 _

Ra��lve� By;  _ Date RECELVECI: 12/30/2995 How REC6lVEC1; 137$,_EH_EEEH__,!l.!!!llll!!ll!lll,�� EHEEEH55,5Ema,HHHHHQ5_HE,,_,_.,_,,�__,HH�E,,nE,, 7 ,=,
SUBJECT: Unidentitied, FBI

Title: UNID

Component: PEI

Misc:
HOME:
Phone;
NOIK:
Phone:

Plan:

Date;Pay
BOD

ZIP:

ZIP:

SSNO:

D.O.B.:

Alien No.:

P.B.I.ND.:

B.O.P.NO-:

DIL No.:

Offenses: 689

Title: SSA Pay

Component: FBI EDD

MISC: __ _ _�_t t_ _

Home:� gi f� 7
PHONE: E} - Hii

WOFK: , ,

Contident1al= Revealed:

Pla�;

DBEB:

DEC3liS:

 S The FBI provided information regarding a potential IOB mat
n 10/3,/06, the |:| Divi

t sectional information for the

review of the information provided revealed that the conte
included with the header and footer information.

FBIIOGC determined that this matter does not need to be reported to the 105.

SSNO:

D.O.B

Alien No

F.B.I.No

B.O.P.No

D/L No
b6
b7C
b2

AUEh0flty: none

b2

sion issued an NSL re uest n
A b

q 1 9
subject of its investigation. ~

nt of the email messages was h7E

ALLEGATIONS: 68 Violation

Occurrence Date: _ 2095 g_ TJME; b2CITY: * * z jj  1°75
&#39; :* W *7 7 Zip:

,,,___ _e;W ,___, it r, f�====�fF==TF=?F�=�-=?Ef=E;_jf

DISPOSITION DATA: Disposition: M Date: 12/20/2005 A

Referred to Agency: FBI Date Sent; O1/29/200? co

Patriot Act: N Civil Riohts: N Component

S¬�Slt1VE; N Whistlebiower: N Qgnsojlqate� Cage

pproval: POWELL, GLENN G
�x"

mponent: FBI

Number: 263-O�U-644

Number:

REEMEYKSI

Predicating material contains classified information which
OIG/INV.

1/30/0?; Sent to Kaiser/FBI. istp!

will be maintained within



Freedom of Information
and

~ Privacy Acts

SUBJECT: NA TI ONAL SECURITY LETTERS

FOLDER: Que - 0- 0  92m!921r-£ A Q

�__...4n.._O F-"&#39;1&#39; 0:-
"�r

11>
192

�*0 ~..,�n"

Federal Bureau of Investigation
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FI!-0:32  Rev 03-2|-2005!

S;a§éT "é
FEDERAL BUREAU O INVESTIGATION"

Precedence: ROUTINE Date: O7/03/2006

To: Inspection  IIS,Roorr1 11961
General Counsel Attn: NSLB, Room 7975

From: L �
Contact: SAW I2:2 _ , we c ,, _  _J _ �� ~: ~ c

W5 Approved By: ALL IHFUR1-LETIUIJ cnmiiluro
bb  I-IEPEIIJ is LDICLASSIFIED r:><|:r1=r

WC luwspr snow»: UT1-IERIUISE

Drafted BY� DATE: 05-31-:00?
{U} - -- .. " W &#39;  " 41&#39;] CLASSIFIED B3� 6-51:9»-rmmsn,-"Rm

Case   !  �I REA-30�: 1.4 geld?-
~� " "� &#39; DECLASSIFY Ell�-I: 05-31-2032

Title:  u! snl W _ is  |
SSRX 1073945
INTELIIIE§ENCE 6UE§£IGHT BOARD  IOB! ERROR

 U!   Synopsis: M To report possible IOB error.

Der v -w»:
Details:

 S! 1.

b7C
em

 S! 2.

�U,  3. Possibié�ios Error: ff W A

!_7 NFIPM Section Reference: _Section_ 2-02. 1
£3! .. .._b1   lb7F92 &#39;

>é 4. Description of IOB Error  including any reporting delays} .
_ i ___ ;_s>L  __ __ is  is _ f or

bl
b6
b7C
b7D



b2

SE b7E

To: Inspection From: :
&#39;Re:ii:§t: 278�HQ-Cl229736~VIO, O7/O3/2006

tS!]_ in the NSL for the time. &#39; &#39; &#39; &#39;
- H» � �- 5 returned that4__ 7 if W if W
rior to the time period ieqlieéted in {The ETSL. Therefore �T11e

[UM- -

�1%

__ � __ __ _ _ L101--I:-I I I� I I !�l. J

S  P5} After opening the_;.fesults_to begin analysis iew after< I� re<:e&#39;iv&#39;i&#39;n&#39;g" the" t&#39;o11"&#39;r&#39;eCOI.�d5{ ff W f |sAi |
noticed the error and promptly notified the CD via email.
Due to trainin s and conferences out of state uring the month of
Jqne,| _ ICDC was not able to respond until 06/30/2006"  &#39;  |"&#39;inqL&#39;1&#39;i&#39;fies&#39; reg  &#39; &#39; "  &#39; &#39; "" " " " d----92:o- repor
error, HThe toll records ave not been

 anal zed or added to any ataB¬�sesT�anEi_Tiave* Eveienisequestered with the

� �CDC.

*&#39;¬�<

bl
b6
b7C
b7D
b?A

bl

b2
b5

b7C
b-ID
b7E.
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Privacy Acts

SUBJECT: NA TIONAL SECURITY LETTERS

FOLDER: B_ p_&#39;b- 0- U- 92J092UW92£. B _e_

IFTO�����..~~

Q,
1�

�*0 ~..,�,,¢ 0�

Federal Bureau of Investigation
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SEC>§g--~- Working opy ---- Page 1

Precedence: ROUTINE Date: 04/20/2005 ;fI-{._;q
To: Inspection Attn: IIS

General Counsel Attn: NSLB

From;

OHCBCC: if

Approved By:

b2 4/ms MLb6 Drafted By 5b7cbl Case ID #: { --51 &#39; -VIO  Pending!
- 0- nding!

�1% V1 _Titzle:  U] 1 &#39;
�.7&#39;5:v7L

an 7 "&#39; F POSSIBLE roe VIOLATION Q
__ 15>,

Synopsis:  EC to repor � &#39; &#39; n committedby writer in investigation! Eé
 U%>gi Deriv 7 om7T -3 77 b7c

 S: _ Decla � X1
_ __ {U}

Enclosure s}§7�ZB¬: Enclosed for NSLB /21/2005
with all of it&#39;s enclosures, _ 1 ~ � blcontaining toll records rece�&#39; 777 7:7 w 77 I b7D

, U _ , *7  7 77 7 77 7[SI DetaJ.ls:  	>Q7 AZpotenti_aIL_,IOBt, curre &#39;
_ investi at� * � *

I bl
&#39; g b6

_ L bTC

7 la  cégéj  77 ,____ be 7 ~ We be t Mi" L
bl

: 2&2
1 mo]

92!9292 t _ i i 7 _|�i* 7 prepared a NSL for service �/3%_ _ __ __ eating subscriber information E::]
rds A response to the NSL was

Case ID : 278-H - -VIO Serial ; 823
33 DATE: us-01-200?

bl SEC T CLASSIFIED BY 65l79d.m.h_."ksr/P15ML IN,-E, ._ PEAEUN: 1.4 tam] A
HEREIN I3 UNCLASSIFIED EXCEPT DECLASSIF? UH! D5�01&#39;203�
IJHIERE EH01,-IN III&#39;lI&#39;l-JERIJISE



ts: 1�% _�..h. *

�!; *7 7 � --��wori?�gT pg ---~ _ :_ _

,_ e �~ *t* � *** �* " ml. L L� ll

 S! �"1 riter began to review the response from  .
Upon reading the subscriber informat� &#39;

iS!_:rea ize .the name was not &#39; - -&#39;~h " &#39;P_ __ ea. 4.. e__.

M.� W H rt _ _ _ � ,  Note: There is only
urrrerence beg@egn[" � ~ ""and~ it i 7 &#39; which

was the nuber W __ rm �e �

writer then c � ~- HZ _ W W _ _ a a ase or this _
number __ w �� ;� _

 Sh ilb - &#39; �oF*Eh1§*error, writer tele hon d CDCand avisd him of these details. CDC
reques e- writer prepare a report of possible IOB vio ation.

 S1 mi "&#39;IB  Writer was
"telephone number was the
incer &#39; ormation or

unable to � &#39; incorrect

result of providing b7
a mi b the &#39; bl

133- -we-~ii>¬Q Writer has enclosed the results of the NSL for
destruct ion as they are not needed for, or related to, the
current investigation.

LEAD s!=

Set Lead 1:  Info!

ALL RECEIVING OFFICES

 U! For info only.

§EbnQ392

6 2

bl
b7&#39;D

bl
b6
b7C
b7D

D
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b2
b7E
b6
b7C
bl

. ssévg
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 06/01/2005

To: Inspection Attn: IIS
Co errorism Attn: AD

|  Att.n_: sac, cnc
From: General Counsel -Countert7;r  &#39; T-T �~~��

Contact:

Approved By: W Thomas"3�l_ie _E�Z_7: J A A

Drafted By:

-C.�ese----ID--#:~ we: 278-HQ�C1229&#39;73 - 0 -  f
 S!

Title: __j£4< SA A
rm" SS

2 PO LE I M A sues ovsnsicmw BOARD MATTER�� IOB 2o05
-Synopsie":""""&#39;�~< It is the opinion� of the Office of the General
Counsel �GC} that this matter need not be reported�-= to the
Intelligence Oversight Board  IOBJ, but, rather, that a record of
this decision should be maintained in the investigative control
file for review by the Counsel to the IOB.

! Der m . _ ALL INFOPJULTIOH E01~1&#39;I�AIl-JED
U]   " D � HEREIN I5 LINCLASSIFIED EXCEPTt ac mumps snows UTHRWIEE

nese-renew----!s[ 2-/a-so-c122973s-v10 Serial 823

This



 U!

bl
bin
ba�!
b7C

bl
b6
b7C

EEC an

_g

seesaw
To: In pection From: General Counsel
Re: Exéi 278�HQ�Cl229736-VIO, 05/10/zoos

provider, SA �E�¬:s�b§criber*in�oEmation_
did not correspond with that of the tar e 7 Z l

Subsequent research has_revea e W i _ orrect
phone number to be]; W __ e error appears to have been
the result &#39;d&#39; &#39;H i_ T, _ !prov1 ing incorrectiniormatio __sE¬ken[: _ _,_ : �� 1 r "1 i

l  u at 1
MWt~~§B£ImmediatEl upon reviewing the subscriber

information, SA discontinued hi &#39; of the records.
At no time &#39; &#39; &#39; r SSA view the

_ Z, ,__ ,_ Rather, he has
ira§�Ita*6i the NSL to OGC, for final disposition.

{U} Section 2.4 of Executive Order  E0! 12863,

dated 09/13/1993, mandates that Inspectors General and General
Counsel of the Intelligence Community components {in the FBI,
the Assistant Director, INSD, and the General Counsel, OGC,

respectively} report to the IOB concerning intelligence
activities that they have reason to believe may be unlawful or
contrary to Executive order or Presidential directive. This

language was adopted verbatim from E0 12334, dated 12/04fl9Bl,
when the IOB was known as the President&#39;s Intelligence Oversight
Board {PIOB!. By longstanding agreement between the FBI and the
IOB  and its predecessor, the PIOB!, this language has been
interpreted to mandate the reporting of any violation of
guidelines or regulations approved by the Attorney General in
accordance with E0 12333, dated 12/04/1981, if such provision was
designed in full or in part to ensure the protection of the
individual rights of U.S. persons. Violations of provisions that
are essentially administrative in nature need not be reported to
the IOB. The FBI is required, however, to maintain records of
such administrative violations so that the Counsel to the IOB may
review them upon request.

sshngi
2
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b6
b7C
b7D

b7D

_

s¬ls92s&#39;1&#39; _
MTo: Inspection Prom: General Counsel

Rék� 18$ 278-HQ�C1229736�VIO, 05/10/2005

[U7   In the instant matter, SA erroneous1y
issued an NSL for an lncor é�owever, he did so

_i,ng9;>dfa11=h.| it i _, _  ,  1 IQ, "Lil
|�� | urt�er, immediately upon revieiing the subscriber

information, he discontinued his review of the records and

properly sequestered the information.

W!"--~ Consequently, based on the above analysis, this
matter will be treated by OGC as essentially administrative in
nature. In accordance with the above guidance, OGC will maintain
a record of this matter for ossibl ture reference by the
Oversi ht Board and orwardg f  :o OIPR to be sequestered.
Inspection is also requests main ain a copy of this opinion,
documenting the nonreportable nature of this issue.

sék
3
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b&#39;7C
b2
b7E

bl
b6
b7C
b3 FGJ

&#39; ss T -� 8335KALL ITIFOPJULTIBN EQHTAINED ~ - � - Worki y ~ ~ � - Page 1
HIEPIIN I3 UNCLASSIFIED EXCEPT

[:11-IERE f5H0lIl&#39;N OT&#39;l&#39;LEIPir.TISE

Precedence: ROUTINE

To: Counterterrorism Attn:

Date: 06/27/2003

ITO§_I,4CONUS�IIL�Team&#39;

Attnzl W___W _77 _General Counsel

Unit Chief

NationaliSeonri§Y naw Unit
Inspection Attn: l

From:

ontact:

Approved By:

D11&#39;l"E: U6-23-200&#39;1

CLILSSIFIED BY 55179 d.mh_r"1~23Ii&#39;jl92�

REAEDN: 1. 4  -3, d]

Drafted By: DElI1.3xS$IF"92� EIN: 05-23-�Z032

{U} 278-0  Pending!
Case ID #:  U}�-I-IQ~1229&#39;?36-VIO  Pending!

Title:  U! INTELLIGENCE OVERSIGHT BOARD MATTER  IOB!
DIVISION

[:l
Synopsis:  U! To seek guidance regarding possible IOB violation.

! D &#39; C1 : G 3>%{�UJ gZE::§E¥§;¬$;= x1
Details: {saw g g_ __ _g   gg gg _]

 S!



H-acnei"
~--- working Copy ---- Page

 UT �"&#39;�&#39;-i!§i: On June 18, 2003, FBIHQ advised[::::::::::]Division to
bg discontinue serving subpoenas because of the statutory rovisions

b7E requiring authorization hy the_Attorney General  AG!.| ___ _|b3 &#39; " &#39;* � If Ti" Ti� "T* &#39;

cm    Division in turn contacted the United
States Attorney&#39;s Office} Western District ofE::::::::]and requested
that all pending requests for Grand Jury subpo a be sus ended untilfurther notice. NSLs will be used to identify  in the
interimb2 -

b7E IU!~w -H--~-E§ %[;:;::::::::]1uas unaware that the term "Criminal
proceeding" a een interpreted by the AG Guidelines to include

Federal Grand Jury  FGJ! subpoenas and proceedings.  |
Division has disseminated this guidance internally an wi ensure
future compliance with the AG Guidelines regarding this issue.

mil    I reque sider and determine
whether the AG authority within itself fulfills the
AG approval requirement.

LEAD S!:

Set Lead 1: {Discretionary}

INSPECTION

AT WASHINGTON, DC "

_ I IUJ Review information and advise FB%ij:i::?ii::]as to any
findings on this matter.

2 . .27E Set Lead 2: {Discretionary}

GENERAL COUNSEL

AT WASHINGTON D.C.

 U! Review information and advise FBI  as to any
findings on this matter.

Set Lead 3:  Info!

COUNTERTERRORISM

AT ITO5I92CONUSII

 U! For information.

shag
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b2
b7E
b6
b7C

cu:

iU! ~

W}

IITJIIE

cu1~

�33

S ET

�--- workin Copy �--- Page

Precedence: ROUTINE Date: 06f07/2004

Counterterrorism Attn: ITOS I/CONUS III

Director&#39;s Office Attn: Office of Professional

Responsibility

From: General Counsel

National

Contact:� i
Approved By: Curran John F

DATE: 06-04-ZOO?

CLASSIFIED BY 651?? dmhfkstfpts

REASON: 1.4 [cfd�
Drafted BY� DEELASSIFY on: as-04-2032

Case ID"#r~~!K] 278�HQ�1229736-VIO

Title;.__$i} INTELLIGENCE OVER RD b2
{IOB} MATTER 2003

synopsis; ~:�¥[ It is the opinion of the Office of General
Counsel IOGCI that the above referenced matter must be reported
to the IOB and to the FBI&#39;s Office of Professional Responsibility
{OPR}. OGC will prepare and deliver the required correspondence
to the IOB. Our analysis follows.

cu:    1391-"iv � = G-3 ALL INFORMATION count!-nan
5515!� <I>I1- -1 I-EEREIN I5 U1�-JEZLAS5IFIED EXCEPT

..hn� warn: snowu UTHERHIEE

Reference¢am§¬! 278-HQ-1229736-VIO

Administrative:  U! This communication contains one or more

footnotes. To read the footnotes, download and print the
document in Corel wordPerfect.

Details!� E31 By &#39; nication 03
 Cited below!il&#39;, Division

rsssrssd eiP@§§iblelIQ§,err9r,ia conienccien with _~ I I

bl I
b6
b7C
b3 FGJ

L

1



 !

b2
b7E

SEgh¬T
---~ Working Copy �~-- Page 2

 U! Pursuant to Sections l806{b!, lB25{c!, and

1B45 b! of the FISA, FISA�derived information may not be
disclosed for law enforcement purposes or used in a criminal
proceeding without prior authorization of the Attorney
General. Pursuant to a memorandum of the Attorney General
dated March 6, 2002, the issuance of a grand jury subpoena
falls within the definition of a "criminal proceeding" as that
term is used in the PISA. Thus, a subpoena containing FISA-
derived information requires prior authorization of the
Attorney General before it is disclosed or used in a criminal
proceeding. -

{U} Section 2.4 of Executive Order  E0! 12863,

dated September 13, 1993, requires the General Counsel for the
Intelligence Community, including FBI/OGC, to report to the
IOB intelligence activities that they have reason to believe
are unlawful or contrary to executive order or presidential
directive.

H "��IBI Pursuant to the PISA, a grand jury subpoena
containing FISA-derived information may not be disclosed
without prior authorization of the Attorney General. The

E:::;:::]Division served a federal grand jury subpoena
con aining PISA-derived information on a third party without
obtaining the Attorney General�s prior authorization. It is
the opinion of Office of General Counsel that this constitutes
a violation of the PISA that must be reported to the IOB.

 II! ""�a~~§i[ Based upon the above analysis, and consistent
the reporting requirements of Section 2.4 of E.O. 12863, OGC
will prepare a cover letter and an LHM to report this matter
to the IOB. That correspondence will also advise the IOB that
this matter will be referred to the PBIs Office of

Professional Responsibility.

Lead �[5] :

Set Lead 1:  Action!

COUNTERTERRORISM DIVISION

AT WASHINGTON, DC

 U! For information.

Set Lead 2:  Action!
SE . T



b2
b7E

b6
b7C

b2

b?E

SgéRET~�-~ Working Copy ----

DIRECTOR&#39;S OFFICE

AT OPR F0, DC

 U! For action deemed appropriate.

Set Lead 3: {ACtiOD]

 U! For action deemed appropriatej

- Mr. Curran

[i;;;;i;;;:;;;lary

**FOOTNOTES**

i1�:

Counsel,
dated 06/27/03, Case ID# 27B�HQ-1229736�VIO, titled

"Intelligence Oversi ht

Page

 U! See EC from  Division to the General

Board Matter {IOB! Division," hereinafter
cited as

EC� II

SECR T



b2
b7E

b6
b7C

 U;

cu:

W1

{U1 --

bl
b6
b?C
b7D

FD-Q62 Jrv.05-0?-2003!

SEC T

l=IEI!IElll92l. EllliilEl92ll :31: Ill92!lE£51Fl iJ92IFI !lI

Precedence: ROUTINE Date: 04/22/2005

it H565-

To: General Counsel Attn: National Security Law Branch,
Room 7975

From

Contact: SA{:3 1
Approved By

Drafted By: H�

w.ml Case ID #: ------- ~IB{ 278-HQ-C1229736-VIO - s20

Title: :#¬I+wINTELLIGENCE OVERSIGHT BOARD  IOB! MATTER

Synopéie:::#SI: Possible IOB error for nonecompliance with a
requirement or the §etion§l:Foreiqn Intelligence Program Manual
 NFIPM!.

ALL INFORMATION cnmrazmsn
De &#39; d m = G-3 HEREIN IS UNCLASSIFIED EXCEPT

D sei On: X1 IJTIEPE s�utm EI&#39;I�l-IERIJISEI

" � �Enclosures: ;§< Telephone records requested by General Counsel.

Details:

 S! 1.

bl
b5  S! 2.
b7C �_ _ __ H _. .__. _� _ .__ in ll

&#39;�~~- j&{ 3. Possible IOB Error.

bl {S!

~"~W~IS¢: 4. Description of IOB Error  including any reporting delays!.
[S!~-

*�*"�~~~~§&{[ pp _l __ 4__jdrafted an NSLIW ~ or _. �which
contained an incorrect telephone number.

 SI

&#39; __ __ __ _ lresponded to the NSL and delivered the

[recordsthatcorresponded to the incorrect



b2
SECR T WE

To: General Counsel From:

*">- Re;---> <.-1! 276-I-IQ~Cl229736-V10,04/22/2005

_ ml E1: Per iglglgrgctigns f  in her efmail dated
04/_2_l/2005 to 1 CDC L _ __ the acquired
telephone records are enclosed along with copies of the original NSL

bz and cover EC to--be forwarded to OIPR. All the communications that
b?E contain the incorrect number were permanentl charged out and removed
bl from AC5 in 0"f-E-ice. I  contacted the� l
b5 office and requested the removal�  " j Pfrorn
1°"? ACS. * r c

�I-u

sgenggx
2



s%wr b2
k:-7E Uh. T0:_ General Counsel From: [::::::::]

Re 2&#39;-fS¥: 278�HQ�Cl229736�VIO, 04/22/2005

LEADIS!:

Set Lead 1:  Action!

GENERAL COUNSEL

AT WASHINGTON, DC

 U! General Counsel to take action requested above.

Q0 "

SE ET
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b7C
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b?E
bl
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b?C

 Rev OI-3|-2003]

ssc�wi
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: O5/O6/2005

To: Inspection Attn: Internal

Section
Investigation

cnc| j
From: General CounselNational Se ri TLQ L@�L

Contact

. . W E 1::

Approved By: Thor:ia.sJulie Pi  *7� 7 D "
Drafted By:

Case� ID # =- -1:51 Eva - Hoicigzsvis - tic ;l"  PendiD. �f»;,:,wM ./4�l,,4



bl

&#39;06
b7C
b7D

w

W1

W3-

b5

To: Inspection Division From: General Counsel
Re: ibs� 278-HQ�C1229736�VIO, O5/06/2005

� E _W_ __ _� 7 W__ lkesponded to the NSL and
delivered the telephone records that corresponded to the
incorrect number listed in the NSL. Upon review of the telephone
records, it was discovered that they belonged to a different U.S.
Person.

..rH. M Hiw:5{: when the error was discovered, the telephone
records were sealed along with the original NSL and forwarded to
Headquarters together with a report of the incident. {See 278-HQ-
C1229736-VIO Series 820}. These records will be forwarded to the

Office of Intelligence Policy and Review  OIPR! All
communications that contained the incorrect telephone number were
permanently charged out and removed from FBI Automated Case
Support system {AC5}.

.,_,W.rHi:§<Q Section 2-S6 of the National Foreign Intelligence
Program Manual  NFIPM! requires OGC to determine whether the
facts related above are required to be reported to the IOB. For
the reasons discussed below this matter needs to be reported.

m.-H�m.m.W§§{; The Electronic Communications Privacy Act  ECPA!,
l8 U.S.C. 2 O9 authorizes the issuance of a National Security
Letter for telephone subscriber information, telephone toll
billing records and electronic communication transactional
records for telephone numbers used by the subject of the
investigation. The USA PATRIOT Act, P.L. 107-56, authorizes the
issuance of an NSL for a subject upon a certification of
relevance to an authorized investigation to protect against

 U! Section 2.4 of the Executive Order  EO! 12863,
dated 09/I3/1993, mandates that Inspectors General and General
Counsel of the Intelligence Community components  in the FBI, the
Assistant Director, Inspection Division, and the General Counsel,
OGC, respectfully! report to the IOB all information "concerning
the intelligence activities that they have reason to believe may
be unlawful or contrary to Executive Order or Presidential
Directive.�

SECR T

2
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To: Inspection Division From: Gen ral Counsel

"1? Re=...>I~,g 278-I-IQ-C1229736-V10, 05/06/2005

 U! In the instant matter, while the error in

combining the two telephone numbers appears to be inadvertent, it
resulted in obtaining another U.S. Person&#39;s telephone records
without authorization. Even though the production of the wrong
telephone records resulted from a typographical error, the
delivery of the telephone records was contrary to 18 USC § 2709.
Consequently, based on the above analysis, and in accordance with
the reporting requirements of Section 2.4 of E.O. 12863 and
Section 2-S6 of the NFIPM, the error must be reported to the IOB.

LEADISJ:

Set Lead 1:  Action!

b2
b7E

 U! Read and clear

Set Lead 2:  Action!

INSPECTION fIIS!

AT WASHINGTON DC

 U! For action deemed appropriate

- Ms. Thomas

&#39;  ll &#39;1
b&#39;7C

SECR

3
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May 6, 2005

BY COURIER

James Langdon, Chairman
Intelligence Oversight Board
New Executive Office Building
725 17th Street, N.W., Room 5020

Washington, D.C. 20503

Dear Chairman Langdon:

This letter forwards for your information a sel£»explanatory
enclosure entitled, �Intelligence Oversight Board {IOB! Matter,

b2 roe 20o5[::::] <0!
The enclosure sets forth details of investigative activity

which the FBI has determined was conducted contrary to the
Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations.  U!

LHHCIJKS 5&#39; FREE}!

DETACHE OM

CLASS IED CLOSURE

b6 1 � MS� 1 _u___ _____ if _ __� .,;
b�° 1 - ssn 1 - 219-no-c1229736-v1o~~X5.li

Derive f : G�3
Declas � on: X1

DECLA35IFIED BY 65l?9dmh/ksrfprs- &#39; -£HiCJUilL-
an as-04-200?



_2-

Chairman James Langdon

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be

arranged for you at your convenience.  U!

Sincerely,

Julie F. Thomas

Deputy General Counsel

Enclosure

l � The Honorable Alberto R. Gonzalez

Attorney General
U.S. Department of Justice
Room 5111

1 � Mr. James Baker

Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

UNCLA IFIE EN

DETACHED OM

CLASSIF D NCLOSURE

-i§K:G§L_



b2
b7E
bl
b?D

�!

 SJ

bl
b6
b?C
b7D

iUi

_ _ 7 fr _ -

ts! I sEc}r{
tm-I34: &#39;-[Z p_� __,, , _�4__4n 1 of the Federal

Bureau of Investigation  FBI! has reported that a National&#39; 921sL i� * W? l W

_ _ _r_� i 4*__4_N4� _ _ 7 _ contained an
incorrect telephone number.

l l 2s.L4e  ;_;  ,___._;i;i1ij_. 1]
L[ c c t .�f"�&#39; L.� � �_ &#39; &#39; ""�*�&#39;|ara£r�ea�

m~a-National~Security~letter7TNS- Z l fQfi_jJ�§hich*contained

iggorrect telephone number.

_"__�_ __ _ ,___ _ 7" _ N � __ ;1responded_to Ehe NBIFand�*
delivered the telephone records that corresponded to the
incorrect number listed in the NSL. Upon review of the telephone
records, it was discovered that they belonged to a different U.S.
Person.

" ~~;j£¢: when the error was discovered, the telephone records
were sealed along with the original NSL and forwarded to FBI
Headquarters together with a report of the incident. All
communications that contained the incorrect telephone number were

permanently charged out and removed from FBI Automated Case
Support system  AC5!. In addition, the matter has been referred
to the FBI&#39;s Internal Inspection Section for any action that is

deemed appropriate.

SEC T

rived om: G�3

Decl ify on: X�1

ALL IHFDPEATIOM CUHTAINED

HEREIN IS UNCLA3SIFIED EXCEPT

WHERE BHUUN DTHRMI3E
DATE: O6-04-200?

CLASSIFIED BY 65l?9dmhfprs



 Rcv.OIJI-2003}
GGGHE$L

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 09/26/2005

To: General Counsel Attn: NSLB

From: Inspection
b? Internal Inv iqations SectionLgIPUi Room 11102

sic Contact: CRS I
Approved By: Fogle Toni Mari &#39;

Drafted By: � W J
U-U   cé;ae""&#39;In""#=--  278�HQ�Cl229736�VIO  Pending!
 U! Title: X! INTELLIGENCE ovsnsxsm" BOARD MATTER

INSD/IIS TRAC 56

occ/IOB# 2005 b2

Synopsis:  U! To report a potential Intelligence Oversight Board
 IOB! matter to the Office of General Counsel, National Security

Law Branch INSLB!.

f��"&#39;��::3£Q:: &#39;ved Fro . G-3
Decl On: X1

Re£erence::>&§E 278» - 736¢El0~Ser¬§l#§5E#
 UP 27 _ -8 36- al 881

Details: {U} The Internal Investigations Section {IIS! received
an EC from D d d   ivision ate 4/22/2005, reporting a

b3 possible I err r. Based upon a review of the referenced EC it
b?E is the IIS&#39;s opinion the incident described therein is indicative

of a performance issue. Therefore, no internal investigation
will be conducted by the IIS and this matter is being relegated
to the NSLB for whatever action they deem appropriate.

O6

DECLASSIFIED BY 55l?9dmhfksrjprs

UN U6-U4-ZUUT

S8833?
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 Rcv.U1-3|-2003!
4H3E�L-

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 09/26/2005

Tozul 1 Attn: SAC  Personal Attention!
b6 F : Irem nspection
b7c Internal Inv &#39; � &#39; 2
b2 Contact: CRS

Approved By: Fogle Toni Mari�iiiq A j

Drafted Byzi
 UT "¢5§-e- ID--#_.._..  zsslno-do-uz - 319* {Pending}
ll?! - "&#39;I&#39;J&#39;.&#39;t1e:   INTELLIGENCE OVERSIGHT BOARD MATTER

INSD/IIS TRACKING# 1156 b2

osc/Ios# 2005&#39;:
Synopsis:  U! To advise that captioned reporting of potential
Intelligence Oversight Board  IOB! violation has been reviewed by
the Internal Investigations Section  IIS!, and is not considered
willful misconduct. This incident is remanded back to the field

for whatever action deemed necessary and appropriate. Case
closed at IIS.

 U! _.  &#39; ed Fr : G-3
Dec 1 n: X1

Enclosure{s!:  U! EC from Division dated 04/22/2005

Reference 278- 9736» erial B20

Details:  U! Upon review Of[j;;::::;JDiViSiOn&#39;5-¢aptiOned report
of a potential IOB violation, i lS S&#39;s opinion the incident is
not indicative of willful misconduct. IIS only actively pursues
investigations where deliberate and/or aggravated misconduct is
evident, and accordingly, this case is closed at IIS.

b2 {U} IIS does, however, suggest.this incident be
b7E potentially considered a possible performance related issue with

respect to the employee and respective supervisor, and relegates
any f t e ction relative to this incident to the discretion of

the|E�:ff::E]Division. IIS recognizes and appreciates this
matter was rought to our attention as required by the revisions
mandated by National Security Law Branch/OGC EC, dated O3/18/2005
{3l9X~HQ�Al48772O serial 6}.

Q9

4HHH

DElZ&#39;LkS3IFIEIi BY 65179 d.mh/kerfprs

[IN 05-08-ZUUT

i&#39;



 Rev.Dl-3!-2003!

l=lEI3IEIIlll. Ellliliilill  DI: lll92IIE!iFf1�JlJFlC!li

Precedence: ROUTINE Date: 09/30/2005

To: Counterterrorism Attn: ITOS I CONUS 2 Team 7

U

General Counsel Attn: N 1 1

AGC |
From: Inspection

~~� Internal Inve &#39; &#39; � 11102

Contact: CRS

b6 Approved By:

b7C
b2
b7E Drafted By:

cu:~-~ H

¢tI;rimHnCaee ID �r~ 263-HQ�0~U  Pending}*.u
263�HQ-C1229736�VIO  Pending!-

mM&#39;T1tIe:" I91 IN T BOARD
SSTF3 1 111 i

I _Wn� [DIVISION
OGC # 2005 -I l

Synopsis:  U! Forwarding material to Counterterrorism Division
for appropriate handling.

 [1: . ............. Wm" Mm.%.mm Wcsq: d F. : G_3
De si : X1

�I}"�"mReference+~m!QQ 278-HQ-C1229736�VIO Serial 688
 U3 _____ �Mm _______ H HWMJMNWM1-£91 278-HQ-C1229736-VIO Serial 754

 IJ&#39;!-

my H.Enc1osure1s!;W~!£% Enclosed for Counterterrorism Division  CTD!,
ITOS I, CONUS 2, eam 7 are the following:

�m._mm..�1~§5 :A copy of 278~HQ-C1229736-VIO, serial sea
{UT �enclosing- ==;1~1

 $1.11

bl
b7D

** .§n§3?rr *1"

ALL Inronmiwiom CONTAINED DATE: U6_UB_2UU?
HEREIN 15 ""FL$551FIED EX5EPT CLABSIFIED BY 55119 dmhfksr/pus
mun: snomn OTHERWISE P�asgn: 1_4 [C1

DECLAS8IF? ON: 06-U8-2832



NJ!

b2
b7EI
bl

 U!

�11

b2

b7E�.
b&#39;r&#39;D
bl

iUjM�

SE ET

To: Counterterrorism From: Inspe tion

Re:-~ $5: 263-HQ-0-U, 09/30/2005

 B!  .1� 1 1� H W K H Z� if

.mM-~�--~-"":hK  A copy of 27é;HQ�Cl§2973§:VIO, serial 75417 7
enclosing:

l inadvertent1v_gathered|_T |bl A CD containing_mater&#39;

1 ision forwarded to Inspection Division  INSD},
Internal Investigations Section IIS} the enclosed unauthorized

- i H W W 1a W w Z Z_

 U! v I g of of W_ it i g l g

Details: &#39;%g§ By way of 278-HQ-C1229736-VIO serials 688 and 754,

collected material inadvertently obtained pg;§Qaq; ;Qi71J Q£Ll§uh_]
_ W r�y standard ractice, this

material should have been provided by[:::::::f¬:]Division to
CTD92ITOS I92CONUS 292Team 7, the substantive unit supervising the
investigations in which the material was collected. In turn,
that unit SSA should turn it over to the Office of Intelligence
Policv aHd�REVlEW  OIPRLJ W _, Z j

�"~~:�§[ Accordingly, INSD, IIS is forwarding the enclosed
material to CTD92ITOS I92CONUS 292Team 7 for appropriate handling.

SET



ij o

SEC T

To: Counterterrorism From: Inspe tion

UH Re:  263-�I~IQ~0�U, 09/30/2005

LEADIB!:

Set Lead 1:  Action!

COUNTERTERRORISM

AT WASHINGTON, DC

 U! For ITOS I92CONUS 292Team 7 to review EC and provide
enclosed material to OIPR.

Set Lead 2:  Info!

GENERAL COUNSEL

AT WASHINGTON, DC

 U! Provided to NSLB for information only.

0O

W
&#39; 3



b2
b7E
b6
b?C

bl     ........ ..
b7D 1. A CD containing material

ursuant to a National Securit e - .

_ _ t

{Rev IZI-3]-I003!

s�besw
FEDERAL BUREQU OF INVESTIGATION

ii I200
Precedence: ROUTINE Date: O2/25/2005

To: /Inspection Attn: Internal Investigations
Sect.

General Counsel Attn: Natl. Sec. Law Branch

Asst.�Genl.iQounsel

JFrom: {N W &#39;
Le a unit , , �e C _g _ i ,V_�_ H

Contact: CDC� J
__ _itic EaSa~ �* �D �i

Approved By:

Drafted By: UEQ
Case ID #=  U! 278-HQ-Cl229736-VIO {Pending}

Title: {U} TFO

SSA

POT OVERSIGHT

BOARD  IOB! MATTER

Synopsis:  U! To report potential IOB matter to the
Inspection Division and to the General Counsel.

Der U;.r-[§1rrTM!>5Q:�_WPMn3;;;::§%¬§;fg;¬: :i3
Enc1osure sl}":!§3 Enclosed for the Inspection Division,
Internal Investigations Section are the following:

y L tter  NSL!
WARNING: This CD may contain a virus and should not be olaced
in any computer until a virus scan is performed.

r�-�-���-1  S! 2. id C if C   1 1

b7C

%92�1�6�
b2 /Q0

T b6



b2
b7EI

bl
b6
b7C

bl
b7D
b6
b7C
b2
b7E.

b6
b7C

I  I

SEC T b2
_ b7ETo: Inspection From: u

Re:  U! 278-HQ-C1229736~VIO, O2 25/2005

3. An ac dated oz/04 ZLJOBI: of e I
transmitting the results Z _ _ 7clit ****** J 7

&#39; 7 4..q..F V, _  _c _ ~ V es� f�

L Z_ _� _W_ _� _ la g§L was signedu f sq e__e �_ f j_"1 *T  cs]. __T.b.esb1SLJ
__ i few ___ l"The NSL_soQghEI __ 7

�intormatioij

J * _ l.&#39;D.QfE.r;1"�|.cJ_1.:.de�



s1a�Q b2

To: Inspection From:   b7&#39;E
RE: {U} 278-HQ~Cl229736�VIO, O2/25/2005

b6

b7C to determine if this matter should be reported as
IOB violation. On 2/24/2005 she responded that it

should be reported.

w:  believes the following should be
considered by t e Inspection Division and the General Counsel
in determining if this matter should be reported to the IOB.
First the NSL specifically stated that e-mail content
information was not reguested. Any violation of Title 18,
U.S. Code Section 2711 was committed by the internet service
provider, not by the FBI. The statute does not specifically

b7 prohibit the FBI from viewing efmail content information
b§E provided pursuant to a NSL and it does not specifically

prohibit the use of such information by the FBI. The statute
prohibits the FBI from requesting the content information and
prohibits the provider from releasing such information.
Second, any violation of the "intent" of the Statute was
inadvertent. The case agent sought guidance from his
supervisor shortly after viewing the information and the
supervisor immediately contacted the CDC. Guidance was then
sought from OGC.

s1=:E4?&#39;r92
3



___ ___ __ _ _ �-1 ~

srkszg
b2

To: Inspection From:i;;j;;;I;;;;;l _b7E
Re:  U! 278-HQ�C1229 - , /2005

LEAD B!:

Set Lead l:  Action!

INSPECTION

AT WASHINGTON, DC

 U! Review this EC and attachments and take action

as appropriate.

Set Lead 2:  Action!

GEEERAL COUNSEL

Division,
violation.

O0

AT WASHINGTON, DC

 U! Review this EC and advise the Inspection
IIS on the referal of this matter as a potential IOB

SE ET

4
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Secnet

~9292929292929292w92[LS.D¢P�runent0fJus�ce
._:!,r-3&#39;-&#39;35.
F� MEl &#39;l uni  . . Federal Bureau of Invesugauon

_

In Reply, Please Refer no

File No.

cs:

�!

 S3,
Under the authority of Executive Order 12333, dated

December 4, 1981, and pursuant to Title 18. United States Code
1  U S.C }, Section 2709  as amended, October 26, 2001}, you are e
1 directed to provide to the_Federal_Bureau,c§ lnvestigationm

bl
b6
b&#39;?C
b2
b&#39;?E1
b7D

I13!

M
"4� In accordance with Title 18, U S C., Section 2709{b}, I

certify that all records being sought are relevant to an authorized
investigation to protect against international terrorism or
clandestine intelligence activities, and that such an investigation



e i i -

92

Secret92
Your cooperation in this matter is greatly appreciated.

Sincerely yours,

Z� W" * "Z b6

__ Z T Z4__� _j_ b7C
Special Agent in C arge b2

bTE ~

Saba
&#39;92@
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 Rcv U1 -3|-1003]

egéngf
FWE[!E"iJ92L-Eilliliulll  !F:||�92!E§511�I§T1 !Fl

Precedence: ROUTINE Date: O2/O4/2005

b2 _ ,W� K� W .W T0. [ I Attn. r|:I@___L
b6 W _ Wb7C � " __ *" _� TF0 l 92

From: I
Contact: ISS �M |

_ _ i H � � i W W�Approved By: 7� 7 .�E: 92Fx�U
Drafted By: GL

bl  Si .Ca8e ID.#:

Title:  S! 7

bl

 S1--~E§C .�

Synopsis;":}S£; To Eyovidg results of National Security Letter
b2  NSLW

 U! Wwwm:R§immhM :E::¥f§gF§fgg;::iG-3 U}1 &SS1fy - X1 1

Enclosure s : Enclosed forL_ 4_ _ __"_
bl are records, -
b2 "*&#39; "� � 4" " �

b7E U 7 7 T Jiiisted in the oriqinat*ng NSL f

bl iS!_°etai1S=�>{ , ee W eff if
b6

b?C
b7D if i

b7C �Ski P�__ __ Mm�
SE T

DATE: U5-U?-200?

cnassrrrzn BY &#39;5l79dmh!k 5hLL rmropnarzom comrarurv ° Brfpr
__ PEA5UN: 1.4   C1!

HPEIH Ih UNCLASSIFIED EXCEPT DECLASSIFY OH: U6_O7_2U32
UHRE EHUUH UTHRUI5E



RET

b? &#39; To: Erqmg _ _
b?E 5?},

bl w
b6 &#39;51
b7C l

b2 - ���"" *&#39; "

b7E - All leads set for� �have been completed.

I-EAD s}:

Set Lead 1:  Info! �

b2
b7E�.

 U! Read and clear.

60

S T

2



b2
b7E
b6
b7C

cs:

 W "

ALL

 Rev.0l-3b2003}

SE ET

FIEIJIEFIIHL IIIJFIIEAJJ C! lll92HE§511�Il11

Precedence: ROUTINE

Counterterrorism

Attn: SAC

CDC

Clhl

Attn: ITOSI/CONUSII

Inspection

From: General Counsel

Date: 04/21/2005

Attn: Internal Investigation Section

National gecnritv Law Branch/LX Crossgn 5S2O0

Contact:lApproved By. I �CW� I

Drafted By: _{-

Case ID #:~ - - -VIO&#39; JEPending!
bl iSj~~m~ Pending!

Titg¬L%:EM:i Intelli ence Oversi ht Board  IOB!
b7C SSA

éloc�i
b2 TFO

Syno�sisr i�� It 18 t e opinion of the Of ice o eneral
Counsel {OGC} that this matter must be reported to the
Intelligence Oversight Board  IOB! and to the Inspection Division
 INSD!, FBIHQ. OGC will prepare and deliver the necessary
correspondence to the IOB. Our analysis follows.

Der

Re£erence:J><§ 278-HQ-Cl229736�VIO Serial 580
Administrative:  U! This communication contains one

footnotes. To read the footnotes, download and print
document in Corel WordPerfect. pym;g54

CL�5$IFIED
INFORMATION CONTAINED R�����: 1,

OI INDIE

the

B-200?
BY 55
4Im

HREIN I3 UNELA$SIFIED EXCEPT DECLA$$IFY ON; Q

UHERE SHUHN DTHERUI5E

SECR

1T9 dmhfksrfprs

5-03-2032



b2
b&#39;?E

[U1

 SJ -

bl
b6
b7C
b7D
b2

b7E�.

&#39;15!

N,

b6
b7C
b2

b2
b7EI

a�cgtrr
T@|:|F G 1c 1: rom: enera ounse

Re: I38!: 278-HQ-Cl229736�VIO, O4/21/2005

lU1

Details: M By electronic communication  E a -o -o .-. y 25,
.2005  ¢.._it_ed he__l_ow_!�¢* i ~ &#39; .. i
1&#39;ED0I&#39;§_Q_§l_§1__J30t¬I1&#39;§_l5!1�JOB error; __ ___...._.______  .._.__

ANSL wa_S signed bl�;  Le:-�I
N _�__ ____ Ti _ itownrovide all ascriber

information pertaining p-..r=1 .~ _=
- � ll Q� ii� k 1- i - - "I __ ,,_,,,, ,

1  C or C  "";____ ___]returned a co
ébursuant to the NSL.

-~-~-~m"""��&#39;¥§¥ Case a ent determined th
contained W_____ 7 _ _i__ii____ii 7 W ii

information to his supervisor SSA

telephonically contacted CDC _ _4H_ regarding the content
information. CDCI kdvised that the CD should be sealed in
an envelope and sent to him. He t &#39; LPTU. On

02/16/05 Assistant General Counseli _�y_�_ hdvised
that the e-mail content information should not�he used for any
purpose, even though the content information was not requested



SEC§8{b2

b&#39;.&#39;EI

[Ill

To: I  From: General Counsel
Re:  S! 278-HQ-C1229736-V10, O4/21/2005

-�"~ ---~ Q& : As required by Executive Order {E.O.} 12863 and
Section 2~56 of the National Eoreiqn Intelligence_Erogram;Manuai
{NFIPM!, OGC was tasked to determine whether the surveillance
errors described here are matters which must be reported to the
IOB. They must.

~~m~~mW~~-~ 15¢ Section 2.4 of E.O. 12863, dated 09/13/1993,
mandates that Inspectors General and General Counsel of the
Intelligence Community components {in the FBI, the Assistant
Director, Inspection Division, and the General Counsel, OGC,
respectively} report to the IOB all information �concerning
intelligence activities that they have reason to believe may
be unlawful or contrary to Executive order or Presidential

b2 1 &#39;
b7E.

�i W i �jar the same time, the_Act made
several changesjto emmhasigeithatlj _Ww_ Imav not be
used for the purposeIp �_W_4W"_ 7 _ __ I Consequently, any viewing of tie
content�6f eiectronicafly transmitted communications must be
obtained pursuant to a court order.°

I _ _15!" --t-_g� "IE£ In the Q�esent case. it is cl &#39;
rovider o 1 d di I

bl
b6
b7C

£1.11 . .. ..

rp ~ _1 ~ err �@005 Y Provi 9 _ ,e_W_, _r__1, W
, _ |and that the FBI

unintentionall receive &#39; &#39;Y ?-Lb�l-EQDLEDL-A�i�lmELLQD-EQL---__f]
contemplated by the NSL _ "_ _W4_ _H_ __WW___ ____
However, under these circumstances, it is OGC&#39;s opinion that the
error, although inadvertent, must be reported to IOB.

�"���""�"�&#39;�}§§ In accordance with the reporting requirements of
E.O. 12863, OGC will prepare the correspondence required to
report this matter to IOB.

�There are certain enumerated exceptions to this prohibition. �g 50 U.S.C. Section
1802.

SEC T

3



s§EnQf
To [::::::::::] From: General Counsel

iw - Rea .§s{ 21a-HQ�c122973s-vio, 04/21/2005

b2

b7E LEAD B!:

Set Lead 1:  Adm!

 U! Read and clear. Take action consistent with this
memorandum.

Set Lead 2:  Action!

INSPECTION

JNIERNA; INSPECTIONS SECTION, WASHINGTON, DC

 U! For action deemed appropriate

b6 _

b7C

~ IOB File

seeks:
4



April 21, 2005

BY COURIER

Mr. James Langdon
Intelligence Oversight Board
New Executive Office Building
Washington, D.C.

Dear Mr. Langdon:

Enclosed for your information is a self�explanatory
b2 enclosure entitled �Inte &#39; ce Oversight Board {IOB} Matter,

W;  Division, 2005
This enclosure sets forth details of investigative

activity which the FBI has determined was conducted contrary to the
Attorney General�s Guidelines for FBI National Security

Investigations and Foreign Intelligence Collection and/or laws,
Executive Orders, or Presidential Directives which govern FBI
foreign counterintelligence and international terrorism

investigations.  U!

Enclosure

ALL IHFUFIUATICW CUIJTAIDIED

� M . HEREIN IS UNCLASSIFIED EXCEPT

b6 - IIIHIERE 3I&#39;IUU&#39;H CITIIEZRBIIEJE

bT"C _

� 278�HQ-C1229736�VIO ~.� Q

UNCLASSIFIED WHEN

DETACHED FROM

CLASSIFIED ENCLOSURE

D &#39;ved f : G�3

��"Dec s on: X1



SEC T

Should you or any member 0 your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience.

Sincerely,

Julie F. Thomas

Deputy General Counsel

1 � The Honorable Alberto R. Gonzales

Attorney General
U.S. Department of Justice�
Room 5111

1 � Mr. James Baker

Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150



SEC T

INTELLIG T somm  IOB! MATTER
b2 VISION

WE 2005  U!

ts: �&#39; &#39; &#39; IOB matter has determined that,
- - SAC �

____w�_ i _The NSL specifically stated not to includ
bl &#39;  t; t. it , &#39; a CD

.&#39;

us! con en __ __7 ____ _ _ ____|rece1ve
�g� rovided i  To The CD Containeigm-rE2 H * _____ _ ___ ,_ W _,, ,, _

32° | - IT}-1e CBC was coiitactedztlie
b792.".�

same day and Ehe CD was seale *�*4� 7 elope and delivered to
the CDC. On Februarv_§§J 2005_ &#39; NSLPTU.

NSLPTU advised |not to use] _ _T
information for any purpose. The matter was then reported as a
potential IOB violation  S!.

H __ __ This matter has been referred to the FBI&#39;s Inspection
tw Division for"aCtion deemed appropriate:I§K:

DATE? news-200? De - ed E � G�3
CLASSIFIED BY 55119 -immmzprs Declas &#39; On� X254
REA$CIl�l: 1.4  cf:
DE|:]__A35IFY ON; |:|6_1]$_2|j_�32 SECRET ALL INFORFLKTIUN ClJN&#39;l"AII&#39;1&#39;ED

HEREIN IS UNCLASSIFIED EXCEPT

IIJHIERE BHUIJN OTTIERIIJISE



 Rev. OI-Jl-2003!
@=¬r

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 09/27/2905

To: General Counsel Attn= NSLB

From: Inspection
Internal Investiqations Section, IPU, Room 11102

b6

b7C Contact: CRSLq I
b2 __ i_ _,i_ __ _l_ __ _

Approved By: Eogle ion; Bari 4�__

Drafted By:I i i Mp I
 U! Case ID #=i.. Ea? 278-HQ-C1229736-VIO  Pending!

 UJ- Title: �Egg INTELLIGENCE OVERSIGHT BOARD MATTER
zuso/11$ TRACKING 1200
OGC/IOB# 2005 b2

Synopsis:  U! To report a potential Intelligence Oversight Board
{IOBJ matter to the Office of General Counsel, National Security
Law Branch  NSLBI.

my  ..
-  II! "&#39;Reference:�:hK  278-HQ-C1229736-V10 Serial 688

278�HQ~Cl229736�VIO Serial 824

Details: U The Internal Investigations Section {IIS! received
an EC from  Division dated 2/25/2005, reporting a
possible IOB error. Based upon a review of the referenced EC it
is the IIS&#39;s opinion the incident described therein is an error

b2 attributed to the Internet Company in providing unauthorized
b7E information relative to an NSL request and not the FBI or its

personnel. Therefore, no internal investigation will be
conducted by the IIS and this matter is being relegated to the
NSLB for whatever action they deem appropriate.

00

DEELASSIFIED BY 65139 -;i.m.h.~�1JI;S

IJN 1J|3�IIIB�2OD&#39;3&#39;

E°%
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b7E
b6
b7C

b2
b7E

 Rev. DI-3]-2003]

�ré
FEDERAL BUREAU o|= INVESTIGATION

Precedence: ROUTINE Date: O9/23/2005

To:[i;;i;;i;iiiii::] Attn: SAC  Personal Attention!
From: Inspection _

Internal Investiqagipns Section, IPU, Room 11102

Contact: CRSl I
Approved By: Rosentha1mRusse1I�H dz

Drafted By: l l
wt-~ Case ID #1-~--15¢: 263�HQ�O-U - 324  Pending!

 U3~ Tit1e:~-pé TFO
b6 SSA

bic INT E VERSIGHT BOARD MATTER
b2 INSD/IIS TRACK G

OGC/IOB# 2005- b2

Synopsis: {U} To advise the captioned reporting of potential
Intelligence Oversight Board  I05! violation has been reviewed by
the Internal Investigations Section  I15!, and is not considered
willful misconduct. This incident is remanded back to the field

for whatever action deemed necessary and appropriate. Case
closed at IIS.

it]: in ,HI?$1,.,m,g: &#39; :1 n: gi3
Enc1osure s!:  U! EC from dated 02/25/2005

ae£eran¢es"§?§1 278~HQ-Cl229736�VIO Serial sea
278-HQ-C1229736-VIO Serial s24

Details:  U! Upon review of[;::::::::] Division&#39;s captioned
report of a potential IOB vio ation, it is IIS&#39;s opinion the
incident described therein was an error attributed to the

Internet Company in providing unauthorized information relative
to an NSL request and not the FBI or its personnel. IIS only
actively pursues investigations where deliberate and/or
aggravated misconduct is evident, and accordingly, this case is
closed at IIS.

1UP�

{U} IIS does, however, recognize this matter was
brought to our attention as required by the revisions



E��i
b2

To |  From Ins ectionb7E : I p

Re: 263�HQ-U-U - 324, U9/28/2005

mandated by National Security Law Branch/OGC EC, dated O3/18/2005
�l9X-HQ�A1487720 serial 6!.

00

§@@
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b2
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U.S. Department t ,ustice

 UBKW I300
Office of the Inspector General

DATE:

TO:

FROM:

liiishtngnnt. DC Z0530

June 2, 2005

Charlene B. Thornton

Assistant Director

Inspection Division
Federal Bureau of investigation

G-@»-<;Q#11
Glenn G. Powell

Special Agent in Charge
investigations Division

SUBJECT: OIG Co &#39; 31

Sub&#39;ect: et al.

Cl

U

FBI N0. 273-HQ-CH29736-V10-683

We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency&#39;s policy
and regulations. A copy of your �ndings andfor �nal action is not required by the
OIG. &#39;

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your �nal report on this matter.

This complaint will be investigated by the OIG.

IMPORTANT NOTICE

Identifying inlormation may have been redacted from the attached OIG Reportlkelerral pursuant to § T of the

IG Actor because an individual has la! requested con�dentiality or  b} expressed at fear of reprisal. ll you
believe that it is necessary that redacted information be made available to your Agency, you may contact the

Assistant Inspector General for Investigations.

Please be advised that, where adverse action ts not contemplated, the subject of an investigation does not have a
right to have access to an OIG Reportl&#39;Rel&#39;erral or to the identities of complainants or witnesses. and that. in all
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Wltlstleblower Protection Act.

ALL FBI nrrottrurrzou comvutaro
Mlafhmenl l-EEPEII-I 1:.-1 u1-:cL.tssIrIE1-

DATE El6�_~.l.1�2I3O&#39;? BY 65139 :.l.tu.t1_»&#39;lt.*r:!1:-rs
-J - ��~&#39;"&#39; &#39; ____ _

b 6 1 .....

,1 U K "



OIG - INVESTIGATIONS DI92t5ION - IDMS ore no.; 412-2005005031-M

Received By;

b2

e -e e ~ ~�--75�¥� cc 7 "
Date Received; U4/18/2905 How Received; A

955355?� W _7 4_ J 41 a� ~ 4* &#39;SSNO:
Title" �PA

Component
MISC:

HOME: . ,
Phone~_ a� ~ e t 4&#39; "

Pay Plan; D 0.B..

; FBI EOD Date- Alien Numb

F.E. . No.

E.O P. No.:

WOIK :

Phone

___ W 4_ * DEL STATE:

NO.:

i W 1P:
JudicIa1*

G

Title: b Pay Plan:

E FComponen
Misc;
Home~ ,

�btjgn; Administrative

SSNO:

D.C.B.:

: BI EDD Date;

F.B.l. N0.;

B.O_P. NO.:
� 4�"&#39; ii D/L STATE:

NO.:

Phon

workZ[
Phon-~_
Judicial

; �  are � z

Action: Administrative

Title: ATTY Pay Plan: GS- K D O.E.;

Component
Misc;
HOME: _ ,

; FBI BOD Date: / f Alien Number

F.B.l. NO.:

B.0.P. N0.:

Phone

work;
Phone;
Contact;

D/L STATE:

NO.:

LIP:

Confidential: N Revealed- Aurhorit �. y.

Action;

/�%&#39;

Alien Number:

b6
b7C
b2
b7E
Action

Ir If

ALLEGATIONS: Offense: 412 - Job Performance Failure

Occurrence Date; Time: City: , State:

Details:

The FBI p rovided information reporting a potential IOB matter.

DISPOSITION DATA: Office;� � Date; O4/l8f200S Disposition: M Approval: GGP
Referred To Agency: FBI INSPECTION DIVISION Component: FBI
Patriot Act: N Civil Ri ht : Ng 5 Priority; N

Other Number: 2781229736 Consolidated Case Number:

Remarks:

Predicating material contains information that has been classified and has been

returned to the FBI. {yhtl

REFERRAL INFORMATION:

;7_*::�r_:* _T:.*.:* &#39; <1� *&#39;*n-#7�

Q5�
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b6
b7C
b2

b7EI

wl... ....

IQ}
bl

b7D

bl
b&#39;?D

sedan?
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: O2/25/2095

To: /Inspection Attn= Internal Investigations
Sect.

General Counsel Attn: Natl. Sec. Law Branch

_sst_TSen Counsel _, �[A &#39;, W 1,_ _

qua , Legal Qn1;_ 1 �

Contact: cncl f ]
APP1&#39;°�-&#39;95 BY= Dirt: 06-cs-200?

CLA3$IFIED BY 6-511,9 cimlmfksr./pts

REIJ&#39;925CII-I: 1.4 [Cl

DECLASSIFY ON: 06-D9-2032

Drafted By: Egg
Case ID #=  U! 278�HQ-C1229736�VIO  Pending!

b6
TFO b7C
SSA

POTENTIAL INTELLIGENCE OVERSIGHT
BOARD  IOB! MATTER

Title:  U!

Synopsis:  U! To report potential IOB matter to the
Inspection Division and to the General Counsel

U  Deriv From : G�3
Decl si On: X1

Enclosure s}1%�"OEI Enclosed for the Inspection Division,
Internal Investigations Section are the following:

 BI. . . . .
1. A CD containing material furnished by
ursuant to a National Security Letter  NSL}.

: T is CD may contain a virus and should not be placed
in any computer until a virus scan is performed.

I in  Js: 2. O O

sacks?
P6 l  . �-I-5-_;|_h --

ALL INFORMATION CONTQINED b?c.., ~"<�¢5T*���--",,92._r l..



__   .i

Freedom of Information
and

Privacy Acts

SUBJECT: NA TIONAL SECURITY LETTERS

FOLDER; Q_g3-10 -_Q*- vowme L0

4-"""�."""~a

4�
�y 119&#39;" 0:

4*
Q»

1% 1&#39;-�I
$1 1%Q3 j

0&#39; 0"�

Federal Bureau of Investigation

I-"�Q�



 Rev

~:._-><1&#39;f . f 5

iSI1=.

mstmm!

�r
FEDERAL BUREAU OF INVESTIGATION

i92- .
I &#39;.

Precedence: ROUTINE Date: 01/04/2006

To: glnspection Attn: Internal Investigations
Sect.

General Counsel Attn: Natl. Sec. Law Branch
A b6

b7CPm-m= l:_| | &#39; T
Squad 1, Lega "uni; e~ �� �w~
Contact: CDC J

b2Approved By: b7E
b6
b7C

Drafted By: 92q
, __m if 92.

_ 92
Case ID #=  U! 272-no-c1229v35-v10�  Pending!

Title: {U} POTENTIAL INTELLIGENCE
BOARD  IOB! MATTER

OVERSIGHT

Synopsis:  U! To report potential IOB matter to the
Inspection Division and to the General Counsel.

ALL INFORMATION CONTAINED U! X! D  HEREIN I5 matmssrntn EXCEPT
{U1 ._ Dec Y &#39; T.d1-IIEPJEI snow orrmnwmst

}Details: &#39;>§; This matter has risin_§§_tQg_;g5ulL_Q£_a_uQH
issued in an � &#39; &#39; &#39; _:__: ,_:� �_; �~ ~~ bl

b6
b7C

W -a� - part of this inyestlgatjgnl ,Z_ Egg bl
_issg_ed an__NsL,_[ _  b6

b7C

 S!- b2

I�EE!!§ll!E§!II�EE§-DIiH�¥��WIiiEE|IIIIIIIIIIIIIIIIIIIIIII1l�lIl�l!lnl Egg
m_ _ W _� ;1 :lt_w__ -csmitted

- - u!qI�o&#39; E�e�NSITreceived Erom Q

� �S�
2;:

-../ -F m@§ /

¢5+i<e.~<&#39;;f*1¬:» ,

T   DATE: 0.5-25-zutn
CLASSIFIED BY 65179 dmhfksr/gel

REASON: 1.4  C!

DECLASSIFY DH: OS-25~2D32



SEQRT
b2

To: Inspection Prom:
Re:  U! 278-EQ�C1229736�VIO, 01/O4/2006

 Uh.

*3�  ><l    i i | a
.__ n

this matter be*an review ng the documents EEf:ffff:ifi2E:f
�.; note.d.__tha_t_ had provided two documents which b1

were unr<§l_ated to th&#39;§7&#39;_sl1ble~_§_&#39;§f_&#39;Of"t]1fa"_NSL7L:|__ M_  s ,_|b s b6
b?C

1 b2_ _ _ _H , _ b7E

made no use of these documents and b7� ��&#39;
 H notified CDC] _" Lima, uested that he

forward the documents to the QQQ; 92 assumes the
elat&#39;é" tol  W ___ who is a U.S. Person.

__ has secujed�thesé documents �ursuant to an email
from AGC |to all CDCs dated 11/22/2005.
Nothing rom Ehese documents has been uploaded into any
database or stored in any file.

b1

an :P§i _ notes that there is nothing in the bio
NSL which should have led to produce the two documents b;E
detailed above. b

sr:c92n:{
2



BEEREI
__ _. __ b2   [:1 W
Re: {U1 278~HQ�C1229736�VIO, 01 04/2005

LEADU5!:

Set Lead l:  Action!

INSPECTION

AT WASHINGTON� DC

 U! Review this EC and take actios as appropriate.
Set Lead 2:  Action!

GENERAL COUNSEL

AT WASHINGTON� DC

 U! Review this EC and advise the Inspection
Division, IIS on the referal of this matter as a potential IOB
violation.

O0

sikngr
3
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{Rev OI-3 I-2 | ;_">!

SEEEB{92
FEDEFIQL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/O4/2006
f

To:;�Inspection Attn: Internal Investigations
Sect.

General Counsel Attn: Natl. Sec. Law Branch
Asst

r�*Q""�°���J�
1=r<>m= [:|

Squad 1, Legal Uni;Contact: CDq I I� If ll b2
b7EApproved By: b6
b7C

Drafted By: 92Og
Case ID #=  U! 278-so-c122973s-vro" �{Pend1ng!

Title:  U!

DIVISION

NTI L INTELLIGENCE OVERSIGHT
BOARD {IOB! MATTER

Synopsis:  U! To report potential IOB matter to the
Inspection Division and to the General Counsel.

ALL INFORMATION CONTAINEDW1 &#39;  D  1-[EREIN Is IHJIILASSIFIED EXCEPT
D ssify On: WHERE SHOWN QTHERUISE

 Uh
IS!&#39;_ Details: igi This &#39; the result cf an W;. inv s &#39; 1 as H

W-In mg� I As art ofjthij i &#39; &#39; was signed
by _ ~. SAC

was 5*i,i1@¢iés5"r9| Q C; ;  C;
[ _ The NSL sou ht

1 subscriber and toll records-for~telephone~ -
E::::::] served th nd, via an EC dated
returned to[::::f:§EE:ja packs e of material provided by the
telecommunications c  ]. ompany. EC includes the name
and address of the subscriber to this telephone number.

¢ b6
.1? ; .- .., I I I-_v  = ,92_{I  * SEEQT I �g�.  i .
-92..f:-,;_»_.¢: L. .1.-_<  __{36�L�!  --1 we pm: U5_25_m?

CLASSIFIED BY 55179 dmhfksr/gcl

PEASQH: 1.4 [C1
DECLA$SIFY ON: U5�25~2032

# 1073946

IIIIIIIIIIIIIIIIIIII__________����__�����IIIIIIIIIIII���IIII_��_�������-��-_�����I-��-

bl
b6
b7C

bl
b6

b7C
b?D
b2
b7E



l eff? 1:1 1  -

SESEEI
b2

To: Inspection From: £::::::::;;:] b7E
Re: {U} 278-HQ-C1229? 6-V10, O1 O4/2006

�"1 &#39;13?"-_
I on receivinQ_the material the case agent, SA

7 __ _ noted that the telephone number subscriber bl
wae�unE�own tojhim. He then checked the telephone number and b6
noted that the NSL%§QQylQ_QQE§ r &#39; EEC
information for telephone numberi 7 __ 7 W I b§E
the CDC prepar reT:&#39;1uestTrorT"&#39;c&#39;ase agents.
Apparently CDCtif�Eftffff:ifjimproperly typed the telephone
number when preparlng 1t. The number was correctly stated on
the transmittal EC.

in :91.  _
_ p;]8I_ Ihe paikage of material from|_ 4_ ___ _ i; _� bqgL 7� W h7 47 aswnpt b ed and will be stored b2

1n*a secure�locatIon igL _ ioff&#39; b67� 7__ _ _, 77 zce pursuant to an

email of AGC[ Tto all CDCs dated 11/22/zoos. 21¢
E

bl

g;ER§3
2

��_���_-�____-��-_____�_��__�_-_-_��-��-__-�_-�_-��__�__��-__________��____�*_����



SEE3ET
To; Inspection From:   b2
Re: {0} 278-HQ-Cl229736�VIO, 01/04/2006 �E

LEAD{s! :

Set Lead 1:  Action!

INSPECTION

AT -WASHINGTON, DC

 U! Review this EC and take action as appropriate.

Set Lead 2: {Action}

GENERAL COUNSEL

AT WASHINGTON, DC

 U! Review this EC and advise the Inspection
Division, IIS on the referal of this matter as a potential IOB
violation.

6&#39;0

5%?�
3



CR3

_rit.�92* U!-_t]-20-.3}

Quests
FEDERAL BUREAU OF INVESTIGATION

._» J. -  --

Precedence: ROUTINE Date: 12/14/2005

�:-

To: General Counsel Attn: National Security Law Branch
Room 7975

F=l:lrom

Chiéf DiViSiO _J£IEU s"&#39; of b2

Contact: CDC 4" _J R75
b6

Approved By: b7�

Drafted By: jbk

Case ID #:  U! 278-HQ-Cl229736~VIO - 1093  Pending!

Title:  U! SPECIAL AGENT  SA!
POSSIBLE INTELLIGE

 IOB! MATTER - INTERNATIONAL TERRORISM RELATED

Synopsis:  U! This communication reports a possible IOB
violation.

 U!  lgarived *FI»_§:n:i series c:-3 1/9&#39;1
se<.~rss5"�Ey On: 12/14/2030 r

Details: "

_ UL 1,. Personnel and case backqround ":7 7 I I
the[;;:::::::] Di . an Joi �sm
Task orce. " _W _ _,, _

_ is vg &#39; � six>1

b6
b7C

b2
b7E
b6
b7C

rs!� J is I _, It LL *7 is

�m "~IE#C:By electronic communication {EC} dated 06/23/2005
the Division sent materials responsive to the NSL to SA

ALL INFORMATION CONTAINED

HREIM IS UNCLASSIFIED EXCEPT

b6 SEC T mam snow: DTI-IERUISE
DTC

bl
b6
b7C

b6
b?C



SEC T

To: General Counsel From: E%E
Re;  U! 27B~HQ-Cl229736�VIO, 12 14 2005

lg! 3, Discovery_and immediate corrective action
cm _

� 2352 Upon receipt of the records, S discovered
that he mistakenly provided the w

:§t[- After discovery,&#39;the records received from thgL Lisa

bl
b6
b7C
I15!

bl
b2
b7E
b6
b7C

 Uy.3j¢:%By EC dated O7/01/2005. &#39; was reported
to the Nationa Security Law Branch and Division. But
it was not officially reported as a possi e B violation.

ll! 3., Possible violation and sac recommendation

w>-  . . .
The "Attorney General Guidelines for FBI National

Qecurity Investigations and Foreign Intelligence Collection,"
contemplates use of NSLs only for predicated subjects.
Obviously, the mistaken target of the 03flB/2005 NSL was not a
subject.

 U! This matter appears to be a &#39; inistrative
oversight. It is certainly mitigated by SA immediate
di c v f th &#39; &#39; d&#39; &#39; &#39;s o ery o e erro mme iate corrective action.

Accordingly, the SAC, recommends no administrative
action.

b2
b7E

b6
b7C



smcgsw

To: General Counsel From:    Ea:
Re:  U! 278�HQ�C1229736-VI , 12 14 2005

LEAD s}:

Set Lead 1:  Action!

GENERAL COUNSEL

A1 WASHINGTON� DC

 U! The National Security Law Branch is requested to
determine if this matter should be reported as to the IOB.

 U! The National Security Law Branch is also requested
to provide guidance concerning the proper disposition of
mistakenly gathered information in cases such as these.

O0

s%
3

---IIIIIIIIIIIIIIIIIIIII-----�--�-------____-_-__-�--_-_--___-



Freedom of Information
and

Privacy Acts

SUBJECT: NA TIONAL SECURITY LETTERS

FOLDER: Q  Q 5 3 � - Q; ?gu92g»mg 1? yl_

v�-I�I

Federal Bureau of Investigation

i"i

W�? °

11>
011

� C

�*9 Q-"pi-�v 9�,



DATE: GS-06-200?

in .»pnm�mBWF@RHRT1°" EUNTFINED CLASSIFIED BY 65l?9fdmhfksrfcak
I-[EFLEII-I IS UI~IIILA5SIFIED EXCEPT HE PEASUN: 1.-1  -51
ull-IE;P_E summ DT1-IERWIEE 5 RET/ORCON/NOFQRN DECI.292.SSIF�f ms; as-as-2032

FEDERAL eunenu o|= INVESTIGATION 55 &#39; �=

Precedence: ROUTINE Date: 05/17/2006

To: General Counsel Attn: NSLB

Julie F. Thomas

Inspection Attn: IIS
Operational Technology Attn: ERF
Counterterrorism Attn: EOPS

ss

uc

F=~<m= |:|
c-5 _ _ c b6Contac t: SAL� 7 7 I gt:

b7E

Drafted By: | Wm KL "lip ZaW}dnv
{L1}  .

c5¢a":;n"-#-.-- M - - &#39; " _
 S! bi

Title:  U! ictucii ovenszcm" iaozmn MATTERS **

Synopsis:  U! Pursuant to NFIPM, Section 2-56, the following is
a report of an error in a FISA matter.

""""">31----------------Derive m : G-3
Dec eify - X1

&#39;  X! Reference contact betwee S.
Division and UC le

Operat&#39; &#39; Unit {EOPS!; contact between
and EE Interce Unit

; contact between SA and SSAi M _ I _ W

urvei

SA
 DITU!

&#39; rros 7 f f

j�etiailiafaj Z U!  7 7 T; 7 7 Wjlof tlne� Division was
participating in a776O�<§aj! TDY assignment �2/26{2006 ~
O4/26/2006! to the Counterterrorism Division, EOPS Unit, when an
alleged error in PISA collection occurred.

snfgr/oncon/noronw
oi 0

- 7/&#39;51/ob

b6
b7C
b2
b7E
bl



___._._i 1  __ ����

sfenmr/oncon/Novonn

To: General Counsel From:

b2

W1--~  Re: -r.;:<g 278-HQ-C1229736-VIO, 05 17/2006

&#39; ~ ~ &#39;  " _   ii; 1 _  ___<:_  _ j __ ~ f H

f

bl
b2
b7E
b7D
b7A

bl
b2
b7EI
b7A



sgahmr/oncou/noronu
b2T0: General Counsel From:    ma

w» -- Re¢~ psi 27B�HQ-Cl229736�VI , 7/2006

15>] U  ] 5��
bi
bjm
b7A

 S! bl
b2

1 IJTE

mo
b7?-92

bl
I b-FD

1 i::7A

L5� �N
i 92
5 92

bl

b6
mc

. 92 D71! S1 &#39; ma
- 92

i

�3  _  K~�  ~ =1 ~
bl

� b&#39;7A

� � " * W &#39;� W bl

b6
ma
ma

sshmar/oncou/noroan



s�@§nr/oacou/morons
b2To: General Counsel From:

cu;-- b7E�.Re  !�<! 278-I-IQ~C1229736-VIO, 05;17/2006
w� &#39; 7 7 7 7 ""7�3%; Z Z

3 bl
� b2

b?E

92 b"FA
92 92

_.92 . _ �  ml  � * * H * 1* �m�j *1�?

92 bl

� 92 b6

we
ms».

4 f �

gphgsr/oncou/uoronn
4



ii �&#39;

s��émr/oacon/uoroau
To; General Counsel From:

Re: -�§Q 278-HQ-Cl229736-VIO, 05;17/2006WP

LEAD{s!:

Set Lead 1:  Action!

9BERATIQNAL4TEQHNOLQGI

AT ERF - DITU U TICO VA _W

b2

b7E

O9

%?éRET/ORCON/NOFORN
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b6
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b7A



/SECRET &#39; IILA5$IFIED BY 651&#39;?-&#39;9,-"dm.hfk5r;&#39;cak
H<¢u.ITII-3!-.&#39;-{Hill} P.EA5|I|1I: 1.4 {cl

DECLASSIEY am: 05-05-

DHTE: U6�D6-200?

FEDERAL BUREAU or-&#39; INVESTIGATION
I

Precedence: DEADLINE 05/12/2006 Date: 05/09/2006

To: General Counsel Attn: NSLB

,.. Inspection Attn: Internal Investigations

Contact: A   i
Approved By: I W 777 E E

Drafted By: 1" H 1 berlagv
Case ID #= 278- -C1229736-VIO  Pending!

273 c71404 _ q;

Title: SA � T 1_

SSRA|:l   : J
CE OVERSIGHT BOARD  IOB!

lm_i�Fi&#39;vIsI@~

b2
b&#39;?E.

b6
b7C

2032

"MIL INFOPIIATIUN CII|}ITi.Il�vJ&#39;ED

HEREIN I3 UNCLASSIFIED EXCEPT

IJHEPE SHOWN Cl&#39;I&#39;HERI|II$E

VIOLATI ON

Synopsis: Report of IOB violation fo Division.
Reference: 278�HQ�Cl229736-VIO Serial 355

b2
b7E1
b6
b7C

b2
b7E�.

66F-HQ5§l24?563 Serial 113 _ O O i ii__ii at

215-no-c1229v3s Serial 134?
66F-HQ�A1247863 Serial 149

i5I- p§;;j1g;|

Contact has been made between writer and
Counterter ism ITOS 1/ CONUS 2 to take corrective measures to

bl
b2
b7E



&#39; SENT b2
To; General Coun .1 From: ;::;::::] blE
Re: 278�HQ-Cl229736-VIO, 05 09 2006

inclu�e an additional extension from FBIHQ and assurance that
future IOB violations will not occur.

To avoid future conflicts with pending paperwork b,
between  and FBIHQ all future requests will be submitted b§E
with a ea ine and a tickler will be set for follow-up. A
tickler will be set 30 days prior to expiration of any PIs for
submission of extension EC. A followup ticklen: will then be set
for 15 days prior to expiration, and a final tickler will be set
for five days prior to extension if no approval has been received
from FBIHQ.

2
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To: General Conn. -1 From:    ME
Re: 278-HQ-Cl229736-VIO, 05 9 2006

LEAD s!:

Set. Lead 1.:  Discretionary!

GENERAL CQUNSEL

AT WASHINGTON, DC

For information and action deemed appropriate.

_�_,.. Set Lead 2:  Discretionary!

I �g P§_ _l_�_I I ON

AT WASHINGTON, DC

For information and action deemed appropriate.

O9

3
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_ r iii i if i

&#39; DATE: EI6�D6�2E!U7
GU26?f &#39;99�! rziisszrmn BY s511&#39;s.:anm,=&#39;ks:/cs.

/sa&#39;i&#39;:|m&#39;1&#39;
PE&$GN: 1.4 {C1

DECLA35IF¥ OM: 06-06-2032

FEDERAL BUREAU OF INVESTTGATION

Precedence: ROUTINE mate: 07/17/2006

To:   Attn: SAC, CDC
Counterterrorism Attn : AD,

Inspection Attn :

From: Office of the General Counsel

NSLBICTLU I/QR-1 3_S1Q0 _, __, ___ _

IIS

Contact : F

Approved By: Thomas Julie

ca&#39;s&#39;e"&#39;rn"&#39;"#= -- CB4 27a-no-c1229"/as-v10

W1

IOB 2006:!

H Drafted By:
ding!

" "&#39;IL�:i.t];e-:--  xnrrsntxesncs OVERSIGHT BOARD MATTER,

ALL INFORMATION CONTAINED

HEREIN IS UNCLASSIFIED EXCEPT

WHERE SHUUN UTHERUISE

b6
b7C

b2

M. .....Syno.psia:  It is the opinion of the Office of the General
Counsel IOGC! that this matter need not be reported to the
Intelligence Oversight Board  IOB! . Our analysis follows.

Derive : G-3

Decl fy as/20/2031

---------------Reference-: --521 2-zs-no-cizzsvas-v10-13$�? b2

b2
b7E

b6
b7C

b7E

Det&#39;:a&#39;i1s&#39;:&#39;>§ B electronic communication  EC}from|:| dated May
9, 2905, The Field Office reported possible IOB error in
conjunction with a counter-terrorism investigation.

spcnnr

b6



bl

b2
1375
b7A

 U!

W1"

if _

seiner b2
To: ie1d Office b7E
From: O ice of the General Counsel

Re: 27B�HQ�Cl229736�VIO, 07/17/2006
bl

b6
b7C
b&#39;IA S 777 41%� 7 M7 �W01 7 7 4" K W 747

J

As required by Executive Order  E.0.} 12863

 Sept. 13, 1993! and Section 2-56 of the National Foreign
Intelligence Program Manual {NFIPM! , OGC was tasked to
determine whether the errors described herein are matters that
should be reported to the IOB. We believe that the reported
activity does not require IOB notification.

Section II.C.4. of the October 31, 2002. AG

Guidelines states in pertinent part:

� b 1

__ Jr � Z � � W &#39; T Tj �?i"dRn71&#39; W I
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SECRET bl

To: Field Office W1
From: ice of the General Counsel

Re: 27B�HQ�C1229736�VIO, 07/17/2006

bl

cm 1� s r** �� e� e" **&#39; *�* �

W -§&  The Attorney General&#39;s Guidelines for FBI Foreign
Intelligence Collection and Foreign Counterintelligence
Investigations  NSIG} provision regarding the duration of

Preliminary Investigations is primarily administrative in

nature. It was designed in part to protect the rights of

United States persons by limiting the length of time that the

FBI can conduct a PI without periodic oversight by the proper

authorities.

GQ In this instance, OGC is not required to report the
&#39; 1 IOB error because the only investigative activity which

Ef��ffiifundertook with respect to the non-USPER subject was to�nege
rirthe results ojéprevionslyigerved_N$bs_gnalyzed;X l W

rs: b2
b?E
bl

 U! Based upon these facts, in accordance with the terms

implementing the reporting requirements of Section 2.4 of E0
12863, it is our opinion that any error which may have been

committed by Atlanta need not be reported to the IOB.

 U! OGC requests that the Inspection Division retain a record

of the report of a potential IOB matter for three years, together
with a copy of this opinion for possible review by the Counsel to the
IOB.

SE92 ;i§T
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sgkgnr b2To: l:| Field Office 1°"?
From: Office of the General Counsel
Re: 278-HQ~C1229736�VIO, 07/17/2006

LEAD s!:

Set Lead 1:  Action!

N E II SP CT ON

AT WASHINGTON, DC

 U! OGC requests that the Inspection Division retain
a record of the report of a potential IOB matter for three years,
together with a copy of this opinion for possible review by the
Counsel to the IOB.

Set Lead 2:  Info!

COUNTERTERRORI§M

AT WASHINGTON, DC

 U! Read and clear.

Set Lead 3:  Action!

|:| b2
AT

 U! For action deemed appropriate.

- Ms. Thomas

b6� L1 rary b7C

�Q0

SECRET

4

IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII----------------



i i _

ALL INFUPHILTIDN CONTAINED CLASSIFIED �BY 65l&#39;I-�:&#39;,"d.mhfks " -ek
D&TE: U6-U6-SUD?

_ �LJC
HREIH IS UNCLh53IFIED EXCEPT PEA$BN� 1 4 EC]
mHi§E°§H@���BiHEQ¥sE nEcLAs§IF§ om: as-06-2032

sg�asr &#39; - ~
lFIEI!lEl92IL.IlJlIIEl92lI  IF:llIN!liS?T1 ilII1 Dll

Precedence: ROUTINE Date: 06/O7/2006

To: Inspection A¬tn: IIS, Room 11861
General Counsel Attn: NSLB, Room 7975

From: [Ill

Approved

Sq 8 �~* * * * *" � �D

Contact: SSA� 7 _ _ 7 7% if _ __ J
By:

Drafted By:[__  W

��"&#39;cae="""1n-#-=-----  >53 - - - /&#39;1  9
ts!

Title:  U! SA
A!

iU��"é§§¢psia

Details:

..0

.

bl
b2
b7E�.

_u ,_ _, , , ,*,

b6

INTELLIGENCE OVERSIGHT BOARD {I051 ERROR blc

- ski To report possible IOB error.
.g@MMm.w Derived : G-3

Decla &#39; y On. 06/07/2016

b2
b7EZ

b6
b7C

 S! 1. ,
bl �

1

 S! 2. 92

Possible IOB Error:me: M 3_
 s�j

bl 92

an    jgj 4 . W

S

Description of*IoB Error  includlng_any reporolQg_deleys!.

D _ SEN� _ m__ _o

jhlk @C �.T.�-_h-1?.»-C; -Du - Sr}?
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To: Inspection F1-om:  b7EL
45,... .._Re. jg 2&#39;78-l-IQ-C1229736-VIO, as/0?/2006

£5�-1� A
92bl

133 92
ms 92 = 92

b7A Y

�1%
bl �

b6
b7C
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To: Inspection From: l b7E

Re:  S! 278�HQ*C1229736�VIO, 06/07/2006

LEAD S]:

Set Lead 1:  Action!

I NS PECT I ON .

AT WASHINGTON, DQ

 U! For action deemed appropriate.

Set Lead 2:  Action!

QEENERAL COUNSEL

AT WASHINGTOQ, DC

 U! For action deemed appropriate.

O0

s%3Er
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ALI. mmnmrrzuu cnmrnmn pg"fE; @.5_|;|.;_;@@¢
HEREIN I5 IIIIIIILHJIFIEIJ E1�-IIIPT CLASSIFIED BY 5-5119/am1m~:sr,"¢.»11-;
man snow unrtawisr 1=u.snm= 1.4 my

DEELASSIFY um: as-as-2032

,9-Q�nn-r
FEDERAL BURERU OF INVESTIGATION

Precedence: ROUTINE Date: 07/14/2006

To: |:| mun: cnc u __
Attn: ssA| 1

Counterintelligence Attn: CD-3D

Inspection Attn: IIS __ _ 1 b7E

CR5� I b6__ W_ 4+ 1~ b?C

b2

From: Office of the General Co nsel

National Securit¥_Law_B�§nch[CILQfRoom Zg§7_ _�_
Contact: AGCU I

Approved By: �

Drafted By:  p i lmjg 531
Case ID #:  U! 278�HQ-C1229736~VIO&#39;T;ending!

U1; ----Ti-tl-e:  Qé! INTELLIGENCE OVERSIGHT some b;
MATTER 200e{:|

Sy�opsiszt-{B4 It is the opinion of the Office of the General
Counsel  �OGC"}that the referenced matter need not be reported to
the Intelligence Oversight Board{�IOB�!- A copy of this opinion
should be retained in the control file for review by counsel to
the IOB.

 U! Derived :

Declassify : 5X1 E;
Reference:  S1 7 7 7 I b7E

WY D"et&#39;ai&#39;ls: >$<B wa &#39; ication dated 06/0?/2006
 the "EC"LL_thei _ __ _ __ifield office b?
I 7* 1* I requésted*that DEE review the facts of the big
captioned matter and determine whether it warrants reporting to
the IOB. In our opinion, it does not. Our analysis follows.

Sn� b;
I b7C

om/ooanzvrw wk 4"
FB1lNvESTlGATl . �*
amend uwasnearrom



s�Qm&#39; _, �_ bi
b2
b7E.

M

W at D ,e*~=e » e " e ox

bl

bl

bi
b6
b7C

5 ___ _

I m;i*;l*:?iij i fljf If II�

�U, ,:j£{I;::;;;:] timely brought this matter to the
atten ion o t e OGC &#39; &#39;t f , National Security Law Branch, and the
FBI Inspection Division. OGC and the Inspection Division

received the matter for review and handling on 6f28/2006.

tuynlmlmmm-mM§~-Eng Section 2-56 of the National Foreign Intelligence
Policy Manna {NFIPM! requires the OGC to determine whether the
facts discussed above must be reported to the IOB.

 U! Section 2.4 of Executive Order  E0! 12863, dated

September 13, 1993, mandates that Inspectors General and the
General Counsel of Intelligence Community components  in the PB
the Assistant Director, Inspection Division, and OGC

respectively!, report to the IOB all information "concerning
intelligence activities that they have reason to believe may be

}£l1RET

I

bl
b6
DTC

bl
b6
bi-�C

b2
b"?E�.



s/§&~a1=:&#39;I&#39;

unlawful or contrary :0 Executive Order or Presidential
Directive".

m""!8-,92�<In this case,  failure to extend or closebz
the Investigation prior to the date that the Investigation bjg
expired constitutes an administrative oversight and was not an b6
attempt to circumvent the preliminary investigation process. b7C
Support for this position lies in the fact that the reason for

this oversight appears to be the original agent&#39;s retirement
combined with the subsequently assigned agent&#39;s review of the
Investigation�s fi i r to become familiar with the factstherein. Once SA£if::�:�ffiwas familiar with the Investigation,
she was able to de ermine w ether to resume the Investigation or
close it.

�M �"�-:1$¢C@oreover, the late extension request was de
minimus. No investigation took ing the time that the
Investigation had expired. SA[:fEfff:f:jcommenced a timely b6
review of the File and � that an NSL was outstanding in b"/C

the Investigation. SA then waited until the requested
extension of the Investigation was granted before collecting the
documents pursuant to the authority under the NSL.

my .m .~�Wm ._l
! Based upon the foregoing, this matter will not be
reported to the IOB, but will be placed in the control file for a

period of three �! years for review by the Counsel to the IOB.

s1;Z1u:&#39;r
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LEAD s!:

Set Lead 1:  Info!

l:::| b2
b7EI

H:
{U} Read and clear. qH_

Set Lead 2:  Info!

QOQNTBRLNIELLIGENQE

AT WASQINGTQN, DC

{U} Read and clear.

Set Lead 3:  Discretionary!

LNSPECTION

AT WASHINGTON, DC

 U! INSD should retain a record of the report of the
potential IOB matter, as well as a copy of the OGC opinion
concluding that IOB notification is not required, for three
{3Jyears, for possible review by the Counsel to the IOB.

CC: Ms. Thomas be
b7C

lgg ;1;rary
§¢

smyzgm
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FEDERAL BUREAU OF INVESTIGATION

ELL INFORMATION CONTAINED

- HREIN IS UNCLASSIFIED EXCEPT

HHERE SHOWN UTHERHISE

Precedence: DEADLINE G6/14/2006 Date: 06/30/2006

To: General Counsel Attn: NSLB

Inspection Division Attn: Internal Investigations

F=°m= II]
SAC Squad

<=-=~===*-== P-SAC
Approved By: I I

Drafted BY= |:|-@

b2
b7E

Section - � be

b7C

DATE: D6-06-200?

CLE55IFIED BY 65l79fdmhfk3Ifc&k

RE&SDN: 1.4 ICU

DECLASSIFY ON: D6�D5~3D32

Casa ID #:  U! 278-HQ�C1229736~VIO {Pending!� 1474 b6
 U! 27B~AT-C?140492

Q5
Title:  U! SA

SSA
INTELLIGE CE OVERSIGHT BOARD {IOB} VIOLATION
ATLANTA DIVISION

Synopsis:  U! Report of IOB violation

Reference:  U! 278~HQ�C1229736

27B�HQ�Cl229?36
66F*HQ�A1247863
66F�HQ+A1247B63

Serial
Serial
Serial
Serial

b7C

for Atlanta Division.
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To: General Counsel Prom: [2;::::] :33
Re: 278-1-IQ�C1229&#39;?36�VI, os/30 2006

15:,    �~� We  e Io = � T bl

b6I b7C

b7D

vs:   K d em

~� {U} This report is made past deadline due to
administrative oversight.

sgnnsr
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To: General Counsel From: bqg
.~:-.: 278-HO-C1229736�VI, 06/30/2006

LEAD s!:

Set Lead 1:  Discretionary!

§§H§E£L_QQQE§£Q

AT WASHINGTON, DC

For information and action deemed appropriate.

Set Lead 2:  Discretionary!

INSPECTION

AT WASHINGTON, DC

For information and action deemed appropriate.

¢§l8lwc01.ec

s�nmr
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DATE: U6-B6-EDD?

 R¢W0P3V3m3! CLA$$IFIED BY 551?9!dmh§ksr£cak

REA3DN: 1.4 [CI33/ERET ntcmssrnf om: as-as-2032
FEDERAL BUREAU OF INVESTIGATION

Precedenoe: DEADLINE 06/14/2006 Date: 07/O6/2006

C3: General Lounsel Attn: NSLB

Inspection Di-vision Attn: Internal Investigations
Settion "

mm= III!
IT_1fJ.I.TF i i Z ALL rnmarurrton CE|!~l&#39;1"AIl-FED

� HEREIN IS LTHCLASSIFIED EXCEPTC°nta°t&#39; SA _ i if _ � I-mm]: SHOWN urarnwxst _
b2

Approved By: hm

b6
b7C

*===f&#39;===1 an |::|"~=
Case ID #=  U! 278-HQ-Cl229736-VIO  Pending!"&#39; i &#39;

 U! _27e-AT-C7140:  Pendin9!..~__ ME

:5: Ml |

SS
�*1� �U� S

INTELLIGENCE OVERSIGHT BOARD {IOB! VIOLATION

DIVISION

b6
b?C

b2
b7E

Synopsis:  U! Corr  telephone number included in report
1:2of IOB violation for Division.

Reference:  U! 2&#39;78�I-IQ-Cl229736�VIO Serial 1474

is: S

b7E
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$aRET b2T0: General COLHISEJ. From: |7:: b-;E
Re: 278-I-IQ�C1229&#39;736-VIO, O7 06 2006
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To: General CDUDBEL From: b1E
RE: 278-HQ�C1229736-VIO, O7 06 2006

LEAD B!:

Set Lead 1:  Discretionary!

i@

AT WASHINGTQQ, DQ

For information and action deemed appropriate.

Set Lead 2:  Discretionary!

INSPEC%;bN

AT WASHINGTON DC

For information and action deemed appropriate.

¢¢187wc01.ec

sn�sr
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FEDERAL BUFIERU OF INVESTIGATION

Precedence: ROUTINE Date: 7/11/2006

T=-= |:I mm I it I T 1 I I I II
SAC Squad i &#39; i

Inspection Attn: Internal Investi ative Section

Attn: |;�-__-��-__;| Room 11865
From: General Counsel

National Security Law Branch/QfLU_1{;X§l 35-100 b2

Contact: I I E715_ c O _ , 5

Approved By: Thomas Julie E� MC

BY I::I1"*<f
WI-

IIUI --

cA=é"&#39;:t&#39;b"&#39;#: --Q54 218-no-c1229?36�v1o - 1500
b2

Title:  U! Intelligence Oversi ht Board

IIOBI Matter 20064;�;
m""&#39;Synopsis:-----D5-3< It is the opinion of the Office of the General Counsel

IOGCI that the above referenced matter need not be reported to the

Intelligence Oversight Board IIOBI. Our analysis follows.

........ ,.{ "mu" .D &#39; : G-3WI >°~
1=.e£&#39;B:en¢e=..._§< zve-no-c1229?3e-v10 Serial 1474  Pending!

- - &#39; &#39; bl

ISII I
Administrative: {U} This communication contains one or more footnotes.

To read the footnotes, download and print the document in Corel
WordPerfect.

IUI-&#39;""""&#39;"""neta&#39;:i;1e": """"  By electronic communica &#39; dated June 30, 2006 and
referenced above, the:Division  reported to the OGC�s bi�
National Security Law Branch  NSLB! and the Inspection Division this b7E
potential IOB matter.

b6
b?C

OIGIIJOJ nsvuswe one 31¢; In
FBI INVESTIGATI /I I"-I

OIGIDOJ INIIESTIGATION: V
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&#39;."&#39;:>:  u terterrorism From: General Counsel

 U! 1-He:  2&#39;-�B-3-IQ-C1229736-VIO, &#39;7/11/2006

7 BJ}CKGROU§[D _ _ * � i
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� b2

b7E

b7D
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__ 92 1:712
 b6
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Ts: Counterterrorism From: General Counsel

Re:~ §� 27�-HQ~Cl229736-VIO, 7/ll/2006

~~~~ ~ ""Q5i As required by Executive Order [E.O.] 12863
 Sept. 13, 1993! ani Section 2-56 of the National Foreign
Intelligence Progran Manual {NFIPM}, OGC was tasked to determine
whether the errors described here are matters that should be

reported to the IOB. we believe that the reported activity does
not require IOB notification.

 U! Section 2.4 of E.O. 12863 mandates that the heads

of Intelligence Community components report all information to
the IOB that it deems necessary to carry out its
responsibilities. That section requires Inspectors General and
General Counsel of the Intelligence Community to report
"intelligence activities that they have reason to believe may be
unlawful or contrary to Executive order or Presidential
directive." This language has been interpreted to mandate the
reporting of any violation of guidelines or regulations approved
by the Attorney General, in accordance with E.O. 12333, if such
provision was designed in full or in part to protect the
individual rights of a United States person. This includes
violations of agency procedures issued under E.O. 12333, unless
they involve purely administrative matters.3 For the FBI, OGC
submits reports to the IOB.�

7 7 W _ _g __ __j NSIG If 2 2
flntroductionl at 4.� $ecti0n 2~§6 of the NFIPM identifies as
reportable to the IOB unauthorized investigations, the use of
unlawful methods and techniques, exceeding the authorized scope

&#39;�" """ �L::�%¬: See EC from Inspection Division to All Divisions:
Title: Revised Procedures for the Submission of Reports of
Potential Intelligence Oversight Board {IOB} Matters, Case ID #
66F�HQ�Al247863 Serial 172 at 5-6 �/10/2005]. The FBI is required
to maintain for three years records of administrative violations,

for possible review by the Counsel to the IOB, together with a copy
of the opinion concerning the basis for the determination that IOB
notification was not required. Id. at 6.

mi ~~4~~ }{ See id. at 4.

WT
3



sielwr

I3: Counterterrorism From: General Counsel
m Re? §$; 278~HQ*C1229736�VIO, 7/11/2006

of permitted activities, and failing to adhere to minimization
:equ1:ements."

m%�"�"~»~ In this instance, the FBI sought telephone records
for a tegg��ggg number believed to be used by the investigative
subject based on current information,� and obtained electronic
data on a telephone number via an NSL that was properly
authorized. Thus, the investigative method was authorized for
purposes of E.O. 12333. gge National Foreign Intelligence
Program Manual INFIPM! Section 2-56 G.5. Accordingly, this need
not be reported to the IOB�pursuant to Section 2.4 of E.O. 12863.

5 $3 See also id. at 5, identifying reportable matters as
including: �! activities believed to be unlawful or contrary to
Executive Orders or Presidential di � &#39;

m§ §0Q§J;i_t_L1§i0_Il;F I {3}
s s  g  N  ...] &#39;5!�i*niiitiatTF:�I, ; _ _ __ _ 9 3

form of electronic surveillance or a search without authorization

from the FISC, or failing to terminate an authorized surveillance
at the time prescribed by the Court; and �! failing to adhere to
the minimization or dissemination requirements specified in a FISC
Order.

6 s
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To: Inspection From: General Counsel

Re; Wl§{ 278�HQ-Cl229736-VIO, 07/10/2006

 U! Section 2.4 of Executive Order  E.O.! 12863,
dated U9/13/1993, mandates that Inspectors General and General
Counsels of the Intelligence Community components  in the FBI,
the Assistant Director, INSD, and the General Counsel, OGC,

respectively! report to the IOB "concerning intelligence
activities that they have reason to believe may be unlawful or
contrary to Executive order or Presidential directive." By
longstanding agreement between the FBI and the IOB  and its
predecessor, the PIOB!, this language has been interpreted to
mandate the reporting of any violation of a provision of the
Attorney General Guidelines for National Security
Investigations and Foreign Intelligence Collection [NSIG! or
other guidelines or regulations approved by the Attorney
General in accordance with E.O. 12333, dated 12/04/1981, if
such provision was designed in full or in part to ensure the
protection of the individual rights of U.S. persons.
Violations of provisions that are essentially administrative
in nature need not be reported to the IOB. The FBI is
required, however, to maintain records of such administrative
violations so that the Counsel to the IOB may review them upon
request.

"""m" ~~~!EQ With regard to the continuation of an FBI PI,
section II.C.4 of the NSIG provides in pertinent part that:

iS:|&#39;.&#39;

_ &#39;"T1E6 Although this provision of the NSIG is
primarily administrative in nature, it was designed in part to
protect the rights of U.S. persons by limiting the length of
time that the FBI can conduct a PI without periodic oversight.
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 U! OGC requests that the Inspection Division retain a
record of the report of a potential IOB matter for three years,
together with a copy of this opinion for possible review by the
Counsel to the IOB.

* U! Section II.A.1 of the NSIG, which is about Threat

Assessments, provides in pertinent part that:

The FBI may, without opening a preliminary or full
investigation, engage in the following activities to
investigate or collect information relating to
threats to the national security, includingmotto tttt  &#39; "   bl

In the NSlb, Section VIII, the oefinition of publicly
available includes "information that . . . . . .. is obtained by
visiting any place or attending any event that is open to the
public."  U!
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LEAD 8!:

Set Lead 1:  Actionl

INSPECTION

QT WASHIEGTON, DC

 U! OGC requests that the Inspection Division
retain a record of the report of a potential IOB matter for
three years, together with a copy of this opinion for possible
review by the Counsel to the IOB.

Set Lead 2: {In£o!

COUNTERTERRORISM

AT WQ§�INGTON, DC

 U! Read and clear.

Set Lead 3:  Discretionary!
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 U! For action deemed appropriate.
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 U! For review and action deemed appropriate.

Set Lead 2:  Discretionary!

COUNTERTERRORISM

B_T ITOS1/C_OblU3_2,__WASHI_NGTQN,_ DC

 U! For review and action deemed appropriate.

Set Lead 3:  Action!

INSPECTION

AT WASHINGTON, DQ

 U! As provided in the Revised Procedures for the
Submission of Reports of Potential Intelligence Oversight Board
{IOB} Matters, retain a record of the report of a potential IOB

matter for three years for possible review by the Counsel to the
IOB, together with a copy of the OGC opinion concerning the basis
for the determination that IOB notification is not required.
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because, 1" or whatever reason, a gland jury subpoena or a FISA Court order is
insu F� cient�?

CAPRONI:

Anytime I would say that we were at the very beginning of an investigation -- say, for
example, after the London bombings, when the British authorities provided us with
telephone numbers otithe British bombers, so we were looking to see did we have anyone

in the United States that had telephone contact with the London bombers -- in my view,

the appropriate way to pursue that investigation is via national security letter.

KELLER:

Because you wouldr|�t have time under the other options?

CAPRONI:

Well, we wanted to know that very quickly. And, again, I think the American people

would want us to know very quickly alter the London bombings took place whether we
had any cells or groups of people who were tightly related to the London bombers.

So we needed to move very quickly. And, in fact, the investigators did move very
quickly on that to �gure out who here was connected to there and was it an innocuous

connection or was it a dangerous connection.

KELLER:

Thank you.

My time has expired.

CON YERS:

The distinguished gentlelady �"om Los Angcles, Califomia, Maxine Waters?

WATERS:

Thank you very much, Mr. Chairman. May I ask: Were these witnesses sworn in�?

C-ONYERS:

They were not.

WATERS:

May I respect�tlly request that they be sworn in?

CONYERS:
Too late.

WATERS:

Then, Mr. Chairman, I suppose we&#39;re going to have to rely upon them, particularly the
general counsel, continuing to tell us that they&#39;re acting within the law.

I shall proceed with my questions.



CONYERS:

Iflhe gentlelady will yield...

WATERS:
Yes.

CONYERS:

testimony before this committee can constitute a violation in and of itself.

 CROSSTALK!

CONYERS:

A misstatement --_ any deliberate misstatements.

WATERS:

Well, I would have preferred that they be under oath. But, however, the chair has made
that decision and I shall proceed. _

Let me just ask about the use of these exigent letters. As I" understand it, these letters
are used basically to get around having to get the NSL letters, is that right, Mr. Fine�?

FINE:

These letters were used in advance of or in lieu of national security letters, that&#39;s right.

WATERS:

And there was information collected as a result of these letters, particularly the

operation, I believe, that was set up with the contract with the three telephone companies
or telecommunications companies, is that correct?

FINE:

Well, there were contracts with the telephone companies so that they would provide
information to the FBI on an expedited basis.

WATERS:

Ms. C-aproni, do you still have contracts with those telephone companies, any other
telephone companies, or any other private businesses to supply you information in the
manner that those companies did?

CAPRONI:

We continue to have contracts with the telephone carriers that obligate us to provide
them with appropriate process to get records.

I don&#39;t -- I can&#39;t answer the balance of your question. I don�t know if we have other

contracts with other private parties.
The telephone companies, it made sense because of the volume of our requests.

WATERS:



How much do you pay them for the service? I-[ow much are the taxpayers paying the
telephone companies that they pay to provide them services to spy on us�?

CAPRONI:

I don&#39;t know what the dollar value ofthe contracts are.

WATERS:

You have no idea?

CAPRONI:

I actually don&#39;t.

WATERS:

You&#39;ve never heard any discussion about it?

C-APRONI:

I�m sorry, I don&#39;t. I just don&#39;t know what the amount is.

WATERS:

Information was collected on millions of Americans using this as a tool. Now that you
know that they were innocent, they probably should not have been under investigation,
has all of this information been purged and gotten rid oi?

CAPRONI:

We did not collect records on millions of Americans through...

WATERS:

How did it work?

CAPRONI:

The exigent letters were provided to the carriers, which promised future process. That
future process, unfortunately, it was not always promptly provided.

WATERS:

What did they do? What did they do�?

CAPRONI I

What did who do?

WATERS:

The companies. I-low did they mine the information? And did they mine information of
innocent people?

CAPRONI:



The carrier has provided tls with toll billing information, which was then placed into
our databases. There is no connection between their databases and our databases. The

information comes out electronically and moves into ours.
But, again, we&#39;re talking about -- I believe that the number of nurnbers at issue,

according to the inspector general, is somewhere in the neighborhood of 3,000.
And it is my belief, though, again, we&#39;ll have to wait and see what the special

inspection �nds, that all of those numbers were tied to authorized investigations.
To the extent any were not, the records will be removed from our databases and

destroyed.

WATERS:

When will they be removed�? How long will it take?

CAPRONI:

Again, I am anticipating that that special inspection will take a couple of weeks, at
least, but probably -- I just actually don&#39;t want to speculate.

As I have...

WATERS:

Did you have a court order relative to your contracts with these telephone companies?

CAPRONI:

No. ma&#39;am.

WATERS:

Was there a court decision relative to the manner in which information was obtained?

CAPRONI:

The information was obtained from the carriers pursuant to -- it was supposed to be

obtained pursuant to the laws of ECPA.

WATERS:

But they were not.

CAPRONI:

Well, again, as Mr. Fine has indicated, there were these exigent letters that were used.

What we&#39;re trying very hard to do is to unravel and to make sure that we do not have
the records of anyone who -- as to which there was not -- it wasn&#39;t relevant to an

authorized investigation.
 CROS ST AL K!

WATERS:

How long have you been trying to do this?

CAPRONII



We began the process with them last fall. And we are -- we, within OGC, are to the
point that ifthey cannot demonstrate to our satisfaction very quickly, then any ofthose
records have to be removed from the database and destroyed.

WATERS:

Certificate letters: Are you still issuing certi�cate letters?

C-APRONI:

No.

WATERS:

When did you stop?

CAPRONI:

Shortly alter OGC learned about them, that process was stopped.
We entered into discussions with the Fed, the Federal Reserve Bank, in terms of

whether or not it required a national security letter. There was some back and forth
between lawyers that the decision was made that they would prefer a national security
letter, and we&#39;ve always now provided them.

WATERS:

So you collected information using these certi�cate letters. Had that information been

destroyed?

CAPRONI:

No.

WATERS:

When are you going to do it�?

CAPRONI:

I don&#39;t believe we&#39;re going to do it.

WATERS:

Why are you going to keep information that was improperly collected on �nancial

records of innocent people? Why would you keep it?

CAPRONI:

One, it&#39;s not innocent people. And, second, it wasn&#39;t improperly collected.

The Federal Reserve Bank is not directly covered by the right to financial privacy.
They can ask for a national security letter, which they now have done. And because

they&#39;re asking...

WATERS:

Well, why did you stop using certificate letters ifthey were legal and proper?



CAPRON1:

Because we thought the better process was a national security letter. And the Fed asked
us to provide them with national security letters.

WATERS:

How have you determined whether or not the information that you collected was on
individuals who were suspicious, guilty, had committed a crime�? I mean, how do you
determine whether or not these people are innocent and the information should be

destroyed?

C-ONYERS:

The gentleIady&#39;s time has expired.
Please answer the question.

CAPRONI:

Certainly.
The issue is whether the inforrnation is relevant to an investigation. There are times

when we gather information that is relevant to an investigation but it turns out that the
person was not engaged, for example, in terrorist �nancing.

Now, we don&#39;t then destroy the information, though the investigation is closed. So it&#39;s
much like any other information that&#39;s gathered during the course of an investigation.

And the issue of whether that policy will continue is a matter that&#39;s under discussion by
a group that&#39;s being chaired by the DNI, in terms of whether we should or we should not

continue to retain information that&#39;s gathered via national security letters after the
investigation is closed.

CONYERS:

The gentleman from Virginia, Mr. J. Randy Forbes�?

FORBES:

Thank you, Mr. Chairman.

Mr. Chairman, I hope I can emulate your very calm and fair manner of handling this
committee.

And I just want to tell the witnesses what I said at the beginning. I want to thank you
both for being here. We know you have a tough job, and we appreciate you coming in
here and answering our questions today.

I&#39;ve listened to the committee as we&#39;ve gone through this process, and we&#39;ve had

testimony from The Washington Post, we&#39;ve had testimony from members of the
audience, testimony from members of this committee. You&#39;re the only witnesses we have
here.

And I think that you get the message, both of you, you had it when you came in here,
that no one on this committee condones any ofthese lapses or feels that it&#39;s not urgent
that they be corrected and corrected as quickly as possible.



We&#39;re also grateful that this committee requested this audit, because, Mr. Fine, through
yot|r good work we were able to �nd out what these problems were so that we can correct
them.

The other thing, Ms. Caproni, you&#39;ve been asked to take a lot of messages back to the
FBI, all of which are good and valid messages.

But another one I want to ask you to take back today is that, although the FBI messed
up in handling the NSLs, I wanted you to take a message back to those agents in the �eld
who I know are working around the clock, they&#39;re away from their families a lot of times,

and thank them for not messing up on what Mr. Fine said was one of their key missions.
and that was to detect and deter terrorism and espionage in this country.

Because if you had messed up on that one, we&#39;d have a lot more people in this room
and we&#39;d be a much harsher hearing than what we&#39;re having today.

The other question I&#39;d just like to ask either of you to respond to, do either of you have
any evidence today that anyone in a supervisory position gave instructions, either
expressly or impliedly, to any person under his or her supervision to misuse the NSLs?

CAPRONI:

Not to my knowledge.

FORBES:

Mr. Fine?

FINE:

We didn&#39;t �nd that evidence. We did not find that there was an intent by people who

knew they were misusing it to misuse it. So, no.
On the other hand, we did not do a thorough review of what people up and down the

line knew and did. So we reported what we found.

FORBES:

And that&#39;s being conducted, as I understand it, now. Isthat correct, Ms. Capronj?

CAPRONI:
Correct.

FORBES;

And if you find that information, you&#39;ll present that back to the committee, correct?

CAPRONI:

Absolutely.

FORBES:

Second question for either of you: Is there any evidence that any member ofthe FBI or
the Justice Department provided any information, either orally or in writing, to this
committee or to Congress which they knew to be inaccurate or false�?



CAPRONI:

Not to my knowledge.

FORBES:

Mr. Fine, you don&#39;t have that?

F ENE;

I don&#39;t have that information. no.

FORBES:

And just the balance that we&#39;ve talked about -- we know the harm that comes from
violation of privacy interests of our citizens. That&#39;s huge.

But I wish you would go back, Ms. Caproni, and, again, just take a minute and talk
about what Mr. Fine has put in here about -- it says that these tools are indispensable to
the FBI&#39;s mission to detect and deter terrorism and espionage.

We know there&#39;s been a lot on your plate since 9fl l and you had to do that. Can you

tell us with as much speci�city as you can exactly how these NSL letters have helped to

do and accomplish that mission?

CAPRONI:

Again. national security letters provide the basic building blocks of an investigation,
and starting with phone records. Phone records are critical to the count erterrorism agents

to �guring out who is connected to whom. And that permits us to trace foreign terror acts
that have occurred, obviously, since 911 1 and trace them in to individuals who are in the &#39;

United States. and to determine whether those individuals are up to no good or, in fact,

there&#39;s just an innocent connection.
But for national security letters, I don&#39;t know how we would do that.
The},/�ve also been absolutely indispensable in the area of terrorist �nancing. We&#39;ve

done a tremendous amount of work of getting bank records on individuals that we believe

were titnnelin g money to foreign terrorist organizations overseas.
And again, without national security letters, I&#39;m not -- you know, could we go through

a FISA order�? We probably could. But we certainly couldn&#39;t do that very efficiently.
So a national security letter is an efficient way for us t.o get the basic building blocks of

an investigation.

F ORBES:

Have they stopped any terrorist attacks that you know of that could have possibly
happened in the United States�? You may not have that information.

CAPRONI:

I&#39;m sorry, I don&#39;t.

FORBES:

OK. That&#39;s good. Thank you both.
And, Mr. Chairman, I yield back the balance of my time.



C-ONYERS:

I thank the gentleman.

The chair recognizes Stefan  .�-ohen, the gentleman from Memphis, Tennessee.

COHEN:

Thank you, Mr. Chairman.

Stephen. yes, that&#39;s all right.

 LAUGHTER!
But you can call me "Stefan."
 LAUGHTER!

CONY E R S :

Stephen.

COHEN:

Thank you, sir.

Mr. Fine, did you do any study ofthe people whose records were looked at illegally for
any similarity in demographics?

FINE:

No. We looked at whether they were U .S. persons or non- U.S. persons. But, within

those categories, we did not look at the demographics ofthose individuals.

COHEN:

Ms. C-aproni said they were all within investigations that were ongoing. Did you �nd
that to be true also?

FINE:

We could not verify that they were all connected to an ongoing investigation.
I know the FBI is trying to do that now. But as part of our audit, we could not do all of

that.

COHEN:

Do you think it might be a good idea to look at those people, so see if there are any
demographic consistencies, ifthere&#39;s a group of the American public that might be looked
at in a closer manner than others and that that might...

FINE:

It&#39;s possible. That would be quite an undertaking. And one also has to realize a lot of

these are not on individuals. They&#39;re on telephone numbers and things like that. There are
certainly consumer credit reports and other things that do relate to individuals.

So that kind ofa review is possible, but it would be incredibly intensive and require
additional resources while we&#39;re trying to comply with this committee&#39;s and the Congress�



directive to do a review otithe use ofthetn in 2006 according to the guidelines that were

set out here.

COHEN:

Thank you.
Ms. Caproni, you said that these were all tied to investigations, is that correct?

CAPRONI:

I said that I believed they were all tied to investigation, and that&#39;s what we&#39;re trying to
work through with that unit now.

COHEN:

If you �nd that they&#39;re not tied to investigations, could you make a report to this
committee of who those individuals were and why their records were sought when they

weren&#39;t tied to investigations?

C-APRONI:

Yes. We will provide this committee with what we �nd through the course ofthe

special inspection.
If I could just say. though, based on -- so there&#39;s no misunderstanding -- the unit at

issue typically gets simply a telephone number. So they don&#39;t know -- that&#39;s part of what
they&#39;re charged with �nding out is who belongs to this telephone number? What are the
toll billing records for this phone number? So the name of the person associated with the
phone number is typically not part of what CAU does.

And for the exigent letters, to my knowledge -- though, again, the special inspection
will reveal much more in temts of the ins and outs of what they were doing -- they were
working offof telephone numbers and not off of names.

COHEN:

In the report, it says that some of these violations demonstrated FBI&#39;s agents� confusion
and unfamiliarity with the constraints on national security letter authorities. Other
violations demonstrated inadequate supervision over the use ofthese authorities. This is
from Mr. Fine&#39;s statement.

Ms. Caproni, do you think that this is, maybe, indices of a systemic problem in the
FBI, where the agents have confusion and unfamiliarity with other policies and other

laws. And if so, are you doing something about it�?

CAPRONI:

Congressman, that is exactly what I&#39;m concerned about. And in the discussions that
we&#39;ve had -- and] can tell you that we&#39;ve had a lot of soul searching at the FBI since then
-- this is, you know, we got an F report card when we&#39;re just not used to that. So we&#39;ve
had a lot of discussions about this.

And one concern is, are we -- you know, most ofthe agents grew up, the agents my

age in the FBI, all grew up as criminal agents in a system which is transparent, which, if

they mess up in the course ofan investigation, they&#39;re going to be cross-examined, they&#39;re
going to have a federal district judge yelling at them.



CAPRONI:

The national security side occurs largely without that level of transparency.
And our concern is, and what this report has shown us, is that we have simply got to do

a better job making sure that, although the actions that are taken in national security
investigations are typically taken in secret and they don&#39;t have the transparency of the

criminal justice system, that that imposes upon us a far higher obligation to make sure
that we have a vigorous compliance system. that we have in place the training that is
necessary. that we retrain agents. that when agents are working in this area...

COHEN:

I appreciate that. Ithink you&#39;re getting...

C-APRONI:

we make sure they know.

COHEN:

I think that&#39;s what we need. And I appreciate your candor.
There&#39;s some signage in the Capitol, and one ot&#39;them�s a statement by Brandeis --

Louis Brandeis, and something to the effect that the greatest threats to liberty come from
insidious men of zeal, well-meaning but without knowledge or understanding.

And I think that you&#39;ll �nd that if our agents, FBI agents, even though well-meaning
and zealous, don&#39;t know what they&#39;re doing. then it&#39;s a threat to people having faith in the

whole system.
And I hope you&#39;ll correct that. And I Feel confident you will.

CAPRONI:

You&#39;re absolutely correct. And we will.

COH EN :

Thank you.

CON YERS:

I thank the gentleman, Stephen Cohen.

 LAUGHTER!
And the chair recognizes now the gentleman from Virginia, Bob Goodlatte.

GOODLATTE:

Thank you, Mr. Chairman. And thank you for holding this hearing.
And, Ms. C-aproni and Mr. Fine, thank you for your testimony today. These are very

serious concerns. And we appreciate your helping us understand how they occurred, why
they occurred, and what is being done to correct them.

I have several questions I&#39;d like to ask, starting with you, Ms. Caproni.



in-  _

In Mr. Fine&#39;s report, on page eight, paragraph three, he notes: "In addition, we found
that the FBI had no policy requiring the retention of signed copies of national security
letters. As a result they were unable to conduct a comprehensive audit.�

C-an you explain why something as important and serious as a national security letter
would not have a signed copy retained in the records ofthe bureau?

CAPRON1:

I can say that there were different processes in different �eld offices but, no, I can&#39;t. I
mean, there&#39;s no reason why there wasn�t a policy that said, "You have to keep a copy of

the signed copy."
What we keep, which is typical of how our records are, is the carbon copy, in essence,

which is typically initialed.
But no, in the world of Xerox machines, there&#39;s no reason why we hadn&#39;t told people to

hang onto a signed copy.

GOODLATTE:

Mr. Fine, did you draw any further conclusions from that? And do you know why they
were not retained? Or is there any...

FINE:

They weren&#39;t retained because there wasn�t a clear policy that was enforced.

GOODLATTE:

No ulterior motive that you know of�?

FINE:

We don&#39;t believe there is an ulterior motive. But this was an example of the incredibly

sloppy practice that was unacceptable.

GOODLATTE:

l agree.

Let me ask you: When did you �rst learn ofthe problem with the FBI&#39;s improper use
ofexigent letters?

FINE:

Well, we began our audit in, as required by the Patriot reauthorization act, around the
beginning of 2006. As you can see from this report, there are a lot of issues. And we did
interviews and document request and �eld �les.

FINE:

I think, sort of, the �rst indications that we learned about it were in the spring or
summer oflast year, but we had to work through those issues.

GOODLATTE:

And who did you learn that from?



FINE:

We learned it from, I believe, people in the Of�ce ofGeneral Counsel, the National
Security Law Branch of the FBI, about these issues. I think that&#39;s the first people we
learned it From -- as well as review of documents and e-mails and things like that.

GOODLATTE:

And what steps have you taken to ensure that the practice was stopped?

FINE:

And what steps have we taken�? The steps we&#39;ve taken is to inform the FBI about the
unacceptability ofthis practice, to note it, to report it, to let the people who were in
charge of the FBI and the general counsel&#39;s of�ce know about it, and make a
recommendation that it do stop -- that it does stop.

GOODLATTE:

When did you make that recommendation?

FINE:

I think we made the recommendation when our report was issued to the FBI in dra�,
and I think that was in either December or January ofthis year -- December of last year
or January ofithis year. &#39;

GOODLATTE:

And, Ms. Caproni, has that practice been stopped?

CAPRONI:

Yes.

GOODLATTE:

And what steps have you taken to ensure that it does not persist in any of the offices of
the FBI�?

CAPRONI:

Well, �rst, we&#39;re trying to �nd out whether it did happen in any of�ce other than the
unit at headquarters. And we should know that answer probably by the end ofthis week
or sometime nest week.

Second thing is, the practice of providing a letter with a promise of future legal process
has been banned. And, again, we are also developing a vigorous compliance program to
make sure that we don&#39;t simply make the rule, but we actually have in place some kind of
process to make sure that the rules are being followed.

GOODLATTE:

Current law authorizes a full credit report request tor only counterterrorism
investigations. The inspector general discovered two instances in the same �eld ottice of
a full credit report request under counterintelligence investigations.



How is this being corrected?

CAPRONI:

This is being corrected by we -- the deputy director ordered a full audit of every
counterintelligence [ile that has been opened since January I, 2002. This authority went
into effect in the Patriot Act. So realistically we think the earliest one could have been
issued would have been 2002.

So they have to review every �le since then i11 which a Fair Credit Reporting Act NSL
was issued and �nd out if they have any full credit reports. Ifthey do, they need to
remove them from their �les and report it as a potential IOB violation.

Those will, in turn, be reported on to the IOB.

GOODLATTE:

One last question: In at least one instance, a national security letter issued under the
Electronic Communications Privacy Act was determined by the inspector general to be
seeking content. How was this remedied?

GOODLATTE:

And what steps do you �eld agents take to delineate between content and transaction
information�?

CAPRONI:

In that ease, there was no need to remedy it because the Internet service provider
refused to provide us with any records. So we actually did not have an overcollection.

GOODI..A&#39;["TE:

And have you remedied the...

CAPRONI:

Yes.

GOODLATTE:

request�? l mean, they shouldn&#39;t be asking for that. This was a big issue when we
wrote the Patriot Act...

C-APRONI:
Correct.

GOODLATTE:

.. and was subject of a great deal ofdiscttssion with the administration about making
sure that we had a clear line between what could be requested and what could not be

requested.

C-APRONII



The statute de�ning electronic communication transactions records actually doesn&#39;t
de�ne the term. And there had traditionally been the debate that says, "So we&#39;ll leave it
up to the ISP to decide what is content and what is not."

We think that&#39;s a trap for the unwary, it&#39;s bad for our agents, and that we do better with
bright lines.

And so OGC -- we&#39;re in the process of making sure that we have a list that makes
sense; what is content and what isn&#39;t.

In the abstract, that seems like a very clear line. In practice, it is not. There are some

difficult issues because some ofthe answers revolve around how the [SP keeps their
records.

So we&#39;re working on it. My anticipation is that within the next week or two we will
have out to the tield, "These records you can seek; these records you cannot seek," and it
will be a very bright line.

GOODLATTE:

Thank you, Mr. Chairman.

CONYERS:

The gentleman from Georgia, Mr. Hank Johnson?

JOHN SON:

Thank you, Mr. Chairman.

In these reports that I have read, it indicates that there were three phone companies that
the FBI, particularly the FBI Communications Analysis Unit, the CAU, contracted with

three telephone companies between May 2003 and March of 2004.

JOHNSON:

Who were those telephone companies?

CAPRONI:

The telephone companies were AT&T, Verizon and MCI, which has now been

acquired by Verizon.

JOHNSON:

Now, are those contracts still in force at this time?

CAPRONI :

Yes, they are.

JOHNSON:

And are there any other phone companies that are contracted with the FBI through the

Communications Analysis Unit or any other unit of the FBI?

CAPRONI2
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Not through the Communications Analysis Unit. Broader than that, I don&#39;t know. We
may have contracts -- not for this sort of information. We may have other contracts with

phone companies, but not like this.

JOHNSON:

And nobody put a gun to these telephone companies� heads and made them sign the
contracts, did they?

CAPRON1:

No.

JOHNSON:

They were just simply agreements with the FBI and the phone company.

CAPRONI:
Correct.
Front our perspective, because these originated, given the volume of our requests, that

this permitted us to get our records very quickly.

JOHNSON:

Well, I understand.

And then the phone companies received compensation for engaging in this contract
with the FBI, is that correct?

C-APRONI:

That&#39;s correct.

JOHNSON:

And these -- this compensation, was it merely for expenses or was there pro�t

involved, or you have no way of knowing?

CAPRONI:

I don&#39;t know.

JOHNSON:

And, really, you don&#39;t really care, as long as you get the information, correct�?

CAPRONI:

Again, from our perspective, the goal was to get the information in a form that is
readily usable for us, so that we don&#39;t have -- some phone companies give us paper
records. That requires a lot of data entry.

JOHNSON:

All right. I understand.



And earlier in your testimony, ma&#39;an1_. you stated that the phone companies were
responsible for a lot of the errors that are cited in the compliance with the national
security letters. &#39;

CAPRONI:

We do see third-party errors, correct.

JOHNSON:

You saw a substantial number. And so you are placing upon the phone company the

obligation to properly document whether or not there has been a follow-up with an
exigent letter.

CAPRONI: &#39;

Oh, no, sir. There are two separate things.

I do not excuse our lack of recordkee-ping in connection with the exigent letters. They
did keep the records, which was fortunate.

JOHNSON:

And it&#39;s important to note, Mr. Fine. that your analysis of the FBI&#39;s compliance with
the Patriot Act found that there were woelitlly inadequate mechanisms for the collection
of data on these national security letters.

.IOHNSON:

In other words, the recordkeep in g by the FBI was woefully inadequate as far as the

issuance and follow-up on these national security letters and also the exigent letters, isn&#39;t

that correct�?

FINE:

We did �nd serious and widespread misuse and inadequate recordkeeping, absolutely.

JOHNSON:

And do you have any idea, Mr. Fine, how much the telecommunications companies

were paid for their so-called contract with the government�?

FINE:

I don&#39;t know it, no.

JOHNSON:

All right.

Which agency -- can you, Ms. Capron i, provide my office with that information, along

with copies of the contracts between the CAU and the phone companies�?

CAPRONII

I have great con�dence that we&#39;re going to get a number of questions for the record

after this, and I&#39;m assuming that will be one of them and we will respond appropriately.



JOHNSON:

Will it take a subpoena for us to get that information�?

CAPRONI:

I don&#39;t believe so. I don�t know what&#39;s in the context...

JOHNSON:

Will you provide it...

CAPRONI:

I don&#39;t know if there are any sensitive issues...

JOHNSON:

Will you provide it to my o�ice�?

CAPRONI:

Again, we&#39;ll respond to questions for the record as they come in.

JOHNSON:

All right.
Why is it that, ifthe NSI..s are the FBI&#39;s bread-and-butter investigative technique, could

the inspector general only identify one terrorism prosecution out of 143,074 people
whose letters were -- or who investigator}; information was obtained on?

CAPRONI:

Again. Mr. Fine can explain his methodology.
But I think the issue, and the difficultly oflhat question is that because there was no

congressional -- we were not legally obligated to tag the data, so tracing it through is
difficult.

JOHNSON:

So one out of 143,000 -- how does that equate into being the bread-and-butter
investigative t.echnic|ue for uncovering terrorism by the FBI?

CAPRONI:

Again, we disagree that in only one case did NSL data contribute to a criminal

prosecution.

JOHNSON:

But would you say more than 10 or less than 10�?

CAPRONI:

I don&#39;t know. It is my beliefthat virtually every...

JOHNSON:



But you don�t know?

CAPRONII

counterterrorisrn case that began in its normal course of affairs is likely to have a
national security letter used sometime during it.

JOHNSON:

And it&#39;s also...

CONYERS:

Time has expired.

JOHNSON:

Thank you.

CONYERS:

I�. .-.l. Mr. Johnson, any records that you request will come to the committee and then
you will he advised.

The chair is pleased now to recognize the gentleman �&#39;on1 Florida, Mr. Tom Feeney.

FEEN EY:

Thank you very much, Mr. Chairman.
And, earlier, Mr. Smith alluded to your illustrious basketball career. I wish. I went to

the same high school as Mr. Fine. He graduated a few years before me. And I wish I&#39;d

have had ajumpshot like Mr. Fine did, but not nearly so much as I wish I would have

been able to hit a fastball like Mr. Reggie Jackson, who graduated a few years before Mr.
Fine did.

But we thank you for your work.
By the way, none of us is the most famous graduate, because Benjamin Netanyahu,

former prime minister of Israel, is a Cheltenham High grad.
I had to get that plug in.
We are very gratelul for your work here, because a lot of us were supporters of the

Patriot Act, but only with some serious restrictions. Andi guess the �rst question I want
to ask yon, to remind people, is that it was the reauthorizati on of the Patriot Act that
actually required the report that you&#39;ve just completed, is that right�?

FINE:

Y es.

FEENEY:

And I hope that notjust your report, but the tenor ofthe questions from supporters of
the Patriot Act as well as the critics is being listened to very carefully in the Justice

Department and the FBI.

FEEN EY:

-



We have got to get this balance correct.
And nothing could be more critical, because some of the most unthouglttful critics of

the Patriot Act candidly will be the �rst ones when there&#39;s another 9111 and when we

clicln"t get the information accurately ahead of time to stop, maybe not 3,000 or 4,000

people, but 300,000 or 400,000 people -- they&#39;ll be the �rst ones jumping on the
administration, the Justice Department and the FBI for not doing its job.

But those ofus trying to strike a thoughtful balance between civil liberties and between

the need to protect America from this new threat are very, very concerned about what
we&#39;ve heard.

And ifthe FBI doesn&#39;t take this to heart, we will correct the problem. I don�t think

anybody could have said it better than Jim Sensenbrenner -- again, a supporter of the
Patriot Act -- who said that the overreaching that&#39;s apparent here within the FBI is going

to erode support, if it hasn&#39;t already, from very important national security initiatives.
And I would hope that everybody down at Justice is listening, because this is the

supporters -- people like Lungren and Feeney and Sensenbrenner -- that are telling you
this isn&#39;t right, and it can&#39;t continue.

Mr. Fine, do you have an opinion as to whether or not the serious problems that you&#39;ve
discovered in initial compliance with the Patriot Act are largely because ofambiguities or
poorly structured legislation�? Is it statutory language that was the problem largely here,
or is it abuses within the FBI in compliance?

F INE:

I don�! think it was the statutory language that was ambiguous. I think it was the

execution oftlte policy by the FBI that was woe�tlly inadequate.

FEENEY:

And just to follow up, can you identify or does your -- does your report and

investigation lead you to conclude that there are any important statutory improvements
we could make?

I realize it&#39;s not in your typical arena to give us advice, but are there any specific pieces
of advice that you would give the Congress in terms of oversight or statutory refonns
here?

FINE:

Well, you&#39;re correct: It is not in my arena to do that. What I try and do is present the
facts to this committee and Congress, and let the facts lead this committee and Congress
to do what they believe is appropriate.

There is one section ofthe report that does talk about an ambiguity in the meaning of
toll billing records. I think there ought to be something done about that, because that was
a concern of what that. meant, and it should be clari�ed.

I do think in...

FEENEY:

Could the A.G. do that by opinion?

_



PINE:

I don&#39;t think so. It has to be done by Congress.
I do think that the committee does need to strike a balance and, sort of, balance the

need for protections and controls over civil liberties with the need for tools to prevent and

detect and deter terrorism.

And that&#39;s the difficulty in this task. And that&#39;s the real concern that we have about how
the FBI implemented this.

FEENEY:

You said you sampled 77 case �les, your report indicates. I-Iow many case �les are
there all together, roughly?

FINE:

That I couldn&#39;t tell you.

FEEN EY:

Do you believe that the 3,850 failed reportings are systemic and that if you extrapolate

we&#39;d probably see that elsewhere?

FINE:

I do believe that the �les we looked at were a fair sample and that there&#39;s no reason to

believe that it was skewed or disproportionate. We didn�t cherrypick them.

FEENEY:

Do you have any reason to believe that there were more abuses in the 8,850 requests

that were not properly reported? Are they any more likely to be abuses ofcivil liberties or
the law or the A.G.&#39;s rules than the requests that were properly recorded�?

FINE:

Well, we don&#39;t know how many requests were not recorded in the FBI&#39;s databases.

&#39;l�here were some problems with the database structurally so that things weren&#39;t in there.

There were delays in entering the database so Congress didn&#39;t get the information they
wanted.

And when we looked at the �les, there were NSLs that were in the �les that didn&#39;t go

into the databases -- approxitliately, I think it was, 17 percent ofthe ones we found
weren&#39;t in the database. Now, that&#39;s a significant number.

And now I know the FBI�s trying to �nd them in the database as we speak, but we have
no con�dence in the accuracy of that database.

FEEN EY?

Finalty, ifI could, Mr. Chairman, Ms. Caproni, you alluded to the culture ofthe FBI,
which was traditionally a crime�ghting institution.

Some people have called for an M15 type ofintelligence agency with a different
culture. And it might be interesting that you take back the interest that some of us in



Congress have. If the FBI can&#39;t change its culture or have a separate culture for
intelligence than it has had traditionally, we may very much need a different type of
institution to get intelligence right to protect this country on a day-to-day basis.

CAPRONI:

Again, I believe that we can do this, we&#39;re going to do this, we can get this right, and
we&#39;re going to get it right.

FEENEY:

Mr. Chairman, I yield back the balance of my time.

CONYERS:

Thank you. There wasn&#39;t any le�.

 LAUGHTER!

FEENEY:

That&#39;s why I did it.

 LAUGHTER!

CONYERS:

I see.

OK. We&#39;re now going to recognize the gentleman from California, Mr. Adam Schiff.

SCHIFF:

Thank you, Mr. Chairman.

Inspector General Fine, you&#39;ve said that you didn&#39;t tind that any ofthe violations were
deliberate or intentional.

SCHIFF:

And yet you also report the issuance of blanket NSLs, which, to me, appear to be an
ellort to cover up what was recognized to be �awed issuance of these exigent letters.

Given that NSL letters are supposed to be case-speci�c, the NSLs were a blanket

violation of the law, weren&#39;t they? And how can they be described as unintentional or

anything but deliberate�?

FINE:

I think what you&#39;re referring to, Congressman Schiff, is issuance, of what we&#39;ve heard
about, ofblanket NSLs in 2006. We haven&#39;t reviewed 2006 yet. We reviewed 2003 to

2005.

We&#39;ve heard about this. lt happened past the review period. And we&#39;re concerned about

it, and we&#39;ll look at that.

SCHIFF:

Well, Ms. Caproni, in your brie�ng on the Hill last week, you acknowledged that when
agents realized that they had been issuing these letters -- these exigent letters saying that

ii



subpoenas were forthconting when they were never Forthcoming, that blanket NSLs were
issued as a way of basically trying to clear up or cover up or in other words make up for
the failure to use correct processes in the past.

Assuming those are the facts, Inspector, doesn&#39;t that show a level of deliberateness and

intention that liar exceeds what you describe in your report?

FINE:

It certainly shows us concern, and what were they thinking? They clearly were not

following the procedures. They clearly were not providing NSLs in advance or even quite
reasonably soon thereafter. And it did give us concern.

And there were a lot of people who did this. It was done as a sort of a routine practice,
which is in our view completely unacceptable.

But I am -- I think it is imponant for the FBI to look at this and to interview these
people and find out what happened, up and down the line, and we will be looking at it as
well in 2006.

SCI-IIFF:

Well, even the false statements themselves, these exigent letters that said that

subpoenas were forthcoming when they weren�t ~- let me ask you, Ms. C-aproni, if a local
cop in the city of Burbank, in my district, wrote letters to the phone company or went out
and served letters on the phone company saying that federal grandjury subpoenas would
be forthcoming, because that local cop wanted to get information, that maybe they
cot|ldn�t get another way or couldn&#39;t get as quickly another way, and you learned about

this practice, that cop would be under federal investigation, wouldn&#39;t they?

CAPRONI:

Congressman, I really don&#39;t know. I don&#39;t think you&#39;ve given me enough facts to say
that whether that would or wouldn&#39;t be  inaudible!.

SCHIFF:

Well, a local police officer, acting under color of federal law, demanding records that -
- claiming a federal process that&#39;s nonexistent, that wouldn&#39;t be an issue for federal

investigation�?

CAP RONI I

It would certainly be troubling, much as the practices that were taking place in the

CAU unit are troubling.

SCHIFF:

Well, you know, having worked in the corruptions section in the U.S. attorney&#39;s in
LA, 1 can tell you, it would be more than troubling. You�d have FBI agents assigned to
investigate that local cop.

It doesn�l seem to tne any different to have FBI agents giving telecommunications
providers letters saying that subpoenas are forthcoming when they&#39;re not.



When did your office discover that these old New York form letters were being used to

get information?

C-APRONI :

Sometime in &#39;06.

SCHIFF:

You know, there&#39;s a report in The Washington Post indicates the head of the

Communications Analysis Unit, the same unit that dra�ed most of these letters, warned
superiors about the problems in early &#39;05. Do you know anything about that?

CAPRONI:

I know what I&#39;ve read in the paper. And I know that the Inspection Division is going to
do a full inspection ofthis to see what exactly the unit chief said...

SCHIFF:

Well, I&#39;m asking you beyond what you&#39;ve read in the paper, and we all know what the
I.G.�s going to do.

When did you first learn about the fact that the head of the unit that was dra�ingthese

letters had warned superiors?

Do you know who those superiors are?

CAPRONI:

I don&#39;t know who he says he warned.

SCHIFF:

Were you warned by him�?

CAPRONI:

No.

SCHIFF:

Do you know if anybody in your oflice was warned by him?

C-APRONI:

I&#39;m not sure that I even necessarily agree that there was a warning.
I don&#39;t -- I know that there were -- and I knew generally that there were some what I

understood to be bureaucratic issues within that unit. That did not include. ..

SCHIFF:

You keep on describing these bureaucratic issues. I mean, I find an interesting, kind of,
mix ofacceptance of responsibility in your statement and denial of responsibility. You
seem to accept responsibility for mistakes others made, but acknowledge very little

responsibility on behalf of the office you run.



It&#39;s primarily your office that is intended to advise the agents about how to comply
with the law, particularly in an area where the courts aren&#39;t scrutinizing it, as you pointed
out, in a process that lacks transparency.

SC-HIFF:

Isn&#39;t that fundamentally thejob of your oftice?

CAPRON1:

That is �lndantentally the job of my office.

CONYERS:

The time of the gentleman has expired.
The chair recognizes Louie Gohmert of Te xas.

GOHMERT:

Thank you, Mr. Chairman. I appreciate that.

And I am very pleased that, when we renewed the Patriot Act, we did insert the

provision that would require this inspector general report so that we could find out this
information that is so very important.

In your report, your indications, Mr. Fine, was the FBI did not provide adequate
guidance, adequate controls, adequate training on the use ofthese sensitive authorities;
oversight was inconsistent and insufficient.

And Ms. Caproni, as I understood Director Mueller to say last week that he took

responsibility for the lack of training and experience. And that troubled me a great deal

You&#39;d indicated earlier that people of; I guess, our generation and especially those in
the FBI have grown up with accountability, knowing that you&#39;re going to be cross-
examined. And yet it seems that the overzealousness that Mr. Cohen spoke of often is
found in maybe new agents that don&#39;t have the time on the ground. the experience.

Wouldn&#39;t you agree that&#39;s sometimes found in newer agents that lack the training and

experience?

C-APRONI:

I don&#39;t know in this case ifthis is an issue ofyoung agents versus old agents. Ijust
don&#39;t know the answer to that.

GOHMERT:

Well, are you familiar with the new personnel policy that this director instituted in the
FBI that&#39;s affectionately -- or unatfectionately ~- called the up-or-out policy?

C-APRONI:

Yes, sir, I am.

GOHMERT:

And, you know, I appreciate the director last week saying that, "We welcome more
oversight." 1 appreciate your openness in that regard.



Butjust in my couple of years of being in Congress is it seemed to me that the FBI, at
the very top at least, was not interested in oversight and was set on intimidating anybody
that really wanted to pursue that.

I l<.now we have one members ofC-ongress, a former FBI agent, who had indicated to
me that because many ofus who are very Fainiliar with many FBI agents, we&#39;ve been
hearing that this policy was causing the FBI to lose some of their best supervisors.

The policy basically, as I understand it": Once you&#39;ve been a supervisor for five years,
then you either have to move up to Washington or move out; that you can&#39;t be a
supervisor; and that we&#39;ve lost many of our best supervisors, which has put new,
inexperienced people in supervisory capacities; and that this was something that Mike
Rogers, a former FBI agent, a member of Congress, wanted to talk to someone about.
And when he �nally was able to get somebody to agree in a supervisory position, he goes
back to his office, and his whole office staffis out in the hall because the FBI&#39;s come over

and done a sweep of his o�ice that was really unnecessary and seemed to be more about

intimidation.

GOHMERT:

One of the most outspoken critics ofthe FBI the last couple years has been Kirk
Weldon, and we know that back in September and October, the FBI announces, "Well,

gee, he&#39;s under investigation," just at a perfect time to get him defeated.
And so, it seems that -- and then we �nd out there were all these 143,000 letters that

were inappropriately requested, well, gee, somebody asks tough questions of FBI
personnel, they may very well be the 143,00lst letter in the next batch inquiring about
their own records; that there has not been this desire for oversight, but there&#39;s been quite
some intimidation.

So I&#39;m curious, has there been any revisiting ofthis up-or-out policy to get rid ofthe

best-trained and experienced supervisors, since this lack oftraining and experience and
inadequate guidance and controls has come to light?

C-APRONI:

Congressman, the period oftimc covered by Mr. Fine was at a period oflime when
those supervisors would have still been in place.

What we&#39;ve seen, actually, is that the �ve-year up-or-out has encouraged people to bid
for and seek promotion to higher positions, which has been a net positive.

Now, I know that you have an interest in this, and I know that there were agents who
were not happy about the policy. The director feels very strongly that it&#39;s an appropriate

policy, that it does move good supervisors up in management so that they have a greater
span of control, so that we can further bene�t trom the skill set that they have from their
tenure at the bureau.

GOHMERT:

So the answer is no, you&#39;re not revisiting the policy, is that your answer?

CAPRONI:

That is correct.



GO1-IMERT:

OK.jttst wanted to wade through and get to the answer.
Thank you.

Now, with regard to these letters, it is deeply troubling, because we&#39;ve been hearing
about how important they were in order to get this information. but, you know, we had
assurances From everybody. from the A.G. on down, that there was adequate oversight,
that there was adequate training.

What suggestions -- since you&#39;re not changing any personnel policies, what actual,
structural policies within the FBI are going to change to make sure that there would be
adequate oversight, just in case the NSLs were allowed in the future?

CAPRONI:

Again, we&#39;re going to do substantially more training. Agents are now being placed into
career paths and they&#39;re going to be required, after their time at Quantico, to return to
Quantico for, sort of, a post-graduate period. That will have extensive training for those
agents who are on the national security career track.

We&#39;re also implementing an auditing practice that will include Department of Justice
lawyers. inspectors in the FBI and FBI lawyers to go out and methodically audit the use
of the national security lett ers.

More generally, we are going to create a compliance program within the bureau that
will be interdisciplinary and it will make sure that not just with national security letters --
I mean, this is one tool, and it&#39;s a tool that, as indicated in this report. we need better
controls on.

Our concern is that there may be other things that we need to make sure that we&#39;ve got

better controls on; that we think we&#39;ve given perfectly clear guidance but, in terms of
execution in the �eld, we&#39;ve got some problems.

So again, I can&#39;t say enough that we take this report extremely seriously. We know
we&#39;ve got issues. We know we&#39;ve got problems. The director and upper management is
absolutely committed that we&#39;re going to �x this.

CON Y ERS:

Time has expired.

GOHMERT:

Thank you, Mr. Chairman.

CONYERS:

Mr. Artur Davis from Alabama is recognized.

DAVIS:

Thank you, Mr. Chairman.

Ms. Caproni, give me your best legal assessment: Will the exclusionary rule apply to
any evidence obtained from the improper issuance ofthese letters�?



CAPRONI:

Probably not. But I haven&#39;t quite, frankly, given that a great deal of thought.
It&#39;s not a Fourth Amendment violation. Exclusionary rule clicks in usually when you&#39;ve

got a Fourth Amendment violation. These records are hein g held by third-party
businesses. So it&#39;s not a...

DAVIS:

Why would there not be Fourth Amendment implications if information was obtained
as a result of the improper use of federal statutory authority?

CAPRONI:

There would be other problems, but I don&#39;t think there&#39;s a Fourth Amendment problem.

DAVIS:

Well, do you think that there would be a practical problem -- classic hypothetical -- ifa
national security letter was improperly issued and it turned out later on there were
perhaps a valid basis for the issuance ofa warrant? Wouldn&#39;t that possibly be
compromised, or the emergence of a valid basis later on be cornpromised by the misuse
ofan NS L�?

CAPRONI:

Again, I&#39;m always leery o�-csponding to hypotheticals. All I can say is there&#39;s no -- we
are not -- we&#39;re not minimizing this. We do not...

DAVIS:

So you&#39;re not sure.

Let me follow up on Mr. Schiffs questions.
Are you familiar with the name Bassem Youssef�?

CAPRONI:

Y es, sir, I am.

DAVIS:

And Mr. Youssef, as I understand it, was in charge of the Communications Analysis
Unit at the bureau, is that right?

CAPRONI:

He was, beginning in the spring of &#39;05.

DAVIS:

And is it accurate that Mr. Youssef raised concerns about the misuse ofthe NSLs to his

superiors�?

CAPRONI I



That will have to be determined through the inspection. I do not know the answer to

that question.

DAVIS:

Well, you know that that&#39;s been reported. And I assume, Mr. Fine, neither you nor Ms.
Caproni have any basis to dispute what Mr. Youssef�s lawyers are saying about him
making that report.

CAPRONI:

I would note that Mr. Youssetiis in litigation with the FBI.

DAVIS:

That&#39;s not what I asked you. I asked you if you had any basis to dispute the report.

CAPRONI:

I don&#39;t know one way or the other...

DAVIS:

Mr. Fine, do you have a basis to dispute that there were complaints raised by the
former head of the Communications Analysis Unit?

FINE:

We didn&#39;t review what he did...

DAVIS:

Mr. Fine, how is it possible that you did not review the fact that the former head ofthe
unit raised questions about the misuse ofthe NSLs&#39;? How is it remotely possible that was
not reviewed?

FINE:

We reviewed what happened in that unit and what was issued. And we did review the
discussions that occurred between the Ollice oFGeneral Counsel and...

DAVIS:

Mr. F ine, if the head of the unit, not a secretary, not an intern, not a line officer, but the

head of the unit raised concerns, how is it possible that you didn&#39;t conduct an interview of
Mr. Yousset�?

FINE:

We did interview Mr. Youssef. And he did not -- we did not hear that concern from

him. And, in fact, from the interview of Mr. Youssef, and also from the review of the

records, we saw that he signed a letter. And many...

DAVIS:

Are you disputing that Mr. �i�ousse.f�complained about the improper issuance ol�NSLs�?
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FINE:

To his superiors?

DAVIS:
Yes.

FINE:

I don&#39;t know that. I do know...

DAVIS:

Did you ask him?

FINE:

I don&#39;t believe -- I don&#39;t believe -- I&#39;m not sure whether we asked that question.

DAVIS:

Mr. Fine. how do you possibly not ask the head ofthe unit ifhe had any concerns
about whether or not the statute was followed? I-low does that possibly not come up as a

question?

FINE:

We did ask him and we questioned him extensively, our attorneys did, about the
communications between the Oflice ofGeneral...

DAVIS:

Well, did he say that he raised questions�?

FINE:

Not that I&#39;m told, no.

DA VIS:

Not that you remember or not that you&#39;re told, which one?

FINE:

Well, I actually didn&#39;t -- but let me just check.

DAV IS:

And while you&#39;re working on the answer there, Mr. Fine, that rather obvious

observation -- I hope that your time to get the answer is not taken out of my time -- if you
have the head of the Communications Analysis Unit raising questions about how that u|1it

does its work, it&#39;s a little bit amazing to me that you&#39;re having to search your memory as
to what happened during the interview.

But let me move on.
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FINE:

Well, can...

DAVIS:

Is it true that -- well, my time&#39;s limited, Mr. Fine -- is it truethat Mr. Youssef won the
Director of Central Intelligence Award in I995 for his work in�ltrating the group that
tried to blow up the Trade Center in 1993?

FINE:

I have heard that.

DAVIS:

Do y u have any reason to dispute it?o

FINE:

No.

DAVIS:

Is it true that Mr. Youssef was the Iegai attache to Saudi Arabia during the time ofthe

Iihohar Towers bombing was being investigated�?

FINE:

I have no reason to dispute that.

DAVIS:

Is it true that Mr. Youssefreccived outstanding personnel evaluations during the time?

FINE:

I have no reason to dispute that.

DAVIS:

So you have someone who was the head of a unit, who had won awards for his

intelligence work, who apparently received superior evaluations, raising concerns about
how his unit was being conducted, is that accurate?

FINE:

No, I&#39;m not sure it is accurate. I am...

DAVIS:

What is inaccurate about it?

FINE:

What is inaccurate is that it is not clear what concems he raised and what he did to stop
this. And we did look... -



DAVIS:

Well, again, Mr. Fine, how -- I know my time is up, but ifthe chair will intlulgeme
one question_ -- l guess l&#39;m searching for what is opaque about this. This gentleman was
in a very important position. He was in charge ofthe unit.

You admit that you interviewed him, but your memory seems foggy as to what you
asked him and your memory seems foggy as to whether or not he raised concerns to his
superiors and what the concerns were.

I can�t imagine a more important interview that you could have conducted.

FINE:

W e did conduct that interview. and we went over extensively what the concerns were

between him and the General Cotmsel&#39;s O�ice and the attempts to put the exigent

letters...

DAVIS:

Who did he register his concerns with?

CONYERS:

The gentleman&#39;s time has just about expired. What I&#39;d like to do is give the inspector
general an opportunity to fully �nish his answer.

FINE:

We did interview Mr. Youssef, Congressman. And we did not lind that, as a result of

his actions, that the problems were corrected.

We did find through review ofthe NSI..s that he signed, one, that under his leadership
these exigent letters continued, and we saw the efforts between the Offi ce of General
Counsel and the CAU to correct this, which did not occur. And we did not see that he put
a stop to this.

However, we did not do...

DAVIS:

Was he empowered to put a stop to it?

FINE:

He was the head of the unit.

DAVIS:

What if his superiors didn&#39;t consent?

CONYERS:

Just a moment. lfmy colleague will suspend, I want him to be able to complete his

answer before we go on to the nerd member.

FINE:

We did not see that this practice was stopped during his time.
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There was an attempt. to sort of, provide NSLs reasonably soon after the exigent
letters. But the exigent letters continued. And it is important to determine who did what,
when and how.

FINE:

And the FBI&#39;s going to do that. And we are going to look at that very carefully as well
But our review was not to look at everybody&#39;s actions up and down the line, including

his or others�, to determine what steps each one of them took. What we tried to do is
present the problem and the issue and make sure that it stopped as a result of it.

CONYERS:

The gentleman&#39;s time has expired.
The chair recognizes Darrell Issa, the gentleman from California.

ISSA:

Thank you, Mr. Chairman.
I guess I&#39;ll start off slow and just follow up on Mr. Gohmert for a second.
lt does seem amazing that an organization of excellence, as the FBI has historically

been, would adopt a "We&#39;ve got you to the Peter principle achievement level" with this

up-or-out policy.
And I would strongly second Mr. Gohmert&#39;s -- what Ithink he was saying, which is if

you have people who can be very good at what they do at the beat level, so to speak, of
the FBI, in various positions, if they can, in fact, be superb leaders at a level that they&#39;re
comfortable, and, quite frankly, in a community that they&#39;re comfortable living and

working in and building more capability, rapport and analysis capability, and you adopt
an up-or-out program, what you do is, you force them either to leave because they don�t
want to leave communities they&#39;re attached to, or, quite frankly, you force them to a
management level they may not be comfortable with.

It&#39;s bad enough that the Army will not allow a great company commander to continue
being a company commander and must force them to a staff position somewhere where
they endlessly see papers in the hopes that they someday will get a battalion command,
but there&#39;s a certain amount of history there.

I strongly suggest that the FBI shouldn&#39;t have a history that people doing a goodjob at
a given level be forced on.

ISSA:

Having said that, that&#39;s a management decision that the next administration, hope�illy,
will straighten out.

But speaking ofmanagement decisions, Mr. Fine, I am -- or General Fine -- Pm a little

shocked that, under this attorney general, this administration seems to look at violations

of constitutional rights for limited capabilities that we have granted front this body as, as
the general counsel said, troubling.



If what the FBI did was done by a private-sector individual, wouldn&#39;t the FBI be
arresting them�? Wouldn&#39;t the U.S. attorneys be prosecuting people who played fast and
loose with these rules?

FINE:

It depends on the intents involved and what happened.

ISSA: &#39;

OK. Let me back up.
If there was a pattern over time, as there is, of abuses piling up to where it was clear

that people knew it was happening, even some people clearly made comments that it
shouldn&#39;t be happening, that it was inconsistent with the law, but it continued, isn&#39;t that a
poster child for the FBI and the U.S. Attorney&#39;s Office criminally prosecuting people who
do these things?

FINE:

Again, if there was an intent to do that, as opposed to a pattern ofnegligence, and also
a knowledge olithis.

And we went in and looked at it a�er the fact and found all sorts of problems and
compiled a 126-page report which lays it out in pretty black and white. And it is a
serious, serious abuse.

But at the time. were they aware of it, did they know about that, and what their intent
was -- that&#39;s much harder to say.

We did not tind evidence of criminal misconduct, but we certainly found evidence...

ISSA:

Well, wait a second. Wait a second.

Piling up evidence that crosses the guidance we allow to pile up that evidence, and
you �re saying that it&#39;s not criminal.

FINE:

Well, you have to look at the individual allegations as well. We looked at the files. We
found in many files that there were no abuses. We tound in others that there were

problems with them.

ISSA:

But there are no prosecutions and no dismissals, is that correct?

FINE:

Well, there are no prosecutions.
The FBI is looking at the evidence right now to see what people knew and what they

did. Whether it was because of any intentional conduct that they knew they were doing
wrong, we didn&#39;t see that. But we didn&#39;t do a review where we asked each individual.

"What did you do and why?" we did a review of an audit ofthis to lay out the problems
for the Congress.
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ISSA:

Well, I would suspect that Ijoin the chairman and many members on both sides ofthe
aisle in saying I have serious doubts about whether or not the Congress can continue to

extend capabilities that are not 100 percent adhered to and there are no signi�cant results
when they&#39;re not adhered to, and then not tee] that what we&#39;re doing is giving the FBI the
ability to violate people&#39;s constitutional rights.

And, you know, I heard today, "Well, geez, we wouldn&#39;t exclude this" --and

Congressman Schiff brought it out -- "we won&#39;t exclude this information, even though we
played fast and loose. And we won&#39;t dismiss and we won&#39;t prosecute."

Well, with all due respect, from the attomey general on down, you should be ashamed

of yourself.
We stretched what we could give in the Patriot. Act. We stretched to try to give you the

tools necessary to make America safe. And it is very, very clear that you&#39;ve abused that
trust.

And when the reauthorizati on of the Patriot Act comes up or any bill coming down the
pike, if you lose some of these tools, America may be less safe, but the Constitution will
be more secure. And it will be because of your failure to deal with this in a serious
fashion.

I yield back.

CONYERS:

Thank you very much.
The chair recognizes Keith Ellison, the gentleman ttom Minnesota.

ELLISON:

Thank you, Mr. Chair.

Mr. Fine, I want to talk to you about your report reconinicndations, starting with the
exigent letters.

Wouldn&#39;t it be better, simply, to adopt the FBI&#39;s current practice of simply banning the
use of exigent letters�? I noticed that in your recommendations -- or in what I believe are
your recommendations -- your suggestion is to take steps that the FBI not improperly use
the letters. But why not just say: "No exigent letters"?

FINE:

Well, there shouldn&#39;t be an exigent letter of the sort that they use. There is a process
under the statute to get emergency information under certain conditions. And that&#39;s the

way they ought to do it. So that is a proper use of such a request.
They surely should ban the way they did it in the past.

ELLISON: .

And that would be a change by statute or a rule change?

FINE:

Well, it doesn&#39;t need to be a statute. There is a statute that allows voluntary disclosure
if there is an imminent threat and danger to the safety of an individual or others.



And if there is that exigent circumstance, they can get the information and should use
such a letter.

But what they shouldn&#39;t do is combine it with an NSL, the way they did in the past.
They ought to completely separate that and follow the statute.

ELLISON:
Right.
So what you&#39;re saying is that ifthe practice in which the FBI was using the exigent

letters combined with the NSL, if the statute were properly followed, then there wouldn�t
be the problem that we see today, is that right�?

FIN E:

That&#39;s correct.

ELLISON:

Now, what sort ofsanctions do you think should be applied, given the way that the FBI
did use the NSL and the exigent letters?

FINE:

I think the FBI ought to look at this and look at the individuals involved and �nd out if
they inappropriately and knowingly misused the authorities. They ought to take
appropriate action against individuals, either management individuals who allowed it to
occur or individuals in the �eld. And if they had poor pcrforniance, that ought to be
assessed as well.

So I think that ought to be something that the FBI is looking at. But I don&#39;t think they
ought to say, simply because there was a misuse of the statute inadvertently, that that

would necessarily require misconduct charges against them.

ELLISON:
Right.
Well, you know, part ofthe problem here is the very nature of the act that allows for

the expanded use of the NSL is below the radar; it&#39;s not subjected to neutral.

And so it by nature lacks transparency, which is why people are so upset that the

abuses took place.
But I guess my nest question is -- another recommendation that you have made is that

there be greater control �les for the NSLs. How would you envision that working?

FINE:

There should be greater controls on the use ofNSLs. They ought to make sure that the
people know when they can be used and under what statute they can be used. There need
to be signed copies of the NSLs so that there can be an audit trail. They have to be
connected to an investigative tile, not a control �le.

ELLISON:

Excuse me -- I&#39;m sorry, Mr. Fine. Do you see this as essentially a training problem?



FINE:

I think it&#39;s a training problem. I think it&#39;s a supervision problem. I think it&#39;s an oversight
problem. And I think it&#39;s a lack ofadequate internal controls in auditing problem as well.

ELLISON:

Now, that brings tne to a few questions I had for Ms. Caproni.
Ms. Caproni, do you have a staff to make all the changes that are needed in order to

have this program work properly?

CAPRONI:

I would always like more resources.

ELLISON:

No, I&#39;m asking you -- that&#39;s not my point.
My question is: In order to -~ we couldjust simply go back to the status quo ante, back

to the pre-Patriot 92.&#39;__ wliere NSLs were authorized but not the expanded use of them that
we have now. That could be one way to simply solve this problem.

But my question is: At this time, do you have the staff to provide the training, provide
the controls that are called for by the recommendations?

CAPRONI:

I do. We&#39;re going to get some more staff that we&#39;ve already discussed. We&#39;re going to

get some more analytic help, because we think that some ofthis would have been
detected if we had had good analytic help so that we could see trends.

But I think that we have enough lawyers. I think we can do what needs to be done.
We&#39;re going to have assistance from Department of Justice lawyers for some of this, but I
think we have sufficient resources.

ELLISON:

Ms. C-aproni? If you have the su�icient resources, why didn&#39;t you use them before?

ELLISON:

I mean, I guess the question that comes up in my mind is that you either don&#39;t have the

resources to effectuate the changes that have been recommended, or you do; and if you
do, why weren&#39;t they applied�?

CAPRONI:

This report told us a lot that wejust didn&#39;t now. I mean, I will fall on that sword again,
which is, we learned a lot from this report, and we&#39;re going to make changes.

I think I&#39;ve got the personnel to do it. I think we&#39;ve got the resources. We&#39;re going to
make the resources available. This is important to us. It is important to us to regain the
con�dence ofthe American people and to regain the con�dence of this committee.
You&#39;re one of our oversight committees and you&#39;re very important to us.



So we&#39;re not -- trust me. I&#39;m not happy that we have this report and that I&#39;m in a

position of saying, you know, we failed.

ELLISON:

Excuse me, Ms. Caproni, if I could just go back to Mr. Fine.
Mr. Fine, one of the changes that was made in the Patriot Act was to say, I think,

people other than headquarters o�icials could issue these letters.
Should the authority for issuance of the letters be retracted to what it was before the

Patriot Act�?

FINE:

I&#39;m not sure ofthat, and I don&#39;t want to necessarily give legislation that should occur.

I do think it&#39;s important, if that authority is out there, that it has to be overseen.
And bringing things back to headquarters may or may not be the answer. As you recall

in the September llth attacks with the Moussaoui case, one of the concerns was
headquarters was controlling the �eld too much.

And so, there are considerations on both sides of this issue. I do think that when it does

go out there, it has to be used appropriately and overseen appropriately.

ELLISON:

But if you had a narrower route through which these letters were authorized, wouldn&#39;t

you have greater accountability?

FINE:

You could. You could have greater accotmtability. On the other hand, the effectiveness
could be diminished significantly.

So I think that&#39;s the balance that has to be struck, Congressman.

CONYE-RS:

Time ofthe gentleman has expired.
But I would like to say to Mr. Ellison, he&#39;s raised the point that we need to try to �gure

out at this hearing: Are there in existence the resources that are required and needed to
reveal all ofthese people who have been abused or violated by this system?

C-ONYERS:

For this hearing to close down with the gentleman from California, Mr. Berman, who

will be recognized next, without us having figured out, for example, that we don�! have
anywhere near the resources, as I&#39;ve been talking with the gentleman from California, Mr.
Lungren, about, either in the Federal Bureau of Investigation or in the O�ice of the
Inspector General.

If resources don&#39;t exist here, we may end up very well correcting everything from this
point on, but how many thousands ofpeople will have been violated that will -- we&#39;ll all

be saying from now on, "Not to worry. It&#39;s all over with."
And that is a troubling consideration, Mr. Lungren, that we&#39;ve had under discussion,

that I&#39;m still looking for the answer to.
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So I recognize the gentleman from California, Mr. Berman.

BERMAN:

Thank you very much, Mr. Chairman.
Mr. Fine, Section I26  a! ofthe Patriot Act requires that not later than one year a�er

the date of enactment of this act, the attorney general shall submit to Congress a report on
any initiative ofthe Department oflustice that uses or is intended to develop pattern-
based data mining technology.

The one-year deadline expired March 9th ofthis year. To my knowledge, we haven&#39;t
received this report. Can you give us an update on the progress ofthis report?

FINE:

From the attorney general? No, I don&#39;t -- I can&#39;t give you progress. That&#39;s not my
office.

But I certainly can bring back that question to the department.

BERMAN:

But I thought...

CAPRONI:

Congressinari, I, unfortunately, can tell you. Yes, it was not submitted on time. I think
we sent a letter indicating that. It&#39;s still being worked on. I saw a draft going back across
between us and DO]. So it&#39;s being worked on.

BERM AN:

OK, well. then, let me ask you: As I understand the audit that the inspector general has

undertaken, intorination from the national security letters is routinely added to the FBl&#39;s

internal automated case system, which has about 34,000 authorized users, and then, is

periodically downloaded into the investigative data warehouse, which has approximately
12.000 users.

Is it possible that other agencies of the federal government or anywhere are using
information in that investigative data warehouse for data mining purposes?

CAPRONI:

For data mining purposes -- I don&#39;t know the answer to that.
I mean, they could get access to it as appropriate for their agency.

BERMAN:

So it is possible.

C-APRONI:

I don&#39;t know the answer. I don&#39;t know.

BERMAN:

You don&#39;t know if it&#39;s possible or you don&#39;t know ifthey are?

&#39;



C-APRONI:

I don&#39;t know what they&#39;re doing with it. And I don&#39;t know what rule and restrictions

govern them, so I just can&#39;t answer that question.

BERMAN:

Well, let me get one thing clear. Maybe I&#39;m under -- is the report that we are awaiting
an inspector general&#39;s report or an attorney general&#39;s report?

C-AP RON I :

It&#39;s attorney general.

BERMAN:

Attorney general&#39;s report. All right.
So will that report include data mining ofinforrnation in the investigative data

warehouse by agencies not within the Justice Department -- this report that you&#39;ve seen
circulating, will it include data mining of information by other agencies from the Justice

Department&#39;s Investigative Data Warehouse?

CAPRONI:

No, it does not. But I don&#39;t know whether that means that no such that no such

activities are occurring or because it&#39;s not within the scope ofthe request.

BERMAN:
Well, we think -- since I was involved in this language -- we think that since the

database is under the puiview oftltc Department of Justice, use of it by other agencies
would be included in that report, under Section 126 a!.

C�-APRONI:

I will make sure that the people at DOJ understand that that&#39;s your interpretation of it. I
just, unfortunately, I&#39;ve been in the world of NSL and this report, and I haven&#39;t been in
the world ofthe data mining report, so Ijust haven&#39;t read it. So that&#39;s why I can&#39;t answer

your question.

BERMAN:

So you have not been personally involved, then, in determining whether other agencies
are being cooperative on how they&#39;re using the data from the IDW. I take it you don&#39;t...

CAPRONI:

I have not. I just haven&#39;t been involved in it.

BERMAN:

If you, subsequent to this hearing, could get that information and pass it on to me, I&#39;d
be very grate�il.

CA PRONI:



Certainly...

BERMAN:

&#39;l"l1e information about whether the report will talk about other agencies� use of the
Justice De-partnient&#39;s In vesti gative Data Warehouse For data mining purposes.

CAPRONI:

Again, I will make sure that the department understands your position.

BERMAN:

Thank you.

 UN KNOWN!
Will the gentleman yield to me�?

BE-RMAN:

I&#39;d he happy to.

 UNKNOWN!
To ask a question.
Ms. C-aproni, one question just came to my mind, and that is, part of this testimony

today has talked about how agents in the �eld and special agents in charge in the �eld
didn&#39;t get the proper legal advice from, I presume, people that report to you, that they
were not challenged as to the legal sufficiency ofthe NSLs or the exigent letters.

Is that correct?

C-APRONI:

Let me -- I think that comment was relative to the lawyers in the field who actually do
not report to me.

 UNKNOWN!
Who do they report to?

CAPRONI:

They report to the special agents in charge.
They report to their �eld office head. That&#39;s one ofthe things that Mr. Fine has

suggested that we look at, and that is actively under discussion at the bureau right now,

whether that reporting structure should change.

 UNKNOWN!
So they don&#39;t report to you at all�?

CAPRONI:

No, sir. they do not.

 UNKNOWN!



S0 they were on their own in the advice they were giving ofa legal nature to the agents
and the special agents in charge to whom they report.

CAPRONI:

On a reporting basis. they do not report to me. I do not supervise them. I am in charge
ofthe legal program. So we provide the CDCS -- that&#39;s their title -- we provide them with
substantial legal advice, and they frequently call us when they have questions. But I do
not rate them, and they do not report to me.

I don&#39;t hire them; I don&#39;t �re them. -

 UNKNOWN!
I know, but what I&#39;m trying to tigure out is ifthese attorneys report to the SAC, does

that make it more difficult for them to tell the SAC that he or she&#39;s wrong when they&#39;re _
asking for one of these letters�?

CAPRONI:

That&#39;s the concern that Mr. Fine has raised. I mean, I...

 UNKNOWN!
Well, do you share that concem?

CAPRONI:

I do share that concern.

 UN KNOWN!
And could that be one of the rcal problems we&#39;ve got here?

CAPRONI:

I will say there are arguments both ways, Congressman. It is not -- and the reason I say
that is because I report to the director of the FBI, and I don&#39;t have any problem telling the
director ofthe FBI tny legal advice. And ifhe doesn&#39;t like it, it&#39;s still my legal advice.
That&#39;s what the CDCs should be doing. But whether they...

 UNKNOVWN!
But at least my experience has been SAC-s are pretty important people in their various

offices and most people generally think they&#39;re the top dog. And we have this problem
where, apparently, good legal advice either was not given or not accepted, and maybe
that is something we ought to look at, if you folks won&#39;t look at it.

CAPRONI:

Again, we are actively looking at that very question, of whether the CDC reporting
structure should change.

 UNKNOWN!
And I thank the gentleman from California tor yielding, although he&#39;s not here to

receive it back.



CONYERS:

I thank you all.
The gentleman �"on1 Minnesota had one last question that I&#39;ve agreed to entertain, if

you will.

ELLISON:

Thank you, Mr. Chair.
My question is, of all the letters that have been issued and all the inaccurate and

improper data that has been sent forth, clearly some information came back. And in the
cases where individuals information was obtained in violation of the rules and statutes,

what has happened�? Have these individuals been noti�ed? What recourse do they have?
What&#39;s the story on the people?

CAPRONI:

The people are not noti�ed. The records are removed from our databases and the
records are destroyed.

FINE:

That&#39;s correct.

CONYERS:

Thank you very much.
Ladies and gentlemen, this has been an excellent hearing. We thank the witnesses for a

continued and extended period of examination. We&#39;ll all be working together.
There are �ve legislative days in which members may submit additional questions to

you, and send them back as soon as you can.

CONYERS:

We also want to enter into the record Caroline Fredrickson&#39;s statement on behalfof the

American Civil Liberties Union; Congressman Coble&#39;s Department of Justice fact sheet
release.

We also have the New York Times, which officially alerted FBI to rules abuse two
years ago, dated March 18. And we also have a letter being hand~delivered to the general
counsel, dated today, March 20th, which asks her for additional information.

The record will be open for �ve additional days. And without any �urther business
before the committee, the hearing is adjourned. We thank you for your attendance.



ALL IIJFIJPIIATIIJN EOIFTAINED

HEPEIH IS UNCLASSIFIED

DATE 06-13-200? B�E 65l&#39;?9 DI-Il�I/K�5R&#39;f-Iii]

EC�_P.»92 NSL Dc�iiitions Proposal

Section 1. Counterintelligcncc and counterterrorism access to electronic
conununication service and remote computing service records.

Section 2709 of&#39;I&#39;itle 18 is amended�

 a! by striking the title and inserting �Counterintelligence and counteiterrorism
access to electronic communication service and remote computing service

records";

 b! in subsection  a! by striking �A wire or electronic communication service

provider� and inserting �A provider of electronic communication service or
remote computing service� before �shall comply with a request for�;

 c! in subsection  a! by striking �subscriber information and toll billing records
information, or electronic communication transactional records in its custody or
possession" and inserting �records. in its possession, custody, or control" before
�made by the Director of the Federal Bureau of Investigation";

 d! striking subsection  b! and inserting the following:

�  b! Required certi�cation.--The Director of the Federal Bureau of Investigation, or his
designee in a position not lower than Deputy Assistant Director at Bureau headquarters or
a Special Agent in Charge in a Bureau �eld office designated by the Director, may
request the records described below ifthe Director  or his designec! certi�es in writing to
the provider of electronic communication service or remote computing service to which

the request is made that the records pertaining to the subscriber to or customer of such
service are relevant to an authorized investigation to protect against international
terrorism or clandestine intelligence activities, provided that such an investigation of a
United States person is not conducted solely on the basis of activities protected by the
�rst amendment to the Constitution of the United States:

�! name;

�! address;

�! local and long distance telephone connection records, or records of session
times and durations;

�! length of service  including start date! and types of service utilized;

�! telephone or instrument number or other subscriber number or identity,

including any temporarily assigned network address;



 ¢!

�!

ts!

�! means and source of payment For such service  including any credit card or
bank account number!; and,

�! records identifying the origin, routing or destination of electronic

con1|nunications.";

in subsection  c!  l! by striking �no wire or electronic communications service
provider," and inserting �no provider of electronic cotnrnunieation service or

remote computing service,� after �danger to the life or physical safely ofany

person,�&#39;,

in subsection  f! by striking �is not a wire or electronic communication service

provider for purposes of this section," and inserting �is not a provider of
electronic communication service or remote computing service for purposes of
this section,� a�er �for their use, review, examination, or circulation,�; and

in subsection  f! by inserting �or section 27l 1�!  �remote computing service&#39;!"�
alter �section 25 lU ] 5!  �electronic communication service�!".

Section 2. Technical and Conforming Changes

 =1! The table ofsections for chapter 121 oftille 13, United States Code, is amended

by striking �Counteriiitelligence access to telephone toll and transactional

records.� and inserting �Counterintel ligence and counterterrorism access to
electronic communication service and remote computing service records.�

2



Analysis

Section 1. Cotu1tc|&#39;int.elligencc and countertcrrorism access to electronic

conun unications service and remote couununications service records

This proposed revision clari�es the scope of the Electronic Communications
Privacy Act"s national security letter provision, 18 U.S.C. § 2709. by speci�cally listing
the types of records and information that the FBI may obtain pursuant to an ECPA
national security letter  NSL!.

The list of items contained in this proposal parallels that in I8 U.S.C. § 2703 c!�!
- which identi�es the records and information that may be obtained by administrative or
grand jury subpoenas � with one exception. In addition to the records and information
that may be obtained under section 2703 c!�!, the proposed revision would permit the

FBI to obtain �records identifying the origin, routing or destination of electronic

connnu nications� using an EC-PA NSL. This change would not expand the categories of
records and information that may be obtained by an ECPA NSL, but rather would clarify
what records or information are obtainable � a change that was suggested by the
Department of Justice�s Inspector General i11 his recent report on the Lise of NSLs by the
FBI.

The proposed revision also clarifies the types of providers covered by the ECPA
NSL statute by using the language of § 2703 c! l ! to indicate that providers of electronic
communication services  which, under the de�nition contained in § 25 lO  I 5!, also
includes providers of wire communications services! and remote computing services are
covered by this provision.

Section 2. Technical and Conforming Changes

The proposed revision changes the table ofsections for chapter 121 oftitle 18 of
the United States Code to account for the new title of section 2709.

2
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NSL GUIDANCE BY NSLB

l Da�-3; TO: i D sur»iMai¬�F D� *1 D �

l . _. _ _. . ._ .. _.

10-26-2001 l EC: i� Summarizes recent changes to FCI/IT legal authorities
1 p All Divisions 1 relating to NSLs, and describes implementation procedures.
l � ll - Advises of 2001 Patriot Act signing

- States and explains new standard predication
- Explains statutory delegation authority

l - includes redline version and clean version of3 statutes

governing l92lSLs  ECPA, RFPA, FCRA!

i 10-1-2003 ll EC: 1 Guidance on preparation, approval and service of l92lSLs to
FO, CTD, CD � obtain Credit Reports in IT cases pursuant to 15 U.S.C. §

M 16811: of-FCRA.
ll i - Introduction to Procuring Credit lntormation

l - General Policy on the Use of NS-L Authority

- The Mechanics of Producing NSLs

i i _ 7 - N$L Preparation Assistance
3-4-_iU� &#39;.l5 �Email toiDDCs Full credit reports in Clicases are available through grand

from jury subpoenas

be I: l
b&#39;;&#39; j Followup to email sent 2--25-2005 which stated that Bill ll

l i credit reports in FCI cases with no nexus to terrorism is l
inappropriate. No 168lv Full credit report in a Cl matter

but can get a l68lu NSL Forlimited credit information.

l 5-21;-721105 EC:   Guidance on change to l92lSl..s to allow For a return date. ii
i  All FO, CTD, ; Due to problems receiving information requested through

CD, CYD i NS-Ls in a less than timely fashion, OGC opines:
92 - NSLs may contain a return date which info must be

1. provided. l
l i I - Date must be reasonable 8.: not oppressive, but should

also account For how quickly the info is needed.
1 - Actual time allotted is an operational call. i

ii - Suggest date be stated in terms of time that has elapsed
1 since the NSL was served upon the recipient.
- Absent extraordinary circumstances, OGC suggests a

l recipient be given at least 10 business days to produce
i ii - Sugestion of where return date should be inserted until
l  OGC model is updated.

� l



~ an Po, cto,

co, CYD

ll  EC also sent via y
l " ernail to CDCS l

bvll_l
i �on ?/1/05! .

EC: fl"ti7i-Qi-iei-.15 revised guidariceioniiiifervifisiieftifl92lSl_,s and the�uscf"
of approved delivery services. ln the past, QGC has
opined that NSLs should be personally served 01&#39; secure

faxed to recipient, and responsive inforination personally
delivered or secure faxed  extensive discussion on security
issues in EC!. Due to delays as a result ofthis policy, OGC
revises restrictions on service as follows:

- Use ofcontrolled delivery services  such as USPS 8.:
FedEx} to serve l92lSl..s upon recipients now allowed to

designated person.
� Use of controlled delivery services to return responsive
information to FBI..

- Prohibition on use ofnon-secure fax to serve I�-lSLs and

return responsive information to FBI remains unchanged.

A ?-22-2005 7E;-nail to cocs"
J 1 from

_iEil

Email sending out the new NSL narrative that would be
placed on our website.

y 8-22-2005 Email to CDCs
b6 i ll from

b7C ;

Regarding need to have a lead to NSLB for us to report to
Congress; do not need to reference the 66 NS]. file nurnber

l I �1"l}&#39;�10lT¬.
&#39; s-25-2005 1-so 1

FO, Legats, �

CTD, CRIM,
CYD, cro

Emergency �gcflosure Provision for information from
Service providers under 18 U.S.C.  2702[b!.
EC outlines emergency disclosure provision and provides a
sample letter.

l:ays_out approval reqpirernentsg  7
ll-10-2005 Email to CDCs Regarding standard that should be applied in getting NSLs

- we generally cannot get second generation calls unless we

l-tnow someth_inga@ut first generation calls.
11-22-2005 Email to CDCs

from

i l:l

Improper NSL colluctioftfi if i�i W i=

Provides stopgap measures on how to handle information
on what to do if FBI obtains information improperly from
issuance ofan NSL, whether it be from FBI rrtistalte or

carrier mistake.

- seal 8: sequester; remove any information uploaded into

acs. p  p
� 2-17-2006 ll l�_"Imail to CDCs

from

Ii l

Advising CDCs not to hesitate in requiring more facts to
support an NSL. EC forms on our website were changed
to re�ect that the agent had to give a full explanation of the
investigation, not iust a barebones explanation.



Standard NSLs

and ECS sent

out via email to

SAC,s 13¢ CDCs

L email sent to
CDCs on 3-16-

ZOO6 advising
them ofnexv

delegations
under the new
Patriot Act.

i� 3-9-200767� 7 l EC: lnforrn ofdclegation of: signature authority for NS-Ls;
All Divisions l non-rlisclosiire certification authority; non-disclosiire
from the l recertification authority.
Director 2005 USAPA IRA enacted 3-9-O6 provides for procedural

changes in the issuance ofl92lSl_.s:
3~9-3006 new - FBI rnust certify that certain harm may come if the NSL

recipient disclosed the request.
- IFNSL is challenged more than one year later, FBI must
recertify that certain haim may come ifNSL request
disclosed.

- Recipient of NSL can challenge receipt of NSL.
- FBI has explicit enforcement authority and contempt
penalties that attach to unlawful noncoriipliaricc with NSLS.

EC includes director&#39;s delegations of authority to sign
l92lSLs, make the initial non-disclosure certi�cation and any

necessary subsequent non-disclosure recertification.

3-16-2006 Email from 0 Email requesting that T NSL forms be replaced on website.

l 3-20-2006
0; F0, cto, co,
� Y CYD

Uuidance on service of NS-Ls by fax, and tollow-up EC on

expansion of approved methods of delivering NSLs.
Use of non~sec.11re fax is now permissible by FBI in its
service of an NSL upon the recipient. EC outlines
conditions to do this.

The same is not true of faxing of NSL return information.
Email to CDCs

from

b7C

b6 1301021-2000 0 Classification guidelines regarding all NSLs. Generally all
l92lSLs should be declassi�ed autornatically in 10 years.

� 4-5-2006 Email to CDCs email on IOBs and issuance of l92lSLs

l | |
4-7-200-5 i mai to cs"

l from
Email stating current IOB policy, including with respect to
receiving in formation pursuant to an NSL that was not

sought by the NSL. .
4-1 1-2006 cc; ED

ctr!, co, CYD,
FO

email with EC

sent 5-2-2006

FBI Policy re: reimbursement ofcosts to recipients of

NSLs.
Details requirements, or lack thereof, in the 4 statutes that
provide for issuances of NSLs.
Touches on current variations in cost reimbursement

policies among �eld offices.
Provides policy on reimbursement costs incurred by
recipients of l92lSLs under ECPA, and FCRA §§ 1681v,
16811.1.

4-14-2.000 0 0
Email to CDCs

from

&#39;:l

Email of an example of what needs to be in an EC for

more accuracy in Congressional reporting.



i 4-21-2006 l Email to CDCs ;
from

l:l

Email sent out documenting a change in the standard
attachment for telephone billing records so that it is clear
what we consider "toll billing 1&#39;ecords;" so that we get
additional relevant information; and to obviate some

potential lOBs where we get additional account.
information we didn&#39;t ask for.

5-31-2006 Email to CDCs

lronl

In response to carriers giving us more than we asked for
because ofcc-nvenience_ we changed the transaction record

attachment sent wi_t_l&#39;l

l 10-27-2006 email to change narratives on website with reispecitzto NSLS.

10-31-2006 E l CDCb6 mai to s
From

Reiterating importance of including the following in NSL
ECS: whether subject is USP or non-USP; and what kind

oFNSL is being issued. These details are important For 1

Congressional reportingr§qui7rernentS. 7 ___ 77__ ll
� 11-216-2606 EC; All

l Divisions

l

12-&#39;2-2006 Y� Email to CDCs

Provides revised procedures on 1OBs. Details potential
IOBs involving NSLs and set Forth procedures on l

s7e@§steri7ng overc.ol7leged_material. _ _   77
OGC believes Congressional reporting requirements apply
to the subject of the NSL even though it 15 unclear that

NSL ECS have only been reporting the USP status of the

target o_f_t_heinvestigat.ion.7777 7 7 7
A 12-s-2006 Email to CDCs *2

l e a o DGC

Julie Thomas

FBI should not issue l92lSLs in cases involving leaks to the
media.

1-3-200? EC: FOs, CTD,

CD, Cyber

NSL-derived in formation should be reviewed bi-rm bl-5;i{g*

uploaded. Wk 7 7
2-23-2007 EC: FOs, CTD,

CD, Cyber

Provided guidance requiring NSL atit�orizing ECsito cite
the investigative case tile to which the request infonnation
relates.

3-1-2067* EC: All

Divisions

Provided guidance on the appropriate use of13 USC 27702
emergency disclosure provision. Required use of"exigcnt
letters" to cease. 77

i Email to all
1 CDCs from

3-5-200? Informed CDCs ofupdate to NSL website re�ecting 7
change to narrative on reporting requirements.

l  I
3-5-200?

1 CD, Cyber

ll&#39;>8lv NSLs cannot be obtained for counterintelligence
investigations. EC required a review of NS-Ls to determine

whether �ill credit reports were obtained through NSLs for

cou|1terintel|igenp7e investigatiogs.
:-21>-200?  EC:All

Divisions from i

RMD A

Interim guidance on the retei1ti�oiiiT:i|&#39;:�NSLs.W 0

3-19-200? q so an Field *
1OF[�ices _i 7

Reqtiiremeiit ofa monthly count of NSLs by �eld ori�ce.



3-21-200? Email to all

CDCs �fe-n

b 6 3-28-2007 Email to all

CDCs From

Guidance on IOB Issues Relating to the Inspection
Division&#39;s Audit. _ __
Additional guidance related to IOB issues. V V

b7&#39;3 ii-0:iT200f* *1

4-13-2007

EC: All �el

oftiees _
Email to all

CDCs from

Guidance on CDC handling ofovercollected inforrnarion

iiljhe C0l&#39;l|I¬¥!I ofan NS_L. _ N 7
Informed CDCs of changes to the NSL website regarding
model cover E/Cs.
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NATIONAL SECURITY LETTERS

TRAINING

What, if any, training ls provided to FBI personnel regarding the legal constraints
on their authority?

ALL INF-1r~1mTIoi-I teirriilrrrn

R _ ; HIEPEIN IS I.mI|3Lrr3sIFIED
��nglgg DATE as-14-zoo? BY 65179 D192l}l,=&#39;KSR_.=&#39;JI1J

I NSL requests must be reviewed for legal sufficiency. All NSLs and NSL cover
EC-s must be reviewed by C DCsr� ADCs in the field or NSLB attorneys at FBII-IQ.

0 OGC also provides guidance in the form of ECs, checklists, and other documents
that are easily accessible on their internal website from any investigator or

analyst�s desktop.

0 Additional guidance has been issued to address issues raised by the Inspector
General�s report on the FBl�s NSL usage. This new guidance:

A. Prohi bits the use of �exi gent letters� and sets forth procedures for

properly obtaining ECPA-protected information pursuant to the
emergency disclosure provision of 18 U.S.C. § 2702.

B. Prohibits issuance ofNSLs solely from control �les.
C. Requires signed copies of NSLs to be retained.

D. Sets forth procedures for sequestering overcollected material.
E. Clari�es that full credit reports cannot be obtained through an NSL

unless there is an International Terrorism nexus.

0 At Quantico, all new agents receive training on NS Ls during the National
Security blocks of instruction. Although interspersed throughout, NSLs are
primarily addressed during the instructional block on investigative techniques.
This training includes a practical exercise in which students dratl an NSL.

0 Since publication of the IG�s Report, National Security Law Branch attorneys are
routinely conducting training at FBI �eld offices. The 90-minute NSL training
module is presented as part ofall training programs.

I NSLB conducts periodic training at FBII-IQ. All HQ agents will receive NSL and
FISA Accuracy training at one of four sessions scheduled for May 2007. -

0 Since 2003, NSLB has provided training for at least 1.986 FBI employees
involved in NSL drafting and approval.



ESL REVIEW CHECKLIST

All NSLS must be dralted using the appropriate pony from the OGC/N SLB Website
� "&#39; " � &#39;  C-TRL + click to follow link for anything underlined!1�-..att_ -iul sect. I Levers

Drafting thgCorgrgEC

U Have you ensured you are using the most up to date pony�? Periodically there are
updates to the NSL EC-s on the NSLB NSL website. You should draft your EC from the
ponies on the website.

U ls your SAC available to approve the NSL�? A/�SACs do not have authority to sign
NSLs. Arrangements can be made with S.-"92Cs from other divisions to sign NSLS or you
can send an EC to NSLB requesting that the NSL be drafted, reviewed. and approved.

El ls your CDCIADC available to approve the NSL? There must be legal review ofthe
NSL.

U Does your EC document the approval ofthe NSL by the proper individuals?  SSA,
CDC, ASAC, SAC!

E Have you included the investigative case �le number of the investigation  not a
control �le! related to the NS L�? You should ensure the case was opened appropriately
and is still open.

E] Is the synopsis for the EC clear? It should be readily apparent front the synopsis that
the EC pertains to an NSL request. Synopsis should read:

Synopsis:  U! Approves the issuance of afan [cite statute] National Security Letter  N SL!f or
[insert type of records requested here]; provides reporting data", md, if necessary, transmits the NSL for
delivery to [NSL recipient].

U Does the EC specily the type ofNSL requested? Docs the statute cited match the
information sought?

l-IIEPJEIIBI IS UNCLESSIFIED

AL L INFGRIEXLTION CUNTAIFIEP

Telephone Subscriber- 18 USC §2709 [no content information! nrrri-3 05-14-2901 By 55119 D]_�.I/K-e-Pia�

Toll Record- 18 USC §27tl9  no content i nfomiation!

E-mail Subseriher- 18 USC §&#39;l?09  no content information!

Transactional Record- 18 USC §2�i&#39;C|9  _ no content information!

RFPA- I2 USC §34l4



List of Financial Institutions! Consumer Identifying Ii1[orn1ation- FCRA 15 USC -5168 l  u!

Full Credit Report- FCRA 15 USC §l63l v!  GIlij&#39; CT Cast-s! - Remember, fllll credit
reports sought pursua.nt to FCRA 1681 v require must be related to international
terrorism. CD investigations must have an intemational terrorism nexus in order
for this type QFNSL to be used.

El Is the EC classi�ed properly in accordance with the case information contained
therein?

El ls the NSL included as an enclosure to the EC?

U Does the cover EC document the predication for the NSL by clearly stating why the
information sought is relevant to an authorized investigation and that the authorized
investigation is still law�llly predicated?

U Is there a reporting paragraph stating the USP status ofthe subject ofthe investigation,
as well as the USP status ofthe person about whom the NSL is seeking information?

E Does the reporting paragraph specify the number ofphone numbers, entail addresses.
account ntitnbers or individual records being requested by the NSL and break down the

numbers by recipient?

El Does the EC provide a paragraph specifying the manner in which the NSL recipient
should be instructed to return the information?

El Is the certi�cation ofthe necessity tor nondisclosure  when applicable! documented?

If a nondisclosure provision is sought  not required but used in the vast majority of cases!, the EC
inust set forth a factual predicate to require such a provision. As a general matter. the ceni�eation
must assert that disclosure may endanger national security, interfere with a criminal, counter
terrorism, or counterintelligenee investigation, interfere with diplomatic relations. or endanger the
life or physical safety of a person. A non-exhaustive list of reasons for non-disclosure is found on
the OGC NSL website.  til.-&#39;:i&#39;tiot&#39;i5tl t3e=&#39;:nrit&#39;-,5 Letter S]

If Nondisclosure invoked, the EC should contain this language;

{U} In accordance with I cite to pertinent statute] I, the senior o�iciat approving this EC, r.&#39;erti&#39;!�fv
that a disclosure of the fact that the FBI has sought or obtained access to the information sought
by this letter may endanger the notional security ofthe United States, inteifere with a criminaf,
counter terrorism, or coniiteiintettigeiice i.i"t92�£.&#39;~IIigd�I&#39;t0ti, interfere with diplomatic reiatioirs, or

endanger the life or physical sajéty ofa person.

 S! anajmreme»: oftke factsjnsnyfying my c&#39;ert.9&#39;icatia+i in this care:

Il&#39;Nondisel0sure declined, the EC should contain this language:



 Ul 1. the senior qf�ciai approving this EC�, have detennined that Il1efac&#39;L$ Qftliis case do not
warrant acnvatiori of the nondisclosure reqinrenrents under the applicable National Sec&#39;un&#39;t.�y
Letter sranrre.

El Does the EC state the dissemination rules with respect to the information received
�&#39;o|&#39;n the N SL?

D Does the document provide a lead to NSLB tbr reporting requirements�?

Action lead should read: �{U! NSLB is requested to record lhe appropriate information needed lo

ful�ll the Congressional reporting requirements for NSLs�

l:l Does the document provide a lead to CTD, CD or Cyber for infonnationa] purposes,
and, in the case of personal service, to the requesting squad or delivering �eld division
for delivery?

Drafting the NSL

El Have you ensured you are using the most up to date pony�? Periodically there are
updates to the NSLs on the NSLB NSL website. You must dra� your NSL from the
ponies on the NSLB website.

U ls the NSL addressed to a speci�c POC?  Co;-ea=:t:-}

U Is the correct statute cited?

Telephone Subscriber- I8 USC §27f!9

Toll Record- I8 USC §&#39;l709

E-mail Su�oscribcr- l3 USC §27U9

Transactional Record- 13 USC §2&#39;l�O9

RFPA- 12 USC §3-"414

List of Financial lnstitutionsf Consumer Identifying l.nt&#39;ormation- FCRA IS USC §l6$l u!

Full Credit Report- FCRA I5 USC §l68l v!  l&#39;.�}nl§&#39; CT <i.&#39;::eu-.s!

l:l Does the requested information match the statutory language and NOT include any
extraneous requests�?

l:l Does the information in the NSL match exactly the information in the EC?



El Is stif�cient identifying information provided so that the company can process the

request?

El lfthe NSL is for �nancial records, toll billing records, or ISP transactional records,
does the NSL include an attachment suggesting the type of information that the recipient
may consider to fall within the parameters olithe request?

El Does the NSL have the proper certi�cation language which matches that statute �
must include fact that records sought are relevant to an authorized investigation of

international terrorism or counterintclligence  except 168lv NSL should only reference
international ten*orism investigation!. _

Proper certi�cation language by statute:

Certi�cation language for 13 USC §2709- {telephone subscriber, toll record, e-mail subscriber,
transactional record!:

in accordance with Title 13, U.S.C., Section 2709�!. l certify that the infonrriation soiiglit is
relevant to an authorized investigation to protect against inteniational terrorism or clandestine
intelligence activities. and that such an int-&#39;esti_gation ofo United States person is not condiicted
solely on the basis of activities protected by the F irst Amendnient to the Constitution of the United
States.

Certi�cation language for RFPA �2 USC §3414!:

In accordance with Title l 2, U.S.C. Section 34l4 a!�!{D!. I cert�i,�&#39; that these records are sought

for foreign coiiiiteiiiitelligeiice investigation purposes to protect against international terrorisni or
clandestine intelligence activities, and that siicli an investigation of a United States person is not
coridacted solely on the basis of activities protected by the First ,-&#39;lniena&#39;rnent to the C onstinition of
the United States.

In accordance with Title 12, U.-5&#39;.C., Section 3403�!, l t.�e�t�It�&#39; that the FBI has complied with all

applicable provisions of the Right to Financial Privacy Act.

Certi�cation language for FCRA 15 USC §168lu  it! or  b!

in accordance with Title J5, U.S.C., Section l68lti [�! or {bl}, I cerrifv that stick information is

soiightfor the conduct of an authorized investigation to protect against clandestine intelligence
activities, and that such an investigation ofa United States person is not condiicred solely on the
basis of activities protected by the First Amendment to the Constitution ofthe United States

Certi�cation language For FCRA 15 USC §l68l 92i!  Full Credit Report- Oi�j,� CT =�_�.ase:s!

in accordance with Title 15, U.S.C. § J68 l v, l certify that the infomiaiioii soitglir is necessoijv to
condiict on authorized investigation of or intelligence or coaiiteriiitelligence activities or analysis
related to, international terrorism.

U Does the NSL have a nondisclosure provision? ls so, ensure the justification is in the
EC.

i



Ifyes, these three paragraphs must be included:

In accordance with [cite to pertinent statute], l certifv that a disclosure ofthe fact that the FBl has
sought or obtained access to the iiy&#39;orrnat�ion sought by this letter may endanger the national
security oftlte United States, interfere with a criminal. counterterrorism, or counterintelligence
investigation. interfere with diplomatic relations, or endanger the life or physical safety ofa
person. .~lccordingly, [cite pertinent statute] prohibits you, or any oj�cer. employee, or agent of
yours, from disclosing this letter. other than to those to whom disclosure is necessary to complv
with the tetter or to an attorney to obtain legal advice or legal assistance with respect to this letter.

In accordance with [cite to pertinent statute you are directed to nott�i any persons to whom you
have disclosed this letter that they are also sulgiect to the nondisclosure requirement and are

therefore also prohibited from disclosing the letter to anyone else.

tn accordance with [cite to pertinent statute], if the FBI asks for the information. you should
identify any person to whom such disclosure has been made or to whom such disclosure will be
made. ln no instance will you be requirect to identity any attorney to whom disclosttre was made
or will be made in order to obtain legal advice or legal assistance with respect to this request.

l:| Is the recipient informed that heishe must convey the nondisclosure requirement to
those to whom hetshe has disclosed the information, i.e., those with need to know, and

that, ifasked, he must inform the FBI ofthose names. excluding the name ofan attorney
to whom disclosure was made for the purpose of responding to the NSL?

l:l Does the NSL inform the recipient of his right to challenge the NSL?

in accordance with [cite to pertinent statute], you have a right to challenge this request if
compliance would be unreasonable. oppressive, or otherwise unlaug�tl and the right to challenge
the nondisclosure requirement set forth above.

. U Does the NSL inform the recipient ofthe right of the USG to enforce the NSL?

In accordance with [cite to pertinent statute], an unlangtiil failure to comply with this letter,
including any nondisclosure requirement. may result in the United States bringing an enforcement
action.

U lfthe letter is an RRPA NSL for �nancial information, ensure language is included
indicating the FBI is not requesting a SAR be filed  see NSLB NSL. website for detailed

language!.

l:| ls the recipient noti�ed that he may return the information to the FBI via Federal
Express or personal delivery but not via regular mail�?  EC dated 6,529�-Q_QQ�,;&#39;!

l:l Ensure that no classi�ed inforniation is contained in the NSL. NSLs are not

classilied.



El Ensure the SAC has signed the letter before delivery.

|:| Have you double-checked the information requested? Make sure names and numbers
are typed correctly in the NSL. Typographical errors can result in the collection of
information not relevant to a national security investigation. This is a potential IOB
violation.

El You must document service ofthe NSL. This documentation should include the date

of service, the type of service, and identify the person served.

U After the NSL is served, make sure to retain a copy ofthe signed NSL in the
investigative �le and upload the document under the appropriate NSL document type in
ACS.

Receipt of N!§L-Deritiedjnformation

U ls the company seeking to he compensated for providing the NSL-derived
information? Is so, see EC dated ll. April 2006 �l9X-HQ-AH87720-OGC� Serial 222!
for guidance the FBI�s policy on payment for NSL-derived information. _

|:| Before entering the information received as a result of an NSL into any database,
double-check to ensure the information received is relevant to your investigation and has
not been an overcollection.

El lf the information you received is not relevant to your investigation, contact your
CDC or NSLB for advice on how to proceed with a potential IOB report. Your CDC will

sequester the information and delemline the next appropriate action.

Dissemination of NSL-Derived Infortgttiozn

U Dissemination of NSL information is limited by the dissemination provisions ofthe
NSIG. ln addition, EPC-A and RFPA NSL~derived information can be disseminated to

other agencies only when the information is clearly relevant to the responsibilities of the
recipient agency. FCRA NS L-derived information is permitted to be disseminated to
other federal agencies as may be necessary for the approval or conduct of an FCI

investigation.
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Mes5ageE�ro:n     �&#39;": O&#39;_~*-}  FBI!
S92&#39;;."Il &#39; F� " � BU -=T� 19, 2005 3:52 PM

To: {0GC] {F- &#39; PF

Co: ra -  QFP

[Of-PC!  FBI!; {OGC! {FBI};r-.--.

 OGC}  FBI!
bL.lJ]&CL2 I UES .LO� . . .

SE%K¬T _ ALL INFORHkTIUH EUNTAINED
REQORD b6 HEREIN IS UNCLASSIFIED EXCEPT

I|1&#39;E"IIEP.E SHUTJTN UTFIERIJISE

Now that I&#39;ve opened this can of worms:

DATE: 06-16-zoo?

CLASSIFIED av 55119 nnxK3R/Jm

PEASDN: 1.4 icy

DECLASSIFY um: 06-16-2032

First, I wasn&#39;t trying to accuse[:::::::]Of 91ibn@35- I was just t5Yin9 to
stiumlate some honest debate, discussion, etc.

I think� _ linitigl advige i§ Qgetty §ound92__And I like� |notiQn

����_*

Let me hazten to add that while I thinkl lqut reaction was a good one, I
also think the additional discussion has been healthy. I wish we had time to do

more of it.

�����Oiioina1 Messate�����

Sent: Fxida Auqust 19 2005 2:53 PM
TC: : 1�&#39;n"� " �

Cc: uJQ3! FBI!;  OFF
r~r nr" - 0-  OGC!  FBI!;

 OGC! {FBI}; {Cu3C!  FBI!
Subject: RE: Question . . .

séb<ET
RECORD 66

�����Orjiinal Messate�����
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SXQRET

_  I -  _- -Cc:

r:-r»   no-:01 {FE-I1
_ <¢=&#39;Y~¢> "BIN 19&#39;1"  FBI!

¢u>]¢c&#39;: &#39; : _uesti0n . . .

s? ET
R CURB

b6
b&#39;?C

b5

CC:
t&#39;!l&#39;Tf I "

i L

--n-�r&#39; , ~~¢,.@-----

ml»
Sent: Pridav Auvust 19 £005 2:22 PM
To: .~.[~~. - r"&#39; :

0~"»"¢HFB11:
 lL&#39;GC}  FBI!;  OGC] {FBI};

R3.

�J » . 1 . ql¬3tiO� . . .

s£>IQ1"
RECORD =26
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136
19713

OGC FBI � OGC OGA � qggg]  FBI!

 OGC!  FBI!;
¢uuJec : .�: Quastion .

5}.-QT
RECORD 66

.._-��1&#39;_&#39;!&#39; &#39; a*92&#39;1,�-1 -a-____

SEC T

 occ! {FBI}

From:  OGC}  FBI!

Sent: F:1da&#39; A1rust 1 , 2005 2:00 H
_ ~.   : �

bo man; _ w :&#39;T -� �
b7c oar; FBI - �60!  FBI!; �00!  FBI!

�  �3"3*31 IP51!
Suaject: RE: Question . .

s§b¬§T
RECORD as

-----0"&#39;92 &#39; -P¬"�F�-----

From: [OGCJ {FBI}

Sent: » , .ukus . ,

* F" 1;

2005 1:43 PM
WP  FBI!; "* P

oar; [FBI -
�r pmgg!

 OGC} {FBI}

bU3]ECt2 RE: Question .

 FBI ;  DOC!  FBI!



SECRET

REuORD 66

. i agree witha therefoxe, it 111.L1.S|I. be right!!!
�����Oririna1 Messar&�����

b6   wan
Sen?� " - -ust 19 2005 1:31 PM

b7C TO: �  &#39; . - .~ .
DOC gFB1__

oec  to-ac}  FBI!: lose!  FBI!:
� wlsca  FBI:

Subject: RE: QueStion . . .

s E><ET
RECORD <55

b5

_____&#39; - . -._l -.~ gQ����� _

Prom:  OGC!{F5I]
Sen - P� *~ -=" = " �I05 1:28 PM

.� �..~.--- - -
013.; 0.3»,  i mg  -b6 in -- = ti iorscn {E�BI!;

b7c - wee} <PBI>:  Ow  FBI!
Subject: FW: Question . . .

s%&#39;
RECORD 66

i i i j I

éi me w; t 1_ qUE:t1On Je

b5

SECRET
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b6
b7C
b2
b7E
b5

�����Oririnai Messaqe�-���

b6
kfYC Senf- " . utust , £JUb 1:17 PM

nt*} FB1!To:
PC &#39;

Q95

 PH! {FBI}
Subject: Question . . .

s%ET
P. conn 66



SE ET

DERIV F M: 6-3 FBI Classification Guide 6-3, dated 1/9?, Foreign

Counterlntelliqence nvestigations
DBCLAS k CRTIUN EXEMPTION 1

SECR

DERIVE F M: G�3 FBI Classification Guide G�3, dated 1/97, Foreign

CounterIntelligenc Investigations
DECLASS CATION EXEMPTION 1

SECRE

Db IV I FROM: G�3 FBI Classification Guide S-3, dated l/97, Foreign

Counterlnte igence Investigations
DE ��SIFICATIOH EXEMPTION 1

CRET

D�RI&#39;�D FROM: G�3 FBI Classification Guide G�3, dated 1/97, Foreign

CounterI1 elligence Investigations
DE SSIFICATION EXEMPTION 1

Q CPL

D =I ED FROM: G-3 FBI Classification Guide G�3, dated 1/9?, Foreign

Counte ntelligence Investigations
DEF ASSIFICATION EXEMPTION 1

S "R&#39;T

D 92I D FROM: G�3 FBI Classification Guide G�3, dated l/97, Foreign

Coun *�Intelligence Investigations
DE SIFICATION EXEMPTION l

SFJR T

D R ED FROM: G�3 FBI Classification Guide G�3, dated 1/97, Foreign

Co lterlntelligence Investigations
DE ASSIFICATION EXEMPTION l

-a on &#39;1"

S T
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b7C To:
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k>5

§QRET
RE Question�cxt

b6 P-1essaqeFr0n1=    OGC!  FBI!
se &#39; -- - - &#39; 05 2:53PM

. - &#39; Quest1on .

66

- - � lIiflTl&#39;i&#39;E&#39;I�M5-HE?-TiI&#39;

n o

 occ FBI
1! 1. = - 06::�

&#39;  OGC FBI ; _
-&#39; . i FBI

�B  I� 2&#39;33 PM
Prom: *  OGC!  FBI!

b6 Se &#39; - - ¢ , I .
To:

b7C Cc

k


66

06¢ F i -&#39; =
UJEC : E: Questwn 0 0 u

C066! =
I�i�l =! IIIIIIIIIFII - - -IIIIIIIIIIIIIIIII . !

�L ; - �60  FBI! -

RECORD

e;s;1 &#39;2@> mmSent: Fr-| a Au ust 2005 2:22 PM
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k>6
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From
Sen
To:

FBI

S ET

l""�l �H18. E553 E-----

E Question.txt

 OGC!  FBI!
, 2:07 PM

 occ!  FBI!
 occ!  FBI FBI!;

bject: RE: QQest1on . .

RECORD Q6

��� 0 |. 51- .l - - ---

From:
Sen &#39; ii�- = u &#39;, 2005 2:0!
TOI

 occ! =

 OGC!  FBI!

occ FBI!;
ll

Subject: RE: Question . . .

EFQJ H-Eéccg 93;!b6 %"*"&#39; = P" |;,:|1  OGC!  F &#39;   !ib7C :�gc OGA; oec!  Fa1!?  g2¬! pa
Page 2

&#39;1" .

 OGC! FBI

 OGC!  FBI
I0� 5. ;1%



SEl3?éT

EEC subject: RE: Question . . .

�i agree  therefore, �it must be right!!!
�-�--0r1&#39;|na essae-----
From: �-GC!  FBI!
Sen &#39; IiTir=1&#39;.$&#39;mr-I , II 1:31 PMb6 M  FBI!; m C! �GA!;

OG FBI I- I3?!� ; OGC FBI;
WI <00 = - i �00 001

Sub ect RE: H* " -&#39; . . .

1

RECORD 6

1:35

-paw-->_ e____-

From: �GC! FBI!
&#39; -- - - &#39;- ll 1:28 Pr-1 -Se

,. = . _ ;bf� S .iE�I�&#39; c ><§§I!;C�GA!
b7C = S "" F _ 00¢ P0I=

I�-1.   . _
Subject: Fw: Queshon . . .

%�&#39;£
RECORD 66

ca&#39;l&#39;le me w t 1s questmn e ow.

b5
b7D
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ASSIFICATION EXEMPTION 1
SECRET
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Typical NSL Retention and Database Use

Phone Records:

NSL toll billings records are typically uploaded into Telephone Applications TA! a�er�I IE &#39;1 ........... . .1."¢cr;�.ipt.=..A.subset..ofCoun.terterror-ism-i-nli>rmation- is--up-loaded&#39;into&#39; S&#39;:or &#39;
"13 1 anal sis. The information can also be uploaded from TA to other applications  such as
b2 : for analysis. NSL-derived toll billings records are also placed in Automated

Case Support  ACS! with case information. AC-S information is uploaded into

Investigative Data Warehouse  IDW!. _

Telephone

NEHINNNNNNNIN b-L
Phone Records Applications

O h "&#39; 1&#39;1 t� " �t er -app 1i_a 1OI�t:.>

ACS [Case �4�� ~* "

Information] _

Email Records:

NSL electronictransactional information is typically entered into ACS upon receipt.
AC-S information is uploaded into Investigative Data Warehouse  ID

|: S :| -------------- --Gounterterroristtt-ema-il--information--ca-n-be nianually-entered into- S mail b 1
information may in some cases be entered into spreadsheets and other a a ases for

analysis.

IDW
Email Records

b 1
�!

Spreadsheets _

fDatabases

Financial and Credit Information:

Financial and credit information is typically entered into ASC upon receipt. AC3
information is uploaded into Investigative Data Warehouse  IDW!. Financial and credit
information may in some cases be entered into spreadsheets and other databases for

analysis.

Financial/Credit: ACS It-W

Inf0rmatiOn

Spreadsheet s_
/Databases

1073946
DATE; U6-l5*3DU?
CLASSIFIED Br 65179./Dl&#39;�-U1-I"5R/PEI ALL Inroamrrron C131-lTItI}lID
Reason: 1.4 i-;.11 l l - ET HEPEIH Is UIJELASSIFIED EXCEPT
DECLASSIFY run; 06-15-2032 I-IHERE BHIIIIJII El&#39;l"HERIJI5E



skies"

Effect. of Closing a Case in AC5:

A case is closed when all investigative and legal activity has ceased. It is still as

accessible as it was while it was opened. Documentation is placed in ACS to indicate
that the case is closed. Action leads cannot be set from closed cases. Records are

maintained according to the records disposition schedule for the particular file
classi�cation or the General Records Schedule. Criminal cases are kept for a mi nimu m
of 20 years and intelligence tor 30 years before disposition.

54%
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iRcv. 01-31-20033

FEDERAL BUREAU OF INVESTIGATION

Precedence: IMMEDIATE Date: O3/02/2007

To: All Field Offices Attn: ADIC

SAC

CDC
FCI Supervisors

Counterintelliqence Attnt AD Bereznay
DADs

Section Chiefs

From: National " P1 &#39; &#39; ci

b5 Contact: 202-324:�
b7 C _ 1073946
b 2 Approved By: H u l on Wi l l i e T ALL ll-JFURJIATIDN CONTAINED

HEREIN IS UNELASSIF IED

Drafted By;  b1$ DATE 06-osccnm BY 551-,-9..--vm.»:.~<1==_,-m
Case ID #1 3l9X�HQ�Al48772O�OGC

Title: GUIDANCE ON USE OF FAIR CREDIT

REPORTING ACT NSLS IN COUNTERINTELLIGENCE INVESTIGATIONS;

REVIEW OF FAIR CREDIT REPORTING ACT

NSLS ISSUED IN CY 2006 IN

COUNTERINTELLIGENCE INVESTIGATIONS

Synopsis: Provides guidance on the statutory restrictions
controlling the issuance of national security letters  NSLs! to

obtain full credit reports in counterintelligence investigations.
Directs Counterintelligence Division {CD} and Field Office
personnel involved in counterintelligence investigations to
review NSLs issued pursuant to the Fair Credit Reporting Act

{FCRA! to determine if full credit reports were improperly
requested or received; and to report the results of such review.

n

Details: The FCRA provides for the protection of personal
information assembled by credit reporting agencies. Two
provisions of the FCRA, l68lu a d l68lv, authorize the FBI to

obtain information from credit reporting agencies in the context
of national security investigations. Section 1681u a} authorizes
the FBI to obtain the identity of all financial institutions at

which the consumer maintains or has maintained an account;

l68lu b} authorizes the FBI to obtain consumer identifying
information, that is, the name, address, former addresses, place
of employment, and former places of employment of the consumer.
This information can be obtained when "sought for the conduct of

an authorized investigation to protect against international
terrorism or clandestine intelligence activities."



To: All Field Offices From: National Security Branch

Re: 3i9X�HQ+A1487?2O~OGC, O3/O2/2007

Section 1681v of the FCRA was added by the sen? USA
PATRIOT Act. This section authorizes the FBI to obtain full

consumer credit reports. However, NSLs can be issued pursuant to
this section only to conduct investigations related to
international terrorism. The FBI may not use an NSL to obtain a

full credit report in a counterintelligence investigations
absent an international terrorism nexus.

Nonetheless, it has come to the attention of the
National Security Branch  NSBJ that in some instances full credit

EEpOIt5 for counterintelliqence investigations unrelated to
international terrorism have been obtained or requested under a

FCRA Section 168lv NSL. The request or receipt of such

information in this context violates FCRA statutory requirements.

Therefore, receiving offices are directed to review
FCRA NSLs issued in CY 2006 in the context of a

counterintelligence investigations unrelated to international
terrorism in order to determine if any such NSLs requested full

credit reports or resulted in the receipt of full credit reports.

If such reports were requested or obtained, the incident should
be reported to the National Security Law Branch  NSLB] as a
potential Intelligence Oversight Board  TOE! violation
 regardless of who was at fault!. NSLB will determine whether in
fact the incident should be reported to the IOB.

Further, if such information has been obtained

improperly, the information should be sequestered with the Chief

Division Counsel pending the issuance of the IOB opinion by NSLE.

The EC that is issued by NSLB will provide guidance as to how the
information is to be permanently handled. Most likely, NSLB will
suggest that the information be returned to the Credit reporting

agency.

AN EC To Nss AND NSLB DOCUMENTING THE RESULTS 015&#39; THIS

SEARCH IS MANDATORY, EVEN IF THE SEARCH IS NEGATIVE. RESULTS OF
THIS SEARCH SHOULD BE SENT WITHIN 30 DAYS FROM THE DATE OF THIS

EC.

92 ~r
b6 &#39;
b You mat direc- an� questions concerning this matter to

7C were attorney at 202-324
b2

2
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To: All Field Offices From: National Security Branch

Re: 3l9X�HQ�A1487720�OGC, 03/O2/2007

LEAD  S! t

Set Lead 1:  Action!

BLL RECEIVING OFFICES

Receiving offices are directed to review FCRA NSLs

issued in CY 2006 in the context of a counterintelligence

investigation and determine if any such NSLS requested full

credit reports or resulted in the receipt of full credit reports.
If such reports were requested or obtained, the incident should
be reported to NSLB as a potential IOB violation. Further, the
results of such review must be reported by EC to NSB and NSLB
within 30 days of the date of this EC.

§§

3
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PM [::|<@@@>  Few
Sent: &#39; :30 PM

b6 i OG
CC! OGC  FBl!

b7C §ub]e<:t: I mpre ensive and Issue List

SE1~3§ETi//REQ .:__c_xxx

All,
ln case it comes up while l&#39;rn out, attached is the latest version of the Uber EC and the
preliminary NSL issue list. The EC de�nitely needs to be tightened up and certain issues will
need to be inserted once the shorter ECs go out. Hopefully that won&#39;t need to happen until l
come back.

Comprehensive NSL Nat&#39;iona1Security
EC.wpd �5 K... Letter Cheat...

---._,_____ _&#39;H______--"
DERWED-FROlllLG~3 FBI Classi�cation Guide 0-a, dated 1gsz,4=o1re�n Cqunbeflntelliqence
investigations "��"- ,_///"L
o5c|_l92ss|l=tcA1&#39;|o|~|_ Q
2% ,,//"" L

DECLASSIFIED BY E-S1&#39;I&#39;3iIJ]5�&#39;l_.-�I�R.-�FlT|J
U1-I Ul5��3�ZlIID&#39;?

1073946
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Fm-= lil<><=<>><rBi>
Sent: 9:50 AM

 FBU OGC! FBI ;  OGC!i J
 FBI!;  OGC! [FBI]

___Subjei:t: , Document for DOJ,-�DNI NSL Retention Working Group
RE!� �

_/
REC XXXX

/" �H-H"�&#39;-

All,
Pat Kelley and I are in a DOJIDNI working group examining the FBl�s retention of NSL-derived
information. The group has asked that we provide a chart outlining how NSL-derived information
is used and where it is stored. They also asked us for a description of what effect closing a case
has on the accessibility of the case. Please take a look at the attached and let me know if you
have any comments. if you would like to run this by operators, feel free. The group is composed
of DO.Ji&#39;DNl and other intelligence agencies, and is cleared at least to the Secret level.

If you have any comments, please get them to me by 2pm tomorrow.

%

Retention

P3|DEI.dOC �2 KB!

-__~_____ _____rH_._-
DERl92i&#39;EDjE_F§GM;_G__-§ _l_=_B_l_Class_it&#39;|Qati0n Guide C1134 dated 1_i&#39;9&#39;iQ Fogmm tel@ence
 9E �-HH"�&#39;"�*-�--.__ _.______,_--&#39;--"-V-��-----I--F--7
DECLASSIFICATION EXE�l1F&#39;T|°|92!�|____.:::&#39;_=��"=:--_._______
SECRET J

,,T/"/&#39;/he

DECLJ153IFIED BY 651&#39;?9_.*&#39;DI-H-I,-&#39;KSRfRIJ

DI-I 06-08-ZEIDT
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b7C



From:  rmc>  FBI! b6
Sent: Ivlonda March U5 200? 4:21 PM

Sub&#39;ect&#39; &#39; e one and NSLI - - 9 P

__ Importance: High

&#39;$E§RET!&#39;I&#39;NMN
FtE  &#39; xx

At the bottom is the banner we added on March 9 to assure that everyone knew the changes

were effective immediatley
I b 6

-----Original Mes
From:  OGC!  FBI! b7c
Sent: 9:33 AM

To: OGC!  FBI!
Subject: e e one an

"�P°"�"�°� ""9"� occur-;sIFIEr> st� 6Sl?9,*&#39;I1l�I1-IfKS¥u�RhJ
��"--. /-1&#39;" ,SEEREHEHQKORN on as-os~.¢0o&#39;.-&#39;
B§GORD xxx�"k~-92__

1073946

b 6

;SSlS;EtI"|; general Counsel b 7 C
National Security Law Policy and Training Unit b2
National Security Law Branch

eral Counsel, FBI, JEH, Room 7&#39;94?
I i � &#39; " ov

OV

UV

This is a Privileged Attorney-Ciient/Attomey Work Product Communication

Original Mess e
From:  OGC!  FBI!
Sent: 2006 3:2
To:  rs: rromrcou

Cc:   !  osc!  FBI! occ!  rsr! occ!
FBI

Subject: RE! URGENT OGC NSLB Revisions - New EC and NSL ponies and Banner for posting on OGC website
Importance: High .
~ b 6

S ItNQFOR� b 7RECQ -gx C
/-

G you have it correct
Attached are the two missing documents for links �I and 2 {TeEephone Subscriber EC and

Telephone Subscriber NSL!. I have also attached the EC just approved by the Director that
delegates signature authorities for NSI_s. There is no existing link for this document. Please add
it to the other 16.



-  __

NSL delegation EC telephone telephone
approved by  ibscriber EC.wpd�1bscriber NSL.wpd  .

Finally, please edit the banner for this folder to delete the last sentence: "NOTE: NEW NSLs
SHOULD NOT BE APPROVED UNTtt_ THE DIRECTOR HAS DELEGATED THE SIGNING

AUTHORl�l&#39;Y." -- as that has now occurred in the document you are posting.

Thanks to you both for your WONDERFUL HELP on this on such short notice.

il
till

Assistant General Counsel

National Security Law Policy and Training Unit
National Security Law Branch
Office of the General Counsel, FBI, JEH, Room 7947

Enclas; re; email gov
QOV

This is a Privileged Attorney-Client/A ttomey Work Product Communication

-�-�-Original -----

From:  OGC!  FBI!
Sent: 6 2:38 PM
To: lTOD! CON]
Cc:  OGC!  FBI!
Subject: : SL8 Revisions - New EC and NSL ponies and Banner for posting on OGC website

importance: High
�-- ,,/

seoneriigggn�
Xx

Thank you. This is my best interpretation of what NS LB needs.

First please disable the links for the model EC a Ii th hs of theway down the National Security Letters webpag DO NOT
DELETE the files on your end as I dont know if wt nee em in e Ll ure

At the top and bottom of the NSL webpage please post the following notation ~ in boldlcaps,

_ etc.

The President will be signing the USA PATRIOT
Improvement and Reauthorization Act at approximately 3
p.m. EST! today, March 9, 2006. At that point, all NSLs

b2

b6
b7C

b6
b7C

b6
b7C



must comply with the new law. FBI OGC NSLB has
posted new NSL forms on this website. The new law

makes adjustments to the Director&#39;s delegation authority.
Under the new law, FBI HQ Section Chiefs do not have

the authority to approve NSLs. NOTE: NEW NSLs
SHOULD NOT BE APPROVED UNTIL THE DIRECTOR

HAS DELEGATED THE SIGNING AUTHORITY.

Alter that notation at the top of the page, please insert the following and link to the documents
referenced below  feel free to modify the �leriarnes as you deem appropriate in order to
differentiate them from the existing filenames!. These documents should all stay in the Word
Perfect format as they are poniesrsamples to be used by Field Office personnel.

Model ECs and NSLs  as at March 9. 2006!

1. Telephone Subscriber EC [link to follow by separate e-mail when received from NSLB]
2. Telephone Subscriber NSL [link to follow by separate e-mail when received from NSLB]
3. Toll Record EC [link to toll record EC 2006.03.D9.wpd}
4. Totl Record NSL [link to tolt record NSL 2006.03.09.wpd]
5. E-Mali Subscriber EC [tink to email EC 2006.03.09.wpd]
6. E-Mall Subscriber NSL [linkto email NSL 2006.tIl3.Cl9.wpd]
7. Transactional Record EC [link to transactional record EC 2006.03 09.wpd]
8. Transactional Record NSL [kink to transactional record NSL 2006 03.09.wpd]
9. RFPA EC [linkto RFPA EC 2006.03.09.wpd}
10. RFPA NSL [link to RF-�PA NSL 2006.01-l.09.wpd]

11. 1681u[a! EC [link to 16B1u[a! EC 2006.03.09.wpd]
12. 1681u a} NSL [link to 1681 u[a} NSL 2006.03.09.wpd]
13. 1681u b! EC {link to 16El1u b! EC 2006.03.09.wpd!
14. 1681u[b! NSL [link lo 16B1u b} NSL 2006.03.09.wpd]
15. 168w EC [link to 1681v EC 2006.03.09.wpd]
16. 1681v NSL [link to 1681i: NSL 2006.03.09.wpct]

b2
A thousand Thank Yous for your help with this. Please call if any of this is confusing. b 6

so b-7C

-----Original ----

From:   OGC! FBl!
Sent: : Thurs Marc O , 2006 1:03 PM
To:- i 0 } FBI! b6
¢¢, i .. = - _ - = -

= -omit» W1
my 5 _j HO - - II:-Zulu!� i _ flf�

. i �60!  Fat! _ �66 = E
 OGC!  FBI! &#39;

Subiect: New EC and NSL ponies and Bamer for posting on OGC website



Importance: High

secnew Foriii

fR x:tx�it�"~-~~_______

HIII
We have 14 documents that need to be posted to our website this afternoon if at all possible.
The President is signing the PATRIOT Act renewal at about 3:00 pm today and it changes
the rules regarding NATIONAL SECURITY LETTERS. There are seven different types of
l92lSLs. The attached documents are 7 ECs and the corresponding 7� NSL forms.

Please post them under the Banner below in the email fro

¢< File: transacticnat record NSL 2006.D3.U9.92-vpd >> <-: Fiie: 16B�lu a! NSL
2006.03.09.wpd >>
2006.03.09.wpd >>

2006.03.09.wpcl >>

2006.03.U9.wpd >>
2006.03.09.wpd >>
2ClO6.El3.U9.wpd >>

4»: File

<< File

<< File:

<< File:
<< File

<< File

EC 2006.CI3.09.wpd >>
Please let us know when they are available on the website.

Many thanks

Assistant General Counsel

National Security Law Policy and Training Unit
National Security Law Branch
O�ice of the General Counsel, FBI, JEH, Room 794?

Enctassriieg ernall:

16El1u b! EC 2006.D3.09.wpd >> -1-= File: 1681u b! NSL
168w EC 2OCl6.D3.09.wpd >> << File: 16B1v NSL
email EC 2UU6.U3.U9.wpd >> << File: email NSL
RFPA ec 2006.03.09.wpd >> << File: RFPA NSL

: toll record EC 2006.U3.09.wpd >> << File: toil record NSL
: transactional record EC 2006.03.09.wpd >> <¢ File: �l681i.i[a]

OV

OV

This IS a Privileged Artomey-Client/Atrome y Work Product Comm un,-�cation

-----Original -----

Fr°m=  0GC!{FB1l
Sent: 12:50 PM
To: OGC

 rriW1<=@» Fl1l_il<>@c><rB1»OG
Subject: Banner or we ge re new NSt.s.

SI .lEB"&#39;�""�

b 6

l:| b7C

b6
b7C

b2
b6
b7C

b6
b7C



The new NSL forms should be posted with this banner prominently displayed at the top and
bottom of the page.

The Presidentwill be signing the USA PATRIOT
Improvement and Reauthorization Act at approximately 3
p.m. EST! today, March 9, 2006. At that point, all NSLs
must comply with the new law. FBI OGC NSLB has

posted new NSL forms on this website. The new law
makes adjustments to the Director&#39;s delegation authority.
Under the new law, FBI HQ Section Chiefs do not have

the authority to approve NSLs. NOTE: NEW NSLs
SHOULD NOT BE APPROVED UNTIL THE DIRECTOR

HAS DELEGATED THE SIGNING AUTHORITY.

gssisiani general Counsel
National Security Law Policy and Training Unit
FBI HO Room . T

STU Ill:

Unclassi�ed F-�ax: b 7 C
Secure Faxi

Privileged Artomey-Client/Attomey Work Product Comm umcation

UNCLASSIFIED
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/�/
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Fw-11= l:lOGc>  FBI!
Sent: 1:01 AM b 6
To: C!  FBI OGC} FBl!; by C

OGC!  FBt!; OGC!  FBI!
Subject: n orma i0I&#39;l or e en IGFI Group

SECRET
RECORD xxxx

Ail,
Could you please take a quick look at the attached? The DOJIDNI NSL Retention Working group
has asked for a description and chart of NSL analysislretention and a description of the e�ect of
closing a case in AC8. Let rne know if anything is wrong or missing. I will send this to UCs later
today but wanted you to have a look �rst.

Thanks

II] E3:

Retention

Papendoc [41 KB!

t3ER|V FRGM; 13;} FBI Classi�cation Guide G-3, dated 1 I95 Fgm@n tiqence
Investigations 1h��"**�--» _,,.F-�-*""�
lJEc|.Ass||=|cAT|oI1t aEMH
secnrsr I-H-""&#39; -92929292�_
�f_#__H,_,. ~____�

DEELASSIFIED BY 55l&#39;?9x�Dl�IH.-"KSR;�R[J
ON U¬92�lIIB�2EIEI&#39;?



From: GC!  FBI!
Sent: &#39;41 PM b 6
r<>= C» iPB=> ¢>

ooc;  FBI! b 7 C
Cc: 060!  FBI!
Subject: Latest Version of ECS

SENSITIVE BUT UNCLi5§$�=tED
NON-RECORD

Ail,
Attached are the latest versions ofthe other ECs I&#39;ve been working on, in case action is required
while I&#39;m out. You robabiy already have these, but I wanted to make sure. They are also in the
NSLPTU Folde C Drafts If you need to contact me, l will have my ceii �03-SSEii�;
Thanks

|:| 22¢
bi

co - Ful! Credit NSL Retention EC NSL c of S.wpd  v

EC.wpd �5 KB...  with edits!.... KB!

SENSITIVE BUT UNCLASSIFIEQ

ALL IIJFURIIATIUN IIEII-i&#39;T.|Ii.Il&#39;-TED

HEREIN IS UNCLASSIFIED

DATE U6�l3i3�2E|lIl&#39;?&#39; BY Er51?9_.-�DH!-I.*&#39;I�I5FU&#39;Pli|



-t-rso  Rev. 12-14-es! XXXXXX

XXXXXX
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FEDERAL BUREAU OF INVESTIGATION

FOIPA DELETED PAGE INFORMATION SHEET

Q� Page s! withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

II] Deletions were made pursuant to the exemptions indicated below with no segregable material
available for release to you.

III  Ir-! l!

El  b><2!

U tb!t3!

Section 552

U  b!�! A!

|:|  b!�! B!

El  b!�! C!

C!  b!�! D!

[:1  b} ?! E!

WM E]  b!�! F!

E3  b!�!

 b!�!

D  b!�!

U  b!�!

|:!  b! 9!

Section 5§2a

E-|  d!�!

El  j!.�!

D  |<! I!

El  |<!�}

Cl  l<!�!

i:| �<!�!

{:1 �<!�!

E!  k!�!

U  l<!�&#39;!

[I] Information pertained only to a third party with no reference to you or the subject of your
request.

II] Information pertained only to a third�party. Your name is listed in the title only.

Ci Documents originated with another Government agency ies!. These documents were referred
to that agency�es! for review and direct response to you.

Pages contain information furnished by another Government agency ies!. You will be
advised by the FBI as to the releasability of this information following our consultation
with the other agency ies!.

Page s! withheld for the following reason s!:

U For your information: __1*__ T;

I

[:1 The following number is to be used for reference regarding these pages:

- co; U.°l!*&� 92&#39;"92 pests ._.

XXXXXX
XXXXXX XXX!Q XXXXXXXXXX}O XXXXX



CERTIFICATE OF SERVICE OF A NATIONAL SECURITY LETTER

Personal Service

Date, Time, and Place of Service_ __
NSL Custodian of Record  including business name!

NSL Recipient  if different from above!____7

Served by____ __ ___  __

Serving Ol��ce__ __ __ ___ __ _ __ _
Originating O�ice  if different! _ _
Type of NSL Request  cite statute used! _

Delivery Service  attach return receipt!

Date, Time, and Place of Pickup 7
Date,- Time, and Place of Delivery 7__ 7
NSL Custodian of Record  including business name! _  _ __ __  ___
Name and Type of Delivery Service  overnight, two day, etc!

Served by ____ _ _

Serving Office _ __  _
Type of NSL Request  cite statute used!  &#39;

a1.1. Iurunmrrou coitrimtzo

Fax  attach fax cover letter and return receipt! �$¬Ilg6E¬3ElT§§g§3§%Fgg_:9 3m[H;_K3R_,pw
Date, Time, and Place oFFax _ __  _ _ _________ ____ &#39; &#39; &#39; i

Recipient of Fax_ _  ____
NSL Custodian of Record  including business name! _ __

Type of NSL Request  cite statute used!_ _ _____ _ _
Serving O�ice __ _  __

DECLARATION OF SERVER

I declare under penalty of perjury under the laws of the United States of Arneri ca that the
foregoing infonnation contained in the Certi�cate of Service of a National Security Letter is true
and correct.

Executed on _____ ________ _ _ By: _____ ____ _ __________
Date Signature of Server

Inquiries Regarding Production May Be Directed to:

[Name], Special Agent i
Federal Bureau of Investigation

[Name oi] Field Office

[Telephone number]



From: |:::|<o@¢1  FBI!
Sent: 2, ZUUT 31115 PM
T0� INSD FB|- J [ 1��� beCc: , F.  ocsc!  FBl!; C!  FBI! b7 C
Subject: NSL Checklist for INSD
SENSITIVE BUT UNCLASSIFIEQ

NON-RECORD

Attached is the checklist we discussed. As 1 said, it has not been approved by the General

Counsel. I will go about putting together another checklist to meet your needs but any input on b 6
what you are looking for would be appreciated.

b7C

NSL REVIEW
iECKLlST.d0C �4 K

SENQITIVE BUT UNCLASSIFIED

ALL II~!FE|F&#39;l�£:1.TIEllll COT-FIAIIJED

HEPEIIII I5 UTJIILIKTCTEIFIED

DATE 06-133-E00? BY 65l&#39;FSI,=�IJI�!IH.!K�S¥".r�F!I-I
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FEDERAL BUREAU OF INVESTIGATION

FOIPA DELETED PAGE INFORMATION SHEET

1 Page s! withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

II]
available for release to you.

El  b!�!

U  b!�!

D  b!�!

- Section s52

C1

[II

[I1

[II

 b! ?! A!

 b!�! B!

 b!�! C!

 b!�! D!

G  b!�! E!

[II  b!�! F!

El  b!�!

E0  bats!

El  b!{6!

El lnformatio

request.

U

III

El

II!

 b!�!

 b! 9!

pertained only to a third party with no

Deletions were made pursuant to the exemptions indicated below with no segregable material

Section 552a

U 0311�!

D 01�!

II]  l<! l!

U  l<!�!

B  l<!�!

U �<!�!

E] �<!�!

D  KX6!

El  l<!�!

reference to you or the subject of your

Information pertained only to a third� party. Your name is listed in the title only.

Documents originated with another Government agency ies!. These documents were referred
to that agency ies! for review and direct response to you.

Pages contain information furnished by another Government agency/ ies!. You will be
advised by the FBI as to the releasability of this information following our consultation
with the other agency ies!.

Page s! withheld for the following reason s!;_ W T: ft T; _  7;

E] For your information: ___ _i M;

Cl The following number is to be used for reference regarding these pages:

XXXXXX
XXXXXX

....Q_Q_. U�ldmf l ______:|QQa£g

XXXXXXXXXXXXXXXXXXXXXX



%RET

Typical NSL Retention and Database Use

»92Pl1one Records:
/Ef&#39;>�92N3L toll billings records are typica decl into Telephone Applications  T A! after receipt. Most

information in TA is upl_oaded.into-FB or analysis. TA is shared in two forms: a �raw� version

�: S i   _____,_that.contai:is&#39;ir�idii1i&#39;tliial phone call events, and an "inde.~<ed" version that does not contain individual phone b ]_
call events. Most indexed TA information is a " W and FTTTF. The information can also beuploaded from TA to other applications  such a r analysis. NSL-derived information is also b 2
placed in Automated Case Support  AC S! with case in orntation. With the exception of designated
restricted case files, most ACS information is available as a dataset in In vesiigaiive Data Warehouse  IDW!.

TA {raw}
1°�

Phone Records

AC5 [Case
Other applications �

Infoi."mati.0n]

IDW

TRll�dEYEd!

S�! NSL electronic transactional information is typically entered into ACS upon receipt. With the
S exception of designated restricted case files, most AC5 information is available as a clataset in IDW. b ]_

l il Couriterterrorism email information can be manually entered into FBI:En1ai1 information may in
some cases be entered into spreadsheets and other databases for analysis.

IDW

. . . . . . . . , ,..   _ _ I I I _ _H. � I I I 717 7  7
Spreadslieets
/Databases

Bilniail Records:

Financial and Credit Information:

 U! Financial and credit information is typically entered into ASC upon receipt. AC5 infonnation is
uploaded into Investigative Data Warehouse  IDW!. Financial and credit information may in some cases
be entered into spreadsheets and other databases for analysis.

F�inanc.i.a1r&#39;C.�red.it AC5 IDW

Information

Spreadsheet s
/Databases

DATE; O6-15-SUD?

CLASSIFIED BY 6?51?9fDHfKSR!RU

REASON: 1.4 lg]
DEcLk33IFY U": U5_l5_2U32 ALL INFORMATION CONTAINED

HEPEIH IS UNCLASSIFIED EXEEPT
UHRE EHUUN DTHERUIBE

S¢RET



T

lillfect of C losing a Case in ACS:
LU! A case is closed when all investigative and legal activity has ceased. The closed case is as accessible as
It was while it was opened. Documentation is placed in AC5 to indicate that the case is closed. Action
leads cannot be set from closed cases. Records in AC8 are maintained according to the records disposition
schedule for the particular file classi�cation or the General Records Schedule. Criminal cases are 1-cept for
a minimum of 20 years and intelligence for 30 years before disposition. Retention can be extended if one
of various exceptions apply.
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l:I:lFrom:  OGC!  FBI!
Sent: Thursday, March 15, 2007 8.24 AM
To: HQ-DivO9-NSLB

Subject: FW: Audit of NSL ALL Im"oP.m.TIo1tr CONTAINED
UNCLASSIFIED I-IEREII!-I IS IJT-IIZLASFEIFIED
NON-RECORD DATE oe-06-zoo? BY ss1".r9,»�o1~IHrKs1=:.rr=.t~J

1073946

Please legmow if you are available for a quick trip next week to destinations unknown.
We need o ave a roster put together of available people by COB today.

Thanks.

-----Original Message---~
From: CAPRONI, VALERIE E.  OGC!  FBI!
Sent: Wednesday, March 14, 200? 5:49 PM
To: HQ-Div09-NSLBCc: KAISER, KENNETH W.  INSD!  FBI!  INSD!  FBI!
Subject: Audit of NS].

UNCLASSIFIED
NON-RECORD

b6

137 C As some of you may have heard, the Director has ordered a special inspection of all �eld offices�
use of NSLs. inspectors are hitting the �eld of�ces on Friday and will work through the weekend
sampling �les that are known to have NSl.s and those that are not kn n to have NSLs. We

need a ta er or 2 to be on call for any questions that might arise�can you get those

Also, there is some likelihood that DoJ will want to send NSD lawyers out to at least a few of the
�eld offices next week to observe the process. If that happens, l would like to pair an OGC
attorney with each NSD attorney. So, we may need a few people to take trips next week. l will
know more on Friday.

Thanks,

VC

UNCLASSIFIED

UNCLASSIFIED



b6
b&#39;?C

b6
b"/�C

b2
b6
b&#39;F�C

Sent: un ay, arc , : 8 AM
To: HQ-Div09-NSLB

Subject: Inspection Division&#39;s Special NSL Audit

UNCLASSIFIED
NON-RECORD

Many of you are already aware but beginning last Friday and continuing this

week, the inspection Division is conducting a Special NSL Audit in all 56 �eld

@v@rihewe@k@~ er@
on call to take questions from the auditors regarding NSLs. They were busy and

we should expect a lot of question this week. Additionally, the AG has directed

that NSD attorneys -from OIPR speci�ca|ly- attend certain of these audits to

serve as "observers." Ms. Caproni has directed that NSLB also have an attorney

in attendance with OIPR. Currently six of�ces are scheduled to be visited by

NSDIOIPR. They are:

Monday:
ALL INFUFJIATIOIJ CO!-ITAINED

OGC all HEREIN I3 Lniciatsszrxco
DATE I3E~~IZI6-2IIICl�.-� BY 65179,=&#39;Dl*�-l/K�R/Rb]oec atty �

Tuesday:

|:l 06¢ an
OGC alt

Wed or Thurs:

O BE �DESKBNATEB

For your info, 1 have attached the scope of the audit as stated by Inspection

Division.

Director Mueller has mandated that a National Security Letter  NSL! Audit be

conducted within all 56 �eld offices beginning Friday, March 16, 2007. The audit

will take approximately one week to complete in each office.

Each ADICIS AC is immediately requested to identity tl1e names of I-92IlPs who



who can travel to another �eld o�iee on Friday, March I6. 2001 to conduct the audit.

The names of these individuals should he provided to Inspeetor by
close of business Tuesday, Mareli I3, 2007.

b 6
b7 C Additionally, each ADICESAC should prepare for a team to arrive in hisflier o�ice

on Friday, March 16th, to begin the audit. Upon noti�cation of the number of
personnel assigned to each team, �eld offices should ensure hotel rooms are reserved

for personnel, of�ce space and supplies are available, and all �les containing NSLs
are available review. ADlCs:&#39;SACs are also requested to identify their CDC as the
point of contact for the Inspection Division Team Leader.

UNCLASSIFIED



___ _ _

b6

Sent: nes ay, arc _ &#39;13 PM
To: HO�Div09-NSLB

Subject: Valerie Caproni tasking

Importance: High ALL II-IFEIFIULTIIJN EUI-ITAIMED
UNCLASSIFIED HEREIN IS LTNCLASSIFIED

NON-RECORD DATE 06-06-200? BY 651??/Dill-I/KSR/�P.[iT

If you worked one of the 22 NSL related lOB&#39;s, Valerie has requested that we

had 3 points of consideration to our chart. Specifically, Valerie wants to know: 1.

did the CDCIADC review the NSLINSL-EC; 2. under the existing guidance

controlling at the time, should the matter have been reported to OGC as a

potential IOB; and 3. in the final analysis, is the matter reportable to the IOB.

The chart has been augmented and is saved now as a Word document on the s

drive, OGC, units, CILU as "VaIerie�s chart.� Please augment the chart as soon

as possible as Valerie needs this to prepare for her testimony.

UNCLASSlFlED
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referrals from the FBI, the NSD will promptly notify the Attorney General if it

appears that the incident suggests the need for a change in policy, training or

he NSD will also report to the CPCLO any IOBs that raise

privacy issues. *The NSD will also report to the

six months on all IOB referrals reported by the FBI

s�month period. This mechanism will help identify trends
oblems.

NSL Tracking

began developing a new NSL tracking database. The

e piloted in the FBI&#39;s Washington Field Office in the

be deployed to four large field offices in late 2007.

lude a field that will identify whether the NSL recipient
st and will possibly allow for entry of notes or comments
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Propoaed Legislation
*The Inspector General recommended in its report that the term �toll billing
records information� in the Electronic Communications Privacy Act NSL statute be

clarified. The Justice Department and FBI are developing a proposal to address

this concern.

Future Oversight

*The Attorney General has asked the Inspector General to report to him in four

months on the FBI�s implementation of the recommendations contained in the

Inspector General report.
###
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To:

ALL IIIFDPJLRTIDN IIlI|192&#39;l&#39;TAIDJ&#39;ED

HEREIN I5 IITIICLMISIFIED

OGC!  FBI! DATE 06-us-3:30? BY 551".-9 D1�11I*&#39;l-�$F¢;JIJ
I ill� �IQ HQ I 1200712.04F&#39;
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C! FBl] 0. 5|!;�iocsc! {FBI ocsc! |=e| -
�0 = 0 II <3!
 FBI! rm : |! �60!
 FBI! o<3c!  FBI!; ocsc!

,- {FBU  O60!  FBI!;  OGC!
bb [FBI] o@c! |=e|  oec!
bp/C  FEW I C! FB|! " C!

 |=e| occ FBI 060!
NS! = - cc!  FBI!;

ram ![FBI!  osc! [FB!!;
0cc!�=e: occ!  FBI!;

OGC!  FBI!; 0. BR};
0 |!

 Fan; ITl:TO92�Il!..ll�I

OGC!  FBI!

E§! o@c1<F ;Subject: J Fact Sheet &#39;

UNCLASSIFIED
NON-RECORD

� correc we ac nons

=§j�""3&#39;

DO] _Fa-:t__5heet__N
SL_corrective_...

UNCLASSIFIED



ALL II-IFDPJ-ULTIE|151&#39; l:i]HTi&#39;92II&#39;]&#39;E]§&#39;

PIEREIIJ I3 UT~ICLi.$3IF§ED
_ _ Pmm: as us sou? BY 551&#39;.-�9 DIULKSR,-"�-Ill

From:  OGC!  FBI!
Sent: Wednesday, August 16, 2006 4:52 PM
To: &#39;

b7C
b6



b6
b7C

C!  FBI!
Subject: DOJ Guidance RE National Security Letters

SENSITIVE _BUT UNCI.AS§l_FIED
NON-RECORD

Ladies and Gentlemen,

Attached is a recent DOJ Monograph titled, Guidarrcegn thenlilse of National
gecurity Letters to Obtain Certain Information Relevant tozan FBI National

Security Investigation  June 2006!.

As soon as the next CD for DOJ USABOOK comes out, this will be added to the

OGC Law Library wet:-page.

I�I5Im.wpd �59 KB!

Please forward to appropriate personnel.

SENSITIVE BUT UNCLASSIFIED



ALL INFOPJEATIOH CUNTAINED

HEREIN I5 UNCLASSIFIED

DATE 06-05-200? BY E-5l&#39;?9 Dl"Ei&#39;I/KER/-.TI|Il

From: |:| OGc! {FBI}
Sent: Wednesday, March 14, 2007 5:40 " &#39; -

To: . -==.1- =�e =

b6
b7C



b6
b&#39;}�C

Subject: epo s

UNCLASSIFIED
NON-RECORD

CDCsl&#39;ADCs:

Pleeee nele lhel the L39e~JJGe Reperie e�liliiieieienael�eewiw Leltewieeenew
1&#39;Se1&#39;:tion 215 0g::le[s_i<;r Business Records" are new avaiia hie an the GGC
Main Law Library website http:l&#39;/30.30.204.5?!"l:-rariesl�cloj_ig_reportsl&#39;

I believe DGC Elaine Lammert has already sent you an e-mail RE the lG report
on NSLs.

b 6

UNCLASSIFIED



ALL INFBFJLKTICIN IIIJNTSCLNED

I&#39;IEREI1&#39;-I IS T.|&#39;EICL�.33IFIED

DATE II|I:&#39;92��UB�2ElCI? BY 65.179 Dl[[&#39;!,-�Iii-Jl&#39;{/-T11"!From:   O<3C!  FEM!
Sent: ues av, ecern r06, 2005 4:00 PM
To: own-own, VALERIE E.  oec!  FBI!; STEELE, CHARLES M. mo!  FBI!;

WEISSMANN, ANDREW  DO! 0- : &#39; A =u I = I =1;

BOWMAN MARION E. 0| FBI

b6
b7C



b6
b7C

Subject: DOJ&#39;s response to Congress re Washington Post article on NSLs

UNCLASSIFIED
NON-RECORD

Attached is the ietter from Wiliiam Moschella, AAG at DOJ, to the House and Senate

Judiciary Committees, re the Washington Post article from last monthre NSLs  which I previousiy
sent all of you!.

NSL_rebutta|_letter
.pdf �29 K...

UNCLASSIFIED

2



.__-- - i._...i-  i

From:    O69!  FBU
Sg�h - l- H- I U? 4102 PM

To: _I.. - ;&#39;:n ; : 0. :

b6
b7C

Subject: - -. .

UNCLASSIFIED

NON-RECORD

The OIG Report RE NSLs is now on the Main Law L�-bran; website under the DOJ 1G
b 6 . REPORTS Category hltp;!13U.30.204.57I1ibrariesfdoj__doournentsiig_nationa|_security_|elters.pdf
b 7 C "*"""�*Note thai because this is such a large document, it may take a minute or two for some

Dpeniiiiiit�i�it

Ban post the IG Report RE section 215 of the PATRIOT Act tomorrow.
UNCLASSIFIED

ALL II-IFURIEATIIJN CEII-l&#39;l&#39;AI!92l&#39;ED

HEREIN IS UTJELASFJIFIED

DATE l36�1IIS-EEICI7 BY 65l&#39;?9 D1��"I,*�I&#39;ISR_.*&#39;Jl-J
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Sent: Wednesda March 28, 2007 2.12 PM

To:   o<3c!  FBI!; HQ-Div09-NSLB; FBl_ALL CDCs;
b2 CAPRONI, VALERIE E.  osc!  FBI!
b7E &#39; Subject: RE; Further Guidance Relating to IOB Issues

RET

b 6
b7� C

S Thanks for your helpfui FAQs. Just a few comments in regard to Numbers 7 and
11.

In re ard in

b"/D In regard to _ ___

b5
b2
b7E

�DEICLASEIFIED BY 65179/DPH-I/KSRIRDI
CID] Dl5�U3-200&#39;?

1
b 6 CD 1073945
b7 C

b2

b 7 E r&#39;_&#39;__¬rigina  �60  FBI!I&#39;0l&#39;Il
b 6 Sent: Wednesday, March 28, 2007 11:40 AM

To: HQ-Div09-NSLB; FBI_nLL CDCs; CAPRONI, VALERIE E.  OGCJ  FBI!
b 7 C Subject: Further Guidance Reta-ting to IOB Issues

RET

REC OB
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JOHN CDNYERS JR . MKWOI" LRMHR 5 SHI11-I. Tomi!
CHAIRMAN RANKING lllN$I&#39;l&#39;Y IELUER

H5. buns: of i�tprmntatihcs
Committee on the iubiriarp

wl�hirlgtnn, BIZ 20515-6216
�n: kunbrcll ilintth Congress

March 20, 200?

Ms. Valerie Caproni
General Counsel arr. Imroamsrrorr corrrarmnn

Federal Bureau oflnvestigation HEREIN I5 WC�-551F159
Pennsylvania Avenue NW DETE Q6-U9-ZOO? BY 55l79 DI&#39;�&#39;UK5:iP./JU

Washington, DC 20535

Dear Ms. C aproni:

As part ofour oversight regarding the l.nspector General&#39;S Review ofthe F.B.l.�S Use of
National Security Letters, please provide us with the following information  by close ofbusiness
on April 4 if possible!:

l! copies of all e-mails, memoranda, and other documents that relate to the F.B.l.�s use of "

"exigent letters," as well as transcripts ofyour interviews conducted on the issue.

2! please identify all of the F.B.I. personnel who participated in the creation and issuance
of the "exigent letters.�

3! copies of all documents. including internal memoranda, pertaining to the F.B.I.�s
Communications Analysis Unit&#39;s contracts with the three telephone companies identi�ed
in the Inspector General�s Report, and identify all F .B.I. attorneys who participated in the
review and approval of those contracts.

4! copies of all documents pertaining to the information that the F.B.|. acquired through
the use ofNa.tional Security Letters {NSLs! pertaining to individuals who the F.B.l.
concluded were irrelevant to terrorism investigations.

5! copies ofall documents pertaining to the F.B.l.&#39;s standards regarding the maintenance
of the Office of General CounseI�s National Security Letter database.

6! please detail the internal F.B.l. standards for the reporting ofpossible Intelligence
Oversight Board violations, and provide any documents related thereto.

T! please identify F.B.l. standards pertaining to the review of investi gati ve �les to ensure
that supervisory review of National Security Letter approval mcmoranda has occurred,
and that the relevant authorizing statutes are in the NSLs



8! copies ofall internal communications relating to the F.B.I.�s use of Certi�cate Letters
to obtain financial records from the Federal Reserve Bank.

9&#39;! please detail the F.B.l.�s reasons for the retention ofclata pertaining to individuals who
the F.B.&#39;l. has concluded are irrelevant to terrorism investigations.

10! please explain why the F.B.l. had no policy or directive requiring the retention of
Signed copies of NSLs, or any requirement to upload NSLs in the F.B.I.�s case
management system. Provide any documents relating to any decisions pertaining to this
issue.

1 1! please detail why the F.B.l. does not have a uniform system for tracking responses to
NSLS, either manually or electronically. Provide any documents relating to any decisions
pertaining to this issue.

I2! please detail Why the F.B.l.�s database was unable to �lter NSL requests for the same
person in the same investigation.

13! please explain why the F.B.l. does not maintain records on NSL usefulness in
criminal investigations wd prosecutions.

Sincerely,

ohn onyers, . &#39;
Chairman

cc: Hon. Lamar S. Smith



b2

b6
b7C

b6
b7C

From: THOMAS, JULIE F.  OGC!  FBI!
Sent: Saturday, March 24, 2007 1:44 PM
To: HQ-DivO9-NSLB

Subject: FW: Congressional Request for Documents relating to OIG Review of NSLsr
CAU Use of Exigent Letters

UNCLASSIHED
NON-RECORD

Please read and began gathering all email and other memoranda with respect to the exigent letter
issue.

Julie F. Thornas

[�-�Q�, National _§e¢&#39;ur1&#39;[y Law Branch ALL If-IFOFJULTION CONTAINED
Of�ce of the General Counsel PEEP-Elli� I5 &#39;-T~TE3L11-5i=IFIEl>
Room 7 DATE cs-11-zoo? at sans I31��&#39;l_!I<I5P!_r�Jlrl

202--&#39;32

20;?-.32 ox

-----Original Message---~
From: CAPRONI, VALERIE E.  OGC!  FBI!
Sent: Saturday, March 24, 200? 11:11 AM
To: THOMAS, JJLIE F.  OGC! {FBI}
Subject: FW: Congressional Request for Documents relating to 01G Review of NSt.s ,~&#39; CAU Use of Exigent Letters

UNCLASSIFIED

NON-RECORD

Please have people gather all their email and documents relative to the exigent letter issue. Please
interpret that broadly so all the recent email traf�c on the spring audit, etc. should ba included.

-----Original Message---~
From: BEERS, ELIZABETH RAE  CICA!  FBI!
Sent: Frid March 23 200? 12:4

To:  iruso!  FBI  mso!  FBI! IN5D!  FBI!
Cc: , &#39; L{RMD!  FBI B1!, CA , E.  OGC!  FBI!;

KALISCH, ELENI P.  OCA!   A!  FBI!
Subject: Congressional Request for Documents re anng to eview of N5Ls I CAU Use of Exigent Letters

UNCLASSIFIED
NON-RECORD

Following up on our conversations, we have two congressional oversight requests for copies of
documents relating to issues raised in the OIG audits on FSLs. Speci�cally, the Senate Judiciary
Committee requests copies of any and all unclassi�ed e-mails related to the exigent letters issued
by CAU and House Judiciary Committee requests copies of all e-mails, memoranda, and other
documents that relate to the F.B. I. use of exigent letters and copies of all documents, including
internal rnemcranda, pertaining to the FBI CAU&#39;s contracts with the three telephone companies
identi�ed in the lnspector Generals Report.

Based on my conversation with l understand that documents that may be responsive
to these requests were provide o e y lNSD and that INSD can provide copies of this
production to OCA. To the extent that there are documents responsive to the congressional
request that were not produced to the Olqzadvised that the material will be gathered in
connection with the anticipated CAU inspection and a set of the gathered material provided to OCA.



l&#39;ve also cc�d Dave Hardy  o this email as there is a pending FOlA request that
overlaps with the requests made by congressional oversight committees. If material is gathered in
connection with the FOIA request that would be responsive to the congressional requests, please
provide OCA with a copies of these documents.

Finally, I&#39;ve attached an email fro in ITOD responding to our query concerning the
ability to pull backups of email. She identified individuals in ITOD who can assist in gathering
emails that people still have. That info is offered to assist lNSD, if appropriate, for the upcoming
CALI inspection.

b 6
b7 C Welcome further discussion and appreciate your assistance. Thanks,

b2 Beth Beers
Office ofCo|1 ressional Affairs

1*;  EPFQ ii
 as

RE: E-Mails Conyers incoming Grassley request
re N5Ls.pdf  ... for CAU email...

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED
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b&#39;?C
b2

t
Jsaii1?ansoacnsescaeae?£*@;J

March 19, 2007

The Honorable Robert S. Mueller, III
Director

Federal Bureau of Investigation
935 Pennsylvania Avenue N.W

&#39; &#39; arr. Irrroartarretr cor-rrarrrsn

washm3&#39;°��D&#39;C&#39; 20535 namzzrr rs urrciiissrrrao
DATE. 06-11-200? BY 65179 DIEHIITSRJJIII

Dear Director Mueller:

I am writing today in response to the Justice Department Inspector General�s
March 9, 2007, report entitled "A Review of the Federal Btueau of Int-*estigati0I1&#39;S Use of

National Security Letters" and in anticipation of the inspector Genera l�s testimony next
wee]: before the Judiciary Committee. In my view, the most troubling section of the
report begins on p. 36 and is entitled �Using �Exigerit Letters� rather than ECPA National
Security Letters." That section describes how an FBI headquarters division known as the
Communications Analysis Unit  �CAU�! obtained information on about 3,000 telephone
nurnbers by issuing 739 so-called "exigent letters.�

In exercising our oversight responsibilities, it is critical for the Judiciary
Committee to obtain a fuller understanding ofwho at the FBI knew what about these
exigent letters, and when they knew it. Therefore, in order to prepare for next wee]c�s

bearing, please provide copies of any and all unclassified e-mails related to the exigent
letters issued by CAU. &#39;

If ou have any questions about this tequest, please eonlac t -
�02! 224 co of all corres ondence in re I &#39; should be sent e ectronroally Lu
PDF f or via facsimile to

�02

§m@mWu P

Charles E. G1-assley
US. Senator

cc: Senator Patrick Leahy, Chairman
Committee on the Judiciary

Senator Arlen Specter, Ranking Member
Committee on the Judiciary



From: THOMAS, JULIE F.  OGC!  FBI!
Sent: Friday. March O9, 2007 8;59 AM
To: HQ-Div09-NSLB

Subject: FW: Key excerpts
UNCLASSIFIED

NON-RECORD .

ALL INFEIPJULTICII-I GUI-ITAINED

I-IIEREIDI IS LIIIICLIHSIFIEII

Food for thought DATE 06-11-2:30? BY 55179 rtlmmse./m

JuI£e F. Thomas �

DGC, Natio naf Secu rfty Law Branch

Office of the Generat Counsel
Room 7975

202-3 24-8528

202-3 124- I 0123  �u!
Julie. Thorna sgri-1 fc. Ifj. gov

-----Original Message-----
From: MONACO, LISA  D0!  OGA!
Sent: Thursday, March OB, 200? 8:36 PM
To: PISTOLE, JOHN s.  no!  FBI!; CAPRONI, VALERIE E.  oac!  FBI!; MILLER, JOHN J.  om!  FBI!;

KORTAN, MICHAEL P.  OPA!  FBI!; BEERS, ELIZABETH RAE IOCA!  FBI!; KALISCH, ELENI P. IOCA}
 FBI!; THOMAS, JULIE F.  OGC!  FBI!

Subject: Key excerpts

UNCLASSIFIED
NON-RECORD

All -- attached |s a document worked up by VaI�s folks wIt_If_|_ a few additions by me with key quotes

NSL quotes unclass
report.wpd

from the report. The boss will have it in the am.

UNCLASSIFIED

UNCLASSIFIED



Ke3,LEx.c,erpts,_fr:om the Unclassi�ed lG_[gaport

The FBI self-identi�ed the inaccurate reporting, and told Congress a year ago

 pg. xvii and 33! : In March 2006, the FBI acknowledged to the Attorney General
and Congress that NSL data in the semiannual classified reports may not have
been accurate and stated that the data entry delays affected an unspecified
number of NSL requests. After the FBI became aware of these delays, it took
steps to reduce the impact of the delays to negligible levels for the second half
of CY 2005.

The IG Found No Criminal Misconduct �

 pg. xxviii, fn.26! : In this report, we use the terms "improper or illegal use" as
contained in the Patriot Reauthorization Act. As noted below, the improper or
illegal uses of the national security letter authorities we found in our review did
not involve criminal misconduct. However, as also noted below, the improper or
illegal uses we found included serious misuses of national security letter

authority.

No deliberate or intentional violations; but rather, good faith mistakes; confusion

 pg. >o<x!: Our examination of the 26 possible IOB violations reported to FBI
OGC did not reveal deliberate or intentional vioiations of NSL statutes, the

Attorney General Guidelines or internal FBI policy. Although the majority of the
possible violations - 22 of 26 - arose from FBI errors, most of them occurred

because of typographical errors or the case agent&#39;s good faith but erroneous
belief that the information requested related to an investigative subject.

 pg. >ooriii:! Our review did not reveal intentional violations of national security
letter authorities, the Attorney General Guidelines or internal FBI policy. Rather,
we found confusion about the authorities available under the various NSL

statutes.

IG found in most cases we sought infomration we were entitled to

 pg. xlviii and 124!: Finally, in evaluating the FBI�s use of national security
letters, it is important to note the signi�cant challenges the FBI was facing during
the period covered by our review and the major organizational changes it was
undergoing. Moreover, it is also important to recognize that in most cases the
FBI was seeking to obtain information that it could have obtained properly if it
had followed applicable statutes, guidelines, and internal policies. We also did
not find any indication that the FBl&#39;s misuse of NSL authorities constituted
criminal misconduct.



FBI seeking information to which it was entitled

 pg. 6?�!: In evaluating this matters, it is impoitant to recognize that in most
cases, the FBI was seeking to obtain information that it could have obtained

properly if it had followed applicable statutes, guidelines, and internal policies.
We also did not find any indication that the FBl&#39;s misuse of NSL authorities
constituted criminal misconduct.

Errors were not deliberate attempts to circumvent statutes

 pg. 77!: While the errors resulted in the acquisition of information not relevant
to an authorized investigation, they did not manifest deliberate attempts to

circumvent statutory limitations or Departmental policies and appropriate
remedial action was taken.

 pg. 103 !  control file issue! We believe that the CAU of�cials and the EOPS
Unit. Chief concluded in good faith that the FBI had sufficient predication either
to connect these national security letters with existing investigations or to open
new investigations in compliance with the Attorney General&#39;s NSI Guidelines.

FBI has now provided the needed guidance

 pg. 107!: Overall, we believe that the FBI has now provided needed guidance
and support to field personnel to facilitate production of approval documentation
compliant with statutory requirements, Attorney General Guidelines and internal
FBI policies. Nonetheless, we believe the FBI should improve its compliance
with the internal controls governing its exercise of national security letter
authorities...

 pg. 126! We believe that these recommendations, if fully implemented, can
improve the accuracy of the reporting of the FBl&#39;s use of national security letters
and ensure the FB|&#39;s compliance with the requirements governing their use.



From: THOMAS, JULIE F.  OGC!  FBI!
Sent: Wednesday, March 21, 2007 2:24 PM
To: HQ-DivD9-NSLB

Subject: Please await an all CDC email

UNCLASSIFIED
NON-RECORD

We are getting a tremendous amount of questions from the CDCs re�ecting confusion about the
ongoing NSL audit in the �eld offices. I have met with Inspection Division and will shortly send
out an all CDC email giving some additional guidance regarding the reporting of potential lOBs.
Please wait to read that advice before answering questions that are not clearly set forth in the
November 2006 external guidance.

.Ju.lr&#39;e F. Thomas

DGC, National Security Law Branch
Office ofthe General Counsel
Room 79 Qb2 202~.f-124G�! ALL II-IFEIPILATIDN CUIIITAII-IED
202-324 ax! I-IEIF&#39;.EII~.I IS IJNELASSIFIED

DATE as-11-200? BY s51?-3 DI�LH_iKSP1_.=�-It-J

UNCLASSIFIED



b6
b7C

b6
b7C

b6
b7C

b2

b6
b7C

b2

b6
b7C

From: l:|iiT@Di  FBI!
Sent: Thursday, March 22, 200? 7145 AM
To: BEERS, EUZABETH RAE  OCc: HARDY, DAVID  RMD] {FBl!;  lTOD!  FBI!
Subject: RE" E-Mails
UNC LASSIFIED

NON-RECORD

Beth,
Unfortunately, we only keep backups of emails for 90 days. There is no way that we can go

back to this time period and search for emails. If there is a require - &#39; ilse still have, the ESOC can assist in that You can conta
Sorry we couldn�t have helped out with this.

ALL II-IFURILILTION CONTAIIJED

_ _ HEREIN I5 UNCLASSIFIED
-----Original Message---" D&#39;Pi&#39;l"EI U6-ll-300&#39;? BY 651&#39;.-&#39;9 I92]!1&#39;I .��K13R.t&#39;-IIJ

From: BEERS, ELIZABETH RAE  DEA!  FBI! &#39;
Sent: 21., 2007 5:26 PM
To� ITO BI

Cc: , D!  FBI!
Subject: FW: E-Mails

UNCLASSIFIED
NON-RECORD

Y
CAU during the 2003 - 2005 Iimeframe Ive Provided a link to the OIG Rpt in the event it can

er our conversation we have two congressional requests seeking copies of any
and ail unclassified e-mails related to the exigent letters issued by the Communications
Analysis Unit [CAU], Counterterrorisrn Division. Copies of the letters are attached. For your
background, the DOJ OIG Rpt referenced in the letters reviewed the use of �exigent letters� b

assist in determining emit? to retrieve otentiallf resgonsive records.
In addition, I&#39;m aware that FCilA is in receipt of a request seeking emails TO, FROM and CC&#39;d
n topics addressed in recent NY Times and Wash Post articles regarding
N Ls. l�ve cc�d Dave Hardy of the FOIA Section.

I look forward to talking with you tomorrow re whether iTOD can assist in retrieving

responsive records. Thanks,

<< File: Conyers incoming re NSLs.pdf >> << File: Grassley request for CAU ernailspdf >>

Beth Beers

Office o &#39; nal Affairs

202-324

-----Original Message---~
From: KALISCH, ELENI P.  om!  FBI!
Sent: Wednesday, March 2!, 200? 5:01 PM
To: lTOD! FBICc:  oo! i=B1! i&#39;roo! i=sr!; BEER5, ELIZABETH RAE



NON-RECORD

Thanks so much for the response. OCA will be in touch to follow up on the requests.

-----on �

From:  l&#39;l&#39;OD} FBI!b 6 Sent: e nes av, arc , 200? 4:54 PM
To: [OCA!  FBI!b 7 C ¢~==  �0D! FB1!;  lT0D! FBl!
Subject: RE: E-Mails

UNCLASSIFIED
NON-RECORD

Eleni,

b 6 Goo act regarding Congressional requests for copies of FBI E-
b 7 C mails i he is the ITOD Unit Chief over the E~Mai1 Unit.

b2 iii
---�Original Me

From:  !�l&#39;OD! FBI! OnBel1alf0l �TClD!
 FBI!

Se hesday, Mar &#39;

ro H0vi <re1> H0v><rB1>
Subject: FW: E-Mails

UNCLASSIFIED
NON-RECORD

i talked to?regarding this email and he asks that you respond back to Eleni
b 6 Kalisoh soon. e thinks this is time sensitive.

b 7 C thanks

-----Original Message---H
From: KALISCH, ELENI P.  OCA!  FBI!
Sent? Wednesday, March 21, 200? 2:15 PM
To ITOD!  FBI!
Ctr . ! t !
Subject: E-Hails

UNCLASSIFIED
NON-RECORD

e receiving Congressional requests for copies of FBt e-rnails by the
Communications Anatysis Unit and others regarding the use of exigent letters in lieu
of National Security Letters. Please let me know who the ITOD oontaot will be for my
of�ce to work with in ensuring that these requests are addressed expeditiousty.
Thanks,
Eleni



UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED



From: THOMAS, JULIE F. �00!  FBI!
Sent: Thursday, March 22, 2007 9;0? AM

to 6 To: FBI ALL CDCs; HQ-DivO9-NSLB
b7 C Cc:  lNSD!  FBI!; CAPRONI, VALERIE E. �60!  FBI!

Subiect: Receipt of lnformation in Response to NSLs

UNCLASSIFIED
NON-RECORD

As the current NSL inspection continues, NSLB continues to receive numerous questions. Of
particular note, in response to an NSL for subscriber information only, certain carriers are
providing information in excess of that which is requested. NSLBIOGC is determining the
appropriate manner in which to proceed. in the interim, regarding NSLs for subscriber
information only -- if you receive information from a phone carrier in response to a subscriber-only
NSL, and it contains ANY information other than the customers name, address, length of service,
andfor accountlteiephone number subscribed to, please notify your CDCIADC as soon as
practical. DO NOT enter or upload that information into any �le system or database, especially
Social Security Numbers and dates of birth. CDCs and ADCs are instructed to sequester this

information and await forthcoming guidance.

Julie F. Thomas _
DGC NationaISecun&#39;ty Law Branch �L I��*&#39;°P�*�m&#39;� �°*&#39;T�I&#39;�3°

-. HEHEIIJ I5 UTJCLEBSIFIED
Of�oe ofme G�?"&#39;9raH"°u"Se{ D192TE ca-11-zoo? BY as-1?-1 Dll�-1-�lr�5F!f-IIJRrmrn 7975 � &#39; &#39;

bf! 202-324
" 202-324 ax

UNCLASSIFIED



From: THOMAS, JULIE F.  OGC!  FBI!
Sent: Thursday, March 22, 2007 12:27 PM
To: FBl_ALL CD02.
Cc: CAPRONI, 92!ALERlE E.  OGC!  FBI!, HQ-DivO9-NSLB

Subject: Response to Guidance

UNCLASSIHED
NON-RECORD

Thank you to all for the responses we have been receiving to interim guidance we have been
giving. I look forward to those responses but, unfortunately, the press of business witl not allow
me to respond individually to each. They are being reviewed and will assist us as we craft

permanent guidance going forward.

l know this is an extremely difficult and uncertain time. OGCINSLB is doing everything humanly
possible to respond to Congress, the OIG, and the �elds concerns about the use of NSLs and
our other national security tools.

Thank you for your patience.
ALL Im-�0Rm"rIo1a EDI-ITAII-JED

Julie F. Thorrlas l-IEREIN IS IJI-IELASSIFIED

JJGQ Ng_[r&#39;Q|q ]_1SQCu|1&#39;[y [,Qw [,l,q&#39;1n_c	 DATE. [l6�11.-ZEJIZIT BY s.s1".=s ct=|1{;1<s1=:,»�JtJ

Office nfthe General Counsel
Room 79 I

b 3 202-324

UNCLASSIFIED
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h� Ir I . . = - -

b 7 C MessageFron1.  �l

b 5 IIIYJ1-I1 II  OGC FBI
_ _ CID . II II|.¢&#39;f��l:|:92l

Subject: RE: Drafat Letter re:

UNCLASSIFIED
NON�RECORD

The &#39;|etter&#39; for the most part &#39;|o0ks fine to me.
I u i � m � n �

b5
b2
b7E1

b6 A551 stant Genera counse&#39;l
b7 &#39;_1 Nati urity Law Branch

R00
b2 571

Ext. 1nterna&#39;l use on&#39;iy!

 ss§>;=s2I>Sen &#39; , I &#39;*-&#39;

b7C mos CID  éocc! |:|=ul=| gocc!  FBI!C: I I
b5 Subject: RE: Bra at Letter re:

UNCLASSIFIED
NON~RECORD

b6 ___
b7C

b5

a1 C0unse&#39;l_ _ _ _ 1073946
b6 Natwnal secumty Law Po&#39;l1cy and Tra1mng Umt

FBI HQ Room 7975 ALL INFEIPHATIIJN 1:01-ITAINED
b7c STU In; I202! 324$ n1:eEm_1s WICLIESSIFIED

U|"|c�|a55&#39;|,f&#39;|ed Fax: DI92-IE |3D&#39;U|§-20&#39;]! B�! 65179/I!I&#39;�&#39;]/I92.&#39;JR/RH

b2 Secure Fax: �02!



b6
b7C
b5

b5
b2
b7&#39;E
b6
b7C
b2



NON-RECORD

b6 _I have no experience wf or know&#39;|edge   � so being ignorant, the �letter
bTC �looks �Fine to me. _

I&#39;ve forwarded this to� land to
knows everything, 0 see w a eir oug s are.

From OGC!  FBI!
Sen &#39; , 005 12:54
T0:  ooc!  FBI!: 0GC! FBI!;

136  occ!  FBI!�
b7c SUb]6C�t! Fw: Drafat Letter re:

k
 UNCLASSIFIED
NON-RECORD

I:
wou1_d you mind taking a �look at this DOJ �letter? Let me know if you have any

conrnents/objections.

Thank you,

M, |:|
l:_.t17b C Ass�! stant Genera] Counse&#39;|� _

b2 Nat"|ona&#39;I Security Law Po&#39;l1cy and Training Unit
FBI H R 79?5Q OOTI1
sTu 1n= �02! mi
Unr�assified Fax: �0
Secure Fax: �02! 32

in� _1 u 0

FI"Oi&#39;l&#39;l  OCA!  FBI!
Sen 5517:� Z005 9 33

w II I

----� _|- -  --- --

3 - --  5, = I.

!   ; II = ; .
b6  FBI! gilcnax =  cm! FBI ;
bj,-C  CID! &#39;  F ; "W-&#39; I F.  osc!  FBI ;

- AN, MARION E.  OI! FB ;

b5 E  OGCJ  FBI!
OCA

Su Jec : ra a e ter re:

UNCLASSIFIED
NON*RECORD

The attached ]etter &#39;is_beir|g provided for review. Provide comments, if any to
OCA. P1ease indicate 1f your d1v1s&#39;|on �IS 1n �Favor or opposed to the &#39;|etter, as we &#39;| as

Page 3



e e ns for your division s position I your ivision op oses t e egtter fuT1y or
in part. but be&#39;|ieves that it can be remedied by changes -in the verbiage, p&#39;lease
describe in detai1 what should be added. de1eted, or changed, inc1uding recommendations
for substitute Tanguage sufficient to correct the objectionab1e section s!b6 �

b&#39;}&#39;[j P1ease E mai1 your coninents to 5SA  eX1I W�ith a cc t$ Your comnents shou&#39;|d be prepared in Microso word orma which is suita e or
L32 issemination to D03 and to congressiona1 staff. P1ease send these comments to the OCA

contact person as an attachment to your E-mai1. If you have additiona1 comments which
are not suitab&#39;le for dissemination, please inc1ude them in the bod of our E-ma"i&#39;lseparate and apart from the attachment. If your division is not taxing a position and
has no comments, p1ease send an E-ma11 to t e OCA contact person stating such.

th r aso &#39; .

b 5

DEADLINE COB 10-25-05. we appreciate your attention to this matter.

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

Page 4



- - - - .txt
MessageFrom: I� &#39; =

b6 Sen &#39; I I Bu
- i -.b-7�-7 = = mrmqi <

135 C1;  ID : II� 11:1:-.IIl::Il

UNCLASSIFIED
NON-RECORD

The Tetter for the most part Tacks fine to me.

_

b5
b2
b7E

ALL Il-JFURMATIDN C131-ITAIIE-IED
k� Assistant Genera C0unse1 HEREIN I5 UHCLAS¬IFIED

Nat1lIz - _r1ty Law Branch _ A &#39; _ _ , F F
b-/�C _._ _ DATE 06-0:;-2-00? BY I:»51;EL.-�D111-I_.~l-�.$R;Rl-J

b2 Ext. nngernal use on&#39;ly!
��---I -1n- Messaoe----�

b6 FFOIIIE   OGC!  FBI!
bjfc Sen &#39; _-.eF5.92&#39;IlHl=!.1T=&#39;l§&#39;1- 2005 2:06

:   I :b5 |:|I l|E|inI|_ <-323?� 5% E533 �:1
CC _ "" - &#39; �
Su - . - . Drafat Letter re:

UNCLASSIFIED
NON-RECORD

b6 |:|
b7C



F :
b6 5;?� 005 1:56 PM

b5  c-so _  oec! c -  OGC FBI
CC. CID �

Sub ec : : a ter re  BSA!

UNCLASSIFIED
NON�RECORD

b5

b2 I sent his to CID

b7E
b6

MC  |
b2 Ass1stant Genera Counse&#39;|

Poiicy & Training Unit
Na1:i0na&#39;| � aw Branch

�02! 3

_ �

....___ . ._ U- _..---

I36 gram:  |  OGC!  FBI!en &#39; ITII-T 0. I I &#39; 5...

b&#39;*�¢ Tm coco <=B1>=
b5  occ!  F  &#39; =

cc P. occ!
Sujectz R : ra at Letter� re:

UNCLASSIFIED
NON�RECORD

k>5
k>2
13713

k>6 ____ . . ge_____
b7C Fr0m: 0GC!  FBI!
b5 sen &#39; 25, 2005 1:&#39;E0:   FBI!;  OGC!  FBI! ;

Cc:   - c!  FBI!
Su . .



k>5
k>6
k>7 I

E36
b&#39;?C
kJ5

£36
1>7�

136
k>7E3

132
k>6

NON-RECORD

l:|
I have no experience w/ or know1edge of [::::::]� so being ignorant the 1etter

1ooks fine to me. &#39;

W-d@d this t  and to
e knows everything, to see w at t eir t oug ts are.

From: c!  FBI!
Se - , oos 12:54

To:  occ!  FB1!; mc! Fa1!;
 occ!  |=a1!_

subject: Fw:

UNCLASSIFIED
NON-RECORD

Drafat Letter re:

I:
wou1d you mind taking a 1ook at this DOJ 1etter? Let me know if you have any

comments/objections.

Thank you,



RE D|"a�Fat Letter re  t
. the reasons for your division&#39;s position. I your �l92l�lS1Ol"i op oses t e egtter fuTly or

in part, but be&#39;l&#39;ieves that it can be remedied by changes in tiie verbiage. p�lease
b5 describe in detai&#39;l what shou&#39;Id be added, de&#39;leted, or changed, inc&#39;|uding reconlnendations
b, for substitute �language sufficient to correct the objectionable sect&#39;ion s!.

0

bqc P&#39;lease E�mai1 your comnents to SSA   ext.3with a cc to?� g Your comnents shou&#39;Id be prepared in M�lCl"O5O 1: word format which is suita e or
k
 issemination to D0] and to congressiona1 staff. P1ease send these comments to the OCA

contact person as an attachment to your E-mai1. If you have additionai comments which
are not suitab&#39;le for dissemination, please inc1ude them in the bod of your E-mai&#39;i
separate and apart from the attachment. If our division is not taxing a position and
has no comments, please send an E-maii to the OCA contact person stating such.

DEADLINE COB 10-25-05. We appreciate your attention to this matter.

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

Page 4
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SEt§l§T
b6   CTll3l FBl!

To: OGC! FBl!
S bjecr FW&#39; Overcollectlon of Records RELATED TO ISSUED NSLs

NSL embedded below for review per your request.
b6

b2 Supervisory Speciol Agent
CID ITOS I CONUS ll

eskl

ogetl

lo 6

b 7 C Fxrhcinglnal Mess  town
b2 Sent: Mood Jul 03 2006 2:55 AM

1 = cro FBIbe   E¢"FD;t&#39;fF5 FBi! lFBI!
Subject: RE: Overcollection of Records RE

t s i e -
bl RECOR

b 6

b7C Iii
I am attaching the NSL that I submittedsand ended u getting an
overcollection of information. I asked for records frorn�hrough the

t _ present and got records that were available from the date of inception through the
"present." I had written two ECs that included information that was listed in the

 "overcoliection." I already charged one of them out, because when I submitted a
b 1  new NSL for alt available records from the date of inception through the present
b 7 D - some of the data had changed. I removed any data that was not included with the

NEW results. Regarding the second EC E wrote using information from the
"overcoiiection" - if the data is the same can l keep my original EC in AC8 or should
I charge it out? Right now it appears that times that some of the e-mails were sent

ma aw. based@~iibei~gi@p@~ed
�t didn&#39;t know if this second serial shouid be charged out since it was dated

prior to the NEW results being received. Or if it can stand as it is.

b6
b&#39;7C
b2

DATE: I16-GB-305&#39;? ALL INFUPMLTIUN CUETTAINID

CLi&33IFI.ED BY 55179 Dl�-I/KER,-"J|tT HEREIN I5 UPICLAEBIFIED EXCEPT
REASIIII-.l: 1.4  Ci WHERE SHOWN D&#39;I�tIEP�.TtI13E

DECLAEWEI FY  IN: U6�U3�2Cl32

sEEl=tsr92



b6
b7C
b2
b7E

&#39;15!

b6
b7C

b6
b7C
b2

SE ET

14.ust�2 KB!

-----Origin

Fm-=  iwv><F»11
Sent: Friday, June 30, 2006 5:33 PM
To: !

Subject: RE: Overcollectiori of Records RELATED TO ISSUED NSLs

Ill
One more necessary evil, but it could be of bene�t.

NSLB would like to get copies of the NSLs you&#39;ve issued that resulted in the Provider sending

b6
b7C



�bl
�:3-b6

b7C

bl
b7D
b6 _
b7C

bl
b&#39;7D
b6
b7C
b2

b7E

bl
b7D
b6
b7C

BEQET

I �ust wanted to inform you about an overcollection of record
U am working on getting the situation corrected at this time. There

were a couple of instances within the past few months and even though l
didn&#39;t ask for these records I need to report it to the IO B.

The first instanc

rovided

records ize

that it was a big deal to use the "extra"records.

zour CDC brou ht u the "overcollection" issue since it has been in the
&#39;1 news. I am not supposed to use these records

i submitted another NSL to ask for e

records again.

|;l



bl
b7D
b2
b7E

I511;
mo
b2
107E

b6

b7C
b2

SECRET

rs?  ave een wor |ng WI an t e
ech guys to get this resolved. Our CDC thinks these records

should be sequ - &#39; &#39; � &#39;

when it is done.

I will most likely report to the IOB thaave me transactional
 records I did not e time I got them C thought it would be
 good enough to o document the il in I rovided the

records and that was the end of it

Now we are re visiting this, I am going to double check
with our CDC an make sure these records need to be sequestered.

I am keeping my fingers crossed that there are no more after this.... If you
have any questions, and I have thoroughly confused you let me know. I will
provide you with a copy of the EC regarding the IOB violations when it is
done.

DE D FR __: G-3 FBI Classi�cation Guide G-3, dated 1-&#39;_9I, Forei_gg_
Counts ligence Investigations

&#39;DE_Cl. _____ CAUON EXElvlB1_&#39;lQ_h| 1
SEC

DEB! FR : G_~_?;_F_BI CIassi�§:_ali_on Guide G-3Fdate|:l 1197. Foreigg
Counterln i_qe_nce lnves�qgtions
DECLAS ATION EXEMPTION 1

SECR

DE D_F __ M: G-3 FBI Classi�cation Guide G-3L dated 1197, Forejgrl�ounterlntelllqence



b6
b7C
b2
b7E

 Si

b6

sE�0R1I{
 CTl3l  FBI!

Frlda June 30 2006 3:43 PM

Cit
OGA! O�C! FB|!;

Subject: : verco ec ion o Records

RECOR b l

s advised that after the Qrovider was served the court order they

From:
Sent:
To:
Cc:

S 1379 _&#39; l �d dtedth rt th t odinadvertent y provl e pre- a é cou au oriza ion peri .
I: J b 1 "Correct me if l&#39;rn wrong, but we will probably want to let the FISC know about the Provider error.

We should be able to issue an NSL to legally collect that data if necessaw.

b6:
b7C
b2

b6
b7C
b2



SEBKIT
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