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(U) Preamble A

December 1,2008

(U) As the primary investigative agency of the federal government, the FBI has the authority and
responsibility to investigate all violations of federal law that are not exclusively assigned to
another federal agency. The FBI is further vested by law and by Presidential directives with'the
primary role in carrying out criminal investigations and investigations of threats to the national
security of the United States. This includes the lead domestic role in investigating international
terrorist threats to the United States, and in conducting counterintelligence activities to counter
foreign entities’ espionage and intelligence efforts directed against the United States. The FBI is-
also vested with important functions in collecting foreign intelligence as a member agency of the
United States Intelligence Community (USIC). (AGG-Dom, Introduction) .

(U) While investigating crime, terrorism, and threats to the national security, and collecting
foreign intelligence, the FBI must fully comply with all laws and regulations, including those
designed to protect civil liberties and privacy. Through compliance, the FBI will continue to earn
the support, confidence and respect of the people of the United States.

(U).To assist thie F Bl in-its-mission, the-Attorney General-signed The Attorney General 's-
Guidelines for Domestic FBI Operations (AGG-Dom) on September 29, 2008. The primary
purpose of the AGG-Dom and the Domestic Investigations and Operations Guide (DIOG) is to
standardize policy so that criminal, national security, and foreign intelligence investigative
activities are accomplished in a consistent manner, whenever possible (e.g., same approval,
notification, and reporting requirements). In addition to'the DIOG, each FBIHQ substantive
Division has a-policy implementation guide (PG) that suppleménts this document. Numerous

. FBI manuals, electronic communications, letterhead memoranda, and other policy documents are
incorporated-into the DIOG and the substantive Division policy implementation guides, thus,
consolidating the FBI’s policy guidance. The FBIHQ Corporate Policy Office (CPO) plays an
instrumental role in this endeavor. Specifically, the CPO maintains the most current version of
the DIOG on its website. As federal statutes, executive orders, Attorney Genéral guidelines, FBI
. policies, or other relevant authorities change, CPO will electronically update the DIOG after
appropriate coordination and required approvals. : ’

(U) The changes implemented by the DIOG should better equip you to protect the people of the
United States against crime and threats to the national security and to collect foreign intelligence.
This is your document, and it requires your input so that we can provide the best sefvice to our
nation. If you discover a need for change, please forward your suggestion to FBIHQ CPO.

-(U) Thank you for'your outstanding service!
Robert S¢ Mueller, 111

Director

- xi
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1. (U) Scope and Purpose

.11, (U) Scope

(U) The DIOG applies to all investigative activities and intelligence collection activities
conducted by the FBI within the United States or outside the territories of all countries. This -
pollcy document does not apply to investigative and intelligence collection activities of the FBI
in foreign countries; those are governed by The Attorney General’s Guidelines for
Extraterritorial FBI Operations.

1.2.  (U) Purpose

(U) The putpose of the DIOG is to standardize policy so that criminal, national security, and
foreign intelligence investigative activities are consistently and uniformly accomplished
whenever possible (e.g,, same approval, notification, and reporting requirements).

(U) This policy document also stresses the importance of oversight and self-regulation to ensure
that all investigative and intelligence collection activities are conducted within Constitutional
and statutory parameters and that civil liberties and privacy are protected.

(U)-In-addition-to-this- policy documeiit, eachi FBIHQ substantive Division has aPGthat
supplements the DIOG. As a result, numerous FBI manuals, electronic communications,
letterhead memoranda, and other policy documents are incorporated into the DIOG and Division
PGs, thus, consohdatmg FBI policy guidance.

1
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2. (U) General Authorities and Pl‘*incipl‘es A

2.1.  (U) Scope of the Attorney General’s Guidelines for Domestic FBI Operations

(U) The Attorney General’s Guidelines for Domestic FBI Operations (AGG-Dom) apply to
investigative and intelligence collection activities conducted by the FBI within the United States,
in the United States territories, or outside the territories.of all countries. They do not apply to
investigative and intelligence collection-activities of the FBI in foreign countries, which will be
governed by the Attorney General’s Guidelines for Extraterritorial FBI Operations, when
published. (Reference: AGG-Dom, Part I.A.)

(U) The AGG-Dom replaces the following six guidelines:

* (U) The Attorney General’s Guidelines on General Crimes, Rbcketeering Enterprise and
Terrorism Enterprise Investigations.(May 30, 2002) -

o (U) The Attorney General’s Guidelines for FBI National Security Investzgatlons and
Foreign Intelligence Collection (October 31, 2003)

* (U) The Attorney General’s Supplemental Guidélines for Collection, Retention, and
Dissemiriation of Foreigh Intellzgence (November 29; 2006)

o (U} The Attorney General Procedure for Reporting and Use of Information Concerning
Violations of Law and Authorization for Participation in Otherwise Illegal Activity in FBI
‘Foreign Intelligence, Counterintelligence or International Terrorism Intelligence
Investigations (August 8, 1988).

* (U) The Attorney General’s Guidelines for Rej;orting on Civil Disorders and
Demonstrations Involving a Federal Interest (April 5, 1976)

*  (U) The Attorney General’s Procedures for Lawful, Warrantless Monitoring of Verbal
Communications (May 30, 2002) [only portion applicable to FBI repealed]

(U) The Attorney General will be issuing a separate set of new guidelines for extraterritorial
operations, the Attorney General’s Guidelines for Extraterritorial FBI Operations. However,
certain of the existing guidelines that are repealed by the AGG-Dom currently apply in part to
extraterritorial operations, including the Attorney General’s Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection, and the Attorney General Procedure for
Reporting and Use of Information Concerning Violations of Law-and Authorization for
Participation in Otherwise Illegal Activity in FBI F oretgn Intelligence, Countermtelltgence or
International Terrorism Intelligence Investigations. To énsure that there is no gap in the
existence of guidelines for extraterritorial operations, these existing guidelines will remain in
effect in their application to extraterritorial operations until the Aftorney General’s Guidelines
Jfor Extraterritorial FBI Operations are issued and take effect, notwithstanding the general repeal
of these existing.guidelines by the AGG-Dom.

(U) Also, the classified Attorney General Guidelines for Extraterritorial FBI Operation and
Criminal Investigations (1993) will continue to apply to FBI criminal investigations, pending the
execution of the new guidelines for extraterritorial operations, as discussed above. Finally, for
national security and foreign. intelligence investigations, FBI investigative activities will continue
to be processed as set forth in the classified Memorandum of Understanding Concerning

2
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Overseas and Domestic Activities. of the Central Intelligence Agenicy and the Federal Bureau of

Investigation (2005).

2.2. . (U) General FBI Authorities under AGG-Dom .
(U) The AGG-Dom recognizes four broad, general FBI authorities. (AGG-Dom, Part I.B.)

A. (U) Conduct Investigations and Collect Intelligence and Evidence

(U) The FBI is authorized to collect intelligence and to conduct investigations to détect,
obtain information about, and prevent and protect against federal crimes and threats to the
national security and to collect foreign intelligence, as provided in the DIOG (AGG-Dom,
Part II). .

(U) By regulation, the Attorney General has directed the FBI to:investigate violations of the
laws of the United States and collect evidence in cases in which the United States is or may
‘be a party in interest, except in cases in which such responsibility is by statute or otherwise
specifically assigned to another investigative agency. The FBI’s authority to investigate and
collect evidence involving criminal drug laws of the United States is concurrent with such
authority of the Drug Enforcement. Admihistration (28 C.F.R.§ 0.85[a]).

."(U) Provide Investigative Assistance

(U) The FBI is authorized to provide. investigative assistance to other federal, st'ate;rlocal, or
tribal agencies, and foreign agencies as provided in Section 12 of the DIOG (AGG-Dom, Part
).

- (U) Conduct Strategic Ahalysis and Planning

(U) The FBI is authorized to conduct intelligence analysis and planning as provided in
Section 15 of the DIOG (AGG-Dom, Part IV).

. (U) Retain and Share Information

(U) The FBI is authorized to retain and share information obtained pursuant to the AGG-
Dom, as provided in Section 14 of the DIOG (AGG-Dom, Part VI).

2.3:  (U) FBI as an Intelligence Agency

(U) The FBI is an intelligence agency as well as a law enforcement agency. Its basic functions

accordingly extend beyond limited investigations of discrete matters, and include broader
analytic and planning functions. The FBI’s responsibilitics in this area derive from various
administrative and-statutory sources. See Executive Order 12333; 28 U.S.C. § 532 note
(incorporating P.L. 108-458 §§ 2001-2003) and 534 note (incorporating P.L. 109-162 § 1107).

(U) Part IV of the AGG-Dom authorizes the FBI to engage in intelligence analysis and planning,
drawing on all lawful sources of information. The functions authorized under that Part includes:
(i) development of overviews and analyses concerning threats to and vulnerabilities of the United
States and its interests; (ii) research and analysis to produce reports and assessments (see note
below) concerning matters relevant to investigative activities or other authorized FBI activities;
and (iii) the operation of intelligence systems that facilitate and support investigations through
the compilation and analysis of data and information on an ongoing basis.

(U) Note: In the DIOG, the word “assessment” has two distinct meanings. The AGG-Dom
authorizes as an investigative activity an “assessment” which requires an authorized purpose as

3
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discussed in the DIOG Section 5. The United States Intelligence Community (USIC), however,
also uses the word “assessment” to describe written intelligence products as discussed in the
DIOG Section 15.7.B.

24. (U) FBI Lead Investigative Authorities
A. (U) Introduction

(U/IFOUO) The FBI’s primary investigative authority is derived from the authority of the
Attorney General as provided in 28 U.S.C. §§ 509, 510, 533 .and 534. Within this authority,
the Attorney General may appoint officials to.detect crimes against the United States and to
conduct such other investigations régarding official matters under the control of the
Department of Justice (DOJ) and the Department of State'(DOS) as may be directed by the
Attorney General (28 U.S.C. § 533). The Attorney General has delegated a number of his
statutory authorities and granted other authorities to the Director of the FBI (28 C.F.R.

§ 0.85[a]). Some of these authorities apply both inside and outside the United States.

B. (U) Terrorism and-Counterterrorism Investigations

(U) The Attorney General has directed the FBI to exercise Lead Agency responsibility in
investigating all crimes.for which- DOJ has primary or concurrent jurisdiction and which
involve terrorist activitiés or acts in preparation of terrorist activities within thg statutory
jurisdiction of the United States. ‘Within the United States, this includes the ¢ollection,
coordination, analysis, management and dissemination of intelligence and criminal
information, as appropriate. If another federal agericy identifies an individual who is engaged
in terrorist activities or in acts in preparation of terrorist activities, the other agency is
required to promptly notify the FBI. Terrorism, in this context, includes the unlawful use of
force and violence against persons or property to intimidate or coerce a government, the
civilian population, of any segment thereof, to further political or social objectives (28 C.F.R.

§ 0.85[a]).
C. (U) “Federal Crimes of Terrorism”

(U) Pursuant to the delegation in 28 C.F.R. § 0.85(a), the FBI exercises the Attorney
General’s lead investigative responsibility under 18 U.S:C. § 2332b(f) for all “federal crimes
of terrorism” as identified in that statute. Many of these statutes grant the FBI extraterritorial
‘ifvestigative responsibility. Check the cited statute for the full particulars concerning
elements of the offense, jurisdiction, etc. Under 18'U.S.C. § 2332b(g)(5), the term "federal
crime of terrorism" means an offense that is: (i) calculated to influence or affect the conduct
of government by intimidation or coercion or to retaliate against government conduct; and (ii)
is a violation of federal statute relating to:

1. (U) Destruction of aircraft or aircraft facilities (18 U.S.C. § 32);

2. (U) Violence at internatjonal airports(applies to offenses occurring outside the United
States iri.certain situations) (18 U.S.C. § 37);

3. (U) Arson within “special maritime and territorial jurisdiction of the United States”
(SMTI is defined in 18 U.S.C. § 7) (18 U.S.C. § 81);

4. (U) Prohibitions with respect to biological weapons (extraterritorial federal jurisdiction if
offense committed by or against a United States national) (18 U.S.C. § 175);

4
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hereof, Insti utemalwn%\fedmablalassstanpe 18. 8B
A8 U.S é%ng#ﬁgg[gﬂants FeBid ATWencurrent autioaniyestigateviolations

4! Conspiracy Withited Statesdictiordeonagelestroy propeaty

,-foreigncountiy disllongingtoreignountry toramailroa e,
airport, air eldpthpublic utilipyblic conve)@lgpeblfm:ructureany
religious, educairondtupmbpertyssmated .G56[b]!;

5. UDestruciio0@d mofeganergy famibpyeady neinh [8).S.C.
§ 1366 c!. 1843R ~8 136€f§b|1!|;Ea gy fau

6U! Willful tres , injtoydestruabigonterfereneeth forti cations,
harbor def ensivea ard84J.S.G.2 I52!A 1

U//FOUQ! NSPD-46/HSRDE1Poliand StrategytheNVarorerror Y

U//FOUO! Allin&onsolidadimh Updatih@utdakrdsidential Counterterrorism
Documents!, $itadry 2007, ational SlecBrmysldentlal Dirb@ne!
ég/gg egggr%%iﬁﬁwspentlal DirétS®! ﬁawaﬂicﬁomstabhshes

lesse

b2
b&#39;7E

|
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U//FOUO! adeassadriasli|yv_7 | -

g g |, iBoth&#39:NSPDMJ.

-and&#39;792hhiexeto are classi ed. ,

U! CounterintelligencEspionagestigations

U//[FOUOrdpresentativefligderstatutes applictablmterintellig_ermm
espionage investigaijgosars beldwor additionaformation, referthe

Counterintelligence Pirogtamentation Guidehecurrésit oéspionage and
counterintellieence authorities.

l., U! Espionage InvestigatidtersomsUnited Staf@plomatic Missions

Abroad

U! Secti6é03 dhe IntelligeAecghorization @ict 99@-.L. 10l-19ates that,

subjectttte authoofythéttomey Genetfad, FB3hall supentiszcondoét

all investigatioingolationsSthespionage lafiubé&inited Stabgspersons

employeddryassigrietiUnited Stdipbbmatic missiinead. Akpartments
nsl.agenc nrevgshalbprapsiatandbed-Bi theonduc h&#39;

%vest%%tion’s?‘ﬁ%%gm@ﬁera?s extraterrgniuﬂﬂnes %r

applicable poliayr agreements.

2. Ulnvestigatiobsauthorized DisscfdSlassilatbrmatiom téoreign
Power orAgent ofatForeign Power &#39;

U! ThBational Secuddlyof947, "amended, estahtisheedurestiher
coordination ofcounterintelljgeﬂuéies 0J.S.C. 802a!. Paot thagtatute

requires thiagent extraordircarystancaspasviaide President in-writing

onaase-by-césesis, thead ehich’execubixench déepartoreagenoyust
ensure thatFiBs ladvisedmediatelgnyfinformat: rdlesﬂ;sgg. rigin,
which indicaber classi edormatiorbsingmay have beeliscloséan
unauthorized muatfeeigrpower anagjent doreigrpower.

U! Criminal Investigations

U//FOUOatitiorthe statdisted abawd belogfgithe Criminal
investigative DividldhProgramplementation 8GitEadditional criminal

jurisdiction information.
[. U! Investigations afcraft privacyand related-violations

U! TheBl shadlvestigatglation of 49iU.S§CL631EBntering airoraft
airport argasiolatiari securitgquirementshapter 4&pecial aircra
jurisdiction otiinéed Stat€3litlé9, Unitéih 8 U.S.Gp38!

2. UViolent criaggsnst foremrelers g

U! TheAttorney Geneaaatl Directof thé=Bl shalissistate local authorities
in investigatidgprosecigioggrime\oblenceimiatiorired lanf any
State which thectim appeardsdwe beeselected becausarksbedaraveler
fromdoreignnation8 U.S.C.8 540A[b]!

9
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3. U!Felonious killidgste and locallaemforcement of &1$.S.C8 5404nd
4. Ullnvestigations ofkilias 8J.S.C.540BL

H. U!Authorityagn FBI»Special Agent
U! AnFBI SpeciAgent hake authority:

1. U! Investigai@atiordhe laws, includjngthiminalawes, dhe-United
States, 1 U.&#3%8.0.3&5338534d 535.C.&#30;85R. §

2. U!Collect evidanaaseswhich thgnited Stateemay bepartyin interest
. 8 C.F._R).85 [ads redele?medugh exerdfse authorlty contain&8

,C.F.R. §0.13%0 dlrec'personne ithe FBI
3. Ul Makarrests 8J.S.C&952 and 3062!. &#39;
4U!  Servanckcutearresivarrants agmizperty under warrmwéor
serveadministrative sigaplopoasasissued r pr ority; and
-§rrlg{(25|rvn investigateenands B.S.C. §§)52 3_1 U S.€.876t5 U.S.C.

5. LTTarry real&#39,9,0830 82!.

g 9
6. UAdminister oatitseisses attetetiti deposéha cowke
investigatfiasidson attemptsiedraud ted Stateisregulariies
miscondwthployeesgentsihe United StatésS.C§ 303!.

7. . USeize propatpjeiseizureunder tbemlnal aodil forfeltuim/vsthe
.United States e.d8 U.S.@8§ 984and 982!

8. UPerfootheotmssed by>law. _
2.5. UStatudraternal Guidance 7
U!-The AGGaDani$OG gedt fosthlefyhe purpocsiEgemabOJ and&#39;FBI

ui)de%ncteaT dtenldeddm nnay elied upm nreany ghts

e 5 e B p'rfgr'gg s
2.6. U[Departuﬁttm AGG Dom

A. U//FODéISarture frahEE® odan Operatloleggrture

ftoben AGG-Dom oeuspprdayethe.DirabioF
the FBjr b n Execuligsistant Dirdefdd! desi na ireclidi
Directortioé FBRs desigriaed&AD Natioealrity BranchEAD. Crlmlnal

b od an arturesr the  AG{brareh
T R g aranchgtaparregiom the ©

B. U//FOE@Iergency Exdepibeparturtémsm AGG-DoIrfradeparture
from tA&G-Domeressarypwithoutspplopabbedfaeisamediacy or
ravity tiseatthe safepeaiSonpropedy the natice: 1r|t¥ Dhector
e Dépbinectora aesignasdd, ahd stbeti ed t cial
?rantln oetimergency desasomn thereatt@cticbéeFBLSt -provide
Imely writhenicafeparturéem tA€G-Donthe.DO.| Crirbinaion or

10
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National Securiivision NSD!as appropriatand theCriminal Divisioror NSDmust
notify theAttomey Generahd théeputy Attorne@eneral. Notwithstanditiis
paragraph, allactivitiesin all circumstances musbe carriedout in a mannerconsistent with
the Constitutioand lawsf theUnited StatesAGG-Dom, PaittD.3.!

C- U//FOUREcordsDépartures fromABGE&-Dom: TOéce othe General

Counsel OGGgesponsiblefor malntalnlngecords call requestand approvaty
denials ofdepartures fromhe AGG-Dom.

2.7. U Departures fromtheDIOG

A. - U//FOUODeparture fromthe DIOGin Advanceof anOperation: Arequestor a
departure from amprovision othe DIOGmust besubmitted ttheappropriate
substantiveprogram Assiditactor ACdnd tehe GQor approvpfior texercising
departure frothe DIOGThe ADmay designatee"Deputy Assistdbirector DA D!, and
the GC maglesignate theeputy Gener@lounsel;for thdational-Security LaBranch
NSLB! ¢the Depudeneral Couimethmvestlgatlve Bxanch IL®I approve
departures. Notwithstandirig paragraphl activities-irall circumstancesast carried t
out imnanneconsistent whth Constitutaol laved théJnited States.

B. U//FOUEDhergency ExcéptiarD-pai&#8aiieG: If a"departure*is
necessary becaof¢heimmediacy agravity ofdhreat to.the safetgf personsr property
or tahenational secutity, approvingautharmiigy, atihis/herdiscreomhorize an
emergency departiin  DIOG.A®on gwacticable thereafter, thBpecial A&#89;gent
Charge SAQI&#39;FRitHPn  must provide, writingiiotice the appropriate
Albd GC describitige circumstanaad necesdity theleparture. Notwithstanding
this paragraph,activitigs allcircumstances nigstarriezlit inamanner consistent
with theConstitution arldws othe UnitedStates.

C. U//FOUMRecords-of Departuiresn the DIOGEhe OG@s responsifile
maintainingcordsailf requeatsd approwdtsdeniafsdepartuiiesn thelOG.

2.8. U!' Other FBActivities Ndtimited byAGG-Dom

U!&#39;The AGIpADOIEBI investigatiaetivitieggovided herein arab nolimit

other authort |t|esthfa FB$u ?1 dise FBlresponsibilitiesoteduct background
amatks inquiries conceappiicants antployees ufetiaral persoseelrita?39;
programs e.goackground investigationisg FBI smathtenance operation ohational
criminal recorsigsstems gmeparationmdtionalcrime statistes] theforensissistance
and administrationctions tfe FBLaboratory. AGG-D&aut I.Di4.!

U! FEImployees maidentally obitsfiormation relatngattevstside thie FBI?s
rimary investigategponsibility. Example, informatielating taolations state or
ocal lawr foreiglaw majge incidentatiptaineithe couise ahvestigating federal
crimes dhreats the nationsgcurity an collectinipreign intelligenthe AGG-Dom
does ndiiar.the acquisitbsucimformatiomhe course afuthorized investigative

activities, tie¢entionsaich mformataxnng dlssemmatsmpproprtatmeesponsmle
authorities ather jurisdictiodSGG-Dom, Pé#it

11 Q
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2.9. Ul Use ofClassi ed Investigative Technologies

U! Inappropriatese otlassi ed investigatitechnologies maigk thecompromise afuch
technologies. Hencein dnvestigation relating to activities in violation of federal criminal law,
that doesnot concema threat-tathe nationalsecurity doreignintelligence, the useof such

technologies musbe inconformity with the Proceduredor the Use of Classi ed Investigative
Technologie€riminal Cases. AGG-Dorart V.B.2! s

\2.10. U! ApplicaligkGG-RothDIOG &

U//FOUO! TG G-Dom abdOGapply all FBIdomestic investigatamioperations
conducted by FBI employees such asbut notlimited to, applicable sugrgorinel,
-intelligence analysipecial agentaskfoffieers, detailees, FRlontractors, and

con dential humasources&#39; CH$thatieFBI employeesare boundly theAGG-Dom

and DIOGn theDIOG, these ofFBl employe@amplies these oéll personngdscriptions,
if nototherwise prohibitég lawor policy. Fexample, if theDIOGdtades  FBI

employee igsesponsible f@particular investigative activitthe supervisdras theexibility

to assigthat responsibilitp anyperson bounoly theAGG-Dom an®IOG&#39; i.e.,_agent,
intelligence analytisk forcef cer!, if not otherwisprohibited byaw or policy.

-U//FOUO!.FBII*IQ:Division.|?olicylimplementatibn GL1iAi& ® ssestattivetion
DIOG. Additionally, FBII-IQ Division Policy ImplementationGuides mustaaitiply the
policy containeid theDIOG, unlesdpproval deviation fronthe DIOGisreviewed byhe
General Counsand approvday theFBI DeputyDirector. |

12
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3U!  Core Values, Roles, and Responsibilities

3.1. Ul The FBI s Core Values |

U! Thd-Bl s valuel® nogxhaust theany goalge wisko achievbut thegapsulate them
agell as cahe donedew words. THeBI €ore valuasust bailly understoqatacticed,

shared, vigorousyended, grdserved. Nadues are: ,
¢U!  Rigorous obediencéo the Constitution ofthe United States

O U! Respedbr thedignity ofatiose we protect

QJ!  Compassion .
U! Faimess I

U! Uncompromisingersonal integrignd institutionahtegrity

0 U!' Accountability bsiccepting responsibilior aations and decisiorend their
COI1S-ql.1618#39;IC6S r

°? UlLcadershimby ¢2<,. dmBlsrspnal apdyjfsssignal | -

U! Byobservintpese values, wachievenigh level oéxcellenceghgorming

FBI s-national securépd criminahvestigative functiomsell abke toist the American
people. Rigoralediencedonstitutionaimszipbss that individualiynd
Institutionally aaherencectanstitutional guaramse@erenportant threoutcome of
any singiaterview, seafehevidenocay, investigatidtespect ftire dignitgfakminds
us tavield lavenforcement powetis restraiffairness andmpassionensureviesiteat
everyone witie highestgard faonstitutional, cisithd humaights. Persomald
institutional integreinforce eaother arate owdd oulNation irexchange thesacred
trust andgetitority  conferredyson &#39;

U! Wewvho enfortiee lawnust naherely obéty Wenavenbligation tosetamoral
example ttieise whomgmatect follow. BecatseFBIl s sucaesscomplishisag
missiomslirectly relatetthe support acdoperationtbbse warotecthese  values
are theber thatholds togethéme vitalityof ourinstitution. -

U! Compliance I

U! AllF BI&#39;pehiisBRyBOMplyolvitall lawkss, and regulatiaysveming FBI
investigations, operapoograms aactivities, includibgse forth irthe AGG-Dom.
We canraotd dwoot countenasregard thoe lador theake ofexpedieanything
we do..THeBl expedts personnelascertdine lawand regulatidgatvem the
activitieswhich they engage acquirsuf cient knowledgethostawkss,  and.
regulationsitmlerstand teguirementsacdnfortimeir professiamal personal
conduct accordimglgr ciccumstancesxpéldiency jdssifggardiherlaw;
Further, thBI requinesemploytmgport proper authorit n suspected
failures &mherethe lamlegegulationsbthemselvesthers. Informdaon
reporting suclationsvsilable ftbenOffioéIntegragd CompliaDie!.

13
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FBI poliecyusimnsistenwith Constitutidegkl amelgulatory requirements.
Additionally, the FBI mustprovide sufficienttraining to affected personnebnd ensurethat
appropriate oversighmonitoring mechanismsre inplace. &#39;

-3.2. Ul Deputy Director Roles andResponsibilities ,

U//FOUOQ! Th®eputy Directdstheproponendit@G, and hévasioversight regarding
compliance witthe DIOGand subordinabmplementing procedudiectives and.divisional
speci ¢ policsimplementation guidéxs!. Thédeputy Directois alsaesponsible fahe
developmentlamdlelivariecessartyaining andthe-exedfigomonitoring and
auditing processéie Deputirector workthroughthe Corporateolicy Of ce CPO! to
ensure thate DIOGs updateds necessatppmply with changes thelaw, rulesor

regulations, bubt latethan ongearftben  effective datef thisDIOG, andvery three
years thereafter. T - Q

3.3. Ul Special Agent/Intelligence Analyst/Task Force Of cer/FBI
Contractor/Others Roleand:Responsibilities

U//FOUQ! Agamadysts, fiaisie of cef&O!, FRintractorsadiners boloydhe
AGG-Dom~1and>DIO G must:

A. U//FOU@hsure compliaitbethBlOG standdodsnitiatingpnducting, and
closingfan investigat&etivity; collectioactivity; orusean investigative methoal
provided inthe DIOG; I

B. U//FOUQDDbtain trainidge DIOG standardtevant tus/her positiand perform
activities consistentvith thosestandards;

C. U//FOUOIEnsure aihvestigative activigomplies witlthe Constitutioriederal law,
executive ordelresidential Directives5G_- Dom, otd¢tomey General Guidelines,
Treaties, Memoradmeement[Understan_thisgpolicdocument, aaaly other
applicable legald poliagquirementsaifagent, analyEO @ther individual is
unsuraihe legality of-angction, he/shaust consuWith his/hesupervisor an@hief
Division Counsel[CDC] or OGC!; ,

D., U//FOUOEnNsure thaivil libertiesand privacgre protectettiroughout thassessment or
investigative process; ~

E. U//FOUO!Conduct ningestigative activityolelydhe basisactivities that are

protected by fiest Amendmentso_letiie basisihe race, ethnicibgtionalorigin
oeligion of the subject; -

F. U//FOUCComply withe lawules, aegulations, aegort argon-compliance
doncern the propauthority, atated ithhe DIOGection 3.4n

G. U//FOUOQ!dentify victimsvho haveuffered diregthysical, emotionaly nancialharm
as resultdhe commission offederal crimes offer the FBI&#39;s assistirtioas dhese
crimes aiuovide victint®ntact infomiattorthe&#39;e&#39;sponSipledss; FBidvictim
keep themeupdlatedtatushe investig ation., Therédpl#3Biktydssisting
victims isontinuous lagg athere ian opeimvestigation. -

14 &#39;
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3.4. Bupervisor Roles andResponsibilities

U! SupervisoDe n_ed:_Supervisors inclbd&gre nolimited toField Of ceand

F BIH@ersonnel includBgpervisory Intelligehealyst SIASupervisory Special
Agent SSASupervisory SeResident AgeBERA!, Un@hief Ai§distant

Special AgaentChargASAC!, AssistaéBrction Chi&SC!, Secti@hief SC!,
Special AgantCharg&AC!, DepuBssistant DirecioAD!, Assistabdirector AD!,
Assistant DiredatelCharge ADI@hd Executiissistant DirectBAD!.

U! SupervisoResponsibilities:

1. U//[FOUOAnNnyone ia supervisagle thadpproves/reviews investigative
collection activityist determimbkether tistandards faitiating, approving,

conducting, aridsing anvestigative activityllection activiimvestigative
method, agprovided inthe DIOG, are satis ed. "

2. U//[FOUOBupervisors mushitor tahatire all investigatiaetivity, collection
activity arttie usef investigatimeethods compligh theConstitution, feddaal,
Executive Ordéngsidential Directi®dé3G-Dom, oth&ttorney Gene@lidelines,
Treaties, Memaoifahgieeemerddl rstandii&#39;1g,=»this policy .docu lent,-&#39
applicabléagdl policy requirements. t

3. U//FOUOSupervisabsiin  training otine DIOGtandards relevatiteir
position @dortiheisionstthosestandards. Supemisbadsasure that
all subordinateseived the requitegdininghe DIOG standaid

requirements relevétheir positions.

4. U//FOUOQ! All supervisorssthatire  civil libertiesnd priva@re protected
throughout thiavestigative process. . -

5. U//FOUQft encounterngyactice-thags novmply with-éae, rulesy, _
regulationssupervisor nepsitt tikampliancecottbemroper authopty
~-and, whennecegakeatption maintain compliance.

6. U//FOU@upervisors muistetaliatetakadverse actigainst persons
raise complimoceem&e€ non-retaliation polidy€PO poliagd
guidance librag!

U//FOUQ! SuperviBetggation: Throughe@OG@ny requirenemosed an
supervisor mqgﬂéorme(?dayl_esi%wm?ng, PrimanSecondaslief
Supervisagessed otherwisefieyeral statbteecutive Oréeesidential
Directive, AttoiBeyeral GuidelfiEspolicgr angther applicablgulation. All
delegations ineistiadewritingnd retairsgipropriately.

U//FOUOQO!sAipervisor melegate authma@ypervisondguabr to himsealf
herself, urdpssi ed othereuge tBAC mdglegate auttmtitaSAC!. This
delegation miustentifiye tadlelegatedid@htify lmap_erwso%/ aENEm
approval authoiitypan writinggnd ibe retaingopropriately. délsgation
authoritynst furtheéelegable. Exagprovidedh@receding paragnafBSay
SIA maynot delegatuthority.

U//IFOUO! Asypervisor caquest teatpervisatadhighetapprove a
particular actidityig as thieigher-level supersistire origirgbproval
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supervisor s chain-of-comn&84  approval irequired tpergreliminary
investigation,&#39FAiraheettat hissh&SAC oBAC approttee preliminary
investigation bee&lse waél ohDY!. Unldkelegations ofauttiactyrequire

written documentatimher suEervisagprovaI theaquired lige AGG-Doar
DIOG doesot requirarritten authorization.

U//FOUOQ! Fikreviews: Full-timepervisorspyrmary relistipervisors relief &#39;
sugerv_isors regaice aJJErovalet_ condinetestigativeréiews witteir
subordinatesgdmsgussed belowestigative lerreviemsst beonducted waidh
agents, Residggents, TF@salysts, detaileesl, FBl.contrac@ssappropriate.

Investigative feviews fprobationary agemessrecommeneeery 36ays buhust
be conductetkast every 60~days.

1, U//[FOUOAssessment.Justi cation/File Re&#39;viewmfSuperdigirsiay
justi cationireviewsy/fiesand2 assessmantsO0-dégy reviewsr types 4
and~6 assessnastiteguiredSectiof the DIOG.hese justi cation/reviews
must: ievaluate theogress mddevard thechievementloé authorizpdrpose
and objectivi} ensuractivities thatcurred in.thigor 30/90ays weagppropriate;

li! determiiieether ie@sonably likatyinfQ__rmatib o tantieat
relevant tbe authorizeljective, theretgrranting amtension fanother 30/90
&#39;days;: ivIwhtthairedequaidication Ibesn develdpeden and/or

continuesjtsstifygpredicatethvestigation; amddetermivehether tlassessment
should be terminatéd, |

aU//FOUQTypdand2 Assessm&ufservisory justi matienls must
be condu ac30 dayeriod. Follovimgyenaf th&0-day perithe,
agent, analyst, Td&pailee 6Bl contractand thesupervibave u |10
calendar mpletispectof theeview atalappropriattdgumen
thereview, aspeci edithis section othe DIOG. -

b. U//FOUQOType 3hand46Assessments: Supervisoryjusti catioeviews
must beonducted feach 9@ay perioBollowing thend.of ea®® day .
period, tregent, analyBEO, detailee FBtontractor athek supervisor-have
up tB0 day® completdl aspeats theeview and appropriatelgcument
the review speciidus sectiontioé DIOG..Investilegadinevis

probationary FBI~emplay@escommended-80etiaylsut musie
conducted &ast everg0 days.

2. U//[FOUBRXYedicated Investig&upesyvisory invesigativiewsust be
conductedfor @_@cd%frlod. Followihenaof eac®0 dayeriod, thgent,
analyst, Ti@tailee Bl contraciad treupervisorhave Gp&k38;to
completeall aspéctiseeview atwlappropriatElgument tegew, apeci ed
in thisectiontbe DIO@Gvestigative le;reviews-forproliaBiosemyloyees
are recommeeadey fays botust monductedéadt evé® days. -

3. U//[FOU@eneral _Pdticyusti cation/HReyviews;judsti cation/ le review
must-be:ipersoror. bglephone thmessa%@l., employe€elBY!; ii!
conductgativateand lithotedin thaitomate geport Adi8lestigative
Case Manag€asnRevewthe FD-Git Guardihosti cationdeiew
documentationmeustecutedluplicatgth theubordinate beemnmitted to
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ra&39;comndbaginals ,lstained&w&@9jpervisar eacklsubOrdinate s
administratif@deuntilthenextinspectioff.thesadgrdinate  hasapplicardases
assignedsd in compliancwith FBI deadlineandregulationghe in-person
conferencdbay waivedlf theconferenceswlagyed, supervisor wilinakesuitable
commentsonceminghesubordinate saseloagerformanceompliancevith FBI
deadlinesdegulatiomsidecorthettcdt nocwagerence heldTheesulisf
theyjiestication/ le musbeconsidera¢hen, preparinmidigesss
reviewgnnuappraisasndlevelopmentabrksheeesicephisprovisiondoewmt
applyto @S, agencyletalees@Bl Contractors.

E . U/FOUO Unaddrewsedfor Assessm esirl| Invelstigations

u//Fouoj  &#39; 39&#39; e Il
- Al At i
b2
b&#39;7E
V U92//[FOIJO]|
b2
b7E
U//Fouo!| | |&#39;
b2
b7E
__u//[Fouoi "&#39; -L
1
b2
b7E
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U//FOUOQ! Tik-7Provideanechanisno assiganAssessmeatnappropriate
Wvaddressed  File,if dppropriate. theFD 71, the Supervisomustselect_reasdor
assignirtgetter totheWdaddressed File,andchoodbe_approprigessi cation.
UporsubmittingpeFD-71anewUnaddress&tbrkivildd  beopened.

3.5. U!'ChieDivisiorCounsdRoleandResponsibilities

U//[FOU(Ieef [Miosrmel CDCmusalNiew assessmamgiredicated
imestigegions sensitivénvestigativenattersisdiscussed|OG  SectionlOasell
asview theuseof particulainvestigativemethodssdiscusseh Sections and&#8Bthe
DIOGTheprimarpurposefti®C s reviewstoensurthelegalityftheactions
proposedreviewinthiscontextncludeadeterminatitmatheinvestigatiaetivityis: i!
notlegallyobjectionablé.e.,thatit is notlsdely ontheexercis®f.FirstAmendment
rightorontheraceethnicityjationabigin religiorofthesubjecgiid  foundedporan
authorizegrposand/oadequatactugbredicaticandneetthestandarspeci ednthe
DIOGTEC shouldlsaiclude hisorherreviewandecommendatidgpropriate,
determinaitbdVisdofth@roposatior.gtheCD@altavedegalbjection
butmayrecommenénidbecaugialue oftheproposasoutweighdaytheintrusiomto
legitimateprivacyrintefestSDC5s determination thataninvestigasiveiiattivity
Iegall)objectlonabxzm!d vilamanted amissiostandpoirgbasednfeotsvn  atthe
timeof treview andr@&ftanmendation. thesdactsarenotveri ed or otherwise
aomtibborated theinvestigatiagtivitycommencAsaresulthe@ix  require
addition@DCeviewgprovideguidantesupervisgwithionnel regartmonitoring
thaesulsfthenvestigatadivitfoensutbatheauthorizpdrposand/dactual
predicatiormains tactftethefactsaredeveloped. &#39;

U//[FOUBdInvestigateaviti@svolviragensitiverestigativattatid C must_
alsmndependently.cthréaderesticulatetbeOG anghrovidbeapproving
authoritwitharecommendatasto whethemtheCDC sjudgmenieinvestigative
activitgieuld approvekttivitieuntbe legallgbjectionabigheCDGnayim
approvaghlesanduntit@®C s determinatisstountermandadheFBIGeneral
Counsetbradelegatedesignee.

U//FOURroughbd® G,anyequire niapbsedheC D @hay perfornisgd
anAssociativisiorCaADel egalAdvisorprdesignat&aiiiag All CDC
delegationsast madenwritingandetainedppropriately.

5.6. U!OfficeftheGenerdRmlasel andResponsibilities

U//FOUO!doordinatiwiththeDOMNSDtheOGGsresponsilideconductinegular
reviewsfallaspeatd-Blnationakcurigndoreigmtelligendetieities. primary
purposeftheOGC seviewstoensurthelegalitypftheactiongrbpesed.  reviews,
conductedFBIFieldOfficeandHeadquartetsitsproadlgxaminsuchactivitiefor
compliane@ththeAGG-Dorandbtheapplicable.requirem&agiewinthiscontext,
includesleterminatioatheinvestigatagivityd! notegallpbjectionable.thait
isnobasedolelyrnthem{erciseFirsAmendmeighterontheracegthnicity,,national
origiorreligiarithesubjeeiid foundeghoarauthorizaapose- dte
factugbredicatiaandneetthestandaspeci ednthe DIOGIheOGGshoul@dlsanclude
initsrevieandécommendatqpropriateterminatibinevisdooithgroposed
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action ehg OGR@Ay hadebactionbut mescommend losraak e dhee
of thproposabusweighethbyntrusiaio legitinpateacy interdsis! OGC s

determinatioaniastigatiaetivity ig:notegally objectioaableyarranted
fromamissiorstandpointbased onfadsowrahe time othe revieand recommendation

Often th&sws aret veri estherwiseorroboratedtivatihvestigattigity e
commencesaédsulthe OGRay requadditional O@iewmrovideguidance to
supervisory pemsghmebérdnonitotting resufshmvestigative atbetgure
that thauthorized pur or factyaedication remamtacafter théacts are
developed. ,&#39;

U//FOUQ!tRose investigativeies invogegsitivevestigative meqtaring
OGC. reviglve OG@iust independeatigsider factors articulatedhdlOG and
provide #pproving autvifiecommendaisomhetherthe OG{lidgment,
the investigataivity shoute approved. :

U//FOUOQ! Throdigh®@IO&hy requirementimpds@aneral Coumg{sbe
ing

delegatedpanfbrmeddagignateGC attomdiydelegatimnst beaoker
and retaineappropriately;

33.7. U! Corprohty GlfilesResponsibilities V
U//FOUQ! Subjdmuidanceéhaf Deptyector, €ieO h?ma_rsi hthef
e

imH)Ie ntatitbre @IO@ thprocess of-i Iem%&aga E)KB IB
SNOotw yrHaE) amemhﬂla ﬂ&lgt (ONi Additioa
work direstiyh thelGoghatire the policiegining andnitoringaaiequade

meet complianoeonitoring procedures.

3.8. U! ©ffice Integrity a@dmpliance RoldResponsibilities -

U//FOUQ! Q¢esponsibter reviewitige DIOGnNd workimgth eaétBl Division
and i@ O, ientify complisakees and endheeadequeolicystatements,
training amobnitoring. Wd@mpliance &skas adenti ed, tkHC workdth the
Divisions, Fifites, amlograms affbygtddesk amidvelops progoaeaew
the adequd@olisyatements, trainchgionitoaimgd) mitigéheseerns
appropriately.

3.9. U! Operational ProgMamager Ro#sl Responsibilities

U//FOUQ! FB tion Pidgraagersrevistv nodndsacti@egived from
FBI&#39;FighdiStidpkoceduresntainethm applic&idd-1Q substantive _
Division s p}ementatloﬁ gidesponsitmlitdes notifyingthe.appropriate
DOJ entity-BiéIde and FBIliH@estigative actinthiiadimde period\
specifieltiie " AGG-Dom, wheaquired.

U//FOUQ! namﬁgwm omsidlentayin ,J:)r_ioritizing,
and analypotgntlal compliskEevit progreggarding implemérftdteon
DIOG, andeveloping mitigaptans whenearranted.

(GESoIVS pofeRmpace canaaRTTBogsIble Comphataers, Program

Managers shonkiderftil®wing indicatqresSibtampliance issues:

198#39; .
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A. U//[FOBDitarivitje s handikffierefrdyBquad-to/Saitad-Unit/

FieldOf ce-to-FieldOf ce;
B. U//FOUMusuailyhedciocomtact Headqua[Dwssmburbasm

S’ informaticdrow toconducnactivity;
C. U//[FOU@pparecdvnfusiaiew toconduat:ertalactlwty,
D. U//FOUOConflictingolicy;

E. U/FOWNDN-existent/inaccurase(yeteaigyg;
F. U//FOUGbnitorimgthanisntnoexisifo notegheightrgagymation

le reviews/prograranagemerathd
G. U//FOUQhadequaaediforcompliance. &#3% W
U//FOUQeratiGinabradanageragotetaliaitakadveseioneagainst

persongvhoraisecomplianceoncems.
3.10. U!Divisio@omplian&tilees  andResponsibilities

U//FOUERINIQ Divisieamé&iel®f cenustaveDivisi@@omplia@ticer

DCO'-who -WI Ig tentialenon-conay
implementaift@OG ande thertothepropauthorm teC. Thd®

musalwayseawarhatfecus G complianceprogstineidenti catlczmdesolutlon
ofacompliapcebleamdhgrocessisigd mrnitiveretaliatory.

3.11. U!FI3I7Headquaigsweisal

1B//FOU@DIO@rovisidoasospeci cg dBProhlthl} proval
authorfnyrconduct talnvestlgaav:davmeﬂn Sli am/ethodse ow Field
Of ca&oroa& horiggsiateékeollowikdd IH rso nexedipprovoficials
whel H@tlataMhducts]osasmvestlgeaMe/ltyutlIlzmnvestlgatlve

method:

F Of | | FBIH@nal
0 IO caalaSpechgeril Folgpaly s

¢ BikDUOQ! Of c&upervisotslligeABiysts =FEBII 1Q_SIA;
0 (l)J(/;/gQU((I!hi_eDivisio@ounséIDCﬂ.:~FBlI-(OJ ceoftheGener@lounsel

*

~ U//FOUGleld3eA = FBII-IQnitCdEer, and
5 U//FOBMEdgensaieirge=FBI}- $actiohie3C!.
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U! Priva@nd Civiliberties, aheast Intrusiwéethods

4.1.,  Civil Libertiesd Privacy
U! Overview

U!&#39;BaspeBkilite protectimg Ameripahlic, rtly froonme and
terronsmalsmfromlncumomlseonstltutlonal -rights. AalteAdB@Gly
Dom investigativisast carried withfull adheténb@onstitution,

federal land tipeinciple<wil libedyd privacy.

U! THeBI hdsng-establistoedmitmeptatectingdive libertafsAmericans
astnvestigdatesattdional seandtpubladety.discussed below,

plianceheitfB{smprehensivein ast Bccm‘s.ove%D tand
SeLP regulation | s commi 2
achiev lon ret‘ﬁixr ve tihest hc

and bechas&ast con dsrcbigni cant| shedum‘du ees
limitsanir poweecial cariaaerm;iﬂ%mémplgyemrm W

limitations.
U! Purpose Investigativactivity &#38#39;

U! Ored themost important-safegha@&-Dom- onéstimiéendednsure
that FBmpIo ees rels en:tnstltutrcg‘rals Americans istiireshold

reauwem h‘&ESI baductehf uth se, theder
arize Enmﬁmaﬂﬁorlze , cominal,
foreign intelligendection purpose

U! Singi Igt;d ) tr;ﬁur osrmlssuffldnemevesnsmre CO lthribes
|

safegua thathor oqb r |trar or
contrive oun e&zfrdgcumenmg’ matlo% soughtand
the mvestl gattleod tsedtabefocusedoope, and matmnalchleve

the un e. Furthrhmg stitutional ts on

Whatqgm?"%m ay nat %i ntlo %ﬁ
rotectd éZons rp&rtanauﬁr@rlzed pogyabet
ased salalyaeghnicity, nat ah oeligion

U! lis importaninderdtamdtraithorized p eemenhaael
constitutional lireitEoms andtoerexanmolejdualsarps who
communicataactht hﬂnwmembeﬁ‘rs;eop |arligrm Exmrsuu;oo‘:lal

.or pollnaallses sucpEssIng ment actions,

romaotin inus belief memmist
it 'Ver%w%oluc?é” o
fo?onétfwthorlzed plw; 5a ovmaab$r$ebe
ethnicity, natigmaligioqf thearticipants FBI em
| vesﬂg&éeattasees su mmrollml inaihéeGG-D 1O

IS SItudi®myves ased $n1 nstl utlonall -
protectec cmaduegthnicity, natl wor F mvestlgatlve
activiigeuld authorizetimsitUatismpor antntltm)nduc ahanner
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thadogsomateria ere thebilityfthendivid ou agethe
exerc@eonstitutionally- |crrgtElex~:§'ﬂ W FEngag

OVversight andSelf-Regulation

UProvisionbXGG-Daaiiat, andkrsightrondOcbmponemes
desi rt@dnsutbetlvmesnfthé:Bbréawfuapproprlaméthlcalsell as .
otectirtgwil libertigsd/acy ofindividuattheJnited|Stad€3]

effectl
anthewErBhs eclmisicD]GnOG@Jongilery FBeEmployswré#39;
respon5|b|I|tyé<n|sur|rngatheFBl‘(IrﬁeeII$Je% y P

Utherimimayestiganermaersight. eCtBlleasaditiongdiyne
frorproseCLandastrlc uri3eanyse natlorECurltwestl%anmmet

i s e
f eign

noti c nce nvestigatiainv
intelligeramd|ecti@allinvesti atMmUmteﬁ rsonrelatlctnathream
th@aliosatu % atiosa unm eStI ensmneestlgétlve
mattengarann ortlheFBtotheDO&I loncer | doreign

nteIIJ encecollection roEgﬁ 5%&1%' X :»l,.m .,..

re e
I\? tﬁ‘)’m?orﬂwo%m@\ gatiosa ec[ghgnmte igence
activit enegiathofad As&st&ttbrr@ n tlorft‘zdcunty
totobtamré Btoncentmegpetivitidss G-Dimnp.4

UThBONSDQversi ettla)mtﬁBIs Gé)reresporﬁed:rbeductlng
reguleaviewkllaspectb@hatiorsacuri ﬁbrelgntelllgeacevmes

Theseyvieves ud%llFlel fflcemﬁF | Siobspa amlsmac
activit om’?) -Dan (I:mgllereqa?re ents.

UlFurthexamp&feverS|g‘nEChanmniudbenvolvemefhiotHFBand
prosecut isonnmheewewfundercouperatlon\so Virggnsitive
C|rcums exquire emsestl anupd/ SI'IIWBES'{I atlve

mattem)dlotlmabvers@mwg nterprlaees |gat| cn vovea
broa&kammaljmu Bn |ca B«:hmlrmh natiseurityeaihese
uire oced aw isrespecteddBl s

ac VI t asn malntam setivitidssG-DOatmy.4.C!
Ulraddlttothabove meoue ti@@ﬂaml Iakréﬁlsubject

Oﬁﬁé’r@u\éﬂ) (’? rl%t&trlr%?npreeﬁ )?g&er%iuohlmg

following:

1UI Thﬁa?u%f;;l #3?Teaé%fn?§‘%t %E@rocggg Z%WRG
glllga? iome ﬁg m Sgtrfwggjm%?ﬁsmtbl;purpwl?ectmg

ewdence of cri
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2. UThe Whistlelitostectionohdt®39nd 1988eseprotect

whistleblowers fromretaliation.

3. UThe Freenfdmformaticindf966: Tde provilesoublith access
t6BI documents not-op\apedi c statuirapmption.

4. UlThe Privacy d1 974he purpothBrivadt to balarthe
-govemmen%mtam w?forpn?ﬁfs@mn Uniftdtes citizegsl

permanent res (%ﬁstv\ﬂue rlghIBtho ividual®egprotectedagainst
unwarrante @wemment& s collection,

malntenanceilsasumnatldnata formaTbB bids the FBI
and otfeeteral agérrhmesco em:ﬂm ationabo Wwlualsgex_ercise

their Fsbendment lulgn ctioexipressly authgrzatbie
by thedividualisopertin andlthln teopeabithorizddw

enforcement atti$igs 52a[eé£;§kce tcfoHectlomoélfg
intelligence, achuitigsize trariaedenforcement

activi eaccirvltleS/\fbldlhsereotherW|se Statutiooyit oses of
gm? Prlvm;t Foremgtelligence- colleomxbraﬂslthorlze daf@rcement

U! Congress |o&#@qnmicﬁ)hmgrm$nmlttees afthe- Unmed sta:es

Congresstimari Judi Inte]l tteesc
R oiner cmesle G s hoaine B%G?or
Senate andl ?ftﬂtwaﬂm tly infor ence

pese
act|v1 les igascantly, ingndaeaaitd )
OVI h%&)ﬁﬂl‘ﬁ P AHTAUI $HIH e:ondsa?we%?ga lons
accordlngﬂme Iavandt €onstitution. A

U'ThEBEBCOBu!%te m%& §F WI cant
arrg 98 [ém rgce ,Advisory

D
3

N J

PIAB!,~also ooaotu HeoFBmong th;er responghe|i@
reviews violafid t@onstl%on g53:d @AD orPresidential DeC|S|on

er'inte @@anelesswmls rehereon to

Directive&#
the PreS|dentaIme| Attomegene

mlertles IILIJt;1
Imr&%0 r&p_ ||| al and
3d mor 2

&#39AlL" ivall FBrIanoyeemlmlagmn ortiviottie G

F e AT e THNIoy SRRt A Ioy ees
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t0. mairgaimency tdellnes chdagssmédulations, andjudicial
A decisioneelatetbonstitutio hts aniiberties.

U! TheGG-Dom IEtt(dG dotth tl%andardsrgggirementswhhwran
bli

“investigative acdyibgtiated areddesi viERl emploweks
framew%rkrtimhtam e betwee%mn iCS nﬁnob‘t?fgycétlaw

enforcemelrmroteo itmeational seandtheotectadivil liberties and
Prlvac erpgow pﬁsmcal rveprotect bb&lrtles‘mwicy are
he foIIownmgt"Frohl ition a investigatiedsoleliexercise
t'ﬁramastlt tonal& otected activitygequirement
that FBmployeesheskeastrusive m nable thmlerrcumstamces

achieve thegstigativeayuliile; prohibition agagegingtimmic and
racial pro liR rtherlthne contextol ectmlg[ foraigiiigence rther
requireédperatepenly amhsensuallyumited Stamsonsitent

practicable.
4.2, UlProtectioRicgt AmendRighits

U' Aundamental pfitiggiteney Ge emmdéﬁbmveéggmrd)ns

erationsh&rfcast %umm”Iemu& &s btet invest may
tbe b*asedrstteedyCiseights giuarantedRlgtmendmertiednited

Stat Consﬂ"tlu a:1 tele resentidai®@GG-Dom. fhare
coro r|n d@%g E dﬂv\%ﬂeohlbltst
retentl gno erC|ses t Amen ment
unless orce entpurpose. -

U! Thd=irst Amendmstates:

U! Con%mtaike no lavespectin stabllshmeeltglbn or
*prohlbltln e exxercise thereabrid 8 reeﬁ%)
e:ssarne ri thmoplem)aceabyas lpietltlon

the overftm reggrievances.
r#lJa'tc'laélag a{‘&fé’gf‘j‘o'émé?nﬁﬁ'&?"é’f?é‘%ess mn]ean vaw
bt 1% e Dt
|

abridgin bau.ﬂtderst@mxdld ealshemns minj

necess r rcement s rtotallmdermlnesttwusé:

A}llle (rlne tmcorh Iitutiona Nl ?
Indiviaoaasentisse gy uba orlze quem a Ien

U' Thésntu stiyata:h |n|shmﬂhrntendmenghtwlsconstltutlonal The

tp{ r’rkﬁ exe tabSolulie fa
cr& ISt|C |nter vernme 'aﬂ?f vmlates
Flrst me neéxample,ta econld at aet ere

OSSIbI|I ent ramd) erumaoron- ence would
|m|n|s ea,ntl stor b vtzmuld
araieA:) a..n ab ann émts
Ame me u Je UATE SLC an
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olajﬁzctlv at;tl inis rs m bilit d@llveret
em!akothergexamplpra geartain
arader dImInISﬂﬂl practisahse, de ssag eThe&#39 Cadtibas

clear hOV\tba(Elf itimate reaspn beemmen e
reasonable limi ms time, pl%ﬁnartnet%/exgerm&mth rtl%%

as thability taleliver thmessage remains. a

U! Whillee languafgéBhrsiendmenprohibits actiomibiald abridhgpe&#39;
enumerated tighis)plementdttbgirohibitiotia AGG-Deracts tBepreme
-ourt s oplmmniwnstltutlond @ihforcexoton tmaty implaetexercise
of Flr,émendmentmgma dve, A G-Dom priokstegative dotivity
the sqnlerposmohltorlngh abemrAmendmentTgbtsnpﬁme

dlstlnctlon lamé;bthetua eihidrsiendmenanguade/os
fold: |’tthedr g its evemtoringg >¢e|a:| 2

TeX
Amendment mﬁtoftabrld riCpg stlwleg ctl it
the reg uwerh% orized aﬁeest ative cll}/o
protectlontlme exerouﬁei)onsﬂtuﬂonaﬂl;tecte rights

U! TW&G G -Dom classsegatlve aktat/ltyvob/esllgl qualitical

Organizatian.iondivi ine arﬂzatle th¢, 11eWS
e%a aaaensitivevest atve eS| ad: mzw%uatwﬂ of

conductrl;hm!tlonally itvel e&eaﬁsﬂAmendment righ r(eu;es who
associatediicareligious-purpotes padiie requirefoeniserang
ursuingemsitive mvesmmltereseeformSectlﬁmiﬂus poldgcument It

P

shoulat rho r|s ?E?}&/ W

Amendmenisri |ca|a g%te e ment\%lvny

fall witthe de nitfoaensitive |nve BfeiveT hate eentldF a
mp(xJoyeesr zenvesti \xet rrm%ve anpact the exera rh
ndament eclia

raexil t | ifi tlnvestg \? sﬂ@t
enforce on curi UEp[ER ot &ensitive In exeas
definedthe AGG-Dom anthe Ig

U! Finati titeat UnBéaites peasohsrganizatigyssed of
Unite Sg?ate ng aﬂn % W{EE S B F1ts sﬁv&m 'ey
engageriminal acnmgnduﬂhat threatatlenal seétort xanaapi

organization -sofSpeg f domestiporism am%pude gdimate
political gaadsneago en fueanathieve 'phesumlmése

goals throoghtjtutionally- rotectﬁ:ﬂbosdlawwe%goals through

IQW?U? rgatlvalnag%%nﬁtﬁ%ﬁt fringemernt

theyggﬁl tIOﬁ &alnt a%i?xg'g\pebs I%gt%nlab isisually in

Presb terlan ChuchtaIé.ﬂwlBaZTJDS% Cilr989'a||tnr|m|traila
defendant-magitbezlooth oo rémedigsart afclaithat hos hdtirst

Amendmentweyietyiol ressiemidénce gather@tegédst

Amen mentv pica alymddr t sona enessoo&ttmse
Fourt g%l %cpctme SI$)0 ageous government

conductvmlatlontbé D BElittrendment.
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U"I'hescop[ﬁeacbfthepﬁlmary Amendmegitdhdir impaotFBI

investigaoteyigyebstowsed The F%shendmeerﬁ&abhshm:iause the
qalbstton thgovernrestatblishspnsaspgcireligion Hite

app

icatidntheFBlandthereforésnotdiscussditre.
U!Bpeech

UThexercistispeechincludeamorthasimplspeakio controver5|al
topicttevn squalesakiles activiti@sarryiptacaidaparadendigg39;
lett eteanewspaeéltop,ostlrayvelsxlte)rthelntem anrageeshmlltha
polltlaadessergja ingampsrck esttival Pre&derﬁneearand
publishbapksarheles. camrrtdmead&#?:&)(&mpmxmveym blic
messagmndeahroughorderdmds enforcemantivitthatiminishas

rs ommun Iﬂv% terfevghi®hefreedom
8 peec a dshagio llj)e.ll%‘gft @Ig]aK)forthqmurpose
UThdindoetweeanstitutionaibfectepeean@dvocaulyiolenogof
condutitamayeadoviolenaaotheunlawfalctivitynusbeunderstodl. -

BrandenifDingp 39%). 31441 96 BheSupre@euestablishedapéedn
determiriest edrpeeed"nnstltutlcma ctbgiovern t
-prohibivocacy:of-eiwrokenceexedpauch-advocacy= ilisiniandedeto
imminelawlesctiorgndii! is likelyodosoThereforyeheatathetorior
offenspw@vocati@icouldnceiv aviolengspomgbdigure

usuall rot deexam@moliticallyagt vocaigwvebite
taki joagainstrsasntitigdewasnenenwhehereafter
suffer o e m erso Ur ndtheBrandenbMog aesthe
mlss c ca menctb ovideonstitutipratection.
cemalyi neffedloc essage

punls eds SpOﬂSOfS

thégved%Im Peiacztﬁlj%gmrﬂr?hlblmag olllzctmggeﬂn%ogng‘e

rotefsedemhdo sid tm ent osae: VI'[ 10 elavalld

a\en sa u an edoesunduly
Infring@othabilityble sp e |vdme|heﬁﬁessa d@earauthorized
purposdamuskbeonehatsauthorlzedﬁbwAGG -Domi. BberaRBl
assessml:eEtj|catedest|gatcomthe&uthorlzfedctlmmcbs)rowd|ng
a§5|r'sotaum sessm nggamduﬂ t%nrﬁjamdelgattm |

Vv imettdeO g

w cﬂmenearatlo latlo gaahuthori the
rote hatreaso mahnowleﬁgﬁ&ms a
nderstah enformanshel lectetk#3

URetu t e-exaip catls tiarouloe

d|rect m |rcumsh Itlr et i
e ec ec ecte
Bﬁlﬁﬁs are c? ABSUSPEo i
terrorle amzatma elatlueas tmsmotlvatl rmfactloan
messagbsollowerg8employsies cneombllectiﬁlgst
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Amendnaodectied ifitisrelevaohrauthori2€eG-Doporposelagg
astdey sanamannbadoksiiot thelelivedhe messathe abilitgtthe
audientzheait,andolong&#dthsd ofcollectiaathdeasntrusivmeans
feaS|bIeo gathethereIevantnformatlon

Heeourskawiuvesti tthEBrIndgwfuIly

oIIe tal dansi oneun‘t nstltutl PO CH
eo eCt% %% 0 getlvc ﬁﬁ?elc%?lectlon

doemactu b|I| livani®hemessamel,
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urtgenstitutional. sipptesd to aflvestigative andcollectioractivity,including
collectingndetainingnformatiompeningasesiisseminatimgormatiomndndicting
andorosecutinigfendantsispaiticularlyapplicalbbeheretentioandbsemination
personaitientifyingformatiabowtnndividual airthellustratedtheexamples

enumerated below.

U!Theconstitutionadohibitioagainstvidiousliscriminatidrasednracegthnicity,
nationatwfgin religionisrelevantboth the~nationakcurityandcriminalinvestigative
pbgrams theFBl.Nationakecurityinvestigationsftenhaveethnicaspectanernbersof
aforeignterrorisbrganizatiorbay primarilyor exclusivelyromaparticulaicountryor
aka therld. Similarlyethniheritagesfrequentihecommothreadunninghrough
violentgangsr othercriminalorganizationsshould be-notethatthisis neithera newnor
isolatptienome BtMmimommonaityorgyiminahderrorigtoupsafpeen
relativebonstaandvidespread.acnassgthniciti@sroughateostory tRél.

UlPolicirinciples &#39;

Ub ensure_thassessmeandinvestigativactivitiesandstrategiesonsideracial,
ethnid,la&#39_;tionamd'ﬂ'g('ji;ioumctorprop_erlgit_d-eff_e ctively&a30 urthe
AmericgrublithatR8! doesotngageinvidioudiscriminatitmgollowing
policy principlesareestablished. ~ 0 &#309;

[.  U! Theprohibitiomgainsinvestigativectivity sdely onraceor ethnicityis not
avoidetyconsideringn ceitibination otheprohibitethctord-orexample,
pErson acertaimaceengaging lawfubublicspeecabouhisreligious
convictiongs notapropemafbject investigativactivity tssely onanyafe
thesdactors or bytheafmbination all three Beforecollectingandusingthis
infomiationawell-foundeéndauthorizedhvestigativ@urposenustexistasto

&#ieh anyoralf theseotherwisgrohibitedictors relevant;

2U!  Whenracerethniciigarelevafdctotoconsidérshouldm the
dominanor primarytfactoiAdherencéo thisstalhdard rwily  ensurehatit is
never the solefadflor it also predlgle andunsoundrelianceon raceor
. ethniciipinvestigativeanalystsecttherecognititmtherarehousands
and, in somecasesyoillions  law abiding peoplein American safciety the samerace
or ethnicity asttuse arethe safbjects  FBI investigativeactivity, andit guards

againshercdk sweepirgpmefthemntotheradt suspicionithouaisound
investigativebasis.

3U!'  The FBWillnot collector usebehavioor characteristics-commntomarticular
racial.orethniccommunity asinvestigativefactorsunlessthey bearclearand speci ¢
relevanceto a matterunderassessmentr investigation.This policy is intendedto
preventthe potentialthat collecting ethnic characteristicsor etavior inadvertently
leadoindividuatlenti catiobasedolelymuch matlers,-as astoavoidhe

7 appearanckattR®! isengagedh ethnicorracialpro ling.
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U! Guidance on the Used®ace and Ethnic Identity in Assessments andPredicated
Investigations

U! Consideritige reali@fommon ethnicity saceamong masmminal arterrorist
groups, somejuestion howthe prohibition against racialor ethnicpro ling is to be
effectively applied andhot violated- inFBI assessmeraisd predicatadvestigations.
The questianses generailyo contexts: with respetct anindividualoggroupof
individuals; and ii! with respect toethnic&#39;or @orahunities asavhole.

II. U!lndividual Race or Ethnicity as dactor

U! TheDOJ Guidangeermits theonsideratiogthnic and raciaidentity information
based ospeci ¢ reporting suchas froman eyewitnesAs ayeneralrule, racer-
ethnicity aan identifyindgeatureof asuspectegerpetrator, subjeand insome cases,
victim, isrelevant ift isbasedialiable evidenceior information notonjecture or
stereotyped assumptidaddition, the DOJGuidance permiensideratioafice or
ethnicity irother investigativa collectiorscenariogit iselevant. These examples
-illustrate: . _

a. -U!The racer, ethnicitgf suspectetiembers, associatesstpportersdn

ethnic-based gangr criminal enterprise maybe collectedand retainedwhen
gathering informatiabout oinvestigating therganization.

b. U! Ethnicitymay beonsiderediavaluating whethegsubjectis or is not a
possibleassociateanfiminal or terrorisgroup thaits knowrtbe comprisedf
memberdghe same ethnigrouping- as lonas itis notthe dominarfactorfor
focusingmparticular person. lisxiomatic that therare mangnembersihe
same ethgoup wharemembers dhe group; arftrat reason, theneist
be othenformation beyoade ogthnicity thianks thendividuathe terrorist_
ariminal group otthe attenbers dhe group. Otherwiseacialathnic
identity wouldbe thesole criteriomndtlsat impermissible. U

2. - Ul Community Racer Ethnicity asdactor

a. U! Collecting armhalyzingdemographics. Dk} guidanaed FBbolic
permit tfd| t(indenti%g/ locatiohsoncentratthiccommunitidésariield
Of ce s domainifhese locations wilfeasonably attie analysigiotential threats
and vulnerabilitieand, overalfssist domawareness ftie purposef &#39;
performing intelligenemalysis, Iffor examplantelligence reportingveals that
memberafertain terrorist organizatiofige andperate primarilyithin aicertain
concentrated communifye same ethnicityhe locatiomhat community is
clearly valuable angroperly collectible dataSimilarly, the-locatiomdthnic- &#39;

»oriented businesses;@her facilitiesay beollectettheir locations will
reasonably contribusgawareness-of threatgainerabilities, antelligence
collection opportunitieslso, membergome communities mdye potential
victimsafivil rights crimasd, fahis reasodgoatiomity may aid
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enforcement ofcivil rights laws. Information about suchcommunities shouldnot be
collected, howeuatess tlemmunities atd ciently concentraded
establishedasot@rovide seasonable potefarahtelligencellectiothat
would supgdeBi missiprograms eadpere identitedrorist subjécis

certain countriesralgcate  to blendin andavoid detection!.

U| ethnic/racial demographics] I

b2
b7E

U! Generalethnic/racial behaviorThe authoritto collectethnic community
location informatiasioes nogxtend tthe collectiorof culturahnd behavioral
information abaatethnmommunity thagars norratiorddtionship aovalid
investigative analyticatieesty ethnic communiighe Nation thahas been
associated watiminalorational security thrdets a.dominamdjority>» lafv-
abiding citizensesident alienand visitorsvho mayshare commaathnic behavior
but whbave nconnectiond¢amederrorism as eithesubjects eictims!. For
this reasorbroad- bruskollectionof raciabr e_thnic»characteristit®haviois
not helpftb achievany authorizZ€BI purposad magreate thagppearance of
improper raciar ethnigro ling.

U! Speci cand relevanethnic behaviorOn theotherrhand, knowirige
behavioral arlide stylecharacteristics khown individualswhare criminalsr
whomose threat toational secuntyy logicalgid irthe detectiamd
prevention aiime antireats the nationsécuritylhithin - communityiand
beyondbmihesadral characteristics reasondi#jieved tie associatedth
a particulagriminal otterrorist elemewf anethnic communityot withthe
community aavhole! may becollected ancttained. Faexample, ift is known
through intelligen@alysis ootherwise thamndividuals associateith athnic-
based terrowstcrimingrougtbeduct  nances bgertain methottayelina
certain manneork ircertain jobs;, comomaertainpart otheirhome
country thathasestablished linksto terrorism,those  relevant factorsto consider
when investigatipgpup or assessiwgetherit maavepresenceithin a~
community.i#t recogniztitht thet betweerspeci ¢ behaviodaracteristics
and derroristror criininalrgroupimlikely togeerfect that  is, therewill be
membersthiegubiop  dwt exhibit thieehavioral criteamweks persons
who exhibittHeehaviors whte nahembersthie groupleverthelesspmler
to maximiZeBl missiaelevance adminimizine appearanteaciabr
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ethnic pro ling, the criteriaused toidentify membersof the group within the larger
ethnic commundyvhickhey belongust bas focuseehd asarrovas
intelligence reporéind otheircumstances petmiitelligenaeporting is

insuf cientlyes@ct that itiseasonableto believehat thecriteria willincludean
unreasonable nuwibhgeopho araot involvethen itvouldtbe inappropriate
to usehe behaviorstandinggalorae HWasis FBI activity.

U! Exploitie¢hnic behavidrelatathtegoryinformation ttetbe collected
ibehavioral and culturalinformation aboutethnic orracial communitiesthat is
reasonably likielypeexploited lyiminal derrorisyubiops  hdinin - those
communities iorder teengage illicit activitiesundetected. Faxample, thexistence
pf aultural toddition collecting fundsembers  within thedorfomohity
charitabléauses theirihomeland atcertaitime ofthe yearand howitsat
accomplished! woulé relevariintelligence reporting revealg¢dat, unknowto
many donorthe charitableauses wefeonts forterrorist organizations thaterrorist
supporters witthia communititended &xploit thenwitting dondics theiown
purposes.

4.4- <uv_1.] .n.HISY9;MethQd .

. Ul Overview

U! ThAGG-Dom reqtivaisthdeast intrusme'ans methdamnsidered
and- if operati d effective usedltain intelligenegidentéeu
ofanoreintrusive methatisprinciple @sected in Executiv@rder 12333
which govertie activitiedthimited States intelligetammmunity. Tdoancept of
least intrusiveethod applteshesollection afl intelligena@nd evidené&egarding
the collectioh foreigmtelligence thaot collected fmartiof tHeBI s traditional
national secortyriminalissions, the-AGGumdes tbaen aondert
collection activityishesed with UniteB8tates persdifeasible.

U! Byemphasizing tlse othe leasntrusiveteans obtain intelligerssgiidence,
FBI employezamn effectivadyecute thduties whikaitigating potentiabative
impacts othe privacynd civilliberties ofll peopleencompassed withire
investigation, includargets, witness@slvictims. Thpsinciple isot intendéal

discourage FBhployees fregeking relevantl necessamglligence, information,

or evidencéut ratheis intendetb encestiggéors to choostheleast intrusive-
but stille&#39;ffective mea&h8@uaifableptions,to obtathetmaterial.

U! Thigrinciple smbodied statutes aB®J policiemavarietyof topicscluding
electronic surveillatmeeusef trackindevices, tkemporary detentbsuspects,
and forfeitureadditiahe conceplieasgitrusive methotbefound case law
as dactor tbe consideiedbsesasanableness of annvestigative metihod

.the face ad Firstmendmentdure procedslation clairBee Claxk Librarpf

Congress, FQd 8®4 D.CCir 1984!Alliance t&nd RepresswiCityof Chicagg,
627 giSupp. 1044,055 N.D111. 19856iting Elrods. Bi@ns, U.S. 347362-3
976!.
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U! GeneralApproachtheast Intrusive Nlethoebt

Bpplying the concemlf ledstisive  methodo danvestigative orintelligence
collectiorscenaridboth a lpgocass andanexercisenjudgmentlt is logicalithe
sens¢hattheFBl employeenustrst determingherelativeintrusiveness the method
thatuld  provide information:

1. U!Relevantotheassessmeatpredicatedhvestigation;
2. U! Withinthetimeframerbguired theassessmeatpredicateihvestigation;

3. U! Consistenwith operationadecurityandtheprotectiorof sensitivesourcegand
rnethods; and

4. U!lnamannethatprovideson dencen.theaccuracyf theinformation.

U!.Determinitigeleasintrusivenethodlsaequiresoungldgmentecauseisclear
thathefactorgliscussathovare~noted point®nacheexlist;  requireareful
consideratiomaseanathoroughunderstandingf investigativebjectivesand
circumstances.

U! Determining Intrusivcness

U!ln determiningtrusivenefisgprimaryactoshouldbéhedegreefprocedural
protectiahatestablishéavandtheAGG-DorprovidéortheuseofthemethodJsing
thisfactorsearctvarrantsyiretapgndundercoveperatioraeveryintrusivi&#39;By
contrasipvestigativeethodsithlimitedoroceduretquiremenssichasabfecks
govemmeandcommercidatdbaseandcommunicatiaithestablishedurcesye
lessintrusive.

U!Thefollowingyuidandsdesigned assisEBlpersonneljudging-.tinelative-
intrusivenesf different methods:

LU Nature theugbtmation Investigatiabjectives-genemdiltyat¢he
tgpe informatioequiredndvamom, it shoulthecollected hissubparsnot
intendetaddregbesituatiowher¢hetgpe informationeedeandtslocation
are-cleanthatconsideratiofalteutdtives  bepointles$Vherheoption
existdhowevetg seeknformatiofmfomanyof avarietyfplacest islessntrusive
toseeknformatidnomlessensitivendesprotectgulacesSimilarlypbtaining
informatictmaisprotecteoly-*statutorgelgme  nanciarecords!&#89;or
evidentiaq?d\glege attomey/clientcommunicatismsirantrusivéhan
obtainingnformatiaiatisnotsoprotecteth additionf thereexistareasonable
"expectatiomprivacyundetheFourtiAmendmente. privateommunications!s-
obtaininthatinformatiolsmorentrusivéharobtainingnformatiotnatis
knowinglhgxposed publioviewagowhichtherésnoreasonaldepectatiaf
privacy. _ A 1

2U!  @dope theinformatiorsoughtCollectingformatioregardingaisolated
event sucasacertaiphoneumbercallesaspeci caterasinglenancial
transaction ikssntrusiverinvasive anindividualg#dgcgharcollecting

completeommunicatiarsnancial'pro le."Similarlyacompleteredihistorys
amoreantrusiveiewintoanindividual &f#¢8%asa fewisolatedreditharge

someasescompleteanciabndredipro leisexaatly  theinvestigation
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requires &tample, investigafitersoristancingnoneylaundering!sd,
FBI employeeshould nohesitate tase appropriategal procegs obtairsuch
informationtliepredicate requirenartsatis ett.ialso recognized that
operational security sastsourgeotection &#39; masg@dngeidatecopef
information thiafsolutelynecessary the purposé protectiregpeci ctar?et
aource.When doirsp, howevéne concepltleastintrusiadternative stil
applies. ThEBI mayobtainmore datidan strictlyneeded, biit shouldobtain no
more datdhan isneeded taccomplish theperatio,nal~security goal.

U! Scapehesfe the methddirgmetha@manntrat captares
greater pictuied anindividual&#28reup&#ABasties isnore intrusivehan usinghe
samenethod alifferentone thas focusdtime and locatidaaspeci ¢
objective. Fexample, itlesss intrusit@ userackingdevice teerify point-to-
poanel than itiso ube same devide trackan individual&#®@8esents ovar
sustained pemddimeSustained traclongughways \bejudt as lawful
but mornatrusive becaiiseapturageateportion cin individuatk#$9;s
movements. Similargyrveillance bglosed circuielevisiortbhecks a discrete
location withadiscretgimeframetess intrusive th2d/7 coveragkawider area.

For anotherexamglemputemtrusion devitat capturesly hostomputer
identi cation informaBx#B39;faf less"intensiifeettapii. &#39;1 res"file content.

U!-Source tfe informatiosought: ligess intrusivéobtain information from
existing govemnemircesuclegtate, local, tribahternationalederal
partnerstirom publicly¢available dataiommercial datsses, thao obtairthe
gafoanation fromahird pasyally throughlegal procebkat has&#39;
con dential relationshigith thesubject such asanancial academic institution.
Similarly, obtaininfprmation fraameliablecon dential souns@oiis lawfulin
possessdire information daalfully entittecdisclogesuchs obtainingan
address fran employeédocal utility companig less-intrustiianobtaining
the informatiromaantity with a.con dentia@lationship witre subjedt.is
recognizedin thastegory ththe accuraapd procedumdiabilitydhe
infonnation sougg@mportant factor ithoosing teeurcdahe information. For
example, eviethanformation &vailable frosron dentialourceggrandjury
subpoena, -nationalsdetiaty 6L!, exaite ordemther process mbag
requireobrder toenturreational  integrity.-

U! Thask gbublic expos8eeking infornadsar individuagooupZ
under circumstarticascreasssk that theontact itselhd the-informasonght
will beexposed tioe individuatg#RGi&#edsnent andéonbarrassment+
particularly tiie methaged carries legalbligation tmaintain silence rrsre
Intrusive thaformation gathévatpes carry thdgkerviews with
employers, neighlaord,associafes.examplahe issuance ofjgrandjury
subpoenasiieen the investigatias nget begumblicly expoaezhore
intrusive thamethods trgatther informatamvertly. Similarigterviews af
subjectialiscretocatioieldds ittarsive an interviewy foexample,
place admploymentaiher locatiarnere th&ubject lsnown.

U! Thersdimit to thatilitydahis listohtrusivenegactors. Sdiaxeors miag
inapplicableayiveninvestigation amdmangases, tibboice arstopehe
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method wilbe dictatedholly byinvestigative objectivaadcircurnstances. The
foregoing mot intendéal provideomprehensiebecklistreuen overall
continuum dhtrusiveness. i intendethsteadmentify the factorgvolved il
determination aftrusiveness atwattund-Bl employee® selectyithin each
applicable categodgss intribive: if operationatircumstances perniit.theend ,
selecting thieasintribive thdlt  accomplish thabjective is matteof sound
judgment. bxercising suchjudgmewever, consideratidghestactors should
ensurétied  decision tproceed iwell founded.

U! Standartbr Balancinfptrusion anéhvestigative Requirements

U! Oncean appropriataethod anids deploymeriave beedetermined, reviewitagd
apphritigs should balandke levebf intrusioragainst investigative
requirements. Hakncing tesparticularly importahen theformation sought
involves clearlgstablished constitutioséhtutory, ogvidentiary rightsr sensitive
circumstances sumobfainiagion from religiousoacademic institutions
public foravhere Firshmendment rightse beingxercised!, bshould bapplied irall
circumstanassstoe thatleastrusive alterhesisbldrng utilized.

U! Balancinghe factorgiscussed abowgth theconsiderations discusbetbw will
help dete_rmin e*wih&*3@iReB9; edtamidtthehich it&#39;intounksjy int®d
threatens cilfilertieggroportionateo thesigni cance tie casand thinformation
sought. -l

U! Consideratiomms theénvestigative sidaf thebalancing scaleclude the:
1. U! Seriousnessthie crimeor nationasecurity threat; &#39;

2. U! Strength asigni cance die intelligence/informatidiggained;_,

3. U! Amount ahformation alre&dypwn abailte subjeot groupnder
investigation; and

4. U!.Requirementsf operationalecurity, includingrotection ofources andethods.

U! If for exampkbe threatremote, thiedividua]&#39;s invielepearatiand the
probability obtaining probativermation isw,inteibives may ndbe
justi ed, i.ethey mago morkearm thagitod. the othend othe scald,thethreat

is signi cardnd possibipminent e. gapmbthreatI aggressnaasures wohél
appropriate regardlessf intrusiveness.

U! In addition, witlhespect tthe investigatioof ayroup, if theterrorist ocriminal

nature ofhegandp  its membership wellestablished e.gaeda, Ku KluxKlan,
Colombo FanoliyLaCosa Nostriieretess concem thatire Fir&gmendment
activityat stake thainere woultk foa groupvhose trudaractémot yet known
e.g., aislamic chargyspectedtefrorist funding! mangf whosmembers appear
,to beolely exercisiigst Amendmeights anti-waotestors suspeatéxking

in Itrated byiolent anarchisislis isot tasuggest thavestigators shdoddess
aggressivedatermining tinge natugd arunknown growghich maye engaged
terrorism other violentime. Indeemhoreaggressive dimgely approactay ben
ordetdetenninevhether thigsoup violenbrteliminate it asaithreat. Nevertheless,
when Firstmendmeragbts at stakéhe choi@nd&#39mueesbfative methods
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should béocusedn arti@tner minimizes potentiafringement ahose rights.

Finally, abe investigatjmmogresses dmel subject® 48O pB#BH,ement becomes

clear, morantrusive methodsay bgusti ed. Converselyif reliableinformation emerges

refuting thredividual&#39;s irrdlvgroap&#39;octieninakrannections, the
use ofiny investigativmethods mubke carefullgvaluated.

U! Anotherconsiderationto bdmlanced isperational securitg. it likely thatf aless
intrusive bueasible methatkre selectethe subjeatould detedts,use andlter his
activities including hismeans afommunication to thwathe success theoperation.
Operational security particulaity nationasecurity investigations_ shoulot be
undervalued anhy, byitself, justiiycoverttacticstincier other circumstances,
would not  be the least intrusive.

U.! Conclusion 1A

U! Theforegoing guidanceofferedoassist FBeEmployees inavigating theften

unclear courge selectheledstisive  investigative methdtioat effectively  &#39;
accomplishes tbperational objectia¢ handithe nal analysisthe choicef method
and balancingf theimpaciprivacy and civilliberties witloperationaiseds amatter
ofjudgment, basedtrainingnd experienBersuant tile AGG-Domther applicable
la&#39;w&#39; aindnhlisdlitdSsguidaremapleesmayeuse dayfuhnethod, allowedyl
a@len intrusive, whetde intrusivenes$s warrantetly thehreat tdhe nationagecurity

do potential victimsf crimedhd/or  strength ahe informatiomdicating its
existence.
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