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18.6.13 (U) INVESTIGATIVE METHOD: UNDERCOVER OPERATIONS
18.6.13.1 (U) SUMMARY
(u/Feue]

(U/FFeB6) Undercover operations must be conducted in conformity with The Attorney
General’s Guidelines on Federal Bureau of Investigation Undercover Operations (AG{-
L4 in investigations relating to activities in violation of federal criminal law that do not
concern threats to the national security or foreign intelligence. In investigations that concern
threats to the national security or foreign intelligence, undercover operations involving
religious or political organizations must be reviewed and approved by FBI Headquarters, with
participation by the NSD in the review process. (AGG-Dom, Part V.A.7) Other undercover
operations involving threats to the national security or foreign intelligence are reviewed and
approved pursuant to FBI policy as described herein.

(U//[FTOT Application] |

18.6.13.2 (U) LEGAL AUTHORITY

A) (U) AGG-Dom, Part V.A.7
B) (U) AGG-UCO
18.6.13.3  (U) DEFINITION OF INVESTIGATIVE METHOD

A)  (U//FEBO) Undercover Activity]

B) (U/FeuQ)|

C) (U/FOYT0) Undercover Operation:| |
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18.6.13.3.1  (U) DISTINCTION BETWEEN SENSITIVE CIRCUMSTANCE AND SENSITIVE
INVESTIGATIVE MATTER

(U/FeH0)

in the AGG-UCO and the
{/50P( and for national security matters in the N5LUOF( . |

[ The detailed policy for undercover operations is described in this section of

the DIOG, the {/SC P, the NSTC PG, and the FBIHQ operational division PGs.

18.6.13.4 (U/AF6H6) STANDARDS FOR USE AND APPROVAL REQUIREMENTS FOR
INVESTIGATIVE METHOD

18.6.13.4.1  (U) STANDARDS FOR USE OF INVESTIGATIVE METHOD

(U//FeH67 An official considering approval or authorization of a proposed undercover
application must weigh the risks and benefits of the operation, giving careful consideration to
the following:

A) (U//HOHO) The risks of personal injury to individuals, property damage, financial loss to
persons or business, damage to reputation, or other harm to persons;

B) (U//FOBO) The risk of civil liability or other loss to the government;

C) (U/EQHO) The risk of invasion of privacy or interference with privileged or confidential
relationships and any potential constitutional concerns or other legal concerns;

D) (U//FOH6) The risk that individuals engaged in undercover operations may become involved
in illegal conduct; and

E) (U//FOU0) The suitability of government participation in the type of activity that is expected
to occur during the operation. See AGG-UCO, Part IV.A.
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F) (U/F656) | b7E
l ]

18.6.13.4.2  (U//FOE6) APPROVAL REQUIREMENTS FOR UCOS (INVESTIGATIONS OF
VIOLATIONS OF FEDERAL CRIMINAL LAW THAT DO NOT CONCERN
THREATS TO NATIONAL SECURITY OR FOREIGN INTELLIGENCE)

(U/FeL0)| I b7E

A) l(U//FGH@’)I |

B)

C) (U/Fete)

D b7E

E) (U/Feu0)|

F) (U/FOTO) | |

G) (U/FOHey |
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) (U/FeEe) | |
18.6.13.4.3  (U/AFGHEE) APPROVAL REQUIREMENTS FOR UCOS b7E
| I
(U//ESUO) |
A) (U/FOTO)| |
B) (U/Foue| |
C) (Ueue) I I
fif the matter involves religious or political

organizations, the review must include participation by a representative of the DOJ NSD. See
AGG-Dom, Section V; and|:p_|

D) (U/#660) | |

E) (U/FOUDO)| |
I |

18.6.13.5 (UI |OIA IN UNDERCOVER OPERATIONS
(U/EeB6] |

A) (U)| |

b7E

B) (U)| |

) I@ I
[
D)I Uy | I

47 (U)I
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E) (U] | b7E

F (U] |

G) (U
19)

(U//FOHe) |

18.6.13.6  (U) DURATION OF APPROVAL

(U//FeE0)| b7E
I

18.6.13.7 (U) ADDITIONAL GUIDANCE
A) (UHFOH0) | |

B) (U/Fet0)| |

) (U//Fote) |

18.6.13.8  (U) COMPLIANCE AND MONITORING, AND REPORTING REQUIREMENTS

U//FOHO) All UCOs must provide an| lising the
to appropriatei
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18.7 (U) AUTHORIZED INVESTIGATIVE METHODS IN FULL INVESTIGATIONS
(U) See AGG-Dom, Part V.A.11-13.

(U) In Full Investigations, to include Enterprise Investigations, the authorized investigative
methods include:

A) (U) The investigative methods authorized for Assessments.
2) (U) Records or information - FBI and DOJ. (See Section }3.5.2)

3) (U) Records or information - Other federal, state, local, tribal, or foreign government

4) (U) On-line services and resources. (See Section 18.3.4)
5) (U) CHS use and recruitment. (See Section (8.5.3)

6) (U) Interview or request information from the public or private entities. (See Section

18.5.9)

7) (U) Information voluntarily provided by governmental or private entities. (See Section

8) (U) Physical Surveillance (not requiring a court order}. (See Section 18.5.%)
B) (U) The investigative methods authorized for Preliminary Investigations.

1) (U) Consensual monitoring of communications, including electronic communications. (See

Section 18.6.1)
2) (U) Intercepting the communications of a computer trespasser. (See Section 18.6.)

3) (U) Closed-circuit television/video surveillance, direction finders, and other monitoring
devices. (See Section }13.5.3)

5) (U) Grand jury subpoenas. (See Section }3.6.3)
6) (U) National Security Letters. (See Section 15.5.4)
7) (U) FISA Order for business records. (See Section }€.6.7)

8) (U) Stored wire and electronic communications and transactional records. (See Section
18.6,8)"

9) (U) Pen registers and trap/trace devices. (See Section }12.6.9)
10) (U) Mail covers. (See Section i5.6.16)

12) (U) Trash Covers (Searches that do not require a warrant or court order). (See Section

15.6.12)

48 (U/ A*e18) The use of Search Warrants to obtain this information in Preliminary Investigations is
prohibited. (See DIOG Section 18.6.8.4.2.3)
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C) (U) Searches — with a warrant or court order (reasonable expectation of privacy). (See Section
1&.7.1 below)

E) (U) Electronic surveillance — FISA and FISA Title VII (acquisition of foreign intelligence
information). (See Section i.7.3 below)

(U//FeE0) Not all investigative methods are authorized while collecting foreign intelligence as
part of a Full Investigation. See DIOG Section 9 for more information.
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18.7.1 (U) INVESTIGATIVE METHOD: SEARCHES — WITH A WARRANT OR COURT
ORDER (REASONABLE EXPECTATION OF PRIVACY)

(U) See AGG-Dom, Part V.A.12 and the Attorney General's Guidelines On Methods Of
Obtaining Documentary Materials Held By Third Parties, Pursuant to Title II, Privacy Protection
Act of 1980 (Pub. L. 96-440, Sec. 201 et seq.; 42 U.S.C. § 2000aa-11, et seq.).

18.7.1.1 (U) SUMMARY

(U) The Fourth Amendment to the United States Constitution governs all searches and
seizures by government agents. The Fourth Amendment contains two clauses. The first
establishes the prohibition against unreasonable searches and seizures. The second provides
that no warrant (authorizing a search or seizure) will be issued unless based on probable
cause. Although an unlawful search may not preclude a prosecution, it can have serious
consequences for the government. These include adverse publicity, civil liability against the
employee or the government and the suppression of evidence from the illegal seizure.

(UHEQUO) Application] | b7E

(U) A search is a government invasion of a person’s privacy. To qualify as reasonable
expectation of privacy, the individual must have an actual subjective expectation of privacy
and society must be prepared to recognize that expectation as objectively reasonable. See
Katz v. United States, 389 U.S. at 361. The ability to conduct a physical search in an area or
situation where an individual has a reasonable expectation of privacy requires a warrant or
order issued by a court of competent jurisdiction or an exception to the requirement for such a
warrant or order. The warrant or order must be based on probable cause. The United States
Supreme Court defines probable cause to search as a “fair probability that contraband or
evidence of a crime will be found in a particular place.” lllinois v. Gates, 462 U.S. 213, 238
(1983). A government agent may conduct a search without a warrant based on an individual’s
voluntary consent. A search based on exigent circumstances may also be conducted without a
warrant, but the requirement for probable cause remains.

(U//FeH0O) There are special rules that must be followed prior to obtaining a search warrant
that might intrude upon professional, confidential relationships.

18.7.1.2 (U) LEGAL AUTHORITY

(U) Searches conducted by the FBI must be in conformity with FRCE Rule 41; FISA, 50
U.S.C. §§ 1821-1829; or E.O. 12333 § 2.5.
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18.7.1.3 (U) DEFINITION OF INVESTIGATIVE METHOD

(U) Physical Search defined: A physical search constitutes any physical intrusion within the
United States into premises or property (including examination of the interior of property by
technical means) that is intended to result in the seizure, reproduction, inspection, or alteration
of information, material, or property, under circumstances in which a person has a reasonable
expectation of privacy.

(U) A physical search requiring a warrant does not include: (i) electronic surveillance as
defined in FISA or Title III; or (ii) the acquisition by the United States Government of foreign
intelligence information from international foreign communications, or foreign intelligence
activities conducted according to otherwise applicable federal law involving a foreign
electronic communications system, using a means other than electronic surveillance as
defined in FISA.

18.7.1.3.1 (U) REQUIREMENT FOR REASONABLENESS

(U) By the terms of the Fourth Amendment, a search must be reasonable at its inception and

reasonable in its execution.|

18.7.1.3.2 (U) REASONABLE EXPECTATION OF PRIVACY

(U) The right of privacy is a personal right, not a property concept. It safeguards whatever an
individual reasonably expects to be private. The protection normally includes persons,
residences, vehicles, other personal property, private conversations, private papers and
records. The Supreme Court has determined that there is no reasonable expectation of privacy
in certain areas or information. As a result, government intrusions into those areas do not
constitute a search and, thus, do not have to meet the requirements of the Fourth Amendment.
These areas include: (i) open fields; (ii) prison cells; (iii) public access areas; and (iv) vehicle
identification numbers. The Supreme Court has also determined that certain governmental
practices do not involve an intrusion into a reasonable expectation of privacy and, therefore,
do not amount to a search. These practices include: (i) aerial surveillance conducted from
navigable airspace; (i1) field test of suspected controlled substance; and (iii) odor detection. A
reasonable expectation of privacy may be terminated by an individual taking steps to
voluntarily relinquish the expectation of privacy, such as abandoning property or setting trash
at the edge of the curtilage or beyond for collection.

18.7.1.3.3 (U) ISSUANCE OF SEARCH WARRANT

(U) Under FRCP Rule 41, upon the request of a federal law enforcement officer or an attorney
for the government, a search warrant may be issued by:

A) (U) a federal magistrate judge, or if none is reasonably available, a judge of a state court of
record within the federal district, for a search of property or for a person within the district;

B) (U) a federal magistrate judge for a search of property or for a person either within or outside
the district if the property or person is within the district when the warrant is sought but might
move outside the district before the warrant is executed;

18-171 Versi .
ersion Dated:
UNCLASSIFIED — EOR-OEEICIAL TISE QONT.Y March 3,2016

b7E



UNCLASSIFIED — FOROFFICHAESSE-OMNEY

Domestic Investigations and Operations Guide §18

C) (U) a federal magistrate judge in any district in which activities related to the terrorism may
have occurred, for a search of property or for a person within or outside the district, in an
investigation of domestic terrorism or international terrorism (as defined in 18 U.S.C. § 2331);
and

D) (U) a magistrate with authority in the district to issue a warrant to install a tracking device.
The warrant may authorize use of the device to track the movement of a person or property
located within the district, outside, or both.

(U) Physical searches related to a national security purpose may be authorized by the FISC.
(50 U.S.C. §§ 1821-1829)

18.7.1.3.4 (U) PROPERTY OR PERSONS THAT MAY BE SEIZED WITH A WARRANT

(U) A warrant may be issued to search for and seize any: (i) property that constitutes evidence
of the commission of a criminal offense; (ii) contraband, the fruits of crime, or things
otherwise criminally possessed; or (iii) property designed or intended for use or that is or has
been used as the means of committing a criminal offense. In addition to a conventional search
conducted following issuance of a warrant, examples of search warrants include:

18.7.1.3.4.1 (U) ANTICIPATORY WARRANTS

(U) As the name suggests, an anticipatory warrant differs from other search warrants in
that it is not supported by probable cause to believe that contraband exists at the premises
to be searched at the time the warrant is issued. Instead, an anticipatory search warrant is
validly issued where there is probable cause to believe that a crime has been or is being
committed, and that evidence of such crime will be found at the described location at the
time of the search, but only after certain specified events transpire. These conditions
precedent to the execution of an anticipatory warrant, sometimes referred to as
"triggering events," are integral to its validity. Because probable cause for an anticipatory
warrant is contingent on the occurrence of certain expected or "triggering" events,
typically the future delivery, sale, or purchase of contraband, the judge making the
probable cause determination must take into account the likelihood that the triggering
event will occur on schedule and as predicted. Should these triggering events fail to
materialize, the anticipatory warrant is void.

18.7.1.3.4.2 (U) SNEAK AND PEEK SEARCH WARRANTS

(U) A sneak and peek search warrant allows law enforcement agents to surreptitiously
enter a location such as a building, an apartment, garage, storage shed, etc., for the
purpose of looking for and documenting evidence of criminal activity| |

18.7.1.3.4.3 (U) MAIL OPENINGS

(U) Mail in United States postal channels may be searched only pursuant to court order,
or presidential authorization. United States Postal Service regulations governing such
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activities must be followed. A search of items that are being handled by individual
couriers, or commercial courier companies, under circumstances in which there is a
reasonable expectation of privacy, or have been sealed for deposit into postal channels,
and that are discovered within properties or premises being searched, must be carried out
according to unconsented FISA or FRCP Rule 41 physical search procedures.

18.7.1.3.4.4 (U) COMPELLED DISCLOSURE OF THE CONTENTS OF STORED WIRE
OR ELECTRONIC COMMUNICATIONS

(U) Contents in “electronic storage” (e.g., unopened e-mail/voice mail) require a search
warrant. See 18 U.S.C. § 2703(a). A distinction is made between the contents of
communications that are in electronic storage (e.g., unopened e-mail) for less than 180
days and those in "electronic storage" for longer than 180 days, or those that are no
longer in "electronic storage” (e.g., opened e-mail). In enacting the ECPA, Congress
concluded that customers may not retain a "reasonable expectation of privacy” in
information sent to network providers. However, the contents of an e-mail message that
is unopened should nonetheless be protected by Fourth Amendment standards, similar to
the contents of a regularly mailed letter. On the other hand, if the contents of an unopened
message are kept beyond six months or stored on behalf of the customer after the e-mail
has been received or opened, it should be treated the same as a business record in the
hands of a third party, such as an accountant or attorney. In that case, the government
may subpoena the records from the third party without running afoul of either the Fourth
or Fifth Amendment. If a search warrant is used, it may be served on the provider without
notice to the customer or subscriber.

18.7.1.3.4.4.1 (U) SEARCH WARRANT

(U/APEHQ) Investigators can obtain the full contents of a network account with a search
warrant. ECPA does not require the government to notify the customer or subscriber
when it obtains information from a provider using a search warrant. Warrants issued
under 18 U.S.C. § 2703 must either comply with FRCP Rule 41 or be an equivalent state
warrant. Warrants issued pursuant to 18 U.S.C. § 2703 do not require personal service on
the customer; the warrants are only be served on the electronic communication service or
a remote computing service. FRCP Rule 41 requires a copy of the warrant be left with the
provider, and a return and inventory be made. Federal courts have nationwide jurisdiction
to issue these search warrants (see below).

(U) With a search warrant issued based on probable cause pursuant to FRCP Rule 41 or
an equivalent state warrant, the government may obtain:

A) (U) The contents of a wire or electronic communication that has been in electronic storage in
an electronic communications system for one hundred and eighty days or less, and

B) (U) Everything that can be obtained using a 18 U.S.C. § 2703(d) court order with notice.

(U) In other words, every record and all of the stored contents of an account—including
opened and unopened e-mail/voice mail— can be obtained with a search warrant based
on probable cause pursuant to FRCP Rule 41. Moreover, because the warrant is issued by
a neutral magistrate based on a finding of probable cause, obtaining a search warrant
effectively insulates the process from challenge under the Fourth Amendment.
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18.7.1.3.44.2 (U) NATIONWIDE SCOPE

(U) Search warrants under 18 U.S.C. § 2703(a) may be issued by a federal "court with
jurisdiction over the offense under investigation," and may be executed outside the
district of the issuing court for material responsive to the warrant. State courts may also
issue warrants under 18 U.S.C. § 2703(a), but the statute does not give these warrants
effect outside the issuing court’s territorial jurisdiction. As with any other FRCP Rule 41
warrant, investigators must draft an affidavit and a proposed warrant that complies with
FRCP Rule 41.

18.7.1.3.44.3 (U) SERVICE OF PROCESS

(U) 18 U.S.C. § 2703(a) search warrants are obtained just like any other FRCP Rule 41
search warrant but are typically served on the provider and compel the provider to find
and produce the information described in the warrant. ECPA expressly states that the
presence of an officer is not required for service or execution of a search warrant issued
pursuant to 18 U.S.C. § 2703(a).

18.7.1.34.44 (U) COURT ORDER WITH PRIOR NOTICE TO THE SUBSCRIBER OR CUSTOMER

(U//FOB6-Investigators can obtain everything in a network account except for
unopened e-mail or voice-mail stored with a provider for 180 days or less using a 18
U.S.C. § 2703(d) court order with prior notice to the subscriber unless they have obtained
authority for delayed notice pursuant to 18 U.S.C. § 2705. ECPA distinguishes between
the contents of communications that are in "electronic storage" (e.g., unopened e-mail)
for less than 180 days, and those that have been in "electronic storage" for longer or that
are no longer in "electronic storage" (e.g., opened e-mail).

(U) FBI employees who obtain a court order under 18 U.S.C. § 2703(d), and either give
prior notice to the subscriber or comply with the delayed notice provisions of 18 U.S.C. §
2705(a), may obtain:

A) (U) “The contents of a wire or electronic communication that has been in electronic storage in
an electronic communications system for more than one hundred and eighty days.” 18 U.S.C.
§ 2703(a).

B) (U) "The contents of any wire or electronic communication" held by a provider of remote
computing service "on behalf of . . . a subscriber or customer of such remote computing
service,” 18 U.S.C. §§ 2703(b)(1)(B)(i1), 2703 (b)(2); and

C) (U) Everything that can be obtained using a 18 U.S.C. § 2703(d) court order without notice.
)

9
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18.7.1.3.4.4.5 (U) LEGAL STANDARD

(U) To order delayed notice, the court must find that "there is reason to believe that
notification of the existence of the court order may... endanger the life or physical safety
of an individual; [lead to] flight from prosecution; [lead to] destruction of or tampering
with evidence; [lead to] intimidation of potential witnesses; or . . . otherwise seriously
jeopardiz[e] an investigation or unduly delay[ ] a trial." 18 U.S.C. §§ 2705(a)(1)(A) and
2705(a)(2). The applicant must satisfy this standard anew each time an extension of the
delayed notice is sought.

18.7.1.3.4.4.6 (U) NATIONWIDE SCOPE

(U) Federal court orders under 18 U.S.C. § 2703(d) have effect outside the district of the
issuing court. Orders issued pursuant tol8 U.S.C. § 2703(d) may compel providers to
disclose information even if the information is stored outside the district of the issuing
court. See 18 U.S.C. § 2703(d) ("any court that is a court of competent jurisdiction” may
issue a 18 U.S.C. § 2703[d] order); 18 U.S.C. § 2711(3) (court of competent jurisdiction
includes any federal court having jurisdiction over the offense being investigated without
geographic limitation).

(U) 18 U.S.C. § 2703(d) orders may also be issued by state courts. See 18 U.S.C. §§
2711(3), 3127(2)(B). Such orders issued by state courts, however, do not have effect
outside the jurisdiction of the issuing state. See 18 U.S.C. §§ 2711(3).
18.7.1.3.4.4.7 (U) COURT ORDER WITHQUT PRIOR NOTICE TO THE SUBSCRIBER OR
CUSTOMER

(U) A court order under 18 U.S.C. § 2703(d) may compel disclosure of:

A) (U) All "record(s) or other information pertaining to a subscriber to or customer of
such service (not including the contents of communications [held by providers of
electronic communications service and remote computing service])," and

B) (U) Basic subscriber information that can be obtained using a subpoena without
notice. 18 U.S.C. § 2703(c)(1).

18.7.1.4 (U) APPROVAL REQUIREMENTS FOR INVESTIGATIVE METHOD

A) (U//ESE) Search warrants issued under authority of FRCP Rule 41: A warrant
to search is issued by a federal magistrate (or a state court judge if a federal
magistrate is not reasonably available). Coordination with the USAO or DOJ is
required to obtain the warrant.

B) (U//E60©) FISA: In national security investigations, field office requests for FISA
authorized physical searches must be submitted to FBIHQ using the FBI FISA
Request Form. Field office requests for FISA approval are tracked through
This form should be completed by the case agent.

C) (U/HESYO) Sensitive Investigative Matters (SIM): Notice to the appropriate FBIHQ
operational Unit Chief and Section Chief is required if the matter under investigation

b7E
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is a sensitive investigative matter. Notice to DOJ is also required, as described in
DIOG Section 10.

D) (U/FOUQ) |

(U) 28 C.F.R. § 50.10(b)(1)(i1) provides guidance on categories of individuals and entities not
by, and therefore not entitled to the protections of the DOJ policy set out above.

18.7.1.5 (U) DURATION OF APPROVAL
(U) The duration for the execution of a warrant is established by the court order or warrant.

18.7.1.6 (U) SPECIFIC PROCEDURES
18.7.1.6.1 (U) OBTAINING A WARRANT UNDER FRCP RULE 41
18.7.1.6.1.1 (U) PROBABLE CAUSE

(U/FOH0) After receiving an affidavit or other information, a magistrate judge or a
judge of a state court of record must issue the warrant if there is probable cause to search
for and seize a person or property under FRCP Rule 41(c). Probable cause exists where
“the facts and circumstances within the FBI employee’s knowledge, and of which they
had reasonably trustworthy information are sufficient in themselves to warrant a person
of reasonable caution in the belief that...” a crime has been or is being committed, and
that sizable property can be found at the place or on the person to be searched. Probable
cause is a reasonable belief grounded on facts. In judging whether a reasonable belief
exists, the test is whether such a belief would be engendered in a prudent person with the
officer’s training and experience. To establish probable cause, the affiant must
demonstrate a basis for knowledge and belief that the facts are true and that there is
probable cause to believe the items listed in the affidavit will be found at the place to be
searched.

18.7.1.6.1.2 (U) REQUESTING A WARRANT IN THE PRESENCE OF A JUDGE

A) (U) Warrant on_an Affidayit: When a federal law enforcement officer or an attorney for the
government presents an affidavit in support of a warrant, the judge may require the affiant to
appear personally and may examine under oath the affiant and any witness the affiant
produces.

B) (U) Warrant on Sworn Testimony: The judge may wholly or partially dispense with a written
affidavit and base a warrant on sworn testimony if doing so is reasonable under the
circumstances.

C) (U) Recording Testimony: Testimony taken in support of a warrant must be recorded by a
court reporter or by a suitable recording device, and the judge must file the transcript or
recording with the clerk, along with any affidavit.
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18.7.1.6.1.3 (U) REQUESTING A WARRANT BY TELEPHONIC OR OTHER MEANS

(U) In_General: A magistrate judge may issue a warrant based on information
communicated by telephone or other appropriate means, including facsimile transmission.

B) (U) Recording Testimony: Upon learning that an applicant is requesting a warrant, a
magistrate judge must: (i) place under oath the applicant and any person on whose testimony
the application is based; and (i1) make a verbatim record of the conversation with a suitable
recording device, if available, or by a court reporter, ot in writing.

O) (U) Certifying Testimony: The magistrate judge must have any recording or court reporter's
notes transcribed, certify the transcription's accuracy, and file a copy of the record and the
transcription with the clerk. Any written verbatim record must be signed by the magistrate
judge and filed with the clerk.

D) (U) Suppression Limited: Absent a finding of bad faith, evidence obtained from a warrant
issued under FRCP Rule 41(d)(3)(A) is not subject to suppression on the ground that issuing
the warrant in that manner was unreasonable under the circumstances.

18.7.1.6.1.4 (U) ISSUING THE WARRANT

(U) In general, the magistrate judge or a judge of a state court of record must issue the
warrant to an officer authorized to execute it. The warrant must identify the person or
property to be searched, identify any person or property to be seized, and designate the
magistrate judge to whom it must be returned. The warrant must command the officer to:
(1) execute the warrant within a specified time no longer than 14 days; (ii) execute the
warrant during the daytime, unless the judge for good cause expressly authorizes
execution at another time; and (ii1) return the warrant to the magistrate judge designated
in the warrant.

18.7.1.6.1.5 (U) WARRANT BY TELEPHONIC OR OTHER MEANS

(U) If a magistrate judge decides to proceed under FRCP Rule 41(d)(3)(A), the following
additional procedures apply:

A) (U) Preparing a Proposed Duplicate Original Warrant: The applicant must prepare a
"proposed duplicate original warrant” and must read or otherwise transmit the contents of that
document verbatim to the magistrate judge.

B) (U) Preparing an QOriginal Warrant: The magistrate judge must enter the contents of the
proposed duplicate original warrant into an original warrant.

C) (U) Modifications: The magistrate judge may direct the applicant to modify the proposed
duplicate original warrant. In that case, the judge must also modify the original warrant.

D) (U) Signing the Original Warrant and the Duplicate Original Warrant: Upon determining to
issue the warrant, the magistrate judge must immediately sign the original warrant, enter on its
face the exact time it is issued, and direct the applicant to sign the judge's name on the
duplicate original warrant.

18.7.1.6.1.6 (U) WRITTEN OPERATION ORDERS FOR SEARCH OPERATIONS

(U) The ADIC/SAC is responsible to ensure that careful and thorough planning is
conducted for the successful execution of a high risk search operation involving a
potentially dangerous situation or subject. The plan must be adapted to each situation and
must include relevant details to enhance the safety and effectiveness of the agents and
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officers involved in the search operation. The planning and execution of arrests, raids,
and searches should be assigned to experienced Agents. All plans must be approved by
ASAC:s or their designees.

(U) Prior to conducting a search operation deemed a high risk, the agent must prepare a

written operation order (OPORDER) to include the five critical categories: Situation,

Mission, Execution, Administration and Equipment, and Control and Communication

(SMEAC), and must utilize the Law fnforcement OQperations Qrder {QFORDER) F13-

&&%. In situations where an FBI SWAT Team(s) or the Critical Incident Response

Group’s (CIRG), Tactical Section is involved, the Operations Order Template must be

used in lieu of the FD-888. See the| | b7E
and| for more on the use of the SWAT

Teams and CIRG, Tactical Section in high risk operations.

(U) The written OPORDER must be presented in an oral briefing to all personnel
involved in the execution of the search warrant prior to the operation. During the briefing,
the briefing agent should stress to the participants of the operation that the search has the
potential to become dangerous. At the discretion of the field office approving official, the
CDC/ADC may review the OPORDER (¥13-£53) and/or participate in providing the FBI
deadly force briefing to the search operation participants.

(U) Exigent circumstances (i.e., emergency, pressing necessity requiring immediate
action) may necessitate an oral briefing in lieu of the written OPORDER. The ASAC or
designee must approve the use of an oral briefing in lieu of a written and approved
OPORDER 1in exigent circumstances. An oral briefing must follow the requirements of a
written OPORDER to address the SMEAC categories identified above. Documentation of
the oral briefing must occur as soon as possible following the operation by preparing and
filing the £13-838% or the Operations Order Template, whichever is appropriate for the
situation.

(U) The agent may consider utilizing, and/or alerting local authorities to the planned
search, if appropriate under the circumstances. Although the time of notification is left to
the discretion of the agent, he/she must consider the jurisdiction of local law
enforcement, its responsibility to its community and its need to be aware of law
enforcement actions in its jurisdiction.

18.7.1.6.1.7 (U) EXECUTING AND RETURNING THE WARRANT

A) (U) Noting the Time: The officer executing the warrant must enter on its face the exact date
and time it is executed.

B) (U) Inventory: An officer present during the execution of the warrant must prepare and verify
an inventory of any property seized. The officer must do so in the presence of another officer
and the person from whom, or from whose premises, the property was taken. If either one is
not present, the officer must prepare and verify the inventory in the presence of at least one
other credible person.

C) (U) Receipt: The officer executing the warrant must: (i) give a copy of the warrant and a
receipt for the property taken to the person from whom, or from whose premises, the property
was taken; or (i1) leave a copy of the warrant and receipt at the place where the officer took the

property.
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D) (U) Return: The officer executing the warrant must promptly return it — together with a copy
of the inventory — to the magistrate judge designated on the warrant. The judge must, on
request, give a copy of the inventory to the person from whom, or from whose premises, the
property was taken and to the applicant for the warrant.

18.7.1.6.1.8 (U) FORWARDING PAPERS TO THE CLERK

(U) The magistrate judge to whom the warrant is returned must attach to the warrant a
copy of the return, the inventory, and all other related papers and must deliver them to the
clerk in the district where the property was seized. (FRCP Rule 41)

18.7.1.6.1.9 (U) WARRANT FOR A TRACKING DEVICE

A) (U) Noting the Time: The officer executing a tracking device warrant must enter on it the
exact date and time the device was installed and the period during which it was used.

B) (U) Return: Within 10 calendar days after the use of the tracking device has ended, the officer
executing the warrant must return it to the judge designated in the warrant.

C) (U) Service: Within 10 calendar days after use of the tracking device has ended, the officer
executing the warrant must serve a copy of the warrant on the person who was tracked.
Service may be accomplished by delivering a copy to the person who, or whose property was
tracked; or by leaving a copy at the person’s residence or usual place of abode with an
individual of suitable age and discretion who resides at that location and by mailing a copy to
the person’s last known address. Upon request of the government, the judge may delay notice
as provided in FRCP Rule 41(f)(3).

18.7.1.6.1.10 (U) DELAYED NOTICE

(U) Upon the government’s request, a magistrate judge—or if authorized by FRCP Rule
41(b), a judge of a state court of record—may delay any notice required by FRCP Rule
41 if the delay is authorized by statute.

18.7.1.6.2 (U) OBTAINING A FISA WARRANT

(U) Applications for court-authorized physical search pursuant to FISA must be made by a
federal officer in writing upon oath or affirmation and with the specific approval of the
Attorney General. (See 50 U.S.C. § 1823).

18.7.1.6.2.1 (U) CERTIFICATE BY THE DIRECTOR OF THE FBI

(U) Each FISA application must be accompanied by a Certification by the Director of the
FBI or one of nine other individuals authorized by Congress or the President to provide
such certifications that: the information being sought is foreign intelligence information;
that a significant purpose of the search is to obtain foreign intelligence information; that
such information cannot reasonably be obtained by normal investigative techniques; that
the information sought is "foreign intelligence information" as defined by FISA. The
certification must include a statement explaining the certifier's basis for the certification.

(U) 50 U.S.C. § 1823 specifies the Assistant to the President for National Security
Affairs; E.O. 12139 as amended by E.O. 13383 specifies the Director of the FBI, Deputy
Director of the FBI, the Director of National Intelligence, the Principal Deputy Director
of National Intelligence, the Director of the Central Intelligence Agency, the Secretary of
State, the Deputy Secretary of State, the Secretary of Defense, and the Deputy Secretary
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of Defense as appropriate officials to make certifications required by FISA. The FBI
Director has represented to Congress that the FBI deputy Director will only certify
FISA’s when the FBI Director is not available to do so.

18.7.1.6.2.2 (U) LENGTH OF PERIOD OF AUTHORIZATION FOR FISC ORDERS

(U) Generally, a FISC Order approving an unconsented physical search will specify the
period of time during which physical searches are approved and provide that the
government will be permitted the period of time necessary to achieve the purpose, or for
90 days, whichever is less, except that authority may be:

A) (U) For no more than one year for "Foreign Power" targets (establishments); or

B) (U) For no more than 120 days for a non-USPER agent of a foreign power, with renewals for
up to one.

18.7.1.6.2.3 (U) EXTENSION OF PHYSICAL SEARCH AUTHORITY

(U//F66) An extension of physical search authority may be granted on the same basis
as the original order upon a separate application for an extension and upon new findings
made in the same manner as the original order.

18.7.1.6.2.4 (U) EMERGENCY FISA AUTHORITY

A) (U) The Attorney General may authorize an emergency physical search under FISA when he
reasonably makes a determination that an emergency situation exists that precludes advance
FISA court review and approval, and there exists a factual predication for the issuance of a
FISA Court Order. In such instances, a FISC judge must be informed by the Attorney General
or his designee at the time of the authorization and an application according to FISA
requirements is submitted to the judge as soon as is practicable but not more than seven (7)
days after the emergency authority has been approved by the Attorney General.

B) (U) If a court order is denied after an emergency authorization has been initiated, no
information gathered as a result of the search may be used in any manner except if with the
approval of the Attorney General, the information indicates a threat of death or serious bodily
harm to any person.

O) (U//Fe80) For an emergency FISA for physical search, | |

18.7.1.6.2.5 (U) SPECIAL CIRCUMSTANCES

(U) The President through the Attorney General may also authorize a physical search
under FISA without a court order for periods of up to one year, if the Attorney General
certifies that the search will be solely directed at premises, information, material, or
property that is used exclusively by or under the open and exclusive control of a foreign
power; there is no substantial likelihood that the physical search will involve the
premises, information, material, or property of a United States person (USPER); and
there are minimization procedures that have been reported to the court and Congress. The
FBI's involvement in such approvals is usually in furtherance of activities pursued
according to E.O. 12333. Copies of such certifications are to be transmitted to the FISA
Court. See 50 U.S.C. § 1822][a].
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(U) Information concerning USPERSs acquired through unconsented physical searches
may only be used according to minimization procedures. See: 50 U.S.C. §§ 1824(d)(4)
and 1825(a).

18.7.1.6.2.6 (U) REQUIRED NOTICE

(U) If an authorized search involves the premises of an USPER, and the Attorney General
determines that there is no national security interest in continuing the secrecy of the
search, the Attorney General must provide notice to the USPER that the premises was
searched and the identification of any property seized, altered, or reproduced during the
search.

18.7.1.6.2.7 (U/TFOO3 FISA VERIFICATION OF ACCURACY PROCEDURES
(U/ECBO) | | b7E

(U/AFSES

A) (U/FODO)|

submission to the FISC must mclude] [[hus FISA

| |must be used for copies of all of the supporting documentation relied upon

when making the certifications contained on the

| [must
mclude:

1) (U/EOUO: |

2) (U/Eowe) | b7E
I |
3) (U/EeBO)| |

B) (U/FETO
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18.7.1.6.2.8 (U) USE OF FISA DERIVED INFORMATION IN OTHER PROCEEDINGS

(UASHO) There are statutory (50 U.S.C. Sections 1806, 1825, and 1845) and Attorney
General (AG) policy restrictions on the use of information derived from a FISA ELSUR,
physical search, or PR/TT. These restrictions apply to and must be followed by anyone
“who may seek to use or disclose FISA information in any trial, hearing, or other
proceeding in or before any court, department, officer, agency, regulatory body, or other
authority of the United States. . . .” See DIOG Appendix E for the AG Memo, Revised
Policy on the Use or Disclosure of FISA Information, dated 01-10-2008. The guidance in
the AG’s Memo establishes notification/approval procedures which must be strictly

followed. Though not contained in the AG Memo, FBI policy requires that b7E

(U//F6B06) The United States must, prior to the trial, hearing, or other proceeding or at a
reasonable time prior to an effort to disclose or use that information or submit it into
evidence, notify the “aggrieved person” [as defined in 50 U.S.C. Sections 1801(k),
1821(2), or 1841(2)], and the court or other authority in which the information is to be
disclosed or used, that the United States intends to disclose or use such information. See
50 U.S.C. Sections 1806(c), 1825(d), and 1845(c).

18.7.1.6.2.9 (U/FFOBO b7E

(U/ABH0) Each investigative file for which an application is or has been prepared for
submission to the FISC will include a sub-file to be labeled] |

| | Thig [sub-file is to contain copies
of all applications to and orders issued by the FISC for the conduct of physical searches
in the investigation. The following data must be included in this

A) (U//FOBe
and

B) (U//FOTo)

18.7.1.6.2.10 (U/FOEOrFISA RENEWALS
(UHFeHO)| | b7E

(U//Fee)
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(U/FeEe)

18.7.1.6.2.10.1 (U) APPEALING THE DECISION OF THE REVIEW BOARD

(U/FeEe)|

18.7.1.6.2.11 (U) COMPLIANCE AND MONITORING FOR FISA

(U/FeE |

18.7.1.6.2.12 (U) FISA OVERCOLLECTION

(U/AFeE6e)

FISA overcollection.
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18.7.2 (U) INVESTIGATIVE METHOD: ELECTRONIC SURVEILLANCE — TITLE I11
18.7.2.1 (U) SUMMARY

(U//FOB6) Electronic Surveillance (ELSUR) under Title III is a valuable investigative
method. It is, also, a very intrusive means of acquiring information relevant to the effective
execution of the FBI’s law enforcement. To ensure that due consideration is given to the
competing interests between law enforcement and the effect on privacy and civil liberties, this
section contains various administrative and management controls beyond those imposed by
statute and DOIJ guidelines. Unless otherwise noted, it is the responsibility of the case agent
and his/her supervisor to ensure compliance with these instructions. | b7E

[ [Title IIT ELSUR
requires: (1) administrative or judicial authorization prior to its use; (ii) contact with the field
office ELSUR Technician to coordinate all necessary recordkeeping; and (iii) consultation
with the Technical Advisor (TA) or a designated TTA to determine feasibility, applicability,
and use of the appropriate equipment.

(U//FOBO: Application] |

18.7.2.2 (U) LEGAL AUTHORITY

(U) Title IIT ELSUR is authorized by chapter 119, 18 U.S.C. §§ 2510-2522 (Title III of the
Omnibus and Safe Streets Act of 1968).

18.7.2.3 (U) DEFINITION OF INVESTIGATIVE METHOD

(U) Title 1T ELSUR is the non-consensual electronic collection of information (usually
communications) under circumstances in which the parties have a reasonable expectation of
privacy and court orders or warrants are required.

18.7.2.4 (U) TiTLE III GENERALLY

(U) With the prior approval of the Attorney General, or Attorney General’s designee, the
United States Attorney, by and through an AUSA, or the Strike Force Attorney, may apply to
a federal judge for a court order authorizing the interception of wire, oral, or electronic
communications relating to one or more of the offenses listed in Title III (18 U.S.C. § 2516).
Judicial oversight continues throughout the operational phase of the electronic surveillance
including the installation, monitoring, and handling of recording media.

(U) For purposes of obtaining review and approval for use of the method, Title III
applications are considered to be either “sensitive” or “non-sensitive.” The requirements for
each are set forth below.

18.7.2.5 (U) STANDARDS FOR USE AND APPROVAL REQUIREMENTS FOR NON-
SENSITIVE TITLE 1118

(U//F6B56) An SAC is the authorizing official to approve all requests for “non-sensitive”
Title IIT orders, including original, extension, and renewal applications. SAC approval of all
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extensions and renewals is required to ensure that field office managers will allocate the
resources necessary to use this method. Any delegation of SAC approval authority to an
ASAC under this section must be in writing (See DIOG Section 3.4.3).

(U/AeB67 Prior to SAC approval referred to above, CDC or OGC review is required for the
initial “non-sensitive” Title III order. Extensions and renewals sought within 30 days after the
expiration of the original Title III order in non-sensitive Title IIIs do not require CDC review,
unless requested by the SAC or designee. The CDC must review renewals sought more than
30 days after the expiration of the original Title III order.

(U/TFOTO) There may be situations or unusual circumstances requiring the FBI to adopt an
already existing Title IIT from another federal law enforcement agency. Such adoptions may
only be done on a case-by-case basis, in exceptional circumstances, and subject to the
requirements set forth herein relating to CDC review and SAC approval. Should the Title IIT
proposed for adoption involve sensitive circumstances, it must also be handled in accordance
with the approval and review requirements set forth below.

18.7.2.6 (U) STANDARDS FOR USE AND APPROVAL REQUIREMENTS FOR SENSITIVE
TITLE IIIS

(U//F6B0) All Title III applications involving one of the seven “sensitive circumstances,”
listed below, including all extensions and renewals, must be reviewed by OGC and approved
by FBIHQ. The SAC, with the recommendation of the CDC, must determine whether the
request involves sensitive circumstances. The term “sensitive circumstances” as used in this
section relating to electronic surveillance under Title 111 is different from the term “sensitive
investigative matters,” as used in conjunction with approval requirements for opening
Assessments and Predicated Investigations, and is different from the term “sensitive
monitoring circumstances” as used in conjunction with the approval requirements for
consensual monitoring.

(U/ASHE) The field office must include a copy of the completed CDC checklist (FD-926)
when forwarding the initial sensitive Title III applications to OGC and FBIHQ for review.
After the initial submission, the CDC checklist must be completed by the appropriate OGC
unit for all subsequent extensions or renewals of sensitive Title IIIs.

(U/A6B0) Although ultimate approval for sensitive Title Ills is at the FBIHQ level, the SAC
or ASAC must continue to review and approve the use of the method for all sensitive Title 111
applications as it relates to the allocation of resources within their field office.

(U//FPeB0) The following five sensitive circumstances require the approval of a Deputy
Assistant Director (DAD) or a higher level official from the Criminal Investigative Division
(CID), Cyber Division, Counterterrorism Division (CTD), Weapons of Mass Destruction
Directorate (WMDD), or Counterintelligence Division (CD), as appropriate, and such
approvals must be documented in an EC:

A) (U/AHOT Significant privilege issues or First Amendment concerns (e.g., attorney-client
privilege or other privileged conversations or interception of news media representatives);

B) (U/AFOT0) Significant privacy concerns are anticipated (e.g., placing a microphone in a
bedroom or bathroom);
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C) (U/k66) Application is based on “relaxed specificity” (i.e., “roving” interception) under 18
U.S.C. § 2518(11)(a) and (b);

D) (U//FOTO) Application concerns a Domestic Terrorism (DT), International Terrorism, or
Espionage investigation; or

E) (U/EHSHS} Any situation deemed appropriate by the AD of CID or OGC.

(U//Fe0) The following two sensitive circumstances require the approval of the Director,
the Acting Director, Deputy Director, or the Executive Assistant Director (EAD) for the
Criminal Cyber Response and Services Branch or National Security Branch, or the respective
Assistant Director for Criminal Investigative Division (CID), Cyber Division,
Counterterrorism Division (CTD), Weapons of Mass Destruction Directorate (WMDD), or
Counterintelligence Division (CD), and such approvals must be documented in an EC:

A) (U/ASHO) "Emergency” Title III interceptions (i.e., interceptions conducted prior to judicial
approval under 18 U.S.C. § 2518(7)); or

B) (U/FEHO) It is anticipated that conversations of members of Congress, federal judges, high-
level federal officials, high-level state executives, or members of a state judiciary or
legislature will be intercepted.

(U//FOBO) “Sensitive circumstances” may develop at any point in time during the course of a
Title III. For example, while an initial application for interceptions might not be considered
sensitive, conversations intercepted thereafter of a high-level state executive would render any
subsequent spinoffs, extensions, or renewals “sensitive” Title III requests.

18.7.2.7 (U) PROCEDURES FOR EMERGENCY TITLE III INTERCEPTIONS

(U/POB0y 18 U.S.C. § 2518(7) provides that any investigative or law enforcement officer,
specially designated by the Attorney General, Deputy Attorney General, or the Associate
Attorney General, who reasonably determines that an emergency situation exists that requires
communications to be intercepted before an order authorizing such interception can, with due
diligence, be obtained, and there are grounds upon which an order could be entered
authorizing interception, may intercept such communications.

(U/FOTO07) Section 2518(7) postpones, rather than eliminates the need for judicial
authorization. If the Attorney General, Deputy Attorney General, or the Associate Attorney
General authorizes an appropriate FBI official to approve an emergency Title III interception,
an after-the-fact application for an order approving the interception must be made in
accordance with Title III to the appropriate Court, and an order obtained, within 48 hours after
the interception has occurred or begins to occur.

(UFet0)|
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(U) 18 U.S.C. § 2518(7) defines an emergency situation as one involving:

A) (U) immediate danger of death or serious physical injury to any person,

B) (U) conspiratorial activities threatening the national security interest, or

C) (U) conspiratorial activities characteristic of organized crime.

(U/F6H0) In all but the most unusual circumstances, the only situations likely to constitute
an emergency by the Department of Justice (DOJ) are those involving an imminent threat to
life, e.g., a kidnapping, hostage taking, or imminent terrorist activity.

18.7.2.7.1
(U/FeES)|

(U) OBTAINING EMERGENCY AUTHORIZATION

A) (U/EeL0)|

B)

©

(U/FeuQ)

(U/AHeH0)

D) (U//FOB0)|

(U/fF‘OﬁO)l —I
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18.7.2.7.2 (U) POST-EMERGENCY AUTHORIZATION

(U/AEBHO) Once the AG or his designee has authorized the Director, or his designee to make
the determination whether to proceed with the emergency Title III, the government has 48
hours (including weekends and holidays) from the time the AG granted authorization to apply
for a court order approving the interception. The field office, in coordination with the AUSA,
must immediately begin preparing an affidavit, application and proposed order for court
authorization.

(U/AE9) The affidavit in support of the after-the-fact application to the court for an order
approving the emergency interception must contain only those facts known to the AG or his
designee at the time the emergency interception was approved. The application must be
accompanied by thd form,
which must reflect the date and time of the emergency authorization.

(U//FEBO) The government may also request, at the time it files for court-authorization for
the emergency, court-authorization to continue the interception beyond the initial 48 hour
period. If continued authorization is sought at the same time, one affidavit may be submitted
in support of both requests. However, the affidavit must clearly indicate what information was
communicated to the AG or his designee at the time the emergency interception was approved
and what information was developed thereafter. Two separate applications and proposed
orders should be submitted to the court in this situation — one set for the emergency and one
set for the extension. If continued interceptions are not being sought, no further authorization
is needed from OEO. The AUSA should, however, still submit the application, affidavit, and
order to OEO for review. If continued interceptions are sought, that application, affidavit, and
order must be reviewed by OEO and approved by DOJ like any other Title III request. In
either situation, the affidavit must also be submitted through the operational unit for OGC
review, when time allows.

(U/FFEHO)| |

(U//FOBO) Pursuant to 18 U.S.C. § 2518(7), in the absence of a court order, interception
shall immediately terminate when the communication sought is obtained or when the
application for the order is denied, whichever is earlier. In the event an application for
approval is denied, or in any other case where the interception is terminated without an order
having been issued, the contents of any wire, oral, or electronic communication intercepted
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shall be treated as having been obtained in violation of Title III, and an inventory shall be
served on the person named in the application.

(U/FeBe| | b7E
[ |

A) (U//FOTO)
B) (U/FeB0)
O) (UAebo)

l(U//FeHe-)l |

AI) (U/Foge)| |

BI) (U/Eew0) | I |
C) (u/Fete] |
|

18.7.2.8 (U) PRE-TITLE III ELECTRONIC SURVEILLANCE (ELSUR) SEARCH POLICY

U/ 18 U.S.C § 2518(1)(e) requires that each application for an order to intercept
wire, oral, or electronic communications (hereinafter “Title III”’) contain a statement
describing all previous applications for Title III surveillance of the same persons, facilities, or
places named in the current application] |

b7E

(U) For specific details on how to conduct and document such ELSUR searches, see DIOG
Appendix H.

18.7.2.9 (U) DURATION OF APPROVAL FOR TITLE 111

(U) Court orders issued pursuant to Title III are for a period not to exceed 30 days. An
“extension” order may be sought to continue monitoring beyond the initial 30-day period
without a lapse in time. When a break in coverage has occurred, a “renewal” order may be
sought to continue monitoring the same interceptees and facilities identified in the original
order. The affidavit and application in support of an extension or renewal must comply with
all of the Title III requirements, including approval of the Attorney General or designee.

18.7.2.10  (U) SPECIFIC PROCEDURES FOR TITLE III AFFIDAVITS

(U//FOT6) The requirements in 18 U.S.C. § 2518 must be followed in the preparation of a
Title III affidavit. The employee drafting the Title III affidavit and approving officials must
consider the following requirements:

A) (U/AeHY8) The identity and qualifications of the affiant must be articulated;
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B) (UAPOH0) For the interception of wire or oral communications, the affidavit must establish
probable cause to believe a violation of at least one of the offenses enumerated in 18 U.S.C. §
2516(1) has been, is being, or will be committed. For the interception of electronic
communications, the affidavit must establish probable cause to believe that some federal
felony has been, is being, or will be committed;

C) (U/AEHO) The affidavit must set forth the identities of those persons, if known, for whom
there is probable cause to believe they are committing the alleged offenses, even if it is not
believed they will be intercepted over the target facility. This group of individuals is often
referred to as the “Subjects.” “Interceptees” may be listed separately; “interceptee” are those
Subjects who are expected to be intercepted;

D) (U//FOT0) Probable cause must be current and relevant to the use of the particular facilities
for which interception is sought;

E) (U/FOUOD) The necessity for the Title III must be articulated. There must be a factual basis
for concluding that alternative investigative procedures have been tried and failed or a
demonstration why these procedures appear to be unlikely to succeed or would be too
dangerous if tried ("boilerplate” statements in this respect are unacceptable);

F) (U//FOHO) Interceptions must be minimized, as statutorily required;

G) (U/EeB0) The facility or premises to be intercepted must be described fully, including a
diagram, if possible, if microphone installation is contemplated (surreptitious entries may not
be conducted for the purpose of preparing a diagram); and

H) (U/FeH0) A statement describing all previous applications for Title III surveillance of the
same persons (both subjects and interceptees), facilities or places named in the current
affidavit, To complv with this requirement, a "search,” e.g., an automated indices search of the
FBI' system and the systems of other appropriate agencies,
must be conducted prior to submitting the Title III affidavit to the DOJ OEO (non-sensitive
circumstances) or to the responsible FBIHQ operational unit (sensitive circumstances). The
squad SSA is responsible for verifying that pre-Title IIIl ELSUR checks have been completed
before the affidavit is sent to the court. The ELSUR Operations Technician (EOT) and the
ELSUR supervisor are responsible for confirming that ELSUR searches were properly
conducted as set forth in the final application submitted to the court.

(U/F6H8) Note: When drafting the Title Il Affidavit, the agent must determine whether the
proposed Title III intercept involves any of the DOJ-designated seven "sensitive
circumstances” listed in DIOG Section 18.7.2.6. If the proposed Title III will involve one or
more of the seven "sensitive circumstances,” the agent must consult with the assigned AUSA
to determine how the "sensitive circumstance(s)" will be addressed and how/when the federal
judge will be notified.

(U//FOT0O) Note: It is also recommended that the application include how the FBI will
address any sensitive circumstances as listed in DIOG Section 18.7.2.6, if they exist.

(U/FEB0) At least 10 calendar days prior to submitting the original Title III request to DOJ
OEO, the field office must forward an electronic communication to FBIHQ setting forth by
separate subheading: a synopsis of the investigation; the priority of the investigation within
the office; the anticipated manpower and/or linguistic requirements and outside support, if
any, that will be needed; a synopsis of the probable cause supporting the Title III application;
the prosecutive opinion of the USAOQ; and description of the interceptees. If a field office is
unable to submit the EC 10 calendar days prior to submitting the request to DOJ OEOQ, the

b7E

18-190 Versi .
ersion Dated:
UNCLASSIFIED — FOR OFFICTAC OSEONEY March 3, 2016



UNCLASSIFIED —-EOR-SHFHcHATETSEONTY
Domestic Investigations and Operations Guide §18

field office must advise the operational unit immediately and note the circumstances that
prevent timely notification.

(U//FOHQ) Case agents must use the] | b7E
[ |

18.7.2.11  (U) DISPUTE RESOLUTION FOR TITLE III APPLICATIONS

(U/ASE0) When there are legal questions/concerns that cannot be resolved through
discussions with reviewing officials at DOJ, the responsible FBIHQ operational division
supervisors or executives must forward the application to OGC for its review, advice, and
recommendation.

18.7.2.12  (U) REPORTING AND NOTICE REQUIREMENTS — TITLE 111
(UHFOHO] b7E

(U/LEQU-@)' | b7E

(U//FOBO)

(U/FOEe)| | b7E

(U//ESEO| |
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(U/FOEo b7E

(U//FOE6)| b7E

(U// B0

18.7.2.12.1 (U//FOEO) NOTICE REQUIREMENTS FOR SENSITIVE INVESTIGATIVE
MATTERS (SIM) THAT INVOLVE TITLE I1I INTERCEPTIONS

(U//FEE6) The anticipated interception of conversations related to a “Sensitive Investigative
Matter” (SIM) as defined in DIOG Section 10 requires notice to the appropriate FBIHQ Unit
Chief and Section Chief, and DOJ Criminal Division. Nofe: A sensitive investigative matter
(SIM) is not the same as a sensitive circumstance described in DIOG Section 18.7.2.6.

18.7.2.13 (U) JOINT TITLE II1 OPERATIONS WITH OTHER LAW ENFORCEMENT
AGENCIES

18.7.2.13.1 (U) FEDERAL LAW ENFORCEMENT AGENCIES

(U/AE) In joint FBI operations with other federal law enforcement agencies wherein
electronic surveillance is conducted through a Title III installation, the federal agency
administering the electronic surveillance will assume overall responsibility for ELSUR
indexing and recordkeeping. The fact that the investigation is a joint operation with another
federal law enforcement agency must be stated in the affidavit and application for the court
order. The joint federal agency must provide the FBI case agent with a copy of the court order
and application.

(U//EQU6 | b7E

18.7.2.13.2  (U) STATE AND LOCAL LAW ENFORCEMENT AGENCIES

(U/AE0) In joint FBI operations involving state and local law enforcement agencies
wherein electronic surveillance is conducted through a federal Title III installation, any state
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officer being used as an affiant must be federally deputized. The FBI will be the administering
agency responsible for the indexing and recordkeeping.

(U/AEH0) In joint FBI operations involving state and local law enforcement agencies
wherein electronic surveillance is conducted pursuant to the authorization of a state court (i.e.,
a wiretap authorized by a state court, as opposed to a federal court) | b7E

18.7.2.14  (U) EVIDENCE HANDLING

(U//F686) All ELSUR downloading, processing, and handling of original, derivative, and
copies of original or derivative ELSUR evidence must be conducted by an ELSUR operations
technician (EOT) or other designated employee (e.g. an agent who has successfully completed
ELSUR training in Virtual Academy). ELSUR evidence must not be uploaded into
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18.7.3 (U) INVESTIGATIVE METHOD: ELECTRONIC SURVEILLANCE — FISA AND
FISA TirLE VII (ACQUISITION OF FOREIGN INTELLIGENCE
INFORMATION)

18.7.3.1 (U) SUMMARY

(U/FOEQ).ELSUR conducted pursuant to the Foreign Intelligence Surveillance Act (FISA)
is a valuable investigative method. It is, also, a very intrusive means of acquiring information
relevant to the effective execution of the FBI’s national security and intelligence missions. To
ensure that due consideration is given to the competing interests between national security and
the effect on privacy and civil liberties, this section contains various administrative and
management controls beyond those imposed by statute and DOJ guidelines. Unless otherwise
noted, it is the responsibility of the case agent and his/her supervisor to ensure compliance
with these instructions. FISA ELSUR is only authorized as an investigative method in the
conduct of Full Investigations. FISA ELSUR requires administrative or judicial authorization
prior to its use.

(U//FOO) Coordination: b7E

b7E

(U//Fet6) Application:

(U) This section is divided below into FISA (18.7.3.2) and FISA Title VII (18.7.3.3).
18.7.3.2 (U) FOREIGN INTELLIGENCE SURVEILLANCE ACT (FISA)
18.7.3.2.1 (U) LEGAL AUTHORITY
(U)50 U.S.C. §§ 1801-1811 (FISA) and E.O. 12333 § 2.5.
(U) FISA Amendments Act of 2008 (P.L.No. 110-261).
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18.7.3.2.2 (U) DEFINITION OF INVESTIGATIVE METHOD

(U) FISA is the non-consensual electronic collection of information (usually communications)
under circumstances in which the parties have a reasonable expectation of privacy and court
orders or warrants are required.

18.7.3.2.3 (U) STANDARDS FOR USE AND APPROVAL REQUIREMENTS FOR FISA
18.7.3.2.3.1 (U) FISA REQUEST FORM

(U/AESYQ) FBIHQ and field office requests for FISC ELSUR orders must use the FISA
Request Form. Field office requests for FISA orders are submitted and tracked through
The FISA request forms, in a question and answer format, have been designed b7E

to ensure that all information needed for the preparation of a FISC application is provided
to FBIHQ and to the DOJ.

(U//FOHEQ) See| |
for additional guidance.

18.7.3.2.3.2 (U) CERTIFICATE BY THE DIRECTOR OF THE FBI

(U) Each FISA application must be accompanied by a Certification by the Director of the
FBI or one of nine other individuals authorized by Congress or the President to provide
such certifications that: the information being sought is foreign intelligence information;
that a significant purpose of the electronic surveillance is to obtain foreign intelligence
information; that such information cannot reasonably be obtained by normal investigative
techniques; that the information sought is "foreign intelligence information" as defined
by FISA. The certification must include a statement explaining the certifier's basis for the
certification.

(U) Title 50 of the United States Code Section 1804 specifies the Assistant to the
President for National Security Affairs; E.O. 12139 as amended by E.O. 13383 specifies
the Director of the FBI, Deputy Director of the FBI, the Director of National Intelligence,
the Principal Deputy Director of National Intelligence, the Director of the Central
Intelligence Agency, the Secretary of State, the Deputy Secretary of State, the Secretary
of Defense, and the Deputy Secretary of Defense as appropriate officials to make
certifications required by FISA. The FBI Director has represented to Congress that the
FBI Deputy Director will only certify FISA’s when the FBI Director is not available to
do so.

18.7.3.2.3.3 (U) EMERGENCY FISA AUuTHORITY (50 U.S.C. § 1805[F])

(U) The Attorney General, on request from the Director of the FBI or his/her designee,
may authorize an emergency FISA for electronic surveillance when it is reasonably
determined that an emergency situation exists that precludes advance FISC review and
approval and that a factual predication for the issuance of a FISA Order exists. A FISC
judge must be informed by DOIJ at the time of the emergency authorization and an
application must be submitted to that judge as soon as is practicable but not more than
seven (7) days after the emergency authority has been approved by the Attorney General.
If a court order is denied after an emergency surveillance has been opened, no
information gathered as a result of the surveillance may be used as evidence or disclosed
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in any trial or other proceeding, and no information concerning any USPER acquired
from such surveillance may be used or disclosed in any manner, except with the approval
of the Attorney General if the information indicates a threat of death or serious bodily

harm to any person.
WAEEE)

| b7E

18.7.3.2.4 (U) DURATION OF APPROVAL FOR FISA

(U/FOUO| |

18.7.3.2.5 (U//FEHEEH SPECIFIC PROCEDURES FOR FISA

(U//FetO) FISA related initiation and renewal procedures are contained within the FISA
Initiation Form which can be found withinl__Lbr on the Forms section of the N5LB

lihrary.

R e

18.7.3.2.5.1 (U//FOBO) FISA VERIFICATION OF ACCURACY PROCEDURES
(U//FEOH63 |

b7E

(U//FEFO)| |

(U//E6O | |

A) (U//Fedo)|
D) (U/FeE0)|

2) (U/retfon)| |

gy =
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3) (U9 | b7E

B) (U//FOUO] |

18.7.3.2.5.2 (U) USE OF FISA DERIVED INFORMATION IN OTHER PROCEEDINGS

(U//FEH) There are statutory (50 U.S.C. Sections 1806, 1825, and 1845) and Attorney

General (AG) policy restrictions on the use of information derived from a FISA ELSUR,

physical search, or PR/TT. These restrictions apply to and must be followed by anyone

“who may seek to use or disclose FISA information in any trial, hearing, or other

proceeding in or before any court, department, officer, agency, regulatory body, or other

authority of the United States. . . .” See DIOG Appendix E for the AG Memo, Revised

Policy on the Use or Disclosure of FISA Information, dated 01-10-2008. The guidance in

the AG’s Memo establishes notification/approval procedures which must be strictly

followed. Though not contained in the AG Memo, FBI policy requires that| | b7E

(U//FOH0) The United States must, prior to the trial, hearing, or other proceeding or at a
reasonable time prior to an effort to disclose or use that information or submit it into
evidence, notify the “aggrieved person” [as defined in 50 U.S.C. Sections 1801(k),
1821(2), or 1841(2)], and the court or other authority in which the information is to be
disclosed or used, that the United States intends to disclose or use such information. See
50 U.S.C. Sections 1806(c), 1825(d), and 1845(c).

18.7.3.2.5.3 (U/FFEHQ) FISA ELECTRONIC SURVEILLANCE ADMINISTRATIVE
(FISA ELSUR) SuB-FILE

(U//EeEO] |
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A) (U//FeE0) I
I |
B) (U/AeB0) | |
18.7.3.2.5.4 (U//FOUO) FISA REVIEW BOARD
(U/EeH0)| | b7E
(U/Foto)|
(U/FeTo)
18.7.3.2.5.4.1 (U) APPEALING THE DECISION OF THE REVIEW BOARD
(U//FoY0)|
18.7.3.2.6 (U) NOTICE AND REPORTING REQUIREMENTS FOR FISA
(U/EQUO) | |
18.7.3.2.7 (U) COMPLIANCE AND MONITORING FOR FISA
(U//FOHO) | b7E

18.7.3.2.8 (U) SPECIAL CIRCUMSTANCES FOR FISA

(U) Under 50 U.S.C. § 1802, the President, through the Attorney General, may authorize
electronic surveillance under FISA without a court order for periods of up to one year, if the
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Attorney General certifies in writing under oath that the surveillance will be solely directed at
acquiring communications that are transmitted by means that are exclusively between or
among foreign powers and there is no substantial likelihood of the surveillance acquiring the
contents of communications to which USPERSs are parties.

18.7.3.2.9 (U) FISA OVERCOLLECTION
(U/FeBe |

contact NSLbB Tor guidance regarding the handling ol any FISA overcollection.
18.7.3.2.10  (U) OTHER APPLICABLE POLICIES
18.7.3.2.10.1 (U) FISA
A) (U/ESHO) Counrerintellicence Division Policy Guide, 0717086
B) (U/HB6VB0) Caunterterrovizsm Policy Guide, G775DF0
O) (U/AFOT0) investigative Law Linit Library
D) (U/FOB6) Foreign Intelligence hurveillance Act (FISA) Lo

18.7.3.2.11 (U)COLLECTION HANDLING

(U//Fey All ELSUR downloading, processing, and handling of original, derivative, and
copies of original or derivative ELSUR evidence must be conducted by an ELSUR operations

technician (EOT) or other designated official (e.g. an agent who has successfully completed
ELSUR training in Virtual Academy). ELSUR evidence must not be uploaded int ]

18.7.3.2.11.1 (U) DOWNLOADING, HANDLING, AND STORAGE OF FISA
INTERCEPT MEDIA FOR USE AS ORIGINAL EVIDENCE

(U//reuo) |

(U//roes|

(U/FOUSY | |
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(U//FOB0)

1) (U/FeBo)

2) (U) |

3) (U//EeLQ) |
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18.7.3.3 (U) FISA TITLE VII (ACQUISITION OF FOREIGN INTELLIGENCE INFORMATION)

18.7.3.3.1 (U) SUMMARY

(U) Titles I and IIT of the FISA (codified as 50 U.S.C. §§ 1801, et seq.) provide the standard,
traditional methods of collection against agents of foreign powers (including USPERs and
non-USPERSs) and foreign establishments inside the United States. Title VII of FISA,
“Additional Procedures Regarding Certain Persons Outside the United States,” provides the
means to target non-USPERSs reasonably believed to be located outside the United States.

18.7.3.3.2 (U) LEGAL AUTHORITY

A) (U) FISA Amendments Act of 2008 (122 Stat 2436)
B) (U) AGG-Dom, Part V.A.13
18.7.3.3.3 (U) DEFINITION OF INVESTIGATIVE METHOD

(U) Title VII may be used for conducting FISAs on certain persons located outside the United
States.

18.7.3.3.4 (U//FOHO) STANDARDS FOR USE AND APPROVAL REQUIREMENTS FOR
INVESTIGATIVE METHOD

(U//FEOBO) See requirements under DIOG Sections 18.7.1, 18.7.2, and 18.7.3 and
requirements specified above.

18.7.3.3.5 (U) DURATION OF APPROVAL

(U//FEHO) See requirements under DIOG Sections 18.7.1, 18.7.2, and 18.7.3 above.
18.7.3.3.6 (U/FFOHQ) SPECIFIC COLLECTION PROCEDURES FOR TITLE VII

(U) The relevant procedures (or collections) under Title VII are:

18.7.3.3.6.1 (U) SECTION 702 - PROCEDURES FOR TARGETING NON-U.S.
PERSONS (NON-USPERS) WHO ARE OQUTSIDE THE UNITED STATES

(U/AESHO) Under Section 702, the Government has the authority to target non-USPERSs
who are located outside the United States if the collection is effected with the assistance
of an electronic communication service provider, as that term is defined in FISA. This
section does not require a traditional FISA request. Rather, under this section, the
Attorney General and the Director of National Intelligence may authorize, for periods of
up to one year, the targeting of non-United States persons reasonably believed to be
located outside the United States to acquire foreign intelligence information, provided
they execute a Certification that is submitted to and approved by the FISC. The
Certifications are accompanied by an affidavit signed by the FBI Director. In addition,
the FBI is required to file "Targeting Procedures” that ensure that only non-U.S. persons
(non-USPERs) reasonably believed to be located outside the United States will be
targeted for collection and "to prevent the intentional acquisition of any communications
as to which the sender and all intended recipients are known at the time of the acquisition
to be located in the United States." Additionally, the statute prohibits targeting any person
reasonably believed to be located outside the United States for the purpose of obtaining
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the communications of a particular, known person reasonably believed to be in the United
States. Finally, the FBI is also required to follow 702-specific minimization procedures.

18.7.3.3.6.2 (U) SECTION 703 - CERTAIN ACQUISITIONS INSIDE THE UNITED
STATES TARGETING UNITED STATES PERSONS OUTSIDE THE
UNITED STATES

(U Under Section 703, the Government has the authority to target USPERs who
are reasonably believed to be located outside the United States if the collection is effected
with the assistance of a United States provider and if the collection occurs inside the
United States. This section only authorizes electronic surveillance or the acquisition of
stored electronic communications or stored electronic data that requires a court order,
e.g., non-consensual collection. FISA 703 is an alternative to traditional FISA electronic
surveillance (Title 1) or physical search (Title III) authority when the facts meet the 703
criteria. There are two notable differences between Section 703 and traditional FISA
authorities. First, although the application must identify any electronic communication
service provider necessary to effect the acquisition, the application is not required to
identify the specific facilities, places, premises, or property at which the acquisition will
be directed. Second, Section 703 allows for the targeting of a USPER who is “an officer
or employee of a foreign power,” even if the target is not knowingly engaging in
clandestine intelligence gathering activities, sabotage, or international terrorism. To
obtain authority to collect information under this section, the FBI must submit a FISA
request and obtain a FISC order and secondary orders, as needed. The process to obtain
that order is the same as the standard FISA process. Refer to the FISA Unit's website for
further information. Section 703 also allows for emergency authorization. Unlike
traditional FISA orders, however, surveillance authorized pursuant to this section must
cease immediately if the target enters the United States. If the FBI wishes to continue
surveillance of the USPER while he or she is in the United States, the FBI must obtain a
separate court order under Title I (electronic surveillance) and/or Title III (physical
search) of FISA in order to conduct electronic surveillance or a physical search of that
USPER while the person is located in the United States. The use of any information
collected using FISA 703 authority must comply with the applicable minimization
procedures.

18.7.3.3.6.3 (U) SECTION 704 - OTHER ACQUISITIONS TARGETING UNITED
STATES PERSONS OUTSIDE THE UNITED STATES

(U/ARSE0) Under Section 704, the Government has the authority to target USPERs who
are reasonably believed to be located outside the United States if the collection occurs
outside the United States (i.e. without the assistance of a United States’ electronic
communication service provider). The statute requires that the FISA court issue an order
finding probable cause to believe that the USPER target is a foreign power, an agent of a
foreign power, or an officer or employee of a foreign power and is reasonably believed to
be located outside the United States "under circumstances in which the targeted United
States person has a reasonable expectation of privacy and a warrant would be required if
the acquisition were conducted in the United States for law enforcement purposes.” To
obtain authority to collect information under this section, the FBI must submit a FISA
request and obtain a FISC order (the order will not include secondary orders). The
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process to obtain a FISA 704 order is similar to, but more streamlined than, that for
obtaining a traditional FISA under the standard FISA process. There are two notable
differences between Section 704 and traditional FISA authorities. First, the application is
not required to identify the specific facilities, places, premises, or property at which the
acquisition will be directed. Second, Section 704 allows for the targeting of “an officer or
employee of a foreign power” even if the target is not knowingly engaging in clandestine
intelligence gathering activities, sabotage, or international terrorism. Refer to the FISA
Unit's intranet website for further information. Section 704 also allows for emergency
authorization. Unlike traditional FISA orders, however, surveillance authorized pursuant
to this section must cease if the USPER enters the United States but may be re-started if
the person is again reasonably believed to be outside the United States during the
authorized period of surveillance. If there is a need to continue surveillance while the
target is located inside the United States a separate court order must be obtained. The use
of any information collected using FISA 704 authority must comply with the applicable
minimization procedures.

(U/FeTo] |

18.7.3.3.6.4 (U) SECTION 705 - JOINT APPLICATIONS AND CONCURRENT
AUTHORIZATIONS

(U/AEBLO) Section 705(a) “joint applications” allow the FISC, upon request of the FBI,
to approve a joint application targeting an USPER under both Sections 703 and 704
(authority to collect both when the facilities are located inside and outside the United
States).

(U/HFeY6) Section 705(b) provides that if an order has been obtained under Section 105
(electronic surveillance under Title I of FISA) or 304 (physical search under Title III of
FISA), the Attorney General may authorize the targeting of the USPER target while such
person is reasonably believed to be located outside the United States. The Attorney
General has this authority under E.O. 12333 § 2.5. In other words, when the FISA Court
authorizes surveillance of an USPER target, the Attorney General, under Section 705(b)
and E.O 12333 § 2.5, can simultaneously authorize surveillance to continue if the target
travels outside the United States during the authorized period of the surveillance.
According to Section 705(b), there is no need for a separate order pursuant to Section 703
or 704. During the FISA drafting process, an FBI employee should determine whether
surveillance or physical search may occur for purpose of acquiring foreign intelligence
while the person is reasonably believed to be outside the United States. If so, the FBI
employee should consult with an OGC or DOJ-NSD attorney to ensure that appropriate
language is added to the application.

(U/peso)
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18.7.3.3.6.5 (U) FISA OVERCOLLECTION
(U/reBo) | b7E
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19 (U) ARREST PROCEDURE POLICY

19.1 (U) ARREST WARRANTS

19.1.1 (U) COMPLAINTS

(U) A complaint is a written statement of the facts necessary to establish probable cause to
believe that an offense has been committed and that the defendant committed it. A complaint is
presented under oath before a magistrate judge, who may issue an arrest warrant or a summons
for the defendant if he/she finds the complaint establishes probable cause to believe the
defendant committed the charged offense.

19.1.2  (U) ARREST WARRANTS

(U) Any justice, judge or magistrate judge of the United States has the authority to issue arrest
warrants for any offense against the United States. In addition, if a federal magistrate judge is not
reasonably available a state or local judicial officer where the offender may be found can issue
the warrant. Copies of warrants issued under this authority are returned to the court of the United
States that has jurisdiction over the offense.

19.1.3  (U) JURISDICTION

(U) Federal rules do not limit the application for an arrest warrant to any specified district.
Usually, an application for a warrant will be made in the district where the offense was
committed, but it may also be issued by a magistrate judge in the district where the offender is
located.

19.1.4 (U) PERSON TO BE ARRESTED

(U) An arrest warrant must contain the name of the defendant or, if his/her name is unknown,
any name or description by which the defendant can be identified with reasonable certainty.
There is no requirement to determine the defendant’s true name before a warrant can be issued. It
is sufficient to develop facts which provide a reasonable belief that a particular individual is the
offender. A warrant can be based on facts that provide a distinguishing physical description or
describe the particular circumstances in which the defendant can be found.

19.2  (U) ARREST WITH WARRANT

19.2.1 (U)PoLicy

(U) Whenever possible, an arrest warrant must be obtained prior to an arrest. SSAs may
authorize agents49 to execute arrest warrants and, in extraordinary circumstances, FBIHQ should
be notified in advance of the arrest. For example, SSAs should notify FBIHQ when the arrest
may have a significant impact on an investigation in another field office or when the arrest is

49 (U) The term “agent” in the context of this section includes FBI special agents and other federal, state, tribal,
or local law enforcement officers who have been deputized under either Title 18 or 21 of the United States
Code and are working on behalf of or at the direction of the FBI, e.g. task force officer, JTTF, etc.
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likely to cause widespread publicity due to the identity or status of the arrestee or the nature of
the crime.

(U) Upon the execution of an arrest warrant, the apprehending field office/division must
promptly enter a “locate” within NCIC. The Office of Origin (OO) of the warrant must enter a
“clear” within NCIC within 24 hours of the “locate.” See the Ngtiong! {rime {nformation Center
(INCIC) Field Office Guide, $41438¢ for detailed NCIC policy. Also see DIOG subsection 19.4.4
(Initial Processing) below.

19.2.2  (U) PRoMPT EXECUTION

(U) While there is no time limit on the execution of arrest warrants (unlike search warrants), as a
general rule agents should make the arrest without prolonged delay after obtaining the warrant.

19.2.3  (U) ARREST PLANS

(U) The ADIC/SAC is responsible to ensure that careful and thorough planning is conducted for
the successful execution of any high risk arrest operation involving a potentially dangerous
situation or subject. The arrest plan must be adapted to each situation with relevant details for the
safety and effectiveness of all agents and officers involved. The planning and execution of
arrests, raids, and searches should be assigned to experienced agents. All arrest plans must be
approved by ASACs or their designees.

(U) Prior to conducting an arrest operation deemed a high risk, the agent must prepare a written
operation order (OPORDER) to include the five critical categories: Situation, Mission,
Execution, Administration and Equipment, and Control and Communication (SMEAC), and
must utilize the Law Enforcement Operations Order (OPORDER), EL}-K&¥ in situations where an
FBI SWAT Team(s) or the Critical Incident Response Group’s (CIRG), Tactical Section is
involved, the Operations Order Template must be used in lieu of the FD-888. See the| |

land| |

for more on the use of the SWAT Teams and CIRG’s Tactical Section in high risk operations.

(U) The written OPORDER must be presented in an oral briefing to all personnel involved in the
execution of the arrest warrant(s) prior to the operation. During the briefing, the briefing agent
should stress to the participants of the operation that the arrest(s) has the potential to become
dangerous. At the discretion of the field office approving official, the CDC/ADC may review the

operation participants.

(U) Exigent circumstances (i.e., emergency, pressing necessity requiring immediate action) may
necessitate an oral briefing in lieu of the written OPORDER. The ASAC or designee must
approve the use of an oral briefing in lieu of a written and approved OPORDER in exigent
circumstances. An oral briefing must follow the requirements of a written OPORDER and
include the SMEAC categories identified above. Documentation of the oral briefing must occur

Order Template, whichever is appropriate for the situation.

(U) The SSA may consider utilizing, and/or alerting local authorities to the planned arrest, if
appropriate under the circumstances. Although the time of notification is left to the discretion of
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the SSA, he/she must consider the jurisdiction of local law enforcement, its responsibility to its
community and its need to be aware of law enforcement actions in its jurisdiction.

(U) The squad supervisor must be notified of the presence in FBI office space of any person(s)
under arrest or of the presence of any suspect(s) for whom arrest is contemplated.

19.2.4 (U) ARREST TECHNIQUES — GENERAL

(U b7E

19.2.4.1 (U) INITIAL APPROACH DURING AN ARREST OPERATION
9
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19.2.4.2 (U) POSSESSION AND DISPLAY OF WARRANT

(U) If time permits, the arresting agent should have the arrest warrant in his/her possession
and show it to the defendant at the time of arrest. If the agent does not have the warrant with
him/her at the time of arrest, the agent must inform the defendant of the offense(s) charged
and that a warrant has been issued. The agent must, at the defendant’s request, obtain the
warrant and show it to the defendant as soon as practicable.

19.2.4.3 (U) HANDCUFFING

(O)] b7E

19.2.4.4 (U) SEARCH OF THE PERSON INCIDENT TO ARREST

19.2.4.4.1 (U) HIGH-RISK SEARCH/FULL-BODY SEARCH

(U b7E

)| I
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19.2.4.4.2 (U) FINAL SEARCH AND COLLECTION OF EVIDENCE
)
(U

19.2.4.5 (U) TRANSPORTATION OF ARRESTED PERSONS
8|

|
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19.2.4.6 (U) JOINT ARRESTS

(U) An SSA may authorize a joint arrest with state and local authorities, United States
Marshals Service (USMS), or other federal law enforcement agencies. In circumstances of
joint arrests, the SAC remains responsible to ensure that there is a well-considered arrest plan.

19.2.4.7 (U) EYEWITNESS IDENTIFICATIONS

(U) See| [for
guidance on gathering eyewitness identifications of suspects during an investigation.

19.3  (U) ARREST WITHOUT WARRANT

19.3.1 (U) FEDERAL CRIMES

(U) Whenever possible, SAC and USAO authority must be obtained before making a warrantless
arrest. Agents are authorized to make warrantless arrests for any federal crime (felony or
misdemeanor) committed in their presence. Agents also have authority to make warrantless
felony arrests for a crime not committed in the presence of the agent if there is probable cause to
believe the person to be arrested committed a federal felony. A warrantless arrest must only be
made when sound judgment indicates obtaining a warrant would unduly burden the investigation
or substantially increase the potential for danger or escape. See DIOG subsection 19.3.3. (Non-
Federal Crimes below.)

19.3.2 (U) NOTIFICATION 1O U.S. ATTORNEY

(U) When a warrantless arrest has been made, the USAO must be contacted immediately for
authorization to prosecute.

19-6 Version Dated:

UNCLASSIFIED - FOR OFFICTAEHSE-OMN LY March 3, 2016

b7E

b7E



UNCLASSIFIED —+OoR-6H A SSE-ONEY—
Domestic Investigations and Operations Guide §19

19.3.3 (U) NON-FEDERAL CRIMES

(U) There is no federal statutory authority for agents to intervene in non-federal (state) crimes.
However, FBI policy permits certain types of non-federal arrests in exigent circumstances.

(U) As a general rule, an agent should only make an arrest for a state crime if a serious offense
(felony or violent misdemeanor) has been committed in his or her presence and immediate action
by the agent is necessary to prevent escape, serious bodily injury, or destruction of property.

(U) Agents are also authorized to arrest a person who is the subject of an FBI Predicated
Investigation when a state or local arrest warrant for that person is outstanding, and the person is
encountered during the investigation and would likely escape if not arrested. Similarly, an agent
working with state or local law enforcement officers who request assistance to apprehend a non-
federal fugitive who has been encountered during the course of a federal investigation is
authorized to provide the requested assistance when intervention is otherwise permitted for a
state crime as described in the preceding paragraph.

(U) In some states, there is legislative authority for an agent to intervene in certain types of state
crimes as a peace officer rather than as a private citizen. Deputation or statutory recognition as a
state peace officer allows a federal agent to make arrests for state offenses with the authority and
immunities of a law enforcement officer of the state or one of its subdivisions. Of greater
significance is whether intervention by an agent in a particular non-federal crime falls within the
scope of employment. Agents who intervene in serious nonfederal crimes committed in their
presence or who arrest a state fugitive under the circumstances previously described will
normally be considered to be acting within the scope of their employment. While the
determination to provide legal representation depends on the facts and circumstances of each
circumstance, the DOJ, as a general rule, will provide legal representation to agents who act in
accordance with this policy.

(U) It is important to note that the DOJ has indicated that efforts to enforce minor infractions of
the law, such as shoplifting or traffic violations, are not generally considered to be within the
scope of employment. Civil actions against federal personnel concerning acts which fall outside
the scope of employment will not be removed to federal courts, and employees in such
circumstances will not be eligible for legal representation provided for by the DOJ. An agent's
status with respect to civil liability in such circumstances will depend on a particular state's law,
which may require an employee to defend himself/herself as an ordinary citizen.

19.3.4 (U) ADHERENCE 10 FBI PoLiCcY

(U) If any official in the USAO instructs an agent to arrest or detain a subject in any manner
contrary to FBI rules and regulations, the agent must not comply with such instructions and must
immediately inform the SSA. (See the special rules in DIOG 19.12 below for the arrest of
juveniles.)

194  (U) PROMPT APPEARANCE BEFORE MAGISTRATE

(U) When a federal arrest is made, the arrestee must be taken before a federal magistrate judge
without unnecessary delay. If a federal magistrate judge is not available, the arrestee may be
brought before a state or local judicial officer authorized by 18 U.S.C. § 3041 after consultation
with the USAO.
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(U) Special Considerations for Unlawful Flight to Avoid Prosecution (UFAP) Arrests: If the
arrestee was arrested on a warrant charging only a violation of UFAP, the arrestee can be
transferred without unnecessary delay to the custody of the appropriate state or local authorities
in the district of arrest. The USAO in the originating district will move promptly to dismiss the
UFAP warrant. It is not necessary to wait until the UFAP warrant has been dismissed to release
the subject to state or local authorities, but it is important for the agent to ensure that the USAO
dismisses the UFAP warrant promptly after the arrest.

(U) If an agent makes a warrantless arrest, a complaint must be filed setting forth the probable
cause. The complaint is generally submitted when the arrestee is brought before the magistrate.
A personal, telephonic, or electronic presentation to the magistrate of the facts setting forth the
probable cause must occur within 48 hours of a warrantless arrest if the arrestee is detained and
an initial appearance cannot be held within that 48-hour period.

19.4.1 (U) DEFINITION OF UNNECESSARY DELAY

(U) Rule 5 of the Federal Rules of Criminal Procedure requires the arresting agent to bring the
accused before a federal magistrate judge without unnecessary delay. What constitutes
“unnecessary delay” is determined in light of all the facts and circumstances. Confessions
obtained from defendants during periods of unnecessary delay prior to initial appearance are
generally inadmissible at trial. As a general rule, a voluntary confession within six (6) hours of
arrest is not considered a product of unnecessary delay. The six-hour period begins when the
accused is arrested or taken into custody by federal law enforcement authorities on a federal
charge and runs continuously. The six (6) hour safe harbor can be extended to include delays
found by the trial judge to be reasonable considering the means of transportation and the distance
to be traveled to the nearest available magistrate judge. Delay solely for the purpose of
conducting interrogation is not permitted. Delays for many other reasons may be justified and
will not result in suppression of a statement, particularly when there is no indication that the
purpose of the delay was to extract a confession (See DIOG subsections 19.4.2 and 19.4.3). For
example, courts have found delays beyond six hours to be justified when attributable to the
defendant’s need for medical treatment, his intoxication, the agents’ need to remain at the scene,
the unavailability of a magistrate, and booking or other legitimate law enforcement procedures
unrelated to interrogation.

(U) To avoid the risk that a court will determine that delay beyond the safe-harbor period was
“unnecessary” and suppress a confession elicited more than six (6) hours after arrest, agents who
want to continue or resume an interrogation after six (6) hours must seek a waiver of the right to
prompt presentment from the accused. To continue an interrogation after six hours have elapsed,
agents must advise the suspect of his Rule 5 rights, and seek an affirmative waiver of those rights
from him. The warning and waiver must be substantially in accord with this approved waiver
language:

(U) “You have a right to be taken without unnecessary delay to court, where a
judge will advise you of the charges against you and provide you with a copy of
any affidavit the government has filed in support of these charges. The judge will
also advise you of the rights I advised you of previously, namely, that you have a
right to an attorney and to have an attorney appointed for you; that you have a
right to remain silent and that any statement you make may be used against you.
The judge will also tell you if you have a right to a preliminary hearing, and that
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if vou do, the government will have to establish that the charges in the complaint
are supported by probable cause. The judge will also tell you about the factors
that will determine whether you can be released from custody prior to trial. Do
vou understand this right and are you willing to waive it and continue to talk to
us?”

(U) It is prudent to obtain a waiver of the right to prompt presentment in any circumstance when
interrogation extends beyond the six-hour safe-harbor period.

19.4.2 (U) EFFECT OF UNNECESSARY DELAY

(U) Incriminating statements obtained during any period of unnecessary delay after arrest and
prior to the initial appearance before a Magistrate Judge are subject to suppression.

19.4.3  (U) NECESSARY DELAY

(U) If the delay in bringing an arrested person before the magistrate judge is greater than six
hours and a confession is obtained after six hours, the government has the burden of proving the
delay was reasonable. Some factors which could contribute to a finding that a delay beyond six
hours were reasonable are the means of transportation, the distance to the nearest available
magistrate judge and the time and day of the week of the arrest.

19.4.4  (U) INITIAL PROCESSING

(U) Following an arrest, the defendant should be brought to the nearest FBI office for
fingerprinting, photographing, and an interview, where appropriate. Additionally, arresting
agents and TFOs must be cognizant of the custodial recording policy. See DIOG subsection
18.5.6.4.17 for guidance on recording custodial interviews. Other law enforcement agency
offices may be used for this purpose if FBI facilities are not reasonably available. This process
generally should not exceed six hours, measured from the time of arrest to the time of arrival
before the magistrate judge.

19.4.4.1 (U) REQUESTS OF SUBJECTS IN CUSTODY

(U) In all cases in which a Bureau subject is incarcerated either prior to or after initial
appearance and plea, if the subject makes known to an agent during the course of an interview
or otherwise his/her desire to be brought before the district court judge or to see a U.S.
Marshal, immediate steps must be taken by the agent to advise the United States Attorney’s
Office (USAO) or U.S. Marshals Service of the desires of the subject.

19.4.5 (U) COLLECTION OF DNA AFTER ARREST OR DETENTION

(U) The Attorney General has directed the FBI to collect DNA samples from all arrestees, other
than juveniles, and all non-U.S. persons (non-USPER) lawfully detained. A DNA sample should
ordinarily be obtained during initial processing. FBI DNA collection kits should be used to
collect a saliva sample from inside the person’s mouth.

(U) There is no requirement to obtain a DNA sample from an individual who is arrested on an
UFAP warrant when that individual will be turned over to the appropriate state/local agency with
the expectation that the UFAP charge will be dismissed. A DNA sample should not be obtained
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from an individual arrested on a UFAP warrant when there is no expectation of federal
prosecution. For example, when it is anticipated that the UFAP charge will be dismissed and the
individual turned over to the appropriate state/local agency, no DNA sample should be obtained.

(U) A DNA sample may not be taken from a juvenile arrestee. A DNA sample may only be
taken from a juvenile after he/she has been convicted of certain drug or violent offenses.

(U) Federal law requires covered individuals to provide a DNA sample as a condition of pre-trial
release and imposes criminal liability for failing to cooperate in the collection of the sample.

(U) The law also authorizes “such means as are reasonably necessary to detain, restrain, and
collect a DNA sample from an individual who refuses to cooperate in the collection of the
sample.” If resistance is encountered, agents must seek to elicit the cooperation of the individual
to collect the sample. If the individual continues to resist, agents must advise the USAO or the
judge and seek a judicial order requiring the individual to cooperate. If the individual still
continues to resist after the court order, agents may use reasonable force to overcome resistance
and safely obtain the DNA sample.

(U) For additional information on the process of collecting DNA samples from arrestees, see EC
dated, 11/20/2009 from Laboratory to All Field Offices (3 19T-H(-AT487667-1.AB).

19.5 (U) USE OF FORCE

19.5.1 (U) IDENTIFICATION

(U) An arresting agent should identify himself/herself before effecting the arrest, in a clear,
audible voice, as a special agent of the FBI and state his/her intention to arrest the subject.

19.5.2 (U) PHYSICAL FORCE

(U) Agents are permitted to use the amount of physical force reasonable and necessary to take
custody and overcome all resistance of the arrestee, and to ensure the safety of the arresting
agents, the arrestee and others in the vicinity of the arrest.

(U) See FBI Deadly Force Policy - Appendix £ {1} BOf Policy on Use of Force,

(U) See Less Lethal Bevices Policy Guide, 851708

19.5.3  (U) RESTRAINING DEVICES

(U) Temporary restraining devices, such as handcuffs, shackles and/or belts may be used to
secure an arrestee. Use of such devices is lawful and proper, and agents are expected to employ
reasonable judgment under the circumstances in the use of these devices and to resolve any
doubt in favor of their use.

19.5.4 (U) PREGNANT ARRESTEES

(U) Within the standard operational procedures designed to ensure the successful completion of
an operation and its immediate objectives, and while also guarding the safety of all involved,
reasonable precautions and techniques should be employed when dealing with an arrestee
reasonably believed to be pregnant to avoid harm to the fetus. This caution includes actions
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involving confrontation, apprehension, employing restraints, transporting and confining the
individual, and responding promptly to needed or requested medical care. In particular,
reasonable care or precautions should be considered and used, if appropriate under the
circumstances, when employing physical restraints that directly constrict the area of the fetus.

19.6 (U) MANNER OF ENTRY

19.6.1 (U) KNOCK AND ANNOUNCE

(U) Pursuant to 18 U.S.C. section 3109 and court decisions, agents are generally required to
"knock and announce" their identity, authority and purpose, and demand to enter before entry is
made to execute an arrest warrant in a private dwelling. This is part of the "reasonableness”
requirement of the Fourth Amendment. The announcement can be given by one agent and need
not be lengthy or elaborate but must convey to the person behind the door what is occurring. A
loud announcement is essential and electronic devices designed to amplify the voice should be
used where communication is anticipated to be difficult.

(U) the "knock and announce" requirement need not be complied with when the agent executing
the warrant has a reasonable suspicion of one or more of the following:

(U) to "knock and announce" would cause the agent and/or another to be placed in imminent
peril of bodily harm;

(U) to "knock and announce” would be a useless or futile gesture as the persons within the
premises already know of the agent's identity, authority, and purpose;

(U) to "knock and announce" would cause the evidence sought under the warrant to be destroyed
or removed; or

(U) to "knock and announce"” would be reasonably likely to trigger an attempted escape of the
person agents seek to arrest.

19.6.2 (U) SUSPECT'S DWELLING

(U) In order to lawfully enter a suspect's dwelling to effect an arrest, agents must have either: (i)
consent to enter, (ii) an emergency ("hot pursuit") justifying a warrantless entry, or (iii) an arrest
warrant and probable cause to believe the suspect is in the dwelling. In determining whether a
location is the suspect's dwelling, an apartment, hotel, motel or boardinghouse room becomes the
dwelling of the person renting or leasing it. If the suspect is not named on the lease or rental
agreement, the dwelling may still be considered the suspect's dwelling if the suspect occupies the
dwelling jointly with another.

19.6.3  (U) THIRD PARTY DWELLING

(U) In order to lawfully enter a third party's dwelling to arrest a suspect, agents must have either:
(1) consent to enter, (ii) an emergency ("hot pursuit") justifying a warrantless entry, or (iii) a
search warrant for the third party dwelling describing the person to be arrested. For these
purposes, “third party dwelling” is any private dwelling other than the principal dwelling of the
person to be arrested. For example, a search warrant would be necessary if the arrestee is a
casual visitor, or temporary caller at the dwelling of the third party. In order to enter a private
dwelling to effect an arrest, whether pursuant to an arrest warrant, search warrant, or exigent
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circumstances, the agent must have probable cause to believe the suspect to be arrested is within
the dwelling to be entered.

19.6.4 (U) EXIGENT CIRCUMSTANCES

(U) If an agent has a reasonable belief that the subject will flee before a warrant can be obtained,
or there is a substantial likelihood that the subject will dispose of evidence before a warrant can
be obtained or there is increased danger to agents or others if entry is delayed to obtain a warrant,
exigent circumstances exist which may justify entry into a dwelling to make a warrantless arrest
or entry into a third party dwelling without a search warrant to make an arrest.

19.7 (U) SEARCH INCIDENT TO ARREST

(U) The authority to search incident to an arrest is an exception to the warrant requirement.
Under this exception, an agent may conduct a full and complete search of the person of the
arrestee and the area within the arrestee’s “immediate control.” Inmediate control means “the
area from within which an arrestee might gain possession of a weapon or destructible evidence.
The purpose for the exception is to protect the arresting agent, prevent escape, and preserve any
evidence in possession of the arrestee. The right to search flows from the fact of arrest, not the
nature of the crime for which the arrest has been made. A search incident to arrest must be made

without delay and “roughly contemporaneous” with the arrest itself.

19.7.1 (U) PREREQUISITE: LAWFUL ARREST

(U) A search incident to arrest first requires a lawful custodial arrest based upon probable cause.
A warranted arrest is presumptively lawful. As discussed below, authority to enter a subject’s
dwelling to arrest is limited.

(U) Entry into Suspect's Dwelling: If entering the defendant's dwelling to effect an arrest, agents
must have either (i) consent to enter, (ii) an emergency ("hot pursuit"), or (iii) an arrest warrant
and probable cause to believe that the defendant is inside the premises.

19.7.2  (U) SCOPE AND TIMING REQUIREMENT

19.7.2.1 (U) SCOPE OF SEARCH

(U) The agent is entitled to search the person of the arrestee and the area within the arrestee's
immediate control for weapons, to prevent concealment or destruction of evidence, and to
prevent concealment of any means of escape. The search may extend to any portable personal
property in the arrestee's actual possession, such as clothing, purses, briefcases, grocery bags,
etc. Items of personal property accessible to the arrestee, such as an unlocked desk drawer or
unlocked suitcase, may be searched. Absent exigent circumstances or valid consent,
inaccessible or locked items of personal property may not be searched incident to arrest.

(U) In order to search the contents of a cell phone, Agents must obtain a warrant, valid
consent or otherwise have exigent circumstances. As such, the search incident to arrest
exception to the warrant requirement does not extend to data in a cell phone or other personal
electronic device carried on or about the arrestee.
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(U) If there 1s probable cause to believe a cell phone or other personal electronic device
contains evidence, it may be seized, but the agent must obtain a search warrant or otherwise
rely upon an exception to warrant requirement, e.g. valid consent, exigency, etc. prior to
actually searching the cell phone or other electronic device. That electronic evidence may be
destroyed remotely does not constitute exigent circumstances unless there is probable cause
that remote destruction is actually imminent in the specific situation as to the particular
device.

19.7.2.2 (U) VEHICLES

(U) The interior passenger compartment of a vehicle may be searched incident to a recent
occupant’s arrest only if the arrestee is within reaching distance of the passenger compartment
at the time of search or if it is reasonable to believe the vehicle contains evidence of the
offense for which the person was arrested. A search incident to arrest of an arrestee’s vehicle
may not otherwise occur. For example, a search of the vehicle incident to an arrest would not
be permitted after the occupant has been removed, handcuffed, and placed in a nearby FBI
vehicle if the arrest was based on an outstanding arrest warrant for failure to appear. If a
search of a vehicle incident to arrest can be done under the described circumstances, the
permissible scope can include unlocked or otherwise accessible containers, such as glove
compartments, luggage, bags, clothing, etc.

19.7.2.3 (U) CELL PHONES

(U) The contents of a cell phone have a reasonable expectation of privacy, and therefore,
Agents must obtain a warrant to search the cell phone unless they obtain lawful consent or
exigent circumstances exist.

(U) In addition, Agents may not search the contents of a cell phone in the possession of the
arrestee incident to an arrest. This also includes a search incident to arrest of the contents of a
cell phone found in a vehicle occupied by the arrestee. The automobile search exception to the
warrant requirement does not apply for a warrantless search of a cell phone in a vehicle.

19.7.2.4 (U) PROTECTIVE SWEEP

(U) Agents may conduct a protective sweep of the areas immediately adjacent to the site of
the arrest for the purpose of locating persons that may pose a threat to the safety of the agents
or others. Additionally, a protective sweep of other areas beyond those immediately adjacent
to the site of the arrest may be conducted if the agents have a reasonable suspicion, based on
specific and articulable facts, that an individual who poses a danger to those present is in the
area to be swept. Reasonable suspicion must be based on facts known to the agents, such as
noises in an attic or the at-large status of a dangerous associate. A protective sweep must be
limited to a brief inspection of those areas within the premises in which a person could hide. If
an agent observes evidence in plain view while conducting a protective sweep, the evidence
may be seized under the plain view doctrine.

19.7.2.5 (U) TIMING

(U) A search incident to arrest must be made contemporaneous to the time and place of arrest
and before the arrestee is removed from the area. A more thorough search of the arrestee at the
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FBI office or some other place to which the arrestee is transported is also permitted as a
search incident to arrest. Additionally, agents may conduct protective sweeps as described
above at the time of arrest.

19.7.3  (U) INVENTORY OF PERSONAL PROPERTY
U}

)

(U) I

U |

(U)

U)

(O] |

(U
(U)

19-14 Version Dated:

UNCLASSIFIED —EOQR-OEHICHAL-SSE-ONEY March 3, 2016

b7E

b7E



UNCLASSIFIED — FOR-OFHACHATSSE-OMNAY-
Domestic Investigations and Operations Guide §19

(U) The following is an example to illustrate a circumstance under which an inventory search
cannot not be conducted:

A

19.8  (U) MEDICAL ATTENTION FOR ARRESTEES

(U) If a person in FBI custody complains of sickness or ill health or if it is reasonably apparent to
agents that such a condition exists, arrangements should be made to afford such persons
reasonable medical attention without delay. Agents must also be mindful of the health and well-
being of any pregnant subject and make arrangements for medical attention when asked or when
it is reasonably apparent that the subject or fetus needs medical attention. If the time required to
obtain medical care may result in the passing of more than six hours between arrest and
presentment, agents must document the basis for and the receipt of any medical attention given
to the arrestee.

19.9 (U) ARREST OF FOREIGN NATIONALS

19.9.1  (U) REQUIREMENTS PERTAINING TO FOREIGN NATIONALS

(U) When a foreign national is arrested or detained, the arresting agent must advise him/her of
the right to have his/her consular officials notified.

(U) In some situations, the nearest consular officials must be notified of the arrest or detention of
a foreign national, regardless of the national's wishes.

(U) Consular officials are entitled to access to their nationals in detention and are entitled to
provide consular assistance.
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19.9.2 (U) STEPS TO FOLLOW WHEN A FOREIGN NATIONAL IS ARRESTED OR
DETAINED

(U) The arresting agent must determine the foreign national's country of citizenship. In the
absence of other information, the arresting agent must assume that the country of citizenship is
the country on whose passport or other travel documents the foreign national travels.

(U) If the foreign national's country is not on the mandatory notification list below:

(U) The arresting agent must promptly offer to notify the foreign national's consular officials of
the arrest/detention. For a suggested statement to the foreign national, see Statement 1 below.

(U) If the foreign national asks that consular notification be given, the arresting agent must
promptly notify the nearest appropriate consular official of the foreign national's arrest.

(U) If the foreign national's country is on the list of mandatory notification countries:

(U) The arresting agent must promptly notify the nearest appropriate consular official of the
arrest/detention.

(U) The arresting agent must tell the foreign national that this notification will be made. A
suggested statement to the foreign national is found at Statement 2 below.

(U) The arresting agent must keep a written record (EC or FD-302) in the investigative file that
he/she provided appropriate notification to the arrestee and of the actions taken.

(U) Mandatory Notification Countries or Jurisdictions
Algeria Guyana Saint Lucia

Antigua and Barbuda Hong Kong50 Saint Vincent and the

Grenadines
Armenia Hungary Seychelles
Azerbaijan Jamaica Sierra Leone
Bahamas Kazakhstan Singapore
Barbados Kiribati Slovakia
Belarus Kuwait Tajikistan

°% (U) Hong Kong reverted to Chinese sovereignty on July 1, 1997, and is now officially referred to as the Hong
Kong Special Administrative Region. Under paragraph 3(f) (2) of the March 25, 1997, U.S.-China Agreement on the
Maintenance of the U.S. Consulate General in the Hong Kong Special Administrative Region, U.S. officials are
required to notify Chinese officials of the arrest or detention of persons bearing Hong Kong passports in the same
manner as is required for persons bearing Chinese passports-- i.e., immediately and, in any event, within four days
of the arrest or detention.
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(U) Mandatory Notification Countries or Jurisdictions

Belize Kyrgyzstan Tanzania
Brunei Malaysia Tonga
Bulgaria Malta Trinidad and Tobago
China™* Mauritius Tunisia
Costa Rica Moldova Turkmenistan
Cyprus Mongolia Tuvalu
Czech Republic Nigeria Ukraine
Dominica Philippines United Kingdom52
Fiji Poland (non-permanent residents

only)
Gambia Romania Uzbekistan
Georgia Russia Zambia
Ghana Saint Kitts and Nevis Zimbabwe
Grenada

19.9.3 (U) SUGGESTED STATEMENTS TO ARRESTED OR DETAINED FOREIGN
NATIONALS

19.9.3.1 (U) STATEMENT 1: WHEN CONSULAR NOTIFICATION IS AT THE FOREIGN
NATIONAL'S OPTION

(U) You are entitled to have us notify your country's consular representatives here in the
United States that you have been arrested or detained. A consular official from your country
may be able to help you obtain legal counsel and may contact your family and visit you in

°1 (U) Notification is not mandatory in the case of persons who carry "Republic of China" passports issued by
Taiwan. Such persons must be informed without delay, that the nearest office of the Taipei Economic and Cultural
Representative Office ("TECRQ"), the unofficial entity representing Taiwan's interests in the United States, can be
notified at their request.

°* (U) Mandatory notification is required for nationals of the British dependencies Anguilla, British Virgin Islands,
Bermuda, Montserrat, and the Turks and Caicos Islands. Their nationals carry United Kingdom passports.
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detention, among other things. If you want us to notify your country's consular officials, you
can request notification now or at any time in the future. After your consular officials are
notified, they may call or visit you. Do you want us to notify your country's consular officials?

19.9.3.2 (U) STATEMENT 2: WHEN CONSULAR NOTIFICATION IS MANDATORY

(U) Because of your nationality, we are required to notify your country's consular
representatives here in the United States that you have been arrested or detained. After your
consular officials are notified, they may call or visit you. You are not required to accept their
assistance, but they may be able to help you obtain legal counsel and may contact your family
and visit you in detention, among other things. We will notify your country's consular officials
as soon as possible.

1994 (U) DIPLOMATIC IMMUNITY

(U) Agents may not knowingly or intentionally enter the office or dwelling of a diplomat or a
person with diplomatic immunity for the purpose of making an arrest, search, or seizure.

19.94.1 (U) TERRITORIAL IMMUNITY

(U) All embassies, legations, and consulates have territorial immunity. Consequently, no
agent may attempt to enter any embassy, legation, or consulate for the purpose of making an
arrest, search or seizure. This territorial immunity extends to both the offices and residences
of ambassadors and ministers, but only to the office of a consul. A consul’s residence does not
enjoy territorial immunity.

19.94.2 (U) PERSONAL IMMUNITY

(U) Ambassadors and ministers, members of their staffs and domestic servants, and the
immediate family members of a diplomatic officer have personal immunity, as do the
immediate family members of the administrative and technical staff of a diplomatic mission.
Consequently, no agent should attempt to arrest or detain any such person. The personal
immunity applies to the staffs, domestic servants and immediate family members, regardless
of citizenship. Ordinarily, consuls do not have personal immunity from arrest on misdemeanor
charges. If the arrest of a consul is contemplated, immediately notify FBIHQ by telephone or
electronic communication before any action is taken so that an appropriate check can be made
with the Department of State to determine whether the consul involved has any special
immunity.

19.10 (U) ARREST OF MEMBERS OF THE NEWS MEDIA

(U) Attorney General authorization is required prior to arresting, or charging a member of the
news media regarding criminal conduct he/she is suspected of having committed in the course of,
or arising out of, the coverage or investigation of the news or while engaged in the performance
of official duties.(U) Requests for the approval must be submitted to the AD of the operational
FBIHQ division that is responsible for the investigative classification and the AD of the Office
or Public Affairs (OPA) by an EC. The requesting EC must be reviewed by the CDC and
approved by the SAC after coordination with the local USAO. The EC must set forth the facts
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believed to establish probable cause and the investigative justification for the arrest, consistent
with the DOJ regulations set forth in 28 C.F.R. § 50.10.

(U) Note: 28 C.F.R. § 50.10(b)(1)(ii) provides guidance on categories of individuals and entities
not covered by, and therefore not entitled to the protections of the DOJ policy set out in 28
C.F.R. §50.10.

19.10.1 (U) EXIGENT CIRCUMSTANCES

(U) A Deputy Assistant Attorney General (DAAG) for the Criminal Division may authorize the
questioning of a member of the news media as described in DIOG subsection 18.5.6.4.8.1.1
above if he/she determines that exigent use of such a technique is necessaryl |

(U) The requesting field office seeking exigent authority must set out the circumstances that

Iiustify seeking exigent approval authority and communicate the basis for the request to |

|is then responsible for seeking DAAG approval as set forth in 28 C.F.R.

50.10(f). If the exigent request was made by oral communication and the AG’s approval was
obtained, the field office is responsible to submit written documentation to

| |as soon as practicable, alter the making the
oral request. Thef is responsible 10 prepare the appropriate written
documentation to DOJ, including documenting the receipt of AG approval. This documentation
must be electronically placed into the case file.

L)
I

19.11 (U) ARREST OF ARMED FORCES PERSONNEL

(U) The Uniform Code of Military Justice authorizes any commanding officer exercising general
court-martial jurisdiction to surrender military personnel under the officer's command to civil
authority when the person has been charged with a civil offense. A request for surrender must be
accompanied by:

(U) A copy of the indictment, presentment, information, or warrant;

(U) Sufficient information to identify the person sought as the person who allegedly committed
the offense; and

(U) A statement of the maximum sentence which may be imposed upon conviction.

(U) Receipts for persons surrendered for civil prosecution should be signed by an official in the
USAO, not by an FBI employee.
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19.12 (U) ARREST OF JUVENILES

19.12.1 (U) DEFINITION

(U) A violation of 18 U.S.C. § 922(x)(2) or violation of a federal law which would have been a
crime, if committed by an adult, by a person who has not attained his/her 18th birthday is an act
of juvenile delinquency. For the purpose of juvenile delinquency proceedings, a juvenile is a
person who committed a crime before his/her 18" birthday who has not attained his/her 21"
birthday at the time charges are commenced.

19.12.2 (U) ARREST PROCEDURES

(U) Pre-arrest procedures applicable to adults (discussion with USAOQ, filing of complaint,
issuance of warrant) also govern arrests of juveniles. After arrest, however, the Federal Juvenile
Delinquency Act requires strict compliance with the following procedures:

A) (U) Advice of Rights - The arresting agent must immediately advise the arrested
juvenile of his/her "legal rights" in language comprehensible to the juvenile. The
rights found on the standard Form FD-395 meet this requirement. The arresting agent
may obtain a signature waiving his/her rights only if the Chief Division Counsel
(CDC) or the USAOQ, based on the law of the circuit, has approved interrogation of the
juvenile.

B) (U) Notification to U.S. Attorney’s Office and Juvenile's Parents - The arresting
agent must immediately notify the USAO and the juvenile's parents, guardian, or
custodian, that the juvenile has been arrested. The juvenile’s parents, guardian, or
custodian must also be notified of the juvenile's rights (use the FD-395 for this
purpose) and the nature of the alleged offense for which the juvenile was arrested.

C) (U) Initial Appearance before Magistrate Judge - Subsequent to his/her arrest, the
juvenile must be taken to a magistrate judge forthwith.

D) (U) Record of Notification and Appearance - Because proof of timely notification to
the juvenile’s parents and prompt appearance before the magistrate judge is essential,
agents must promptly prepare FD-302(s) documenting the time the following events
occurred:

1) (U) The juvenile was arrested;
2) (U) The juvenile was advised of his/her rights;
3) (U) The USAO was notified;

4) (U) The juvenile’s parents, guardian, or custodian were notified of the arrest and of
the juvenile’s rights; and

5) (U) The juvenile was taken before a magistrate judge.

E) (U) Interrogation and Interviews - Whether a juvenile may be interrogated between
arrest for a federal offense and initial appearance before the magistrate judge depends
on the law of the circuit in which the arrest occurs. When an agent interviews a
juvenile in custody, after arrest and prior to initial appearance while in a place of
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detention with suitable recording equipment, the statement must be recorded in
accordance with DIOG subsection 18.5.6.4.17.3. If interrogation is not permitted in
the circuit of arrest, information volunteered by the arrested juvenile concerning
his/her guilt must be recorded in the agent's FD-302. Clarifying questions may be
asked if necessary to be certain what the juvenile intended to convey. The volunteered
statement may be reduced to writing if such action does not delay the juvenile's
appearance before the magistrate judge. A juvenile may always be questioned
concerning the guilt of someone else, if such questioning does not delay bringing
him/her before the magistrate judge. These rules apply only when the juvenile has
been arrested for a federal offense. They do not apply when the juvenile is suspected
of having committed a federal offense but is under arrest by state or local officers on a
state or local charge.

F) (U) Fingerprinting and Photographing - Agents may not fingerprint or photograph a
juvenile unless he/she is to be prosecuted as an adult. Because it is not known at the
time of arrest whether the juvenile will be prosecuted as an adult or a juvenile, agents
may not fingerprint or photograph a juvenile without permission of the magistrate
judge. Following an adjudication of delinquency based on an offense which, if
committed by an adult, would be a felony that is a crime of violence or a violation of
21 U.S.C. § 841 (manufacturing, distributing, dispensing of a controlled substance or
possession with the intent to do same), § 955 (possession of controlled substances on
board vessels arriving in or departing the United States) or § 959 (manufacture or
distribution of controlled substances for purpose of unlawful importation), the juvenile
must be fingerprinted and photographed. Agents should coordinate fingerprinting and
photographing with the USMS.

G) (U) DNA Collection - Agents must not take DNA samples from juveniles at the time
of arrest.

H) (U) Press Releases - Neither the name nor picture of an arrested juvenile may be
made public. Accordingly, the arrest of a juvenile may only be announced by a press
release that does not contain identifying information
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20 (U) OTHER INVESTIGATIVE RESOURCES

Classislzl B0 Holloo :

BERCC- 1 4 0
DECLASSTEY ON. 12-31-2041
20.1  (U) OVERVIEW DATE: 07-D3-2018

(U) Other investigative resources described below are available as specified in Assessments and
Predicated Investigations. The investigative resources include:

20.1.1 (U/FE6H6H
(U) See Section 20.2 below.
20.1.2 (UAQLO)

(U) See Section 20.3 below.

20.1.3 (U/AEGUEB) BEHAVIORAL ANALYSIS — OPERATIONAL BEHAVIORAL
SUPPORT PROGRAM

(U) See Section 20.4 below.

20.1.4 (U/ABGYHO) SENSITIVE TECHNICAL EQUIPMENT
(U) See Section 20.5 below.
20.2  (U//FOEQ)
(U/FFe56]

20.2.1 (U) AUTHORIZED INVESTIGATIVE ACTIVITY
(U//Eeer

] .
I |

20.3  (U/FOVBO1

EHFeTe)

| The program reports the

20.3.1 (U) AUTHORIZED INVESTIGATIVE ACTIVITY
(U//Fee
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(UIIFoHe)- |

204 (U/AFOBO) OPERATIONAL BEHAVIORAL SUPPORT PROGRAM — CIRG’S
BEHAVIORAL ANALYSIS UNITS (BAUS) AND/OR CD’S BEHAVIORAL
ANALYSIS PROGRAM

20.4.1 (U) AUTHORIZED INVESTIGATIVE ACTIVITY

(U) The National Center for the Analysis of Violent Crime (NCAVC) manages and directs the
FBI's operational behavioral support across all investigative programs. In addition, the
NCAVC's units provide operational and analytical support, without charge, to federal, state,
local, tribal, foreign law enforcement, intelligence and security agencies involved in the
investigation of unusual or repetitive violent crimes, communicated threats, terrorism, and other
matters. The NCAVC also provides support through expertise and consultation in non-violent
matters, such as national security, corruption, and white-collar crime investigations. See DIOG
Section 12 for FD-999 documentation and other requirements for Assistance to Other Agencies.

(U) Requests for NCAVC operational assistance should be made to the NCAVC Coordinator in
the field office or to the NCAVC unit at Quantico. Requests for service can be coordinated
through direct contact, telephone, email or Electronic Communication to the NCAVC. All FBI
operational behavioral support requests must be coordinated and approved by the NCAVC.

(U) The appropriate Legal Attaché office (LEGAT) or the International Operations Division
(IOD) must coordinate all requests from foreign law enforcement, intelligence and security
agencies with NCAVC staff. NCAVC staff will assist the LEGAT or IOD preparation of an
appropriate request for service and will facilitate the delivery of the service requested from the
foreign agency.

(U) See the N AV website for additional information.

20.5 (U/ESEO) SENSITIVE TECHNICAL EQUIPMENT

(U/FOY) Definition: Sensitive Technical Equipment (STE) is defined in the

20.5.1 (U) AUTHORIZED INVESTIGATIVE ACTIVITY

| I

(U//FOHO)] |

|[Refer to the Extraterritorial Guidelines (see DIOG Section 13), appropriate

Policy Guides, and OTD policy for additional information.
20.6 (U//FOTO)

(U/AQLQ

20-2

Version Dated:

UNCEASSHIED - FOR OFFICTAEBSE-ONLY March 3, 2016

b7E

b7E

b7E

b7E

b7E

b7E



—HBINCEASSHHED - FOROFTICIAC OSEOREY™
Domestic Investigations and Operations Guide §20

20.6.1 (U) AUTHORIZED INVESTIGATIVE ACTIVITY
(U/FOUEQ)|

b7E
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21 (U) INTELLIGENCE COLLECTION

21.1  (U) INCIDENTAL COLLECTION

(U/FOTO)Incidental collection is information derived during the course of a pending
investigation, assessment, o1 |that is responsive to a PFL FBL or IC collection
requirement,

(U//FEB0) Incidentally collected information, responsive to the above-mentioned collection
requirements, may also be derived fromj |

I I
(U/FOBS;

(U//FOB0) J

(U//FeB6

|(See DIOG Section 15.6.1.2 - Written Intelligence Products)l |

(UHFeE0)

21.2  (U) FBI NATIONAL COLLECTION REQUIREMENTS

(U/AF6H6) The FBIHQ DI establishes FBI national collection requirements after coordination
with OGC, other FBIHQ operational divisions, and field offices. An FBI national collection
requirement describes information needed by the FBI to: (i) identify or obtain information about
potential targets of, or vulnerabilities to, Federal criminal activities or threats to the national
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security; or (ii) inform or facilitate intelligence analysis and planning pertinent to the FBI's law
enforcement or national security missions.

(U//FOUOY b7E

(U) For example:
A) (U/FOTOY

B) (U//F'SQOj

C) (U/PSYO0)| J

(U/AB0) Before any investigative activity is conducted in order to respond to an FBI national

collection requirement, an Assessment or Predicated Investigation must be opened or already

open. An Assessment cannot be opened solely based upon an FBI national collection

requirement. An authorized purpose (national security or criminal threat) and clearly defined

objective(s) must exist prior to opening an Assessment. During an Assessment, the FBI is

authorized to collect against any FBI national collection requirement that is relevant to the

Assessment| b7E

(U//FOES)|
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(u/Fete)

21.3  (U/FFOHO) FBI FIELD OFFICE COLLECTION REQUIREMENTS

(UABH0) An FBI field office collection requirement describes information needed by the field
to: (1) identify or obtain information about potential targets of or vulnerabilities to Federal
criminal activities or threats to the national security; or (i) inform or facilitate intelligence
analysis and planning pertinent to the FBI’s law enforcement or national security missions.

(U/FOBO6Before any investigative activity may be conducted to respond to an FBI field office
collection requirement, an Assessment or Predicated Investigation must be opened or already
open. An Assessment cannot be opened solely based upon an FBI field office collection

requirement]
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THE ATTORNEY GENERAL’S GUIDELINESFOR
DOMESTIC FBI OPERATIONS

[Including subsequent revisions by the Attorney General Orders|
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PREAMBLE

These Guidelines are issued under the authority of the Attorney General as provided in
sections 509, 510, 533, and 534 of Title 28, United States Code, and Executive Order 12333. They
apply to domestic investigative activities of the Federal Bureau of Investigation (FBI) and other
activities as provided herein.
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INTRODUCTION

As the primary investigative agency of the federal government, the Federal Bureau of
Investigation (FBI) has the authority and responsibility to investigate all violations of federal law
that are not exclusively assigned to another federal agency. The FBI is further vested by law and
by Presidential directives with the primary role in carrying out investigations within the United
States of threats to the national security. This includes the lead domestic role in investigating
international terrorist threats to the United States, and in conducting counterintelligence activities
to meet foreign entities' espionage and intelligence efforts directed against the United States.

The FBI 1s also vested with important functions in colleeting foreign intelligence as a
member agenoy of the U.S. Intelligence Community. The FBI accordingly plays crucial roles in
the enforcement of federal law and the proper administration of justice in the United States, in the
protection of the national security, and in obtaining information needed by the United States for
the conduct of its foreign affairs. These roles reflect the wide range of the FBI's current
responsibilities and obligations, which require the FBI to be both an agency that effectively
detects, investigates, and prevents crimes, and an agency that effectively protects the national
security and collects intelligence.

The general objective of these Guidelines is the full utilization of all authoritics and
investigative methods, consistent with the Constitution and laws of the United States, to protect
the United States and its people from terrorism and other threats to the national security, to protect
the United States and its people from victimization by all crimes in violation of federal law, and
to further the foreign intelligence objectives of the United States. At the same time, it is axiomatic
that the FBI must conduct its investigations and other activitics in a lawful and reasonable manner
that respects liberty and privacy and avoids unnecessary intrusions into the lives of law-abiding
people. The purpose of these Guidelines, therefore, is to establish consistent policy in such
matters. They will enable the FBI to perform its dutics with effectiveness, certainty, and
confidence, and will provide the American people with a firm assurance that the FBI is acting
properly under the law.

The issuance of these Guidelines represents the culmination of the historical evolution of
the FBI and the policies governing its domestic operations subsequent to the September 11, 2001,
terrorist attacks on the United States. Reflecting decisions and directives of the President and the
Attorney General, inquiries and enactments of Congress, and the conclusions of national
commissions, it was recognized that the FBI’s functions needed to be expanded and better
integrated to meet contemporary realitics:

[Clontinuing coordination...is necessary to optimize the FBI’s performance in both national
security and criminal investigations...[The] new reality requires first that the FBI and other
agencies do a better job of gathering intelligence inside the United States, and second that
we eliminate the remnants of the old "wall" between foreign intelligence and domestic law
enforcement. Both tasks must be accomplished without sacrificing our domestic liberties
and the rule of law, and both depend on building a very different FBI from the one we had
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on September 10, 2001. (Report of the Commission on the Intelligence Capabilities of the
United States Regarding Weapons of Mass Destruction 466, 452 (2005).)

In line with these objectives, the FBI has reorganized and reoriented its programs and
missions, and the guidelines issued by the Attorney General for FBI operations have been
extensively revised over the past several years. Nevertheless, the principal directives of the
Attorney General governing the FBI’s conduct of criminal investigations, national security
investigations, and foreign intelligence collection have persisted as separate documents involving
different standards and procedures for comparable activitics. These Guidelines effect a more
complete integration and harmonization of standards, thereby providing the FBI and other affected
Justice Department components with clearer, more consistent, and more accessible guidance for
their activities, and making available to the public in a single document the basic body of rules for
the FBI’s domestic operations.

These Guidelines also incorporate effective oversight measures involving many Department
of Justice and FBI components, which have been adopted to ensure that all FBI activitics are
conducted in a manner consistent with law and policy.

The broad operational areas addressed by these Guidelines are the FBI’s conduct of
investigative and intelligence gathering activities, including cooperation and coordination with
other components and agencies in such activities, and the intelligence analysis and planning
functions of the FBL

A. FBI RESPONSIBILITIES -FEDERAL CRIMES, THREATS TO THE
NATIONAL SECURITY, FOREIGN INTELLIGENCE

Part II of these Guidelines authorizes the FBI to carry out investigations to detect, obtain
information about, or prevent or protect against federal crimes or threats to the national security or
to collect foreign intelligence. The major subject areas of information gathering activities under
these Guidelines - federal crimes, threats to the national security, and foreign intelligence - are not
distinct, but rather overlap extensively. For example, an investigation relating to international
terrorism will invariably crosscut these arcas because international terrorism is included under
these Guidelines' definition of "threat to the national security," because international terrorism
subject to investigation within the United States usually involves criminal acts that violate federal
law, and because information relating to international terrorism also falls within the definition of
"foreign intelligence." Likewise, counterintelligence activities relating to espionage are likely to
concern matters that constitute threats to the national security, that implicate violations or potential
violations of federal espionage laws, and that involve information falling under the definition of
"foreign intelligence."

While some distinctions in the requirements and procedures for investigations are necessary
in different subject areas, the general design of these Guidelines is to take a uniform approach
wherever possible, thereby promoting certainty and consistency regarding the applicable standards
and facilitating compliance with those standards. Hence, these Guidelines do not require that the
FBT’s information gathering activities be differentially labeled as "criminal investigations,"
"national security investigations," or "foreign intelligence collections," or that the categories of
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FBI personnel who carry out investigations be segregated from each other based on the subject
areas in which they operate. Rather, all of the FBI’s legal authorities are available for deployment
in all cases to which they apply to protect the public from crimes and threats to the national
security and to further the United States' foreign intelligence objectives. In many cases, a single
investigation will be supportable as an exercise of a number of these authorities - i.e., as an
investigation of a federal crime or crimes, as an investigation of a threat to the national security,
and/or as a collection of foreign intelligence.

1. Federal Crimes

The FBI has the authority to investigate all federal crimes that are not exclusively
assigned to other agencies. In most ordinary criminal investigations, the immediate objectives
include such matters as: determining whether a federal crime has occurred or is occurring, or if
planning or preparation for such a erime is taking place; identifying, locating, and apprehending
the perpetrators; and obtaining the evidence needed for prosecution. Hence, close cooperation and
coordination with federal prosecutors in the United States Attorneys' Offices and the Justice
Department litigating divisions are essential both to ensure that agents have the investigative tools
and legal advice at their disposal for which prosecutorial assistance or approval is needed, and to
ensure that investigations are conducted in a manner that will lead to successful prosecution.
Provisions in many parts of these Guidelines establish procedures and requirements for such
coordination.

2. Threats to the National Security

The FBI’s authority to investigate threats to the national security derives from the executive
order concerning U.S. intelligence activities, from delegations of functions by the Attomey
General, and from various statutory sources. See, e.g., E.O. 12333; 50 U.S.C. 401 et seq.; 50
U.S.C. 1801 et seq. These Guidelines (Part VILS) specifically define threats to the national security
to mean: international terrorism; espionage and other intelligence activities, sabotage, and
assassination, conducted by, for, or on behalf of foreign powers, organizations, or persons; foreign
computer intrusion; and other matters determined by the Attorney General, consistent with
Executive Order 12333 or any successor order.

Activities within the definition of “threat to the national security” that are subject to
investigation under these Guidelines commonly involve violations (or potential violations) of
federal criminal laws. Henee, investigations of such threats may constitute an exercise both of the
FBI’s criminal investigation authority and of the FBI’s authority to investigate threats to the
national security. As with criminal investigations generally, detecting and solving the crimes, and
eventually arresting and prosecuting the perpetrators, are likely to be among the objectives of
investigations relating to threats to the national security. But these investigations also often serve
important purposes outside the ambit of normal criminal investigation and prosecution, by
providing the basis for, and informing decisions concerning, other measures needed to protect the
national security. These measures may include, for example: excluding or removing persons
involved in terrorism or espionage from the United States; recruitment of double agents; freezing
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assets of organizations that engage in or support terrorism; securing targets of terrorism or
espionage; providing threat information and warning to other federal, state, local, and private
agencies and entities; diplomatic or military actions; and actions by other intelligence agencies to
counter international terrorism or other national security threats.

In line with this broad range of purposes, investigations of threats to the national security
present special needs to coordinate with other Justice Department components, including
particularly the Justice Department's National Security Division, and to share information and
cooperate with other agencies with national security responsibilities, including other agencies of
the U.S. Intelligence Community, the Department of Homeland Security, and relevant White
House (including National Security Council and Homeland Security Council) agencics and
entities. Various provisions in these Guidelines establish procedures and requirements to facilitate
such coordination.

3. Foreign Intelligence

As with the investigation of threats to the national security, the FBI’s authority to collect
foreign intelligence derives from a mixture of administrative and statutory sources. See, ¢.g.,
E.0.12333; 50 U.S.C. 401 et seq.; 50 U.S.C. 1801 et seq.; 28 U.S.C. 532 note (incorporating
P.L. 108-458 §§ 2001-2003). These Guidelines (Part VILE) define foreign intelligence to mean
"information relating to the capabilities, intentions, or activities of foreign governments or
elements thereof, foreign organizations or foreign persons, or international terrorists."

The FBI’s foreign mtelligence collection activities have been expanded by legislative and
administrative reforms subsequent to the September 11, 2001, terrorist attacks, reflecting the FBI’s
role as the primary collector of forcign intelligence within the United States, and the recognized
imperative that the United States’ foreign intelligence collection activities become more flexible,
more proactive, and more efficient in order to protect the homeland and adequately inform the
United States” crucial decisions in its dealings with the rest of the world:

The collection of information is the foundation of everything that the Intelligence
Community does. While successful collection cannot ensure a good analytical product, the
failure to collect information...turns analysis into guesswork. And as our review
demonstrates, the Intelligence Community’s human and technical intelligence collection
ageneies have collected far too little information on many of the issues we care about most.
(Report of the Commission on the Intelligence Capabilities of the United States Regarding
Weapons of Mass Destruction 351 (2005).)

These Guidelines accordingly provide standards and procedures for the FBI’s foreign intelligence
collection activities that meet current needs and realities and optimize the FBI's ability to discharge
its foreign intelligence collection functions.

The authority to collect foreign intelligence extends the sphere of the FBI's information
gathering activities beyond federal erimes and threats to the national security, and permits the FBI
to seek information regarding a broader range of matters relating to foreign powers, organizations,
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or persons that may be of interest to the conduct of the United States' foreign affairs. The FBI’s role
is central to the effective collection of foreign intelligence within the United States because the
authorized domestic activities of other intelligence agencies are more constrained than those of the
FBI under applicable statutes and Executive Order 12333. In collecting foreign intelligence, the FBI
will generally be guided by nationally-determined intelligence requirements, including the National
Intelligence Priorities Framework and the National HUMINT Collection Directives, or any
successor directives issued under the authority of the Director of National Intelligence (DNI). As
provided in Part VILF of these Guidelines, foreign intelligence requirements may also be
established by the President or Intelligence Community officials designated by the President, and
by the Attomey General, the Deputy Attorney General, or an official designated by the Attorney
General.

The general guidance of the FBI’s foreign intelligence collection activities by DNI-
authorized requirements does not, however, limit the FBI’s authority to conduct investigations
supportable on the basis of its other authorities -to investigate federal crimes and threats to the
national security - in arcas in which the information sought also falls under the definition of foreign
intelligence. The FBI conducts investigations of federal crimes and threats to the national security
based on priorities and strategic objectives set by the Department of Justice and the FBI,
independent of DNI-established foreign intelligence collection requirements.

Since the authority to collect foreign intelligence enables the FBI to obtain information
pertinent to the United States' conduct of its foreign affairs, even if that information is not related to
criminal activity or threats to the national security, the information so gathered may concern lawful
activities. The FBI should accordingly operate openly and consensually with U.S. persons to the
extent practicable when collecting foreign intelligence that does not concern criminal activities or
threats to the national security.

B. THE FBI AS AN INTELLIGENCE AGENCY

The FBI is an intelligence agency as well as a law enforcement agency. Its basic functions
accordingly extend beyond limited investigations of discrete matters, and include broader analytic
and planning functions. The FBI’s responsibilities in this area derive from various administrative
and statutory sources. See, e.g., E.O. 12333; 28 U.S.C. 532 note (incorporating P.L. 108-458 §§
2001-2003) and 534 note (incorporating P.L. 109-162 § 1107). Enhancement of the FBI’s
intelligence analysis capabilities and functions has consistently been recognized as a key priority in
the legislative and administrative reform efforts following the September 11, 2001, terrorist attacks:

[Counterterrorism] strategy should . . . encompass specific efforts to . . . enhance the depth
and quality of domestie intelligence collection and analysis . . . . [TThe FBI should
strengthen and improve its domestic [intelligence] capability as fully and expeditiously as
possible by immediately instituting measures to . . . significantly improve strategic analytical
capabilities ... (Joint Inquiry into Intelligence Community Activities Before and After the
Terrorist Attacks of September 11, 2001, S. Rep. No. 351 & H.R. Rep. No. 792, 107th
Cong., 2d Sess. 4-7 (2002) (errata print).)
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A "smart" government would integrate all sources of information to see the enemy as a
whole. Integrated all-source analysis should also inform and shape strategies to collect more
intelligence. . . . The importance of integrated, all-source analysis cannot be overstated.
Without it, it is not possible to "connect the dots." (Final Report of the National Commission
on Terronist Attacks Upon the United States 401, 408 (2004).)

Part IV of these Guidelines accordingly authorizes the FBI to engage in intelligence analysis
and planning, drawing on all lawful sources of information. The functions authorized under that
Part include: (i) development of overviews and analyses concerning threats to and vulnerabilities of
the United States and its interests, (ii) research and analysis to produce reports and assessments
concerning matters relevant to investigative activities or other authorized FBI activities, and (iii) the
operation of intelligence systems that facilitate and support investigations through the compilation
and analysis of data and information on an ongoing basis.

C, OVERSIGHT

The activities authorized by these Guidelines must be conducted in a manner consistent
with all applicable laws, regulations, and policies, including those protecting privacy and civil
liberties. The Justice Department’s National Security Division and the FBI’s Inspection
Division, Office of General Counsel, and Office of Integrity and Compliance, along with other
components, share the responsibility to ensure that the Department meets these goals with
respect to national security and foreign intelligence matters. In particular, the National Security
Division’s Oversight Section, in conjunction with the FBI’s Office of General Counsel, is
responsible for conducting regular reviews of all aspects of FBI national security and foreign
intelligence activities. These reviews conducted at FBI field offices and headquarter units,
broadly examine such activities for compliance with these Guidelines and other applicable
requirements.

Various features of these Guidelines facilitate the National Security Division’s oversight
functions. Relevant requirements and provisions include: (i) required notification by the FBI to
the National Security Division concerning full investigations that involve foreign intelligence
collection ot investigation of United States persons inrelation to threats of'the national security,
(ii) annual reports by the FBI to the National Security Division concerning the FBI's foreign
intelligence collection program, including information on the scope and nature of foreign
intelligence collection activities in each FBI field office, and (ii1) access by the National Security
Division to information obtained by the FBI through national security or foreign intelligence
activities and general authority for the Assistant Attorney General for National Security to obtain
reports from the FBI concerning these activities.

Pursuant to these Guidelines, other Attorney General guidelines, and institutional
assignments of responsibility within the Justice Department, additional Department components
- including the Criminal Division, the United States Attorneys' Offices, and the Office of
Privacy and Civil Liberties - are involved in the common endeavor with the FBI of ensuring that
the activities of all Department components are lawful, appropriate, and ethical as well as
effective. Examples include the involvement of both FBI and prosecutorial personnel in the
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review of undercover operations involving sensitive circumstances, notice requirements for
investigations involving sensitive investigative matters (as defined in Part VILN of these
Guidelines), and notice and oversight provisions for enterprise investigations, which may
involve a broad examination of groups implicated in the gravest eriminal and national security
threats. These requirements and procedures help to ensure that the rule of law is respected in the
Department's activities and that public confidence is maintained in these activities.
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I. GENERAL AUTHORITIES AND PRINCIPLES

A. SCOPE

These Guidelines apply to investigative activities conducted by the FBI within the United
States or outside the territories of all countries. They do not apply to investigative
activities of the FBI in foreign countries, which are governed by the Attorney General's
Guidelines for Extraterritorial FBI Operations.

B. GENERAL AUTHORITIES

1. The FBI is authorized to conduct investigations to detect, obtain information
about, and prevent and protect against federal crimes and threats to the national
security and to collect foreign intelligence, as provided in Part II of these
Guidelines.

2. The FBI is authorized to provide investigative assistance to other federal agencies,
state, local, or tribal agencies, and foreign agencies as provided in Part IT of
these Guidelines

3. The FBI is authorized to conduct intelligence analysis and planning as provided in
Part VI ofthese Guidelines.

4. The FBI is authorized to retain and share information obtained pursuant to these
Guidelines as provided in Part VI of these Guidelines.

C. USE OF AUTHORITIES AND METHODS
1. Protection of the United States and Its People

The FBI shall fully utilize the authorities provided and the methods authorized by
these Guidelines to protect the United States and its people from crimes in
violation of federal law and threats to the national security, and to further the
foreign intelligence objectives of the United States.

2. Choice of Methods

a. The conduct of investigations and other activities authorized by these
Guidelines may present choices between the use of different investigative
methods that are each operationally sound and effective, but that are more
or less intrusive, considering such factors as the effect on the privacy and
oivil liberties of individuals and potential damage to reputation. The least
intrusive method feasible is to be used in such situations. It is recognized,
however, that the choice of methods is amatter ofjudgment. The FBI shall
not hesitate to use any lawful method consistent with these Guidelines,
even if intrusive, where the degree of intrusiveness is warranted in light of

11
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the seriousness of a criminal or national security threat or the strength of
the information indicating its existence, or in light of'the importance of
foreign intelligence sought to the United States' interests. This point is to
be particularly observed in investigations relating to terrorism.

b.  United States persons shall be dealt with openly and consensually to the
extent practicable when collecting foreign intelligence that does not
concern criminal activities or threats to the national security.

Respect for Legal Rights

All activities under these Guidelines must have a valid purpose consistent with
these Guidelines, and must be carried out in conformity with the Constitution
and all applicable statutes, executive orders, Department of Justice regulations
and policies, and Attorney General guidelines. These Guidelines do not
authorize investigating or collecting or maintaining information on United States
persons solely for the purpose of monitoring activities protected by the First
Amendment or the lawful exercise of other rights secured by the Constitution or
laws of the United States. These Guidelines also do not authorize any conduct
prohibited by the Guidance Regarding the Use of Race by Federal Law
Enforcement Agencies.

Undisclosed Participation in Organizations

Undisclosed participation in organizations in activitics under these Guidelines
shall be conducted in accordance with FBI policy approved by the Attorney
General.

Maintenance of Records under the Privacy Act

The Privacy Act restricts the maintenance of records relating to certain activities
of individuals who are United States persons, with exceptions for circumstances
in which the collection of such information is pertinent to and within the scope
of an authorized law enforcement activity or is otherwise authorized by statute. 5
U.S.C. 552a(e)(7). Activities authorized by these Guidelines are authorized law
enforcement activities or activities for which there is otherwise statutory
authority for purposes of the Privacy Act. These Guidelines, however, do not
provide an exhaustive enumeration of authorized FBI law enforcement activities
or FBI activities for which there is otherwise statutory authority, and no
restriction is implied with respect to such activities catrried out by the FBI
pursuant to other authorities. Further questions about the application of the
Privacy Act to authorized activities of the FBI should be addressed to the FBI
Office of the General Counsel, the FBI Privacy and Civil Liberties Unit, or the
Department of Justice Office of Privacy and Civil Liberties.

12
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D. NATURE AND APPLICATION OF THE GUIDELINES
1. Repealers

These Guidelines supersede the following guidelines, which are hereby repealed:

a. The Attorney General's Guidelines on General Crimes, Racketeering
Enterprise and Terrorism Enterprise Investigations (May 30, 2002) and
all predecessor guidelines thereto.

b. The Attorney General's Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection (October 31, 2003) and
all predecessor guidelines thereto.

c. The Attorney General's Supplemental Guidelines for Collection,
Retention, and Dissemination of Foreign Intelligence (November 29,
2006).

d. The Attorney General Procedure for Reporting and Use of Information

Conceming Violations of Law and Authorization for Participation in
Otherwise Illegal Activity in FBI Foreign Intelligence,
Counterintelligence or International Terrorism Intelligence Investigations
(August 8, 1988).

e. The Attorney General's Guidelines for Reporting on Civil Disorders and
Demonstrations Involving a Federal Interest (April 5, 1976).

2. Status as Internal Guidance

These Guidelines are set forth solely for the purpose of internal Department of
Justice guidance. They are not intended to, do not, and may not be relied upon
to create any rights, substantive or procedural; enforceable by law by any party
in any matter, civil or eriminal, nor do they place any limitation on otherwise
lawful investigative and litigative prerogatives of the Department of Justice.

3. Departures from the Guidelines

Departures from these Guidelines must be approved by the Director of the FBI,
by the Deputy Director of the FBI, or by an Executive Assistant Director
designated by the Director. If a departure is necessary without such prior
approval because of the immediacy or gravity of a threat to the safety of persons
or property or to the national security, the Director, the Deputy Director, or a
designated Executive Assistant Director shall be notified as soon thereafter as
practicable. The FBI shall provide timely written notice of departures from these
Guidelines to the Criminal Division and the National Security Division, and
those divisions shall notify the Attorney General and the Deputy Attorney
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General. Notwithstanding this paragraph, all activities in all eircumstances must
be carried out in a manner consistent with the Constitution and laws of the
United States.

4. Other Activities Not Limited

These Guidelines apply to FBI activities as provided herein and do not limit
other authorized activities of the FBI, such as the FBI’s responsibilities to
conduct background checks and inquiries concerning applicants and employees
under federal personnel security programs, the FBI’s maintenance and operation
of national criminal records systems and preparation of national crime statistios,
and the forensic assistance and administration functions of the FBI Laboratory.
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II. INVESTIGATIONS AND INTELLIGENCE GATHERING

This Part of the Guidelines authorizes the FBI to conduct investigations to detect, obtain
information about, and prevent and protect against federal crimes and threats to the national security
and to eollect foreign intelligence.

When an authorized purpose exists, the focus of activities authorized by this Part may be
whatever the circumstances warrant. The subject of such an activity may be, for example, a particular
crime or threatened crime; conduct constituting a threat to the national security; an individual, group,
or organization that may be involved in eriminal or national security- threatening conduct; or a
topical matter of foreign intelligence interest.

Investigations may also be undertaken for protective purposes in relation to individuals,
groups, or other entities that may be targeted for eriminal victimization or acquisition, or for terrorist
attack or other depredations by the enemies of the United States. For example, the participation of the
FBI in special events management, in relation to public events or other activities whose character
may make them attractive targets for terrorist attack is an authorized exercise of the authorities
conveyed by these Guidelines. Likewise, FBI counterintelligence activities directed to identifying
and securing facilities, personnel, or information that may be targeted for infiltration, recruitment, or
acquisition by foreign intelligence services are authorized exercises of the authorities conveyed by
these Guidelines.

The identification and recruitment of human sources -who may be able to provide or obtain
information relating to criminal activities, information relating to terrorism, espionage, or other
threats to the national security, or information relating to matters of foreign intelligence interest - is
also eritical to the effectiveness of the FBI' s law enforcement, national security, and intelligence
programs, and activities undertaken for this purpose are authorized and encouraged.

The scope of authorized activities under this Part is not limited to "investigation" in a narrow
sense, such as solving particular cases or obtaining evidence for use in particular criminal
prosecutions. Rather, these activities also provide critical information needed for broader analytic
and intelligence purposes to facilitate the solution and prevention of erime, protect the national
security, and further foreign itelligence objectives. These purposes include use of the information in
intelligence analysis and planning under Part IV, and dissemination of the information to other law
enforcement, Intelligence Community, and White House agencies under Part VI. Information
obtained at all stages of investigative activity is accordingly to be retained and disseminated for these
purposes as provided in these Guidelines, or in FBI policy consistent with these Guidelines,
regardless of whether it furthers investigative objectives in a narrower or more immediate sense.

In the course of activities under these Guidelines, the FBI may incidentally obtain
information relating to matters outside of its areas of primary investigative responsibility. For
example, information relating to violations of state or local law or foreign law may be incidentally
obtained in the course of mvestigating federal crimes or threats to the national security or in
collecting foreign intelligence. These Guidelines do not bar the acquisition of such information in
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the course of authorized investigative activities, the retention of such information, or its
dissemination as appropriate to the responsible authorities in other agencies or jurisdictions. Part VI
of these Guidelines includes specific authorizations and requirements for sharing such information
with relevant agencies and officials.

This Part authorizes different levels of information gathering activity, which afford the FBI
flexibility, under appropriate standards and procedures, to adapt the methods utilized and the
information sought to the nature of the matter under investigation and the character of the
information supporting the need for investigation.

Assessments, authorized by Subpart A of this Part, require an authorized purpose but not any
particular factual predication. For example, to carry out its central mission of preventing the
commission of terrorist acts against the United States and its people, the FBI must proactively draw
on available sources of information to identify terrorist threats and activities. It cannot be content to
wait for leads to come in through the actions of others, but rather must be vigilant in detecting
terrorist activities to the full extent permitted by law, with an eye towards early intervention and
prevention of acts of terrorism before they oceur. Likewise, in the exercise of its protective
functions, the FBI is not constrained to wait until information is received indicating that a particular
event, activity, or facility has drawn the attention of those who would threaten the national security.
Rather, the FBI must take the initiative to secure and protect activities and entities whose character
may make them attractive targets for terrorism or espionage. The proactive investigative authority
conveyed in assessments is designed for, and may be utilized by, the FBI in the discharge of these
responsibilities. For example, assessments may be conducted as part of the FBI's special events
management activities.

More broadly, detecting and interrupting criminal activities at their early stages, and
preventing crimes from occurring in the first place, is preferable to allowing criminal plots and
activities to come to fruition. Hence, assessments may be undertaken proactively with such
objectives as detecting criminal activities; obtaining information on individuals, groups, or
organizations of possible investigative interest, either because they may be involved in criminal or
national security-threatening activities or because they may be targeted for attack or victimization by
such activities; and identifying and assessing individuals who may have value as human sources.
For example, assessment activities may involve proactively surfing the Internet to find publicly
accessible websites and services through which recruitment by terrorist organizations and promotion
of terrorist crimes 1s openly taking place; through which child pornography is advertised and traded;
through which efforts are made by sexual predators to lure children for the purpose of sexual abuse;
or through which fraudulent schemes are perpetrated against the public.

The methods authorized in assessments are generally those of relatively low intrusiveness,
such as obtaining publicly available information, checking government records, and requesting
information from members of the public. These Guidelines do not impose supervisory approval
requirements in assessments, given the types of techniques that are authorized at this stage (e.g.,
perusing the Internet for publicly available information). However, FBI policy will preseribe
supervisory approval requirements for certain assessments, considering such matters as the purpose
of the agsessment and the methods being utilized.
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Beyond the proactive information gathering functions described above, assessments may be
used when allegations or other information concerning crimes or threats to the national security is
received or obtained, and the matter can be checked out or resolved through the relatively non-
intrusive methods authorized in assessments. The checking of investigative leads in this manner
can avoid the need to proceed to more formal levels of investigative activity, if the results of an
assessment indicate that further investigation is not warranted.

Subpart B of this Part authorizes a second level of investigative activity, predicated
investigations. The purposes or objectives of predicated investigations are essentially the same as
those of assessments, but predication as provided in these Guidelines is needed - generally,
allegations, reports, facts or circumstances indicative of possible criminal or national security-
threatening activity, or the potential for acquiring information responsive to foreign intelligence
requirements - and supervisory approval must be obtained, to initiate predicated investigations.
Corresponding to the stronger predication and approval requirements, all lawful methods may be
used in predicated investigations. A classified directive provides further specification concerning
circumstances supporting certain predicated investigations.

Predicated investigations that concern federal crimes or threats to the national sccurity are
subdivided into preliminary investigations and full investigations. Preliminary investigations may be
initiated on the basis of any allegation or information indicative of possible criminal or national
security-threatening activity, but more substantial factual predication is required for full
investigations. While time limits are set for the completion of preliminary investigations, full
investigations may be pursued without preset limits on their duration.

The final investigative category under this Part of the Guidelines is enterprise investigations,
authorized by Subpart C, which permit a general examination of the structure, scope, and nature of
certain groups and organizations. Enterprise investigations are a type of full investigations. Henee,
they are subject to the purpose, approval, and predication requirements that apply to full
investigations, and all lawful methods may be used in carrying them out. The distinctive
characteristic of enterprise investigations is that they coneern groups or organizations that may be
involved in the most serious criminal or national security threats to the public - generally, pattemns of
racketeering activity, terrorism or other threats to the national security, or the commission of
offenses characteristically involved in terrorism as described in 18 U.S.C. 2332b(g)(5)(B). A broad
examination of the characteristics of groups satisfying these criteria is authorized in enterprise
investigations, including any relationship of the group to a foreign power, its size and composition,
its geographic dimensions and finances, its past acts and goals, and its capacity for harm.
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A. ASSESSMENTS
1. Purposes

Assessments may be carried out to detect, obtain information about, or prevent or
protect against federal crimes or threats to the national security or to collect
foreign intelligence.

2. Approval

The conduct of assessments is subject to any supervisory approval requirements
prescribed by FBIpolicy.

3. Authorized Activities

Activities that may be carried out for the purposes described in paragraph 1.in an
assessment include:

a. seeking information, proactively or in response to investigative leads,
relating to:

i.  activities constituting violations of federal criminal law or threats to
the national security,

ii.  the involvement orrole of individuals, groups, or organizations in
such activities; or

ni.  matters of foreign intelligence interest responsive to foreign
intelligence requirements;

b.  identifying and obtaining information about potential targets of or
vulnerabilities to criminal activities in violation of federal law or threats to
the national security;

c. seeking information to identify potential human sources, assess the
suitability, credibility, or value of individuals as human sources, validate
human sources, or maintain the cover or credibility of human sources, who
may be able to provide or obtain information relating to criminal activities
in violation of federal law, threats to the national security, or matters of
foreign intelligence interest; and

d.  obtaining information to inform or facilitate intelligence analysis and
planning as described in Part IV of these Guidelines.
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4. Authorized Methods

Only the following methods may be used in assessments:

a. Obtain publicly available information.

b.  Access and examine FBI and other Department of Justice records, and
obtain information from any FBI or other Department of Justice personnel.

c. Access and examine records maintained by, and request information from,
other federal, state, local, or tribal, or foreign governmental entities or
agencies.

d.  Use online services and resources (whether nonprofit or commercial).

e. Use and recruit human sources in conformity with the Attorney General's

Guidelines Regarding the Use of FBI Confidential Human Sources.

f. Interview or request information from members of the public and private
entities.

g Accept information voluntarily provided by governmental or private
entities.

h.  Engage in observation or surveillance not requiring a court order.

1. Grand jury subpoenas to providers of electronic communieation services or

remote computing services (including telephone or electronic mail
providers) for the subscriber or customer information listed in 18 U.S.C.
2703(c)(2).

B. PREDICTED INVESTIGATIONS
1. Purposes

Predicated investigations may be carried out to detect, obtain information about,
or prevent or protect against federal crimes or threats to the national security or
to collect foreign intelligence.

2. Approval

The initiation of a predicated investigation requires supervisory approval at a
level or levels specified by FBI policy. A predicated investigation based on
paragraph 3.c. (relating to foreign intelligence) must be approved by a Special
Agent in Charge or by an FBI Headquarters official as provided in such policy.
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3. Circumstances Warranting Investigation

A predicated investigation may be initiated on the basis of any of the following
circumstances:

a. An activity constituting a federal crime or a threat to the national security
has or may have occurred, is or may be occurring, or will ot may occur and
the investigation may obtain information relating to the activity or the
mvolvement or role of an individual, group, or organization in such
activity.

b, Anindividual, group, organization, entity, information, property, or
activity is or may be a target of attack, victimization, acquisition,
mfiltration, or recruitment in connection with criminal activity in violation
of federal law or a threat to the national security and the investigation may
obtain information that would help to protect against such activity or
threat.

c. The investigation may obtain foreign intelligence that is responsive to a
foreign intelligence requirement.

4. Preliminary and Full Investigations

A predicated investigation relating to a federal crime or threat to the national security
may be conducted as a preliminary investigation or a full investigation. A predicated
investigation that is based solely on the authority to collect foreign intelligence may
be conducted only as a full investigation.

a.  Preliminary investigations
i.  Predication Required for Preliminary Investigations
A preliminary investigation may be initiated on the basis of
information or an allegation indicating the existence of a circumstance
described in paragraph 3.a.-.b.
ii.  Duration of Preliminary Investigations
A preliminary investigation must be concluded within six months of its

initiation, which may be extended by up to six months by the Special
Agent in Charge'. Extensions of preliminary investigations beyond a

l | b7E
l |See Deputy Attorney

General’s Memorandum for the Heads of Department Components captioned, “Delegation of Certain Special Agent

in Charge Functions under the Attorney General’s Guidelines for Domestic FBI Operations”, dated November 24,

2008.
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year must be approved by FBI Headquarters.
iii. Methods Allowed in Preliminary Investigations

All lawful methods may be used in a preliminary investigation except
for methods within the scope of Part V.A.11.-13. of these Guidelines.

b.  FullInvestigations
i.  Predication Required for Full Investigations

A full investigation may be initiated if there is an articulable factual
basis for the investigation that reasonably indicates that a circumstance
described in paragraph 3.a.-.b. exists or if a circumstance described in
paragraph 3.c. exists.

ii. Methods Allowed in Full Investigations

All lawful methods may be used in a full investigation.

Notice Requirements

a. AnFBI field office shall notify FBI Headquarters and the United States
Attorney or other appropriate Department of Justice official of the initiation
by the field office of a predicated investigation involving a sensitive
imvestigative matter. If the investigation is initiated by FBI Headquarters,
FBI Headquarters shall notify the United States Attorney or other
appropriate Department of Justice official of the initiation of such an
investigation. If the investigation concerns a threat to the national security,
an official of the National Security Division must be notified. The notice
shall identify all sensitive investigative matters involved in the
investigation.

b.  The FBI shall notify the National Security Division of:

1. theinitiation ofany full investigation ofaUnited States person
relating to athreat to the national security; and

ii.  the initiation of any full investigation that is based on paragraph
3.c. (relating to foreign intelligence).

¢.  Thenotifications under subparagraphs a. and b. shall be made as soon as
practicable, but no later than 30 days after the initiation of an investigation.

d. TheFBI shall notify the Deputy Attorney General if FBI Headquarters disapproves
afield office's initiation of a predicated investigation relating to a threat to the
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national security on the ground that the predication for the investigation is
insufficient.

C. ENTERPRISE INVESTIGATIONS

1. Definition

A full investigation of a group or organization may be initiated as an enterprise
investigation if there is an articulable factual basis for the investigation that
reasonably indicates that the group or organization may have engaged or may be
engaged in, or may have or may be engaged in planning or preparation or provision
of support for:

a. apattern of racketeering activity as defined in 18 U.S.C. 1961(5);
b.  international terrorism or other threat to the national security;

c. domestic terrorism as defined in 18 U.S.C. 2331(5) involving a violation of
federal criminal law;

d.  furthering political or social goals wholly or in part through activities that
involve force or violence and a violation of federal criminal law; or

e. an offense described in 18 U.S.C. 2332b(g)(5)}B) or 18 U.S.C. 43.
2. Scope

The information sought in an enterprise investigation may include a general
examination of the structure, scope, and nature of the group or organization
including: its relationship, if any, to a foreign power; the identity and relationship
of its members, employees, or other persons who may be acting in furtherance of its
objectives; its finances and resources; its geographical dimensions; and its past and
future activities and goals.

3. Notice and Reporting Requirements

a.  Theresponsible Department of Justice component for the purpose of
notification and reports in enterprise investigations is the National Security
Division, exeept that, for the purpose ofnotifications and reports in an
enterprise investigation relating to apattern of racketeering activity that does
not involve an offense or offenses described in 18U.S.C. 2332b(g)(5)(B), the
responsible Department of Justice component is the Organized Crime and
Racketeering Section of the Criminal Division.

b.  AnFBI field office shall notify FBI Headquarters of the initiation by the
field office of an enterprise investigation.
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c. The FBI shall notify the National Security Division or the Organized
Crime and Racketeering Section of the initiation of an enterprise
investigation, whether by a field office or by FBI Headquarters, and the
component so notified shall notify the Attorney General and the Deputy
Attorney General. The FBI shall also notify any relevant United States
Attorney's Office, except that any investigation within the scope of Part
VL.D. 1.d of these Guidelines (relating to counterintelligence
investigations) is to be treated as provided in that provision. Notifications
by the FBI under this subparagraph shall be provided as soon as
practicable, but no later than 30 days after the initiation of the
investigation.

d.  The Assistant Attorney General for National Security or the Chief of the
Organized Crime and Racketeering Section, as appropriate, may at any
time request the FBI to provide a report on the status of an enterprise
vestigation and the FBI will provide such reports as requested.
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III.  ASSISTANCE TO OTHER AGENCIES

The FBI is authorized to provide investigative assistance to other federal, state, local,
or tribal, or foreign agencies as provided in this Part.

The investigative assistance authorized by this Part is often concerned with the same
objectives as those identified inPart I of these Guidelines -investigating federal crimes and
threats to the national security, and collecting foreign intelligence. fusome cases, however,
ivestigative assistance to other agencies is legally authorized for purposes other than those
identified in Part IL, such as assistance in certain contexts to state or local agencies in the
investigation of crimes under state or local law, see 28 U.S.C. 540, 540A, 540B, and
assistance to foreign agencies in the investigation of foreign law violations pursuant to
international agreements. Investigative assistance for such legally authorized purposes is
permitted under this Part, even if it is not for purposes identified as grounds for investigation
under Part II.

The authorities provided by this Part are cumulative to Part II and do not limit the
FBI's investigative activities under Part II. For example, Subpart B.2 in this Part authorizes
mvestigative activities by the FBI in certain circumstances to inform decisions by the
President concerning the deployment of troops to deal with civil disorders, and Subpart B.3
authorizes investigative activities to facilitate demonstrations and related public health and
safety measures. The requirements and limitations in these provisions for conducting
investigations for the specified purposes do not limit the FBI's authority under Part II to
mvestigate federal crimes or threats to the national security that occur in the context of or in
connection with civil disorders or demonstrations.

A, THE INTELLIGENCE COMMUNITY

The FBImay provide investigative assistance (including operational support) to
authorized intelligence activities of other Intelligence Community agencies.

B. FEDERAL AGENCIES GENERALLY

1. In General

The FBI may provide assistance to any federal agency in the investigation of
federal crimes or threats to the national security or in the collection of foreign
intelligence, and investigative assistance to any federal agency for any other
purpose that may be legally authorized, including investigative assistance to the
Secret Service in support of its protective responsibilities.

2. The President in Relation to Civil Disorders

a. At the direction of the Attorney General, the Deputy Attorney General, or
the Assistant Attorney General for the Criminal Division, the FBI shall
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collect information relating to actual or threatened civil disorders to assist
the President in determining (pursuant to the authority of the President
under 10 U.S.C. 331-33) whether use of the armed forces or militia is
required and how a decision to commit troops should be implemented. The
information sought shall concern such matters as:

1. The size of the actual or threatened disorder, both in number of people
involved or affected and in geographic area.

ii.  The potential for violence.

ii. The potential for ¢xpansion of the disorder in light of community conditions
and underlying causes of the disorder.

iv.  The relationship of the actual or threatened disorder to the enforcement of
federal law or court orders and the likelihood that state or local authorities
will assist in enforcing those laws or orders.

v.  The extent of state or local resources available to handle the disorder.

b.  Investigations under this paragraph will be authorized only for a period of
30 days, but the authorization may be renewed for subsequent 30 day
periods.

c. Notwithstanding Subpart E.2 of this Part, the methods that may be used in
an investigation under this paragraph are those described in subparagraphs
a.-.d., subparagraph f. (other than pretext interviews or requests), or
subparagraph g. of Part I1.A.4 of these Guidelines. The Attorney General,
the Deputy Attorney General, or the Assistant Attorney General for the
Criminal Division may also authorize the use of other methods described in
Part II.A.4.

3. Public Health and Safety Authorities in Relation to Demonstrations

a. At the direction of the Attorney General, the Deputy Attorney General, or
the Assistant Attorney General for the Criminal Division, the FBI shall
collect information relating to demonstration activities that are likely to
require the federal government to take action to facilitate the activities and
provide public health and safety measures with respect to those activities.
The information sought in such an investigation shall be that needed to
facilitate an adequate federal response to ensure public health and safety
and to protect the exercise of First Amendment rights, such as:

1. The time, place, and type of activities planned.

ii.  The number of persons expected to participate.
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iii. The expected means and routes of travel for participants and expected time
of arrival.

iv.  Any plans for lodging or housing of participants in connection with the
demonstration.

b.  Notwithstanding Subpart E.2 of this Part, the methods that may be used in
an investigation under this paragraph are those described in subparagraphs
a.-.d., subparagraph f. (other than pretext interviews or requests), or
subparagraph g. of Part II. A 4 of these Guidelines. The Attorney General,
the Deputy Attorney General, or the Assistant Attorney General for the
Criminal Division may also authorize the use of other methods described in
Part I1.A.4.

STATE, LOCAL, OR TRIBAL AGENCIES

The FBI may provide investigative assistance to state, local, or tribal agencies in the
investigation of matters that may involve federal crimes or threats to the national
security or for such other purposes as may be legally authorized.

FOREIGN AGENCIES

1. At the request of foreign law enforcement, intelligence, or security agencies, the FBI
may conduct investigations or provide assistance to investigations by such agencies,
consistent with the interests of the United States (including national security
interests) and with due consideration of the effect on any United States person.
Investigations or assistance under this paragraph must be approved as provided by
FBIpolicy. The FBI shall notify the National Security Division concerning
investigation or assistance under this paragraph where: (i) FBI Headquarters
approval for the activity is required pursuant to the approval policy adopted by the
FBI for purposes of this paragraph, and (i1) the activity relates to a threat to the
national security. Notification to the National Security Division shall be made as
soon as practicable but no later than 30 days after the approval. Provisions regarding
notification to or coordination with the Central Intelligence Agency by the FBI in
memoranda of understanding or agreements with the Central Intelligence Agency
may also apply to activities under this paragraph.

2. The FBI may not provide assistance to foreign law enforcement, intelligence, or
security officers conducting investigations within the United States unless such
officers have provided prior notification to the Attorney General as required by 18
U.S.C. 951
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The FBI may conduct background inquiries conceming consenting individuals when
requested by foreign government agencies.

The FBI may provide other material and technical assistance to foreign governments
to the extent not otherwise prohibited by law.

E. APPLICABLE STANDARDS AND PROCEDURES

1.

Authorized investigative assistance by the FBI to other agencies under this Part
includes joint operations and activities with such agencies.

All lawful methods may be used in investigative assistance activities under this Part.

Where the methods used in investigative assistance activities under this Part go
beyond the methods authorized in assessments under Part ILA.4 of these Guidelines,

the following apply:

a. Supervisory approval must be obtained for the activity at a level or levels
specified in FBI policy.

b.  Notice must be provided concerning sensitive investigative matters in the

manner described in Part I1.B.5.

c. A database or records system must be maintained that permits, with
respect to each such activity, the prompt retrieval of the status of the
activity (open or closed), the dates of openming and ¢losing, and the basis
for the activity. This database or records system may be combined with the
database or records system for predicated investigations required by Part
VLA2.
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INTELLIGENCE ANALYSIS AND PLANNING

The FBI is authorized to engage in analysis and planning. The FBI's analytic activities

enable the FBI to identify and understand trends, causes, and potential indicia of criminal
activity and other threats to the United States that would not be apparent from the investigation
of discrete matters alone. By means of intelligence analysis and strategic planning, the FBI can
more effectively discover orimes, threats to the national security, and other matters ofnational
intelligence interest and can provide the critical support needed for the effective discharge of its
investigative responsibilities and other authorized activities. For example, analysis of threats in
the context of special events management, concerning public events or activities that may be
targeted for terrorist attack, is an authorized activity under this Part.

In carrying out its intelligence functions under this Part, the FBI is authorized to draw on

all lawful sources of information, including but not limited to the results of investigative
activities under these Guidelines. Investigative activities under these Guidelines and other
legally authorized activities through which the FBI acquires information, data, or intelligence
may properly be utilized, structured, and prioritized so as to support and effectuate the FBI's
intelligence mission. The remainder of this Part provides further specification concerning
activities and functions authorized as part of that mission.

A,

STRATEGIC INTELLIGENCE ANALYSIS

The FBI is authorized to develop overviews and analyses of threats to and vulnerabilities
of'the United States and its interests in areas related to the FBI's responsibilities,
including domestic and international criminal threats and activities; domestic and
international activities, circumstances, and developments affecting the national security:
and matters relevant to the conduct of'the United States' foreign affairs. The overviews
and analyses prepared under this Subpart may encompass present, emergent, and
potential threats and vulnerabilities, their contexts and causes, and identification and
analysis of means of responding to them.

REPORTS AND ASSESSMENTS GENERALLY

The FBI 1s authorized to conduct research, analyze information, and prepare reports and
assessments concerning matters relevant to authorized FBI activities, such as reports and
assessments concerning: types of criminals or eriminal activities; organized crime
groups; terrorism, espionage, or other threats to the national security; foreign
intelligence matters; or the scope and nature of criminal activity in particular geographic
arcas or sectors of the economy.

INTELLIGENCE SYSTEMS

The FBI is authorized to operate intelligence, identification, tracking, and information
systems in support of authorized investigative activities, or for such other or additional
purposes as may be legally authorized, such as intelligence and tracking systems
relating to terrorists, gangs, or organized crime groups.
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V. AUTHORIZED METHODS
A. PARTICULAR METHODS

All lawful investigative methods may be used in activities under these Guidelines as
authorized by these Guidelines. Authorized methods include, but are not limited to,
those identified in the following list. The methods identified in the list are in some
instances subject to special restrictions or review or approval requirements as noted:

1. The methods described in Part ILA.4 of these Guidelines.

2. Mail covers.

3. Physical searches of personal or real property where a warrant or court order is not
legally required because there is no reasonable expectation of privacy (e.g., trash
covers).

4. Consensual monitoring of communications, including consensual computer

monitoring, subject to legal review by the Chief Division Counsel or the FBI Office
of the General Counsel. Where a sensitive monitoring circumstance is involved, the
monitoring must be approved by the Criminal Division or, if the investigation
concemns a threat to the national security or foreign intelligence, by the National
Security Division.

5. Use of closed-circuit television, direction finders, and other monitoring devices,
subject to legal review by the Chief Division Counsel or the FBI Office of the
General Counsel. (The methods described in this paragraph usually do not require
court orders or warrants unless they involve physical trespass or non-consensual
monitoring of communications, but legal review is necessary to ensure compliance
with all applicable legal requirements.)

6. Polygraph examinations.

7. Undereover operations. In investigations relating to activities in violation of federal
criminal law that do not concern threats to the national security or foreign
intelligence, undercover operations must be catried out in conformity with the
Attorney General's Guidelines on Federal Bureau of Investigation Undercover
Operations. In investigations that are not subject to the preceding sentence because
they concern threats to the national security or foreign intelligence, undercover
operations involving religious or political organizations must be reviewed and
approved by FBI Headquarters, with participation by the National Seeurity Division
in the review process.

8. Compulsory process as authorized by law, including grand jury subpoenas and other
subpoenas, National Security Letters (15 U.S.C. 1681u, 1681v; 18 U.S.C. 2709; 12
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U.S.C. 3414(a)(5)(A), 50 U.S.C. 436), and Foreign Intelligence Surveillance Act
orders for the production of tangible things (50 U.S.C. 1861-63).

Accessing stored wire and electronic communications and transactional records in
conformity with chapter 121 of title 18, United States Code (18 U.S.C. 2701- 2712).

Use of pen registers and trap and trace devices in conformity with chapter 206 of title
18, United States Code (18 U.S.C. 3121-3127), or the Foreign Intelligence
Surveillance Act (50 U.S.C. 1841-1846).

Electronic surveillance in conformity with chapter 119 of title 18, United States
Code (18 U.S.C. 2510-2522), the Foreign Intelligence Surveillance Act, or Executive
Order 12333 § 2.5.

Physical searches, including mail openings, in conformity with Rule 41 of the
Federal Rules of Criminal Procedure, the Foreign Intelligence Surveillance Act, or
Executive Order 12333 § 2.5. A classified directive provides additional limitation on
certain searches.

Acquisition of foreign intelligence information in conformity with title VII of the
Foreign Intelligence Surveillance Act.

SPECIAL REQUIREMENTS

Beyond the limitations noted in the'list above relating to particular investigative
methods, the following requirements are to be observed:

1.

Contacts with Represented Persons

Contact with represented persons may implicate legal restrictions and affect the
admussibility of resulting evidence. Hence, if an individual is known to be
represented by counsel in a particular matter, the FBI will follow applicable law
and Department procedure concerning contact with represented individuals inthe
absence of prior notice to counsel. The Special Agent in Charge and the United
States Attorney or their designees shall consult periodically on applicable law and
Department procedure. Where issues arise concerning the consistency of
contacts with represented persons with applicable attorney conduct rules, the
United States Attorney's Office should consult with the Professional
Responsibility Advisory Office.

Use of Classified Investigative Technologies

Inappropriate use of classified investigative technologies may risk the
compromise of such technologies. Hence, in an investigation relating to activities
in violation of federal criminal law that does not concern a threat to the national
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security or foreign intelligence, the use of such technologies must be in
conformity with the Procedures for the Use of Classified Investigative
technologies in Criminal Cases.

C. OTHERWISE ILLEGAL ACTIVITY

1. Otherwise illegal activity by an FBI agent or employee in an undercover operation
relating to activity in violation of federal criminal law that does not concern a threat
to the national security or foreign intelligence must be approved in conformity with
the Attorney General's Guidelines on Federal Burcau of Investigation Undercover
Operations. Approval of otherwise illegal activity in conformity with those
guidelines is sufficient and satisfies any approval requirement that would otherwise
apply under these Guidelines.

2. Otherwise illegal activity by a human source must be approved in conformity with
the Attorney General's Guidelines Regarding the Use of FBI Confidential Human
Sources.

3. Otherwise illegal activity by an FBI agent or employee that is not within the scope of

paragraph 1. must be approved by a United States Attorney's Office or a Department
of Justice Division, except that (1) an FBI agent or employee may engage in the
consensual monitoring of communications in accordance with FBI policy, even if a
crime under state, local, territorial, or tribal law, and (i1) a Special Agent in Charge
may authorize the following™:

a.  otherwise illegal activity that would not be a felony under federal, state,
local, territorial, or tribal law;

b. the controlled? purchase, receipt, delivery, or sale of drugs, firearms,
stolen property, contraband, or other items that are subject to legal or
regulatory restrictions on transfer, such as prescription medication or
medical devices;

c.  the delivery or sale of stolen property whose ownership cannot be
determined, provided that the property does not pose a significant risk of
death or serious injury to any person;

d.  the payment of bribes or kickbacks;

¢.  the making of false representations in concealment of personal identity or

| ] b7E
I Bee Deputy Attorney General’s Memorandum for the Heads of Department
Components captioned, “Delegation of Certain Special Agent in Charge Functions under the Attorney General’s
Guidelines for Domestic FBI Operations ™, dated November 24, 2008,

3 I_

L |
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the true ownership of a proprietary, but not including sworn testimony;

f. conducting money laundering transactions (including acting as an
unlicensed money transmitter or using other methods to conduct the
transactions) involving an aggregate amount not exceeding $1 million;

g the advertising or soliciting of unlawful goods or services; and

h.  gambling activities.

However, a Special Agent in Charge may not authorize an activity that may constitute a
violation of export control laws, economic sanctions, or laws that concern the
proliferation of weapons of mass destruction, In an investigation relating to a threat to
the national security or foreign intelligence collection, a Special Agent in Charge may
authorize an activity that may otherwise violate prohibitions of material support to
terrorism only in accordance with standards established by the Director of the FBI and
agreed to by the Assistant Attorney General for National Security.

4. The following activities may not be authorized:
a. Acts of violence.
b.  Activities whose authorization is prohibited by law, including unlawful
mvestigative methods, such as illegal electronic surveillance or illegal
searches.

Subparagraph a., however, does not limit the right of FBI agents or employees to engage
in any lawful use of force, including the use of force in self-defense or defense of others
or otherwise in the lawful discharge of their duties.

5. An agent or employee may engage in otherwise illegal activity that could be
authorized under this Subpart without the authorization required by paragraph 3. if
necessary to meet an immediate threat to the safety of persons or property or to the
national security, or to prevent the compromise of an investigation or the loss of a
significant investigative opportunity. In such a case, prior to engaging in the
otherwise illegal activity, every effort should be made by the agent or employee to
consult with the Special Agent in Charge, and by the Special Agent in Charge to
consult with the United States Attorney’s Office or appropriate Department of
Justice Division where the authorization of that office or division would be required
under paragraph 3., unless the circumstances preclude such consultation. Cases in
which otherwise illegal activity oceurs pursuant to this paragraph without the
authorization required by paragraph 3. shall be reported as soon as possible to the
Special Agent in Charge, and by the Special Agent in Charge to FBI Headquarters
and to the United States Attorney’s Office or appropriate Department of Justice
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Division.

In an investigation relating to a threat to the national security or foreign intelligence
collection, the National Security Division is the approving component for otherwise
illegal activity for which paragraph 3. requires approval beyond internal FBI
approval. However, officials in other components may approve otherwise illegal
activity in such investigations as authorized by the Assistant Attorney General for
National Security.
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VI. RETENTION AND SHARING OF INFORMATION

A. RETENTION OF INFORMATION

1.

The FBI shall retain records relating to activities under these Guidelines in
accordance with a records retention plan approved by the National Archives and
Records Administration.

The FBI shall maintain a database or records system that permits, with respect to
cach predicated investigation, the prompt retrieval of the status of the investigation
(open or closed), the dates of opening and closing, and the basis for the investigation.

B. INFORMATION SHARING GENERALLY

Permissive Sharing

Consistent with law and with any applicable agreements or understandings with other
agencies concerning the dissemination of information they have provided, the FBI
may disseminate information obtained or produced through activities under these
Guidelines:

a. within the FBI and to other components of the Department of Justice;

b. to other federal, state, local, or tribal agencies if related to their
regponsibilities and, in relation to other Intelligence Community agencies,
the determination whether the information is related to the recipient's
responsibilities may be left to the recipient;

c.  to congressional committees as authorized by the Department of Justice
Office of Legislative Affairs;

d.  to foreign agencies if the information is related to their responsibilities and
the dissemination is consistent with the interests of the United States
(including national security interests) and the FBI has considered the effect
such dissemination may reasonably be expected to have on any
identifiable United States person;

¢.  if the information is publicly available, does not identify United States
persons, or is disseminated with the consent of the person whom it
concemns;

f. if the dissemination is necessary to protect the safety or security of persons
or property, to protect against or prevent a crime or threat to the national
security, or to obtain information for the conduct of an authorized FBI
mvestigation; or

34

A-35
UNCLASSIFIED - FOR-OFHFCHATBSE-ONEY—

Version Dated:
March 3, 2016



UNCLASSIFIED — FoR-OHFHEATSSE-ONEY-
Domestic Investigations and Operations Guide

g.  if dissemination of the information is otherwise permitted by the Privacy
Act (5 U.S.C. 552a).

2. Required Sharing

The FBI shall share and disseminate information as required by statutes, treaties,
Executive Orders, Presidential directives, National Security Council directives,
Homeland Security Council directives, and Attorney General-approved policies,
memoranda of understanding, or agreements.

C. INFORMATION RELATING TO CRIMINAL MATTERS

1. Coordination with Prosecutors

In an investigation relating to possible criminal activity in violation of federal law,
the agent conducting the nvestigation shall maintain periodic written or oral contact
with the appropriate federal prosecutor, as circumstances warrant and as requested
by the prosecutor. When, during such an investigation, a matter appears arguably to
warrant prosecution, the agent shall present the relevant facts to the appropriate
federal prosecutor. Information on investigations that have been closed shall be
available on request to a United States Attorney or his or her designee or an
appropriate Department of Justice official.

2. Criminal Matters Qutside FBI Jurisdiction

When credible information is received by an FBI field office concerning serious
criminal activity not within the FBI's investigative jurisdiction, the field office shall
promptly transmit the information or refer the complainant to a law enforcement
agency having jurisdiction, except where disclosure would jeopardize an ongoing
investigation, endanger the safety of an individual, disclose the identity of a human
source, interfere with a human source's cooperation, or reveal legally privileged
information. If full disclosure is not made for the reasons indicated, then, whenever
feasible, the FBI field office shall make at least limited disclosure to a law
enforcement agency or agencies having jurisdiction, and full disclosure shall be
made as soon as the need for restricting disclosure is no longer present. Where full
disclosure is not made to the appropriate law enforcement agencies within 180 days,
the FBI field office shall promptly notify FBI Headquarters in writing of the facts
and circumstances concerning the criminal activity. The FBI shall make periodic
reports to the Deputy Attorney General on such nondisclosures and imcomplete
disclosures, in a form suitable to protect the identity of human sources.
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3. Reporting of Criminal Activity

a. When it appears that an FBI agent or employee has engaged in criminal
activity in the course of an investigation under these Guidelines, the FBI
shall notify the United States Attorney’s Office or an appropriate
Department of Justice Division. When it appears that a human source has
engaged in eriminal activity in the course of an investigation under these
Guidelines, the FBI shall proceed as provided in the Attorney General’s
Guidelines Regarding the Use of FBI Confidential Human Sources. When
information concerning possible criminal activity by any other person
appears in the course of an investigation under these Guidelines, the FBI
shall initiate an investigation of the criminal activity if warranted, and shall
proceed as provided in paragraph 1. or 2.

b. The reporting requirements under this paragraph relating to criminal activity
by FBI agents or employees or human sources do not apply to otherwise
illegal activity that is authorized in conformity with these Guidelines or
other Attorney General guidelines or to minor traffic offenses.

INFORMATION RELATING TO NATIONAL SECURITY AND FOREIGN
INTELLIGENCE MATTERS

The general principle reflected in current laws and policies is that there is a responsibility
to provide information as consistently and fully as possible to agencies with relevant
responsibilities to protect the United States and its people from terrorism and other threats
to the national security, except as limited by specific constraints on such sharing. The
FBI's responsibilities in this area include carrying out the requirements of the
Memorandum of Understanding Between the Intelligence Community, Federal Law
Enforcement Agencies, and the Department of Homeland Security Concerning
Information Sharing (March 4, 2003), or any successor memorandum of understanding or
agreement. Specific requirements also exist for internal coordination and consultation
with other Department of Justice components, and for provision of national security and
foreign intelligence information to White House agencies, as provided in the ensuing
paragraphs.

1. Department of Justice

a. The National Security Division shall have acoess to all information obtained
by the FBI through activities relating to threats to the national security or
foreign intelligence. The Director of the FBI and the Assistant Attorney
General for National Security shall consult concerning these activities
whenever requested by either of them, and the FBI shall provide such
reports and information concerning these activities as the Assistant Attorney
General for National Security may request. In addition to any reports or
information the Assistant Attorney General for National Security may
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specially request under this subparagraph, the FBI shall provide annual
reports to the National Security Division concerning its foreign intelligence
collection program, including information concerning the scope and nature
of foreign intelligence collection activities in each FBI field office.

b.  The FBI shall keep the National Security Division apprised of all
information obtained through activities under these Guidelines that is
necessary to the ability of the United States to investigate or protect against
threats to the national security, which shall include regular consultations
between the FBI and the National Security Division to exchange advice and
information relevant to addressing such threats through criminal prosecution
ot other means.

c. Subject to subparagraphs d. and e., relevant United States Attorneys' Offices
shall have access to and shall receive information from the FBI relating to
threats to the national security, and may engage in consultations with the
FBI relating to such threats, to the same extent as the National Security
Division. The relevant United States Attorneys' Offices shall receive such
access and information from the FBI field offices.

d.  In acounterintelligence investigation - i.e., an investigation relating to a
matter deseribed in Part VIL.S.2 of these Guidelines - the FBI's provision of
information to and consultation with a United States Attorney's Office are
subject to authorization by the National Security Division. In consultation
with the Executive Office for United States Attorneys and the FBI, the
National Security Division shall establish policies setting forth
circumstances in which the FBI will consult with the National Security
Division prior to informing relevant United States Attorneys' Offices about
such an investigation. The policies established by the National Security
Division under this subparagraph shall (among other things) provide that:

1. The National Security Division will, within 30 days, authorize the FBI to
share with the United States Attorneys' Offices information relating to
certain espionage investigations, as defined by the policies, unless such
information is withheld because of substantial national security
considerations; and

it.  the FBI may consult freely with United States Attorneys' Offices
concerning investigations within the scope of this subparagraph during an
emergency, so long as the National Security Division is notified of such
consultation as soon as practical after the consultation.

e. Information shared with a United States Attorney's Office pursuant to
subparagraph c. or d. shall be disclosed only to the United States Attorney
or any Assistant United States Attorneys designated by the United States
Attorney as points of contact to receive such information. The United
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States Attorneys and designated Assistant United States Attorneys shall
have appropriate security clearances and shall receive training in the

handling of classified information and information derived from the Foreign

Intelligence Surveillance Act, including training concerning the secure
handling and storage of such information and training concerning

requirements and limitations relating to the use, retention, and dissemination

of such information.

f. The disclosure and sharing of information by the FBI under this paragraph
is subject to any limitations required in orders issued by the Foreign
Intelligence Surveillance Court, controls imposed by the originators of
sensitive material, and restrictions established by the Attorney General or

the Deputy Attorney General in particular cases. The disclosure and sharing

of information by the FBI under this paragraph that may disclose the
identity of human sources is governed by the relevant provisions of the
Attorney General's Guidelines Regarding the Use of FBI Confidential
Human Sources.

‘White House

In order to carry out their responsibilities, the President, the Vice President, the
Assistant to the President for National Security Affairs, the Assistant to the President
for Homeland Security Affairs, the National Security Couneil and its staff, the
Homeland Security Council and its staff, and other White House officials and offices
require information from all federal agencies, including foreign intelligence, and
information relating to international terrorism and other threats to the national
security. The FBI accordingly may disseminate to the White House foreign
intelligence and national security information obtained through activities under these
Guidelines, subject to the following standards and procedures:

a. Requests to the FBI for such information from the White House shall be
made through the National Security Council staff or Homeland Security
Council staff including, but not limited to, the National Security Council
Legal and Intelligence Directorates and Office of Combating Terrorism, or
through the President's Intelligence Advisory Board or the Counsel to the
President.

b.  Compromising information concerning domestic officials or political
organizations, or information concerning activities of United States persons
intended to affect the political process in the United States, may be
disseminated to the White House only with the approval of the Attorney
General, based on a determination that such dissemination is needed for
foreign intelligence purposes, for the purpose of protecting against
international terrorism or other threats to the national security, or for the
conduct of foreign affairs. However, such approval is not required for
dissemination to the White House of information concerning efforts of
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foreign intelligence services to penetrate the White House, or concerning
contacts by White House personnel with foreign intelligence service
personnel.

c.  Examples of types of information that are suitable for dissemination to the
White House on a routine basis include, but not limited to:

1. Information concerning international terrorism;

ii.  information concerning activities of foreign intelligence services i the
United States;

ili. information indicative of imminent hostilities involving any foreign power;

iv.  information concerning potential cyber threats to the United States or its
allies;

v. information indicative of policy positions adopted by foreign officials,
governments, or powers, ot their reactions to United States foreign policy
initiatives;

vi. information relating to possible changes in leadership positions of foreign
governments, parties, factions, or powers;

vii. information concerning foreign economic or foreign political matters that
might have national security ramifications; and

viil. information set forth in regularly published national intelligence
requirements.

d. Communications by the FBI to the White House that relate to a national
security matter and concern a litigation issue for a specific pending case
must be made known to the Office of the Attorney General, the Office of
the Deputy Attorney General, or the Office of the Associate Attorney
General. White House policy may specially limit or prescribe the White
House personnel who may request information concerning such issues from
the FBL

e.  The limitations on dissemination of information by the FBI to the White
House under these Guidelines do not apply to dissemination to the White
House of information acquired in the course of an FBI investigation
requested by the White House into the background of a potential employee
or appointee, or responses to requests from the White House under
Executive Order 10450.
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3. Special Statutory Requirements

a. Dissemination of information acquired under the Foreign Intelligence
Surveillance Act is, to the extent provided in that Act, subject to
minimization procedures and other requirements specified in that Act.

b.  Information obtained through the use of National Security Letters under 15
U.S.C. 168lv may be disseminated in conformity with the general standards
of this Part. Information obtained through the use of National Security
Letters under other statutes may be disseminated in conformity with the
general standards of this Part, subject to any applicable limitations in their
governing statutory provisions: 12 U.S.C. 3414(a)(5)}(B), 15 U.S.C.
168lu(f); 18 U.S.C. 2709(d); 50 U.S.C. 436(e).
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VII. DEFINITIONS

Al CONSENSUAL MONITORING: monitoring of communications for which a court order or
warrant is not legally required because of the consent of a party to the communication.

B. EMPLOYEE: an FBI employee or an employee of another agency working under the
direction and control of the FBIL.

C. FOR OR ON BEHALF OF A FOREIGN POWER: the determination that activities are for or
on behalf of a foreign power shall be based on consideration of the extent to which the foreign
power is involved in:

L. control or policy direction;
2. financial or material support; or
3. leadership, assignments, or discipline.

D. FOREIGN COMPUTER INTRUSION: the use or attempted use of any cyber-activity or
other means, by, for, or on behalf of a foreign power to scan, probe, or gain unauthorized
access into one or more U.S.-based computers.

E. FOREIGN INTELLIGENCE: information relating to the capabilities, intentions, or activities
of foreign governments or clements thercof, foreign organizations or foreign persons, or
international terrorists.

F. FOREIGN INTELLIGENCE REQUIREMENTS:

1. national intelligence requirements issued pursuant to authorization by the Director of
National Intelligenee, including the National Intelligence Priorities Framework and the
National HUMINT Collection Directives, or any successor directives thereto;

2. requests to collect foreign intelligence by the President or by Intelligence Community
officials designated by the President; and

3. directions to collect foreign intelligence by the Attomey General, the Deputy Attorney
General, or an official designated by the Attorney General.

G. FOREIGN POWER:

1. a foreign government or any component thereof, whether or not recognized by the
United States;

2. a faction of a foreign nation or nations, not substantially composed of United States
persons;
3 an entity that is openly acknowledged by a foreign government or governments to be
41
A-42

UNCLASSIFIED — FOR OFFICTAET B SE-ONEY-—

Version Dated:
March 3, 2016



UNCLASSIFIED — FOR-OFHCHATTBSE-ONEY-
Domestic Investigations and Operations Guide

directed and controlled by such a foreign government or governments;

4. a group engaged in international terrorism or activities in preparation therefor;

5. a foreign-based political organization, not substantially composed of United States
persons; or

6. an entity that is directed or controlled by a foreign government or governments;

HUMAN SOURCE: a Confidential Human Source as defined in the Attorney General's
Guidelines Regarding the Use of FBI Confidential Human Sources.

INTELLIGENCE ACTIVITIES: any activity conducted for intelligence purposes or to affect
political or governmental processes by, for, or on behalf of a foreign power.

INTERNATIONAL TERRORISM:

Activities that:

1. involve violent acts or acts dangerous to human life that violate federal, state, local,
or tribal criminal law or would violate such law if committed within the United States
or a state, local, or tribal jurisdiction;

2. appear to be intended:
i.  to intimidate or coetrce a civilian population;
il.  to influence the policy of a government by intimidation or coercion; or
. to affect the conduct of a government by assassination or kidnapping; and

3. occur totally outside the United States, or transcend national boundaries in terms of
the means by which they are accomplished, the persons they appear to be intended to
coerce or intimidate, or the locale in which their perpetrators operate or seck asylum.

PROPRIETARY:: a sole proprietorship, partnership, corporation, or other business entity
operated on a commercial basis, which is owned, controlled, or operated wholly or in part on
behalf of the FBI, and whose relationship with the FBI is concealed from third parties.

PUBLICLY AVAILABLE: information that has been published or broadeast for public
consumption, is available on request to the public, is accessible on-line or otherwise to the
public, is available to the public by subscription or purchase, could be seen or heard by any
casual observer, is made available at a meeting open to the public, or is obtained by visiting
any place or attending any event that is open to the public.

RECORDS: any records, databases, files, indices, information systems, or other retained
information.
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SENSITIVE INVESTIGATIVE MATTER: an investigative matter involving the activities of
a domestic public official or political candidate (involving corruption or a threat to the
national sccurity), religious or political organization or individual prominent in such an
organization, or news media, or any other matter which, in the judgment of the official
authorizing an investigation, should be brought to the attention of FBI Headquarters and other
Department of Justice officials.

SENSITIVE MONITORING CIRCUMSTANCE:

1. investigation of a member of Congress, a federal judge, a member of the Executive
Branch at Executive Level IV or above, or a person who has served in such capacity
within the previous two years;

2. investigation of the Govemor, Lieutenant Governor, or Attorney General of any state
or territory, or a judge or justice of the highest court of any state or territory,
concerning an offense involving bribery, conflict of interest, or extortion related to
the performance of official duties;

3 a party to the communiocation is in the custody of the Bureau of Prisons or the United
States Marshals Service or is being or has been afforded protection in the Witness
Security Program; or

4. the Attomey General, the Deputy Attorney General, or an Assistant Attorney General
has requested that the FBI obtain prior approval for the use of consensual monitoring
in a specific investigation.

SPECIAL AGENT IN CHARGE: the Special Agent in Charge of an FBI field office
(including an Acting Special Agent in Charge), except that the functions authorized for
Special Agents in Charge by these Guidelines may also be excreised by the Assistant Director
in Charge or by any Special Agent in Charge designated by the Assistant Director in Charge
in an FBI field office headed by an Assistant Director, and by FBI Headquarters officials
designated by the Director of the FBL

SPECIAL EVENTS MANAGEMENT: planning and conduct of public events or activities
whose character may make them attractive targets for terrorist attack.

STATE, LOCAL, OR TRIBAL: any state or territory of the United States or political
subdivision thereof, the District of Columbia, or Indian tribe.

THREAT TO THE NATIONAL SECURITY:
1. international terrorism;

2. espionage and other intelligence activities, sabotage, and assassination, conducted by,
for, or on behalf of foreign powers, organizations or persons;

3. foreign computer intrusion; and
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4. other matters determined by the Attorney General, consistent with Executive Order
12333 or a successor order.

T. UNITED STATES: when used in a geographic sense, means all areas under the territorial
sovereignty of the United States.

u. UNITED STATES PERSON:

Any of the following, but not including any association or corporation that is a foreign
power as defined in Subpart G.1.-.3.;

1. an individual who 1s a United States citizen or an alien lawfully admitted for
permanent residence;

2. an unincorporated association substantially composed of individuals who are United
States persons; or

3. a corporation incorporated in the United States.

In applying paragraph 2., if a group or organization in the United States that is affiliated
with a foreign-based international organization operates directly under the control of the
international organization and has no independent program or activities in the United
States, the membership of the entire international organization shall be considered in
determining whether it is substantially composed of United States persons. If however,
the U.S.-based group or organization has programs or activities separate from, or in
addition to, those directed by the international organization, only its membership in the
United States shall be considered in determining whether it is substantially composed of
United States persons. A classified directive provides further guidance concerning the
determination of United States person status.

V. USE: when used with respect to human sources, means obtaining information from, tasking,
or otherwise operating such sources.

Date: 09/29/08

Michael B. Mukasey
Attorney General
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C APPENDIX C: (U/FOUQ) USE AND TARGETING OF A
FEDERAL PRISONER HELD IN THE CUSTODY OF THE
BOP OR USMS DURING AN FBI PREDICATED
INVESTIGATION; INTERVIEW OF A FEDERAL
PRISONER HELD IN THE CUSTODY OF THE BOP OR
USMS DURING AN FBI ASSESSMENT OR PREDICATED
INVESTIGATION

C.1 (U) OVERVIEW/SUMMARY

(U/FOH8) Use and Targeting a Federal Prisoner: During an FBI Predicated Investigation, it
may be necessary and appropriate to: 1) use a cooperating federal prisoner to gather and obtain
evidence and intelligence; or 2) target a federal prisoner. This policy sets forth the approval
process for the use of and targeting of a federal prisoner held in the custody of the Bureau of
Prisons (BOP) or the United States Marshals Service (USMS).

(U/FOEQ) Interview a Federal Prisoner: During an FBI Assessment or Predicated
Investigation, it may be necessary and appropriate to interview a federal prisoner in the custody
of the BOP or USMS. This policy sets forth the approval process for the interview of a federal
prisoner held in the custody of the BOP or the USMS during an FBI Assessment or Predicated
Investigation.

(U/MOHQ) Exclusions from this Policy: This policy does not apply to:
A) (U//FOUO] b7E

C2 (U) LEGAL AUTHORITY

(U) The FBI is authorized by the Department of Justice (DOJ) to use and target a federal prisoner
for investigative purposes and interview a Federal Prisoner (DOJ Memorandum “Lfse and
Targeting of Federal Prisoners in Investigations,” January 22, 2009).

C3 (U) DEFINITIONS

(U) Federal Prisoner: For purposes within this section, a federal prisoner is one who is held in
the custody of either the BOP or the USMS pursuant to an order of a court in connection with a
criminal matter, regardless of where the person is housed.

(U) Use of a Federal Prisoner: Use of a federal prisoner means to employ a federal prisoner
during an investigation in such a manner that the prisoner will interact <ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>