REDACTION KEY
A.

CLASSIFIED FBI INFORMATION RE-REVIEWED PURSUANT TO EXECUTIVE
ORDER 14040.

C-1.

INFORMATION OBTAINED FROM FOREIGN GOVERNMENT(S) AND WITHHELD AT
THE DIRECTION OF ANOTHER U.S. GOVERNMENT AGENCY OR DEPARTMENT
PENDING ONGOING CONSULTATION.

C-2

INFORMATION OBTAINED FROM FOREIGN GOVERNMENT(S) AND WITHHELD AT
THAT GOVERNMENT’’S DIRECTION FOLLOWING CONSULTATION IN
ACCORDANCE WITH EXECUTIVE ORDER 14040.

D.

INFORMATION FOR WHICH JUDICIAL AUTHORIZATION TO RELEASE IS
REQUIRED. INFORMATION FOR WHICH JUDICIAL AUTHORIZATION IS OBTAINED
WILL BE RELEASED.

F.

ADMINISTRATIVELY DESIGNATED FBI FILE AND/OR SERIAL NUMBERS OR
HANDLING INFORMATION.

G.

SENSITIVE LAW ENFORCEMENT INFORMATION WITHHELD PURSUANT TO THE
LAW ENFORCEMENT PRIVILEGE.

J-1.

SECTION 102A(i)(1) OF THE NATIONAL SECURITY ACT OF 1947, AS AMENDED BY
THE INTELLIGENCE REFORM AND TERRORISM PREVENTION ACT OF 2004, 50
U.S.C. § 3024(i)(1).

J-2.

INFORMATION PROTECTED FROM DISCLOSURE BY THE BANK SECRECY ACT
(BSA) AND THE U.S. DEPARTMENT OF THE TREASURY REGULATIONS
IMPLEMENTING THE BSA. SEE 31 C.F.R. § 5311 ET SEQ; 31 C.F.R. CHAPTER X.

J-3

INFORMATION DETERMINED BY ANOTHER DEPARTMENT OR AGENCY TO BE
PROTECTED FROM DISCLOSURE PURSUANT TO 8 U.S.C. § 1202(f).

O-1.

INFORMATION WITHHELD AT THE DIRECTION OF ANOTHER U.S. GOVERNMENT
AGENCY OR DEPARTMENT.

P.

INFORMATION RESTRICTED FROM PUBLIC RELEASE UNDER THE PRIVACY ACT
OF 1974. SUCH INFORMATION WILL BE PRODUCED IN MDL 03-1570 (S.D.N.Y.)
PURSUANT TO THE PRIVACY ACT PROTECTIVE ORDER ENTERED IN THAT
CASE.

P-1.

INFORMATION SUCH AS SOCIAL SECURITY NUMBERS, DATES OF BIRTH, AND
OTHER SENSITIVE PERSONAL INFORMATION.

S.

NAMES AND OTHER PERSONAL IDENTIFYING INFORMATION OF LAW
ENFORCEMENT PERSONNEL.

NOTE: Classification markings (classification banners and portion markings) are redacted
without a code throughout the release.
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FEDERAL BUREAU OF INVESTIGATION

Precedence:
To:

ROUTINE

Date:

Counterterrorism

Attn:

04/18/2005

PENTTBOM TEAM
(S)

San Diego

From:

Los Angeles
(G)

Contact:
Approved By:

(S)

(S)
(S)

Drafted By:
Case ID #:

Title:

(F)

PENTTBOM
(G)

PENTTBOM LEADS AND RELATED INVESTIGATION;
(A), (G), (J-1)

MIHDAR MOHAMMED ALMIHDAR ZAID;
aka MOHDAR ABDULLAH;
(A), (G), (J-1)

Synopsis:
To document the results of the meeting held in
San Diego on 4/07/2005 associated with the Los Angeles/San Diego
pending PENTTBOM investigation.
(G)

(S)
(S)
Details:
On 04/07/2004, SA
and Det.
attended
a meeting in San Diego with representatives from the San Diego
Field Office (SDFO) and from the New York Field Office/PENTTBOM
Team (PENTTBOM) to discuss captioned investigations.

The purpose of the meeting was to review the results
of the investigation conducted thus far by Los Angeles and to

EO14040-003674

To:
Re:

Counterterrorism From: Los Angeles
(F)
, 04/18/2005

identify additional investigation/leads that are warranted. The
(S)
(S)
meeting was attended by SA
SA
SSA
(S)
(S)
(S)
, SA
and SA
of the SDFO,
(S)
(S)
SA
and LAPD Detective
of the Los Angles
(S)
Field Office (LAFO) and SA
of PENTTBOM Team.
During a September 2004 meeting Los Angeles was
assigned various tasks. The following is a summary of the
disposition of these tasks and a summary of relevant topics
discussed at the meeting identified by Field Office:
LOS ANGELES
1. Send photographs of the unknown male seen in the June 2000
LAX videotape to detainees (in-country and overseas) for
identification.
On 10/13/2004, Los Angeles submitted an E.C. to FBIHQ,
Counterterrorism Division (CTD) requesting that photographs of
three unknown males depicted at Los Angeles International Airport
(LAX) on 06/10/2000 with 9/11 hijackers Khaled Al-Midhar
(Al-Midhar) and Nawaf Al-Hazmi (Al-Hazmi) at LAX screening areas
be shown to multiple detainees. On April 1, 2005, Los Angeles
contacted CTD to requested the status of the October request and
was advised that the photos had not been sent to the detainees
because they were not in the correct format. On 04/11/2005, Los
Angeles provided CTD with an additional copy of the photographs
in the requested format. Los Angeles will continue to follow
up with CTD to determine the results of the request.
(G)
2. Conduct interview and polygraph of former
Ellsworth Elmer Black (Black) regarding his statements that Mohdar
Abdullah (Mohdar) had advance knowledge of the 9/11 plot.

A review of the polygraph report revealed that Black passed the
polygraph examination when asked two questions. One question
was whether Modhar said he had met the hijackers and the other
question was if Mohdar said he had given two of the hijackers
a ride. Additional follow-up questions were not asked during
the interview to address more specifically Mohdar's exact comments
regarding his interactions with the hijackers. Los Angeles will
attempt to re-interview Black to address these areas not covered
during the polygraph interview.
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Re:

Counterterrorism From: Los Angeles
(F)
, 04/18/2005

08/31/2001

12:00

3:00

08/31/2001

12:07

1:00

09/02/2001
09/02/2001

17:17
17:18

1:00
1:00

09/02/2001

17:25

1:00

09/03/2001
09/09/2001

13:26
15:05

1:00
1:00

09/03/2001

15:17

1:00

(A), (G), (J-1)
The Long Beach Resident Agency (LBRA) is
Los Angeles will contact the LBRA case agent, LAPD Det.
, for an update on the case.
(S)

(S)

(P)

(SBC - hardline telephone)
(P)
Between 05/11/2001 and 06/05/2001, the
placed
three calls to this number totaling 5 minutes. This number is
(P)
subscribed to by
Los Angeles,
CA, 900415. Los Angeles will determine what type of business
is at this address and will conduct an interview as warranted.
(P)

- Verizon Wireless - cellular telephone
(P)
On 08/20/2001, the
telephone placed
two calls for a total duration of 3 minutes to the cellular
(P)
telephone number listed above which is subscribed to by
(P)
(P)
,
Bellflower, CA, 90706. A search
of ACS reveals that this telephone number and address was believed
(P)
to be used by
who possibly took flight
lessons in California. Another telephone number for
was
(P)
which
was
negative
per
ACS
and
telephone
(P)
applications.
was subscribed to by
(P)
(P)
(P)
(P)
at the
address. In late 2004, Legat
(G)
requested the Los Angeles determine whether (P) attended flight
schools. Los Angeles conducted queries through FAA and other
sources which were negative. In November 2004, Los Angeles could
(P)
not determine whether
had taken lessons in California
without the particulars of the flight school. Los Angeles will
(P)
set a lead to CTD to inquire whether an interview of
can
be conducted without interfering with the investigation
(S)
associated with Legat
.
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To:
Re:

Counterterrorism From: Los Angeles
, 04/18/2005
(F)

but Mohdar had no recollection what they spoke about. Los Angeles
with work with ICE Task Force members to determine if they can
conduct a search of Yemeni nationals who arrived in Los Angeles
with the first name of
.
(P)
4. Analysis of Mohdar's pocket litter was conducted and review
of significant items was discussed at the meeting. For Los
Angeles the only connections noted are as follows:
(P)
A handwritten note in Arabic with
American Islamic Relations in Anaheim,
CA.
(P)
Page from personal directory in Arabic
This telephone number was used by Fahad Al-Thumairy.

5. San Diego indicated that a review of Mohdar's bank records
did not reveal any suspicious activity. An additional review
will be made to determine if Mohdar used an debit card. A review
of the bank records will be make to search for payments to travel
agencies such as the 05/29/2000 reservation made through Rivera
Travel in Los Angeles.
PENTTBOM TEAM/NEW YORK
1. Review of the evidence seized in the United Kingdom including
the computer hard drives and analysis of relevant email addresses
(S)
is ongoing. SA
will advise as information is obtained
(S)
related to Al-Bayoumi's hard drive and email accounts. SA
will set appropriate leads as warranted.
2. During the meeting it was identified that Mohdar had been in
contact with various telephone numbers in Hamburg, Germany,
(S)
(F)
reference,
). SA
will
follow-up on the Hamburg telephone connections and will advise
of the results related to Mohdar.
(P)
3. In reference to the unknown Yemeni male named
who met with Mohdar, Al-Hazmi and Al-Midhar in Los Angeles, SA
(S)
will research whether the 9/11 Commission conducted any
(P)
follow-up investigation or interviews to identify
.

REMAINING TASKS FOR LOS ANGELES
The following is a summary of the remaining tasks assigned
to Los Angeles:
1. Continue follow-up with CTD on the photographs to be shown
to the detainees.
2. Re-interview Ellsworth Black.
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To:
Re:

Counterterrorism From: Los Angeles
(F)
, 04/18/2005

LEAD(s):
Set Lead 1: (Info)
COUNTERTERRORISM
AT WASHINGTON, DC
For your information.
Set Lead 2: (Info)
SAN DIEGO
AT SAN DIEGO, CA
For your information.
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To:
Re:

Counterterrorism
(F)

From: Counterterrorism
, 12/05/2005

miscellaneous names, addresses and telephone numbers and a paragraph
of hand-written text containing Muslim militant philosophy.
(P)
ICE checks for
indicate no records of
(P)
documented immigration border crossings or foreign travel for

(G)

Should any questions arise regarding the above
(S)
information, please contact IA

EO14040-003693

To:
Re:

Counterterrorism
(F)

From: Counterterrorism
, 12/05/2005

LEAD(s):
Set Lead 1:

(Discretionary)

LOS ANGELES
AT LOS ANGELES,CALIFORNIA
For discretionary action as deemed appropriate.
Set Lead 2:

(Info)

WASHINGTON FIELD OFFICE
AT WASHINGTON D.C.
For information only.
Set Lead 3:

(Info)

COUNTERTERRORISM
AT

(G)

For information only.
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To:
Re:

Counterterrorism From: Los Angeles
, 11/20/2005
(F)

meeting Abdullah's immigration file was made available to Los
Angeles case agents for review. Los Angeles requested copies
of documents in the file which will be provided by San Diego.
3. Analysis of Abdullah's pocket litter.
San Diego advised that analysis and review of Abdullah's pocket
litter is ongoing.
4. San Diego indicated that a review of Abdullah's
bank records did not reveal any suspicious activity. An
additional review will be made to determine if Abdullah used a
debit card to disclose when he may have been in Los Angeles.
(S)
San Diego SA
advised that the Abdullah's original
bank records were provided to the PENTTBOM team as part of the
(G)
discovery project. The
number was provided and
PENTTBOM advised that copies of the records would be forwarded
to Los Angeles and San Diego to allow for a complete review of
the transactions.
5. Request was made that San Diego prepare a
comprehensive time line and analysis of Abdullah's activities.
The analysis would include Abdullah's telephone activity, debit
card activity, significant events and information from source,
witness and subject interviews similar to the work product
prepared for the Al-Bayoumi investigation.
SAN DIEGO OTHER ITEMS DISCUSSED:
SDFO agents provided summaries of many San Diego
current and former subjects and Al-Ribat Mosque attendees
(A), (G), (J-1)
including
(A), (G), (J-1)
, and Alaqui. The Al-Ribat Mosque was discussed and
individuals associated with the mosque to assist Los Angeles with
future asset tasking.
The Texaco service station where Abdullah and
(P)
Al-Hazmi worked used telephone number is
This
(G)
telephone number
and the telephone tolls
for this number were previously subpoenaed for the period 05/2001
– 11/2002. San Diego will consider issuing a subpoena for tolls
(A), (G), (J-1), (D)
There was a hardline and facsimile
telephone number at the station. A payphone was previously at
the station which is no longer in service.
(P)
San Diego advised of
(P)
(
the Texaco Gas Station in San Diego) and
(P)
(former employee of the Texaco Gas Station in San Diego)
who attempted to get married at an unknown mosque in San Diego.
(P)

(P)

EO14040-003702

To:
Re:

Counterterrorism From: Los Angeles
, 11/20/2005
(F)

. An
Islamic marriage ceremony was performed by Sheikh Fahd Al-Thumairy
at the King Fahd Mosque in Culver City, CA (possibly during the
Summer of 2001). Oualid Ben Omrane and Abdullah reportedly
witnessed the ceremony. The State of California does not
recognize the Islamic ceremony as a legal marriage. SA
(S)
advised that he was gathering information about (P) for
(S)
a possible interview.
(P)

PENTTBOM TEAM/NEW YORK
ASSIGNED TASKS:
1. Review of the evidence seized in the United
Kingdom including the computer hard drives and analysis of
relevant email addresses is ongoing. SA
previously
(S)
advised that as information was obtained related to Al-Bayoumi's
hard drive and email accounts, SA
would set appropriate
(S)
leads as warranted.
2. During the previous meeting it was identified
that Abdullah had been in contact with various telephone numbers
(F)
in Hamburg, Germany, reference,
SA
previously advised that she would follow-up on the
(S)
Hamburg telephone connections. SSA
advised that she
(S)
would contact SA
for an update on this request.
(S)
3. In reference to the unknown Yemeni male named
(LNU) who met with Abdullah, Al-Hazmi and Al-Midhdar in
Los Angeles. During the previous meeting SA
advised that
(S)
she would research whether the 9/11 Commission conducted any
(P)
follow-up investigation or interviews to identify
SSA
advised that she would contact SA
for an update
(S)
(S)
on this request.
(P)

4. While in San Diego SSA
requested that
(S)
Abdullah's bank records currently in discovery, be located and
copied. On 11/08/2005, a copy of these records were provided
to San Diego and Los Angeles.
NEW YORK - OTHER ITEMS DISCUSSED:
SSA
advised that string searches of all
(S)
email addresses could be conducted. SDFO and LAFO were advised
to forward any email addresses to PENTTBOM for searches to be
conducted.
While at the meeting SSA
provided a PONY
(S)
EC to be used to send questions to top Al-Qaeda detainees.
Detainee interviews were discussed and individuals who are
(G)
cooperative. The name of an FBI agent detailed to
was
provided as a contact person to assist with detainee interviews.
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To:
Re:

Counterterrorism From: Los Angeles
, 11/20/2005
(F)

8. Los Angeles will pursue overseas operation of
asset and will keep San Diego apprized of the operation.
REMAINING TASKS FOR SAN DIEGO
The following is a summary of the remaining tasks
assigned to San Diego:
(P)
1. San Diego agents advised of a Yemeni
. Review will be made of this individual
to determine if there are associates of
that are in San
(P)
Diego.
(G)

(G)
2. San Diego will review
Noaman and will provide a time line of his activities while
(S)
he resided in San Diego. As of the date of this EC, SA
provided Los Angeles with an time line of Noaman's activities
while he resided in San Diego.
(G)

3. A review of the San Diego Anwar Alaqui investigation
will be conducted including review of his telephone activity while
he lived in San Diego prior to relocating to Falls Church, VA.
4. A time line will be prepared for Mohdar Abdullah
including analysis of significant dates, with analysis of debit
card activity, telephone toll records and source reporting similar
to the EC prepared for the Omar Al-Bayoumi investigation.

5. A review of telephone records for Texaco service
station where Abdullah and Al-Hazmi worked will be conducted.
San Diego will consider issuing a subpoena requesting toll records
for the missing months.
6. Follow up to identify (P) (LNU) a Saudi/Yemeni
whom Nawaf Al-Hazmi brought to live with at Abdussattar Shaikh's
(Shaikh) residence in San Diego. Shaikh discovered that Dali
(P)
was in the U.S. illegally and asked him to leave.
is believed
to have moved to Utah and may have opened up a 99 Cents store.
San Diego will obtain subscriber information for Utah telephone
numbers associated with (P) in an attempt to identify him.
REMAINING TASKS FOR NEW YORK/PENTTBOM
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To:
Re:

Counterterrorism From: Los Angeles
, 11/20/2005
(F)

Set Lead 3: (Info)
SAN DIEGO
AT SAN DIEGO, CA
For your information.
Set Lead 4: (Info)
WASHINGTON
AT WASHINGTON D.C.
For your information.
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FEDERAL BUREAU OF INVESTIGATION

Precedence:
To:

IMMEDIATE

Date:

Counterterrorism

Attn:

09/18/2001

(G), (S)

Investigative Services
New York

Washington Field
From:

(G)

Contact:

Approved By:
Drafted By:

(S)
(S)
(S)
(F)

Case ID #:
Title:
Synopsis:

PENTTBOMB
MAJOR CASE 182
To disseminate information regarding investigation in

(G)
(G)

Details:
The purpose of this communication is to summarize for
the recipients the results of investigation by New Scotland Yard (C-2)
(C-2)
in connection with captioned
investigation.
(G)
Reference Legat
tri-captioned: "TWIN TOWERS BOMBING"
(F)
(A), (G), (J-1)
and

EC dated September 16, 2001,
(F)
; "PENTBOMB"
(F)

Referenced communication provided the recipients with
information concerning Algerians who are known to have entered the U.S.
ostensibly to receive sophisticated flight training, to include the
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To:
Re:

Counterterrorism
(F)

(G)
From:
09/18/2001

LEAD(s):
Set Lead 1:

(Adm)

ALL RECEIVING OFFICES
Read and clear.
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10/02/2001
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(F)
(S)

1
GRAND JURY MATERIAL - DISSEMINATE PURSUANT TO RULE 6 (e)
(S)
On October 18-25, 2001, IRS
provided the
following information based on a request from Information Control Form
(F) .

Pursuant to a Grand Jury request for records from San Diego
Community College District for any information pertaining to classmates
of Omar Al-Bayoumi, the following information was obtained on 184
classmates:
Request was made to search 184 names in IIIA, ACS, Telephone
Applications and Rapid Start.
(S)
On October 18-25, 2001, IRS
provided the
(G)
following information based on searches of the
(G) , which data contains information from the Criminal Law Enforcement
Application (CLEA), Integrated Intelligence Information Application
(IIIA), Telephone Application (TA), and Universal Index (UNI). A query
(F)
of the Rapid Start, San Diego case
, was also conducted.
Both positive and negative information was obtained and is listed in
numerical order by classmate name and corresponding SSAN:
(P)

1)

, SSAN
Rapid Start applications;

2)

, SSAN
search was conducted;

3)
4)

(P)

(P)

and Rapid Start;
(P)
(P)

for a

.

(F)

(P-1)

(P-1)

, SSAN

(P)

(G)

and

, name was crossed off and no

(P-1)

, SSAN
dated (P)

, negative in both

(P-1)

,

, negative in both

(G)

(S)

disclosed a UNI record
, file
(F)
(P)
is listed as the
,
(P)

Park Ridge IL 60068. Rapid Start and ECF were negative.
5)
6)
7)

, SSAN

(P)

Rapid Start;
(P)

and Rapid Start;

,

(P-1)

(P-1)

, negative in both

?), negative in both

(P-1)
SSAN
, negative in
(P)
Rapid Start did show a reference to
(P-1)
(P-1)
, same SSAN, INS
, last known address
(P)

(G)

(G)

and
(G)

, however
, DOB
(P)
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(F)
(S)

16
109)
110)
111)
112)
113)
114)
115)

and Rapid Start;
(P)

(P)

(P)

118)
119)
120)
121)
122)
123)

Rapid Start;
and Rapid Start;
and Rapid Start;

(P-1)

,

(P)

and Rapid Start;
(P)
(P)
(P)

,

(P)

(P)

,

(P)

Rapid Start;
(P)

(P)

,

and Rapid Start;
,

, negative in both

(G)

, negative in both

(G)

and

, negative in both

(G)

and

(P-1)

, negative in both

(G)

and

(P-1)

, negative in both

(G)

and

(P-1)

,

Rapid Start;

(G)

(G)

(P-1)

,

Rapid Start;

, negative in both

, negative in both

(P-1)

,

Rapid Start;

and

(G)

, Refer to Person #135,
Negative in (G) and Rapid Start

.

.

Rapid Start;

(G)

(P-1)

,

(P)

Start;

(P-1)

(G)

and Rapid

, negative in both

(P-1)

, SSAN

(P)

(G)

, negative in both

, SSAN

(P)

(P)

(P-1)

(P-1)

,

, negative in both

, negative in both

, SSAN

and Rapid Start;

for
117)

(P-1)

,

Start;

116)

(P-1)

, SSAN

(P)

(P-1)

, negative in both
(P-1)

(G)

, negative in both

, negative in both

(G)

and
(G)

and Rapid
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(F)
(S)

27
(P-1)
(P)
(F)
179)
, SSAN
. Rapid Start
(P-1)
(P)
identified individual as
, SSAN
, current address
(P)
(P)
(P)
of
, San Diego, CA, telephone
.
had recently cancelled a real estate transaction and flew to Afghanistan.
Complainant advised (P) may be associated with one of the hi-jackers.
(P)
(F)
Rapid Start
disclosed that
attends Mira Mesa College,
goes to the Mosque at Balboa and I-5, and has expressed an interest in
(F)
learning to fly. (Refer to
for reference.

(P)

(P)

.

TA was negative for name

and telephone

(P)

Most current address for Sirat in Choice Point is
(P-1) , CA DL
, San Diego, CA 92129 with a DOB of

(P)

(P)
(P-1)

.

Internet website www.landings.com, which database lists all
(P)
licensed pilots and type of licensing, was negative for the name
(P) .
Analyst Review indicates there is still an outstanding Lead
. Lead agent should be advised of above data and the fact that
(P)
was a classmate of Omar Al-Bayoumi at San Diego Community
College.
on

(F)

180)
and Rapid Start;
181)
Start;

(P)

182)
Rapid Start;

(P)

(P-1)

, SSAN

(P)

, SSAN
, SSAN

(P-1)

, negative in both

, negative in both
(P-1)

(G)

(G)

and Rapid

, negative in both

(G)

and

(P)
(P-1)
183)
, SSAN
. Choicepoint disclosed a
(P-1)
(P)
(P-1)
record for
SSAN
, DOB
or (P-1) , most
(P)
current address
, Clifton Park, NY 12065, New York
(P)
(P-1)
license number
, employed
as an instructor.
(P)
(P)
A previous address for
listed as
San Diego, CA.

ACS disclosed possible references for
(F)

as follows:

(P)

Locality US Iran, address
(P)
Norfolk, VA, subfile regarding
;
(F)
Professor Department of
(P)
Old Dominion University, Norfolk, VA, home phone

(P)
(P)
(P)

EO14040-003775

(F)
(S)

28
(P)

and office
(P)

,

;
(F)

TA and Rapid Start was negative.
Additional information developed as a result of searches
disclosed information that was furnished directly to (G) for review.
(P)
(P-1)
184)
SSAN
. Review of ChoicePoint
(P-1)
(P-1) , listed
(P)
disclosed
SSAN
, DOB (P-1) or
(P)
the most current address as
San Diego, CA, phone
(P)
, no area code indicated.
(P)
ACS disclosed a reference to a
, file
(P)
(F)
, with address listed as
Fremont,
(P)
(P)
CA 94555.
is listed as the
of Islamic
(P)
Countries Women Sports Solidarity Council, fax phone
.

Diego

(P)
TA disclosed fax telephone
(F)
(F)
, assigned to

TA and Rapid Start negative for the name

is referenced to San
(S)
(P)

.

EO14040-003776

(F)

(F)

(F)

(F)
(F)

(F)
(F)
(G)

(G)

(S)
(S)
(G)
(S)
(S)
(S)
(F)

(G)

(F)

EO14040-003777

EO14040-003778

(F)

(F)
(F)

(F)

(F)

(F)

(F)

(F)
(F)
(G)

(F)

(G)
(G), (S)

(F)

EO14040-003779

EO14040-003780

(F)
(P-1)

(P-1)

(P-1)

(F)
(F)
(F)
(F)

(F)
(S)

(F)

EO14040-003781

(Rev. 08-28-2000)

FEDERAL BUREAU OF INVESTIGATION

Precedence:
To:

ROUTINE

Date:

San Diego

Attn:

05/23/2002

(G), (S)

Counterterrorism
New York
Washington Field
From:

(G)

Contact:

Approved By:

(S)
(S)

Drafted By:

(S)
(F)

Case ID #:
Title:
Synopsis:
(C-2)

PENTTBOMB;
MAJOR CASE 182
(C-2)

.
(G)

Reference:

(F)

(G)
Details:
In referenced EC, dated October 1, 2001,
was
requested to query local liaison for subscriber and trace information
related to U.K. telephone numbers:
(P-1)

Investigation by SD Division had identified Mohdar Mohamed
(P-1)
ABDULLAH, dob
as an associate of Nawaf AL-HAMZI and Khalid
Al MIDHAR. An analysis of ABDULLAH's telephone records revealed calls
to the aforementioned U.K. telephone numbers.

EO14040-003782

EO14040-003783

To:
Re:

San Diego

From:

(G)

(F)

, 05/23/2002

LEAD(s):
Set Lead 1:

(Adm)

ALL RECEIVING OFFICES
Read and clear.


EO14040-003784

FD-302 (Rev. 10-6-95)

-1FEDERAL BUREAU OF INVESTIGATION
Date of
transcription
Investigation on
at
File #
Date dictated
by
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to
your agency;

it and its contents are not to be distributed outside your agency.

10/30/2001
GRAND JURY MATERIAL - DISSEMINATE PURSUANT TO RULE 6(e)
(P)
(P)
On 10/30/2001,
DeVry Institute of Technology, 901 Corporate Center Drive, Pomona,
(P)
California, telephone
was served with a U.S. District
Court, Central District of California, Grand Jury Subpoena requesting
documents.

In response to the subpoena,
information:

(P)

provided the following

DeVry owns Keller Graduate School, DeVry Institute of
Technology, and the Becker CPA Review.
(P)

reviewed DeVry's online student records which
revealed that Omar A. Al-Bayoumi was a student in the Keller Graduate
School and Becker CPA Review located at 2655 Camino Del Rio North, Suite
(P)
(P)
201, San Diego, California, telephone
(P)
could provide more information.
Other information included:
Name:
SSN:
Address:
Telephone:

(

Omar A. Al-Bayoumi
(P-1)

(P)

San Diego, California
(P)

Education: Undergraduate degree in Accounting from King Abdul Aziz
University.
MA International Business, United States International
University.
Enrolled: Enrolled in CPA Review classes in November 1998.
Repeated the same classes in June 1999. However, did
not complete
the classes and did not receive any college
credits.
Status:
I-20.
CPA Review classes could be counted as electives in the
Keller MBA program. It appears Al-Bayoumi was a student in the Keller
MBA program and using the CPA Review classes to satisfy the elective
requirements.

10/30/2001

Pomona, CA

(F)

SA

(S)

EO14040-003785

(F)
(P)
FD-302a (Rev. 10-6-95)
Continuation of FD-302 of
On
, Page

10/30/2001

2

,

(P)
Al-Bayoumi was originally referred to Keller by
(P)
with the Becker CPA Review.
now works for Becker
CPA Review in North Carolina.
(P)

Al-Bayoumi paid $1,920 for four the CPA Review classes.
All of Al-Bayoumi's records, including his application would
be on file at DeVry's San Diego location.

EO14040-003786

FD-542 (Rev. 04-07-2006)

FEDERAL BUREAU OF INVESTIGATION
Precedence:
To:

ROUTINE

Date:

New York

07/25/2007
(G), (S)

Attn:

(G)

From:

New York
(G)

(S)

Contact:
Approved By:

(S)

Drafted By:
(F)

Case ID #:

Title:

PENTTBOM
(A), (G), (J-1)

Analytical Support:
(G)
Synopsis:
A set of questions to pose to
on 7/26/2007 with members of NYO
.
(G)

(P)

for his interview

(G)

(F)

Reference:

Administrative:
Captioned EC is in response to collection
requirement detailed in
.
(F)
This analysis addresses the following intelligence
requirements as outlined in the FBI's IT Standing Intelligence
Requirements Set:
Section

(G)

(A), (G), (J-1)

.

EO14040-003787

EO14040-003788

EO14040-003789

EO14040-003790

EO14040-003791

EO14040-003792

EO14040-003793

EO14040-003794

To:
Re:

New York

From: New York
, 07/25/2007
(F)

20) Did you attend Mosque every week?
MORE BACKGROUND:
The investigation of the San Diego subjects commenced
within hours of Flight 77 crashing into the Pentagon, when a car was
found parked at the hourly lot in Dulles International Airport on 9/11/2001
that was registered to NAWAF AL-HAZMI, one of the passengers on Flight
77. It was quickly determined that the vehicle was registered by AL-HAZMI
at
, in Lemon Grove, a suburb of San Diego,
(P)
California. Investigation by San Diego FO found the building was owned
by ABDUSSATTAR SHAIKH, who was renting a room therein to OMER SALMAIN
SALEH BAKARBASHAT (aka OMAR BAKARBASHAT), DOB
, SSAN
(P-1)
. BAKARBASHAT, a foreign student from Yemen who had dropped
(P-1)
out of college and was out-of-status, admitted to associating with
AL-HAZMI and AL-MIHDHAR and was arrested
and later
(D)
deported for immigration fraud. BAKARBASHAT further identified MIHDAR
MOHAMMAD AL-MIHDAR ZAID (aka MOHDAR MOHAMED ABDOULAH, aka MOHDAR
ABDULLAH), DOB
, as a close associate of AL-MIHDHAR and AL-HAZMI.
(P-1)
ABDULLAH in turn admitted meeting the hijackers at a San Diego mosque
in early 2000, where OMAR AL-BAYOUMI tasked ABDULLAH with acclimating
(P)
them to the U.S. At the time, ABDULLAH was residing at
(P)
St,
, La Mesa, another San Diego suburb, with several others.
The hijackers were housed, through AL-BAYOUMI, at the
(P)
Parkwood Apartments, 6401 Mt. Ada Rd,
San Diego, CA 97111, just
off Balboa Avenue, in an apartment in the same complex where AL-BAYOUMI
had been residing with his wife and three children (in Apt (P) at 6333
Mount Ada Rd) since September 1999. AL-BAYOUMI was a Saudi national
J-3)
who entered the U.S. in 1993
attending school in San
Diego. He acted as manager/facilities supervisor for the MASJID
AL-MADINA AL-MUNAWAR MOSQUE, 511 Magnolia Ave. South, El Cajon, California
(aka the Kurdish Community Islamic Center, or KCIA), but claimed on his
rental paperwork at Parkwood to be a student supported by his family
, Serials (F)
(F)
(F)
(F)
As noted above, at AL-BAYOUMI's request, MOHDAR ABDULLAH
helped AL-HAZMI obtain a driver's license, a car, a Social Security number
and enrollment in a Florida flight training school and arranged local
instruction in English. ABDULLAH also accompanied AL-HAZMI on June 10,
2000 as he drove KHALID AL-MIHDHAR to the Los Angeles International Airport
(LAX) to catch a flight to Muscat, Oman via Frankfurt, Germany, to visit
his wife and new-born daughter. AL-HAZMI then moved out of the Parkwood
Apartments into the afore-mentioned
building
(P)
owned by SHAIKH, which SHAIKH claims the hijackers found via an ad he
had placed at the Islamic Center of San Diego (
, Serial
(F)
(F) ). AL-HAZMI and ABDULLAH continued to maintain close contact,
visiting each other, dining and even working together washing cars at
(P)
a Texaco gas station at
, La Mesa, CA 91941. BAKARBASHAT
also worked at the same gas station. Soon after the arrival of the eventual

EO14040-003795

To:
Re:

New York

From: New York
, 07/25/2007
(F)

Flight 77 hijacker/ pilot, HANI HANJOUR, on 12/8/2000, AL-HAZMI introduced
HANJOUR to ABDULLAH and the hijackers departed for La Mesa, Arizona days
after HANJOUR's San Diego arrival.
AL-BAYOUMI introduced AL-HAZMI and AL-MIHDHAR to the
Saudi-Yemeni community in San Diego during a party at his apartment and brought
them to the AL-RIBAT AL-ISLAMI CENTER, a mosque at 7173 Saranac St, La Mesa,
CA 92115. The Imam of the Mosque was ANWAR NASSER AULAQI (aka SHEIKH ANWAR
AL-AWLAKI, aka ABU BAKR AL SIDDIQ, aka ANWAR AL-AWLAKI) DOB
,
(P-1)
the subject of
, and as it was later discovered, a childhood
(F)
neighbor of MOHDAR ABDULLAH in Yemen. In January of 2006, the FBI learned
via photo comparison that AULAQI was also identical with Yemeni
Extremist ANWAR AL-AWLAKI ABU ATIQ, who was incarcerated in June 2006 by
the Government of Yemen in connection with a plot to attack oil interests.
AULAQI was born in Las Cruces, New Mexico to immigrant Yemeni
parents, who returned with him to their native land when AULAQI was about 11
years old. AULAQI's father, NASSER AL-AULAQI, eventually became the President
of Sana'a University and visited the U.S.
.
(J-3)
ANWAR AULAQI meanwhile, returned to the U.S. in 1990 to attend school in
Colorado and moved to San Diego in late 1995. AULAQI resided in San Diego,
preaching at the AL-RIBAT Mosque, until at least August 2000, then traveled
to Yemen and returned to California on 10/23/2000 -- two weeks after the Cole
bombing -- and moved to Virginia in March, 2001. AULAQI served as Imam of the
DAR AL-HIJRAH Mosque in Falls Church, before returning to Yemen in March, 2002,
where he has remained aside from a brief sojourn in October-November 2002 in
(A), (G), (J-1)
Virginia, Santa Clara and San Diego, California.
(A), (G), (J-1)

While it is known that AULAQI had contacts with NAWAF AL-HAZMI
and KHALID AL-MIHDHAR in San Diego, California and may have had contacts with
AL-HAZMI and HANI HANJOUR at the DAR AL-HIJRAH Mosque in Virginia, AULAQI's
exact relationship with the hijackers remains unclear.

EO14040-003796

To:
Re:

New York

From: New York
, 07/25/2007
(F)

Accomplishment Information:
Number: 1
(G)
Type:
ITU:
ITU:
TOLLS/PEN REGISTERS
Claimed By:
SSN:
(P-1)
(S)
Name:
Squad: (G)

EO14040-003797

To:
Re:

New York

Set Lead 1:

From: New York
, 07/25/2007
(F)
(Info)

NEW YORK
AT NEW YORK, NEW YORK
(G)

. Read and clear.



EO14040-003798

(Rev. 08-28-2000)

FEDERAL BUREAU OF INVESTIGATION

Precedence:
To:

IMMEDIATE

Date:

Counterterrorism

Attn:

09/28/2001
(G), (S)

Investigative Services
New York

Washington Field

From:

(G)

Contact:

Approved By:

(S)
(S)

Drafted By:
(F)

Case ID #:
Title:

PENTTBOMB
MC 182

Synopsis:
To provide daily summary in preparation for Director
Mueller's briefing.
(G)

Details:
The following information is provided to brief Director
Mueller on the morning of 09/28/2001:
(G)

(G)

INDIVIDUALS

(P)
(G)
On Thursday, September 20, 2001,
(G)
and OMAR AL-BAYOUMI
were arrested under the

(C-2)

EO14040-003799

EO14040-003800

EO14040-003801

To:
Re:

Counterterrorism

From:

(F)

(G)

09/28/2001

LEAD(s):
Set Lead 1:

(Adm)

ALL RECEIVING OFFICES
Read and clear.


EO14040-003802

(Rev. 08-28-2000)

FEDERAL BUREAU OF INVESTIGATION

Precedence:
To:

ROUTINE

Date:

Counterterrorism

Attn:

10/18/2001
(G), (S)

Investigative Services
New York

Phoenix
(G)

San Diego
Washington Field
(G)

From:

(S)

Contact:
(S)

Approved By:

(S)

Drafted By:

(F)

Case ID #:
Title:

PENTTBOMB
MAJOR CASE 182

Synopsis:

To disseminate information from New Scotland Yard.

Administrative: Two copies of each of the following New Scotland Yard
exhibits have been sent by Federal Express, on 10/19/2001, to New York,
(G) ,
(G)
(G)
San Diego, and Phoenix offices for review:
,
and
(G) .
Details: The following information pertains to New Scotland Yard's
(P-1)
(P)
(NSY's) investigation into
dob
(P)
was arrested on
on a provisional arrest warrant obtained at the request of the
(P)
United States Government.
is being held pending
(P)
.
(P)

(P)
(P-1)

is an

(P)

male born in

(P)

on

(P-1)

EO14040-003803

EO14040-003804

EO14040-003805

To:
Re:

Counterterrorism
(F)

(G)
From:
, 10/18/2001

, photographs recovered during the search of AL-BAYOUMI's
(P-1)
garage at his residence,
, Highgate, Birmingham.
(G)

4

EO14040-003806

To:
Re:

Counterterrorism
(F)

(G)
From:
, 10/18/2001

LEAD(s):
Set Lead 1:

(Adm)

ALL RECEIVING OFFICES
Read and clear.
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EO14040-003807

(Rev. 08-28-2000)

FEDERAL BUREAU OF INVESTIGATION

Precedence:
To:

PRIORITY

Date:

Counterterrorism
Investigative Services
Counterterrorism

From:

(G), (S)

(G)
(S)

Contact:

Approved By:
Drafted By:

(S)
(S)
(F)

Case ID #:
Title:

Attn:

11/19/2001

PENTTBOMB;
MAJOR CASE 182

Synopsis: To request deconfliction of listed Communication Service
Provider (CSP) addresses, and request to (G) to set leads to appropriate
office to obtain subscriber details and e-mail content.
Details: This communication is to request deconfliction of the
following CSP addresses:
1)

(G)

LEICESTERSHIRE CONSTABULARY, ENGLAND:
(P)

EO14040-003808

EO14040-003809

To:
Re:

2)

Counterterrorism
(F)

(G)
From:
11/19/2001

METROPOLITAN POLICE SERVICE (MET), NEW SCOTLAND YARD:

(G)

(P-1)

(P-1)

** The server for this address is unknown.
written error in the filofax.

It is possible this is a

Basis for request (as provided by MET):
OMAR AHMED AL BAYOUMI was arrested in September 2001 following
the September 11 terrorist attacks in the US. When he was arrested,
his home address was searched and a filofax was found. Contained within
this filofax were a number of e-mail addresses together with a number
of web page addresses.
Initial investigations into these web pages reveal that AOL
operate a system called 'Hometown' were visitors can create and publish
a limited size web page (2mb). Paying members of AOL can also use this
system but can have a larger memory allocation (20mb). None of these
web pages are currently accessible but may still remain on the servers
at AOL-US.
The MET seeks the contents of these web pages, and subscriber
details to the Yahoo! e-mail address.
(C-2)

REQUEST OF

(G)

:
3

EO14040-003810

To:
Re:

Counterterrorism
(F)

1)

(G)
From:
11/19/2001

Deconflict above CSP addresses.

2) For addresses already the subject of a subpoena, or search
(G)
warrant, please direct Legat
to the appropriate FBI field office
and case agent, and/or FBIHQ entity, responsible for securing and
maintaining the information.
3) For addresses not yet the subject of a subpoena or search
warrant (A), (G), (J-1) (G) requests (G) set leads to appropriate FBI Field
Office to obtain subscriber details, and where appropriate, contents
of e-mails and web pages.
(G)

4) All replies to this EC must contain reference to
for immediate reference.
Direct questions concerning this matter to

(G)

(S)

4

EO14040-003811

To:
Re:

Counterterrorism
(F)

(G)

From:
11/19/2001

LEAD(s):
Set Lead 1:
COUNTERTERRORISM
AT WASHINGTON, DC
1) Deconflict CSP addresses as requested herein.
2) Once deconflicted, provided
of appropriate entity maintaining data.

(G)

name and contact details

3) For others not yet obtained, set leads to appropriate field
offices to obtain subscriber details, e-mail content, and as otherwise
noted above.
(G)

4) Replies must contain
Set Lead 2:

for immediate reference.

(Adm)

INVESTIGATIVE SERVICES
AT WASHINGTON, DC
Read and clear.
Set Lead 3:

(Adm)

COUNTERTERRORISM
AT WASHINGTON, DC
(G)

Read and clear.
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EO14040-003812

(Rev. 08-28-2000)

FEDERAL BUREAU OF INVESTIGATION

Precedence:
To:

PRIORITY

Date:

Counterterrorism

Attn:

02/20/2001
(G), (S)

Investigative Services
Boston
(G)

From:

Contact:

Approved By:

(S)
(S)

Drafted By:
(F)

Case ID #:
Title:

PENTTBOMB;
MAJOR CASE 182

Synopsis: To request deconfliction of listed Communication Service
Provider (CSP) addresses, and request to (G) to set leads to appropriate
office to obtain subscriber details and e-mail content.
Details: This communication is to request deconfliction of the listed
CSP addresses, and for Boston to provide information concerning
(P)
(P) e-mail addresses.
FOR BOSTON:
(G)

Related to

(P)

:

(P)

The Metropolitan Police Service at New Scotland Yard (NSY),
(G)
London,
advised it believes the FBI may have
already obtained subscriber and other documents re these e-mail addresses
(G)
due to their being connected to
. Legat
requests
(P)
confirmation, and to provide all details available on a police-to-police
basis. If the e-mail addresses have not yet been frozen and subscriber
(G)
details obtained, Legat
requests same, along with all e-mail
content.

EO14040-003813

EO14040-003814

To:
Re:

Counterterrorism
(F)

From:
(G)
, 02/20/2001

Basis for request: Located by NSY as part of its parallel
investigation into the 09/11/2001 terrorist acts.
REQUEST OF

(G)

1)

,

(G)

:

Deconflict above CSP addresses.

2) For addresses already the subject of a subpoena, or search
warrant, please direct Legat (G)
to the appropriate FBI field office
and case agent, and/or FBIHQ entity, responsible for securing and
maintaining the information.
3) For addresses not yet the subject of a subpoena or search
(G)
warrant,(A), (G), (J-1)
requests (G) set leads to appropriate FBI Field
Office to obtain subscriber details, and where appropriate, contents
of e-mails and web pages.
(G)

4) All replies to this EC must contain reference to
for immediate reference.
Direct questions concerning this matter to

(S)

(G)

.

3

EO14040-003815

To:
Re:

Counterterrorism
(F)

From:
(G)
, 02/20/2001

LEAD(s):
Set Lead 1:
COUNTERTERRORISM
AT WASHINGTON, DC
1) Deconflict CSP addresses as requested herein.
2) Once deconflicted, provided
of appropriate entity maintaining data.

(G)

name and contact details

3) For others not yet obtained, set leads to appropriate field
offices to obtain subscriber details, e-mail content, and as otherwise
noted above.
(G)

4) Replies must contain
Set Lead 2:

for immediate reference.

(Adm)

INVESTIGATIVE SERVICES
AT WASHINGTON, DC
Read and clear.
Set Lead 3:

(Adm)

COUNTERTERRORISM
AT WASHINGTON, DC
(G)

Read and clear.

Set Lead 4:
BOSTON
AT BOSTON, MA
Provide all information relative to listed e-mail addresses
connected to
. Advise if all listed e-mail addresses are
(P)
known and have been secured. If so, provide subscriber and e-mail
content. If not, freeze and obtain subscriber details and e-mail content.
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EO14040-003816

EO14040-003817

To:
Re:

Counterterrorism

From:

San Diego

(F)

of the conversation provide in relevant part the following
information:
1.
BASSNAN admitted that he lived at the same apartment
complex as two of the terrorist hijackers, determined to be Nawaf AlHazmi and Khalid Al-Midhar.
2.
BASSNAN admitted that he would "see" AL-HAZMI and ALMIDHAR at the apartment complex when BASSNAN, AL-HAZMI, and AL-MIDHAR
were all living there.
(G)

NOTE: An interview
preparing the transcript
about the meaning of the word "see" in context which it
was used, determined that BASSNAN at least admitted that
he knew who they were, saw them around the complex, but
did not necessarily associate with or engage in
conversations with AL-MIDHAR and AL-HAZMI. However, the
use of the word "see" in the context did not preclude
BASSNAN having a more close association with AL-MIDHAR and
AL-HAZMI and possibly talking directly with AL-MIDHAR and
AL-HAZMI. BASSNAN provided no further clarification on
how extensive the relationship with the AL-MIDHAR and ALHAZMI was.
3.
BASSNAN acknowledged and spoke frankly that he was good
friends with Omar Al-Bayoumi who did live with AL-MIDHAR and ALHAZMI, provided references for AL-MIDHAR and AL-HAZMI to rent an
apartment, and provided financial support to AL-MIDHAR and AL-HAZMI.
NOTE: In an earlier debrief of Source, Source positively
identified the picture of Omar Al-Bayoumi who was arrested
in Great Britain on September 21, 2001. In the post
consensual meet debrief of September (G) , 2001, Source
positively affirmed that during the meeting, BASSNAN and
Source discussed and referred to an "Omar," and that the
"Omar" they were referring to is the same "Omar" Source
positively identified as AL-BAYOUMI.
(A), (G), (J-1)

Author believes, based on the debriefs of Source and a
review of the transcript, that this inconsistency is not

2

EO14040-003818

EO14040-003819

To:
Re:

Counterterrorism
(F)

From:

San Diego

(7)
An anonymous caller, concerned for their safety if their
cooperation with law enforcement were discovered, within the last few
months observed members of BASSNAN's family answering telephone calls
(P)
on the BASSNAN's home telephone
(hereinafter TARGET
TELEPHONE #2). The anonymous caller, who understands Arabic, said
that BASSNAN's wife and other members of BASSNAN's family answered
several telephone calls on TARGET TELEPHONE #2, spoke in short
conversations in Arabic with incoming callers telling them in
paraphrased summary "not now, call back later." The anonymous caller
characterized the actions by members of BASSNAN's family as unusual,
suggesting that members of BASSNAN's family could not speak openly
with the incoming caller in the presence of other people. Source has
most often observed BASSNAN engaging conversations with others on
TARGET TELEPHONE #1, but also confirmed that BASSNAN also uses TARGET
TELEPHONE #2. On September (G), 2001, Source engaged with a
consensually recorded telephone conversation with BASSNAN's wife over
TARGET TELEPHONE #2. During that conversation, BASSNAN's wife (A), (G), (J-1)
(A), (G), (J-1)
Source then
immediately called and spoke with BASSNAN on TARGET TELEPHONE #2.

4

EO14040-003820

To:
Re:

Counterterrorism
(F)

From:

San Diego

LEAD(s):
Set Lead 1:
COUNTERTERRORISM
AT WASHINGTON, DC
Read and Clear.
Set Lead 2:
INVESTIGATIVE SERVICES
AT WASHINGTON, DC
At SIOC, Read and Clear.
Set Lead 3:
NEW YORK
AT NEW YORK
Read and Clear.
ËË

5

EO14040-003821

FD-302 (Rev. 10-6-95)

-1FEDERAL BUREAU OF INVESTIGATION
Date of transcription
Investigation on
at
File #
Date dictated
by
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to yo ur
agency;
it and its contents are not to be distributed outside your agency.

09/28/2001
Pursuant to a Federal Grand Jury subpoena, the following
information was received via facsimile from Priceline.com:
On December 13, 2000, at 00:08, an airline ticket purchase was
made on Priceline.com . A ticket was purchased for Mohdar Abdullah, (P)
(P)
(P)
El Cajon, California, telephone
(P)
(P)
or
The ticket purchased was for Trans World Airlines
(TWA) flight 56, departing San Diego December 15, 2000 at 3:05 PM and arriving
at St. Louis, December 15, 2000 at 8:37 PM, departing St. Louis on flight
320 on December 15, 2000 at 9:46 PM, arriving at the final destination of
Detroit, Michigan, on December 16, 0:12 AM. The return portion of the ticket
was for TWA flight 95, departing Detroit on January 1 at 7:00 AM and arriving
St. Louis on January 1 at 7:46 AM, departing St.Louis on flight 203 on January
1 at 8:55 AM, arriving San Diego on January 1 at 11:00 AM.
The Priceline.com records indicate these tickets were purchased
(P-1)
with credit card
, account holder Mohdar Abdullah, (P)
(P)
El Cajon, California.
On April 9, 2001, at 20:12, four airline tickets were purchased
(P-1)
on Priceline.com, also with credit card
. All four tickets
were for United Airline (UA) flight 444, departing San Diego on April 26,
2001 at 11:27 AM, and arriving at La Guardia on April 26, 2001 at 9:26 PM.
The return portion of the flight was UA Flight 1607, departing La Guardia
on May 30, 2001 at 2:40 PM, arriving in San Diego on May 30, 2001 at 7:23
PM. The names of the four ticket holders are Ibrahim Ibrahim, Nafisa Ibrahim,
Mohammed Ibrahim, and Mohdar Abdullah.
attached.

Photocopies of the facsimile provided by Priceline.com are

9/27/01

(via facsimile)
9/28/01
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The following investigation was conducted by Special Agent
at San Diego, California on October 13, 2001:

This information is furnished as a result of Federal Bureau
of Investigation control number
.
(F)
On October 11, 2001, the writer received San Diego Community
College District school records for OMAR AL-BAYOUMI.
The records were provided as a result of Federal Grand Jury
(D)
Subpoena
issued on September 19, 2001 by the United States
District Court, Southern District of California.
(P)

San Diego Community College District, 3375 Camino del Rio South, San
Diego, California, telephone
, provided student records
(P)
for OMAR AL-BAYOUMI.
The original documents and a copy of Federal Grand Jury Subpoena
have been enclosed in a 1A envelope as evidence and assigned
the following number
.
(F)
(D)
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On or about February 4, 2000, Al-Bayoumi came into the
Parkwood office and paid for the deposit and the first month's rent for
Al-Hazmi and Al-Mihdhar, by furnishing
with a Bank of America
(P)
Cashier's Check number
. The cashier's check was in the
(P-1)
total amount of $1,558.00, which represented $775.00 for the deposit,
$8.00 for the insurance and $775.00 for February's rent.
When AlBayoumi brought in the cashier's check he was by himself. Al-Bayoumi
stated that the cashier's check was for Al-Hazmi's and Al-Mihdhar's
apartment and he further stated that
could trust him and that
(P)
he would take care of them. After all the paperwork was done and AlHazmi and Al-Mihdhar were ready to move into apartment (P-1) , Al-Bayoumi
said that they do things for their brothers, inferring that what AlBayoumi was doing was culturally based. This statement was made almost
as an afterthought.
was under the impression that Al-Hazmi and Al(P)
Mihdhar were residing with Al-Bayoumi in his apartment while they were
waiting to move into apartment (P-1) even though she never saw them
there.
After Al-Bayoumi paid for the deposit and first month's rent,
a second payment was made on or about February 15, 2000, in the form of
(P-1)
a Bank of America Cashier's Check number
in the name of
Khalid Al-Mihdhar for $1,010.00. It was unknown why Al-Mihdhar paid
$1,010.00, when the rent was $775.00.
In April 2000, Al-Mihdhar paid for the rent by writing a
check from his personal checking account at the Bank of America,
account number
, in the amount of $478.00.
(P-1)
In May 2000, Al-Mihdhar paid for the rent from the same
personal checking account, however he wrote two checks one in the
amount of $775.00 for the rent, and one in the amount of $8.00 for the
insurance.
Approximately six months after Al-Hazmi and Al-Mihdhar moved
into apartment (P-1) Al-Bayoumi began traveling a lot. Al-Bayoumi was
gone for months at a time.
When
obtained the documentation to furnish it to
(P)
the Federal Bureau of Investigation (FBI),
determined that
(P)
someone had reviewed and copied the February 2000 deposit slip and
accounting ledger with Al-Hazmi's and Al-Mihdhar's payment information,
due to the fact that the staple had been removed and re-stapled, as
well as someone made a copy of the deposit slip and stapled the copy to
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the documents instead of the original. The only two people that knew
where to find these files and knew the accounting system were
(P)
(P)
the Parkwood Apartment Complex, who
(P)
left in 2000 and
who resigned
on September 17, 2001.
Attached and considered part of this communication are the
payment documents and ledgers supporting the payment of the deposit and
rent for the apartment that Al-Hazmi and Al-Mihdhar stayed in from
February 5, 2000 through May 31, 2000. The original copies will be
maintained in the 1A section of this file.
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Precedence:
To:

ROUTINE

Date:

01/11/2002

San Diego

From:

San Diego
(G)

Contact:
Approved By:

(S)
(S)

Drafted By:
Case ID #:
Title:

(F)

PENTTBOMB
MC-182

Synopsis: To document San Diego's contact with the Metropolitan Police
Service (MPS), also known as New Scotland Yard, and San Diego's authority
to disseminate information to the MPS with regard to the captioned
investigation.
Details: On September 21, 2001, OMAR AL-BAYOUMI was detained in the
United Kingdom by agents of the Metropolitan Police Service (MPS) at
the request of the Federal Bureau of Investigation (FBI.) San Diego's
(G)
request was transmitted by EC to Legat
Subsequent to the
(S)
detention of AL-BAYOUMI, San Diego SA
and New
(G)
(S)
York SA
traveled to
in order to assist Legat
(G)
liaison efforts between the FBI and the MPS. In the course
of their investigation, agents of the MPS interviewed the subject and
searched his home, office and vehicle. Information obtained by the MPS
(G)
was disseminated to the FBI through liaison with Legat
. That
information was covered under electronic communication previously
(S)
prepared by SA
.
Upon completing their investigation of OMAR AL-BAYOUMI, agents
of the MPS coordinated official travel from London to New York with Legat
(G)
(S)
and New York SA
. The MPS agents had meetings during
a one-week period with New York case agents and New York Federal
(S)
prosecutors. SA
advised San Diego that the MPS agents involved
in the investigation of OMAR AL-BAYOUMI would be traveling to San Diego
(S)
in order to further the FBI's investigation. SA
advised SA
(S)
that the United States Attorney's Office, Southern District of
New York, had authorized the dissemination of information to the MPS
for the purpose of furthering the case being pursued in New York. SA
(S)
was advised that this authorization extended to Federal Grand
Jury Material.
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To:
Re:

San Diego
(F)

From:

San Diego
, 01/11/2002

(S)
On December 11, 2001, an EC prepared by SA
was
(G)
transmitted to FBIHQ, New York and Legat
in order to update the
recipients on the status San Diego's investigation.
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Precedence:
To:

ROUTINE

Date:

San Diego

From:

Attn:

04/18/2002

(S)

San Diego
(G)

(S)

Contact:
(S)

Approved By:

(S)

Drafted By:

(F)

Case ID #:
Title:

PENTTBOMB

Synopsis:

The result of background searches on OMAR AHMED AL-BAYOUMI.

Details: While living in San Diego, terrorist highjackers Nawaf
Al-Hazmi and Khalid Al-Mihdhar were closely associated with OMAR AHMED
AL-BAYOUMI. The San Diego Division determined AL-BAYOUMI was of
investigative interest and the attached is the
result of
the background searches performed.
OMAR AHMED ALBAYOUMI
THIS COMMUNICATION CONTAINS GRAND JURY MATERIAL DISSEMINATE ONLY
PURSUANT TO RULE 6 (e) FED.R.CRIM.P. DO NOT DISSEMINATE OUTSIDE
FBI WITHOUT PRIOR APPROVAL FROM UNITED STATES CUSTOMS AND
IMMIGRATION AND NATURALIZATION SERVICE
Aliases:

ABU EMAD
ABU OMAR
ABU IMAD
OMAR AHMED AL-BAYOUMI
OMAR AL BAYAEMI
OMAR AHMED AL-BAYOYMI
OMAR A. AL
OMAR A. BAYOUMI
OMAR A. ALBAYPUMI
AMAR AHMED AL BAYOUMI
1

EO14040-003905

To:
Re:

San Diego

(F)

From:

San Diego
03/25/2002

ABUIMAD
ABUEMAD
Driver License
Information:

OMAR AHMED ALBAYOUMI
(P-1)
DOB:
(P-1)
California DL#
Issued:
(P-1)
Expires:
(P-1)
Height: 5'09"
Weight: 160
Hair: Black
Eyes: Brown
6333 Mount Ada Road Apartment (P)
San Diego, California (08/23/00)
6602 Beadnell Way (P)
San Diego, California (09/16/98)

(G)

Description:

OMAR AHMED AL-BAYOUMI
Aliases:
OMAR A. AL
OMAR A. BAYOUMI
OMAR A. AL BAYOUMI
OMAR A. ALBAYOUMI
AMAR AHMED AL BAYOUMI
(P-1)
DOB:
(P-1)
SSAN:
Nationality:
Saudi
Passport:
(P-1)
Manal Ahmed Bagader
Aliases:
DOB:
Passport:

SSAN:
Nationality:
Hair:
Eyes:
Weight:
Height:
CA Driver's License:

Wife
None known
(P-1)

Unknown
Saudi
Black
Brown
149
5'3"
(P-1)

2

EO14040-003906

EO14040-003907

To:
Re:

San Diego
(F)

From:

San Diego
, 03/25/2002

telephone number
listed
(P)
this number as an "other" telephone
number for
ALBAYOUMI. Telephone
Application (TA) toll record activity
revealed an association between
telephone number
(P)
and
, another OMAR ALBAYOUMI
(P)
(P)
cellular telephone.
- This telephone number was
provided as the work telephone number
for OMAR
A. ALBAYOUMI in his First USA credit
card
(P-1)
information. (Account number
).
(G)
Subpoena number
(P)

Education:

Aston University, Birmingham, England (currently)
Master of International Business Administration
(USIU, San Diego, CA USA)(per AL BAYOUMI’s resume)
George Washington University Law School - ESI
International Project Management program
(AL-BAYOUMI was enrolled as of 08/24/99)
Omar AL-BAYOUMI was authorized to attend The
Language Exchange, Incorporated, (Immigration
Naturalization Service (INS) school code
MIA108500), 500 NE Spanish River
Boulevard, Suite
12, Boca Raton, Florida.
OMAR AL-BAYOUMI was authorized to attend Keller
Graduate School (INS school code LOS1613), 901
Corporate Center Drive, Pomona, California,
91768.
United States International University, 10455
(P)
Pomerado Road, San Diego, California (P)
, sent a letter of financial
(P)
sponsorship
to this university.
(P)
is owned by

(P)

.

Bachelor of Administration Science (King Abdul
Aziz University, Saudi Arabia)(per AL
BAYOUMI’s
resume)
No vehicles registered
Large gray car possibly an older model
Chrysler with CA plate (Per FD-302 dated
09/21/01)
Vehicles:

4
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To:
Re:

San Diego
(F)

From:

San Diego
03/25/2002

Saudi Arabian citizen with

a

Saudi passport.
:

(P)

Corona del
(P)
Mar, CA
Owner of the following
businesses:
(P)

Newport Beach, CA
(P)

Corona del Mar, CA
Email address

(P)

(P)
(P)
(G)

:

(P)

:

Former San Diego resident

Doctor Abdussattar
Shaikh:
ARJIS:

Negative

DrugX:

Negative

(P)

Lemon Grove, CA

(P-1)
Social security number
(Issued in
California in 1994)
The following names match with ALBAYOUMI's
social security number:
OMAR AHMED AL
OMAR AHMEN AL BAYOUMI
OMAR A ALBAYOUMI
OMAR AHMED ALBAYOUMI
OMAR A BAYOUMI
Amar Ahmed BAYOUMI
Phone:
(P)
(P)
Employer: Masjid Almadinah
DOBs:

Choicepoint:

(P-1)

Manal A. Bagader
(P-1)
SSAN:
(California issued in 1997)
DOB: (P-1)
Telephone:
(P)
6

EO14040-003910

To:
Re:

San Diego
(F)

From:

San Diego
03/25/2002

SEALED WARRANT CASE NUMBER

NCIC:

(F)

Criminal complaint filed 09/28/01, Southern
District California, Title 8 USC 1546 (A) Fruad/
Mis-use of government documents (felony). (
(F)

CII:

Negative results

Passport:

OMAR ALBAYOUMI
(P-1)
Passport Number:
Issued: Jidda, Saudi Arabia
Citizenship: Saudi Arabia

(F)

(O-1)
(O-1)

OMAR ALBAYOUMI
(P-1)
DOB:
Entered the United States (U.S.) at Newark Port of
Entry (POE) on 03/21/01
(J-3)

Admission/departure:
Visa issued on

(J-3)
(J-3)

(J-3)
(P-1)
Passport
Intended address:
Diego, CA

, San

(P)

Entered the U.S. at Newark POE on 11/30/00
(J-3)

Admission/departure:
Visa issued on

(J-3)
(J-3)

(J-3)
(P-1)
Passport
(as of 11/30/00)
Intended address:
, San
(P)
Diego, CA
Departed the U.S. on 10/08/00
Entered the U.S. at Phoenix POE on 05/31/00
(J-3)

Admission/departure:
Visa issued on

(J-3)
(J-3)

(J-3)
(P-1)
Passport
(as of 05/31/00)
Intended address:
(P)

San Diego, CA
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To:
Re:

San Diego

From:

(F)

San Diego
, 03/25/2002
(P)

(F)

(Per
Resume Information:

OMAR AL-BAYOUMI

(P)

San Diego, CA 92117, USA
Home Phone
(P)
Objective:

Seeking job opportunity in the American
environment.

Qualifications:

Researched and collected data from the chamber of
commerce in Middle Eastern countries, the Internet
and other directories.
Complied marketing list of international
companies.
Marketed company products internationally.
Created marketing promotional materials
Proceed response from promotional sales material.
Wrote checks for accounts payable.
Categorized statistics for company budget
preparations.
Proper setting of project priorities.
Computer: Microsoft works, word, print shop and
Internet.

Work History:

1997 Internship, Export Dep., San Diego, CA
(written as stated in resume)

References:

(P)

- Assistant to the Dean of the
(P)
College of Business (USIU) Telephone
(P)
(P)
H Phone
(P)
(P)
El Cajon,
(P)
CA, 92021 W Phone:
H Phone:
(P)

Photo Identified
by:

(P)

- H Phone:

(P)

Islamic Center of San Diego (
(F)
09/17/01)

(P)

, FD302 dated

Parkwood Apartments resident (G)
(F)
FD302 dated 09/17/01)

(F)
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EO14040-003914

EO14040-003915

EO14040-003916

EO14040-003917

EO14040-003918

To:
Re:

San Diego
(F)

From:

San Diego
03/25/2002

person
who may know Nawaf Alhazmi.
(P)
described
BAYOUMI as influential among Saudi
Arabian members
of the ICSD and provided needed
assistance various
students and families who
needed his help. He
also advised BAYOUMI was a frequent traveler to
Saudi Arabia. Lastly, he stated BAYOUMI had moved
to England several months ago to attend school
England.

in

Reference:

(F)

FD302 dated 09/17/01
(P)
(P-1)
(P)

birth date
(P-1)
mailing address (P)
San Diego, California, email

address
(P)
provided
the following. Abdallah Al-Towayan
approached
at Burger King on Balboa
(P)
Avenue and asked
him if he would be interested
in earning money,
$15 to $20 a lesson, by
teaching Al-Towayan
English.
(P)
conducted the lessons everyday
for about two
months at Al-Towayan’s residence,
6401 Mount
Ada, Apartment (P) , San Diego,
California. Agents showed
a photo
(P)
spread, including a photo of Omar Al-BAYOUMI,
(P)
was unable to identify Al-BAYOUMI.
Reference:

(F)

FD302 dated 09/17/01

birth date
(G)
, of
,
(G)
San Diego, California, provided the following
information. Through photographs, (G) identified
OMAR AHMED AL-BAYOUMI and Manal Ahmed Bagader.
recalled Al-BAYOUMI lived in apartment number
(G)
During the past few years (G) remembers AL(P)
BAYOUMI's children playing in the pool. She
believes the last time she saw AL-BAYOUMI was in
Spring 2001. Through photographs, (G) identified
Khalid M.A. Almihdhar, Hani S.H. Hanjour, and Omer
(G)

Bakarbashat as individuals who visited AL-BAYOUMI
at his apartment. She also stated numerous
people were wearing turbans, as if they had just
come from the Mosque, would visit AL-BAYOUMI.
15
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To:
Re:

San Diego

From:

(F)

San Diego
, 03/25/2002

(F)

FD302 dated 09/19/01
Mohdar M. Abdullah,
(G)
birth date

(G)

, of (P)
El Cajon,
California, provided the following
information.
Abdullah advised OMAR AHMED
AL-BAYOUMI was the
Manager/Leader of a
Kurdish Mosque in El Cajon and
was a member of the Aviation Board for Saudi
Arabia. OMAR introduced Abdullah to Nawaf
Alhazmi
and Khalid Almihdhar at the Islam Mosque
on
Saranac Street, Lemon Grove,
California. Abdullah
stated OMAR was now in
London, England, pursuing a
Doctorate degree from
an unknown university.
(P-1)

(P)

Reference:

(F)
(F)

FD302 dated 09/19/01
On 09/19/01,
,
(P)
(P)
San Diego Mission Road
, San Diego,
(P)
California, were interviewed regarding their
previous
residence at the Parkwood Apartment
Complex. Between
(P)
(P)
and
lived at Parkwood, 6333
(P)
Mount Ada Road (P) and
his wife
moved in
(P)
several months prior to
their relocation. Both
individuals were shown 19
photographs including one of
OMAR ALBAYOUMI with
negative results.
Reference:

(F)

FD302 dated 09/20/01
DOB
, previous address 6401
(P)
(P-1)
Mount Ada Road Unit number (P) , San Diego,
California, provided the following information.
On at
least two occasions an unknown Arabic male
(UM), who (P)
believed looked similar to the
photo of OMAR AHMED
ALBAYOUMI, appeared at his
apartment on at least two
occasions in the Spring
2000. The UM was looking for
(P)
an unknown
individual he believed lived in
apartment.
described the UM as appearing
(P)
Arabic/Middle
Eastern, proficient in English, with
sideburns
and a round face.
Reference:

(F)

FD302, dated 09/20/01
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To:
Re:

San Diego
(F)

From:

San Diego
, 03/25/2002

Source provided the following information. Source
was shown a photo of OMAR ALBAYOUMI, birth date
(P-1)
, the photo looked like an individual
he
knew as OMAR LNU from Jordan. The Source
stated
OMAR LNU usually wore glasses and in the
photo he
was not. The Source stated OMAR LNU
lived with
two young Middle Eastern males in
or around La
Mesa, California, and believed
one of the young
men was Lebanese. Source
believed ALBAYOUMI and
Bassnan met in
approximately September 2000, and
were close
friends. Bassnan provided ALBAY OUMI
with
financial assistance.
Reference:

(F)

FD302 dated 09/20/01
(P-1)
(P)
birth dated
,
(P)
Bonita, California received an e-mail
(P)
from OMAR AL-BAYOUMI.
came to the San
(P)
Diego FBI and reported the e-mail. He then gave
his permission for the FBI to access his e-mail
account
and retrieve the message
(P)
from AL-BAYOUMI. In the presence of agents
sent a text message to AL-BAYOUMI. The
(P)
content of the e-mails was not disclosed in
this communication.
Reference:

(F)

FD302 dated 09/20/01
(P)
(P-1)
birth date
,
(P)
San Diego, California, a former resident
(P)
of
6555 Mount Ada Road Apartment (P) , San Diego,
California, provided the following
information.
stated that an Unknown
(P)
Male (UM) of Middle
Eastern/Arab ethnicity
lived next door and told
him he was in the
Saudi Arabian Army and was in
the US to
participate in a training mission with
the
Americans.
also identified a photo of
(P)
OMAR AHMED ALBAYOUMI and said he definitely lived
in the complex, possibly across the courtyard.
also reported there were other Middle
Eastern
(P)
males, who seem to come and go living in
apartment number (P) . When
asked the males
how
(P)
did you get here they replied it was easy to
get a Visa
to the United States because they had
computer skills.
The males were proficient in
English.
18

EO14040-003922

To:
Re:

San Diego

Reference:

(F)

From:

San Diego
, 03/25/2002

(F)

FD302 09/21/01
On 09/20/01,
, birth date
(P)
(P-1)
, 7200 Saranac Street (P) , La Mesa,
California, was interviewed.
knew OMAR
(P)
ALBAYOUMI from the mosque on Balboa Avenue and
referred
to him as "Abuimad", which means the
father of (P-1)
did not socialize with
ALBAYOUMI and his only
(P)
contact was at the mosque.
Reference:

(F)

FD302 dated 09/21/01
(P)
(P-1)
birth date
,
(P)
San Diego, California, was interviewed
(P)
and provided the following information regarding
(P)
Hashin Moshen Alattas. When
shown a photograph of OMAR ALBAYOUMI, (P)
recognized him and said she had seen him many
times. ALBAYOUMI attended USIU (only initials
were
provided in this communication) to
get his master's degree and wanted to move to
London to
receive a PHD from a business school.
ALBAYOUMI and his family were from Saudi Arabia
and
possibly lived in the Clairemont Mesa area of
San
Diego, California. Alattas knew ALBAYOUMI
through the Balboa Avenue mosque and in his
apartment Alattas frequently helped ALBAYOUMI with
computers.
reported Alattas did not like
ALBAYOUMI
(P)
and believed ALBAYOUMI worked for the
Saudi government to
watch the actions of Saudis in
the United States.
Reference:

(F)

FD302 dated 09/21/01
(P)
(P-1)
, birth date
,
(P)
Bonita, California, was interviewed and
(P)
provided the following information.
knew
(P)
OMAR ALBAYOUMI as Abu Imad and believed Hashim
Alattas
did not like ALBAYOUMI. When shown a photo
of OMAR
ALBAYOUMI he recognized him and knew his
name.
Reference:

(F)

FD302 dated 09/21/01
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To:
Re:

San Diego
(F)

From:

San Diego
, 03/25/2002

the Saudi students received tuition money from the
Saudi government. ALBAYOUMI would visit the two
students at their apartment. ALBAYOUMI asked
to be an Iman, (a person who leads
worshipers in prayers) at the mosque. When
was alone ALBAYOUMI would inquire about
(P)
(P)
and (P) .
(P)

(F)

Reference:

FD302 dated 09/22/01

,
,
(P)
(P)
Mira Mesa, California were interviewed regarding
a Saudi Arabian
student Saeed Alghamdi. The
(P)
(P)
Alghamdi at
(P)
, Clairemont,
California. The
have hosted
(P)
approximately 5-6 Middle Eastern students through
Home Placement Services. The students usually
stay one month then move to a downtown hotel
where most of their friends stay. The
(P)
were shown photographs of several individuals, the
photo of OMAR ALBAYOUMI met negative results.
(F)

Reference:

FD302 dated 09/22/01

(P-1)
(P)
birth date
,
San Diego, California, a
former
resident of 6333 Mount Ada Road
Apartment (P) , San
Diego, California, provided
the following
information.
(P)
stated he remembered
a family of Middle
(P)
Eastern descent living in his
apartment
building, apartment number (P) or (P) .
The
family included an adult female, who wore a
traditional gown outfit with a scarf or veil over
her face, three children, and three adult males,
one male was later identified through a photo
as
OMAR AHMED ALBAYOUMI and he appeared to be
the
children's father.
described
(P)
him as
follows:
(P)
(P)

Ethnicity:
Age:
Build:
Height:
Weight:
Hair:

Middle Eastern Male
Early to mid 40s
Medium "with a gut"
59" or 5'10"
190 to 195
Dark black "slightly balding"
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To:
Re:

San Diego
(F)

From:

San Diego
, 03/25/2002

BAYOUMI received his funding. BAYOUMI maintained
he had friends at the Saudi consulate in Los
Angeles, California. Because of BAYOUMI's
comments
(P)
regarding his business,
believed
he may have
worked for Saudi princes. While
living in San Diego
BAYOUMI attended the
(P)

University of Phoenix.
remembered BAYOUMI
may have also received a scholarship from Saudi
(P)
Airlines and worked for them as well.
gave
a physical description of BAYOUMI and mentioned
his three children and believed his wife's name
was Rolla (phonetic). BAYOUMI was active in
raising funds for a new mosque in El Cajon.
(P)
Approximately two or three years ago
recalled
(P)
BAYOUMI bought a gold Nissan or
Chevrolet.
identified photograph #20 (OMAR
AHMED AL-BAYOUMI) as OMAR
BAYOUMOI.
Reference:

(F)

FD302 dated 09/24/01
On 09/24/01, Abdussattar Shaikh (aka Sattar
Shaikh),
, Lemon Grove,
(P)
California,
provided the following
(P)
information. Shaikh is one of the founders of the
Islamic Center of San Diego, (ICSD). Shaikh
identified a photo of OMAR ALBAYOUMI, whom he
became acquainted with in 1994 when Shaikh was
teaching at the American Commonwealth University.
Shaikh described ALBAYOUMI as follows: ALBAYOUMI
was
in the U.S. using a Saudi Arabian passport,
because
of his facial features, he is possibly of
Egyptian
descent. ALBAYOUMI appeared to be
(P-1)
approximately 40 to 45 years old.
(P-1)
(P-1)
Shaikh
believed
ALBAYOUMI always had a significant source
of supply of
money and observed him driving a new
Toyota. ALBAYOUMI
was a member of Toastmasters, a
public speaking club
in San Diego. ALBAYOUMI was
charismatic, charming and
didn’t conceal his
attempts to attain leadership
roles within the San
Diego Muslim community. ALBAYOUMI
had expressed
an interest in becoming a citizen, which
may have
been just a ploy. ALBAYOUMI socialized with
Nawaf
Alhazmi and Khalid Almihdar (spelling should be
Almihdhar). Alhazmi disclosed to Shaikh,
ALBAYOUMI was a spy for the Saudi Government and
directed Shaikh not to socialize with too much
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To:
Re:

San Diego

Reference:

(F)

From:

San Diego
, 03/25/2002

(F)

FD302 dated 09/25/01

, birth date
(P)
,
, San
Diego,
(P)
California, identified a photograph
#20 (OMAR AHMED ALBAYOUMI)
as OMAR BAYOUMI.
recalled BAYOUMI lived in San Diego
(P)
with his family and attended the San Diego
Islamic Center and the Al-Medina mosque in El
Cajon.
remembered BAYOUMI leaving
for Saudi Arabia,
(P)
returning to San Diego and
leaving again for an unknown destination.
had little connect with BAYOUMI and
does not know his
(P)
whereabouts.
(P-1)

Reference:

(F)

FD302 dated 09/25/00

at the
(P)
Sheraton San Diego Hotel and Marina, 1380 Harbor
Island Drive, San Diego, California, provided the
following information.
checked the
(P)
computerized database system for the names Khalid
Almihdhar, Nawaf Alhazmi, and OMAR ALBAYOUMI at
following hotels with negative results.
Sheraton San Diego Hotel and Marina, 1380 Harbor
Island Drive, San Diego, California

the

Four Points Sheraton, 8110 Aero Drive, San Digo,
California
Four Points Sheraton, 11611 Bernardo Plaza
Court, San Diego, California
California

Westin Horton Plaza, 910 Broadway, San Diego,
Marriott Suites, Symphony Towers, 701 A Street,
San Diego, California
also contacted Sheraton’s national
(P)
reservation system, Starwood Technology Center in
Braintree, Massachusetts, with negative results.
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To:
Re:

San Diego

Reference:

(F)

From:

San Diego
, 03/25/2002

(F)

FD302 dated 09/26/01
(P-1)
Doctor Abdussatttar Shaikh, birth date
Lemon Grove, California,
(P)
provided the following
(P)
information. OMAR ALBAYOUMI introduced Shaikh to
Mat’Ab Alsudairy and Adil Al’Sadhan, two scholars
visiting from Saudi Arabia.
allowed the two
men
(P)
to stay with him for approximately six or
seven
weeks.
Reference:

(F)

FD302 dated 09/26/01
On 09/25/01,
(P)
Comfort Inn Hotel, 8000 Parkway Drive,
(P)
(P)
La Mesa, California,
was
interviewed. (Previously, a review of toll
records for telephone number
,
(P)
(P)
subscriber OMAR ALBAYOUMI revealed one call to
(P)
Comfort Inn Hotel on 08/10/00).
(P)
searched the hotel database for the names
Khalid
Almihdhar, Nawaf Alhazmi, and OMAR
ALBAYOUMI,
with negative results.
provided a list
(P) also
of registered guests for 08/0911/00.
Reference:

(F)

FD302 dated 09/27/01

, birth date
(P)
(P-1)
residence
La Mesa, California,
was
(P)
interviewed and stated he previously lived at
the Parkwood
Apartment Complex, 6401 Mount Ada
(P) , San Diego, California.
He was shown photos
of several individuals including OMAR ALBAYOUMI,
the results were negative.
Reference:

(F)

FD302 dated 09/27/01
, birth date
(P)
(P-1)
residence
, San Diego,
(P)
California, was interviewed and when shown
photographs of several individuals including OMAR
the results were negative.

ALBAYOUMI,
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To:
Re:

San Diego
(F)

From:

San Diego
, 03/25/2002

(F)

Reference:

FD302 dated

09/27/01

, birth date
, residence
(P-1)
San Diego, California,
was
interviewed regarding his association with
Hashim Alattas.
was shown photographs
of suspected highjackers and
(P)
associates including
OMAR ALBAYOUMI.
identified
(P)
ALBAYOUMI as
ABU AHMED from the mosque on Balboa Avenue.
(P)

(P)

(F)

Reference:

FD302 dated 09/28/01
(P)

Prometric, 100 Lancaster Street, Baltimore,
Maryland, telephone number
,
(P)
provided the following information. After
checking the company’s databases,
(P)
determined OMAR ALBAYOUMI, Khalid Al-Mihdhar,
Nawaf Al-Hazmi, and Nawaf Al-Harbi, had never
an examination at Prometric.
Reference:

Reference:

taken

(F)

EC dated 09/28/01
Telephone records indicated that OMAR ALBAYOUMI
(P)
and Nawaf Al-Hazmi called
The
subscriber is Prometric Testing Center, 6755 Mira
Mesa
Boulevard, Suite 136, San Diego, California.
Prometric
has performed the following types of
tests:
professional license examinations, the GED
examination, the TOEFL examination (language
proficiency), and had administered an FAA pilot’s
license examination in the past.
from
(P)
Prometric Testing Center provided the
following. A search of the Prometric Testing
databases for OMAR ALBAYOUMI, Khalid Al-Mihdhar
and Nawaf Al-Hazmi, with negative results. This
information was also documented in communication
(F)
dated 10/03/01.
serial
(F)
serial (F)
FD302 dated 09/29/01
This FD302 documents the results of an interview
with
, birth date
(P)
(P-1)
(F)
(F)

residence 295 C Street

(P)

, Chula Vista,
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To:
Re:

San Diego
(F)

From:

San Diego
, 03/25/2002

interviewed but did not implicate himself in the
terrorists attacks. AL-BAYOUMI failed to explain
the source of large wire transfers to his and his
wife's
(C-2)
accounts.
(C-2)

Reference:
(F)

serial
(F)
(F)
serial (F)
FD302 dated 09/30/01
On 09/27/01,
(P)
Marriott Residence Inn, 8901 Gilman
(P)
(P)
Drive, La Jolla, California,
provided a list of guests for the following dates,
06/29/00-07/01/00. (Previously, a review of OMAR
ALBAYOUMI’s toll records indicated he called the
on 06/30/00).

Reference:

serial

(F)

Inn

(F)

serial (F)
FD302 dated 09/30/01
(P)
DOB
(P)
(P-1)
California Drivers License number
(P-1)
was
interviewed at
San Diego,
(P)
California,
and provided the following
information.
stated he first met OMAR
(P)
ALBAYOUMI about two years
ago at the mosque
located near Balboa Avenue and
the 805 freeway
in San Diego, California.
thought
(P)
ALBAYOUMI may be of Egyptian extraction
but
moved to Jeddeh, Saudi Arabia, prior to moving
to the United States.
believed ALBAYOUMI
(P)
was deceptive and did not trust him. He described
ALBAYOUMI as lacking in formal education and
lacking in intellectual capability.
ALBAYOUMI was
well known at the mosque near Balboa
Avenue and
805 freeway and frequently
surrounded himself with
men in their twenties.
ALBAYOUMI would promise to
help visiting Islamic
students, but his assistance
never evolved.
concluded ALBAYOUMI was
asked to leave
(P)
his position at the Al Madinah
mosque after
irregularities were found in
association with his collection and distribution
of funds.
(F)

Reference:

(F)

(F)
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To:
Re:

San Diego
(F)

From:

San Diego
, 03/25/2002

FD302 dated 10/04/01
(P)

Accent Car Rental, 3342 Rosecrans Street, San
Diego, California, provided the following
information. A check of Accent’s
rental database
was negative for names OMAR
ALBAYOUMI and OMAR
BAYOUMI.
Reference:

serial
(F)
(F)
FD302 dated 10/04/01
(P)
(P-1)
, birth date
,
(P)
San Diego, California, provided the
(P)
following information.
(P)
recognized a
photo of OMAR AHMED ALBAYOUMI
and believes
ALBAYOUMI is loyal to the
current Saudi
government.
(P)
also recognized a photo of
Yazeed Al-Sami, but
did not know his name, as a
person who was often
with ALBAYOUMI.
stated ALBAYOUMI
(P)
helped Al-Sami find a house.

Reference:
(F)

serial
(F)
serial (F)
FD302 dated 10/04/01

(F)

Marriott
(P)
Residence Inn, 8901 Gilman Drive, La Jolla,
California, telephone number
,
(P)
provided a list of guests for the following
dates:
03/12-13/00; 01/30-31/01; 04/02-03/01;
05/0506/01; and 05/18-19/01. A review
of toll records
indicated on 03/13/00, OMAR
ALBAYOUMI, cellular
telephone number
(P)
(P)
called
(P)
(P)
, Marriott Residence Inn once. Toll
records for telephone number
(P)
subscriber Manal Bagadar, wife
(P)
(P)
of OMAR ALBAYOUMI
called
on 01/31/01,
04/03/01,
05/06/01, and 05/19/01.
Reference:

serial
serial
FD302 dated 10/04/01
(F)
(F)

(F)
(F)

Boston
(P)
Marriott Coppley Plaza Hotel, 110 Huntington
Avenue, Boston, Massachusetts,
(P)
, was
interviewed. (Previously, a review
(P)
of toll records
for
subscriber
(P)
OMAR ALBAYOUMI
indicated ALBAYOUMI’s phone
(P)
called
Marriott Residence Inn,
5400 Kearny Mesa Road, San
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To:
Re:

San Diego
(F)

From:

San Diego
, 03/25/2002

Diego, California, on 03/10/00).
queried
(P)
Marriott’s computerized database which
revealed
ALBAYOUMI’s Marriott Rewards
(P-1
membership number
, established on
03/10/00, at the
Marriott on Kearny Mesa
Road.
Reference:

serial
serial

(F)
(F)

(F)

(F)
(F)

Rapid Start #s
FD302 dated 10/06/01
On 10/05/01,
(P)
birth date
is a certified
(P)
(P-1)
with Farmers Insurance Group. She

agent
specializes

in insurance policies for individuals
who
.
provided
(P)
policy information for several individuals
including OMAR AL-BAYOUMI.
Name: OMAR A. AL-BAYOUNI (sic)
(P-1)
DOB:
(P-1)
California Driver's License:
(P-1)
SSN:
(P-1)
Policy numbers:
(95 Altima) 04/18/01 07/16/01
(P-1)
(97 Ford) 04/18/01 - 07/16/01
Secondary Insured: Manal A. Bagadar
(P-1)
DOB:
(P-1)
California Driver's License:
(P-1)
SSN:
Address: 6333 Mount Ada Road (P) , San Diego,
California
Telephone:
Business
(P)
Home
(P)
Insurance records revealed OMAR ALBAYOUMI received
(P-1)
a traffic citation number
while driving
a
1998 Geo Metro California license plate
(P-1)
in Culver City, California. At the time
ALBAYOUMI's residence was 6602 Beadnell Way
San Diego, California.
(P)
(P)

Reference:
dated 10/07/01

serial
serial

(F)
(F)

On 10/03/01,

(G)

(F)
(F)

FD302
(G)

California (as written in
communication) was interviewed and provided the
following information.
described OMAR
AHMED
(G)
ALBAYOUMI as a "braggart from a
low status Egyptian

,

(G)
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To:
Re:

San Diego

From:

(F)

San Diego
03/25/2002

family that migrated
stated

to Jeddah, Saudi Arabia".

(G)

ALBAYOUMI would videotape when he went to mosque
which led individuals from the Muslim community
to
believe he was a Saudi Arabian intelligence
officer. According to
ALBAYOUMI's social
(G)
associates included the Minister of Islamic
Affairs, the Saudi Consulate, and known criminals.
ALBAYOUMI has also hosted Saudi visitors.
ALBAYOUMI's character is suspect and he was
accused
of keeping a $10,000 donation from a
Saudi visitor
intended for the Kurdish Mosque.
OMAR ALBAYOUMI is a close
(P)
(G)
associate of
and OMAR KHADIB. Lastly,
was shown
and identified a photograph of OMAR
ALBAYOUMI.
Reference:

serial (F)
serial
(F)
FD302 dated 10/08/01
(P-1)
birth date
,
(P)
(P)
San Diego, California, was
(P)
interviewed
in reference to lead set by Rapid
(P)
Start Control
.
was shown
(F)
photographs of
several individuals including a photo of OMAR
(P)
ALBAYOUMI.
did not recognize OMAR
ALBAYOUMI.
(F)
(F)

Reference:

serial
(F)
(F)
FD302 dated 10/09/01
On 10/08/01,
, birth date
(P)
,
, Vista,
(P-1)
(P)
California, was interviewed regarding Hashim
Alttas.
was shown several photographs
including one of
(P)
OMAR ALBAYOUMI. He did recognize
ALBAYOUMI but
could not remember his name and
stated the last time he
saw ALBAYOUMI was
approximately one year ago at the Balboa
(P)
mosque.
remembered he was attending English classes
at San Diego State University (SDSU) when he
would see ALBAYOUMI on campus. ALBAYOUMI was also
attending SDSU pursuing his master's degree.
Reference:

serial

(F)
(F)

(F)

serial (F)
FD302 dated 10/11/01
On 10/10/01,
birth date
(P)

(P-1)

San
Diego, California, was shown a photograph
of OMAR ALBAYOUMI and
asked if he remembered
ALBAYOUMI as a customer. (P) recalled
(P)
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To:
Re:

San Diego

From:

(F)

Reference:

San Diego
, 03/25/2002

serial

(F)

FD302 dated 10/16/01

(F)

(P)
(P)

provided the following information. On 01/11/01,
OMAR ALBAYOUMI was sent a round trip ticket to
Birmingham, United Kingdom from San Diego,
California. The departure date was 01/14/01 with
a
Newark airport connection. A one way ticket was
also
purchased for OMAR ALBAYOUMI that departed on
04/23/01
from San Diego to Birmingham, United
Kingdom.
does
(P)
advertise in the Los Angeles
Times and in ethnic newspapers.
Reference:

serial

(F)
(F)

(F)

serial (F)
FD302 dated 10/31/01
was interviewed regarding two
(P)
telephonic pages he received from OMAR ALBAYOUMI
(P)
on approximately
returned the call
to
(P)
ALBAYOUMI's cell phone from his office
telephone (P)
The call to ALBAYOUMI‘s
(P)
cell phone was local and would not appear as a
(P)
toll record on
telephone bill.
Reference:
11/01/01

serial
serial

(F)
(F)

(F)
(F)

FD302 dated

(P)

(P)
(P-1)
, birth date
,
home address
(P)
(P)
El Cajon, California, provided the
(P)
(P)
following information. Approximately 12/00,
began construction on two residential bedrooms at
the
Kurdish Community Islamic Center (KCIC), 511
South
Magnolia, El Cajon, California. When (P)
bought the
twin beds for the bedrooms he was
reimbursed by
a KCIC employee Abu Emad.
advised Abu Emad
(P)
moved to London, England in
12/00.
was
(P)
shown several photographs and he
identified the photo
of OMAR ALBAYOUMI as the
person he knew as Abu Emad.

Reference:

serial

(F)

(F)

FD302 dated 11/05/01

serial

(P)

(F)

(F)

, date of birth

(P-1)

,

(P)

,

(P)

, San Diego, California, provided the
(P)
(P-1)
following information regarding
(P-1)

of OMAR AL-BAYOUMI.
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To:
Re:

San Diego

11/19/01

(F)

From:

San Diego
, 03/25/2002

(F)

-serial

(F)

EC dated

On 11/14/01,
was interviewed outside
(P)
of her residence,
(P)
Hawthorne, California, and provided the
following information.
On 10/14/01,
moved
to the address above from
(P)
6699 Beadnell, Apartment
San Diego, California.
(P)
(P)
(P)
was employed
as
at the Islamic Center of San
Diego
in (P) through (P)
reported she did not
(P)
know Khalid M Al-Mihdhar, Nawaf M. Al-Hazmi, Hani
(P)
Hanjour, OMAR AL-BAYOUMI, or Soliman Elay.
also stated
she did not know anyone involved in
the 9/11 terrorist attacks
or anyone who
relocated to England from the United States.
Reference:

serial
(F)
serial
(F)
(P)
FD302 dated 11/27/01
(P)
birth date
,
San Diego,
(P-1)
(P)
California, was interviewed and provided the
(P)
following information.
once heard OMAR
BAYOUMI
disclosing to others at the Islamic
Center of San Diego (ICSD) he had friends or
contacts at the Saudi Consulate in Los Angeles,
(P)
California.
advised BAYOUMI was extremely
close to
(P)
other ICSD Saudis.
believed
BAYOUMI was
in the United States on scholarship
from the Saudi Airport Authority of Saudi Airlines
and BAYOUMI would eventually return to his
former job.
(P)
(BAYOUMI's former job was not
specified)
was shown
photos of the
suspected 9/11 hijackers and additional San
(P)
Diego
suspects.
identified a photo of OMAR
BAYOUMI.
(F)
(F)

Reference:

serial
(F)
(F)
FD302 dated 01/10/02
On 01/10/02, Ahmad Mohammed Mustafa was
interviewed at his residence, 15606 NE 40th Street
(P)
Mustafa identified a photo
(P) , Redmond, Washington, 98052.
of OMAR BAYOUMI, but
could not remember his name.
In March of 2000, in
San Diego, California, Mustafa and BAYOUMI
together occasionally attended the Kurdish Medina
Mosque in El Cajon, California. BAYOUMI had an
office at the mosque where Mustafa observed a
Saudi Airlines poster and assumed the airlines had
an
office at the mosque as well. BAYOUMI provided
Mustafa a
contact telephone number in Saudi
Arabia and suggested they
meet there sometime in
2000. Mustafa could not read his own
handwriting
and speculated what the telephone number may
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To:
Re:

San Diego
(F)

From:

San Diego
, 03/25/2002

Insert dated 09/16/01
On 09/16/01, Detective
, Irving
(S)
Police Department, requested all historical and
future travel information from Sabre database for
a
list of individuals who included OMAR AL BAYOUMI
and
MANAL BAGDAR (incorrect spelling). FBI faxed
a reply
indicating the results were negative.
Reference:

(F)
(F)

serial
serial

(F)
(F)

EC dated 09/17/01
Travelocity Team, located an old account for ALBAYOUMI OMAR but there was no activity.
Travelocity did provide an e-mail address for ALBAYOUMI
(P)
Traveloctiy was
negative for Bagadar Manal.
Reference:

serial (F)
(F)
IN dated 09/19/01
Records at the Maryland Department of Motor
Vehicles were queried for the names of several
individuals including OMAR AL-BAYOUMI. The results
negative for AL-BAYOUMI.
Reference:

BAYOUMI:

were

serial (F)
serial (F)
EC 09/21/01
The results of 2703 orders and search warrants
served on Internet providers, the following
electronic evidence was received on OMAR AL(F)
(F)

09/18/01, Subscriber information, list of
(P-1)
addresses, and access times for
AL-BAYOUMI OMAR) 2703 (d)

IP
(AOL

09/19/01, Subscriber information, e-mail
header, information and recent logins
for
(P-1)
(Yahoo AL-BAYOUMI
OMAR) 2703 (d)
09/20/01
Subscriber information, list of IP
and access times for

addresses

(P-1)

(MSNHotmail AL-BAYOUMI OMAR) 2703 (d)
09/21/01
Subscriber information, list of IP
(P-1)
and access times for
(Yahoo AL-BAYOUMI OMAR) 2703 (d)

addresses
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To:
Re:

San Diego

Reference:
09/22/01

(F)

From:

San Diego
, 03/25/2002

(F)

serial

(F)

Telephone toll analysis revealed Osama
Bassnan and Omar Al-Bayoumi were in almost daily
Reference:

EC dated
contact.

serial (F)
(F)
EC dated 09/23/01
According to rental agreement information for
apartment (P) at the Parkwood Apartments, 6401
Mount Ada Road, San Diego, California, OMAR AHMED
AL-BAYOUMI was the guarantor and co-signer for
Khalid M. Al-Mihdhar and Nawaf M. Al-Hazmi. AlMihdhar and Al-Hazmi lived with AL-BAYOUMI prior
renting their own apartment. Al-Mihdhar and
Al-Hazmi moved out of their apartment on 05/31/00
left no forwarding address.

to
and

Reference:

serial (F)
(F)
EC dated 09/24/01 provide the following
trade source credit card information for
OMAR A. ALBAYOUMI, DOB
(P-1)
(P-1) , social security
number
. First
USA
Bank credit card account number
(P-1)
expiration date of 5/2003. OMAR A. BAYOUMI, JC
Penney
Credit Services card number
, no expiration
(P-1)
date.
Investigation of the above information is left to
the discretion of (G) . For further information
regarding the above credit cards contact the Omaha
Division.
Reference:

BAYOUMI
.

serial (F)
(F)
EC dated 09/24/01
Source confirmed Bassnan provided some financial
support to AL-BAYOUMI. Bassnan referred to ALthe one who
and (A), (G), (J-1)
(A), (G), (J-1)
(A), (G), (J-1)

(A), (G), (J-1)

Reference:

(F)
(F)

serial
serial

(F)
(F)

(F)
(F)

serial
serial

(F)
(F)

IN dated 09/26/01
Toll record activity on 07/23/00, for cellular
(P)
telephone number
disclosed
(P)
subscriber OMAR ALBAYOUMI called once
(P)
Town and Country Hotel, 500 Hotel Circle
North, San Diego, California. The guest register
was examined and appropriate computer searches
were conducted.
Reference:
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To:
Re:

San Diego
(F)

From:

San Diego
03/25/2002

IN dated 09/26/01
Toll record activity on 08/10/00, for cellular
telephone number
disclosed
(P)
(P)
subscriber OMAR ALBAYOUMI called once
(P)
Comfort Inn LaMesa, 8000 Parkway Drive,
San Diego, California. The guest register was
examined
and the appropriate computer searches
were conducted.

Reference:
(F)

serial (F)
(F)
serial (F)
IN dated 09/26/01
Toll records were requested and received for the
following telephone numbers:
- Sprint PCS, the subscriber was
(P)
OMAR ALBAYOUMI, 06/08/00-05/08/01.
- Sprint PCS, the subscriber was
(P)
OMAR ALBAYOUMI, 09/27/98-06/08/00.

- Cingular Wireless, the
(P)
subscriber was OMAR ALBAYOUMI, 04/10/00-07/02/01.
- Pacific Bell Wireless, the
(P)
subscriber was Manal Bagadar, OMAR ALBAYOUMI's
wife.
All of the telephone numbers above listed the
address
San Diego, California.
(P)
Reference:

(F)
(F)

serial
serial

(F)
(F)

(F)
(F)

serial
serial

(F)
(F)

IN dated 09/26/01
Toll record activity on 01/21/01 and 06/21/01, for
cellular telephone number
disclosed
(P)
subscriber Manal Bagadar, wife of OMAR ALBAYOUMI,
called
(P)
Marriott Residence Inn,
8901 Gilman Drive, La
Jolla, California. The
guest register was examined for dates 01/21/01,
and 06/21/01, and the appropriate computer
searches were conducted.
Reference:

IN dated 09/26/01
Toll record activity on 06/30/00, for cellular
telephone number
disclosed
(P)
(P)
subscriber OMAR ALBAYOUMI called twice
(P)
Marriott Residence Inn, 8901 Gilman
Drive, La Jolla, California. The guest register
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To:
Re:

San Diego
(F)

From:

San Diego
, 03/25/2002

was examined for 06/30/00, and the appropriate
computer searches were conducted.
Reference:

(P)

serial
serial

(F)
(F)

(F)
(F)

IN dated 09/26/01
Toll record activity on 06/30/00, for cellular
telephone number
disclosed
(P)
(P)
subscriber OMAR ALBAYOUMI called once
Extended Stay America, 2087 Hotel Circle
South, San Diego, California. The guest register
was examined for 06/30/00, and the appropriate
computer searches were conducted.

Reference:

serial (F)
serial (F)
On 09/26/01, in compliance with Federal Grand Jury
subpoenas, subscriber and toll record information
was
requested for OMAR ALBAYOUMI, Manal Bagadar
and Nawaf
Alhamzi.
Reference:

Reference:

(F)
(F)

serial (F)
(F)
Information control form
dated 09/27/01
(F)
Regarding possible Source identification of
photos, provided by the San Diego Division, of
students at the American Language Academy at
Southern Oregon University including a photo of
ALBAYOUMI.

OMAR

serial (F)
serial (F)
serial (F)
EC dated 09/28/01, to Headquarters from San Diego
Division. Transmittal of financial subpoenas and
records for several individuals to include OMAR
ALBAYOUMI and his wife Manal Bagadar.
(F)
(F)
(F)

Reference:

serial (F)
(F)
EC dated 09/28/01
Through telephone records it was determined OMAR
(P)
ALBAYOUMI called
Prometric Testing
Center, 6755 Mira Mesa Boulevard, Suite 136, San
Diego, California. Prometric records were
negative on
ALBAYOUMI. Prometric administers the
following types of
examinations: several types of
professional licensing, the GED,
the TOEFL
(language proficiency) and in the past pilot's
examinations.
Reference:

serial

(F)

(F)
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To:
Re:

San Diego

From:

(F)

San Diego
, 03/25/2002

involvement in the terrorist
highjackings. On 01/00, OMAR
ALBAYOUMI's
telephone records indicated he (ALBAYOUMI) called
this telephone number once.

Reference:

serial
(F)
(F)
Other dated 10/02/01
Abdussattar Shaikh a 65 years old naturalized
(P-1)
citizen who was born in
revealed
he socialized with OMAR ALBAYOUMI. Included in
this
communication are the results of Shaikh's
polygraph
examination.
Reference:

serial
serial

(F)
(F)

IN 10/02/02

(F)
(F)

A search warrant was served at the office of
OMAR ALBAYOUMI (no address given). A business
card was found in
the office with the following
notations: Gets International,
(P)
4370 La Jolla
Village Drive, San Diego, California;
(P)

Reference:

(P)
(F)

EC dated 10/02/01

(P)

serial

(F)

Continental passenger manifests for flights booked
by OMAR ALBAYOUMI and Manal Bagader:
Flight #678 - 06/20/98
Flight #679 - 06/23/98
Flight #026 - 10/08/00
Flight #104 - 10/08/00
Flight #027 - 11/30/00
Flight #026 - 03/21/01
Flight #1924- 04/23/01
Although OMAR ALBAYOUMI made flight reservations
for 12/0/00 and 12/08/00, he did not travel
on
either flight. ALBAYOUMI attempted to
travel on
04/23/01 with a ticket valid for
travel on
05/23/01. On 04/23/01,
ALBAYOUMI paid $866.80 for
a ticket to fly from
San Diego, California to
Birmingham,
England, and he did not travel on
05/23/01.
Reference:

serial (F)
serial (F)
IN dated 10/03/01
The
(G)
in
Omaha Nebraska, conducted an
(G)
analysis of text
(F)
(F)
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To:
Re:

San Diego
(F)

From:

San Diego
, 03/25/2002

strings from a Caviar 2420 hard drive, serial
WT2470062876. Included in the findings was
"bayoumi" and "albaypumi".
Reference:

serial
serial

(F)
(F)

(F)
(F)

IN dated 10/03/01
(D) ,
Pursuant to a Grand Jury Subpoena number
credit history from Equifax, via Operation
Direct
Action, Omaha, Nebraska, was requested
for several
individuals including OMAR
ALBAYOUMI.
Reference:

serial (F)
(F)
EC dated 10/03/01
Regarding the entry of evidence past the 10
calendar day requirement. OMAR AHMED ALBAYOUMI
appeared in the title only.
Reference:

serial

(F)

(F)

EC dated 10/03/01
A list of FD302s with attached raw data was
submitted by the Omaha Division's day shift
regarding
several individuals including
OMAR A. ALBAYOUMI along with
subpoena # (D) .
Reference:

serial (F)
(F)
IN dated 10/03/01
On 09/03/01, a search of the Hilton Hotels
reservation database on OMAR ALBAYOUMI was
negative.
Reference:
serial (F)
(F)
IN dated 10/04/01
Pursuant to a Grand Jury Subpoena,
(P)
(P)
, Paralegal, at Experian, 505 City Parkway
West, 10th
Floor, Orange, California, provided the
results of 16 inquiries
submitted by the United
States District Court of Nebraska. One
of the
individuals who was queried was OMAR AHMED AL
BAYOUMI.
Reference:

serial

(F)

(F)

serial (F)
IN dated 10/09/01
On 10/09/01. a search of the Kurdish Mosque
office of OMAR ALBAYOUMI revealed a military
telephone directory. A complete review of this
directory will be conducted.
(F)

Reference:

serial

(F)

(F)
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To:
Re:

San Diego
(F)

From:

San Diego
, 03/25/2002

EC dated 10/09/01
In reference to Rapid Start Control Number
(F)
a request to interview former residents of (P)
, San Diego, California for any
(P)
knowledge of the highjackers and their associates.
birth date
current
(P)
(P)
address
Santa Paula,
California, was a
(P)
former
resident to be
interviewed.
(P)
Reference:
serial (F)
(F)
EC dated 10/10/01
Lead set for Miami to contact World Wide
Discount Travel regarding San Diego subject OMAR
ALBAYOUMI and all other hijacking subjects who
may have used World Wide Discount Travel to
make airline reservations and/or purchase airline
tickets.
Reference:
A.

serial (F)
(F)
IN dated 10/10/01
OMAR AHMED AL-BAYOUMI, aka OMAR ALBAYOUMI, OMAR
BAYOUMI, ABUEMAD, OMAR A. M. AL-BAYOUMI, OMAR
(P-1)
AL-BAYAEMI, birth date
, has contacted
the following individuals:

Jamil Shami

Saudi Arabian Embassy, Washington, D.C.:
Adbulaziz Assaleh
Khalid Asswailem
Saudi Arabian Cultural Mission, Washington D.C.:
Mohammad Al-Sheik
Abed Al-Sulieman

Saudi Arabian Consulate, Los Angeles, California.
Ismail Manah
Abdullah Awaad
Sami Assadhan
Saad Al Jebreen
Reference:
10/11/01

serial
serial

(F)
(F)

(F)
(F)

EC dated

(G)
Information on
Osama Abouibakor
Nooh. Telephone toll record analysis indicated
Nooh was in contact with OMAR ALBAYOUMI, Osama
Bassnan and
. It is believed ALBAYOUMI
(P)
was financially supported by the Saudi Arabian
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To:
Re:

San Diego
(F)

From:

San Diego
, 03/25/2002

EC dated 10/24/01
FD-302 documents attached with raw data
submitted by the Omaha Division swing shift to
include
OMAR ALBAYOUMI regarding subpoena number
(D) .
Reference:

serial (F)
(F)
EC dated 10/25/01
Lead covered regarding medical and dental records
for American Airline Flight 77 highjackers.
Checking account records for OMAR ALBAYOUMI
revealed he made payments to
.
(P)
provided x-rays of
Khalid Almihdhar to the
(P)
San Diego FBI. ALBAYOUMI
was an associate of Almihdhar
and Nawaf Alhazmi.
Reference:

serial
(F)
(F)
EC dated 10/25/01
Results of 2703 orders and search warrants served
on Internet Service Providers for e-mail
subscribers, transactional logs and e-mail
addresses. Included in this information was the
following information for OMAR AL-BAYOUMI.
(P-1)
(P)
address
birth date
,
telephone number
. The information
(P)
also revealed "In GB" (possibly Great Britain).
Reference:
(F)

E-mail

serial

(F)

Shack.

Reference:

IN dated 10/26/01
Radio Shack Corporation provided customer database
information to the Dallas Division to the compare
(G)
with the individuals
. Included
in the customer database was OMAR ALBAYOUMI, 6333
Mount Ada Road (P) , San Diego, California, (P)
The following numbers appeared below
(P)
ALBAYOUMI's name on the list provided by Radio
(P-1)

serial
serial

(F)
(F)

(F)
(F)

EC dated
10/31/01
On 07/12/01, OMAR ALBAYOUMI received a moving
violation in a rental vehicle (Sun Diego Car
Rental) in Los
Angeles, California. The rental
car company records indicated
(P)
rented the vehicle.
was a
(P)
(P)
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To:
Re:

San Diego
(F)

From:

San Diego
03/25/2002

(O-1)
Immigration and Naturalization Service to
on OMAR ALBAYOUMI aka Omar
Albayaemi birth date 11/29/57, and
his wife Manal
Bagader.

Reference:
serial (F)
(F)
(Information control form) Los Angeles Division
reports
negative results for OMAR ALBAYOUMI
staying at a Sheraton in Los
Angeles area. San
Diego Sheraton's were negative as well.
Reference:
serial (F)
(F)
(Information control form) OMAR ALBAYOUMI used
address
La Jolla, California, on
a credit card
(P)
application. This is the address
for the School or English
Achievement.
Reference:
serial (F)
(F)
(Information control form) Contact La Pacifica
(P)
bill paid by OMAR ALBAYOUMI for

regarding a
.

Reference:
serial (F)
(F)
(Information control from) OMAR ALBAYOUMI has a
history of
renting vehicles. Contact Accent
Rental Car and determine if
he rented a vehicle
from them.
Reference:
serial (F)
(F)
(Information control form) OMAR ALBAYOUMI has a
history of
renting vehicles. Contact Enterprise
Rent-a-Car and
determine if ALBAYOUMI has ever
rented a vehicle from them.
Reference:
serial
(F)
(Information control form)
(P)
(P)
sold a vehicle to
Reference:
(F)
(Information Control form)
(P)
Testing Center,
regarding OMAR ALBAYOUMI.

(F)

(P)

OMAR ALBAYOUMI.

of

serial (F)
Contact Sylvan
Center/Prometric
to
determine information

Reference:
serial (F)
(F)
(Information control from) According to Prometric
Headquarters, OMAR ALBAYOUMI did not receive
Prometric.

testing through

Reference:
serial (F)
(F)
(Information control form) Included in the items
seized from
OMAR ALBAYOUMI's office at the Kurdish
mosque was a personal
phone list that listed
business name Travel Chief (P)
(P)
and
(P)
.
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To:
Re:

San Diego

From:

(F)

San Diego
, 03/25/2002

Reference:
serial (F)
(F)
(Information control form) A review of OMAR
ALBAYOUMI's
cellular telephone tolls revealed two
calls to the Marriott
Residence Inn, Kearny Mesa
Road, San Diego, California.
Reference:
serial (F)
(F)
(P)
(Information control form)
a one time
at
(P)
the at the Al-Madina Mosque, may have
information regarding
OMAR ALBAYOUMI.
Reference:
serial (F)
(F)
(Information control from)
(P)
prepared income tax returns for Manal Bagader, the
wife of OMAR ALBAYOUMI.
Reference:
serial (F)
(F)
(Information control form) Determine if OMAR
travel agency to arrange travel.

ALBAYOUMI used a

Reference:
serial (F)
(F)
(Information control form) A review OMAR
ALBAYOUMI's cellular
telephone toll records
indicated he contacted the Comfort Inn,
La Mesa,
California.
Reference:
serial
(F)
(Information control form)
(P)
identified as an individual who may have
OMAR ALBAYOUMI aka Abu Emad.

(F)

was
information regarding

Reference:
serial (F)
(F)
(Information control form) During the search of
OMAR
ALBAYOUMI's office at the Kurdish Mosque
several items were
seized. Included in those
items was a Marine Corps/Navy phone
book that
requires a closer examination.
Reference:
serial
(F)
(F)
(Information control form) Obtaining x-rays
Almihdhar's
dentist (reference FD-302 SD serial
bank account of OMAR
(F)
ALBAYOUMI.
Reference:
serial
(F)
(F)
(P)
(Information control form) An individual known as
accompanied OMAR BAYOUMI during contacts
with highjackers
(P)
Alhazmi and Al-Mihdar. In 2000,
(P)

(P)

Reference:

serial
(F)
(F)
(Information Control Form) Results of INS checks
(G)
on several individuals that were
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To:
Re:

San Diego
(F)

From:

San Diego
, 03/25/2002

(G)

including OMAR AHMED AL-BAYOUMI.

Reference:
serial
(F)
(F)
(Information Control form) Review and noted Bank
accounts for Nawaf Alhazmi and OMAR
ALBAYOUMI.
(G)
already known to San Diego
Reference:

of America
Accounts

serial
(F)
(F)
(Information Control form) Database checks
conducted, results included in
(F)
serials
.
(F)

Reference:
serial
(F)
(F)
(Information Control form) Following the interview
, it was determined
(P)
was an acquaintance of OMAR
ALBAYOUMI.
(P)

of

(P)

(P)

Reference:
serial
(F)
(F)
(Information control form) Obtain subscriber
information
regarding a cellular telephone call
made by OMAR ALBAYOUMI to
telephone number
.
(P)
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1
FEDERAL BUREAU OF INVES TIGATION

Date of transcription

02/18/2002

On February 15, 2001, Omar Abdi Mohamed, date of birth
(P-1)
in Somalia, residing at
La Mesa, California,
(P-1)
telephone
was interviewed by Special Agents (SAs)
(S)
Mohamed was advised of the
identities of the interviewing SAs and the purpose of the interview.
(F)
Mohamed advised as follows; (Reference
(P-1)

Mohamed stated he wants to cooperate with the FBI and is
willing to submit to an interview, without an attorney present. Mohamed
noted he is from a rural area in the southern part of Somalia and his
family is not considered wealthy. Mohamed's father encouraged him to
pursue his education and as a result, he received a business
undergraduate degree from a government institution in Africa (not
further identified). Mohamed commented he is happy to be in the United
States and although he has family in Somalia, he has no desire to
return, noting that if he did return, Somali warlords would surely
kidnap and kill him. He added there is little hope for Somalia due to
the fact many Somalians are addicted to an indigenous drug, a leafy
substance, that they chew on to get high. Mohamed pointed out that as a
consequence, the Somalia family structure has been totally destroyed.
Mohamed has not seen the movie "Black Hawk Down" but he knows the story
of the US involvement in Somalia. He believes the US tried to do the
right thing by feeding starving Somalians, but he complained the US
rolled out the red carpet for the Somali warlord, Aidid, who along with
his son, killed many innocent people.
Mohamed is currently employed by the San Diego School
District as an advisor and youth counselor. In addition, Mohamed works
with the Somali community at the Somali Community Center, 4979
University Avenue, San Diego. He observed that many American blacks do
not understand the Somali culture and as a result there has been
problems in the schools. Mohamed has worked to educate people about the
Somali culture and his efforts have helped to reduce the tensions
between the cultures.
Educationally, Mohamed is seeking his Masters and is focused
on administration of HMOs (Health Maintenance Organization).

Investigation on
File #

2/15/02
(F)
(F)

at

San Diego, California
Date dictated

2/18/02
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Concerning the 9/11/01 attacks, Mohamed stated he is upset by
the events of 9/11/01 and he is worried that these events have given
Muslims a bad name. Mohamed heard the speculation that Usama bin Laden
is hiding in Somalia, but he dismissed the rumors, noting that it would
be impossible for bin Laden, or anyone from a different culture, to
hide out in Somalia. Mohamed commented that he is very fortunate to
live in the US, adding that the only problem he has ever had was when a
black guy stuck a gun to his head and robbed him of $5 in a New York
subway.
Mohamed was shown 29 photos depicting the 9/11/01 hijackers
and their associates. He identified photo #20 (Omar Albayoumi) as a
Saudi he knew by the name of Bayoumi, who was associated with the
Medina Mosque in El Cajon and the Islamic Center of San Diego. Mohamed
described Bayoumi as a social butterfly who seemed to know everyone.
Bayoumi performed various tasks at the mosque, including answering the
phone. Mohamed stated he did not know Bayoumi well, but they had a few
conversations in person and on the telephone. Mohamed recalled that on
one occasion, Bayoumi offered to supply the Somali community with
Korans and on another occasion, Mohamed requested Bayoumi to ask the
Kurdish Mosque if they would donate money to Somali refugee camps, in
Kenya.
Mohamed also selected photo # 28 (Mohdar Abdullah) and
identified him as Mohdar, a Somali/Yemeni refugee. Mohamed saw Mohdar
at the Ribad Mosque and also the Somali Community Center. Mohamed
recalled that sometime in 1999(?), Mohdar appeared at the Somali
Community Center, claimed to be a Somalian and asked for an official
letter identifying him as a Somalian national. Mohdar was told he
needed two witnesses that would vouch for him before such a letter
would be issued. Mohamed does not recall if he, or someone else at the
Somali Community Center, dealt with Mohdar and provided him with the
letter.
Mohamed advised that he is willing to cooperate and if he
hears anything about terrorist activities, he would contact the FBI.
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Precedence:
To:

ROUTINE

Date:

Counterterrorism

Attn:
Attn:

Investigative Services

Attn:

11/01/2001
(G), (S)

Attn:
San Diego
From:

Attn:

(G)

Contact:

Approved By:

(S)

(S)

Drafted By:

(S)

Case ID #:
Title:

(F)

PENTTBOMB;
MAJOR CASE #182
OO: NY

Synopsis:

To provide results of subscriber checks in

Reference:

(A), (G), (J-1)

(F)

Details: In a communication dated 10/30/01, the Regional Security
(A),(G),(S), (J-1)
Officer (RSO)
(A), (G), (J-1)
(A), (G), (J-1)

the
RSO reported the subscriber checks conducted by the Internal Security
Department (ISD), Royal Brunei Police as follows:
Tengah.

is registered to a Bruneian named Haji Johari
(P-1)
Tengah is a clerk at the French Embassy in Brunei.
(P-1)

(P-1)
and
are both registered to a Bruneian
named Timbang bin Ahmad. Ahmad is the manager of a commercial security
service.

Both Tengah and Ahad were questioned by the ISD and both denied
knowing Omar Al-Bayoumi. Tengah and Ahmad stated that they did not know
any Arabs, but both admitted to having Pakistani acquaintances. ISD

EO14040-003962

To:
Re:

Counterterrorism
(F)

(G)
From:
, 11/01/2001

has no derogatory information on Tengah or Ahmad.
of Omar Al-Bayoumi.

ISD has no record

The RSO has advised that subscriber and toll information can
be obtained in Brunei but advised that the ISD requires additional
information be provided in connection with the request.
(G)
Legat,
will be mindful of the RSO's observations
and will seek additional background information from recipients in support
of the subscriber request.

Investigation is continuing in
requests pending for referenced lead.

(G)

with other subscriber

2
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To:
Re:

Counterterrorism
(F)

(G)
From:
, 11/01/2001

LEAD(s):
Set Lead 1:
ALL RECEIVING OFFICES
Read and clear.
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relative to the air, taking into consideration head-winds and
tail-winds which can be significant at high altitudes). At an
altitude of 8,000 to 10,000 feet, one would be able to see for
approximately 100 miles on a clear day and even be able to
identify various landmarks.
As a pilot,
had access to maps that had the
(P)
mileage listed on the legs between various waypoints along
flight paths. These waypoints typically had a latitude and
longitude associated with them. If one wanted to get the
mileage (in nautical miles (nm)) along a flight path, one could
either add the mileage of the legs between the waypoints or
measure by hand the distance of the flight path. If he were to
calculate the distance along a flight path by hand using these
waypoints, he would have started from the beginning and not
worked backwards starting from the destination. When measuring
a distance by hand between waypoints on these maps, one could be
accurate within 0.5 nm or better.
In a case where a pilot would have to change a plane's
course, such as on 9/11, the pilot would not necessarily need to
disable the autopilot for this type of course redirection, and
could even utilize autopilot after the change in course.
could not think of any other reason for the
(P)
equation given the parameters set forth on the document than to
calculate a decent rate from a given altitude.
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U.S. Department of Justice
Federal Bureau of
Investigation
In Reply, Please Refer to
File No.

Los Angeles, California
December 4, 2002

90024

(A), (G), (J-1)

(A), (G), (J-1)

This communication is classified
FULL INVESTIGATION AUTHORIZED:
OFFICE OF ORIGIN:

in its entirety.
(A), (G), (J-1)

LOS ANGELES, CALIFORNIA

INVESTIGATIVE SUMMARY PREPARED: December 4, 2002
Captioned investigation is based on specific and
articulable facts giving reason to believe that subject is or may
be engaged in activities for or on behalf of a foreign power, Al
Qaeda.
(A), (G), (J-1)
According to
and surveillance,
is a close associate of Los Angeles Full Investigation
(F)
FAHAD AL-THUMAIRY. AL-THUMAIRY is an
administrative officer at the Saudi Consulat
(A), (G), (J-1)
According to surveillance, (A), (G), (J-1) resides at
Los
Angeles, California.

(A), (G), (J-1)

The investigation of AL-THUMAIRY was predicated on
his association with OMAR AL-BAYOUMI. AL-BAYOUMI played a major
role in getting the American Airline Flight #77 hijackers NAWAF
AL-HAZMI and KHALID AL-MIHDHAR established in the San Diego community
including finding them an apartment, and providing them with
financial assistance.
(G)
(P)
An in
ew of PENTTBOMB
(P)
revealed that
once took a trip to Los Angeles with
AL-BAYOUMI. AL-BAYOUMI stated that he had visa issues to resolve
at the Saudi Consulate in Los Angeles. After meeting with a Saudi
(P)
official, AL-BAYOUMI suggested that he and
travel to a local
restaurant to have lunch. AL-BAYOUMI and DYSON had lunch at the
Gourmet Restaurant, located at 10863 Venice Boulevard.
(A), (G), (J-1)
(A), (G), J-1)
Mediterranean Gourmet Restaurant.
While at the restaurant, AL-BAYOUMI and DYSON encountered hijackers
(P)

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI
and is loaned to your agency; it and its contents are not to be distributed outside your agency.
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The objective of the captioned investigation is to
(A), (G), (J-1)
determine whether
is, or has been engaged in activities
on or behalf of
eign power, Al Qaeda. The objectives are to
fully identify (A), (G), (J-1) and to determine whether (A), (G), (J-1) is an agent
of a foreign power, Al Qaeda.
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