C-1.

C-2

J-1.

J-2.

P-1.

NOTE:

REDACTION KEY

CLASSIFIED FBI INFORMATION RE-REVIEWED PURSUANT TO EXECUTIVE
ORDER 14040.

INFORMATION OBTAINED FROM FOREIGN GOVERNMENT(S) AND WITHHELD AT
THE DIRECTION OF ANOTHER U.S. GOVERNMENT AGENCY OR DEPARTMENT
PENDING ONGOING CONSULTATION.

INFORMATION OBTAINED FROM FOREIGN GOVERNMENT(S) AND WITHHELD AT
THAT GOVERNMENT”S DIRECTION FOLLOWING CONSULTATION IN
ACCORDANCE WITH EXECUTIVE ORDER 14040.

INFORMATION FOR WHICH JUDICIAL AUTHORIZATION TO RELEASE IS
REQUIRED. INFORMATION FOR WHICH JUDICIAL AUTHORIZATION IS OBTAINED
WILL BE RELEASED.

ADMINISTRATIVELY DESIGNATED FBI FILE AND/OR SERIAL NUMBERS OR
HANDLING INFORMATION.

SENSITIVE LAW ENFORCEMENT INFORMATION WITHHELD PURSUANT TO THE
LAW ENFORCEMENT PRIVILEGE.

SECTION 102A(i)(1) OF THE NATIONAL SECURITY ACT OF 1947, AS AMENDED BY
THE INTELLIGENCE REFORM AND TERRORISM PREVENTION ACT OF 2004, 50
U.S.C. § 3024(i)(1).

INFORMATION PROTECTED FROM DISCLOSURE BY THE BANK SECRECY ACT
(BSA) AND THE U.S. DEPARTMENT OF THE TREASURY REGULATIONS
IMPLEMENTING THE BSA. SEE 31 C.F.R. § 5311 ET SEQ; 31 C.F.R. CHAPTER X.

INFORMATION DETERMINED BY ANOTHER DEPARTMENT OR AGENCY TO BE
PROTECTED FROM DISCLOSURE PURSUANT TO 8 U.S.C. § 1202(f).

INFORMATION WITHHELD AT THE DIRECTION OF ANOTHER U.S. GOVERNMENT
AGENCY OR DEPARTMENT.

INFORMATION RESTRICTED FROM PUBLIC RELEASE UNDER THE PRIVACY ACT
OF 1974. SUCH INFORMATION WILL BE PRODUCED IN MDL 03-1570 (S.D.N.Y.)
PURSUANT TO THE PRIVACY ACT PROTECTIVE ORDER ENTERED IN THAT
CASE.

INFORMATION SUCH AS SOCIAL SECURITY NUMBERS, DATES OF BIRTH, AND
OTHER SENSITIVE PERSONAL INFORMATION.

NAMES AND OTHER PERSONAL IDENTIFYING INFORMATION OF LAW
ENFORCEMENT PERSONNEL.

Classification markings (classification banners and portion markings) are redacted
without a code throughout the release.
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10. HOW DID KSM KNOW ABOUT THAT MOSQUE?

11. DID KSM GIVE PERMISSION FOR MIDHAR AND HAZMI TO
RELOCATE TO SAN DIEGO? IF PERMISSION WAS GRANTED, HOW WAS THAT
COMMUNICATED?

IN ORDER TO DETERMINE IF SOHAIL ABDUL ANA*N AKA ZOHAIR ABDUL
MOHAMMED ABDUL ANAM SHORABI (GITMO PRISONER NUMBER 569) HAD ANY
KNOWLEDGE OF HAZM1*S AND MIDHAR®"S OPERATIONS IN SOUTHERN CALIFORNIA,
WE REQUEST THAT SALEH BE ASKED THE FOLLOWING QUESTIONS:

1. LOS ANGELES HAS NOTED IN PRIOR DEBRIEFINGS OF SOHAIL
ABDUL ANA"N AKA ZOHAIR ABDUL MOHAMMED ABDUL ANAM SHORABI (GITMO
PRISONER NUMBER 569), THAT HE IS FROM TAlZ, YEMEN. SOME OF THE
INDIVIDUALS LISTED ABOVE ARE ALSO FROM TA1Z, YEMEN, AND ALSO AROUND
ARE SIMILAR IN AGE. THEREFORE, REQUEST THAT HE BE SHOWN ALL
PHOTOGRAPHS AND QUESTIONED ABOUT HIS KNOWLEDGE AND CONTACT WITH THOSE
INDIVIDUALS.

2. HOW MUCH WAS SHORABI FAMILIAR WITH HAZMI AND MIDHAR™S
PREPARATION FOR THEIR OPERATIONS IN SOUTHERN CALIFORNIA?

3. WHAT ITEMS WERE DISCUSSED AT THE MALAYSIA MEETING
(JANUARY 2000) IN ORDER TO PREPARE HAZM1 AND MIDHAR TO ENTER THE
UNITED STATES?

4. WHAT WAS KSM*®S DIRECTION TO HAZMI AND MIDHAR WHEN
THEY ARRIVED IN LOS ANGELES?

5. WHO WAS THEIR POINT OF CONTACT UPON THEIR ARRIVAL?
6. WHO WAS ASSISTED THEM WHILE THEY WERE IN LOS ANGELES?
7. WERE THEY SUPPOSED TO GET AN APARTMENT OR STAY IN
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7. SINCE HAZMI AND MIDHAR DID NOT SPEAK ENGLISH OR KNOW
THE CULTURE THAT WELL, WHO WAS GOING TO ASSIST THEM WITH THEIR
DAY-TO-DAY NEEDS?

8. WHAT LOS ANGELES MOSQUE DID KSM DIRECT THEM TO ATTEND?
9. HOW DID KSM KNOW ABOUT THAT MOSQUE?

10. DID KSM GIVE PERMISSION FOR MIDHAR AND HAZMI TO
RELOCATE TO SAN DIEGO? IF PERMISSION WAS GRANTED, HOW WAS THAT
COMMUNICATED TO THEM?

IN ORDER TO DETERMINE IF BINALSHIBH HAD ANY KNOWLEDGE OF
HAZM1*S AND MIDHAR®"S OPERATIONS IN SOUTHERN CALIFORNIA, WE REQUEST
THAT RAMZI BINALSHIBH BE ASKED THE FOLLOWING QUESTIONS:

1. DID YOU ASSIST KSM WITH PREPARATIONS FOR MIDHAR AND
HAZM1*S ARRIVAL IN LOS ANGELES? IF YES, WHAT WAS THE NATURE OF THE
ASSISTANCE? IF NO, DID KSM EVER BRIEF YOU ON THE MIDHAR®S AND HAZMI*S
OPERATIONS IN SOUTHERN CALIFORNIA?

2. WHAT WAS YOUR RELATIONSHIP WITH FUAD OMAR BAZARAH?

3. DID BAZARAH®S FATHER (P-1) ASSIST YOU IN
YOUR 1995 VISA APPLICATION TO THE UNITED STATES?

4 . WERE YOU IN CONTACT WITH FUAD BARAZAH AFTER HE ARRIVED
IN THE UNITED STATES (IE TELEPHONE OR EMAIL)? WHAT WAS THE NATURE
OF THE CONTACT?

5. WHICH YEMENI INDIVIDUALS BESIDES BAZARAH DID
BINALSHIBH KNOW IN CALIFORNIA?

PLEASE DIRECT RESPONSE AND QUESTIONS TO FBI LOS ANGELES
FIELD OFFICE, POINT OF CONTAC (S)
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HE WAS LEAVING. RATHER, BAZARAH DID NOT SEE BINALSHIBH IN
THE BANK FOR TWO OR THREE DAYS, AND BAZARAH THEN HEARD THAT
BINALSHIBH HAD DEPARTED FOR GERMANY. BAZARAH HAS NOT HEARD FROM
OR HAD CONTACT WITH BINALSHIBH SINCE THEIR LAST INTERACTION AT
THE BANK IN 1995.

BAZARAH LEARNED MORE ABOUT BINALSHIBH AFTER RETURNING
TO YEMEN IN OCTOBER 2001, BY WHICH TIME THE PRESS WAS REPORTING
ABOUT BINALSHIBH'S ROLE IN 9/11 AND THERE WERE MANY RUMORS
CIRCULATING ABOUT HIM. BAZARAH WAS IN YEMEN FROM APPROXIMATELY
OCTOBER 2001 TO JUNE 2002. WHILE THERE, BAZARAH HEARD THAT
BINALSHIBH HAD ONE BROTHER (NFI) AND THAT HIS MOTHER DIED AFTER
LEARNING OF BINALSHIBH'S INVOLVEMENT IN 9/11. BAZARAH ALSO
HEARD THAT BINALSHIBH WORKED WITH AL QAEDA, THAT HE WAS WITH
UBL, AND THAT HE WAS SUPPOSED TO BE A HIJACKER IN THE 9/11
OPERATION. BAZARAH RECALLED TALKING TO HIS UNCLE SAID BAZARAH
IN PARTICULAR ABOUT THE REPORTS OF BINALSHIBH WORKING WITH AL
QAEDA. HE ALSO HEARD THAT BINALSHIBH HAD EITHER BEEN KILLED
DURING THE WAR IN AFGHANISTAN OR THAT HE HAD BEEN CAPTURED IN
PAKISTAN.

BAZARAH WAS DEPORTED TO YEMEN IN DECEMBER 2004.

NOAMAN'S CLOSE ASSOCIATION WITH BARAZAH, AND BARAZAH'S
CLOSE ASSOCIATION WITH BINALSHIHB, MAKES NOAMAN'S INTRODUCTION
AND RELATIONSHIP TO THE TWO HIJACKERS WHILE THEY WERE IN
CALIFORNIA APPEAR TO BE MORE THAN COINCIDENTAL. NOAMAN WAS ALSO

RELATED TO (P) , BELIEVED TO BE THE CAMERAMAN IN THE LAX
VIDEO, AND ANOTHER YEMENT, (P)
() 'S TELEPHONE NUMBER WAS FOUND IN MOHDAR

ABDULLAH'S WALLET AT THE TIME OF HIS ARREST ON 09/24/2001.

(P) S TELEPHONE NUMBERS WERE FOUND TO BE IN CONTACT
WITH RAMEZ AND MOHDAR ABDULLAH.
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 12/28/2009
To: Counterterrorism: Attn:
New York: Attn:

From: New York

(©)
Contact: (S

Drafted By:
o _
Title: pmm  OPERATION ENCORE
B FAHAD AL-THUMAIRY
g OMAR AL-BAYOUMI
B MUSAED AL-JARRAH
[ | IYAD MAHMUD MUHAMMAD MUSTAFA AL RABABAH
Synopsis: Disseminate working document outlining the

aforementioned investigations. Request G

disseminate document to
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FEDERAL BUREAU OF INVESTIGATION

Full Investigation Initiated: 08/28/2007

Details: Documented below is the contents of a working
document outlining the results of the captioned investigations.
It is important to note that this is a document that is
currently being worked on by investigators and analytical staff
and should be viewed currently as a incomplete document.

For Background

On 06/28/2007, a subfile under the PENTTBOM
investigation was opened by NYO to contain information garnered
from the planned exploitation of intelligence targets, which were
previously identified during the PENTTBOM investigation. The
PENTTBOM investigation had functioned as both a criminal
investigation and an intelligence gathering operation into the
9/11 terrorist attacks. However, there remained individuals with
various levels of connectivity to the 9/11 hijackers whom could
be further exploited for additional intelligence wvalue. By
revisiting some aspects of the PENTTBOM investigation, NYO opined
that certain Al Qaeda (AQ) tactics and tradecraft could be
revealed.

Specifically, the NYO was interested in gaining a
greater understanding of 9/11 hijackers KHALID AL-MIHDHAR and
NAWAF AL-HAZMI's past interaction with and connectivity to the
local (i.e. southern Californian) Muslim community. Such an
understanding would assist in explaining the apparent ease with
which AL-MIHDHAR and AL-HAZMI exploited that community to gain
support and safe harbor.

Operation Encore (FI) was eventually opened in
New York to fully investigate the emerging network uncovered
during the initial investigation conducted under PENTBOM.

Further, full investigations were initiated to
investigate Fahad Al-Thumairy, Omar Ahmed Al-Bayoumi, and Musaed
Al-Jarrah, due to their association with 9/11 hijackers Nawaf Al
Hazmi and Khalid Al-Mihdhar. There is a significant amount of
information uncovered through phone analysis, financial
analysis, and numerous interviews that suggests the
aforementioned subjects assisted the hijackers, in a
support/logistics role while they were in the United States,
preparing for the 9/11 attacks. They are suspected of providing

EO14040-000604-UPDATED



T Ty @

From: New York

Re: [ [NENN 01/15/2010

the hijackers with financial assistance, obtaining drivers
licenses and living quarters, spiritual guidance, and locating
flight schools.

[ Logical investigation conducted through
Operation Encore, Fahad Al-Thumairy, Omar Ahmed Al-Bayoumi, and
separately Musaed Al-Jarrah, it has been uncovered that Musaed
Al Jarrah may have played a leadership role in the overall
coordination of logistics support for 9/11 hijackers Nawaf Al
Hazmi and Khalid Al-Mihdhar. This was possible through Al-
Jarrah's position as Head of Islamic Affairs at the Saudi
Arabian Embassy in Washington D.C. Al-Jarrah oversaw the
handling of the hijackers through his subordinates Fahad Al-
Thumairy and Omar Ahmed Al-Bayoumi and by personal contact with
the hijackers on numerous occasions.

[ It has come to the attention of the NYO that
Musaed Al-Jarrah currently holds the position of Head of Islamic
Affairs at the Saudi Arabian Embassy in Kuala Lumpur, Malaysia.
It was further uncovered that Al-Jarrah has concentrated his
attention on the assistance of Youth Groups during his tenure at
the Saudi Arabian Embassy, Kuala Lumpur.

Operation Encore has identified Adel Al-Sadhan
and Mutaib Al-Sudairy as facilitators to the 9/11/2001

Working Document

On or about April 3, 1999, NAWAF ALHAZMI was
issued a B-2 visa in Jeddah, Saudi Arabia. His intended address
was Sheraton, LA, CA (I94 Form Record #I9449747518).

On or about May 6, 1999, KHALID ALMIHDHAR was
issued Saudi passport #B721156, and on or about April 7, 1999,
was issued a B-1/B-2 visa
note: wouldn't the passport need to be issued before the visa? -
this info should be confirmed).

On November 26, 1999, _ (subscriber

FATSAL ALMUHANNA) 23:53:25 GMT (15:53:25 PST) and 23:49:37 GMT
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[ )
New York
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To:

From:
Re:

(15:49:37 PST) received calls from [ ® " which according
to TA as of 03/01/2006 was subscribed to by Wells Fargo Bank,
5522 Balboa Ave, San Diego.

[ MUSAED A. AL-JARRAH was allegedly an accountant
at the Saudi Arabian Embassy in Washington, D.C. since 1991.
However, (LMl I OD U he'was actually the head
of the Islamic Affairs Section. He coordinated the activity of

Saudi Salafi imams in the U.S., including FAHAD ALTHUMAIRY. AL-
JARRAH left the U.S. in 2006.

On December 5, 1999, RN ey
called _(ALTHUMAIRY) for 3 minutes, the listed time in TA

was 00:19:21 PST (verify).

On December 5, 1999, [ (P} (ALTHUMAIRY)

called i (Unidentified) four times between 13:29:00
PST and 14:26:00 PST. This ALTHUMAIRY number is the only one in
TA in contact with the UK [ (P-1)  number, the contact dates in TA
are from 10/08/1999- 08/31/2000, with December 5, 1999 the day
with the most call frequency. Interestingly, on 10/08/1999 at
12:57:00 PDT, [P (AlBayoumi cell - wife) called [ "(P) " Alta
Dena Drive-in Dairy - a phone the hijackers are believed to have
used to call g later, on 02/07/00; the only other call from
Py to p@n was on 03/14/00, duration 1 minute. This was about
two hours after the ALTHUMAIRY call.

On December 6, 1999, [ (P | (ALTHUMAIRY)
called _

at 22:05:00 for 2 minutes. (This number is
[ cell phone according to an FBI interview with
) At 22:58:00, I(P) | (ALTHUMAIRY) called -
(ALBAYOUMI), duration 1 minute (note: this is believed to be the
first call between ALTHUMAIRY and ALBAYOUMI since the previous
year) .

pmm On December 7, 1999, there were several
noteworthy telephone calls from [ (P) | (ALTHUMAIRY) :
(ALBAYOUMI) at 19:17:00 (psT), duration 2 minutes;
and at 20:24 and 20:25, respectively, duration
1 minute and minutes (both numbers are believed to be
associlated with pmmmmmmEn of IIASA);
Saudi Embassy, 2024942777, at 20:28 for 1 minute;
(unidentified Saudi number) at 20:30 for 3 minutes;
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PST (1 minute), and [P mmeymm at 13:59 PST (1
minute). Also on this day, ALTHUMAIRY made several calls to
Saudi Arabia, as follows: | (P-I)  at 00:42:00 (3 minutes),
ey at 04:37:00 (13 minutes) and 23:23:00 (1 minute),

e at 23:24:00 (2 minutes).

o On January 15, 2000, pme)m (BAYOUMI cell)
called pmm(P)n (HASHIM ALATTAS) at 21:12, followed by

PE (P ), and then again
called ALATTAS at 21:42 and 22:10.

[0 (deposited at bank with ABA#
dceived one check in the amount of $300 from
ALTHUMAIRY which cleared on 02/02/2000. (Analyst note: Records

for Wells Fargo Bank account number for the period

06/10/1999 through 11/15/2002 were reviewed. The account was
WL THUMAIRY, ALBER ACCOUNT. The address

Los Angeles; note that recently

wrote a letter, indicating extremist views, to
ST ER T - maybe [P knows him, timing of the
payment interesting, there weren't typically such small payments
from this account).

On January 26, 2000, ALBAYOUMI's cell phone
jd: 3104796000, the Saudi Consulate in Los
Angeles at 11:25 am for 5 minutes; 2022988722 Saudi Arabian
Cultural Ministry at 11:31 am for 2 minutes; Mutaib A. Alsudairy
(per IDW) (P at 11:35 am for 2 minutes (ALSUDAIRY worked
at the embassy and was a visitor to San Diego who stayed at
ABDUSATTAR SHAIKH's house).

On or about February 1, 2000, OMAR ALBAYOUMI
and P traveled to Los Angeles, ostensibly for ALBAYOUMI to
deal with passport issues at the Saudi Consulate.

mn Also on February 1, 2000: BAYOUMI's Bank of
America [(P=)7 acct received a $10,000 wire transfer from H A
Badkuok, who is reportedly BAYOUMI's brother-in-law and worked
for the PC; at 11:34 am, THUMAIRY (P lcalled the Saudi
Embassy 2029443192 for 1 minute (Note: this is believed to be a
fax number); BAYOUMI called the SAUDI EMBASSY, 2023423700, at
12:09 pm for 6 minutes.
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To: Counterterrorism: Attn: (G)
(S) (S)

From: New York

Re: (F) 01/15/2010

On or about February 3, 2000, an unknown male
and OMAR ALBAYOUMI assisted NAWAF ALHAZMI and KHALID ALMIHDHAR
in obtaining a lease at the Parkwood Apartments in San Diego,
CA. The next day, ALHAZMI and ALMIHDHAR attempted to pay for the
apartment with cash, but were advised by the rental office that
they would need to use a cashier's check. Also on this February
3, THUMAIRY called (P) (unknown subscriber) 6 times and
FATISAL ALMUHANNA (P) called it once. (NOTE: WHOSE NUMBER

2/3/00 - that's it)

According to an interview of (P)
(FD-302 dated 8/16/2002): "Initially, Nawaf Al-Hazmi and Khalid
Al-Mihdhar came into the rental office of the Parkwood Apartment
Complex with an unknown middle eastern male, looking for a two-
bedroom apartment sometime during the end of January 2000 or
beginning of February 2000. Because Al-Hazmi and Al-Mihdhar did
not speak English well they needed someone to interpret for
them. (P) believed that this unknown male was employed by
Alliant University in San Diego, California, as an aide or
counselor in the International Studies Department. This unknown
male was described as being approximately in his 30's or 40's,
5'9"-5'"11", skull cap." Additionally, "Al-Hazmi and Al-Mihdhar
wanted to move into an apartment the same day that they walked

into the rental office, however (P) advised them that they
needed a co-signer/guarantor and a bank statement showing that
they had enough assets to pay for the rent." Since "Al-Hazmi and

Al-Mihdhar did not have a credit history, and according to Al-
Bayoumi they were staying with him because they just came into
the country, he would be the co-signer and act as the guarantor.
Al-Bayoumi emphasized that they needed to get an apartment right
away. Al-Hazmi and Al-Mihdhar came into the rental office on
three different days prior to actually moving into the apartment
on February 5, 2000." "On the second occasion when Al-Hazmi and
Al-Mihdhar came into the rental office they had a 'wad of cash'
to pay for the first month's rent, deposit and insurance.

(P) re-advised them that they had to have a bank account
statement to show that they can pay for the rent since they did
not have any employment or credit history. Additionally, they

were told that (P) could not accept cash on the first
payment and would need a certified check, cashier's check or
money order." "It was on February 4, 2000, that Al-Hazmi and Al-
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(S)
From: New York
Re:

(S)

(F) 01/15/2010

Mihdhar came into the office with a bank statement and cash."
"On February 5, 2002 [sic], Al-Hazmi and Al-Mihdhar came into
the Parkwood office however, they did not have enough cash with
them to pay for the apartment. Al-Hazmi and Al-Mihdhar left and
returned with Al-Bayoumi, who filled out the section on the

rental agreement

as the co-signer and guarantor. Since Al-Hazmi

and Al-Mihdhar did not have enough cash nor did they have a
cashier's check, money order or certified check, Al-Bayoumi left
and returned with a cashier's check, in his name, made payable
to the Parkwood Apartments in the amount of $1,558.00."

According to an interview of (P) (FD-302 dated

9/18/2001), (P)

"remembers renting an apartment to two Middle

FEastern men in approximately January to March 2000." (P)
reported that there was "another male individual who acted as a
translator on approximately four occasions for Almihdar and
Alhazmi. He was described as a light-complected Middle Eastern
male, approximately 5'6", 160 pounds, 27-28 years of age, wore
glasses and a jewish yamaka (sic)."

On February 4, 2000, Bayoumi obtained a

cashier's check payable to the Parkwood Apartments for $1,558
and deposited the same amount in cash to his Bank of America

account

reportedly was in the bank with Khalid and

Nawaf around 1:30-1:40pm ( (F) ) .

Reviewing phone activity around the time that

the hijackers obtained their apartment is instructive. On

February 4, 2000,

called (P)

at 2:30, Anwar Aulagi (Ribat, 619-589-6200)
(P) , call duration 2 minutes.

Aulagi's next call from 619-589-6200, at 2:33, was to Bank of
America, Villa La Jolla Drive (858—452;8400), duration 1 minute.
P

At 4:40 p.m., Albayoumi's cell

home number

Albayoumi's cell
Ar-Ribat Mosque,
Albayoumi's cell

called Aulagi's

P) duration 1 minute; at 4:42 p.m.,
P) called the payphone at the
619-464-9428, duration 1 minute; at 4:43 p.m.,
(P) called Ar-Ribat Mosque (fax) 619-

589-1008, duration 1 minute. At 4:52 p.m., Almuhanna's phone
(P) -3362 called Albayoumi's cell (P) , 1 minute
duration; at 4:55, Albayoumi's cell (P) called

Almuhanna's phone

(P) , duration 2 minutes. At 5:03
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p.m., Albayoumi's cell pummm@Emmmm called mmmmmEN, HE)N
[, duration 1 minute.

[ On February 7, 2000, 8585719563 (Alta-Dena Drive-In
Dairy on Mt. Ada Road) called at 05:17:23 GMT (which was
February 6 at 21:17 PST) and 8585719885 (also believed to be the
Alta-Dena) called the same P number at 05:44:17 GMT (February
6 at 21:44 PST). There was no duration shown for either call.
Also on February 6, ey called
(15 minutes duration, time needs to be verified)
which is the number for pP) brother-in-law

Los Angeles (note: this is the

apartment that puP)mwindicated he used to host dinner for the
two hijackers and MOHDAR ABDULLAH, as well as @y in
June 2000, and is the apartment where the investigators believe
the hijackers stayed while in Los Angeles).

On March 4, 2000, activity began (per TA) for

ALHAZMI's telephone | (P) " On March 11, 2000, this number
called ﬂ twice (at 18:45 and 18:47 PST), subscribed
to by LAFI H. ALHARBI. ALHARBI was a Lieutenant in the Saudi
Arabian Navy at the time, and was in San Diego attending

training [ M ORI S

On March 19, 2000, (P (ALHAZMI)
called _(unidentified Saudi number) for 9 minutes at
16:46 PST. The next day, March 20, 2000, (P (ALHAZMI)
called (Ahmad Muhammad Al-Hada, ALMIHDHAR's father-
in-law and an identified AQ operations number) for 16 minutes at
10:13 PST. OMAR ALBAYOUMI's phone also had interesting activity
on this day.
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To: Counterterrorism: Attn:

[ ) _
- From: New York
Re: RGN 01/15/2010

LEAD (s) :
Set Lead 1: (Action)

COUNTERTERRORISM

i Is respectfully requested that _

disseminate this document to @ANENED) .

L R 4
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To: Counterterrorism: Attn: G)
Re: (F) , 02/18/2010

obtaining drivers licenses and living quarters, spiritual guidance,
and locating flight schools.

Logical investigation conducted through Operation
Encore, Fahad Al-Thumairy, Omar Ahmed Al-Bayoumi, and separately
Musaed Al-Jarrah, it has been uncovered that Musaed Al Jarrah may
have played a leadership role in the overall coordination of logistics
support for 9/11 hijackers Nawaf Al Hazmi and Khalid Al-Mihdhar.
This was possible through Al-Jarrah®s position as Head of Islamic
Affairs at the Saudi Arabian Embassy in Washington D.C. Al-Jarrah
oversaw the handling of the hijackers through his subordinates Fahad
Al-Thumairy and Omar Ahmed Al-Bayoumi and by personal contact with
the hijackers on numerous occasions.

Timeline:

On or about April 3, 1999, NAWAF ALHAZMI was i1ssued
a B-2 visa 1n Jeddah, Saudi Arabia. His intended address was Sheraton,
LA, CA (194 Form Record #19449747518).

On or about May 6, 1999, KHALID ALMIHDHAR was issued
Saudi passport #B721156, and on or about April 7, 1999, was issued
a B-1/B-2 visa (F note: wouldn®t the
passport need to be 1ssued betore the visa? - this info should be
confirmed).

On November 26, 1999, (P) (subscriber FAISAL
ALMUHANNA) 23:53:25 GMT (15:53:25 PST) and 23:49:37 GMT (15:49:37
PST) received calls from (P) which according to TA as of

03/01/2006 was subscribed to by Wells Fargo Bank, 5522 Balboa Ave,
San Diego.

MUSAED A. AL-JARRAH was allegedly an accountant
at the Saudir Arabian Embassy in Washington, D.C. since 1991. However,
(©-1) he was actual ly the head of the Islamic
Affairs Section. He coordinated the activity of Saudi Salafi imams
in the U.S., including FAHAD ALTHUMAIRY. AL-JARRAH left the U.S.
in 2006.

On December 5, 1999, (P) ( P) ) called

P (ALTHUMAIRY) for 3 minutes, the listed time in TA was 00:19:21
PST (verify).

On December 5, 1999, P ALTHUMAIRY) called

(A (6). (-1)511899 (Unidentified) four times between 13:29:00 PST and

14:26:00 PST. This ALTHUMAIRY number is the only one in TA in contact

with the UK| (P1) " number, the contact dates in TA are from 10/08/1999-
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To: Counterterrorism: Attn: G)
Re: (F) , 02/18/2010

called (P) (unknown subscriber) 6 times and FAISAL ALMUHANNA
(P) called 1t once. (NOTE: WHOSE NUMBER 1S THI1S???7?? THUMAIRY
called i1t 13x beginning on 1/30/00 through 2/3/00 - that"s i1t)

According to an interview of (P) (FD-302
dated 8/16/72002): "Initially, Nawaf Al-Hazmi and Khalrd AI-Mihdhar
came into the rental office of the Parkwood Apartment Complex with
an unknown middle eastern male, looking for a two-bedroom apartment
sometime during the end of January 2000 or beginning of February
2000. Because Al-Hazmi and Al-Mihdhar did not speak English well
they needed someone to interpret for them. (P) believed that
this unknown male was employed by Alliant University in San Diego,
California, as an aide or counselor in the International Studies
Department. This unknown male was described as being approximately
in his 30"s or 40"s, 579"-5"11", skull cap." Additionally, "Al-Hazmi
and Al-Mihdhar wanted to move iInto an apartment the same day that
they walked into the rental office, however (P) advised them
that they needed a co-signer/guarantor and a bank statement showing
that they had enough assets to pay for the rent."™ Since "Al-Hazmi
and Al-Mihdhar did not have a credit history, and according to
Al-Bayoumi they were staying with him because they just came into
the country, he would be the co-signer and act as the guarantor.
Al-Bayoumi emphasized that they needed to get an apartment right
away. Al-Hazmi and Al-Mihdhar came into the rental office on three
different days prior to actually moving into the apartment on February
5, 2000." "On the second occasion when Al-Hazmi and Al-Mihdhar came
into the rental office they had a "wad of cash® to pay for the first
month"s rent, deposit and insurance. (P) re-advised them that
they had to have a bank account statement to show that they can pay
for the rent since they did not have any employment or credit history.

Additionally, they were told that (P) could not accept cash
on the first payment and would need a certified check, cashier”s
check or money order."™ "1t was on February 4, 2000, that Al-Hazmi

and Al-Mihdhar came into the office with a bank statement and cash."
"On February 5, 2002 [sic], Al-Hazmi and Al-Mihdhar came into the
Parkwood office however, they did not have enough cash with them
to pay for the apartment. Al-Hazmi and Al-Mihdhar left and returned
with Al-Bayoumi, who filled out the section on the rental agreement
as the co-signer and guarantor. Since Al-Hazmi and Al-Mihdhar did
not have enough cash nor did they have a cashier®"s check, money order
or certified check, Al-Bayoumi left and returned with a cashier"s
check, i1n his name, made payable to the Parkwood Apartments in the
amount of $1,558.00."

According to an interview of (P) (FD-302 dated 9/18/2001),
(P) "remembers renting an apartment to two Middle Eastern men
1n approximately January to March 2000." [ (P) reported that there
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]
To: Counterterrorism: Attn: W
DO Re: [ IM®mmI. 02

LEAD(s):
Set Lead 1: (Action)
ALL RECEIVING OFFICES

ALL RECEIVING OFFICES
. Read and Clear.

*e
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©)

FM FBI WASHINGTON DC
TO RUEAIIA/CIA WASHINGTON DC
BT

CITE: (G)
PASS:

SUBJECT: INEXORABLE/POSTDILUVIAN - TO REPORT INFORMATION
ON OPERATION ENCORE.

DEATILS: ON 24 FEBRUARY 2010, THE FBI BRIEFED
REPRESENTATIVES FROM CTC/GJ AT(IE%\)NGLEY REGARDING OPERATION ENCORE

(J-3) THE BELOW INFORMATION
SERVES TO SUMMARIZE THIS BRIEFING.

ON 28 JUNE 2007, A SUBFILE UNDER THE PENTTBOM
INVESTIGATION WAS OPENED BY FBI NEW YORK TO CONTAIN INFORMATION
GARNERED FROM THE PLANNED EXPLOITATION OF INTELLIGENCE TARGETS
PREVIOUSLY IDENTIFIED DURING THE PENTTBOM INVESTIGATION.
THE PENTTBOM INVESTIGATION FUNCTIONED AS BOTH A CRIMINAL
INVESTIGATION AND AN INTELLIGENCE GATHERING OPERATION INTO THE
9/11 TERRORIST ATTACKS. HOWEVER, THERE REMAINED INDIVIDUALS WITH
VARIOUS LEVELS OF CONNECTIVITY TO THE 9/11 HUACKERS WHOM COULD
BE FURTHER EXPLOITED FOR ADDITIONAL INTELLIGENCE VALUE. BY
REVISITING SOME ASPECTS OF THE PENTTBOM INVESTIGATION, THE FBI
BELIEVED THAT CERTAIN AL-QAEDA TACTICS AND TRADECRAFT COULD BE
REVEALED.

SPECIFICALLY, THE FBI WAS INTERESTED IN GAINING A GREATER
UNDERSTANDING OF 9/11 HJACKERS KHALID AL-MIHDHAR AND NAWAF
AL-HAZMI'S PAST INTERACTION WITH AND CONNECTIVITY TO THE LOCAL
(SOUTHERN CALIFORNIAN) MUSLIM COMMUNITY. SUCH AN UNDERSTANDING
WOULD ASSIST IN EXPLAINING THE APPARENT EASE WITH WHICH
AL-MIHDHAR AND AL-HAZMI EXPLOITED THAT COMMUNITY TO GAIN
ASSISTANCE AND SAFE HARBOR.

OPERATION ENCORE WAS EVENTUALLY OPENED BY FBI NEW YORK TO
FULLY INVESTIGATE THE NETWORK UNCOVERED DURING THE INITIAL
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(320) AND, ACCORDING TO (A).(G).3-1) PROVIDED A PLACE

TO LIVE AND LOOKED AFTER THEM. FBI INVESTIGATION INDICATES
AL-BAYOUMI MAY HAVE PROVIDED THEM WITH A CELL PHONE. [(A).(6),(3-1)

(A)(G).3-1) ~ ALSO INDICATES THAT FOR A PERIOD OF TIME AL SADHAN AND
AL SUDAIRY LIVED AT THE SAME ADDRESS IN SAN DIEGO WHERE AL-HAZMI
AND AL-MIHDHAR WOULD LATER STAY.

THE COMMUNICATIONS AND ACTIVITIES OF AL-THUMAIRY,
AL-JARRAH, AND AL-BAYOUMI IN THE WEEKS PRECEDING THE HIJACKERS'
ARRIVAL IN LOS ANGELES ON 15 JANUARY 2000 IS TELLING.

SPECIFICALLY, IN DECEMBER 1999 THERE WAS A UNIQUE PATTERN OF
TELEPHONIC CONTACT THAT OPERATION ENCORE INVESTIGATORS REFER TO
AS "THE SET-UP CALLS" CALLS THAT OCCURRED BETWEEN A NUMBER OF
INDIVIDUALS WHO WOULD LATER PLAY AN IMPORTANT ROLE IN ASSISTING
THE HIJACKERS. DURING A THREE-DAY PERIOD AT THE END OF DECEMBER
1999, AL-THUMAIRY MADE VARIOUS PHONE CALLS THAT DO NOT APPEAR TO
HAVE BEEN DUPLICATED PRIOR TO NOR AFTER THIS DATE. DURING THIS
TIME FRAME, AL-THUMAIRY ONLY PLACED CALLS TO THE SAUDI ARABIAN
EMBASSY IN WASHINGTON, DC (WHERE AL-JARRAH WAS EMPLOYED), OMAR
AL-BAYOUMI, ANWAR AULAQI AND THE AL-RIBAT MOSQUE IN SAN DIEGO
WHERE AULAQI WAS THE IMAM.

ON 12 DECEMBER 1999 ABDULLAH AL-JRAITHEN, A SAUDI
RELIGIOUS SCHOLAR, ENTERED THE US IN NEW YORK AND CONTINUED TO
LOS ANGELES, LISTING "HOLIDAY INN, LOS ANGELES" AS HIS INTENDED
DESTINATION. AL-JRAITHEN AND AL-BAYOUMI CHECKED INTO A
TRAVELODGE HOTEL TOGETHER IN CULVER CITY, CA ON 20 DECEMBER 1999
AND CHECKED OUT THE NEXT DAY. THIS TRAVELODGE HOTEL WAS
REPORTEDLY OFTEN USED BY THE KING FAHAD MOSQUE TO HOUSE VISITORS.
(NOTE: AN ADDITIONAL HOTEL REGISTRATION WAS FOUND AT THIS SAME
TRAVELODGE FOR ABDULLAH ALGHAMDI WHO STAYED AT THE HOTEL FROM 8
MAY 2001 TO 15 MAY 2001. AHMED ALGHAMDI AND HAZMA ALGHAMDI WERE
TWO OF THE HIJACKERS ON UNITED AIRLINES FLIGHT 175 AND SAEED
ALGHAMDI WAS ONE OF THE HIJACKERS ON UNITED AIRLINES FLIGHT 93.)
AL-BAYOUMI CHECKED INTO THIS SAME TRAVELODGE HOTEL AGAIN ON 9
JANUARY 2000, THE NEXT MONTH, ABOUT A WEEK PRIOR TO THE
HIJACKERS' ARRIVAL. AL-BAYOUMI CHECKED IN AND THEN CHECKED OUT
AFTER APPROXIMATELY TWENTY MINUTES. HE THEN CHECKED INTO THE
HALF-MOON HOTEL FOR ONE NIGHT. THIS SEQUENCE OF EVENTS SEEMS TO
IMPLY HE CONFUSED THE HOTELS. WHILE AT THE HALF-MOON HOTEL,
AL-BAYOUMI MADE A SERIES OF CALLING CARD CALLS UNTIL ABOUT
3:00AM. TELEPHONE RECORDS REVEALED NO DURATION ON THE CALLS,
WHICH INVESTIGATORS BELIEVE INDICATES AL-BAYOUMI WAS EITHER
CHECKING THE MINUTES THAT WERE UNUSED ON THE CARDS OR LEARNING
HOW TO USE THEM BY LISTENING TO THE AUTOMATED PROMPTS.
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AL-BAYOUMI ALSO MADE A SERIES OF CALLS TO AL-THUMAIRY AND AULAQI
THE SAME INDIVIDUALS CALLED BY AL-THUMAIRY IN LATE-DECEMBER 1999.

HIJACKERS AL-HAZMI AND AL-MIHDHAR LANDED IN LOS
ANGELES ON 15 JANUARY 2000. THE FIRST PLACE THEY VISITED WAS THE
KING FAHAD MOSQUE IN CULVER CITY, CA WHERE AL-THUMAIRY WAS THE
IMAM. IN LATE JANUARY 2000, THEY MET OMAR AL-BAYOUMI IN LOS
ANGELES AND SHORTLY THEREAFTER MOVED TO SAN DIEGO, WHERE
AL-BAYOUMI RESIDED. AL-BAYOUMI CO-SIGNED A RENTAL LEASE
AGREEMENT FOR THE HIJACKERS IN SAN DIEGO AND ASSISTED THEM IN
SETTING UP BANK ACCOUNTS. AGAIN, PATTERNS OF PHONE CALLS AROUND
THIS TIME ARE INSTRUCTIVE. CALL RECORDS INDICATE THAT ABOUT THE
TIME THE HIJACKERS LEFT LOS ANGELES AND ARRIVED IN SAN DIEGO,
AL-BAYOUMI'S PHONE ACTIVITY WITH MUSAED AL-JARRAH INCREASED WHILE
THE PHONE CONTACT BETWEEN AL-THUMAIRY AND AL- JARRAH DIMINISHED.

TELEPHONE RECORDS SHOW THAT AL-BAYOUMI CALLED MUTAIB
AL SUDAIRY FIVE TIMES SUBSEQUENT TO MEETING THE HIJACKERS IN LOS
ANGELES. THE DATES OF THE CALLS ARE SIGNIFICANT. THE FIRST SET
OF CALLS OCCURRED ON 24 JANUARY, 26 JANUARY, AND 30 JANUARY 2000
ON THESE PARTICULAR DAYS AL-BAYOUMI MET THE HIJACKERS IN CULVER
CITY, CA AND TALKED TO THEM ABOUT COMING TO SAN DIEGO. THE NEXT
CALL OCCURRED ON 2 FEBRUARY 2000. ON 4 FEBRUARY 2000 AL-BAYOUMI
CO-SIGNED THE LEASE AGREEMENT FOR THE HIJACKERS' APARTMENT AND
BROUGHT THEM TO A BANK OF AMERICA TO ASSIST IN OPENING A BANK
ACCOUNT. THE LAST CALL OCCURRED ON 7 FEBRUARY 2000. BY THIS
DATE, ALL OF AL-HAZMI AND AL-MIHDHAR'S AFFAIRS WERE IN ORDER.

SOMETIME IN 2000, AL SADHAN MOVED TO LAWRENCE, KANSAS
AND AL SUDAIRY MOVED TO COLUMBUS, MISSOURI. WHILE IN MISSOURI,
AL SUDAIRY LIVED WITH ZIYAD KHALEEL FOR ABOUT FOUR MONTHS IN
2000. KHALEEL WAS A KNOWN KEY COMMUNICATIONS EQUIPMENT
PROCUREMENT OFFICER FOR UBL AND PROVIDED SATELLITE PHONES USED IN
THE 1998 US EMBASSY BOMBINGS IN AFRICA. DURING HIS TIME IN
MISSOURI, AL SUDAIRY ATTENDED THE UNIVERSITY OF MISSOURI -
COLUMBIA'S INTENSIVE ENGLISH PROGRAM. ACCORDING TO ®: (©): D)

A (©). D EACULTY MEMBERS WERE SUSPICIOUS OF HIM SINCE HE DIDN'T

APPEAR INTERESTED IN LEARNING ENGLISH AND HIS PEERS BELIEVED HE
WAS A SAUDI ARABIAN INTELLIGENCE AGENCY OFFICER.

ON 12/8/2000, A THIRD HIJACKER, HANI HANJOUR, ARRIVED
IN SAN DIEGO AND LEFT WITH AL-HAZMI FOR PHOENIX, ARIZONA.

IN EARLY APRIL OF 2001, AL-HAZMI AND HANJOUR ARRIVED
IN FALLS CHURCH, VA. THEY ATTENDED THE DAR AL HIJRA MOSQUE, WHERE
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To: Counterterrorism From: Los Angeles

Re: ) 05/02/2007
Details: In 2004, FBI Los Angeles began reviewing PENTTBOM
leads and related investigations. The purpose of the

investigation was to identify 9/11 hijacker's Khaled Al-Mihdar
(AL-MIHDHAR) and Nawaf Al-Hazmi's (AL-HAZMI) (American Airlines
#77 that crashed into the Pentagon) whereabouts in Los Angeles
for a two week period between 01/15/2000 and 02/04/2000, and to
identify individuals in Los Angeles who assisted them.

During the investigation, FBI-LA identified video
surveillance footage from Los Angeles International Airport (LAX)
security cameras for 06/10/2000. The video surveillance footage
shows San Diego Subject MOHDAR ABDULLAH F) and
AL-HAZMI walking with AL-MIHDHAR at LAX before AL-MIHDHAR's return
trip to Yemen to visit his family. More importantly, this footage
also shows one additional unknown male subject (UNSUB) who appears
to be accompanying ABDULLAH, AL-HAZMI and AL-MIHDHAR through LAX
security. The UNSUB appears to be holding a camera and may have
been conducting reconnaissance of LAX.

Per (7) on approximately
9/29/06, San Diego AUSA (S) advised that he had
received an unsolicited telephone call from () a
reporter for the San Diego Union Tribune. During their telephone
conversation, which centered on the upcoming sentencing of an
individual convicted of a terrorism hoax, (P) advised that
she had recently been in e-mail contact with ABDULLAH (currently
believed to be in Yemen.) (P) advised that she had asked
ABDULLAH about the recent NBC news article published on 09/11/06
regarding ABDULLAH's role in helping 9/11 hijackers Nawaf AL-HAZMI
and Khalid AL-MIHDHAR. (Note - (P)

P) )

(P) advised that ABDULLAH did not answer any
of her specific questions but related the following points:

- the video corroborates what he has told the FBI from
the beginning.

- () should contact attorney () if she
wants to interview him (ABDULLAH.)

On 10/03/06, AUSA ®) was again contacted by
(P) (P) advised that she had received a second e-mail
from ABDULLAH. (P) advised that ABUDALLAH related the
following points:
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To: Counterterrorism From: Los Angeles
Re: ) 05/02/2007

address. In the records at the apartment complex, Los Angeles notes that
a t%%?phone number that was found in the records folder for Nawaf was

Investigation determined that Prince Nawaf Al-Saud was
possibly attending Santa Monica College and UCLA extension while he was
living in Los Angeles. Prince Nawaf Al-Saud that he may have had a small
staff of people working for him as well. Otherwise, he did not have many
"outside" friends and kept close to family members and other cousins.

It is believed that Prince Nawaf Al Saud is currently
in Jeddah, Saudi Arabia and has a home telephone number of
(P-1) and a mobile number of (P-1) It is
believed that Prince Nawaf Al Saud is engaged and lives in Jeddah. Los
Angeles believes that Prince Nawaf Al Saud is considered a "poor prince"
and is number 56 in line to the throne.

Los Angeles believes that Prince Nawaf Al Saud and
his brother Meteb are not the individuals in the 06/10/2000 LAX
video with 9/11 hijackers AL-MIHDHAR and AL-HAZMI. However, based
on the telephone calls made between 06/04/2000-06/12/2000 from the user
of one of Prince Nawaf Al Saud's telephones to where AL-HAZMI and AL-MIHDHAR
were residing; and the three calls initiated on 06/05/2000 from where
the AL-HAZMT and AL-MIHDHAR were residing to one of Prince Nawaf Al Saud's
telephone; and the UNSUB seen in the 06/10/2000 LAX Video with the
hijackers, Los Angeles' believes the following scenarios are
possible:

1. An individual that was around, associated or worked for Prince Nawaf
Al Saud is the UNSUB in the June, 2000 LAX video. This individual may
have been the user of Prince Nawaf Al Saud's other telephone. Los Angeles
believes that this is the most likely scenario.

2. An individual that was around, associated or worked for Prince Nawaf
Al Saud brother Meteb Al Saud is the UNSUB in June, 2000 LAX Video. This
individual may have used Prince Nawaf Al Saud's brother's Meteb's
telephone.

3. Prince Nawaf Al Saud was the individual who was calling the hijackers
at that time, but his association with them was not related to the LAX
Video.

4. There is another possible explanation not determined as yet.

The objective of any interview with Prince Nawaf Al Saud or his
brother Meteb is to:
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To: Counterterrorism From: Los Angeles
Re: ® 05/02/2007

FBI believes that Prince
Nawaf Al Saud and his brother Meteb (who was possibly residing
in Los Angeles at the time) are not the individuals in the 06/10/2000
LAX video with 9/11 hijackers AL-MIHDHAR and AL-HAZMI. However,
based on the telephone calls made between 06/04/2000-06/12/2000 from
the user of one of Prince Nawaf Al Saud's telephones to where AL-HAZMI
and AL-MIHDHAR were residing; and the three calls initiated on 06/05/2000
from where the AL-HAZMI and AL-MIHDHAR were residing to one of Prince
Nawaf Al Saud's telephones; and the UNSUB seen in the 06/10/2000 LAX
Video with the hijackers, FBI believes the following scenarios are
possible:

1. An individual that was around, associated or worked for Prince Nawaf
Al Saud is the UNSUB in the June, 2000 LAX video. This individual may
have borrowed Prince Nawaf Al Saud's other telephone. FBI believes that
this is the most likely scenario.

2. An individual that was around, associated or worked for Prince Nawaf
Al Saud's brother Meteb Al Saud is the UNSUB in June, 2000 LAX Video.
This individual may have borrowed Prince Nawaf Al Saud's brother's Meteb's
telephone.

FBI respectfully request to
interview Prince Nawaf Al Saud and his brother Meteb Al Saud to:

1. Determine who may have used one their telephones numbers while they
were living in Los Angeles, number P) , in June 2000

2. Determine if Prince Nawaf Al Saud or Meteb Al Saud can identify the
UNSUB in the LAX Video.

Prince Nawaf Al Saud is fully
identified as follows:

Full Name: Nawaf Bin Saud bin Mohammed bin Al Saud
Date of Birth: (P-1)

Prior Saudi Passport Number: (P-1)

Current Home Telephone Number: (P-1)

Current Cellular Telephone Number: (P-1)
Possible Residence: | (G)

Prince Meteb Al Saud is fully
identified as follows:

Full Name: Meteb Bin Saud bin Mohammed bin Al Saud
Date of Birth: (P-1)
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To: Counterterrorism From: Newark
Re: [T, 08/05/2002

Investigation of telephone numbers utilized by ABU-TALEB has
revealed that ABU-TALER has common associations with RAMZI BINALSHIBH
and the known hijackers. ABU-TALEB has been interviewed on his knowledge
of the individuals that he has been associated with and their involvement
in terrorist activity. Through this interview it was determined that
three associates of ABU-TALEB, who reside in Virginia, need to be
interviewed. A 1 et to have (phonetic),

SR and interviewed.

FBI Newark continues to have investigative interest in FAYEZ
I.A. ABU-TALEB until all investigative leads have been covered.

INS detainees
and have been addressed in

separate Electronic Communications.
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To: Counterterrorism From: Newark
Re: (F) 08/05/2002

LEAD (s) :
Set Lead 1: (Adm)

COUNTERTERRORTSM

AT WASHTINGTON, DC

Provide relevant information to
Set Lead 2:

NATTONAL SECURITY

AT WASHINGTON, DC

(©)

Issue FBI "interest" letter to INS.

Set Lead 3: (Adm)
NEW YORK

AT NEW YORK, NY

Read and clear.

L X
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(Rev. 01-31-2003)

I
FEDERAL BUREAU OF INVESTIGATION

SA

Los Angeles Attn: SSA
SA e

Washington Field Attn r

New York Attn: (@

From: New York

©
R C S

Approved By:

Drafted By:

Title: PENTTBOM
A), (G), 3-1)

Synopsis: [0 Request opening of subfile _

IIIIIIIIIIIIIIIIIIIIIIIIIIIII
Details: | Executive Summary: New York is requesting the opening
of a subfile to contain information garnered from the exploitation of
intelligence targets identified during the PENTTBOM investigation. Such

information could assist not only New York but potentially all field
offices in identifying, targeting and disrupting terrorist operations.

I Background: The attacks of 9/11, by any measure, were
the largest terrorist attacks every perpetrated against the United States.
In the FBI's endeavor to detect, deter and disrupt international acts
of terror, a more complete understanding of past terrorist attacks,
especially one as large and destructive as 9/11, is essential.
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To: (G) From: New York
Re: (F) , 06/28/2007

Finally, such review interviews will give writers an
opportunity to open a dialogue with each individual; a dialogue that
could be utilized in the future to (A). (G), (3-1) the
above-listed individuals. While the current assessment of the
above-listed group is that they each unwittingly assisted AL-MIHDHAR
and AL-HAZMI, their close interaction with the hijackers has established
their bona fides as potential terrorist facilitators. Such bona fides

could make them ), (G), (-1)
(A), (G), I-1)
. . (P-1)

OMAR AL-BAYOUMI: POB: Saudi Arabia; DOB: ;
Currently residing in Saudi Arabia; Background: First had contact with
AL-MIHDHAR and AL-HAZMI on or about 02/01/2000 in Los Angeles, CA.
Invited AL-MIHDHAR and AL-HAZMI to San Diego, and upon their arrival
assisted them in locating and renting an apartment. Had continuous
contact with AL-MIHDHAR and AL-HAZMI during most of the time they were
residing in San Diego (February through June 2000) and possibly introduced
them to the Muslim community at large.

FAHAD AL-THUMARY: POB: Saudi Arabia; DOB:

F1) Currently residing in Saudi Arabia; Background: Worked in
the Consulate of the Kingdom of Saudi Arabia in Los Angeles from
approximately 1996 until 2003. Was an Imam at the King Fahd Mosque in
Culver City, CA. Had significant telephonic contact with AL-BAYOUMI
immediately prior to and during the time AL-MIHDHAR and AL-HAZMI were
in San Diego. Additionally, had telephonic contact with (P)

May have been introduced to AL-MIHDHAR and AL-HAZMI by P)
(P)
(P-1)
MOHDAR ABDULLAH: POB: Italy; DOB: ;
Currently residing in Yemen; Background: Was likely introduced to
AL-MIHDHAR and AL-HAZMI by AL-BAYOUMI. Had close and continuous contact
with AL-MIHDHAR and AL-HAZMI during the time they resided in San Diego
(February through June 2000). Drove AL-MIHDHAR and AL-HAZMI to LAX on
or about June 10, 2000. Was filmed with AL-MIHDHAR and AL-HAZMI on an
LAX security camera at a security checkpoint.

AHMED MUSTAFA: POB: Saudi Arabia (Syrian passport
holder); DOB: (P-1) :  Currently residing in Saudi Arabia;
Background: Introduced to AL-MIHDHAR and AL-HAZMI by AL-BAYOUMI at the
Abu Bakr Mosque in San Diego, CA. Resided with AL-MIHDHAR and AL-HAZMI
for approximately two to four weeks during February and March 2000.
During such time set telephone service and internet service for AL-MIHDHAR
and AL-HAZMI.

CAYSAN BIN DON (aka ISAMU DYSON) : POB: United
States; DOB: (P-1); Currently in Riverside County, CA;
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To: (G) From: New York
Re: (F) , 06/28/2007

Background: American ®) Present with AL-BAYOUMI during first
encounter with AL-MIHDHAR and AL-HAZMI. Continued to have contact with
AL-MIHDHAR and AL-HAZMI after their move to San Diego by visiting their
apartment (including one videotaped visit, called a "welcoming party"
or an "awards ceremony" at which AL-MIHDHAR and AL-HAZMI were present
but interacted little).
ANWAR AULAQI: POB: United States; DOB: (P-1)

Currently imprisoned in Yemen; Background: Brother of childhood
friend of MOHDAR ABDULLAH. Imam at Ar-Ribat Mosque in San Diego, CA,
which was one of the mosques attended by AL-MIHDHAR, AL-HAZMI and
AL-BAYOUMI. Had telephonic contact with AL-BAYOUMI during February 2000.
May have had contact at the Dar Al-Hijrah Mosque with AL-HAZMI and HANI
HANJOUR after his move to Fall Church, VA in 01/2001.

) . poB: | ® | pom: [ BB
Currently residing in P) (although believed to now be seeking
residence in New York State due to employment in Niagara Falls, NY);
Background: Arrived in San Diego in 1999. Attended (P) Mosque

during the first half of 2000 where he met AL-MIHDHAR and AL-HAZMI.
AL-BAYOUMI also performed administrative duties for the same mosque.
Had telephonic contact with AL-BAYOUMI from January through March 2000
and then again in June 2000 and with AL-THUMARY during December 1999.
A telephone subscribed to him ad telephonic contact with AL-MIHDHAR's
father-in-law's telephone number in Yemen, which has been previously
identified as an AQ operational telephone number.

) POB: ® " pos:
; Currently residing in P) , OH; Background: Met
AL-MIHDHAR and AL-HAZMI at the King Fahd Mosque in Los Angeles, CA.
May have introduced them to AL-THUMARY. Assisted AL-MIHDHAR and AL-HAZMI
in locating a hotel in Los Angeles. Drove AL-MIHDHAR and AL-HAZMI to
the bus station for their move to San Diego. Met AL-MIHDHAR and AL-HAZMI
again in Los Angeles and invited them to dinner. AL-HAZMI also visited
and stayed with (P} on a separate occasion.

(P-D)

) : poB: . ® % DpoB:
; Currently residing in San Diego, CA; Background: Described
himself as close associate of AL-THUMARY. Met AL-MIHDHAR and AL-HAZMI
when they traveled back to Los Angeles with MOHDAR ABDULLAH. Discussed
how best to integrate into U.S. society with MOHDAR ABDULLAH. Escorted
AL-HAZMI to a University in Santa Monica. Believed that AL-THUMARY showed
unusual interest in AL-HAZMI.

(P-1)

Single Team Approach: Due to enormity of the background
information on the 9/11 terrorist attacks, a solid understanding of the
historical events is difficult to obtain. However, such an understanding
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To: P E) I From:  New York
Re: W ER,  06/28/2007

is essential to properly conduct a review interview and_
In addition, due

to the nature of this project, intelligence gathering not criminal
investigation, the personal rapport of the interviewers will be even
more critical. collecting information from
these individuals will be a building process that necessitates
participation of the same individuals. Therefore, the traditionally
method of setting leads to be covered by a variety of individuals in
various locations is unlikely to be as successful as employing the same
individuals for all interviews. Being that New York is currently assigned
the PENTTBOM the responsibility and the opportunity falls to New York.
Nevertheless, New York has and will continue to coordinate efforts with
the relevant field offices and their respective agents to achieve the
above-described goals.
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To: P E) I From:  New York

Re: W ER,  06/28/2007

LEAD (s) :
Set Lead 1: (Info)
ALL RECEIVING OFFICES

(S) Read and clear.
LX)
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(Rev. 08-28-2000)

FEDERAL BUREAU OF INVESTIGATION

Precedence: PRIORITY Date: 10/30/2001
To: Counterterrorism Attn: -

New York

Newark

From: Newark

Contact: [ (S)
Approved By: _
prafted By: [
case o #: [T

Title: PENTTBOMB
MAJOR CASE 182

Synopsis: To set lead.

Details:

Method of Contact: IN PERSON

Source: _

Affiliation: U.S. Marshal's Service
Phone number: —;

Information received date and time: 10/26/2001

Event narrative:

Investigation has identified telephones calling the
(G paterson, New Jersey residence of .

EO14040-000809-UPDATED



To: Counterterrorism From: Newark
Re: (F) 10/30/2001

LEAD (s) :
Set Lead 1:

COUNTERTERRORTSM

AT WASHTINGTON, D.C.

Read and clear.

Set Lead 2:
NEW YORK

AT NEW YORK, NY

Read and clear.

Set Lead 3:
NEWARK

AT NEWARK, NJ

Prepare and serve a Grand Jury Subpoena to obtain the following
information from VOICESTREAM WIRELESS, 360 Newark-Pompton Turnpike,
Wayne, New Jersey 07470:

Please provide subscriber, credit and Fraudbuster version of
call detail records for mobile # P for the period from 09/01/01
to the present.

L K 4
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To: York From: New York
Re: , 12/14/2001

EO14040-000828-UPDATED






agency;

FD-302 (Rev. 10-6-95)

-1-
FEDERAL BUREAU OF INVESTIGATION

Date of transcription
Investigation on at

File # Date dictated
by
This document contains neither recommendations nor conclusions of the FBI. It iSthe property of the FBI and is loaned to your

it and its contents are not to be distributed outside your agency.

10/12/2001

On October 12, 2001
IS met with
City Parkwav W Tenth Floor, Orange, California. Pursuant to Grand Jury
Subpoena, provided IRS the results of three inquiries
submitted by the United States District Court District of New Jersey on
October 9, 2001,based on information on the following individuals:

Date of Birth:

Intelligence Research Specialist (IRS)
at Experian, 505

Date of Birth:

pate of Birth: [CHN

10/12/2001 Orange, CA

I I 10/12/2001
IRS (S

EO14040-000830-UPDATED






LEAD (s) :SetLead 1l: NEWARK AT NEWARK, NJ Lead Control

Number : (F) Assigned To (S) on 10/09/2001 at 1:28
PM SUBPOENA ATT WIRELESS FOR A CALLS TO DESTINATION SEARVH OF
ALL ATT WIRELESS PHONES CALLING : (P)

(P) FROM THE PRESENT BACK (1) YEAR, IF NUMBERS ARE
IDENTIFIED PLEASE PROVIDE SUBSCRIBER INFORMATION. 4 4

EO14040-000838-UPDATED



(Rev. 08-28-2000)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 09/26/2002

To: Counterterrorism Attn: PENTTBOM INVEST. TEAM

-G
New York

From: Newark

Contact: [ )
Approved By: IS
Drafted By: [ @
case 1D #: @

Title: PENTTBOM
MAJOR CASE 182

Synopsis: Telephone numbers called by [ (B,

Reference: [ B

Details: For information, referenced serials set out the background
whereby [ (P) ", assisted the hijackers in locating an apartment
and transportation during their travels between Virginia, Connecticut
and Paterson, New Jersey.

The following telephone numbers were called in Saudi Arabia

by i (P | during that time period:

Date: Time: Number :
05/30/2001 1:22 pm Py Afif
05/18/2001 1:16 pm Py Afif
05/18/2001 5:26 pm

05/20/2001 1:37 pm

05/21/2001 4:16 pm

05/21/2001 5:30 pm

05/23/2001 1:04 pm

05/26/2001 4:52 pm

05/28/2001 2:25 pm

05/28/2001 3:29 pm

05/28/2001 4:27 pm

EO14040-000839-UPDATED



(Rev. 08-28-2000)

FEDERAL BUREAU OF INVESTIGATION

05/30/2001
05/30/2001
06/03/2001

05/23/2001

05/07/2001
05/08/2001
05/16/2001
05/18/2001
05/19/2001
05/24/2001

06/01/2001

05/18/2001
05/18/2001
05/20/2001
05/26/2001
06/06/2001
06/19/2001
06/23/2001

05/18/2001

05/30/2001

DS W

12:
12:
:10
11:
12:
12:

12:

OoHNDNDOER

1:13 pm

128
:52
:08

143

04
48

13
35
44

54

124
242
:57
:07
124
:15
:19

:09

rm
rm
rm

rm

pm
pm
am
am
pm
pm

pm

pm
pm
rm
rm
rm
rm
am

rm

(P-1)

(P-1)

(P-1)

(P-1)

(P-1)

(P-1)

Afif

Cellular

Cellular

Cellular

Cellular

Cellular

EO14040-000840-UPDATED



To: Counterterrorism From: Newark
Re: (F) . 09/26/2002

LEAD (s) :
Set Lead 1:

COUNTERTERRORTSM

AT WASHTINGTON, DC

Read and Clear.
Set Lead 2:
NEW_ YORK

AT NEW YORK

Read and clear.
Set Lead 3:

(©)

AT | (G)

Will obtain subscriber information for the telephone numbers

set out in above text.

L 4
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(Rev. 01-31-2003)

I
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 05/17/2005
To: Counterterrorism Attn: PENTTBOM TEAM
SA
San Diego SA

From: Los Anieles
Contact: sa [ @

Approved By: —

Drafted By:

B I_

Title: B PENTTBOM
P m©m PENTTBOM LEADS AND RELATED INVESTIGATION;

o weey
00: LOS ANGELES

pom MIHDAR MOHAMMED ALMIHDAR ZAID;
aka MOHDAR ABDULLAH;

Synopsis: [ To document the review of Lufthansa Flight 457
manifest for 06/10/2000.

Attachment: Attached for New York and San Diego is a copy of the
CDL photographs for the individuals identified. The original
photographs and related printouts will be maintained in the Los
Angeles file.

Details: | On06/10/2000 Khaled Al1-Midhar (Al-Midhar) departed
Los Angeles on Lufthansa flight 457 en route to Riyadh. The
PENTTBOM team provided Los Angeles with a copy of the manifest
for this flight in order to identify any individuals in Los Angeles
who may have traveled with Al-Midhar.

EO14040-000869-UPDATED



To: Counterterrorism From: Los Angeles

Re: (B, 05/17/2005

Los Angeles reviewed the flight manifest for

Lufthansa flight 457 and ran the Middle-Eastern sounding names
through California Department of Motor Vehicles (DMV) records
to identify any individuals who were on Al1-Midhar's Riyadh flight.

Twenty-three names of interest were identified. For seventeen
of the names, California DMV information was located. DMV
photographs of these individuals were obtained and the addresses
on record were run through ACS with negative results. The names
of the other six individuals were run through ACS with negative
results.

A review of the DMV photographs was made on
04/05/2005 by agents/task force members of the Los Angeles, San
Diego and New York (PENTTBOM team) offices who are working
captioned cases. The individuals identified on the same flight
as Al-Midhar did not appear to be any of the three unknown males
that passed through the LAX screening area on 06/10/2000 with
Mohdar Abdullah, Al-Midhar and Nawaf Al-Hazmi.

o The following individuals who held California
driver's licenses (CDL) were identified:

West Hills, CA 91307
Current subscriber to this address pmmn@En

DOB: n/a
SS#: eI

DOB: pmmPpm  (Lexis Nexis)
Pme (Accurint)
SS#: P
-y

2. e
DOB: (P

SS#: pEmPDI
CDL:

- (P
Current address: _

Santa Monica, CA 90402

EO14040-000870-UPDATED



To: Counterterrorism From: Los Angeles

Re: [N, 05/17/2005

Current utility subscriber for this address.

Prior address: e

Los Angeles, CA 90024

3. I
DOB: [P
SS#: EEREDI

CDL: [P
Prior Address: [ @

Sacramento, CA 958260

Current address: [ @)

Corona, CA 92879
Current utility subscriber to the Corona address:

DOB:
4. .

DOB: (P
SS#: EEEDI
CDL: [P

Current address:

San Diego, CA 92122
Current utility subscriber to this address.

Prior address:

DOB: [P
SS#: pmmPn
FL DL: [ (P

5. e —

San Diego, CA 92122

DOB: (R0
SS#: P
CDL: [
Address:

Lake Forest, CA 92630
Utility subscriber to this address:

Tel: pEmmE)m

EO14040-000871-UPDATED



Counterterrorism From: Los Angeles

ER . 05/17/2005

Address:
Anaheim, CA 92801

Current utility subscriber to this address.

Individual appears to be associated with numerous
00 ®F 0 in california and Nevada.

Arcadia, CA 91006
Current utility subscriber to this address.

Social Security number is associated with
Py, Arcadia, CA and .r

Glendale, CA.

DOB: [P
SS#: P

CDL:

R E iy | ST —

San Mateo, CA 94403

Address:

Lake Forest, CA 92630

Current utilitF subscriber to this address,

EO14040-000872-UPDATED



To: Counterterrorism From: Los Angeles

Re: @I 05/17/2005
e

10.

11.

12.

13.

DOB: [P
SS#: P

DOB: [P
SS#: P
IS

DOB: (P
SS#: EEEDI
CDL: [P

G
CDL: pu(P=mm

DOB:
Rddress: L

Los Angeles, CA 90025
Current utility subscriber

DOB: [P0
SS#: EHI
CDL:

Address:

Beverly Hills, CA 90210
Current utility subscriber to this address.

CDL:
Address:
Chatsworth, CA 91311

Current utility subscriber to this address -
P -

DOB: (P

SS#: P
CDL:

Current address:

Santa Monica, CA -
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To: Counterterrorism From: Los Angeles
Re: [@®TT, 05/17/2005

Current utility subscriber to this address.

Prior address:
Los Angeles, CA 90024

14.
DOB: (P
SS#: NP
CDL:
Rddresst L EE—
Garden Grove, CA 92843
SS# associated with _
15.
DOB: [(P=nm
SS#: (P
CDL:
Addrem
Pasadena, CA 91107
Current utility subscriber to this address.
SS# associated with i)
16.

Current address:

Sherman Oaks, CA 91403
Current utility subscriber at this address | (®

Prior address:
Encino, CA 91436

Social Security # associated with pmm@n

17. I (O N
DOB: pm(P=Dmms

SS#: pEPDI
CDL:

Address:
Rancho Palos Verdes, CA 90275
Current utility subscriber at this address.

CDL: (Pt
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To: Counterterrorism From: Los Angeles
Re: F , 05/17/2005

For your information.
Set Lead 2: (Info)

SAN DIEGO
AT SAN DIEGO, CA

For your information.

*e

EO14040-000876-UPDATED









To: Counterterrorism From: San Diego
Re: (F) , 07/28/2004

fact that the activities and whereabouts of ALHAZMI and ALMIHDHAR
from 01/15/00 to 02/04/00 are still in question and that this review
may result in additional leads to follow regarding this issue.

At this time, San Diego proposes to establish a
working group which would consist primarily of San Diego agents and
analysts but would also invite Los Angeles agents with
expert/historical knowledge regarding the activities of ALHAZMI and
ALMIHDHAR while in Los Angeles.

The principle focus of the working group would be
to identify previously unknown associates or contacts related to
ALHAZMI and ALMIHDHAR's stay in the Los Angeles and San Diego area
from January through December, 2000 and determine their threat to
national security or their asset potential.

It is anticipated that San Diego would conduct the
following:

- Review of toll records for Omar ALBAYOUMI, Mohdar
ABDULLAH, (P) , and other associates, w%&%oﬂ
subsequent submission of GJ subpoenas and/or |
unknown subscribers

- Telephone link analysis of San Diego PENTTBOM
subjects

- Review of e-mail/computer information from San
Diego PENTTBOM subjects

- Review of San Diego PENTTBOM subjects to identify
subjects to be re-interviewed or new subject/
witnesses to be interviewed.

for

San Diego's working group would consist of the
following individuals:

SSA (S)
SSA

SA (S)

SA

SA

SA

SA

IA

San Diego will ensure that positive coordination is
maintained with all above listed offices as any information,

EO14040-000900-UPDATED



To: Counterterrorism From: San Diego
Re: P , 07/28/2004

intelligence and leads are developed. San Diego welcomes comment
on the above working group proposal.

EO14040-000901-UPDATED



To: Counterterrorism From: San Diego
Re: P , 07/28/2004

LEAD (s) :
Set Lead 1: (Action)

COUNTERTERRORISM

AT WASHINGTON, DC

PENTTBOM Team is requested to provide approval and
coordination for the San Diego working group.

Set Lead 2: (Action)

COUNTERTERRORISM

AT WASHINGTON, DC

(G) is requested to provide approval, and
coordination for the San Diego working group.

Set Lead 3: (Action)

LOS ANGELES

AT 1T0OS ANGELES, CA

Los Angeles is requested to identify POCs for
assistance to San Diego working group.

Set Lead 4: (Action)
NEW YORK

AT NEW YORK, NY

New York is requested to identify a POC for San Diego
working group.

L R 4
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(Rev. 08-28-2000)

FEDERAL BUREAU OF INVESTIGATION

Precedence: IMMEDIATE Date: 05/14/2002

To: _ Attn:
New York

From: San Diego

Approved By: [ &
Drafted By: | ®

case 10 #: [T

Title: PENTTBOM
MAJOR CASE #182

Synopsis: Lead covered instant file_ Unable to provide
third party information to

Reference: [ @
Details: The re lec directed San Diego to provide thel @
with additional information showing the

connection/association between the subjects and Omar Al-Bayoumi.

If the (@ is requesting further detail of Al-Bayoumi's
connection to the hijackers, the connection may be synopsized as follows:
Al-Bayoumi provided financial and logistical support to hijackers
Al-Mihdar and Al-Hazmi upon their arrival in San Diego. Specifically,
Al-Bayoumi met them in Los Angeles, then assisted in their leasing of
an apartment and opening bank accounts.

If the [(6) is requesting further detail as to the origin of
the phone numbers provided, San Diego is prohibited from providing this
to the ({8 inasmuch as it is third party sensitive source information.

@ is requested to re-submit the request to the @) for
subscriber and toll information for the period January 2001, through

January 2002, including the above synopsis, and forward the results to
New York Division Attention SA h The numbers sought are

as follows:

EO14040-000945-UPDATED






To: From: San Diego
Re: 05/14/2002

LEAD (s) :

Set Lead 1: (Adm)

I
ar S

-is requested to resubmit the query for subscriber and toll
information for the period January 2001 through January 2002, including

the
SA

LR 4

above synopsis, and forward the results to New York Division attention
ﬁ The numbers sought are as follows:

EO14040-000947-UPDATED












LEAD (s) :Set Lead 1: SAN DIEGO AT SAN DIEGO, CA Lead
Control Number: (F) Assigned To (S) on 09/27/2001
at 6:00 PM 1. REVIEW AND ANALYZE DOCUMENTS PROVIDED BY YAHOO.

2. ENSURE THIS INFORMATION IS INCLUDED IN E-MAIL DATABASE. 4 ¥

EO14040-001067-UPDATED






LEAD (s) :Set Lead 1: SAN DIEGO AT SAN DIEGO, CA Lead

Control Number: (F) Assigned To (S) on 09/26/2001
at 9:30 AM CONTACT SYLVAN LEARNING CENTER/PROMETRIC TESTING CENTER,
P) 6755 MIRA MESA BOULEVARD, SAN DIEGO, CA TO

DETERMINE INFORMATION ON NAWAF AL-HAZMI, KHALID AL-MIDHAR
AND OMAR ALBAYOUMI.® @

EO14040-001096-UPDATED



(01/26/1998)

FEDERAL BUREAU OF INVESTIGATION

Precedence: PRIORITY Date: 11/19/2001To:
SAN DIEGO Attn: (S) From: SAN DIEGOApproved
By: (S)Drafted By: (S) Case ID #: (F)
F Title: PENTTBOMBSynopsis: ICF #: (F)"Administrative: SA
(S) Details: INFORMATION CONTROL FORM Control
Number: (F) Priority: PRIORITY Classification: Method
of Contact: Written Source: (S) Affiliation: FBI Phone Number: =)
(S) Information Received Date: 10/08/2001 Time: 11:00 AM Prepared
By: (S) Component/Agency: |(6)/FBI Event: TALAL AL-HAMDAN'S

HOTEL BILL OF $1349 WAS PAID BY
OMAR AL-BAYOUMI. TALAL AL-HAMDAN LIVED WITH HIS BROTHER
FATISAL AL-HAMDAN. FAISAL AL-HAMDAN ATTENDED THE AMERICAN
LANGUAGE INSTITUTE AT SAN DIEGO STATE UNIVERSITY (SDSU)
UNTIL JULY 2001, THEN MOVED OUT OF THE AREA. Event Date: 10/08/2001
Time: 11:00 AM References: (F) (F) Categories: TIME LINE
INFORMATION Event Reviewed By: [8)! Lead Required?: YES

EO14040-001113-UPDATED



LEAD (s) :Set Lead 1: SAN DIEGO AT SAN DIEGO, CA Lead

Control Number: (F) Assigned To (S) on 10/08/2001

at 11:00 AM RETRIEVE ANY INFORMATION AVAILABLE REGARDING FAISAL OR
TALAL AL-HANDAN AT SDSU. 9 ¢
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(01/26/1998)

FEDERAL BUREAU OF INVESTIGATION

Precedence: IMMEDIATE Date: 11/24/2001To:
SAN DIEGO Attn: S From: SAN
DIEGOApproved By: (5 rafted By: S) Case ID #:
(F) (F) Title: PENTTBOMBSynopsis: ICE  #:
() "Administrative: SA () Details:
INFORMATION CONTROL FORM Control Number: () Priority: IMMEDIATE
Classification: Method of Contact: Observation Source:
(S) Affiliation: FBI Phone Number: ®)
Information Received Date: 10/12/2001 Time: 9:00 AM Prepared By:
() Component /Agency: (6) FBI Event: MOHDAR ABDULLAH

UTILIZED CALLING CARDS WHICH WERE

SEIZED DURING A SEARCH OF HIS RESIDENCE AND AUTO.

SUBSEQUENT SUBPOENA REVEALS HE USED A CALLING CARD TO

CONTACT YEMEN NUMBER (P-1) . Event Date: 10/12/2001
Time: 9:00 AM References: Categories: TIME LINE INFORMATION Event
Reviewed By: |[(8) Lead Required?: YES

EO14040-001132-UPDATED



LEAD (s) :Set Lead 1: SAN DIEGO AT SAN DIEGO, CA Lead

Control Number: (B Assigned To ", &  on
10/16/2001 at 6:00 AM TO | (6)  TO OBTAIN SUBSCRIBER AND TOLL RECORDS
FROM

_ FROM 11/5/00 - PRESENT.4 ¢
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LEAD (s) :Set Lead 1: SAN DIEGO AT SAN DIEGO, CA Lead
Control Number: F) Assigned To ) on 10/02/2001
at 10:40 PM CONDUCT LOGICAL INVESTIGATION AND ANALYSIS RELEATIVE TO
TARGET NUMBER ONE TELEPHONE AND ITS RELATIONSHIP TO SAN
DIEGO AND OTHER TARGET SUBJECTS. 44

EO14040-001144-UPDATED






LEAD (s) :Set Lead 1: SAN DIEGO AT SAN DIEGO, CA Lead

Control Number: (F) Assigned To ) on 09/27/2001

at 8:00 AM ATTEMPT TO DETERMINE RELATED GUESTS WHO MAY HAVE BEEN
STAYING AT THE HOTEL DURING THAT TIME. 4 €

EO14040-001152-UPDATED
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 12/04/2001
To: San Diego Attn: sa| &

From: San Dieio
Contact: Ims| .. ... S

prafted By: [IIINSNII

Title: PENTTBOMB
ACT OF TERRORISM
MAJOR CASE NUMBER 182

Synopsis: Telephone analysis of I — and-

MARRIOTT RESW901 Gilman Dr, La Jolla, CA, in

connection with target RIVIERA LIQUOR, User | 0L ) 100

Telephone analysis of [IIIIN@I ana 1@
MARRIOTT RESIDENCE INN, 8901 Gilman Dr, La Jolla

CA, in
connection to target RIVIERA LIQUOR, User _
San Diego, CA,

is as follows:

Details:

(cellular)
La Jolla, CA
Sprint Account Number:
Established: 01/13/2001

Credit: [ B (note-see below)
CA Driver's License:

DOB:
W RIVIERA LIQUOR, Userr
San Diego, CA, placed 10 calls to

07/05/2001-07/26/2001.
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To: San Diego From: San Diego
Re: NN GNLI 12/04/2001

Query in Telephone Application (TA) indicates the below targets
also in contact with :

Target @ Osama v. Basswan, b ® T san piego,
CAi ilaced/received 7 calls to/from [ (R 09/18/2001,

Target Manal BAGADER, San Diego, CA laced 35 calls to
05/05/2001-07/12/2001, ﬂ

CA DMV record is as follows:

Name: _
DOB:
Address:
San Diego, CA 92037
(as of 09/12/2001 and 10/23/2000)
Sex: Female
Hair: Black
Eyes: Black
Height: 5'06"

Weight: 180 pounds
CA License: ﬁ
Issued: 09/19/2001
Expires: 01/06/2005
Must Wear Corrective Lenses When Driving
License Status: Valid
Departmental Action: Driver's license
revoked: Eff: 03/14/2001; Reason: Lack
of knowledge or skill; Action Ended:
09/12/2001

Query in UNI revealed reference in [l
-(same as .

Query in ChoicePoint resulted in negative findings for -

.~ ® " MARRIOTT RESIDENCE INN

8901 Gilman Dr
La Jolla, CA

Target RIVIERA LIQUOR, User
San Diego, CA, placed 18 telephone calls to

07/02/2001-08/22/2001.
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(01/26/1998)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 12/20/2001To:
SAN DIEGO Attn: ) From: SAN DIEGOApproved By:
(8) rafted By: S) Case ID #: (F)
(F) Title: PENTTBOMBSynopsis: ICF #: () Aadministrative: SA
(S) Details: INFORMATION CONTROL FORM Control
Number : (F) | Priority: ROUTINE Classification: Method
of Contact: Observation Source: (S) Affiliation: FBI Phone
Number : ®) Information Received Date: 10/07/2001 Time: 4:00
PM Prepared By: (S) Component/Agency: | (&) FBI Event: HOTEL
TELEPHONE TOLL RECORDS INDICATE OSAMA NOOH,
(P) PENSACOLA, FL 32504, WAS IN CONTACT
WITH OSAMA BASSNAN, OMAR AL BAYOUMI AND (P) ON

6/21/2001. HOTEL IS MARRIOTT RESIDENCE INN, LA JOLLA, CA.
E-MAIL ADDRESSES FOR NOOH HAVE BEEN FOUND. Event Date: 10/07/2001
Time: 4:25PMReferences: Categories: TIME LINE INFORMATION Event
Reviewed By: |[(8) Lead Required?: YES
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LEAD (s) :Set Lead 1: SAN DIEGO AT SAN DIEGO, CA Lead

Control Number: I(ET Assigned To "I(8) " on 10/07/2001 at
4:25 PM E-MATIL ADDRESSES FOR OSAMA NOOH: OBTAIN SUBSCRIBER
INFORMATION FOR THE E-MAIL ADDRESSES -
AND

REF [ e e
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LEAD (s) :Set Lead 1: SAN DIEGO AT SAN DIEGO, C% Lead

Control Number: (F) Assigned To " S) " on
09/26/2001 at 4:00 PM OBTAIN GUEST LIST FOR ABOVE DATES AND REVIEW
FOR POSSIBLE
ASSOCIATION OF ALBAYOUMI.Set Lead 2: SAN DIEGO AT
SAN DIEGO, CA Lead Control Number: (F) Assigned To
(S) on 10/09/2001 at 4:00 PM OBTAIN LOGICAL

BACKGROUND INFORMATION ON OSAMA NOOH. @ ¢

EO14040-001207-UPDATED









To: Buffalo From: San Diego
Re: (F) , 10/07/2002

Set Lead 1:

BUFFALO

AT Buffalo, New York.

Read and Clear.

L R 4
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FD 302 (Rev. 10 6 95)

1

FEDERAL BUREAU OF INVESTIGATION

Date of transcription 1071372001
The following information was received from FBlI Headquarters:

A Sprint prepaid calling card, number 800-597-2421, pin
number (P) , was found in the possession of Mohdar Abdullah
during the execution of a Federal Search Warrant. An analysis of the
prepaid calling card revealed the following:

All calls on this card were made between January 1, 2001 and
January 22, 2001. The originating numbers (locations from where the
calls were made) for the calls were:

(P)

The terminating numbers (locations where card was used to
place calls to) for this card were:

(P)

(P-1)
P)

(P-1)
(P)

Investigation on 10/13/01 a San Diego, California

File # F Date dictated  10/13/01
by SA ©)
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency;

EO14040-001256-UPDATED



(Rev. 08-28-2000)

FEDERAL BUREAU OF INVESTIGATION

Precedence: PRIORITY Date: 10/03/2001
To: Counterterrorism Attn:

Investigative Services

Newark

New York

Washington Field
From: San Diego
Approved By:

Drafted By:

Case 1D #: @

Title: PENTTBOMB
MAJOR CASE 182

Synopsis: Provide receiving offices with information regarding Abdussattar
Shaikh and to cover lead from Newark to San Diego.

Reference:

Administrative: Reference San Diego Rapid Start Control# [ and Newark
Rapid Start Control#[ (B} . Nohard copies of above referenced lengthy FD-302s
are enclosed, but should be reviewed through ACS for lead value and pertinent
information.

Details: Newark set lead for San Diego to conduct logical investigation
regarding telephone number [ (P for Abdussatar Shaikh, an individual
cited in newspaper accounts as having some involvement with captioned case

Subscriber information from PacBell was obtained for
on 09/30/2001 and revealed as follows:
, La Mesa, California. This is a non-published number.

San Diego knows from investigation that is the home
hone number for Abdussatar Shaikh. Subscriber information was obtained for
_through public source (internet and PacBell information) and
FOIMS TA, which revealed as follows: Abdussatar Shaikh, [0 (R0

EO14040-001370-UPDATED



To: Pﬁﬂh*@E;@YYOYism. From: San Diego
Re: 10/03/2001

Lemon Grove, California. Based upon the above, San Diego surmises that the
phone number intended to be investigated was actually P) not

(P) This may be due to key stroke error or erroneous information
provided by the caller.

As part of the investigation in San Diego, Shaikh was interviewed
at length on three occasions. The dates of the interviews are as follows:
09/14/2001 ( (F) ); 09/24/2001 ¢ (F) ); and 09/26/2001 (. (B

(F) ). Duetotheir lengthandthevast amount of information contained therein,
no hard copies of the FD-302s are enclosed. However, they should be reviewed
through ACS for lead value and pertinent information.

In summary, Shaikh has lived in the San Diego area for approximately
30 years. He is one of the founders of the Islamic Center of San Diego (ICSD).
He currently lives at P) Lemon Grove, California. He often
takes in students andboardersat hishome. During2000, Shaikh allowedhijackers
NAWAF ALHAZMI and KHALID ALMIHDAR to rent rooms at his residence. Shaikh claimed
to have no knowledge of their terrorist activities or associations.

According to Shaikh, Alhazmi lived at the residence for approximately
five months and moved out on December 10, 2000. He later received an e-mail
from Alhazmi in January 2001, indicating that Alhazmi was in Arizona taking
apilot's course. Almihdar lived at the residence for approximately one month,
September 2000. He left indicating that he was returning to Saudi Arabia.
Shaikh never heard from Almihdar again.

Shaikh met OMAR AL-BAYOUMI in approximately 1994. He provided
background information regarding Al-Bayoumi. Shaikh also rented a room to
OMAR BAKARBASHAT aka OMAR SALEH. He rented the room starting in mid-August
2001. Bakarbashat was still living at the residence when the FBI arrested
him as a material witness in captioned matter. Bakarbashat was an associate
of Alhazmi and Almihdar. Bakarbashat told Shaikh that he "helped people” in
a financial context. However, Bakarbashat seemed to have little financial
resources himself. In hindsight, Shaikh thinks that this comment may have
pertained to Bakarbashat's relationship with Alhazmi and Almihdar, and that
he may have been a conduit between them and whoever was funding their terrorist
activities.

On 09/11/2001, while Shaikh and Bakarbashat were watching television
coverage of the terrorist events together, Shaikh expressed shock and horror.

He expressed how tragic he thought the events to be. Bakarbashat seemed
indifferent and showed no emotion. Their friendship deteriorated after this.

Shaikh is cooperative and allowed his home to be searched. San
Diego does not consider Shaikh a subject at this time. For further details,
see referenced serials.

San Diego considers this lead covered.

2
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To: Counterterrorism From: San Diego
Re: F , 10/03/2001
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To: Counterterrorism From: San Diego
Re: (F) 10/03/2001

LEAD (s) :
Set Lead 1:

COUNTERTERRORTSM

AT WASHINGTON, DC

Read and Clear.
Set Lead 2:

INVESTIGATIVE SERVICES

AT WASHINGTON, DC

Read and Clear.
Set Lead 3:
NEWARK

AT NEWARK, NJ

Read and Clear.
Set Lead 4:
NEW YORK
AT NY, NY

Read and Clear.

Set Lead 5:

WASHINGTON FIELD

AT WASHINGTON, D.C.

Read and Clear.

LR 4
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FD-302 (Rev. 10-6-95)
-1-
FEDERAL BUREAU OF INVESTIGATION
Date of transcription

Investigation on at
File # Date dictated

by
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your

agency;
it and its contents are not to be distributed outside your agency.

10/04/2001—

On_TWednesday _00/26/2001 _ at approximately 8:00 a.m., ()
() Boston Marr%ott Coppley Plaza Hotel,

110 Huntington Ave, Boston, MA, 02116, PH: (P , was telephonically
contacted at his place of employment. (At the time of interview, toll records
from telephone number (P) a cellular telephone, subscribed to

by subject Omar Albayoumi showed that telephone called (858) 278-2100 at
the Marriott Residence Inn, 5400 Kearny Mesa Rd, San Diego, CA on 03/10/00
at 11:48 p.m. for two minutes.) After being advised of the identity of
the interviewing agent and the nature of the interview, | (P) | provided the
following information:

(P) obtained a computerized database records check for Omar
Albayoumi's Marriott Rewards program member number (Number ®) ) .
The records check revealed that Albayoumi established membership in the
Rewards Program on 03/10/00 at the Marriott Residence Inn, 5400 Kearny Mesa
Rd, San Diego, CA.

No further hotel reservations were indicated under Albayoumi's
Rewards Program membership number.

09/26/2001 San Diego, California

F

® 10/04/2001
SA (S
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(01/26/1998)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 11/19/2001To:
SAN DIEGO Attn: (S) From: SAN
DIEGOApproved By: () Drafted By: S Case ID #:
F F Title: PENTTBOMBSynopsis: ICF  #:
() 'Administrative: SA S Details:
INFORMATION CONTROL FORM Control Number: (3] Priority: ROUTINE
Classification: Method of Contact: Observation Source:
©) Affiliation: FBI - SAN DIEGO Phone Number: (S)
Information Received Date: 09/25/2001 Time: 4:00 PM Prepared By: (S)
©) Component /Agency: (6 FBI Event: REVIEW OF TOLLS OF OMAR

ALBAYOUMI'S CELLULAR PHONE
INDICATED TELEPHONE CALLS ON 3/10/00 AND 6/30/00 TO
MARRIOTT RESIDENCE INN, KEARNY MESA ROAD, SAN DIEGO. Event Date:
09/25/2001 Time: 4:00 PM References: Categories: INFORMATION
TIME LINE INFORMATION Event Reviewed By: [(8) Lead Required?: YES
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LEAD (s) :Set Lead 1: SAN DIEGO AT SAN DIEGO, CA Lead
Control Number: (F) Assigned To (S on

10/06/2001 at 4:00 PM (1) CONTACT MARRIOTT RESIDENCE INN (MRI),
KEARNY MESA

(2) REVIEW GUEST LIST INFORMATION AND AMERICAN EXPRESS
CREDIT CARD INFORMATION.4 4
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LEAD (s) :Set Lead 1: SAN DIEGO AT SAN DIEGO, CA Lead

Control Number: (F Assigned To ©) on
09/26/2001 at 4:00 PM CONTACT COMFORT INN LA MESA AND OBTAIN GUEST
LIST. 9@
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subscribed to by [IIIHRITT

. Of special interest to
E® ) haa

phone,

toll records for phone
Lemon Gr

this case would be the fact that

been called on the toll records for current investigation,
target phone

, subscriber
Union City, CA.

A review of the public source databases, Lexis-Nexis (L/N) and
Choicepoint (C/P), disclosed the following information:

Name:
Alias:

Race: White

Sex: Male

DOB:

Height: 52"

Weight: 120

Facial: Light Mustache

Build: Slight
ssan: . SRR

Phone: [
Address: P San Diego, cA &N
11/01)
San Diego, CA, phone
" (© 9/21/01)
Relative/

Associ : SSAN _ address
San Diego, CA

[(©) negative for the name N
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(01/26/1998)

FEDERAL BUREAU OF INVESTIGATION

Precedence: IMMEDIATE Date: 07/29/2002To:
SAN DIEGO Attn: () From: SAN DIEGOApproved By:
() prafted By: (S) Case ID #: (F)
(F) Title: PENTTBOMBSynopsis: ICF #: . () Administrative: SA
S) Details: INFORMATION CONTROL FORM Control
Number : (F) Priority: IMMEDIATE Classification: Method
of Contact: In Person Source: (S) Affiliation: Phone
Number : ) Information Received Date: 09/21/2001  Time: 6:00
PM Prepared By: ) Component/Agency: | (&) /FBI Event: OMAR

BAYOUMI'S INFORMATION FROM CHECKING ACCOUNT
HAS PROVIDED NAMES OF POTENTIAL ASSOCIATES. BANK OF

AMERICA CHECKING ACCOUNT NUMBER (P-1) SPREADSHEET

ATTACHED IDENTIFYING SOURCES OF DEPOSITS AND NAMES OF

DEPOSITED ITEMS. Event Date: 09/21/2001 Time: 6:00 PM
References: Categories: TIME LINE INFORMATION Event Reviewed By:

(®) Lead Required?: YES
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LEAD (s) :Set Lead 1: SAN DIEGO AT SAN DIEGO, CA Lead
Control Number: (F) Assigned To ©) on 09/22/2001 at 9:10
AM CHECK RAPID START/ACS AND IIIA LOGICAL DATA BASES TO
DETERMINE IF SOURCES IDENTIFIED ON SPREADSHEET HAVE RECORDS
CONTAINED IN THESE DATA BASES. (PEOPLE, BUSINESS NAMES AND
ADDRESSES) ¢ @
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(01/26/1998)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 07/31/2002To:
SAN DIEGO Attn: (S From: SAN DIEGOApproved
By: (Sy Drafted By: S) Case ID #: F)
) Title: PENTTBOMBSynopsis: ICF #: (F) "Administrative: SA
(S) Details: INFORMATION CONTROL FORM Control
Number: (F) Priority: ROUTINE Classification: Method
of Contact: In Person Source: ©) Affiliation: Phone
Number : Information Received Date: 11/01/2001 Time: 12:00 PM Prepared
By: ©) Component/Agency: [@)/FBI Event: DURING SEARCH OF
OMAR AL-BAYOUMI'S YAHOO! ACCOUNT,
(P) IT WAS DISCOVERED THAT AL-BAYOUMI SENT

A GREETING CARD TO NUMEROUS RECIPIENTS. THE RECIPIENTS'
EMAIL ADDRESSES WERE PROVIDED.

REF F) Event Date: 03/04/2001
Time: 1:14 PM References: Categories: ASSOCIATE
SUBJECT TIME LINE INFORMATION Event Reviewed By: (S)

Lead Required?: YES
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LEAD (s) :Set Lead 1: SAN DIEGO AT SAN DIEGO, CA

Lead
Control Number: (F) Assigned To (S) on 11/16/2001
at 11:00 AM DETERMINE, VIA FEDERAL GRAND JURY SUBPOENA, THE IDENTITY
OF

THE INDIVIDUALS ON AL-BAYOUMI'S RECIPIENT LIST.4 4
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3/25/02

Reference: F)
(F)

FAYEZ IBRAHEEM ALl ABUTALEB, was interviewed at the

©) of the Federal Bureau of Investigation (FBIl)
by Special Agent (SA) (S) of the Immigration and
Naturalization Service (INS), SA S and SA S
(S) of the Federal Bureau of Investigation (FB1) FBI. Also
present was Detective (S) of the Passaic County

Prosecutors Office, who assisted with translating.

Prior to any questioning, ABUTALEB was advised of the
identity of the interviewing agents and the nature of the
interview.

ABUTALEB was furnished an “Interrogation, Advice of
Rights” form in Arabic, which he read, stated he understood, and
signed. He thereafter provided the following information:

He stated that he arrived in the United States (US)
with a B-1/ B-2 Visitor’s VISA through JFK International Airport,
New York City, New York on September 29, 2000. His VISA expired
on March 28, 2001 and he acknowledged he is here illegally iIn the
U.S.

He stated that he is presently living with his

girlfriend, (P) , Date of Birth (DOB) (P-1)

(P, at (P) , Garfield, New Jersey. He
continued that he met his girlfriend approximately six months ago
while he was residing at (P) , Paterson, New

Jersey. He met his girlfriend at a diner located in Clifton, New
Jersey on Allwood Road. They were introduced through a friend who
is a waiter at the diner known only as | (P

ABUTALEB continued that when he lived at P)
P) Paterson, New Jersey, he was paying approximately $230.00

per month for rent. There he resided with the following
individuals:

3/720/02 West Paterson, N.J.
(F)
SA (S , SA (S)
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F

raheem Ali Abutaleb 3/20/02 2

(P) , who works at the same Clifton diner as
referred to above.

(P) , who i1s presently in Jordan, but will be
returning soon to run his lIce Cream Trucks again.

(P-1)
IS not expected back.

, who has returned to Jordan and

P) , Who has moved to Maryland, and runs an
autobody shop there.
P) , who is a butcher at the P)
P) Paterson, New Jersey.
(P) , Who 1s Syrian, and works at a
plastic manufacturing company in Paterson, New Jersey near | (P
(P) He believes the company is called (P)
(P) , who worked at the Sunoco Station and
also sold ice cream on P) trucks.

ABUTALEB could not provide any other identifiers on the
above individuals.

He further stated that (P) was the one
who brought (P) to the (P) address.
ABUTALEB further stated that he shared a room at K
(P) with P) for approximately one month. After
that, (P) moved to Virginia to look for work. He moved there
with his friend EYAD ALRABABAH.
ABUTALEB continued that (P) later returned to (P
(P) where he resided for approximately four months.
During that time (P) worked on the i1ce cream trucks and for
a car dealership on P) in Paterson. He
did not know what P) did for the dealership.

He continued that (P) called from Virginia during
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F

raheem Ali Abutaleb 3720702 3

July of 2001. (P) called (P) address and spoke to
(P) and indicated he could not get a job iIn Virginia.

ABUTALEB further stated that (P) would call from
Virginia on occasion. (P) would call to (P)
or to ABUTALEB’s cellular telephone. ABUTALEB indicated that he
only gave his cellular telephone number out to “special friend”s,

and (P) was one of them who had the number. He added that
his cellular telephone number at the time was (P) . He
recently changed the number to (P)

ALRABABAH 1s a close friend of P) . They would

be together frequently. He did not know their business, but was
aware that ALRABABAH was involved with obtaining Virginia drivers
licenses. He also knew that ALRABABAH would travel regularly to

Virginia and on occasion, (P) would accompany ALRABABAH. He
added that ALRABABAH was also known to use P red car
from time to time. ABUTALEB added that P has called from

jail a couple of times since his arrest. During one of his calls

he asked to speak to one of his friends that works at the SUNOCO

gas station, P) , New Jersey,
(P)

ABUTALEB was asked about his Virginia ldentification
card, number (P-1) , which he obtained on October 12, 2000. He
stated that he had a friend back then, who he could not recall,
help him get the ldentification card. He was then asked about the
Virginia address listed on the card, 5021 Seminary Road,

(P) , Alexandria, Virginia. He indicated that he has
never resided at that address. ABUTALEB was then asked about his
Virginia drivers license, number (P-1) which was issued on
May 12, 2001. He sated that another friend in Virginia helped
him, (P) , a Jordanian, who works for (P) in
Washington, D.C. He continued that he never resided at (P)
address, which is the listed address on his drivers license, [ (P

(P) Alexandria, Virginia.

ABUTALEB was then asked about a transaction he did at

the PNC BANK, 1152 Main Street, Paterson, New Jersey on June 19,
2001 at approximately 22:43. The bank records indicate that his
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raheem Ali1 Abutaleb 3/20/02 4

ATM bank card, number, (P-1) , which is iIn his
possession, was used. He stated that he often uses that branch of
the PNC Bank. During last summer he worked on (P) ice cream

trucks selling i1ce cream in New York state. He continued that he
would finish up about 10:00 PM to 10:30 PM and then would drive
back to Paterson. When they arrived, he would, on a regular basis
make a deposit in the bank of the days earnings. These deposits
would be made sometimes daily or every other day. He added that

he would usually be with P) and another individual, (P
® 0, a ) , who also worked on one of the ice cream
trucks.

ABUTALEB was asked if he was with the September 11th
Hijacker, HANI HANJOUR at the ATM machine that evening at the PNC
Bank. BANK record indicate that HANJOUR used his ATM bank card at
approximately 23:03 on the same evening. ABUTALEB stated that he
was not with HANJOUR and does not recall seeing anyone else at
the bank that evening. ABUTALEB was shown photographs of the
known Hijackers, and was asked if he recognized anyone that he
may have seen near the PNC Bank that evening or from the Paterson
area. He stated that he has seen the photographs of the Hijackers
before and does not recognize anyone. ABUTALEB was also shown a
photograph of HANJOURS blue Toyota vehicle, which he stated that
he has never seen before either.

ABUTALEB stated that he is a religious man who attends
the OMAR Mosque on Getty Avenue In Paterson during many evenings
and especially on Fridays. He added that he attended one other
Mosque on one occasion while he was staying with a friend iIn
Maryland, (P) . The Mosque was located in Falls Church,
Virginia and he attended there on one Friday evening.

ABUTALEB was then asked why his cellular telephone and

his bank account records reflect an address of (P)
(P) Passaic, New Jersey. He indicated that his
friend, (P) resides there and he uses that address

because he has moved several times using that as a stable
address.

ABUTALEB could not provide any other pertinent
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raheem Ali1 Abutaleb 3720702 5

information, but added that he would be willing to submit to a
Polygraph examination.

ABUTALEB i1s described as follows:

Name: FAYEZ IBRAHEEM AL1 ABUTALEB
Alias: Mike

Sex: Male

Race: White

DOB: (P-1)

POB: (P-1)

Ht: 5 ft 9 iIn.

Wt: 190 Ibs.

Hair: Black

Eyes: Brown

Occupation: Auto Mechanic
Employment: Clinton Auto Service

Clinton Avenue,
Tenafly, New Jersey
(201) 816-0015

Vehicle: 1991 Red Ford Escort
(P-1)
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(Rev. 08-28-2000)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 10/25/2001
To: Counterterrorism Attn: _
Investigative Services -
New York

San Diego

prafted ny: [IIINEII
case 1o #: [T

Title: PENTTBOMB;
Major Case 182
0O0:NY

From:

Synopsis: Report results of lead covered by San Diego regarding obtaining
medical and dental records for identification of American Airlines Flight
77 hijackers. San Diego Rapid Start Control Number

Package Copy: For Washington Field, 1A envelope _ containing
four x-ray dental records for Khalid Almihdhar dated March 23, 2000.

Enclosure(s) : FD-302 documenting review of financial records for Solimon
Ali Elay, FD-302 documenting review of checking account records for Omar
Albayoumi, and an insert.

Details: 1In aneffort to obtain medical and dental records for American
Airlines Flight 77 hijackers, San Diego queried FBI databases, revealin

an interview of pmmwnn@y o, DDS, reference serial _ i
Dr. _obtained x-rays of Khalid Almihdar on March 23, 2000. The
x-rays were provided to San Diego.

San Diego contacted doctors in the vicinity of the San Diego

residences of Nawaf Alhazmi and Khalid Almihdhar. These queries produced
negative results.
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To: Counterterrorism From: San Diego
Re: (F) , 10/25/2001

San Diego also reviewed the checking account records for Omar
Albayoumi and Solimon Ali Elay. Albayoumi has been identified as an
associate of Alhazmi and Almihdhar, and Elay has been identified as an
associate of Albayoumi. The reviews identified payments made to Dr.
(P) by Albayoumi and Elay.

San Diego forwarded the dental records for Khalid Almihdhar
to Washington Field Office via Federal Express, tracking number NG)

©)
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To: Counterterrorism From: San Diego
Re: (F) , 10/25/2001

LEAD (s) :
Set Lead 1: (Adm)

COUNTERTERRORTSM

AT WASHTINGTON, DC

For information, read and clear.

Set Lead 2: (Adm)

INVESTIGATIVE SERVICES

AT WASHINGTON, DC

For information, read and clear.

Set Lead 3: (Adm)
NEW YORK

AT NEW YORK

For information, read and clear.

Set Lead 4: (Adm)

WASHINGTON FTELD

AT WASHINGTON, DC

For information, read and clear.

L R 4
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To: Counterterrorism From: San Diego
Re: Q) 10/30/2001

On October 30, 2001, a Grand Jury Subpoena was requested to
obtain the original copies of the Bank of America Cashier's Checks by
purchasers Al-Bayoumi and Al-Mihdhar.
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To: Counteaterrorism. From: San Diego

Re: F) 10/30/2001

LEAD (s) :
Set Lead 1:

COUNTERTERRORTSM

AT WASHTINGTON, DC

For information.
Set Lead 2:

INVESTIGATIVE SERVICES

AT WASHINGTON, DC

For information.
Set Lead 3:
NEW YORK

AT NEW YORK

For information and whatever action deemed appropriate.

Set Lead 4:

WASHINGTON FTELD

AT WASHINGTON, D.C.

For information.

L R 4
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(01/26/1998)

FEDERAL BUREAU OF INVESTIGATION

Precedence: PRIORITY Date: 10/31/2001To:
SAN DIEGO Attn: ®) From: SAN DIEGOApproved
By: | ) prafted By: © Case ID #: (F)
) Title: PENTTBOMBSynopsis: ICF #: | () Administrative: SA
) Details: INFORMATION CONTROL FORM Control
Number : () Priority: PRIORITY Classification: Method
of Contact: Telephone/Radio Source: (S) Affiliation: Phone Number:
Information Received Date: 09/15/2001 Time: 12:30 PM Prepared By:
) Component/Agency: ©) FBI Event: CONDUCT LOGICAL

INVESTIGATION OF LACHHAB RADWAN AT
(P) BONITA, CA. OMAR AL BAYOUMI HAS BEEN
IDENTIFIED AS BEING AFFILIATED WITH HIJACKER NAWAF ALHAZMI.
LACHHABR RADWAN HAS BEEN IDENTIFIED AS BEING AFFILIATED WITH
AL BAYOUMI'S SSAN. Event Date: 09/15/2001 Time: 12:30 PM
References: F) Categories: INFORMATION TIME
LINE INFORMATION Event Reviewed By: | (8) Lead Required?: YES
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LEAD (s) :Set Lead 1: SAN DIEGO AT SAN DIEGO, CA Lead
Control Number: (F) Assigned To ) on 09/15/2001
at 12:50 PM 1) LOGICAL INVESTIGATION OF LACHHAB RADWAN AT P)

() BONITA, CA. @@
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(Rev. 01 31 2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 08/04/2004

To: Los Angeles Attn: _

From: Counterterrorism

FBIHQ
Contact:

A -

Drafted By:

Synopsis: The enclosed dossier provides a consolidation
of known and previously unknown information on| ® main
subject Fahad 1 Althumairy.

Enclosure(s): - Attached is a dossier on Fahad |

Althumairy.
of CTD management, thel ©

began compiling dossiers
on subjects In pending investigations in select field
offices. Thehculled information from FBI files, public
sources, and the | (6 data mart to compile these dossiers.

Details: At the request

| This project was to serve as a "proof of
concept”™ of the value of running these names through the -
data sources to identify additional information. The proof of
concept has revealed that the range of added information spans
from zero percent to 500 percent. The average percentage of
new information across cases and field offices was 21 percent.
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To: Los Angeles From: Counterterrorism
Re: (F) 08/04/2004

The information found by ©) included
additional aliases, dates of birth, social security numbers
and associates. While some of this information may be known
to the fTield office, it was not reflected in FBIl files. The
dossiers are currently being stored within an| (©  database
for the purpose of link analysis. 1t is anticipated that the
database will be migrated to an FBl-wide database in the near
future.

IT additional information is required, or to
provide feedback, please contact Unit Chief@) S)
(G) at
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To: Los Angeles From: Counterterrorism
Re: (F) 08/04/2004

LEAD(s) :
Set Lead 1: (Info)

LOS ANGELES

AT LOS ANGELES, CA

Information found by | ©  on Fahad 1
Althumairy 1s provided for information purposes.

*
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To: Los Angeles From: Counterterrorism
Re: F) 08/04/2004

©)

Enclosed is the Dossier generated by the on your investigation.

This dossier is a compilation of data from your investigation and sources of
information available to the| ©

This dossier was generated as part of a pilot project ©

©)

It is anticipated the information generated in the dossier will be migrated to an FBI-
wide biographical database which will allow all FBI personnel to leverage
sophisticated link analysis tools against the data. This analytical capability is
impossible utilizing the data, as it is stored within the FBI today, in unstructured text.

This dossier is being provided as a biographical summary of your subject, there is

possibly new information on your subject contained within the dossier or that which is
not easily retrievable.
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To:
Re:

Los Angeles From: Counterterrorism
I _ 08/04/2004

FAHAD | ALTHUMAIRY (MAIN)
NAMES (Alias, Variations, etc.):

TYPE FIRST NAME MIDDLE NAME LAST NAME SOURCE
TRUE FAHAD | ALTHUMAIRY _ .
ALIAS/AKA  FAHAD AL THUMAIRY _ .
ALIAS/AKA  FAHAD A ALTHUMAIRY _ .
ALIAS/AKA  FAHAD AAL THUMAIRY _ .
ALIAS/AKA  FAHAD AAL THUMAIRY ACCURINT ONLINE .
GENDER:
MALE
CASE ID TYPE
DOB: SOURCE
SSAN: TYPE SOURCE

- ey SOCIAL SECURITY ACCOUNT NO N O R .
DRIVER'S LICENSE:
NUMBER STATE ISSUE DATE TYPE SOURCE

Cen cacroran e
PHONE NUMBER:
TYPE FOREIGN DOMESTIC AS OF DATE  SOURCE

5

EO14040-002664-UPDATED



BUSINESS

Counterterrorism

To: Los Anageles From:
Re: oo Lo 2 08 70472004

PORTABLE

ASSOCIATE

D

® ] NG
e e
D
D
D
ASSOCATE e B B
D
D
ASSOCIATE - _ [ ]
D
D
D
OTHER ID:
ID TYPE ID VALUE ID DATE SOURCE
BANK ACCOUNT NO _ .
BANK ACCOUNT NO - FD B
INTERNET ID:
INTERNET TYPE ~ VALUE AS OF DATE SOURCE
ADDRESS: FROM DATE TO DATE SOURCE
6
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To: Los Angeles From: Counterterrorism
Re: I @ i 0870472004

RELIGIOUS ESTAB
11004 WASHINGTON BOULEVARD
CULVER CITY CA United States 90232

RESIDENCE

RIYADH Saudi Arabia

RESIDENCE

CULVERCITY CA United States 90232

RESIDENCE 7/3/2001 ACTUAL 8/15/2001 ACTUAL

LOS ANGELES CA United States

RESIDENCE 4/18/2002 AS OF

LOS ANGELES CA United States

RESIDENCE 7/10/2001 ACTUAL 8/14/2001 ACTUAL

LOS ANGELES CA United States

RESIDENCE

LOS ANGELES CA United States 90034

RESIDENCE

LOS ANGELES CA United States 90036

SOURCE

ORGANIZATION:

NAME

TYPE RELATIONSHIP FROM DATE TO DATE
ROYAL CONSULATE GENERAL OF SAUDI ARABIA

BUSINESS EMPLOYEE

DAR AL QURAN

RELIGIOUS ORGS FOUNDER
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To: Los Angeles From: Counterterrorism
Re: ) 0870472004
ISLAMIC FOUNDATION (F)
RELIGIOUS ORGS ASSOCIATED
OVERLAND MOSQUE (F)
RELIGIOUS ORGS ASSOCIATED
ASSOCIATES:
NAME RELATIONSHIP  PRIMARY AS OF DATE SOURCE
ABDULLAH MOHDHAR ASSOCIATED YES
(P) ASSOCIATED YES
() ASSOCIATED YES
(P) ASSOCIATED YES
COMMENTS: ANALYST COMMENT DATE SOURCE
(S) 5/19/2004
10:16:07 AM
FAHAD ALTHUMAIRY IS THE IMAM AT:
ISLAMIC FOUNDATION aka King Fahad Mosque
11004 WASHINGTON BLVD
CULVER CITY, CA 90232
(P)
Fahad Althumairy is a founder of:
Dar al quaran
3577 overland ave
P
email: (P)
Bank of America acct # (P-1)
S 5/19/2004
1:01:32 PM
ROYAL CONSULATE GENERAL OF SAUDI ARABIA
2045 SAWTELLE BLVD
LOS ANGELES
Subject isassociated with this organization
8
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To: Los Angeles From: Counterterrorism
Re: (F) 08/04/2004

(F)
OMAR AHMED ALBAYOUMI (REFERENCE)
NAMES (Alias, Variations, etc.):

TYPE FIRST NAME MIDDLE NAME LAST NAME SOURCE
TRUE OMAR AHMED ALBAYOUMI (F)
GENDER:
MALE
CASE ID TYPE

(@] REFERENCE
ORGANIZATION:
NAME
TYPE RELATIONSHIP FROM DATE TO DATE SOURCE
MEDINA AL MUNARAWAH MOSQUE (F)

RELIGIOUS ORGS FOUNDER

ASSOCIATES:
NAME RELATIONSHIP  PRIMARY AS OF DATE SOURCE
FAHAD | ALTHUMAIRY ASSOCIATED NO

EO14040-002668-UPDATED



Los Angeles From: Counterterrorism
S e e 06/0472004

NAMES (Alias, Variations, etc.):
TYPE FIRST NAME MIDDLE NAME LAST NAME

To:
Re:

SOURCE

—— T e T
GENDER:
MALE
CASE ID TYPE
PLACE OF BIRTH:
CcIrYy STATE REGION COUNTRY SOURCE
DOB: SOURCE
SSAN: TYPE SOURCE
_ SOCIAL SECURITY ACCOUNT NO I .
DRIVER'S LICENSE:
NUMBER STATE ISSUE DATE TYPE SOURCE
Cen . e
PHONE NUMBER:
TYPE FOREIGN DOMESTIC AS OF DATE SOURCE

10
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To: Los Angeles From: Counterterrorism
Re: [l [ W 08/04/2004

D

ADDRESS: FROM DATE TO DATE SOURCE
RESIDENCE ChoicePoint .
CULVER CITY CA United States 90232
ORGANIZATION:
NAME
TYPE RELATIONSHIP FROM DATE TO DATE SOURCE
B G OWNER
ASSOCIATES:
NAME RELATIONSHIP  PRIMARY AS OF DATE SOURCE

ASSOCIATED NO

NO

FAHAD | ALTHUMAIRY ASSOCIATED .

11
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To: Los Angeles From: Counterterrorism
Re: (F) 08/04/2004

(7
ABDULLAH ALHUSEINEN (REFERENCE)
NAMES (Alias, Variations, etc.):

TYPE FIRST NAME MIDDLE NAME LAST NAME SOURCE
TRUE ABDULLAH ALHUSEINEN )
GENDER:
MALE
CASE ID TYPE
(F) REFERENCE

DOB: SOURCE

(P-1) (F)
ASSOCIATES:
NAME RELATIONSHIP  PRIMARY AS OF DATE SOURCE
FAHAD | ALTHUMAIRY ASSOCIATED NO

12
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To:
Re:

Los Anieles From:

Counterterrorism

08/04/2004

-~ ® " (REFERENCE)
NAMES (Alias, Variations, etc.):
TYPE FIRST NAME MIDDLE NAME LAST NAME SOURCE
e [ G e G .
aunsiaka [T e I N
GENDER:
MALE
CASE ID TYPE
DOB: SOURCE
RGN %]
SSAN: TYPE SOURCE
G SOGIAL SEGURITY ACCOUNT KO e
PHONE NUMBER:
TYPE FOREIGN DOMESTIC AS OF DATE  SOURCE
BUSINESS [ ® ] PN W
D
D
ADDRESS: FROM DATE TO DATE SOURCE

LOS ANGELES CA United States

13
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To: Los Angeles From: Counterterrorism
Re: (F) 08/04/2004
ASSOCIATES:
NAME RELATIONSHIP  PRIMARY AS OF DATE SOURCE
FAHAD | ALTHUMAIRY ASSOCIATED NO
14
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To: Los Angeles From: Counterterrorism
Re: (F) 08/04/2004

(F)
MOHAMMED ABULAZIZ AHHASSOUN (REFERENCE)
NAMES (Alias, Variations, etc.):

TYPE FIRST NAME MIDDLE NAME LAST NAME SOURCE
TRUE MOHAMMED ABULAZIZ AHHASSOUN F
GENDER:
MALE
CASE ID TYPE
F REFERENCE
DOB: SOURCE
(P-1) (F)

ASSOCIATES:
NAME RELATIONSHIP  PRIMARY AS OF DATE SOURCE
FAHAD | ALTHUMAIRY ASSOCIATED NO
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To:

Los Angeles From:
Re: )

(F)
MURAD RIDA Q MURAD (REFERENCE)
NAMES (Alias, Variations, etc.):

Counterterrorism
08/04/2004

TYPE FIRST NAME MIDDLE NAME LAST NAME SOURCE
TRUE MURAD RIDA Q MURAD (F)
GENDER:
MALE
CASE ID TYPE
(F REFERENCE
DOB: SOURCE
(P-1) (F)

SSAN: TYPE SOURCE

(P-1) SOCIAL SECURITY ACCOUNT NO (F)
PHONE NUMBER:
TYPE FOREIGN DOMESTIC AS OF DATE SOURCE
ASSOCIATE (P) (F)
D
ADDRESS: FROM DATE TO DATE SOURCE
RESIDENCE (F)

(P)

LONG BEACH CA United States 90814
ASSOCIATES:
NAME RELATIONSHIP PRIMARY AS OF DATE SOURCE
FAHAD | ALTHUMAIRY ASSOCIATED NO

16
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To: Los Angeles From: Counterterrorism
Re: (F) 08/04/2004

(F)
ABRAR GUDIYATTAM (REFERENCE)
NAMES (Alias, Variations, etc.):

TYPE FIRST NAME MIDDLE NAME LAST NAME SOURCE
TRUE ABRAR GUDIYATTAM (F)
GENDER:
MALE
CASE ID TYPE
(F) REFERENCE

DOB: SOURCE

(P-1) (F)
ASSOCIATES:
NAME RELATIONSHIP  PRIMARY AS OF DATE SOURCE
FAHAD | ALTHUMAIRY ASSOCIATED NO

17
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Los Anaeles From: Counterterrorism
S e T 0670472004

To:
Re:

L P wererence

NAMES (Alias, Variations, etc.):

TYPE FIRST NAME MIDDLE NAME LAST NAME SOURCE
e PN ® G B
auasiaca NI 2 G IECEE N
GENDER:
MALE
CASE ID TYPE
DOB: SOURCE
N e
ADDRESS: FROM DATE TO DATE SOURCE
LOS ANGELES CA United States 90034
ASSOCIATES:
NAME RELATIONSHIP  PRIMARY AS OF DATE SOURCE
FAHAD | ALTHUMAIRY ASSOCIATED NO

18

EO14040-002677-UPDATED



Los Anieles From: Counterterrorism

To:
Re:

08/04/2004

. ® " (REFERENCE)
NAMES (Alias, Variations, etc.):
TYPE FIRST NAME MIDDLE NAME LAST NAME SOURCE
we @0 e YN
GENDER:
MALE
CASE ID TYPE

19
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To: Los Angeles From: Counterterrorism
Re: (F) 08/04/2004

F

ABDULLAH MOHDAR (REFERENCE)
NAMES (Alias, Variations, etc.):

TYPE FIRST NAME MIDDLE NAME LAST NAME SOURCE
TRUE ABDULLAH MOHDAR Q)
PHONETIC  ABDULLAH MOHDHAR (P
GENDER:
MALE
CASE ID TYPE
(F REFERENCE

ASSOCIATES:
NAME RELATIONSHIP  PRIMARY AS OF DATE SOURCE
FAHAD | ALTHUMAIRY ASSOCIATED NO

20
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To: Los Angeles From: Counterterrorism
Re: (F 08/04/2004
(F)

FAISAL ALMUHANNA (REFERENCE)
NAMES (Alias, Variations, etc.):
TYPE FIRST NAME MIDDLE NAME LAST NAME SOURCE
TRUE FAISAL ALMUHANNA F)
ALIAS/AKA  FAISAL AHMED HAMED MUHANA (F
GENDER:
MALE
CASE ID TYPE

(F) REFERENCE

SSAN: TYPE SOURCE

(P-1) SOCIAL SECURITY ACCOUNT NO (F)
DRIVER'S LICENSE:
NUMBER STATE ISSUE DATE TYPE SOURCE

(P-1) CALIFORNIA (F)
PHONE NUMBER:
TYPE FOREIGN DOMESTIC AS OF DATE  SOURCE
ASSOCIATE (P) (F)
D
ASSOCIATE P) 7/31/1997 )
D
OTHER ID:
ID TYPE ID VALUE ID DATE SOURCE
BANK ACCOUNT NO (P-1)
ADDRESS: FROM DATE TO DATE SOURCE
RESIDENCE (F

21
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To: Los Angeles From: Counterterrorism
Re: [0 B 0870472004

LONG BEACH CA United States 90814

ASSOCIATES:

NAME RELATIONSHIP  PRIMARY AS OF DATE SOURCE

FAHAD | ALTHUMAIRY ASSOCIATED NO -

22
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To: Los : terterrorism
Re: || 08/04/2004

FAISAL AHMED HAMED MUHANA (REFERENCE)
NAMES (Alias, Variations, etc.):

TYPE FIRST NAME MIDDLE NAME LAST NAME SOURCE
TRUE FAISAL AHMED HAMED MUHANA _ -
GENDER:
MALE
CASE ID TYPE
e e

23
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Los Angeles From: Counterterrorism
50 e e 0870472004

NAMES (Alias, Variations, etc.):

To:
Re:

TYPE FIRST NAME MIDDLE NAME LAST NAME SOURCE

e CH e e
GENDER:

MALE

CASE ID TYPE

DOB: SOURCE

SSAN: TYPE SOURCE

PHONE NUMBER:

TYPE FOREIGN DOMESTIC AS OF DATE SOURCE

OTHER ID:

ID TYPE ID VALUE ID DATE SOURCE

ACCOUNT NO Py ]
ADDRESS': FROM DATE TO DATE SOURCE

24
EO14040-002683-UPDATED






Re:

F

To: Los Angeles igom:

MOHAMMED AL MOHANNA (REFERENCE)

NAMES (Alias, Variations, etc.):

Counterterrorism
08/04/2004

TYPE FIRST NAME MIDDLE NAME LAST NAME SOURCE
ALIAS/AKA  MUHAMMED AL MUHANNA (F)
ALIAS/AKA  MUHAMMED AL MUHANNA (F)
VARIATION  MOHAMMED AL MOHANNA (F)
GENDER:
MALE
CASE ID TYPE

F REFERENCE
PHONE NUMBER:
TYPE FOREIGN DOMESTIC AS OF DATE  SOURCE
ASSOCIATE (P) (F
D

26
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(Rev. 01-31-2003)

T
FEDERAL BUREAU OF INVESTIGATION

Precedence: IMMEDIATE Date: 10/30/2006

To: Counterterrorism Attn:

Washington Field Attn:
San Diego Attn:
Los Angeles Attn:
Buffalo Attn:

From: San Diego

Contact:

Drafted By:

Title: | |  PENTTBOM
MC 182

Synopsis: - To direct Buffalo to open investigation on @)y

R G I
= IS

Details: _ In the referenced document, San Diego was
instructed to open a preliminary investigation on @) . San
Diego has been able to confirm that pm@)m is no longer resident in

San Dieio. His most recent contact address is ey

EO14040-002789-UPDATED












To: Counterterrorism From: San Diego
Re: [ [ B e 10/30/2006

_ City of San Diego records show that pm@ym had a business tax
account for a sole proprietorship =)y . The account was open

%2003 with a zoning clearance pending, but cancelled on
003, with a note that the owner wrote "that he only purchased
some computer equipment and wasn't planning on doing a business."
[ City of San Diego records show that gy had a business tax
account for a sole proprietorship . The account was created
on -2004 and cancelled on ﬂ 2006. The business was described
as " " PPy provided a contact telephone
number of NP -

' Analyst comment: It has not been determined if having a business
would be a violation of IS -

Travel Records

10/07/06 - Entered US at Niagara Falls (vehicle)
09/16/06 - Entered US at Niagara Falls (vehicle)
08/15/06 - Entered US at Niagara Falls (vehicle)
07/26/06 - Entered US at Niagara Falls (vehicle)
04/09/06 - Entered US at Boston from Toronto (air)
04/05/06 - Departed US at Dallas fro Toronto (air)

02/05/06 - Entered US at Los Angeles from London (air)
12/24/05 - Departed US at Los Angeles for London (air)
11/29/05 - Arrived at Toronto/Pearson (air)

11/24/05 - Departed US at Chicago for Toronto (air)
10/04/05 - Entered US at Los Angeles from London (air)

09/19/05 - Departed US at Los Angeles for London (air)

06/03/04 Arrived US at Los Angeles
05/20/04 Departed US

03/07/04 - Entered US at Philadelphia
10/23/99 - Entered US at Ogdensburg, NY

! | Analyst comment: _uses two different Canadian passports,
possibly to obfuscate records of his foreign travels.

was _as a contact on the 194 for _

, who entered from the Netherlands.

. Analyst comment: It is not known if this individual is related to

P 'S wife, mEERE -

Telephone Contact

| pu® has been identified as the user and/or subscriber to the
following telephone numbers.
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To: Counterterrorism From: San Diego
Re: [ @ 10/30/2006

for securing his cooperation, should he be found to have secured his

refugee status on a fraudulent basis.

L X
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