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SECTION 13, LABORATORY DIVISION AIDS TO INVESTIGATIONS

13-1 INTRODUCTION 10O FBI LABORATORY DIVISION
EFFECTIVE: 05/25/90

13-1.1 Mission
The mission of the FBI Laboratery is to:

(1) Provide direct scientific and technical aid to law
enforcement.

(2) Conduct scientific examinations of evidence for
local, state and Federal law enforcement.

(3) Provide expert testimony, without charge, at trials
and other judicial proceedings.

(4) Provide on-the-scene direction and scientific or
technical assistance in major cases.

(5) Train crime laboratory and other law enforcement
personnel in matters related to physical evidence, forensic
examinations and photographic matters.

(6) Conduct research in the forensic sciences.

(7) Increase communication and quality of services among
crime laboratories.

(8) Assist crime laboratories in professional growth.
(9) Produce visual material for investigative and
prosecutive aids, law enforcement training, and administrative

purposes.

| (10)Will make examination of unknown deceased
individual's hands in order to obtain impressions,

| (11)will, upon fequest of a criminal justice agency or a o
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ranking state or local official, provide the services of the FBI
disaster squad in order to assist in the identification of victims of
a catastrophe.] '

EFFECTIVE: 09/24/93
13-2 AVAILARILITY AND USE OF LABORATORY FACILITIES
EFFECTIVE: 05/25/90

13-2.1 Availability of the FBI Laboratory

As a general rule, services of the FBI Laboratory are
available to:

(1) U.S. Attorneys, military tribunals, and all other
Federal agencies in both civil and criminal matters. (Requests from
USas for any Laboratory services (including trial charts),
examinations and testimony of FBI Laboratory experts should be made
through FBI field offices.)

(2) All duly constituted state, county, and municipal law
enforcement agencies in the United States and territorial possess:ions
in connection with their official investigations, but in criminal
matters only.

EFFECTIVE: 05/25/90

13-2.1.1 Stipulations

All Laboratory services, including expert witnesses, are
rendered free of all cost to the requesting agency, but in offering
these services, experience has dictated the following limitations in
the interest of economy to avoid duplication of effort and to ensure
the proper administration of justice:

(1) No examination will be conducted on any evidence
which has been previously subjected to the same type of technical
examination. This requirement is intended to eliminate duplication of
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effort and ensure the integrity of the evidence is maintained. An
exception may be granted by the Laboratory Division to this policy
when there exist compelling reasons that a reexamination be conducted.
These reasons should be set forth in individual letters from the
director of the laboratory which conducted the original examination,
the prosecuting attorney, and the investigating agency which collected
and submitted the evidence for laboratory analysis. (Note: A check
will be searched through the National Fraudulent Check File even
though it has been technically examined by or searched through a check
file maintained by another agency.)

(2) No testimony will be furnished if testimony on the
same technical subject and in the same case is to be given for the
prosecution by another expert,.

(3) No request for examination will be accepted from a
non-Federal law enforcement agency in connection with criminal cases
| if it is indicated that]only|a civil case will grow out of it and the

evidence

(a) Will necessarily be destroyed during the course
of the examination or

(b) Will be examined for the presence of some
foreign materials.

(4) No requests for examination will be accepted from
other laboratories which have the capability of conducting the
requested examinations. (Exceptions to this policy may be made, in
extenualing circumstances, upon approval of the Assistant Director of
the Laboratory).

EFFECTIVE: 05/25/90

| 13-2.1.2 |Deleted|

EFFECTIVE: 09/09/93
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13-2.2 Use of Other Laboratories|or Other Forensic Experts)|

Since materials of evidentiary value located at a crime
scene or otherwise obtained during FBI investigative activities offer
invaluable potential for investigative information and probative
results, these materials must be submitted, except in extreme
circumstances detailed in subsection 13-2.2.2 below, to the FBI
Laboratory in lieu of other laboratories|or other forensic
experts|because

(1) The facilities of and the expertise within the FBI
Laboratory provide the best in available scientific analyses and
technical services

(2) The FBI is appropriated money yearly by Congress to
operate its own Laboratory to provide laboratory services in matters
of interest to the Bureau. :

EFFECTIVE: 05/25/90

13-2.2.1 Cases Involving Joint Jurisdiction

Diplomacy and good judgment must be exercised in Lhe
instances which arise in cases of joint jurisdiction where state,
local, and/or other Federal laboratories either handle or maintain
custody of materials of evidentiary value obtained by their personnel
either prior to or after FBI involvement so as to:

(1) Protect the integrity and "chain of custody” of these
materials of evidentiary value in the event the final mutual agreement
is that the matter under investigation is to be prosecuted in the
Federal judicial system with the FBI having the responsibility of
primary jurisdiction and

(2) Demonstrate the FBI has the proper professional
respect for the technical and scientific competence of these other
laboratories and the investigative efforts of their law enforcement
personnel.

(3) In matters where physical evidence has been
previously examined by a state or local crime laboratory and the FBI
Laboratory is directed by the Department of Justice to conduct a
reexamination, the head of the laboratory which conducted the original
analysis will be promptly notified of this action by the Laboratory
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Division.

EFFECTIVE: 05/25/90

13-2.2.2 Cases Involving Sole FBI Jurisdiction

When extreme circumstances dictate, FBIHQ will consider
requests for the use of non-Bureau forensic experts. The following
conditions must be observed:

(1) |Only the FBI Laboratory should conduct forensic
examinations of evidence in FBI investigations. Only under extreme
extenuating circumstances should other laboratories or forensic
experts in private practice be consulted or their services requested.
This should only occur after prior contact, and with the approval of,
the FBI Laboratory by airtel, teletype, or telephone and then
confirmed by airtel or teletype. Such communications should include: |

(a) A synopsis of the circumstances necessitating
the use of an outside forensic expert,

(b) The name of the local expert(s) and their local
laberatory affiliation, if any,

(¢) The name and office telephone number of the case
Agent, and

(d) The personal endorsement of the SAC|that such
action is needed. |

| (2) |This procedure is necessary to ensure:

(a) That the needed services or examinations ¢cannot
be performed in a timely fashion by submitting the evidence to the FBI
Laboratory due to extreme urgency of the situation, or that FBI
Laboratory personnel could not travel to the requesting location and
perform the services or examinations;

(b} That when circumstances so warrant, and FBI
Laboratory approval is given, only competent and reputable forensic
experts be utilized who are recognized as reliable within the forensic
science community. |

| (3) [If FBI Laboratory approval is obtained for the use of
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non-FBl Laboratory experts, those experts must assure that all
necessary examinations are being performed since Federal violations
frequently require different elements of proof than do state or local
violations of the same or similar nature and,

(a) That nothing will be done which will destroy the
usefulness of the evidentiary material;

(b) That the local expert be advised of the
willingness of the FBI Laboratory to be consulted on the scientific
and technical aspects of the examination(s) and to provide additional
examinations which may not be possible locally;

{(c) That a copy of the local expert's examinations
report be promptly furnished to the FBI Laboratory.|

{(4) Under no circumstances should "curbstone" opinions be
sought of local scientific or technical personnel to assess Lhe
potential value of evidentiary materials prior to submitting these
items to the FBI Laboratory for examination. Preliminary local
analyses could

{a) Cause alteration and/or contamination of these
materials,

(b) Create a conflict of opinion due to variations
in testing procedures,

(¢} Unduly complicate the 'chain of custody,"

_ (d) Severely hamper the effectiveness of the
| Bureau's efforts,}and

(e) Create unnecessary legal issues which could
arise subsequently in the prosecution process.|

EFFECTIVE: 05/25/90
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13-3 REQUESTING LABORATORY ASSISTANCE

The information under this caption as well as that
contained elsewhere in this section under the particular type of
examination or assistance desired should be consulted to facilitate
the submission of requests to the Laboratory Division.

EFFECTIVE: 05/25/90

13-3.1 Requests for Examination(s) of Evidence|(See MIOG, Part
11, 13-17.3.)]

All requests should be made in a written communication
(use Form FD-196 for fraudulent checks), in triplicate, addressed to
the Director, Federal Bureau of Investigation, with an attention line
in accordance with 13-3.1.1 below and contain the following
information:

(1) Reference to any previous correspondence submitted to
the Laboratory in the case.

(2) The nature of and the basic facts concerning the
violation insofar as they pertain to the laboratory examination.

(3) The name(s) and sufficient descriptive data of any
subject, suspect, or victim,

(4) A list of the evidence being submitted either

"herewith" or "under separate cover.”" (Note: Due .to evidential
"chain of custody'" requirements, all evidence sent through the U.S.
Postal Service (USPS) system must be registered mail and not by parcel
post or regular mail. If United Parcel Service, Federal Express, .or
air freight is used, utilize their "acknowledgment of delivery,"
"protective signature," "security signature,” or any other such
service which provides the same protection as USPS registered mail.)
Only evidence for the first captioned case should be submitted with

| each communication. |(See MIOG, Part II, 13-3.1.2 (9).) ]

(3) "Herewith": This method is limited to certain
small items of evidence which are not endangered by transmission in an
envelope. Utilize the specially designed evidence envelope {(Form FD-
632). Execute written portion of envelope before placing evidence
inside to preclude damaging or altering evidence and to prevent

Sensitive
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addition of indented writing. Insert the evidence and securely seal
the envelope. Fold up the flap marked "PLEASE STAPLE CORRESPONDENCE
TO THIS FLAP" and securely attach the written communication which
should state "Submitted herewith are the following items of evidence."

(b) "Under separate cover": This method is
generally used for shipment of numerous and/or bulky items of
evidence. The written communication should state "Submitted under
separate cover by (list the method of shipment be it USPS, United
Parcel Service, Federal Express, or air freight) are the following
items of evidence.” For further information concerning the
preparation of packages sent under separate cover see 13-3.1.2 below
as well as 13-6.6 (Packaging Chart)|illustrated in the "Electronic
Reference Library Searching Guide" Appendix. |

(5) A request stating what types of examinations are
desired. Include, if applicable, comparisons with other cases,
listing captions of these cases and Bureau file numbers, if available.

(6) Information as to where the original evidence 15 to
be returned as well as where the original Laboratory report is to be
sent.

(7) A statement, if apblicable. as to whether

{(a) The evidence has been examined previously by
another expert in the same technical field,

{(b) Any local controversy is involved in the case,
or

(¢) Any non-Bureau law enforcement agencies have an
interest in the case.

(8) Notification of the need and reason(s) for an
expeditious examination bearing in mind this treatment should not be
routinely requested.

EFFECTIVE: 09/24/93
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13-3.1.1 Attention Lines for Communications and Packages (See MIOG,
Part II, 13-3.1 & 13-3.1.2(8).)

The following guidelines should be adhered to as closely
as possible to avoid any unnecessary delay in the routing of mail at
FBI Headquarters.

() Requésts for a laboratory examination only should be
marked "Attention: FBI Laboratoery."

(2) Requests for a fingerprint examination only saould be
marked "Attention: Latent Fingerprint Section, Laberatory Division."

(3) Requests for both a fingerprint examination and
laboratory examination of any type should be marked "Attention: FBI
Laboratory." (See MIOG, Part II, 13-3.1.2(10).)

(4) Requests for photographic processing only should be
submitted on the FD-523. (Note: Whenever a package containing
(' exposed film is sent to the Laboratory the word "FILM" should be
clearly marked on the outside of the package.)

(5} Requests for photographic laboratory examination of
any kind should be marked "Attention: FBI Laboratory, Special
Photographic Unit."

(6) Requests for both photographic processing and a
fingerprint examination should be submitted.on the FD-323 and, in the
area for request, marked "Attention: Latent Fingerprint Section,
Laboratory Division'" with the word "LATENT" in all capital letters,

(7) Requests for the enhancement, processing and
examination of video imagery where no comparison with known
photographs or items of clothing are required or requests for the
production of video tape demonstrative evidence should be marked

| "Attention: FBI Laboratory, Video|Enhancement|Unit."

EFFECTIVE: 03/24/94
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13-3.1.2 Shipment of Evidence "Under Separate Cover"

The following steps should be followed to properly prepare
a package for shipment of numerous and/or bulky items of evidence
apart from the original written request for the examination(s). For
additional guidance and instructions see 13-3.1(4) (b) above and 13-6.6
(Packaging Chart) below. (Note: Comply with the following steps (1}
through (9) if a cardboard box is used and step (10) if a wooden box
is used):

(1) Take every precaution to preserve the items of
evidence as outlined in the applicable sections of the Evidence Chart
(13-6.7) as well as afford appropriate physical protection of the
latent fingerprints thereon to include identification with the word
"LATENT."

(2) Choose a cardboard box suitable in size.

(3) Wrap each item of evidence separately to avoid
contamination.

(4) Do not place evidence from more than one case in the
same box.

(5) Pack the evidence securely within the box to avoid
damage in transit.

(6) Seal the box with gummed tape and clearly mark the
outer portions of the box with the word "EVIDENCE." (Note: If any of
the evidence in the box is to be subjected to a latent fingerprint
examination, also clearly mark the outer portions of the box with the
word ''LATENT.")

(7) Place a copy of the original written request for the
examination(s) in an envelope marked "INVOICE” and securely affix this
envelope to the outside of the sealed box.

(8) Enclose the sealed box in wrapping paper and seal the
wrapping paper with gummed tape. Prepare the address label,
addressing the package to the Director, Federal Bureau of
Investigation, Washington, D.C. 20535, with the proper attention line
as outlined above in 13-3.1.1. Cover the label with yellow
transparent tape to identify the shipment as evidence and place it
securely or the package.

(9) Ship the package by U.S. Postal Service, United

Sensitive
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Parcel Service, Federal Express, or air freight in accordance with the
note in 13-3.1(4) above and the Evidence Chart (13-6.7).

{10) Choose a durable wooden box suitable in size and

(a) Comply with the above steps (1), (3), (4), and
(5).

(b) Securely fasten the lid on the box and address
1t to the Director, Federal Bureau of Investigation, Washington, D.C.
20535, with the proper attention line as outlined above in 13-3.1.1.

{¢) Place a copy of the original written request for
the examination(s) in an envelope marked "INVOICE." Place the invoice
envelope in a clear plastic cover, and tack it to the box.

(d) Comply with step (9) above.
EFFECTIVE: 11/23/87

13-3.2 Requests for Other Laboratory Assistance

Requests for artist conceptions should be submitted on
Form FD-383. Requests for photographic processing, printing,
enlargements, etc., where no examination is involved must be submitted
on an FD-523. |Requests for other Special Projects Section services
should be submitted on an FD-790.| Requests for translations, trial
exhibits, and on-the-scene Laboratory assistance in photographic
surveillances, evidence examinations, or crime scene searches (e.g.,
bombings) and questions concerning photographic, polygraphic, forensic
training, or other Laboratory matters should be submitted in a written
communication, in triplicate, directed to the FBI Laboratory.
However, if time is of the essence or the exigencies of the case are
such, telephonically contact the Laboratory Division, referring to the
“FBI Laboratory Directory of Support Services," for the unit which
provides the desired assistance. If after consulting the Directory,
problems or questions still exist, call the office of the Assistant
Director, extension 4410.

EFFECTIVE: 09/03/93
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13-4 RESULTS OF EXAMINATION(S) OF EVIDENCE

The results of evidential examinations conducted in the
Laboratory are recorded in a written report.

EFFECTIVE: 11/23/87

13-4.1 Dissemination of Laboratory Report|(See MAOP, Part II,
10-13.13.) |

Normallylthreelcopies of each laboratory report are
furnished to the

(1) Office(s) contributing evidence,
(2) Office of origin, -
(3) Offices designated by the contributor(s), and

(4) Those offices determined by the Laboratory Le have an
interest in the case depending on the results of the examination(s).

(a) The original|and two copiesjof the report will
usually be sent to the office of origin in those instances where there
are several offices contributing evidence, as well as those instances
in which a contributing office makes such a request.

(b) If evidence is submitted to the Laboratory by a
non-Bureau agency in a case in which the Bureau has or may have a
joint jurisdiction, a report will be furnished the contributor
with|three|copies of the report designated for interested Bureau
offices, to include the office of origin.

EFFECTIVE: 09/24/93
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13-4.2 Inclusion of Laboratory Report in Other Reports

A copy of a laboratory report may be included in other
| reports prepared in the field. |Some|1aboratory reports are sent to
the field under the cover of a Laboratory Transmittal Form (7-72)
commonly Teferred to as the Administrative Page(s). These
| Administrativel?ages[are not part of the laboratory report and
therefore should not be included in any reports prepared in the field.

EFFECTIVE: 01/26/83

13-4.3 Rule 16. (Discovery and Inspection)

A portion of Rule 16 of the Federal Rules of Criminal
Procedure states "Reports of Examinations and Tests. Upon request of
a defendant the government shall permit the defendant to inspect and
copy or photograph any results or reports of physical or mental
examinations, and of scientific tests or experiments, or copies
thereof, which are within the possession, custody, or control of the
government, the existence of which is known, or by the exercise of due
diligence may become known, to the attorney for the government, and
which are material to the preparation of the defense or are intended
for use by the government as evidence in chief at the trial." This
request must be made before the court and "Upon a sufficient showing
the court may at any time order that the discovery or inspection be
denied, restricted, or deferred, or make such other order as is
appropriate.”

EFFECTIVE: 01/26/83

13-4.4 Laboratory Reports and the Disposition of Submitted
Evidence

| [(1)| Each laboratory report will normally contain a
statement concerning the original evidence being returned herewith,
under separate cover, or with the results of another examination such
as a latent fingerprint examination.

| [(2)| Whenever original evidence is returned by the
Laboratory to the contributing office{(s) or to the office of origin,
upon the request of the contributor(s), it should be checked against
those items listed in the written request as well as in the laboratory
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report to ensure all the evidence has been returned.

(a) If any discrepancies exist, extreme care should
be exercised in examining all of the packing material utilized in the
shipment of the evidence in order that the missing items will not be
inadvertently disposed of with this material. The FBI Laboratory
should be advised immediately of any discrepancies.

(b) If no discrepancies exist, the evidence should

be maintained in a designated safe and secure place to ensure against
tampering or unauthorized handling.

EFFECTIVE: 01/26/83

13-5 TESTIMONY OF LABORATORY EXAMINERS
EFFECTIVE: 01/26/83

13-5.1 Availability of Service

Laboratory examiners are available for expert testimony
concerning their examinations provided no other expert is used by the

prosecution in the same scientific field. (Note: This restriction is
generally used in the interest of economy and to avoid duplication of
effort.)

EFFECTIVE: 01/26/83

£3-5.1.1 Testimony at Trials

The absence of examiners from FBIHQ should be kept to a
minimum; therefore,

(1) Every effort should be made to utilize the services
of these witnesses as quickly as possible, consistent with good trial
procedures.

(2) Whenever practical, arrange for their immediate
release following court appearance,

Sensitive
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(3) In most cases the presence of an expert witness is
not required by the court during the jury selection and, consequently,
he/she need not be present when the case is called.

(4) Whenever it is possible to anticipate when the expert
testimony will be required, arrangements should then be made to have
the witness present at that time, rather than earlier in the trial.

EFFECTIVE: 01/26/83

13-5.1.2 Grand Juries and Preliminary Hearings

| | (1)| Laboratory experts are available to testify at such
hearings but requests for their appearance should not be made unless
absolutely necessary because in most cases the laboratory report, an
affidavit, or the testimony of the case Agent will suffice.

| 1(2)| 1f all attempts to obviate the appearance of a
Laboratory expert have been exhausted, the FBI Laboratory should be

advised in detail of the unusual circumstances which make the presence
of an expert absolutely necessary.

EFFECTIVE: 01/26/83
13-6 HANDLING OF PHYSICAL EVIDENCE
EFFECTIVE: 01/26/83

13-6.1 Definitions of Evidence

(1) That which is legally submitted to a competent
tribunal as a means of ascertaining the truth of any alleged matter of
fact under investigation before it.

(2) Anything which a suspect leaves at a crime scene or
takes from the scene or which may be otherwise connected with the
crime,

Sensitive
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13-6.1.1 Terminology
"Physical," "real," "tangible," "laboratory,” and

“latent," are all adjectives to describe the types of evidence which
| the FBI]Laboratory Division examines. |

EFFECTIVE: 09/24/93

13-6.2 Purpose of Physical Evidence

(1) Aids in the solution of the case because it can
(a) Develop M.0.'s or show similar M.O.'s.
(b) Develop or identify suspects.
(¢) Prove or dispose an alibi.
(d) Connect or eliminate suspects.
(e) Identify loot or contraband.
(£) Provide leads.

(2) Proves an element of the offense, for example.

(a) Safe insulation, glass or building materials on
suspect's clothing may prove entry.

{b) Stomach contents, bullets, residue at scene of
fire, semen, blood, toolmarks may all prove elements of certain

offenses.

(¢) Safe insulation on tools may be sufficient to
prove violation of possession of burglary tools statutes.

(3) Proves theory of a case, for example,

(a) Footprints may show how many were at scene.

Sensitive
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(b) Aute paint on clothing may show that a person
was hit by car instead of otherwise injured.

EFFECTIVE: 01/26/83

13-6.3 Nature of Physical Evidence

For the most part, physical evidence falls into two
classifications.

EFFECTIVE: 01/26/83

13-6.3.1 Evidence with Individual Identifying Characteristics

This evidence can be positively identified as having come
from a specific source or person if sufficent identifying
characteristics, or sufficient microscopic or accidental markings are
present. (Examples are: fingerprints, handwriting, bullets,

| toolmarks, shoe prints, pieces of glass|and plastic|where the broken
edges can be matched, and wood where broken/cut surfaces can be
matched.)

EFFECTIVE: 09/24/92

13-6.3.2 Evidence With Class Characteristics Only

(1) This evidence, no matter how thoroughly examined, can
only be placed into a class. A definite identification as to its
source can never be made since there is the possibility of more than
one source for the evidence found. (Examples are: soil, blood,

[ hairs, fibers, paint from a safe or car, glass fragments too small to
match broken edges, and toolmarks, shoe prints, or bullets, in those
instances where the microscopic or accidental markings are
insufficient for positive identification.)

(2) It is desirable to have evidence that can be

positively identified, but the value of evidence with class
characteristics only should not be minimized. In cases involving
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evidence with class characteristics only, the following are desirable:
{a) A preponderance of such evidence.

(b) A preponderance of tlass characteristics within
a single item of evidence such as paint with many layers all matching
or soil with foreign matter such as paint chips, odd seeds, and safe
insulation.

(¢) Elimination specimens such as soil from where a
suspect c¢laims he/she was or where he/she claims a car was; soil from
the surrounding areas to show that a variation does exist; and paint
or other materials from a source mentioned in an alibi.

EFFECTIVE: 09/24/93

13-6.4 Crime Scene Search

A crime scene search is a planned, coordinated, legal
search by competent law enforcement officials to locate physical
evidence or witnesses to the crime under investigation. In order to
be effective a crime scene search should include the steps outlined in
paragraphs 13-6.4.1 through 13-6.4.8 below. (Note: For additional
information concerning a bombing crime scene search see paragraph
13-6.5 below.)

EFFECTIVE: 02/12/92

| 13-6.4.1 Protect|and Secure|the Crime Scene

Only persons who have a legitimate investigative interest
should be allowed into the crime scene, This number should be kept to
a minimum. Too many people in a crime scene can lead to evidence
being moved or destroyed before its value as evidence is recognized.

| |[once the scene is established, it should be protected diligently.|

EFFECTIVE: 02/12/92
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13-6.4.2 Conduct a Preliminary Survey of the Crime Scene for the
Purposes of Establishing Firm Organizational and Planning

Guidelines

This is the planning stage of the search. The plans
should i1nclude:

(1) Form objectives of the search - what is to be found.

(2) Take special note of evidence that may be easily
destroyed such as shoe prints in dust, footprints, ete.

(3) Organize the search.

(a) Make assignments for photographs, fingerprints,
plaster casts, and evidence handling.

(b) Decide on search pattern, i.e., lane, grid,
spiral or zone searches.

(¢) Issue instructions to assisting personnel.

(4) Write a narrative description of the general
conditions of the crime scene. These are the investigator's original
notes which will be used to refresh his/her memory at the trial. They
should be an accurate description of the crime scene and should
include:

(a) Date, time, and location of the search.
(b) Weather and lighting conditions.
{¢) Identity of others participating in the search.

(d) Assignments given other personnel.

(e) Condition and position of evidence found.

EFFECTIVE: 02/12/92
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13-6.4.3 Photograph the Crime Scene

(1) Crime scenes will not remain undisturbed for very
long, and therefore should be photographed as soon as possible,
preferably before anyone is allowed into the scene.

(2) |When possible, a medium-format (120-roll film) camera
such as the Mamiya 645 should be used. If not available, then the
35mm camera should be used. Crime-scene photographs will be taken in
daylight or with electronic flash; therefore, the best film choice is
either Kodacolor Gold 100 or Vericolor Professional III Type S (Ves).
1f using VPS, set camera and flash ISO settings at 80 instead of 160
which is indicated on the film instructions. It is noted that numerous
stages of a crime scene investigation will involve photography. A
constant awareness must be maintained in order to ensure that the
original crime scene is photographically recorded. As discoveries are
made, these also should be photographed.|

(a) Exterior crime scene:

1. Establish the location of the scene by
taking a series of overall photographs to include a landmark. (360
degrees coverage if possible)

2. Establish the location of the building
through a series of overall photographs. (Aerial photographs obtained
at a later date may be useful.) Oblique and verticals.

3. |Any item of importance should have two
additional photographs made of it. A MEDIUM-distance. photeograph that
depicts the item and shows its relative position to other items in the
immediate area and a CLOSE-UP photograph with a scale if possible.|

4, Take a series of close-up photographs of
individual items of evidence to include filling the film frame,
showing proper perspective and avoiding oblique angles if possible.
(Black and white slow-speed film should be used as needed to record
shoe prints in dust, documents, fingerprints, etc.)

5. |All entrances/exits into the crime scene
area should be photographed. |

(b) Interior crime scene:

1. Utilizing a series of overall photographs,
| photograph rooms and other interior areas from all sides|in an
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overlapping series. It may be useful to make some photographs with a
wide-angle lens, but, as mentioned before, these should be noted on
the "photo log," Form FD-674. | :

2. |Any item of importance should have two
additional photographs made of it. A MEDIUM-distance photograph that
depicts the item and shows its relative position to other items in the
immediate area and a CLOSE-UP photograph with a scale if possible. |

] 3. |Deleted]
| 4. |Deleted|
(¢) Evidence photographs are needed to:

1. Record the condition of individual items of
evidence before recovery. (Photographs must show the evidence in
detail and should include a scale, photographer's initials, and the
date.)

2. Conduct laboratory examinations of evidence
such as shoe prints, tire impressions, and that obtained from bank
robberies. (Photography should be performed before any attempts to
lift or cast. Photographs should show identifying data as indicated
above.)

3. Support testimony given in court.
(Photographs should be of professional quality and very detailed.)

(3) |The sequence of photographs varies with each scene.
Logic should dictate what corder to proceed with photography based on
the fragility of a given area and your ability to maintain control of
the scene. If you feel that exterior areas are in danger of being
contaminated, then start with those., As long as all the needed
photographs are made, the order in which they are made is not
critical.|

(4) |Crime-scene photographs should be made with the
"normal" lens for the camera in use (80mm lens with the 120-re¢ll film
camera, 50mm lens with the 35mm camera) whenever possible. The
"normal"” lens maintains the same perspective that your eye gives you
looking at the scene. A series of overlapping photographs can be made
so that all areas of given space are recorded. If using a lens other
than the '"normal' lens, such as a "wide-angle' lens, to be able to
photograph a larger area in a single photograph, it should be noted in
the photo log (FD-674). (See paragraph (5).)
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(5) A record of photographs taken should be kept on a
"photo log,"” Form FD-674, It is not necessary to record the shutter
speed and f/stop used. It will be very useful to record the item
description and, in some cases, the location of an item and/or the
photographer may be significant. A quick drawing showing this should
be done in the provided space on the form. (This drawing in no way is
a substitute for the crime scene sketch.) This information can then
be used later for identifying photographs and as an aid in testimony. |

EFFECTIVE: 02/12/92

13-6.4.4 Sketch the Crime Scene

A crime scene sketch is a handmade pictorial
representation of conditions at a crime scene. (Floor plans are
sometimes available from commercial concerns to aid in sketching.) It
is useful in clarifying investigative data and to make the situation
easier to understand by eliminating unnecessary detail. A sketch dces
not replace photographs at the crime scene and should be used to show:

(1) Dimensions of rooms, furniture, doors, windows, etc.

(2) Distances from objects to entrances and exits

(3) Distances between objects (including persons/bodies)

(4) Measurements showing the exact location of items of
evidence. Each object should be located by two measurements from
nonmovable items, such as doors, walls, etc.

(5) Point-of-view locations of photographs

EFFECTIVE: 02/12/92
13-6.4.5 Process for Fingerprints

See Part II, Section 15, of this manual for instructions
on fingerprinting a crime scene.
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EFFECTIVE: 02/12/92

13-6.4.6 Make Shoe Print/Tire Tread Casts and/or Lifts

See paragraphs 13-19.1 through 13-19.1.3 elsewhere in this
section for instructions on the making of shoe print/tire tread cases
and/or lifts. ‘

EFFECTIVE: 02/12/92

13-6.4.7 Collect, Identify and Preserve the Evidence

For additional information on the collection,
identification, and preservation of items of evidence, see paragraph
13-6.7 (Evidence Chart) and/or the appropriate paragraphs elsewhere in
this section concerning the type of examination desired.

(1} Collection.

(a) All evidence must be collected legally in order
to be admissible in court at a later date. For further instructions
on the legality of ¢rime scene searches, refer to the Legal Handbook
for Special Agents.

~(b) Evidence found during 3 search should be
displayed immediately to another Special Agent so that both Agents can
testify to its source,

(¢} All evidence should be fully described in the
searcher's notes and photographed in place prior to being picked up.

(d) If appropriate, Form FD-597 (Receipt for
Property Received/Returned/Released/Seized) should be properly
executed and the copy furnished to the contributor and/or the
person(s) to whom the property is being surrendered. The original of
Form FD-597 is to be placed in the 1-A exhibit envelope of the case
file.

(2) Identification.

All articles of an evidentiary nature should be
carefully marked for identification, preferably on the article itself,
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in a manner not to injure the evidence itself and not to be

obliterated, These markings, to include initials, date and case

number, enable the person finding the evidence to testify, at a later

date, to the finding of it.

(3) Preservation.

(a) Each item of evidence should be placed in a
suitable container, such as pillboxes, plastic vials or strong
cardboard boxes. The container should be suitably identified and
sealed.

(b) Prepare appropriate 1-A envelopes | (FD-340a
and/or FD-340b) |and/or Forms FD-192 and store the evidence in
designated areas.

{(c) For submission of evidence to the laboratory for
examination see 13-3 (Requesting Laboratory Assistance), 13-6.6
(Packaging Chart), and 13-6.7 (Evidence Chart).

{d) The lega! '"chain of custody" must be maintained
at all times.

EFFECTIVE: 02/12/92

13-6.5 Bombing Crime Scene Search

Bombing crime scenes, in spite of their massive
destruction, must be conducted on the theory that everything at the
scene prior to the explosion is still in existence unless it has been
vaporized by the explosion. Locating and identifying items is the
problem. The often-used statement that so much is destroyed by the
explosion that the cause must remain unknown is rarely true. Due to
various factors, the exact amount of explosives used cannot

| Inormally|be determined based on an evaluation of the damage at the
scene. (Note: The information contained in 13-6.4

| through|13-6.4.7|concerning a crime scene search also applies to a
bombing crime scene search.)

EFFECTIVE: 12/05/85
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13-6.5.1 Purpose of Bomb Scene Search

The purpose of a bomb scene search is to determine what
happened, how it happened, and gather evidence|to identify bomb
components, reconstruct the explosive device and compare it with items
of evidence identifiable to a suspect.

EFFECTIVE: 12/05/85

13-6.5.2 Special Considerations for a Bomb Scene Search

The following steps are to assist in the preparation,
supervision, and evaluation activity connected with the scene of a
bombing. The topics covered are not meant to be all inclusive and no
attempt has been made to comment on the many aspects of the bombing
investigation.

(1) Plan of action: Formulate a plan adapted to the
particulars of the bomb crime scene. This plan will include
consideration of the creation of an on-scene command post;
etablishment of lines of supervision; assignment of various tasks such
as photographing, fingerprint processing, crowd control, collection of
evidence, etc.; protection of the crime scene; obtainment of needed
equipment; periodic evaluation of progress; providing of pertinent
information to the public; safety; etc.

(2) Command post: Consider establishing an on-scene
command post particularly at a large bombing which may require days or
weeks to complete the crime scene search. The command post should
coordinate efforts amongst Bureau personnel and between
representatives of other agencies and utilities as well as handle
inquiries from sighseers, persons associated with the scene, relatives
of the victims, and the press.

One person should be in overall charge of the bombing investigatiecn,
another over the actual crime scene search, and another over the
collection of the evidence. These three individuals must maintain
close coordination and expeditiously exchange information on a
continual basis. The evidence coordinator will report directly to the
crime scene coordinator who in turn will report directly to the
individual responsible for the overall bombing investigation.

(3) Safety: Evaluate safety conditions at the outset of
the crime scene search and on a continual basis throughout the search
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consider the possibility of a second bomb, a "jammed” bomb, or live
explosives being in the debris and the safety of crowds, nearby
residents, and personnel at the crime scene not only from additional
explosions but also from such dangers created by utilities, weakened
walls, etc. .

NOTE: Bureau|bomb technicians, Laboratory explosive specialists,
public safety bomb squad or military EOD personne! should be contacted
if a bomb is located. |

(4) Protection of crime scene: Take adequate safeguards
to protect the crime scene from fire, law enforcement, utility, and
rescue personnel as well as others such as sightseers, victims, and
individuals with a personal interest in the property. Also, since
most residues remaining after an initiation of an explosive are water
soluble, the crime scene, as much as possible, should be protected
against exposure to excessive moisture be it from rain, snow, broken
water pipes, or any other source.

(5) Photographs: Take appropriate photographs to give a
photographic representation of the crime scene (see 13-6.4.3 as a
guide). These photographs should be made immediately before,
periodically during, and at the completion of the crime scene
activity. Properly identify each photograph, coordinate the
photographs with diagrams and/or blueprints or maps, and consider the
advisability of aerial photographs.

(6) Bomb scene specialists: Have some specialists
trained in handling and processing bomb scenes or make arrangements
for obtaining such individuals from the Laboratory Explosives Unit.
Although the basic principles of conducting a crime scene search apply
in a b.nb scene search, individuals with specialized knowledge of
explosives, improvised explosive devices, damage produced by explosive
charges, and other facets associated with bomb scene searches, such as
the search and collection of physical bombing evidence, are extremely
valuable to the processing of a bomb scene effectively and
efficiently. These specialists need not be qualified bomb disposal
specialists. They should be the first persons, if possible, to be
selected for the evidence and crime scene search coordinator
positions.

(7) Equipment: Promptly make arrangements to obtain the
necessary equipment to move the debris and material at the scene,
Although the equipment needed at the scene varies, the following have
been used:
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(a) Hand tools: Shovels, rakes, brooms,
boltcutters, wire cutters, sledgehammer, hammer, screwdrivers,
wrenches, chisels, hacksaw, magnet, flashlights, knife, 50-foot
measuring tape, and traffic wheel measuring device.

(b) Other light equipment: Screens for sifting
debris, wheelbarrows, metal trash cans, power saw, cutting torch
equipment, ladders, portable lighting equipment, metal detector, large
plastic sheets, photographic equipment, and parachute harness with
related rope and pulleys.

(¢) Heavy equipment: Truck, front-end loader,
bulldozer, crane, and shoring materials.

(d) Personal equipment: Hard hats, safety goggles,
gloves (work and rubber types), foul weather clothing, coveralls, and
work shoes.

(e) Crime scene kit: Usual equipment used for the
collection, preservation, and identification of physical evidence.
“ (£) Vehicle: If the bombed target was a vehicle,
bring an identical vehicle, if possible, to the scene to assist in
identifying fragmented and mutilated items.

(8) Search for evidence: Bear in mind the search for
evidence at a bombing crime scene is important because the crime may
contain principal evidence which will lead to the identification of
the bomber(s) and/or assist in the successful prosecution of the
matter. The following guidelines are general in nature as the exact
method of searching depends on various uncontrollable factors:

(a) Place one person in overall charge of the
collection of the evidence from the various collectors as valuable
evidence may not be admissible in court if a proper '"chain of custody”
cannot be established.

(b) Do not stop the search after a few items of
evidence have been found. Experience has shown that a thorough,
persistent search will locate remains of most of the bomb components.

(¢) Avoid the tendency to concentrate only on
physical evidence, such as safety fuse, detonating cord, blasting
caps, leg (electrical) wire, dynamite wrappers, batteries, clock and
timing devices, electronic and electrical components, metal end cap
from a TNT block, plastic end cap from a C4 block, explosive residues,
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and unconsumed explosives, which may represent a bomb as this can
result in overlooking other valuable evidence, such as fingerprints,
hair, fibers, soil, blood, paint, plastic, tape, tools, toolmarks,
metals, writing, paper, printing, cardboard, wood, leather, and tire
tread-shoe print impressions.

(d) Conduct a well organized, thorough, and careful
search to prevent the necessity of a second search. However, have a
secure "dump" area for debris in the event a second search is
necessary.

(e) Commence the scene normally at the site of the
explosion and work outward. If the bomb crater is in earth, obtain
soil samples from the perimeter of the crater as well as from the
sides and bottom making sure to dig into the substrata. If the crater
is in another material, .obtain similar samples.

(£) Sift small debris through a 1/4-inch wire screen
onto an insect-type wire screen. Usually these screens are placed on
2-foot square wooden frames constructed from 2- by 4-inch lumber.

(g) X-ray the bodies of living and deceased victims
who were in close proximity of the explosion site for possible
physical evidence and if possible, have the evidence removed. Their
clothing should be retained as it may contain explosive residues.
Also, obtain all medical reports concerning the victims'
injuries/circumstances of death.

(h) Search a sufficient distance from the site of
the explosion as evidence has been found several blocks from the sites
of large explosions,

(i) Determine the possible flight paths of bomb
components to prevent needless searching.

{j) Search trees, shrubbery, telephone poles, and
the roofs, ledges, and gutters of buildings.

(k) Establish a search pattern for large areas. A
line of searchers moving forward has been found to be a satisfactory
method. A bomb scene specialist should follow the line of searchers
to evaluate the items found, contrel the searchers, and furnish
guidance. If a second search is desired, the positions of the
searchers on the line should be rotated. )

(1) Retain all items foreign to the scene and items
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which the searchers c¢annot identify after seeking the assistance of
those familiar with the bombed target.

(m} Obtain known standards of wire and building
material from the bomb scene to be submitted to the Laboratory for
elimination purposes.

EFFECTIVE: 09/22/87

13-6.6 Packaging Chart (See MIOG, Part II, 13-3.1(4)(b),
13-3.1.2, 13-6.4.7(3)(c), 13-6.7(20) (d))

The following chart should be followed to properly prepare
a package for shipment of numerous and/or bulky items of evidence
apart from the original «ritten request for an examination(s). For
| additional guidance and instructions see 13-3.1.2 (Shipment of
Evidence ''Under Separate Cover’) above.

ILLUSTRATION NOT SHOWN - SEE "ERL SEARCHING GUIDE," APPENDIX

1. Pack bulk evidence securely in box.
Seal box and mark as evidence. Mark "Latent" if
necessary.

3. Place copy of transmittal letter in envelope and mark
"Invoice." ‘

4, Stick envelope to outside of sealed box.
5. Wrap sealed box in outside wrapper and seal with
‘gummed paper.
6. Address to: Director
Federal Bureau of Investigation
Washington, D.C. 20535
"Attention FBI Laboratory"|or "Attention
Latent Fingerprint Section."
Cover label with yellow transparent ‘tape and attach
it securely to the package. |
7. If packing box is wooden--~tack invoice envelope to
| top under altransparent yellow|cover.

EFFECTIVE: 08/17/84
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13-6.7 Evidence Chart (See MIOG, Part I, 91-8(11), Part II, h

13-3.1.2 (1), 9), 13-6.4.7 (3)(e))

The following chart is provided to give assistance in the
collection, identification, preservation, packaging, and sending of
evidence to the Laboratory. This chart should be used in conjunction
with similar evidence information contained elsevhere in this section
under each type of examination desired. This evidence information and
chart are not intended to be all inclusive.

(1) SPECIMEN - ABRASIVES, INCLUDING CARBORUNDUM, EMERY,
SAND, ETC.:

(a) STANDARD (AMOUNT DESIRED) - Not less than one
ounce

(b) EVIDENCE (AMOUNT DESIRED) - All
(¢) SEND BY - Registered mail or Express

(d) IDENTIFICATION - On outside of container: Type
of material, date obtained, name or initials

(e} WRAPPING AND PACKING - Use!sturdy|containers,
su=~ 35|35 mm £ilm canister or pharmaceutical container.| Seal to
pyeveAt any loss.

(f) REMARKS - Avoid use of envelopes
(2) SPECIMEN - ACIDS:

(a) STANDARD (AMOUNT DESIRED) - 100 milliliters

(ml.)
(b) EVIDENCE (AMOUNT DESIRED) - All to 100 mi.

(¢) SEND BY - Federal Express or United Parcel

Service
(d) IDENTIFICATION - On outside of container: Type
of material, date obtained, name or initials

(e) WRAPPING AND PACKING - Plastic or all-glass
bottle. Tape stopper. Pack in vermiculite or other absorbent
material.

(£) REMARKS - Label "acids-corrosive."
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(3) SPECIMEN - ADHESIVE TAPE:
(a) STANDARD (AMOUNT DESIRED) - Recovered roll
(b) EVIDENCE (AMOUNT DESIRED) - All
(¢} SEND BY - Registered mail

(d) IDENTIFICATION - On outside of container: Type
of material, date obtained, name or initials .

(e) WRAPPING AND PACKING ~ Place on waxed paper
cellophane.

{€) REMARKS - Do not cut, wad or distort.

(4) SPECIMEN - ALKALIES - CAUSTIC S0DA, POTASH, AMMONIA,

ETC.:

(a) STANDARD (AMOUNT DESIRED) - 100 ml., 100 grams
{gm.)

(b) EVIDENCE (AMOUNT DESIRED) - All to 100 ml., All
to 100 gm,

(c) SEND BY - Federal Express or llnited Parcel
Service

(d) IDENTIFICATION - On outside of container: Type
of material, date obtained, name or initials

(e} WRAPPING AND PACKING - Plastic or glass bottle
with rubber stopper held with adhesive tape. Pack in sawdust or

vermiculite. Label "Corrosive Material-Alkali" and volume,
(£} REMARKS - Label alkali-corrosive.
{5) SPECIMEN - AMMUNITION (CARTRIDGES): (See (29).)

(a) SEND BY - For instructions re: shipping live
ammunition, see 13-12.4.2 in this section.

(b) IDENTIFICATION - On outside of container: Type
of material, date obtained, name or initials

(¢) WRAPPING AND PACKING - For instructions re:
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shipping of live ammunition, see 13-12.4.2 in this section.

(d) REMARKS - Unless specific examination of
cartridge is essential, do not submit.

(6) SPECIMEN - ANONYMOUS LETTERS, EXTORTION LETTERS, BANK
ROBBERY NOTES: (See (19), (20), (22), (23), (43), (52), (65))

(a) EVIDENCE (AMOUNT DESIRED) - All (Original
documents, not copies, whenever possible)

(b) SEND BY - Registered mail

(¢) IDENTIFICATION - Initial and date each unless
legal aspects or good judgment dictates otherwise.

(d) WRAPPING AND PACKING - Place in proper enclosure
envelope and seal with "Evidence'" tape or transparent cellophane tlape.
Flap side of envelope should show {1) wording "Enclosure(s) to FBIHQ
from (name of submitting office),"” (2) title of case, (3) brief
description of contents, and (4) file number, if known. Staple to
original letter of transmittal.

(e) REMARKS - Do not handle with bare hands. Advise
if evidence should be treated for latent fingerprints.

(7) SPECIMEN - BILE:
(a) STANDARD (AMOUNT DESIRED) - 10 milliliters
(b) SEND BY - Most expeditious means available

(¢) IDENTIFICATION - Label container identifying
sample name of subject, date taken, initials of Agent.

(d) WRAPPING AND PACKING - Container in cardboard
box with paper or styrofoam packing.

(e) REMARKS - Hold in freezer until personally
delivered or pack in dry ice for mailing by most expeditious means
available. Attach autopsy report.

(8) SPECIMEN - BLASTING CAPS (CONTACT EXPLOSIVES UNIT FOR
INSTRUCTIONS.)

(9) SPECIMEN - BLOOD - LIQUID KNOWN SAMPLES: (See
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13-8.4¢(4).

(a) STANDARD (AMOUNT DESIRED) - 1 red top (no
preservative) vacutainer vial for serological analysis and 1 purple
top (EDTA) vacutainer vial for DNA analysis

(b) EVIDENCE (AMOUNT DESIRED) - All

(c) SEND BY - Air mail special delivery - air
freight or similar rapid transit method

(d) IDENTIFICATION - Use adhesive tape on outside of
test tube. Name of donor, date taken, doctor's name, name or initials
of Agent.

(e) WRAPPING AND PACKING - Wrap in cotton, soft
paper. Place in mailing tube or suitably strong mailing carton,

(f) REMARKS - Submit immediately. Don't hold
awaiting additional items for comparison. Keen under refrigeration,
NOT freezing, until mailing. NO refrigerants and/or dry ice should be
added to sample during transit. Fragile label.

i
(10) SPECIMEN - BLOOD - SMALL QUANTITIES (LIQUID
QUESTIONED SAMPLES):

(a) EVIDENCE (AMOUNT DESIRED) - all

(b) SEND BY - Air mail special delivery - air
freight or similar rapid transit method

. (¢) IDENTIFICATION - Use adhesive tape on outside of
test tube. Name of donor, date taken, doctor's name, name or initials
of Agent.

(d} WRAPPING AND PACKING - Wrap in cotton, soft
paper. Place in mailing tube or suitably strong mailing carton,

(e} REMARKS - If unable to EXPEDITIOUSLY furnish
sample, allow to dry thoroughly on the nonporous surface, and scrape
off; or collect by using eyedropper or clean spoon, transfer to
nonporous surface and let dry, or absorb in sterile gauze and let dry.

(11) SPECIMEN - BLOOD - SMALL QUANTITIES (DRY STAINS NOT
ON FABRICS): '
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(a) EVIDENCE (AMOUNT DESIRED) - As much as possible
(b) SEND BY - Registered mail

(¢) IDENTIFICATION - On outside of pillbox or
plastic vial. Type of specimen date secured, name or initials.

(d) WRAPPING AND PACKING - Seal to prevent leakage.

(e) REMARKS - Keep dry. Avoid use of envelopes for
scrapings.

(12) SPECIMEN - BLOOD - SMALL QUANTITIES (FOR
TOXICOLOGICAL USE): :

(a) EVIDENCE (AMOUNT DESIRED) - 20 cc. (Blood and
preservative mixture)

(b) SEND BY - Air mail special delivery - air
freight or similar rapid transit method ~

(¢) IDENTIFICATION - Use adhesive tape on outside of
test tube. Name of donor, date taken, doctor's name, name or initials
of Agent.

(d) WRAPPING AND PACKING - Medical examiner should
use a standard blood collection kit.

(e) REMARKS - Preservative desired (identify
preservation used). Refrigerate. CAN freeze.

(13) SPECIMEN - BLOOD - STAINED CLOTHING, FABRIC, ETC.:
(a) EVIDENCE (AMOUNT DESIRED) - As found

(b) SEND BY - Registered mail, Federal Express,
United Parcel Service (UPS)

(c) 1IDENTIFICATION - Use tag or mark directly on
clothes. Type of specimens, date secured, name or initials.

(d) WRAPPING AND PACKING - Each article wrapped
separately and identified on outside of package. Place in strong box
placed to prevent shifting of contents.

(e) REMARKS - If wet when found, DRY BY HANGING.
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USE NO HEAT TO DRY. Avoid direct sunlight while drying. Use no
preservatives.

(14) SPECIMEN - BODY ORGANS (BRAIN, KIDNEY, LIVER, LUNG):
(See (33), (700

(a) EVIDENCE (AMOUNT DESIRED) - 75 grams of each
{b) SEND BY - Most expeditious means available

(¢} IDENTIFICATION - Label container indicating
organ, name of subject, date taken, initials of Agent

(d) WRAPPING AND PACKING - Styrofoam container
preferred to keep specimens frozen

(e} REMARKS - Hold in freezer until personally
delivered or pack in dry ice for mailing by most expeditious means
available. Attach autopsy report.

(15) SPECIMEN - BULLETS (NOT CARTRIDGES):
(a) EVIDENCE (AMOUNT DESIRED) - All found
(b) SEND BY - Registered mail

(¢) IDENTIFICATION - Initials on base, nose or
mutilated area

(d) WRAPPING AND PACKING - Pack tightly in cotton or
soft paper in pill, match or powder box. Label outside of box as to
content;.

(e) REMARKS - Unnecessary handling obliterates marks

(16) SPECIMEN - CARTRIDGES (LIVE AMMUNITION):

(a) EVIDENCE (AMOUNT DESIRED) - All found

(b) SEND BY - For instructions re: shipping live
ammunition, see paragraph 13-12.4.2 in this section.

(c) IDENTIFICATION - Initials on outside of case
near bullet end

B (d) WRAPPING AND PACKING - Pack tightly in cotton or
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soft paper in pill, match or powder box, Label outside of box as to
contents.

(17) SPECIMEN - CARTRIDGE CASES (SHELLS) :
(a) EVIDENCE (AMOUNT DESIRED) - All
(b) SEND BY - Registered mail

(¢) IDENTIFICATION - Initials preferably on inside
near open end or on outside near open end.

{d) WRAPPING AND PACKING - Pack tightly in cotton or
soft paper in pill, match or powder box. Label outside of box as to
contents.

(18) SPECIMEN - CHARRED OR BURNED DOCUMENTS: (See
13-17.4(12) )

(a) EVIDENCE (AMOUNT DESIRED) - All
(b) SEND BY - Registered mail

(c) IDENTIFICATION - On outside of container
indicate fragile nature of evidence, date obtained, name or initials.

(d) WRAPPING AND PACKING - Utilize polyester film
encapsulation technique (contact Document Section for instructions) OR
Ship charred paper in original container in which it was burned at
crime scene OR Pack in rigid container between layers of cotton. Do
not compress layers.

(e) REMARKS - Added moisture, with atomizer or
otherwise, NOT RECOMMENDED. .

(19) SPECIMEN - CHECKS (FRAUDULENT) :

(a) EVIDENCE (AMOUNT DESIRED) - All (Original
documents, not copies, whenever possible)

(b) SEND BY - Registered mail
(¢} IDENTIFICATION - See Anonymous Letters (6) above

(d) WRAPPING AND PACKING - See Anonymous Letters (6)
above
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(e) REMARKS - Advise what parts questioned or known.,
Furnish physical description of subject.

(20) SPECIMEN - CHECK PROTECTOR, RUBBER STAMP AND/OR DATER
STAMP KNOWN STANDARDS (NOTE: SEND ACTUAL DEVICE WHEN POSSIBLE)

(a) STANDARD (AMOUNT DESIRED) - Obtain several
copies in full word-for-word order of each questioned check-writer
impression. If unable to forward rubber stamps, prepare numerous
samples with different degrees of pressure.

(b) SEND BY - Registered mail

(¢) IDENTIFICATION - Place name d}Einitials, date,
name of make and model], etc., on sample impressions,

(d) WRAPPING AND PACKING - See Anonymous Letters (6)
above and/or Packaging Chart (paragraph 13-6.6) above

(e) REMARKS - Do not disturb inking mechanisms on
Printing devices

(21)  SPECIMEN - CLOTHING:
(a) EVIDENCE (AMOUNT DESIRED) - All

- (b) SEND BY - Registered mail, or Federal Express or
United Parcel Service (UPS)

(c) IDENTIFICATION - Mark directly on garment or use
string tag. Type of evidence, name or initials, date,

(d) WRAPPING AND PACKING - Each article individually
wrapped with identification written on outside of Package. PFlace in
strong container.

() REMARKS - Leave ¢lothing whole. Do not cut out
stains. If wet, HANG IN ROON TO DRY before packing.

(22) SPECIMEN - CODES, CIPHERS AND FOREIGN LANGUAGE

MATERIAL:

(a) EVIDENCE (AMOUNT DESIRED) - All

(b) SEND BY - Registered majl
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(c) IDENTIFICATION - Same as Anonymous Letters (6)
above

(d) WRAPPING AND PACKING - Same as Anonymous Letters
(6) above

(e) REMARKS - Furnish pertinent background and
technical information.

(23) SPECIMEN - COMPUTER AND COMPUTER-RELATED ITEMS: (See
(46))

(a) EVIDENCE (AMOUNT DESIRED) - All

(b) SEND BY - Floppy disks - registered mail; hard
disks - by overnight express.

(¢) IDENTIFICATION - Label container indicating date
taken and initials of Agent,

(d) WRAPPING AND PACKING - See Anonymous Letters {(6)
above. Package or envelope should be marked "Magnetic Media Evidence
Enclosed. Do not X-ray."

(e) REMARKS - If computer diskettes are submitted,
accompanying communication should, if possible, contain infermation
regarding the make and model of computer used in their preparation.

(24) SPECIMEN - DRUGS - LIQUIDS: (See (35), (36), (49))

(a) EVIDENCE (AMOUNT DESIRED) - All

(b) SEND BY - Registered mail, UPS or air express

(¢) IDENTIFICATION - Affix label to bottle in which
found, including name or initials and date.

(d) WRAPPING AND PACKING - Bottle with sealable top.

(e) REMARKS - Determine alleged normal use of drug
and if prescription, check with druggist for supposed ingredients.

(25} SPECIMEN - DRUGS - POWDERS, PILLS, SOLIDS: (See
(35), (49))
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(a) EVIDENCE (AMOUNT DESIRED) - Al}
(b) SEND BY - Registered mail, UPS or air express

(c) IDENTIFICATION - On outside of pillbox, name or
initials and date

(d) WRAPPING AND PACKING - Seal to prevent any loss
by use of tape

(26) SPECIMEN - DYNAMITE AND OTHER EXPLOSIVES (CONTACT
EXPLOSIVES UNIT FOR INSTRUCTIONS)

(27) SPECIMEN - FIBERS:

(a) STANDARD (AMOUNT DESIRED) ~ Entire garment or
other cloth item

(b) EVIDENCE (AMOUNT DESIRED) - All
(c) SEND BY - Registered ma;l

(d) IDENTIFICATION - On outside of sealed container
or on object to which fibers are adhering.

(e) WRAPPING AND PACKING - Folded paper or pillbox.
Seal edges and openings with tape.

(f) REMARKS - Do not place loose in envelope.
(28) SPECIMEN - FILN:

(a) EVIDENCE (AMOUNT DESIRED) - A]l

(b) SEND BY - Registered mai]

(c) IDENTIFICATION - If not developed mark outside
"DO NOT X-RAY."

(d) WRAPPING AND PACKING - If not developed wrap in
lightproof container.

(29) SPECIMEN - FIREARMS:

(a) EVIDENCE (AMOUNT DESIRED) - All
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(b} SEND BY - Registered mail, UPS or Federal
Express

(¢) IDENTIFICATION - Mark inconspicuously as if it
were your own. String tag gun, noting complete description on tag.
Investigative notes should reflect how and where gun marked.

(d) WRAPPING AND PACKING - Wrap in paper and
identify contents of package. Place in cardboard box or wooden box.

(e) REMARKS - Unload all weapons before shipping.
Keep from rusting. See Ammunition (5) above, if applicable.

(30) SPECIMEN - FLASH PAPER:

(a) SEND BY - Contact Document Section for
instructions

(b) IDENTIFICATION - Initials and date.

(¢) WRAPPING AND PACKING - Individual polyethylene
envelopes double wrapped in manila envelopes. Inner wrapper sealed
with paper tape.

(d) REMARKS - Store between moistened sheets of
blotter paper, with dry ice. Refrigerate if extended storage 1is

necessary.

(31) SPECIMEN - FUSE (SAFETY) (CONTACT EXPLOSIVES UNIT FOR
COMPLETE INSTRUCTIONS)

(32) SPECIMEN - GASOLINE:

| (a) STANDARD (AMOUNT DESIRED) - 100 ml.
(b) EVIDENCE (AMOUNT DESIRED) - All to 100 ml.
(c¢) SEND BY - UPS or Federal Express

(d) IDENTIFICATION - On outside of container, label
with type of material, name or initials, and date.

(e) WRAPPING AND PACKING - Use sturdy box containing
break-proof bottles and absorbent packing.

(£) REMARKS - Shipping regulation - allow & oz.
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(33) SPECIMEN ~ GASTRIC CONTENTS:
(a) EVIDENCE (AMOUNT DESIRED) - All available
(b) SEND BY - Most expeditious means available

(¢) IDENTIFICATION - Label container indicating
"gastric contents,'" name of subject, date taken, initials of Agent.

(d) WRAPPING AND PACKING - Bottle with sealable top
and pack as indicated under "Body crgans,” (14) above.

(e) REMARKS - Mark package "Keep Refrigerated."
(34) SPECIMEN - GEMS:

(a) EVIDENCE (AMOUNT DESIRED) - All

(b) SEND BY - Registered mail

(c¢) IDENTIFICATION - On outside of container

(d) WRAPPING AND PACKING - Use[35 mm film canister
or pharmaceutical container, |

(35) SPECIMEN - GENERAL UNKNOWN - SOLIDS (NONHAZARDOUS) :
(a) STANDARD (AMOUNT DESIRED) - 100 gms.
(b) EVIDENCE (AMOUNT DESIRED) - All to 100 gos.
(c) SEND BY - Registered mail

(d) IDENTIFICATION - Name or initials, date on
outside of sealed container.

(e) WRAPPING AND PACKING - Same as Drugs, (24) and
(25) above.

(£) REMARKS - If item is suspected of being a
hazardous material, treat as such and contact Explosives Unit for

shipping instructions.

(36) SPECIMEN - GENERAL UNKNOWN ~ LIQUIDS (NONHAZARDOUS) ;

Sensitive
PRINTED: 03/14/94

4]



Sensitive

Manual of Investigative Operations and Guidelines -

Part II PAGE P8=ae- 42
(a) STANDARD (AMOUNT DESIRED) - 100 ml.
(b) EVIDENCE (AMOUNT DESIRED) - All to 100 ml.
(¢) SEND BY - Registered mail

(d}) IDENTIFICATION - Same as for liquid drugs, (24)
above.

(e) WRAPPING AND PACKING - Same as drugs, (24)
above,

(£) REMARKS - If item is suspected of being a
hazardous material, treat as such and contact Explosives Unit for
shipping instructions,

{(37) SPECIMEN - GLASS FRAGMENTS:
(a) EVIDENCE (AMOUNT DESIRED) - All
(b) SEND BY - Registered mail, UPS or air express

(¢) IDENTIFICATION - Adhesive tape on each piece.
Name or initials and date on tape. Separate questioned and known.

(d} WRAPPING AND PACKING - Wrap each piece
separately in cotton. Pack in strong box to prevent shifting and
breakage. Identify contents.

(e) REMARKS - Avoid chipping and mark "Fragile."

(38) SPECIMEN - GLASS PARTICLES:

(a) STANDARD (AMOUNT DESIRED) - All of bottle or
headlight. Small piece of each broken pane.

(b) EVIDENCE (AMOUNT DESIRED) - All
{c) SEND BY - Registered mail

(d) IDENTIFICATION - Name or initials, date on
outside of sealed container

(e) WRAPPING AND PACKING -|Use 35 mm film canister
or pharmaceutical container.|
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13-12.7.1 Reference Firearms Collection

This collection contains over|2,900|handguns
and|1,700|shoulder weapons and is used for such things as:

(1) Locating serial numbers

(2) Replacing inoperable weapon parts

(3) Identifying gun parts
EFFECTIVE: 06/26/91
13-12.7.2 Standard Ammunition File
EFFECTIVE: 06/26/91

13-12.7.3 Reference Fired Specimen File

This file contains test bullets and cartridge cases
obtained from weapons which have been in the Laboratory. (Note: Aan
"Unidentified Ammunition File," "Open Case File" or "Unsoived Crime
File" consisting of bullets and cartridge cases recovered from crime
scenes is no longer maintained by the Laboratory.)

EFFECTIVE: 06/26/91

13-12.8 Disposition of Weapons
The following guidelines are to be used in Bureau cases.

(1) Any weapon to be disposed of should be done so by the
Laboratory.

(2) The Laboratory can dispose of weapons with a waiver
of ownership or court order. If such cannot be obtained, see United
States Marshal's Manual, Section 709.01 (Prisoner's Property) or
Section 322.01 (Abandoned Property). When cbtaining a court order,
the requesting attorney should be advised to seek an order directing
the weapons into the custody of the FBI "for its use or for any other
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disposition in its discretion.” Court orders directing the
destruction of a firearm should be avoided.

EFFECTIVE: 06/26/91

13-12.9 Gunshot Primer Residues On Shooter's Hands

(1} When a person discharges a firearm, primer residues
can be deposited on that person's hands in varying amounts dependent
upon the type, caliber, and condition of the firearm and the
environmental conditions at the time of the shooting. Residue samples
can be collected from a suspect's hands and analyzed for the presence
of the chemical elements antimony, barium and lead, which are
components of most primer mixtures. The analytical technique used to
analyze these hand samples is dependent upon the type of hand samples
collected from the suspect's hands. Washing of the hands and varjous
other activities on the part of the shooter can remove substantial -
amounts of residue. Therefore, it jis imperative to obtain samples as
soon after the shooting as possible. Samples obtained more than six
hours after a shooting are generally of little value and normally will
not be analyzed.

(2) Samples obtained from the hands of victims of close
range shooting (within approximately 10 feet) are generally of little
value since it is not possible to differentiate between residues
deposited on the hands of a shooter and a victim of a close-range
shooting. Therefore, samples from the hands of victims are not
normally accepted for analysis.

EFFECTIVE: 06/26/91

13-12,9.1 Sampling Materials

(1) For Bulk Analysis - Several suitable commercial
sampling kits are available and are recommended. Fabricated sampling
kits should be made with commercially available cotton—tipped
applicator swabs with plastic shafts, plastic bags (ziploc or
equivalent), and 5% nitric acid solution. (Store 5% nitric acid
solution in sealed plastic bottle only,)

(2) For Bulk/Particle Combined System of Analysis - The
FBI Laboratory is in the process of developing a combined
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bulk/particle analysis procedure for gunshot primer residues. |When
this procedure is developed, it will be made available to the field. |

Contact the Elemental and Metals Analysis Unit of the FBI Laboratory
for further information.

EFFECTIVE: 05/25/90

13-12.9.2  Bulk Analysis Sampling Procedure

Caution! During the sampling procedure avoid touching the
person's hands,

(1) Remove the pair of swabs from the package labeled
"RIGHT BACK," being careful not to touch the cotton tips. Using the
dispensing bottle provided, moisten each swab with 2 or 3 drops of 5%
nitric acid solution.

(2) Thoroughly swab the portion of the back of the thumb,
forefinger and connecting web area of the right hand depicted by the
shaded area of Figure 1. Return the swabs to their package.

Note! Thorough swabbing is accomplished by swabbing for
approximately 15 seconds with each swab and rotating the swab so as to
utilize ali surfaces of the cotton tip. Do not swab any portion of
the fingerprint pattern area during this step.

(3) Repeat 'step 1 using the swabs from the package
labeled "RIGHT PaALM."

(4) Thoroughly swab the palm area of the right hand
depicted by the shaded area of Figure 2. Return swabs to their
package.

(5) Perform the same procedure on the left hand.

(6) Prepare the swabs from the package labeled "CONTROL"
as in step 1. Return swabs to their package without touching them to

any surface.

(7) Mark all samples for identification and seal the kit.

Sensitive

PRINTED: 03/14/94 |




| g "N

Sensitive

Manual of Investigative Operations and Guidelines
Part I1I PAGE 13 - 105

EFFECTIVE: 05/25/90
| 13-12.9.3 Gunshot [Primer Residue Examination{- Information Sheet

[ [Case # Type of Offense:

| Vietim(s):

| Suspect(s):

| SHOOTING INFORMATION

| Date: Time:

| Location:

| Firearm(s);:

| Ammunition:

| Number of shots fired:

| SWABBING INFORMATION

[ Date: Time:

| Person swabbed:

Occupation: R L handed (circle one)
P

| Was this person in possession of a firearm?

Did this person make any statements regarding the discharge or
handling of a firearm? If so, what were those
statements:

| Person who conducted the swabbing:
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| Person to contact for more information about this case:

| Name: Telephone #:

EFFECTIVE: 11/20/90

13-13 TOOLMARK IDENTIFICATION

Toolmark examinations include, but are not limited to,
microscopic studies to determine if a given toolmark was produced by a
specific tool. In a broader sense, they also include the
identification of objects which forcibly contacted each other: were
Joined together under pressure for a period of time and then removed
from contact; and were originally a single item before being broken or
cut apart. The inclusion of these latter areas results from the
general consideration that when two objects come in contact, the
harder (the "tool") will mark the softer. (Saws, files and grinding
wheels are generally not identifiable with marks they produce.)

EFFECTIVE: 01/31/78

13-13.1 Conclusions
(1) That the tool produced the toolmark
(2) That the tool did not produce the toolmark, or
(3) That there are not sufficient individual

characteristics remaining within the toolmark to determine if the tool
did or did not produce it.

EFFECTIVE: 01/31/78
13-13.2 Types of Toolmark Examinations

EFFECTIVE: 01/31/78
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13-13.2.1 Toolmark with Tool

Several comparisons can be made between a tool and 3
toclmark such as the:

(1) Examination of the tool for foreign deposits such as
paint or metal for comparison with a marked object.

(2) Establishment of the presence or nonpresence of
consistent class characteristics.

(3) Microscopic comparison of a marked object with
several test marks or cuts made with the tool.

EFFECTIVE: 01/31/78

13-13.2.2 Toolmark Without Tool
Examination of the toolmark can determine:
(1) Type of tool used (class characteristics)

(2) Size of tool used (class characteristics)

(3) Unusual features of tool (class or individual
characteristics)

(4) Action employed by the tool in its operation, and/or

(5) Most importantly, if the toolmark is of value for
identification purposes.

EFFECTIVE: 01/31/78
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13-13,2,3 Metal Fracture -

Fracture examinations are conducted to ascertain if a
piece of metal from an item such as a bolt, automobile ornament,
knife, screwdriver, etc., was or was not ‘broken from a like damaged
item available for comparison. This type of examination may be
requested along with a metallurgy examination (see major topic 13-14
elsewhere in this section).

EFFECTIVE: 01/31/78

13-13.2.4 Marks in Wood

This examination is conducted to ascertain whether or not
the marks left in a wood specimen can be associated with the tool used
to cut them, such as pruning shears, auger bits, etc. This
examination may be requested along with a3 wood examination (see
secondary topic 13-9.7 elsewhere in this section).

EFFECTIVE: 01/31/78

{

13-13.2.5 Pressure/Contact
Pressure or Contact examinations are conducted to

ascertain whether or not any two objects were or were not in contact
with each other either momentarily or for a more extended time.

EFFECTIVE: 01/31/78
13-13.2.6 Surface Replica Plastic Impressions
Surface replica plastic impressions of stamped numbers in

metal, such as altered vehicle identification numbers, can be examined
and compared with other as well as with suspect dies.

EFFECTIVE: 01/31/78
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13-13.3 Obtaining Evidence in Toolmark Cases

(1) It is most desirable, if possible, to submit the
actual toolmarked area for direct comparison. (Note: In number
restoration cases, the Laboratory will routinely make a cast of the
tooimark for a possible future comparison with marking stamps.)

(2) 1If it is impossible to submit the original, prepare
and submit a cast, preferably in plastic, of the mark. For
instructions on how to pPrepare a plastic cast/impression see paragraph
13-13.3.1 below.

(3) Photographs, although helpful in presenting an
overall location of the mark, are of no value for identification
purposes.

(4) Do not forget to obtain samples of paint, safe
insulation, and any other material likely to appear as foreign
deposits on tools.

(5) Do not place the tool against the toolmark for size
evaluation.

EFFECTIVE: 01/31/78

13-13.3.1 Plastic Cast/Impression

The following instructions are for making a plastic
cast/impression of stamped numbers in metal.

(1) All casts should be taken before any number
restoration is attempted. (See "Items with Obliterated Identification
Markings" under secondary topic 13-14.2 elsewhere in this section for
further information on number restoration.)

(2) Casts should be taken using plastic surface replica
kits (made by L. D. Caulk Company, Milford, Delaware 19963, trade name
"Lucitone"”) which should be available in each office.

(3) The number one priority in taking a cast of stamped
numbers is cleaning the number area of any foreign matter as the
replica plastic will duplicate any foreign material left in the
stamped characters, Thus, paint and dirt should be removed from the
stamped area with a suitable solvent (acetone, gasoline or a
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commercial paint remover). A toothbrush could be used to help clean
down to the bottom of the stamped area and in no instance should a
wire brush be used to clean the area as this will scratch the numbers
and make subsequent identification of the stamps impossible. If there
is any rust in the stamped numbers,|use of "NAVAL JELLY" is helpful in
removing the rust.|

(4) Having cleaned the surface, a dam should be built
around it to retain the liquid surface replica while hardening and
cooling. The liquid and the powder of the replica kit are mixed for
one minute in the aluminum pouch that contained the powder. The dam
material should be a soft pliable clay-like material such as caulking
cord, "Play Dough" or modeling clay. Prior to forming the dam, nylon
filament tape should be placed at each end of the characters, partly
within the dam area to facilitate the cast removal. All voids around
the dam should be sealed to prevent leaking. Once the liquid has been
poured and hardened lift up on the ends of the tape to lift out the
cast. If the cast has a lot of paint and rust, additional casts
should be taken until the best possible cast has been obtained and
this should be submitted to the Laboratory.

(5) At normal room temperatures (65 degrees - 75 degrees)
plastic replica takes about 1/2 hour to set up. If the surface of the
cast is hard but still warm, it should not be removed until the cast
is cool to the touch., At low temperature (50 degrees and below)
setting time can be up to 8 hours or more. In this instance, if
possible, the vehicle or metal should be meved to a heated building.
Further the area can be heated by several methods such as heat lamp,
infrared light bulb, hair dryer directed on the number area and then
upon the cast, etc. The use of a torch to heat the area is not
recommended.

EFFECTIVE: 11/27/81

13-13.4 Submitting Toolmark Evidence to Laboratory

(1) Pack to preserve the evidence and prevent
contamination.

(2) Properly identify each item to facilitate court
presentation, onsider the possible need in court of the object from

which the spe en was cut.

(3) Submit the tool rather than making test cuts or
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impressions in field.

(4) Mark ends of evidence which are or are not to be
examined,

EFFECTIVE: 11/27/81

13-13.5 Reference Files

(1} National Automobile Altered Numbers File: The FBI
Laboratory is maintaining in the National Automobile Altered Numbers
File selected specimens, including surface replica plastic impressions
of altered vehicle identification numbers found on stolen cars, trucks
and heavy equipment. The purpose of this file is to have a central
repository for such specimens of altered numbers so that comparisons
can readily be made at any time in an attempt to identify recovered
stolen cars and possibly link such vehicles with commercialized theft
rings nationwide or other cases investigated by the Bureau.

(2) National Vehicle Identification Number Standards File
(NVSF): The FBI1 Laboratory maintains in the National Vehicle
Identification Number (VIN) Standards File (NVSF) standards of VIN
Plates from each factory of the major manufacturers of American
automobiles. The purpose of this file is to enable the Laboratory to
determine whether or not a submitted VIN plate is authentic.
Additionally it gives the Laboratory the capability, in the event that
bogus VIN plates are being prepared in an automobile factory, to
vdentifv not only which factory is involved, but also which machine is
being used to produce the bogus VIN plates. Any suspect VIN plate
encountered in investigations should be forwarded to the Laboratoery
for examination,

EFFECTIVE: 05/26/83
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[113-13.6 Identification Manuals ! z
Laboratory manuals concerning the identification of
automobiles, foreign and domestic, tractor trucks, trailers and
construction equipment are updated on a timely basi

provi investigative aLds e field
Agent examining these kinds of equipment. Copies of these manuals can
be obtained by contacting the Firearms-Toolmarks Unit of the
Laboratory Division, |

EFFECTIVE: 05/26/83

13-14 METALLURGY EXAMINATIONS

Metals or metallic objects may be metallurgically examined
for comparison purposes and/or information purposes.

EFFECTIVE: 05/26/83

13-14.1 Examinations for Comparison Purposes

Determinations to ascertain if two metals or two metallic
objects came from the same source or from each other usually require
evaluations based on surface characteristics, microstructural
characteristics, mechanical properties and composition.

(1} Surface Characteristics - macroscopic and microscopic
features exhibited by the metal surface including fractured areas,
accidental marks or accidentally damaged areas, manufacturing defects,
material defects, fabrication marks and fabrication finish. The
fabrication finish reveals part of the mechanical history of how a
metal was formed; e.g., if it was cast, forged, hot-rolled,
cold-rolled, extruded, drawn, swaged, milled, spun, pressed, etc.

(2) Microstructural Characteristics - the internal
structural features of 3 metal as revealed by optical and electron
microscopy. Structural features include the size and shape of grains;
the size, shape and distribution of secondary phases and nonmetallic
inclusions; and segregation and other heterogeneous conditions. The
microstructure is related to the composition of the metal and to the
thermal and mechanical treatments which the metal had undergone; it
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therefore contains information concerning the history of the metal,

(3) Mechanical Properties - describes the response of a
metal to an applied force or load, e.g., strength, ductility,
hardness.

(4) Composition - the chemical element make~up of the
metal including major alloying elements and trace element
constituents. Because most commercial metals and alloys are
nonhomogeneous materials and may have substantial elemental
variations, small metal samples or particles may not be
compositionally representat;ve of the bulk metal.

EFFECTIVE: 05/26/83

13-14.2 Examinations for Information Purpose

Some of the kinds of information that can result from
metallurgical examinations of metals in various conditions are listed

(1) Broken and/or mechanically damaged (deformed) metal
‘pieces or parts

(a) Cause of the failure or damage - stress
exceeding the strength or yvield limit of the metal, material defect,
manufacturing defect, corrosion cracking, excessive service usage
(fatigue), ete. '

{b) The wagnitude of the force or load which caused
the failure.

(c¢) The possible means by which the force or load
was transmitted to the metal and the direction in which it was
transmitted.

(2) Burned, heated or melted metal

(a) Temperature to which the metal was exposed.

(b} Nature of the heat source which damaged the
metal.

(¢) Whether the metal was involved in an electrical
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short-circuit situation.

{3) Rusted or corroded metal - length of time the metal
had been subjected to the environment which caused the rust or
corrosion. Requires that the investigator submit information
concerning the environmental conditions surrounding the item when it
was recovered.

(4) Cut or severed metal

(a) Method by which the metal was severed - sawing,
shearing, milling, turning, electrical arcing, flame cutting
(oxyacetylene torch or "burning bar'), ete.

(b) Length of time to make the cut.

(¢) Relative skill of the individual who made the
cut.

(5)  Metal fragments
(a) Method by which the fragments were formed.

(b) :If fragments had been formed by high velocity
forces, may determine if an explosive had been detonated and the
magnitude of the detonation velocity.

(¢) Possible identification of the item which was
the source of the fragments. In bombings, timing mechanisms can often
be identified as to type, manufacturer and model: determinations are
often possible as to the time displayed by the mechanism when the
explosive detonated and as to the relative length of time the
mechanism was functioning prior to the explosion.

(6) Watches, clocks and timers

(a) Condition responsible for causing the timing
mechanism to stop or malfunction.

(b) Whether the time displayed by the mechanism
represents AM or PM (calendar-type timing mechanisms only).

l (7)  |Deleted|

(8) Lamp bulbs
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(a) Whether a broken lamp bulb was incandescent at
the time the glass portion broke.

(b) Whether an unbroken lamp bulb was incandescent
al the time it was subjected to impact forces such as those developed
in vehicular collisions.

(9) Objects with questioned internal components: X-ray
radiography can reveal the interior construction and the presence or
absence of cavities or foreign material.

(10) Items with obliterated identification markings -
Obliterated identification markings are often restorable, including
markings obliterated by melting of the metal (welding, "puddling").
Obliterated markings can also be restored on materials other than
metal. Because different metals and alloys often require specific
methods for restoration of obliterated markings, the Laboratory should
be contacted before any field processing for number restoration js-
attempted.

EFFECTIVE: 01/11/85

13-15 MATERIALS ANALYSIS EXAMINATIONS

[ (1) |These examinations entail the use of microscopic,
microchemical and instrumental techniques such as|Fourier
transform|infrared spectroscopy, X-rayfdiffraction. pyrolysis|gas
chromatography - mass spectrometry, scanning electron
microscopy, [differential thermal analysis, capillary electrophoresis,
liquid and ion chromatography,Ietc..lfor Both organic and inorganic
analyses, |identification and/or comparison of the compositions of
Paints, plastics (polymers), tapes|(electrical, cellophane, masking,
duct),|glues,|cau1ker/sealants,]cosmetics.Iexplosives]and explosive
residues.

| (2)Mineralogy is also Part of the Materials Analysis
Unit (see Part II, Section 13-11 for mineralogy examinations). |

EFFECTIVE: 09/03/93
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13-15.1 Paints, Cosmetics, Plastic|Products, and Tapes|

EFFECTIVE: 09/03/93

13-15.1.1 Automobile Paints

It is possible Lo establish the[color,lyear and make of an
automobile from a paint chip by use of the National Automotive Paint
File which contains paint panels representing the original paint
finish systems used on all makes of American cars, light trucks, wvans,
and most foreign cars. A very careful search of the accident or crime
scene should be made to locate small chips because:

(1) Paint fragments are often found in the clothing of a
hit-and-run vietim.

(2) Paints may be transferred from one car to another,
from car to object, or from object to car during an accident or the
commission of a crime.

EFFECTIVE: 09/24/93

13-15.1.2 Nonautomobile Paints and Other Coatings

(1) Coatings of all types can be analyzed arnd compared.
Paint on safes, vaults, window sills, door frames, etc., may be
transferred to the tools used to open them. For example, a comparison
can be made between the paint on an cobject and the paint on a tool to
determine if there was contact with a particular painted surface.
|However, the manufacturer cannot be determined (other than original
automotive paint finishes).

(2) Fine art authentication through complete chemical
analyses of the ccatings/materials utilized in the painting.
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EFFECTIVE: 09/24/93

13-15.1.3 Cosmetics and Related Items

. Known and questioned samples of cosmetics, such as
lipstick, face powder, and various other make-up materials can be
compared with each other but they cannot be associated with a special
source or manufacturer.

EFFECTIVE: 05/26/89

13-15.1.4  Plastics/Polymers

It is not possible to specifically identify the source,
use, or manufacturer of plastic items from composition alone but
comparisons such as the following can be made:

(1) Trim from automobiles, depending upon the uniqueness
of the composition, is compared with plastic remaining on the victim
or property struck in a hit-and-run.

(2) Plastics comprising insulation on wire used in
bombings or other crimes are compared with known or suspected sources
of insulated wire,

(3) Miscellaneous plastic material (including buttons)
from crime scenes is compared with possible sources.

EFFECTIVE: 05/2&6/89

13-15.1.5 Tape

A positive identification may be made with the end of a
piece of tape left at the scene of the crime and a roll of suspect
tape (similar to fabric examination).

(1) |Associations of tapes left at the scene and from
suspected sources are determined from physical and compositional
characteristics,
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| (2) |Deleted|

(3) Materials Analysis Unit maintains a duct tape
reference file.

EFFECTIVE: 09/24/93

[113-15.1.6 Explosive Residues

| See Part II, Section 13-6.7.1.]

EFFECTIVE: 05/26/89

| 13-15.2 "Fluorescent Powders and Other Marking Materials

Rt

EFFECTIVE: 09/03/93

13-15.2.1 Purpose

Marking materials are used to prepare an cbject, be it a
decoy parkags cash box, money, etc., in order that a detectable trace
will be left on a person or the property of a person who handled the
cbject.

EFFECTIVE: 05/26/89
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13-15.2.2 Selection Factors
(1) The choice of material depends on factors inherent
with each situation. |These materials can be obtained as kits from

commercial vendors. |

(2) The material used can be a dry powder, liquid, or
grease and be available in many visible and fluorescent colors.

(3) Fluocrescent materials require a source of ultraviolet
light to examine the subject's hands or clothing.

(4) Deleted
(5) Deleted

EFFECTIVE: 09/24/93

{ 13-15.2.3 |Deleted|

EFFECTIVE: 09/03/93

| 13-15.2.4 |Deleted|

EFFECTIVE: 09/03/93

| 13-15.2.5 |Deleted|
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EFFECTIVE: 09/03/93

13-15.2.6 Fluorescent Materials

(1) Have the advantage of not being visible to the
subject.

(2) Have the capability of being subsequently identified
as the same powder used, by analysis of deposits on clothing, etc.

(3) Have the disadvantage of requiring a source of
ultraviclet light (see item (7) below).

(4) Phosphorescent materials are different from
fluorescent powders and must not be used since these may be detected
by the subject even without ‘an ultraviolet source. &

(5) Must be applied in a finely ground or powdered form.

(6) Choice of form depends on object to be marked, for
example: £

(a) Contact areas of tools can be coated with a
grease, such as vaseline, mixed with a fluorescent powder without
creating suspicion. Richer depcsits are transferred when grease film
15 used.

(b) Normally dry surfaces, such as gloves, money,
doorknobs, steering wheels, etec., would arouse suspicion (f coated
with a grease. After coating an appropriate surface with grease, the
remainder of object and/or container may be dusted with dry powder.

(¢) Time, amount of light, and other factors may
limit application to dusting since the dusting procedure is rapid and
does not require meticulous attention.

(d) Liquid fluorescent materials normally used as a
writing medium. Care must be taken to prevent liquid marks or
discolorations on paper or surface treated.
(7 Availability of fluorescent wmaterials: Questions on
availability and appropriateness of chemicals to particular problems
can be resolved by contacting the Materials Analysis Unit of the b Z

| Laboratory, extension-or- If no fluorescent light is
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readily available in the field office, one can be put together from a

tamp such as, or similar to, the RAY-O-VAC Sportsman 180 and a

fluorescent bulb such as GE F65-BLB. The lamp should be available

from retail department or camping stores and the bulb from lighting or
magic shops.

(8) Procedures for application:

(a} In applying grease, use bare fingers and rud
over the surfaces of the items to be marked so as to leave a thin
film. Avoid large "globs" of grease.

(b) In applying powder form, numerous methods are
commonly used, such as shaking powder over items, dusting with a
powder puff or pad of cheesecloth, or brushing over the surfaces in a
manaer similar to that used to dust with fingerprint powder.

(¢) Liquids can be applied with a clean pen, small
paint brush, or spray-type dispenser.

(: |CARE SHOULD BE TAKEN SO THAT THE FLUORESCENT SOURCE IS NOT DIRECTED AT
THE EYES, SINCE THE ULTRAVIOLET RAYS FROM THE LIGHT CAN CAUSE DAMAGE
TO THE EYES. |

EFFECTIVE: 09/24/93

13-15.2.7 On-Site Laboratory Assistance to Field

Any requests for on-site assistance by Materials Analysis
Unit personnel in a high-priority crime scene situation must be made
by direct communication between the SAC and the Assistant Director,
‘Laboratory Division. Such requests should only be made when the
available services of the field crime scene search team will not fully
meet the needs of the situation. ‘This on-site support would include,
but is not limited to, recovery, preservation and delivery to the
Laboratory of trace evidentiary materials considered to be of
probative value in the investigation.

EFFECTIVE: 02/12/92
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13-16 'SUPPORT SERVICES AND EXAMINATIONS IN BOMBING AND
EXPLOSIVE MATTERS]|
EFFECTIVE: 09/24/93
| 13-16.1 |Deleted]
EFFECTIVE: 09/24/93
13-16.2 Handling, Transportation and Storage of Explosives
(1) Explosives should only be handled by trained )

Laboratory Division personnel or certified Special Agent bomb
technicians. The handling, transportation and storage of explosives
should always be carried out in a safe, reasonable and prudent manner
consistent with applicable laws and regulations.

(2) Each field division, through liaison contacts with
local law.enforcement agencies and U.S, military commands, should
establish suitable and proper storage for explosives seized in the
course of Bureau investigations or for use in training matters dealing
with explosives. In the event suitable and proper explosives storage
arrangements cannct be achieved to meet a field division's
requirements, the purchase of a portable magazine(s) may be required.

(3) Any problems or questions regarding the handling,
transportation and storage of explosives should be immediately

resolved through contact with the Laboratory|Division Bomb Data Center
or Explosives Unit.|

EFFECTIVE: 02/12/92
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13-16.3 Render Safe Assistance to the FBI

All offices are to have established liaison with|public
safety bomb squads and|United States Military Explosive Ordnance
Disposal (EOD) Units|in order that assistance can be promptly obtained
if explosives|and/or bombs are encountered in connection with official
investigations. [The public safety bomb squad response is an integral
part of the FBI Counterterrorism and narcoterrorism programs, and as
such, liaison with these squads is an extremely important
responsibility which{should be handled by the Special Agent field bomb
technician.

(1) The United States Army has EOD Units stationed
throughout the continental United States plus Alaska and Hawaii.
These Units have provided support to the Bureau in the past and have
personnel qualified to handle explosives and bombs. Due to emergency
conditions, requests for assistance from Army EOD Units will usually
be oral. Such oral requests are to be confirmed by letter addressed
to the Commanding Officer of the EOD Unit involved.

(2) The Army does not have an EOD Unit in Puerto Rico.
Therefore, the San Juan Office should have established liaison with an
appropriate United States Navy facility.

EFFECTIVE: 02/12/92

13-16.4 On-Site Laboratory Assistance to Field

Any requests for on-site assistance by Laboratory
pPersonnel in an explosives-related situation must be made by direct
communication between the SAC and the Assistant Director in Charge,
Laboratory Division. Such requests should only be made when the
available services of the field division bomb technician will not
fully meet the needs of the situation. This on-site support includes,

| but is not limited to, |forensic investigation at|major bombing crime
scenes, participating in raids or searches wherein explosives may be
encountered and technical support for principal bomb squad.

EFFECTIVE: 02/12/92
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The Explosives Uni i b z

' This technique, called fhe
18 closely controlled by the Laboratory and
e initiated by explosive specialists from the Explosives

(1) The Laboratory maintains a collection o”
rom which to draw upon when this technique is eeme

appropriate. Adc.tionally, items not in stock may be obtained from
in this

' manufacturers where appropriate lead time is allowed. Items
(2)

Unit.

(3) For this technique to be implemented, approval must
be obtained from the applicable Criminal Investigative Division
section supervising the parent case. Coordination will then be made

with the Laboratory regarding the specifics of the“
proposal. Under no circumstances should any FBI personnel attempl to

conduct without the
appropriate approval and coordination with the Laboratory Explosives
Unit,

EFFECTIVE: 02/12/92

| 13-16.6 Shipping|Explosives, Hoax Bombs, and Bomb Components|to
the Laboratory for Examination

(1) Explosives are currently classified as hazardous
material. Therefore, special packaging is required and the amount

which can be sent in each shipment is regulated,

(2) The Explosives Unit is to be contacted for shipping
| and packaging instructions EACH AND EVERY TIME an]explosive, hoax
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| bomb, or bomb component!is to be shipped to the Laboratory Division
for examination. The shipping instructions furnished must be strictly
adhered to because the improper packaging and shipment of an explosive
1S a serious matter affecting safety, and violations of shipping
regulations will not be tolerated.

[ (3) The case Agent WILL contact or ensure that division
mail room personnel contact the FBIHQ mail room EACH AND EVERY TIME a
hoax bomb or hoax bomb components are shipped and provide the
registered mail number or shipping document number.  This will
prevent any consternation at FBIHQ when incoming mail is examined
under X-ray. (See MIOG, Part I, 91-8(11) . |

EFFECTIVE: 04/29/93

|[13-16.6.1 Examination and Tests of Explosives and Explosive Devices

(1) The Laboratory Explosives Unit will conduct all
forensic explosive testing and examination of explosive devices at the
Quantico explosives ranges in support of FBI investigations and
prosecutions.

(2)  Such examinations or tests which must be conducted in
the field due to exigent circumstances must have the approval of the
Laboratory Division. Special Agents of the Explosives Unit will be
assigned as appropriate to ensure that all forensic considerations and
safety requirements are in accordance with applicable laws and
regualtions.

(3) This requirement extends to the handling, shipping
and storage of explosive materials and verification testing of live
explosives or devices to be carried out in the field where
investigative matters are involved. |

EFFECTIVE: 02/12/92
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13-16.7 Examinations of Bombs and Explosives

| [ (1) | Bombing evidence is examined to identify the
components and fabrication techniques utilized in the bomb, to
reconstruct the bomb, find clues that will assist in the
identification of the bomb builder and to determine if the bomb is
like previously examined bombs. The Explosives Unit is primarily
responsible for the examination of all explosive devices and hoax bomb
devices. All bombing evidence should be shipped to the Laboratory to
the attention of the Explosives Unit. Forensic bombing examinations
are subdivided into five categories: (1) the main charge explosive,
(2) the fuzing system (initiation system), (3) function tests, (4)
destructive capability evaluations and (5) intercomparison
examinations.

[(2) The Explosives Unit must ve the proposed use of
explosives by in
conjunction w1 e {riminal Investigative DiVision. The Explosives

ri
E

Unit will provide guidance and instruction as necessary on the
feasibility and safe handlin

(3) The Explosives Unit must approve all

:n FBI investigations. |

EFFECTIVE: 02,12/92

13-16.7.1 Explosive Examinations

The Materials Analysis Unit conducts instrumental
examinations of explosive materials from unexploded bombs and residue
from exploded bombs. These examinations can yield the following
information:

(1) Explosive residue examinations often identify the
type of explosive(s) used in the construction of the bomb, i.e.,
dynamite, slurry, military, gun powder or homemade.

(2) Analysis of unexploded materials can very likely
identify the manufacturer of the explosive, i.e., Dupont, Atlas,
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Hercules.

(3) Analysis of unexploded materials from bombs can also
provide detailed compositional information about the explosive that
can permit comparisons with explosives seized from caches and
suspects.

(4) It is important to know that most residues of an
explosive are water soluble, and, therefore, these residues must be
protected from moisture. Also, other residues evaporate quickly
necessitating the immediate sealing of collected debris in airtight
metal cans. |Also recognize that modern chemical analytical techniques
are capable of detecting extremely minute amounts of explosives.

These capabilities require that personnel handling bombing evidence be
absolutely sure they are not contaminating evidence with residues on
their hands or clothing that they have picked up elsewhere. |

EFFECTIVE: 02/12/92

13-16.7.2 Fuzing System Examinations

The fuzing system of a bomb is the mechanism that, when
activated, makes the bomb explode. A fuzing system can be something
as simple as a burning fuse, or as complicated as a radio control
mechanism. Examinations of a fuzing system can provide valuable
investigative information as well as forensic information.

b2
S
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EFFECTIVE: 02/12/92 75

13-16.7.3  Function Tests of Bomb Fuzing Systems

Routine examinations of unexploded fuzing systems include
evaluations to determine if the system could function the bomb if it
were activated. Statements concerning these tests will be included in
the Laboratory report. If requested, bomb fuzing system plans can
also be evaluated to determine if they are workable.

EFFECTIVE: 02/12/92

13-16.7.4 Destructive Capability Evaluations

Routine examination of unexploded bombs includes an
evaluation of the bomb's destructive capability. Statements
concerning these evaluations are set forth in the Laboratory report.
If important to the investigative effort, on-site evaluation of a
bomb's blast effects can be made and expert testimony rendered about
the size and type of explosive utilized.

EFFECTIVE: 02/12/92

13-16.7.5 Intercomparison Examinations

Intercomparison examinations of bombs, bomb debris and
bombing related evidence are conducted to determine if the same
person(s), plans and/or source of materials are involved in multiple z
incidents. The case Agent should request these types of examinations
when investigation indicates a common link between bombing incidents. 7£

It should be noted that in certain situations the suspect and bombing
incident can be positively linked through intercomparison examinations
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EFFECTIVE: 02/12/92
13-16.8 Explosive Reference Files

The Explosives Unit maintains extensive reference files on
commercial and military explosives and improvised explosive devices or
homemade bombs. These files contain technical data plus known
standards of explosive items and bomb components. Information in
these files is routinely compared with bombing evidence under
examination and any associations will be reported.

EFFECTIVE: 02/12/92

13-16.9 Bomb Data Center (BDC) Program

|The mission of the FBI Bomb Data Center is to provide
state of the art training to and develop technology for public safety
bomb disposal technicians, provide operational support to law
enforcement agencies during special events and/or crisis management
situations and to gather and disseminate information pertaining to
bombing matters. |

EFFECTIVE: 02/12/92

13-16.9.1  Technical Publications

The FBI Bomb Data Center is responsible for the
collection, collation and dissemination of up-—to-date statistical and
technical information concerning improvised explosive devices, render
safe procedures, explosive research and technical equipment used by
public safety bomb technicians.

The principal publications of the BDC are disseminated
through three distinct mailing lists:

(1) Publications containing unrestricted information ~
These pubtications provide information of a general nature. They set
forth the results of tests conducted on bomb handling and detection
equipment and other data of general interest. The dissemination of
these publications is not restricted to law enforcement agencies,
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Public utilities such as electric power, natural gas, water or similar
companies which carry out functions relating to welfare and security
of a community, and corporate security offices may be placed on the
mailing list to receive unrestricted information. These publications
are mailed to the heads of participating organizations, or they may be
addressed to the head of any subordinate unit designated by the
department head, e.g., commander, bomb squad; lieutenant, burglary
squad, and require no special security precautions. The publication
is known as the General Information Bulletin (GIB).

(2) Publications containing restricted information -
These publications, available only to public safety agencies and
certain military units, provide information of sensitive nature and
are labeled RESTRICTED INFORMATION. The present information about the
design and functioning of specific bombs which have actually been
constructed, current and vital information concerning new or potential
bomb-type hazards, methods of coping with certain bombs, and other
information of specific interest to the bomb incident investigator.
Because the information is considered restricted, the distribution of
these bulletins is limited to those participants who have a need to
know. They are mailed to the heads of participating organizations or
they may also be addressed Lo the head of any subordinate unit
designated by the department head, e.g., commander, bomb squad;
lieutenant, burglary squad, for dissemination only to those persons
who have a need for the information contained therein. They must not
be made available to unauthorized persons. All participants who
receive these publications also receive those containing unrestricted
information. Recipients of restricted material must agree to
safeguard the information. This publication is known as the
Investigators' Bulletin (IB).

(3) Special Technician's Bulletin (STB) - These
publications, containing technical information intended only for
the{trained|bomb technician, are also labeled RESTRICTED INFORMATION.
They detail information regarding disarming procedures which have been
employed against specific bombs, new or novel commercial items which
may ultimately be encountered in improvised explosive devices, and
other technical data which will be of specific interest to bomb
technicians. Any attempt by an untrained person to apply the
techniques or procedures contained in the STB could result in injury
or death. Because of this, the STB is not mailed to|the agency head
but to the bomb squad commander for dissemination to qualified active
members of the bomb squad.| After receipt, it is the specific
responsibility of the individual! bomb technician to assure that these
publications are not made available to unauthorized individuals. To
obtain the 5TB, each bomb technician must be certified by his/her
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chief or supervisor in accordance with the following instructions:

(a) For Hazardous Devices School Graduates ~ The
name and rank or title of the technician, the name and wailing address
of the department or agency to which he/she belongs, and the date that
he/she is presently employed as & bomb technician.

(b) |Others - Active duty military EOD personnel will
receive STB's through their parent commands.]

(4) In addition to the established mailing list program,
the BDC can supply FBI offices, public safety agencies and corporate
security personnel with bomb threat cards, physical security manuals
and handout material on the bomb threat challenge.

| (5) The BDC compiles and publishesIquarterly]statistical
summaries on bombing incidents throughout the United States. Data
utilized in these summaries is reported to the Bureau by Form FD-436.
Use of this form is not restricted to incidents bearing the 174
classification (Explosives and Incendiary Devices; Bomb Threats). The
statistical integrity of the bomb incident summaries requires that all
explosive incidents in the following categories be reported:

(a) Actual use of an explosive or incendiary device

, (b) Attempted use of an explosive or incendiary
device

(e) Recovery of an actual or hoax device bé

1,

A
wedShind vy

Bct‘,ass'!;y _gﬂf 2%“

EFFECTIVE: 02/12/92

13-16.9.2 Foreign Bomb Data Center Programs

(1)

)

&/
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EFFECTIVE: 02/12/92

13-16.9.3 Technical Research

The FBI Bomb Data Center manages research programs
involving remote render safe technology, explosive breaching,
diversionary devices and firing systems of explosive and incendiary
devices. Much of this research is conducted in conjunction with other
Federal agencies. Completed research reports are distributed to
tactical units within the FBI as well as other interested|public
safety|agencies.

EFFECTIVE: 02/12/92

| 13-16.9.4  |FBI|Hazardous Devices 