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10. (U) Sensitive Investigative Matter / Academic Nexus

10.1. (U) Overview

(U) Certain-investigative matters should be broughtto the attention of FBI management and DOJ
officials because of the possibility of public notoriety and sensitivity. Accordingly, assessments

- and predicated investigations involving “sensitive 1nvest1gatwe matters have special:approval
and reporting requirements.

10.2. (U) Purpose, Scope and Definitions

(U//IFOUO) A sensitive investigative matter is defined as an investigative matter involving the
activities of a domestic public official or political candidate (involving corruption or a threat to
the national security), religious or political organization or individual prominent in such an
organization, or news media, or any other matter which, in the judgment of the official
authorizing an investigation, should be brought to the attention of FBI Headquarters and other
DOJ officials. (AGG-Dom, Part VILN.) As a matter of FBI policy, “judgment” means that the
decision of the authorizing official is discretionary. Descripiions for each of the officials and

" entities contained in the sensitive investigative matter definition are as follows:,

A. (U//FOUO) Domeéstic Public Official—A-domestic-public official is an individial elected or
appointed to a position of trust in a federal, state, local or tribal governmental entity or
political subdivision thereof. A matter involving a domestic public official is a “sensitive
investigative matter” if the assessment or predicated investigation involves corruption or a
threat to the national security.

B. (U/FOUO) Palitical candidate—A political candidate is an individual who is seeking
election to,.or nomination for election to, or who has authorized others to explore on'his or
‘her behalf the possibility of election to, an office in a federal, state, local or tribal:
governmental entity or political subdivision thereof. As with domestic public offi¢ials, a
matter involving a political candidate is a sensitive investigative matter if the asséssment or
predicated investigation involves corruption or a threat to the national security. b2

E
C._(U//FQUOQ) Political organization or individual prominent in such an organization— b1

D. (U//FOUO) Religious organization or individual prominent in such an organization
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E. (U//FOUO) Member of the media or a news organization—|

F. '(U/)FOUO) Academic Nexus—/

[3

bz
b7E

(U//FQUO) The sensitivity related to an academic institution arises from the American
tradition of “academic freedom” (e.g., an atmosphere in which students and faculty are free
to express unorthodox ideas and views and to challenge conventional thought withcut fear of
repercussion). Academic freédom does not mean, however, that academic institutions aré off
limits to FBI investigators in pursuit of information or individuals of legitimate invéstigative
interest. .

uyFouoy .
) | see the classified appendix. ,

G. (U//FOUQ) Other Matters—Any matter that in the. judgment of the official authorizing an
investigation that should be brought to the attention of FBIHQ and other Department of.
Justice officials. As a matter of FBI policy, “judgment” means that the decision of the
authorizing official is discretionary.

10.3. (U//FOUO) Factors to Consider When Initiating or App‘roviné an Investigative
Activity Involving a Sensitive Investigative Matter

(U//FOUO) In addition to thé standards for approving investigative activity in Sections 5, 6, 7
and 9, the following factors should be considered by the: (i) FBI employee who seeks to initiate
an assessment or predicated investigation involving a sensitive investigative matter; (ii) CDC or
OGC when reviewing such matters; and (iii) approving official in determining whether the
assessment or predicated investigation involving a sensitive investigative matter should be
authorized: :

A. (U/FOUO) Seriousness/sevefity of the. violation/threat;

B. (U//FOUO) Significance of the information sought to the violation/threat;

C. (U//FOUO) Probability that the proposed course of action will be successful;
D

. (U//FOUO) Risk of public exposure, and if there is such a risk, the adverse impact or the
perception of the adverse impact on civil liberties and public confidence; and

E. (U//FOUO) Risk to the national security or the public welfare if the proposed course of
action is not approved (i.e., risk.of doing nothing).

‘(U//FOUVO) In the context of a sensitive investigative matter, particular care should be taken
when,considering'whether‘the planned course of action is the least intrusive method feasible.
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10.4. (U) Duration, Approval, Notice and Documentation

(U//FQUO) The following are required approval and notification levels for investigative
activities involving sensitive investigative matters:

A. (U//[FOUOQ) Initiated by a Field Office:

" (U/fFOUO) Assessment: An FBI employee may initiate assessment type one and two
activities, as described in Section 5.6.A.1 and 2 (prompt checking of leads), without prior
supervisory approval: However, because assessments involving sensitive mvestlgatlve
matters must be brought to the attention of FBI Field Office management, CDC review and
SAC approval to continue the assessment must be acquired as soon as practicable. For
assessnient types 3, 4 and 6 assessments (see DIOG Section 5.6.A.3. 4 and 6) involving a
sensitive investigative matter, prior CDC review and SAC approval is required. For

* assessment types 3, 4, and 6, as described in Section 5.6.A.3. 4 and 6, if a sensitive
investigative matter arises after the initiation of an assessment, investigative activity must
cease until CDC review and SAC approval is acquired.

(U//FOUO) Assessments involving a sensitive investigative matter do not require notification
to DOJ or the United States Attorney. (AGG-Dom, Part I1.B.5.a) All positive foreign

_ intelligence collection assessments, régardless of whether they involve-a sensitive
investigative matter, require prior FBIHQ CMS approval. If a sensitive investigative matter
arises after the initiation of a positive forcign intelligence collection assessment, notice must
be provided to FBIHQ CMS. .

(U//[FOUO) Predicated Investigation: For all predicated investigations involving a sensitive
investigative matter, prior CDC review and SAC approval is required, and the Field Office
must provide written notification to the appropriate FBIHQ Unit Chief and.Section Chief.

Additionally, the Fi¢ld Office must provxde written notification to-the United States Attormey |

or the appropriate-EBIHQ Section must provide written notification to the DOJ Criminal
Division or NSD, as soon as practicable, but no later than 30 calendar davs after initiation of

the predicated 'inVeSﬁQati()n The ce must ldentlfy ’ |
L (see classified appen X Tor| I
(U//FOUO) If a sensitive investigative matter arises after the initiation-of a predicated

investigation, mvestlgatlve activity must cease until CDC review and SAC approval is
acquired and notice is furnished to the FBIHQ Unit and Section as specified above.

B. (U//FOUO) Initiated by FBIHQ:

(U//FOUO) Assessment: For assessment types 3, 4 and 6, as described in Section 5.6.A.3. 4
and 6, involving a sensitive investigative matter, OGC review and Section Chief approval is
required. If a sensitive investigative matter arises aftér the initiation of an assessment,
investigative activity must cease until OGC review and Section Chief approval is acquired.

(U//FOUO0) Assessments involving a sensitive investigative matter do not require notification
to DOJ or the United States Attorney. (AGG-Dom, Part I1.B.5.a) All positive foreign
intelligence collection assessments, regardless of whether they involve a sensitive
investigative matter, require prior FBIHQ CMS approval. If a sensitive investigative matter
‘arises after the initiation of a positive foreign intelligence collection assessmént, notice must
be provided to FBIHQ CMS.
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(U//FQUO) Predicated Inv‘estigation‘ For predicated investigations involving a sensitive
investigative matter, OGC review, Section Chief approval, and written notification to the
United States Attorney, DOJ Criminal Division or DOJ NSD is required, as soon as
pracncable, but no later than 30 calendar days after the initiation of such an investigation.

pst identify| ‘ ]
(sce classified appendix .

(U//FOUO) If a sensitive investigative matter arises after the initiation of a predxcated
investigation, investigative activity must cease mtil OGC review and Section Chief approval
is acquired and notice is furnished as specified above.

10.5. (U/FOUO) Distinction Between Sensitive Investigative Matter and Sensitive
Circumstance

(U//FOUQ) The term “sensitive investigative matter” should not be confused with the term
“sensitive circumstance” as that term is used in undercover operations. A “sensitive
circumstance” relates to an undercover operation requiring FBIHQ approval. A comprehensive
list of sensitive circumstances for criminal activities is contained in the Attorney General’s
Guidelines on FBI Undercover Operations and in Section 11 of the DIOG for national security
matters. The Criminal Undercover Qnazatia j,iew Committee (CUORC) andﬂ
' must review and approve undercover ‘
UPerAtions mat mvolve sensitive circumstances. The detailed policy for undercover operations is
described in DIOG. Section 11.8, the Field Guide for Undercover and Sensitive Qperations
(FGUSO), and the FBIHQ substantive Division program implementation guides.

10.6. (U//FOUO) Sensitive Operations Review Committee

(U/FOUOY

’-ﬁ-’e;ﬂ.; B
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11. (U) Investigative Methods

11.1. (U) Overview

(U//FOUO) The conduct of assessments, predicated investigations and other activities authorized
by the AGG-Dom may present choices between the use of different investigative methods
(formerly investigative “techniques™) that are each operationally sound and effective, but that are
more or less intrusive, considering such factors as the efféct on the privacy. and civil liberties of
individuals and the potential damage to reputation. The least intrusive method feasible is to be
used in such situations. However, the choice of methods is a matter of judgment. The FBI is
authorized to use any lawful method consistent with the AGG-Dom, even if'intrusive, where:the
degree of intrusiveness is warranted.in light of the seriousness of a criminal or-national security’
threat or the strength of the information indicating its existence, or in light of the importance of
foreign intelligence sought to the United States’ interests. (AGG-Dom, Part 1.C2)

(U) The availability of a particular investigative method in a particular case may depend upon
the level of investigative activity (assessmerit, preliminary investigation, full investigation,
assistance to other agencies). ‘

11.1.1.  (U)Least Intrusive-Method

(U) The AGG-Dom requires that the "least intrusive" means or method be considered and—if
operationally sound and effective—used to obtain intelligence or evidence in lieu of more
intrusive methods. This principle is also reflected in Executive Order 12333, which governs the
activities of the United States intelligence community. The concept of least intrusive method
applies to the collection of intélligence and evidence. :

" (U) Selection of the.least intrusive means is a balancing test as to which FBI employees must use
. common sense and sound judgment to effectively execute théir duties while mitigating the
Jotential negative impact on the privacy and civil liberties of all people encompassed within the

assessment or predicated investigation, including targets, witnesses, and victims. This principle
is-not intended to discourage investigators from seeking relevant and necessary intelligence,

_information, or evidence, but rather is intended to encourage investigators to choose the least
intrusive—yet still effective—means from the available options to obtain the material.
Additionally, FBI-employees should operate openly and consensually with United States persons
to the extent practicable when collecting foreign intelligence.that does not concern criminal
activities or threats to the national security. )

(U) Section 4.4 describes the least intrusive methods concept and the standards to be applied by
. FBI employees.
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11.2. (U) Authorized Investigative Methods in Assessments and Predicated Investigations

(U) The below listed investigative methods may be used in assessments and predicated
investigations. The use and/or dissemination of information obtained by the use of all authorized
investigative methods must comply with the AGG-Dom and DIOG Section 4.

11.2.1.  (U) Authorized Investigative Methods in Assessments
(AGG-Dom, Part IL.A4.) ‘

(U//FOUQ) An FBI employee must document on the FD-71, or in Guardian, the use of or the:
request and approval for the use of authorized investigative methods in type 1 and 2 assessments
(see DIOG Section 5.6.A.1 and 2). By exception, certain assessment type 1 and-2 situations may
require the use of an EC to document the use and approval of certain investigative methods. All
authorized investigative methods'in type 3, 4, and 6 assessments.(see DIOG Section 5.6.A.3. 4
and 6) must use an EC to document the uise of or the request and approval for the use of the

applicable-investigative method. For a detailed description of these methods see DIOG Section
5.9.

A. (U) Obtain publicly available information.

B. (U)Access and examine FBI and othér Department of Justice records. and obtain information
from any FBI or other Department of Justice personnel. -

C. (U) Access and examine records miaintained by. and request mformatlon from. other federal.
- state. local. or tribal. or foreign covernmental entities or agencies.

o

. (U) Use online servicesand resources (whether non-profit or commercial).

t

(U) Use and récruit human sources in conformity with the Attorney General's Guidelines
Regatding the Use of FBI Corifidential Human Sources.

(U) Interview or request information from members of the public and private entities.

(U) Accept information voluntarily provided by governmental or private entities.

(U) Engage in observation and conduct physical surveillance not requiring a court order.

~zom

(U//FOUO) Grand jury subnoenas for telephoné or electronic mail subscriber information
during type | and 2 assessments.

(U//[FOUO) Note: In assessments, supervisory approval is required prior to use of the following
mvestlgatlve methods: cértain interviews, tasking of a CHS; and- physxcal surveillance not
requiring a-court order. During predicated investigations the supervisory approval requirements
for these investigative methods may not apply.

o~ -

11.2.2. (U) Authorized Investigative Methods in Preliminary Investigations
(AGG-Dom, Part V.A.1-10)

(U) In preliminary investigations the authorized methods include the following: [AGG-Dom.
Part 1L.B. and Part V.A.] ‘

A. (U) The investigative methods.approved for assessments.
B. (U) Mail covers.
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C. (U) Physical searches of personal or real property where a warrant or court order is not

legally réquired becausc there is no reasonable exocctationA of privacy (e.g.. trash covers).

D. (U) Consensual monitoring of communications. including consensual computer monitoring.
subject to legal review by the CDC or the OGC. When a sensitive monitoring circumstance is

involved, the monitoring'must be approved by the DOJ Criminal Division or, if the
investigation concerns a threat to the national security or foreign intelligence, by the.DOJ
National Security Division. )

(U//FOUO) Note: For additional information, see the classified appendix.

“ (U//FOUO) Note: For those state, local and tribal governments that do not sanction or
provide a law enforcement exception available to the FBI for one-party consent recording of
communications with persons within their jurisdiction, the SAC must approve the consensual
monitoring of communications as an OIA. Prior to the SAC authorizing the OIA, one-party
consent must be acquired. The SAC may delegate the. O1A approval authority to an ASAC or
SSA. '

E. (U) Use of closed-circuit television. direction finders. and other monitoring devices. subject:
to legal review by the CDC or the OGC. (The methods described in this paragraph usually do

notrequire court orders.or warrants.unless they ifivolve an intrusion into an area where there
is a reasonable expéctation of privacy or non-consensual monitoring of communications, but
legal review is necessary to ensure compliance with all applicable legal requirements.)

m

(U) Bolygraph examinations.

G. (U) Undercover operations. In investigations relating to activities in violation of féderal
criminal law that do not concern threats to the national security or foreign intelligence,
undercover operations must be carried out in conformity with the Attorney General’s
Guidelines on Fedéral Bureau of Investigation Undercover Operations. In investigations that
concern threats to the national security or foreign intelligence, undercover operations
involving religious or political organizations must be reviewed and approved by FBI
Headquarters, with participation by the DOJ National Security Division in the review process.

H. (U) Compulsory process as authorized by law. including grand jury subpoenas-and other

subpoenas, National Security Leiters (15 U.S.C. §§ 1681u, 1681v; 18 U.S.C. § 2709; 12
U.S.C.-§ 3414[a][5][A]; 50 U.S.C. § 436, and FISA orders [50 U.S.C. §§ 1861-63)).

L. (U) Accessing stored wire and electronic communications and transactional records in
" conformity with chapter.121 of title 18. United States Code (18 U.S.C. §§ 2701-2712).

J. (U) Use of pen registers and trap ’a.nd trace devices in conformity with chapter 206 of title 18.
United Statés Code (18 U.S.C. §§ 3121-3127) or FISA (50 U.S.C. §§ 1841-1846).

11.2.3.  (U) Authorized Investigative Methods in Full Investigations
(AGG-Dom, Part V.A.11-13)
(U) In full investigations, to include enteiprise investigations, all investigative methods approved

for assessments and preliminary investigations may be used. In addition, the three investigative
methods listed below may only be used in full investigations:

k]
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A. () Electromc surveillance in conformltv with chapter 119 of title 18. United Statcs Code (18
U.S.C. §§ 2510-2522). or the Foreign Intelligence Survelllance Act. or Cxecutive Order

12333 § 2.5.

B. (U//FOUQ) Physical searches, including mail ooenings. in conformity with Rule 41 of the
Federal Rules of Criniinal Procedure. the Foreign Intelligence Surveillance Act. or Executive
Order 12333 § 2.5. Note: For additional information regarding.certain searches, see the
classified appendix.

C. (U) Acquisition of foreign mtelhoence mformauon in conformity with Title VII ofthe FISA

(U//FOUQ) Note: Not all mvestlgatlve methods are.authorized while collecting foreign
intelligence as part of a full investigation. See DIOG Sectlon 9 for more information;

11.24. (U) Particular Investigative Methods

(U//FOUO) All lawful investigative methods may be used i in activities under thé AGG-Dom as
authorized by the AGG-Dom. Authorized methods include, but are not limited to, those
identified in the rest of this.section. In some-instances they are subject to special restrictions or
review or approval requirements. (AGG-Dom, Pait V.A.)
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11.3. (U) Investigative Method: Mail Covers
113.1. (U) Summary

(U) A mail cover may. be sought only in a predicated investigation when there exists reasonable
grounds to demonstrate that the mail cover is necessary to: (i) protect the national security; (i) .
locate a fugitive; (iii) obtain evidence of the comimission or attempted commission of a federal
crime; or (iv) assist in the identification of property, proceeds or assets forfeitable because ofa
violation of criminal law. 39 C.F.R. § 233.3(e)(2).

(U/FOUO)|

O _ 1

| ' ' |[Asa
general rule, a mail cover in the APO/FPO system overseas may only be ordered by a military
authority competent to order searches and seizures for law enforcement purposes, usually a
commanding officer. See DoD 4525.6-M, the DoD Postal Manual:

(U//FOUO) Application:| , | . N |

11.3.2.  (U) Legal Authority

A. (U) Postal Service Regulation 39 C.F.R. § 233.3 is the sole authority and procedure for

initiating a mail cover and for processing, using and disclosing information obtained from a
mail cover;

B. (U) There is no Fourth Amendment protection for information on the outside of a piece of
mail. See, e.g., U.S. v. Choate, 576 F.2d 165,.174 (9lh Cir., 1978); and U.S. v. Huie, 593 F.2d
14 (5" Cir., 1979); and '

C. (U) AGG-Dom, Part V.A.2.
11.3.3.  (U) Definition of Investigative Method

(U) A mail cover is the non-consensual recording of any data appearing on the outside cover of
any sealed or unsealed mail matter to obtain information in order to:

A. (U) Protect the national security;

(U) Locate a fugitive;

(U) Obtain evidence of commission or attempted commission of a federal crime;
(U) Obtain &vidence of a violation or attempted violation of a postal statute; or

(U) Assist in the identification of property, proceeds or assets forfeitable under law.
39 CFR. §233.3(c) (1).

Moo w
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(U) In this context, a “recording” means the transcription, photograph, photocopy, or other
facsimile of the image of the outside cover, envelope, or wrappers of mailed matter. A warrant or
court order is almost always required to obtain the contents of any class of mail, sealed or
unsealed. : )

11.34. (U) Standard for Use and Approval Requirements for Investigative Method

(U) The standard to obtain a mail cover is.¢stablished by the Postal Service regulation:. The Chief
Postal Inspector may order a mail cover “[w]hen a written request is received from any law
enforcement agency in which the requesting authority specifies the reasonable grounds to
demonstrate the mail cover is necessaryto:

e (U) Protect the national security;
¢ (U) Locate a fugitive;
e (U) Obtain information rggard'ing the commission or attempted commission of a crime; or

* (U) Assist in the identification of property, proceeds or assets forfeitable because of a
violation of criminal law.” 29 C.F.R. § 233.3(e)(2).

(U/FOUO)-National-Security Mail Cover: A national security mail cover request must be
approved by the Director or designee, currently only the EAD of the National Security Braiich.
All requests for national security mail covers must be reviewed by the Field Office SSA
according to the below-criteria. A national security mail cover sought “to protect the national
security” includes protecting-the United States from actual or threatened attack or other grave,
hostile act; sabotage; iinternational terroristn; or clandestine intelligence activities, including
commercial [economic] espionage by foreign powers or their agents.

(U/[FOUO) After being approved by the SSA, the Field Office must transmit the mail cover
letter request by EC, with the draft letter as an attachment, to the National Security Law Branch
(NSLB) for legal review and concurrence. Upon review and concurrence, the NSLB miust

transmit the letter request for signature approval to the EAD, National Security Branch; or, in his
or her absence, t6 the Director.

(U//FOUQ) Criminal'Mail Cover: A criminal mail cover request may be-approved by the Field
Office SSA. The SSA may approve a request for a mail cover if there are reasonable grounds.to
demonstrate that the mail cover is necessary to assist in efforts to: (i) locate a fugltlve (ii) obtain
information regarding the commission or attempted commission of a federal crime; or (iii) to

assist in the identification of property, proceeds or assets forfeitable because of a violation of
criminal law.

(U//FOUO) SSA review and or approval of a national securlty or criminal-mail cover

request: Approval of any mail cover request or an extension is conditioned on the following
criteria being met:

A._(U/FOUOY A — I

b2
b7E
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B. (U//FOUQ)] _ ' , ' S

[ . C.

(U//FOUO)

D. (U/[FOUO)

.- (U//FOUOY \ . o |.

H.

E. (U/FOUOY

Note:

Under postal regulations, a mail cover must not include matter mailed.between the mail

_cover subject and the subject’s attorney, unless the attorney is also a subject under the
investigation.):

G. (U//FOUOY -

(U//FOUO)|

LoFouo — ' |

(U) Einergency Requests: When time is of the essence, fhe Chief Postal Inspector, or

. -designee, may act upon an oral request to be confirmed by the requesting authority, in

writing, within three calendar days. Information may be released prior to receipt of the
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written request only when the releasing official is satisfied that an emergency situation exists.

39 C.ER. §233.3()(3).

 (U) An “emergency situation” exists when the immediate release of information is required
to prevent the loss of evidence or when there is a potential for immediate phys:cal harm to
persons or property. 39 C. FR. § 233.3(c)(10).

11.3.5. (U) Duration of Approval

A. (U) National Security: A national security mail cover is limited to 120 days from the date
the mail cover is initiated. Extensions can only be authorized by the Chief Postal Inspector or
his designee at the National Headquarters of the Office of the Chief Postal Inspector. 39
C.F.R. § 233.3(g)(6).

B. (U) Criminal mail covers except fugitives: A mail cover in a crimina] case is limited to no
more than 30 days, unless adequate justification is provided by the requesting authority. 39
C.F.R. § 233.3(g)(5). Renewals may be granted for additional 30-day periods under the same
conditions and procedures applicable to the original request. The requesting authority must
provide a statement of the investigative benefit of the mail cover and anticipated benefits to
be derived.from the extension.

C. (U) Fugitives: No mail cover instituted to locate a fugitive may remain in force for-longer-
than 120 continuous days unless personally approved for further extension by the Chief
Postal Inspector or histher designees at National Headquarters. 39 C.F.R. § 233.3(g)(6).

D. (U) Exception for Indictments: Except for fugitive cases, no mail cover may remain in
force when an information has been filed or the subject has been indicted for the matter for
which the mail cover has been requested. If the subject is under investigation for further
criminal violations, or a-mail cover is required to assist in the identification of property,
proceeds or assets forfeitable because of a violation of ¢riminal law, a new mail cover order

" mustbe requested. 39 C.F.R. § 233.3(g)(7).

11.3.6.  (U) Specific Procedures

(U/[FOUO) The Postal Regulation requires that physical storage of all reports issued pursuant to
a mail cover request to be at the discretion of the Chief Postal Inspector. 39 C.F.R. § 233.3(h)(1).
Accordingly, FBI employees:must conduct a timely review of mail cover documents received

from the USPS. A copy of the signed mail cover request and the sngned transmittal letter must be
maintained in the investigative case file.

(U//FOUO].

11.3.7. (U) Compliance and Monitoring

(U//FOUO) FBI employees must conduct a timely review of mail cover information received
- from the USPS for any potential production of data beyond the scope of the requested mail cover

(“overproduction™) and either destroy or return the overproductlon to the assigned USPS
representatlve noting the reason for the return.
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11.4. (U) Investigative Method: Physical searches of personal or real property where a
_warrant or court order is not legally required because there is no reasonable b2
expectation of privacy (e.g.,l—g__ul b7E

11.4.1.  (U) Summary

(U//[FOUOQ) Application: In predicated investigations, the FBI may-conduct physical searches
of personal or real property where a warrant or court order is not legally required because thers is
no reasonable expectation of privacy|

b2

b7E

|0t otherwise prohibited by AGG-Dom, Part

IIL.B.2-3.]
11.4.2.  (U) Legal Authority

A. (U) AGG-Dom, Part V.A.3, ,

B. (U) Fourth Amendment to the United States Constitution
11.4.3. (U) Definition of Investigative Method

(U) The:Fourth Amendment to the United States Constitution prevents the FBI from conduicting
unreasonable searches and seizures. It also generally requires a warrant be obtained if the search
will intrude on a reasonable expectation of privacy. To qualify as a “reasonable expectation of

. privacy,” the individual must have an actual subjective expectation of privacy and-society must
be prepared to recognize that expectation as objectivély reasonable. See Katz v. United States,
389 U.S. at 361. If'an individual has a reasonable expectation of privacy, a warrarit or order
issued by a court of competent jurisdiction or an exception to the requirement for such a warrant
or order is required before a search may be conducted. Physical searches of personal or real
property may be conducted without a search warrant or court order if there is no reasonable
expectation of privacy in the property or area. As a general matter, there is no reasonable
expectation of privacy in areas that are exposed to public view or that are otherwise available to
the public. A reasonable expectation of privacy may be terminated by an individual abandoning
property, setting trash at the edge of the cuttilage or beyond for collection, or when a private
party reveals the contents of a package.

(U) Examples of Searches not Requiring a Warrant because there is no Reasonable

- Expectation of Privacy: (i) Vehicle identification numbers or personal property that is exposed
to public view and 'may be seen when looking through the window of a car that is parked in an
area that is open to and-accessible by members of the public; (if) neither the examination of
books and magazines in.a book store nor the purchase of such items is a search or seizure under )
the Fourth Amendment. See Maryland v. Macon, 472 U.S. 463 (1985); and (iii) a deliberate
overflight in navigable air space to photograph marijuana plants-is not a search, despite the
landowners.subjective expectation of privacy. See California v. Ciraolo, 476 U.S..207 (1986).

(U) Whether an area is curtilage is determined by reference to four factors: (i) proximity of the
area in question to the home; (ii) whether the area is within an enclosure surrounding the home;
(iii) nature of the use to which the area is put; and (iv) steps taken to protect the area from
observation by passers-by.
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(U) An area is curtilage if it “is so intimately tied to the home itself that it shiould be placed under
the home’s ‘umbrella’ of Fourth Amendment protection,”

11.44. (U//FOUO) Standards for Use and Approval Requirements for Investigative
Method '

(U//FOUO) No supervisory approval is required for the use of this method. However, if there is a
doubt as to whether a person has a reasonable expectation of privacy in the area to be searched,
consult with the CDC or-FBI Office of the General Counsel to determirie whether a search
warrant is required. Use of this method must be documented in the case file.
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11.5. Ulinvestigatiivethoddbosicorsog of @urhudimgcations,

consensualcomputer monitoring
11.5.1. U! Summary

QObnsensual monitoringpf communicatiommaybeusedn predicatedhvestigationsts use,

includingconsensuabmputemonitoringrequiresbyiew ta®C ortheOGCI. AGG-
Dom, Part\~A.4! Z

U//FOUO'Application: Thisinvetstightive rhay usedn nationakecurity
investigationgriminalinvestigationsndpositiveforeignintelligenceollectioncasesandfor
assistanaether agenciewheniis nototherwisgiiphibited AGG-DompPartlll.B.2-3.
Thethod damnot usedduring anassessment

U//FOUONote:Forthtage,  locaklndtribalgovemmentdlat notsanctioror providea
lawenforcememixceptiomvailabléo th8l  for one-partgonsensuaecordingf
communicationswvith personswithin theirjurisdiction; the SAC mustapprovethe consensual
monitoringf communicati@sanOIA. PriototheSACauthorizintpeOIA ,one-party

gg@en%@? a%%g;ed.The Sé%épay delegatlethe %Ié&?proval authorityto anASAC or

11.5.2.&#39] egalAuthority
A. U! TheFourthAmendmertbthe UnitedState€onstitutiomndcasdaw interpretinghe

same;

BU! 1818S.C251 1! b& I; &#39;~

C. U!TheForeigimtelligencsurveillandectdf978 FISA!508%.C. 1801 seq.,
de neselectronigumye&#39;illance to.intttodeommunicatiomsvahich person
hasareasonablexpectatioof privacyand waoudeht berequiredor law
enforcemerpurposes5018.S.C. 1801 i!. If apartyto thecommunicatiohasconsented
to monitoringdlitle Il or FISAcourtasder notrequiredo monitorthoseconsensual
communications; and

DU!' Computefrespasséixceptionl8 8.S.C. 251!l
1UK.3. DefinitiorofInvestigative-Method T !

U! Consensuatonitorings: "monitoringof communicatiorfer whichacourtordera#39;
warranisnotlegally&#39;requirecl&#89%becsasef avpartyo thecommunication. AGG-
Dom,PartVIl.A.! Consensuatonitoringncludesheinterceptiomf thecontenbf
communicatighatypicallyallintooneofthreeggeneraategories:

A. U!Conventionalephormmmunicatiom®themeangftransmittingpehumanoice
throughcable,wire, radio frequency RF!, or othersimilar connections;

B. U!*Oralcommunicationgpicallyinterceptethrougttheuseof deviceshatmonitorand
recordbralconversations.g.,whereabodytransmitteor recordeor a xed location
transmitteor riscorder usedduringaface-to-faceommunicatioim whicha peosih
havereasonal@&pectatiafiprivacyutfortheconsermftheotheparty!and

122
UNCLASSIFIED-FOR OFFICIAL WBHY



\"

UNCLASSIFIED-FOR OFFICIAL USE ONLY

Domestic Investigations  and ,Ope_r-ationsGuide

C. U!'Communications transrbéteeen partiessng compupgotocols, sua$ e-mail,

instant messapat sessio@xt messagipger-to-peer communicatiooiker
electronic communications, as thatterm isde ned in 18 §.S.C. 2510 2!.

U! Theonsensual monitafrgpmmunicatiansjuding consensoahputer monitoring,
is subjectto legalreview bythe CDCor. theOGC. AGG-Dom, Part V.A.4!

U! Theomputer trespassegption the wiretegiatute, 1I8.S.C8511!i!, relies on
tbensent of thecomputer owner-operatoand limitsthe monitoring-to onlythe - ~

communications ofhe trespasserThe statuteincludes additionaliimitations on theuse ofthis
provision. -

11.5.4. U! Standards for Use and Approval Requirements for Investigative Method
A~. U!General Approval Requirements

U1/FOUQ! Exceps providetlelowiBection 1~1.5.4.B, aBSA mapprove the
consensualmonitoringafmmunications, includiagnsensual computeonitoring of
communications tfife infonnationlikeljto beobtained iselevant tan ongoing

investigation.~SSA appr@/abnditionedothe foIIowmg:nterla beingnet and
documentedusing the,.F.D-.759;

[.U//FOUQ! Reasons foMonitoring: Thereis suf cientfactual information
supporting theneed forthe monitoringand thatthe monitoringis relatedto the
investigative purposecluding, ifapplicable, eitation tdhe principatrifninal statute
involved;

2. U//[FOUOLegal Review: Prior totheiinitiation of the consensuamonitoring, the
CDC othe OGConcurred that consensualmonitanimier théacts otthe
investigation iegall Whenevéne monitoringircumstances charggdstantially, a
new FD-75%8ust bexecuted ath@ CDGr OGC must recontactecbbtaia
new concurrenc&GG-Dom, Pai.A.4.! Theollowing areexamples afubstantial
changes imonitoring circumstanaesich requirenew FD~759%ifferent

g,onsentmg partyew interceptees,ahangein thelocation o xedimonitoring
evice;

3. U! Consentgfarty to thecommunication hasnsented the monitoringnd that
consent hasen documeraedording the below-proceduessent mhg
express amplied. Irconsensual computeonitoring, foexample, implieconsent
to monitomay existifusersare givemotice througksign-on banner thatll users
must activelyacknowledge byelicking through! or throughother meansof obvious
notice opossible monitorin@onsent tanonitor pursuata thecomputer trespasser
exception istnptovided by partyo thecommunication pee, buts instead,

provided byhe ownermperator, asystems administratithecomputer toge
monitored. '

4. U//[FOUOSubject: Thaonitoring willot intentionally-incladkeird-partyho is
not ofinterestto thénvestigation, excefar unavoidabler inadverterdverhears.

5. U//FOUOLocation aflevice: Appropriatdeguards etosénsutbat the
consenting pantgmaingparty to thecommunication throughdtig coursef
monitoring. laxed-location monitoring devicis beingised, theonsenting party
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2. UConseaitorethan Oﬁarty Requwed
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_U/IFOUC!  Note: Seec|askiéd Aggéidifomdditional informatigarding

Xonsensual momtormg
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B. U//FOURetenti dhe consent form

1
Wor é Ir . E%E
C.I U//FOI!I@d:ume!nllmglj m[lea\pprov r &#39’ 1
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11.5.7. U//[FOUQ! Compliance and Monitoring

U//FOUOQ! ELSURrogram personmalust-conduct regulasigheduled reviews$ theFD-
759s approvedthin thd=ield Officadetermine whether approvalas obtainegdrioito
initiationlof consensumbnitoring antb éhature the monitoringccurred irompliance
with the approvals. TheELS URProgram isalso responsiblgor indexing all individuals or.
identi ers ofpersons-intercepted dudongsensual monitoriagd cross-referencitigir
names ddenti ers tthe approveldD-759ithe investigative cade.
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11.6. U! InvestigativeMethod: Useof closed-circuitelevision, directionnders, and
other monitoring devices Notneedingaourt Order!

U! Note:Use othis methodsubject to legaéw by theCDC orOGC. &#39;
11.6.1. U!'  Summary n
U//Fouoi8l -1 *
1 1:2

19715

U//FOUO!Applicatlol &43Z6F 9

_&#30! hibiteABY5-DoRiiy&#39:B.2-3.

11.6.2. U! Legal Authority
A: U'AGG-Dom, Part V&#39: &#39;

B. U!Tracking devieese 8 U.S.GBT25 IO[IRT]!

C. U!Rule 4Eederal&#39;Ruitemal~Procedure

D. U! Fourth AmendmetattheUnited _States.Constitution

11.6.3. U//FOUOQ! De nition of Investigative Method

A. U//[FOUOCLCIosed Circdielevision CCT\dxedelocationvidecamera thiat

BT UNFOU@ kel bidess39)iCe_s_;]
b7E

&#39; p Electronic trackuigyices aspeci cally A

excluded from&#BEglitkeneds).S.C8 2510[1ZF]!..In circumstanbesa
. courtorder irequired pursuanERCRule 41[e][2][BHjudge amagistrate may
authoriie theseotjan electramacking devieathin thgirisdiction ahe coudnd
Auosuésgis?lnlt uris |ct|mm,eﬂ%/#§§enstaliedhatjurlsdlctléIRCP Rdleb[4];18

C. U//[FOUO

b2
b7E
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11.6.5. UDurationApproval _ 1&#39;
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11.6.6. U//FOU@beci c Procedures
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11.7. lavestigative MBtblgdraph

11.7.1. Simmary
U//FOUO! Awlicarionli|[ |[I  Z3»;

not S&HAAE#39; G G-Dom,*Partlll.B.2-3. .

11.7.2. UlLegal Authority
U! AGG-DomPart V.A.6.

11 7. 31 U//FC]DmmatﬁvestlgatWEthod

b2
b7E
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11.7.5. Milrationiof Approval
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11.8. Wivestigative Method: UGgersdners
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11.8.5. DuratioApprovai &#39;
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amwouoj | -
11.8.6.U! Additional Guidance
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11.9. Ul!lnvestigative Methdgompulsory processauthorizdoly lagluding
guand subpoenas andother subpoenas, National Security Letters

I5U.S.C. 8®%8lu, 1681v; I8 U.S.C. 82709; 12S.C. 834l4 a!! Al; 50 U.S.C. 8436, and
FISA orders 0 U.S.C. 88 186I-63!.

~U! Summary _
U//FOUO
b2
b7E
U//FOUO  Aication"
b2
1 4v H g [Wheollecting positoreign intelligeridbe b7E

subject snon- Unltéiiates persamequefnr businessirecquasuant &) U.S.C.
88 1861-63is lawful.

11.9.1. U!Federal Grabary Subpoena
A. U! Legal Authorities

U! A Federal Granlliry isanindependent paraiarged witldetermining whethtrereis
probable cautebelieveone omore persormmitted @articular federalffense within
the venuef thedistrict courtf.the FGJ believgzrobable causists, iwill votea true
bill andhe persovill beindicted. AR Gihdictment ike mosypical wagersons are
charged witilonies iiederal coukt.FG&an colleevidence throdbé usef arF GJ
subpoena, whichs govemedby Rule 6 of the FRCP. FRCP 6 e!controls therelease of
information obtainéy theprosecutor gsart ofthe FGproceeding. FRGPe! allows
federal prosecutdshare valuableforeign intelligencepunterintelligence, atgrorism-
related threatformation, anids the DO.I @slicy thasuch informatioshould behared
to&#39;thexfullest petemssible bylaw andin ananner consistent withthe rule. The
Attomey Generahbs issueetvised Guidelindsr theDisclosure andse oiGrand Jury
Information undé&ule 6 e! ! D! hereinafter FGJ-GuidelinesAmemorandurissued
by theDeputy Attorne@eneral oMay 15.2008, providesmplifying guidance.
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U//FOUQ! De nitionof Method
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~ approval beayequdependihg delegation. ERDCappropriate if
lggaktions arise jpreparing assling thepoena.

U//FOUO! Motedividledignateuidper authossive an acstajus
in onef theositions wiikdyai may ‘sigmd issueadniinistrative
subp_oena.él_'d’mﬂ_Ig| -status %E)dmbumentad&p_rognate bt
administrative{letadilire calee F_@xamOPI éf ASAEh authtoisign
IS awayleav_eejn'&)oraryadm;anGMrn jualdeEs desidnatksiA

to sera8" acting ASWdl indivichesd authassuethe administistiveoena.
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T &#30: éd%allhelxgpaesr‘yé%%gﬁg_n&datmj inanactingtatdemmirposesssuingn

D. UlLimitatiormms$e Ailinpoestestive
. Binhancial PrivacyLimitations

a. UlObtainirgpords a nancialstitutidinanciator@gs&hose
recordthatpertaimoacustomerrglationshigitha nancialinstitutioifhe

. termnancialnstitutioisbroadlye negsabanksavindmnkcardssuer,

I industleelnompaepgipany,savingssociabardiagdoaar
homestaadociatoradiuniomrconsumeancestitutitogatedny
stateéerritorgthdoifstrict Columbi&eel2.S.C. § 340 NotedZhescope
oftheRFPA s.de nitiohnancialnstitutidborthigwitipbse, limitshe
restrictiagheRFPAplacesnfederahwenforcememisingnadministrative
subpoenianarrowdharthedd nition nancialinstitutiomatisusedn
connectiiBlLs. ForthapurposteRFPArefersothebroadeér nition
founththeBanlSecre@dBEA!. AmontheentitiesicludedtBEA
de nitioarenoneyansmittimgsines semtealersavehdgenciesd
persomsvolvadreakstatdosingd2e U.S.C. 8414 di8id U.S.C.

§ 5312. al l-and_ c! I-.]-Whenseeking nancial»aetandsafrom
iABlitution,,theustendadrti catecompliamequiréy U.S.C.

§ 3403tteenanciahstitutiohecerti cabeushdicatemorazhahings,
thatnotickhasbeemprovidetlytRBl totheindividualuMsosener nancial
recordsdobediitained. adntentthenoticesssebuinlP.S.C. 305.
Acourbrdemaypeobtainedaallowbrdelayedoticeursuarm12"U.._S.C.
§3409Noticesnotiéquiredheadministrasudpoersassuddobtaithe
financraicordsacorporatooiorecora®pertainitogcustomiotice
isalsmotiéquiredtheadministrasubpoesaeksnlyasiaccount
informatid@ nedsnameaddresghe accounn@ccoumimbék2e
U.S.C. §3413 g!.

b. Ul@btainingrecordsaCrediBuread crediturearconsumer
reportiagencryayongfovidmmaddre$srmerddres$ﬂhce
employmeamtdorm ce employmenmtesponsmnadministrative
sitbpoendl).S.C. B581A credimureauconsumeportingag emay
noteleaseanciahformatinacrediepoorconsumepomjthenames
andotationsnanciahstitutiafisichtheeonsunhasccoupisrsuant
toanadministrasdbpoenacourbrdeggrandjurgubpoema,inan
appropriaesenationakcuritgttemaypeuised obtaithigsnformation.
6).S.C. § 1681bloticefdisclosubel pdoypvided thecredibureaor

consunreportirgendapthesgbnsumetheconsumeguedtsis
informatio%rp g enay "

2. UlElectroniCommunicati®nvacyct

a. Ulwse anAdministratBubpoeiaabilitypgatheubscriber
informatamdhexadntentelectronmmmunicatisimgnadministrative
subpoestayvemedECPA. trasesvolvitigesexuakploitatioalouse
ofchildrem/ipassubscrdrenstoneiormatiad eviathined an
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administrative subgleeteamstoé AttorGeneral s delegation,
described &bmeentamdrmationomayptaiiredrand headle
fraud investigatexhsinisttdip@e naenagedbthasic
subscriberustomer inforraatiacerstored communiaatoers,
{irr%igedb?_ircumstﬁmneentithaivide electronic commusieatiogs

o theublic. ,

U! De nitidbBGPA aerdIBﬂ!yp_esmftltleS pravide electronic
communicatidhns publdy vider of electroommunication
serviceslanedis U.S5E5I0 &s3a¢rvice navideuter

thereof Himlity s@nd @ceivare electronic communiddteiem

remote competingese neth~ 13.S.C2811 12!ths provision
to thmfblic computer storjgecessing seyvimesofsarlectronic

communication system. &#39;

U! Subsciitiermatian. |

b2
b~7E

. Récordsimfatmation pestdnsandper.

b2
b7E

Content. (thietital subktkssoaedccouini;iuding

the subjectlinef ane-mail.

U .IU! Uneperadohidion ddsd = es moddigained |,

using aiministrative subpearcawasraedquired.”

_ I Ul'Unopenedihas been halélectratocageniore this30

days rbaybtamvidsdministragivgpoenide Nidtincuit,

the og_ermdl_land umﬁrr#_andatm h)ulema@%H 188ys
beforeahmbtainedith @dministrative sidgméhaofel
Farey-Jones;.389.06E governmast providéce tioe
subscribarstome o robtainingcsuntbnlinAtedexception to
the notreguiremgnovidech 18.S.C. 8.2705.

U! E-ntladlt Heesen opemddhe cohtatddectronically stored

les hedtbrabggan etiidy prosztdmgge servipeklic. i.e.,
aemoteomputing seagicks, ndB U.S.C291 hhay lwbtained
usingaaministrative sutbpoehdeetoustonmrbscriber,
unleSs notietaystcordamath 18S.C. 8§ 2705.
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I Ul E-mail thahas beenpened-and tleentent obther electronicalltored
les heldn storagby anentity thatloes ngprovide electronitommunication -
services tathe public, suchdbat dhe internal networkof éusiness, may be
obtained usiaig administratstdpoena. Noticehendividual isot
required becaus¢his demandis notrestricted byECPA.

3. U//FOUQ!Member s ofthe Media C
U//FOUOQO! Aradministrative subpoeafieected t@provider of electronic
communication servicesany other entity seeking toobtain laodl long distance

connection recordsor recordsof sessiontimes of calls, madeby anember of the news
media mayonly be isdthed the speci ¢ approval ofthe Attorney General. Requests
for this approvaldieould reviewed bythe CDC and coordinatedwith,an Assistant
Gated Attomey AUSAI!The requeshust providejusti catioffor issuancef
the subpoeransistent witte Departmefitustigeolicies s&irth i28C.F.R.
8 50.1@uidance onithadicy malge obtainéem thénvestigative Laimit andlor
the Privacyand Civaérties Unit, OGC. .-"

EU//FOUO! Compliance/Monitoring .

E ulLimits 0i1~8439; I

b2

2. _U//[FOUDIerproductioni

b2
b7E

Y 3. U//FOUO! Factorcompliandéne followifagtors shookdconsidetied
ensure compliancevith applicable laws andregulations thatgovem theBIl s use of
administrative subpoenas: 1

aU//FOUO!  The administrativesubpoena mustelate todype of investigation for
wheéch  subpoenaauthorized,;

bU//FOUQ! The administrativeubpoenamust librected taecipient to whom
an administrativesubpoenavis authorized;

cU//FOUO!  The administrativesnapoena  request onlyrecords thatare
- authorized  under thepertinent law;

i 157
UNCLASSIFIED-FOR OFFICIAL USE ONLY



UNCLASSIFIEBOR OFFICIALSE ONLY
Domestic Investigatiansl OperatiorGuide

dU[/FOUQOThe administsailygoena beuapprolrgdauthorized

official; o _ g
elUJ//[FOUQOThe administsatbygoena beusploanttd thiutomated
Case Suppol tgysSeimttre SubpoeimBP ! subdd theubstantive

case |efor recorgurposes;
f.U//FOUOT heetumservice informatishlbempletak back of
the originadministrative subpoena,;

g. U//FOUQhe origirmdministrative subpodrampletddrn service
rbest maintaine@iBBP"sub lethe substantive investigaton;

h. U//FQU@E recoprdsidedaspoitide administrative suymiena
be revietgedatirethe FBlauthoriaemblldioe recqnas/ided. If
- awver-productias occugeglss be takEncorreébe error.

1129.3. U!l.Nationdecurity Letter

A. U! Legal Authority .
U! 1%8%.C. 1681u, 1681-882%5709;
U! 12 U.&EBRSID;4|A1ab0*U.ST436;
U! AGG-Dom, Part V

U! ANational~Security\L8theaybe usadly teequest:
l. §U!|Tinancial ReddrdRightinanBiayacy Act&#B3 | REFA!,
3414 al'l;

2. §%glgsgﬂimanclabtitutionstw‘wiit Repauttirﬁ@:ER@(D,—.s.c.

3. UConsumer |dentifigngation: FCRA,S§A681u b!;

4. Uldentiddinanciallnstituddaissumeddentifying Inforrh@iof*
158%.C. 1681lu al& bl;

5&#3ll GreBeeportdmternational Terlarksstigations: EGRIAS.C.

8 168lv; and *

6U! Telephone Subsdabeation, Bibihg Recdttistronic
Communication Subscriberinformatidtiectronic Communication
'é‘rgggactlonal Ré&dectsinic CommunicationsEPREJYEEdE.

BU! De nition dflethod
U! Alational Selcetiéyar administigtivendifmumentsor teedickn
bebhpdethe F@urirgrédicatedestigation redakesdd theational

security. Sample NSLare available.

C. U//FOAgpIrovaluRements :

U//IFOUQeduesaioNBlas twarts. GndNSL itsalid oisehe
approvingst@andb®NIhe authtrigiddSLs heen deleyatied
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Deput% Dirégtecutive AsBisganbr Assistant FcADI\ebatlonal Securlty
Branc ctiorsaaifdAfy CT/CD/Ogleeeral Col) KI
General chunttmatlonal SecantBranch; 1ABsestémiSrarg

DC, andLA; and all SACs.

U//FOUOAtditionsayngd byahestatutorily-required apypeovdtSL
rnust beviewed mmtovegchbﬁ: C mttomégatlﬂghadmp ac%’v)an

NSLB attOmey.
U&H#39; A

b2
bT7E
U//FOUO!|
b2
b7E
U//Fouoj &#39; I
~ b2

U//Fouoj

b2 _
m-3

kl u//1%0u0;|e b2
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D. UDurationAppiovalv
E. U//FOUGpeci c Procedures
,8 U//FOYUO

§U//FOUO!|

" SUNFORERO;

- U//[FOUO

QU//FOUO!

0 U//FOUOI

0 U//FOUO]

/[FOUO |
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| &#39;b7E

U//FOUOQO!

I

1. U//FOWDodVver EC
U//Fouoj

a. U//1=0u0!|

A:. U/ /[FOUO1 4

c. u//FouD!|

\H2

<1. U//Fouoj

e.IU/ll:o_uo!|

1. U//FOUO

9 (%#ouoﬂ WH/]' OI as |

1.u//1:OuO!| I

j. UIIFOUO!|
I
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1<. u//Fouol» - pa 02
1. U//FOUO
U//[FOUO b2
U! Copy of NSL &#39; | b7E

U//FOUOQ!capy dhe signBGBL muse retainedhevestigative clasand
uploadedelappropriatdNSL docurhgre RCS. Documenteaf of

service ofNSL lettersmust bermaintained tbase le.

U//FOUOQO! SecondiGeneration Information

U//rouoj&#39; &#39; I.

b2
b7E

U//FOUQO! Em@iganuogtanced

U//FOUQ! E@ifects subsaritvtansactionalinforegdiaing
communications fobselosure pyoviders télephoagther electronic  &#39;
communication s&eitesllyN&h, grandguipoenatioer formiegél
process mibst usetd compdthe communicats@mvicé providedigclose — &#39;
subscribdramsactional inforfaatEngencircumstances, hdweser,
providejaitid believes #ataydisClosum®uld padangesf death-or
serious bodhiyry, theovider untarily discioBamation toEle Aa
matterfeB| polieyhen thexyabdngedeath sgrious batlijgtry does
notikanit proper Iprocesrsﬁag‘ﬁSL, If approvey aASACdetterttne
provider citilgU.SIG702maybdsed request emergdinckpsuretiriie
dmes permit thesissuiaatergencydiatigriU8S.C. &#30.6rdl702,
requestite provideay meade, the ondquest rbesollowedwitfa &#39;

letter atescribed” herein.
U//FOUOQO! &#39;
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b2
b7E

u//1=0 uoH |

b2
b7E

_ U/IFOUO

b2
b7E

U//FOUOQO! Noticand ReportingRequirements

U//FOUO! Thiational Secutigw Brandt FBIHQeequiredto repoihformation
about NSL}1tc&mngress . TiecasaryGongressional repertin
automaticaﬁy_?ecorﬁtk%ﬁ\lSLTsTrea'gedin tmqglr;oSlgbsystelﬁhSAMg!. thegNSls
created outthdesystahe E@ust inclualeinformatioecessaryN&LB
accuratelyvto re@8it statistidhe Enustit@ak  the numbef targetgzhone
numbers/e-mail accounts/fia@comahts tleatddobasised and evelySL .
recipient. Thergftiregge thriaegets, &&counts,sandecipiaritablSL, the
EC.mustiate many accowrtsthsubject dhe NShstRecipientl, Recipieri,
etc. I$ nauf cientdalyindicatettieae dem accoants sircipients.

U//FOUOQOatition, Fi# mustport tbaited-States pesmtbé subjett
all NStequestsdpposethe targeft thenvestigatiomvtoch tINSL iselevant!,
other thdmose seelgnscriber inform&tibite treubjecdftenthe targefthe
investigation,ithataitvays tbdse. EC musgflect thénited _Stﬁmmm _
of theubjecttbie requdbe persomifoseation the FBseekinglf theNSL, is
seeking informaatout motiean ongerson, the Bist re et¢he Unite8tates
person status eaclof thosgersons. Sdhke formECs, whicimake cleahat theJnited
States perstatus applieshearget dhe requestr information.!

U//FOUOQ! Finatlensusecurate repothieg-Gust accurattdye tiypeof
information thl¢ing sought. NStar toll&#39;billingerdécmdactionatords will»
include subscritbermation. Elieneexhly statieat thequestis toll_billing
records or-transactiomials, dahe reportpayagraph shsuale thatl billingr
transactional reacedseisgught fonumbef accourdad, ihultiple recipients,
froineach ofecipients ##2,etc.

U//FOUOQ! ReceghtNSLnformation_ _
U//Fouoj |

163 - £2

UNCLASSIFIED-F OR OFFICIAL USE ONLY ms



UNCLASSIFIEDFOR OFFICIAIUSE ONLY
Dorestgations and OperatiorBuide

b2
b7E
U//rouoj
b2
157E
U1/FQtU9!| -
U//FOUO
b2
b&#39;7E

U//FOUOQ! Disseminaticsf NSL material

U//FOUO! Suloetatatutory limitdbomsition dbtaagldses of
an NStay kbisseminated ac_ctmzegerald|ssem|rMDdard$ha AGG-Dom.

ECPA telepindnelectoomununicationsarddissRFfRaAcial records!
permit dissemicatisytaht tA&S G-Donif dmeifonnaticlealy
relevarthm responsibflitiecipient ageGRA, U5.C188lu, permits
disseminatatheofedeyahcienayg hecessamdéoapprovabndofet

foreign counterinteith ogation. FARAmpeciatules fdissemination
of fullcredit reports. &#39; I .

REIY) 5 fihe MehwSelvbsiss830;

t anateriedceivedatumil,

b2
b7E
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nio¢e promulgate
11.9.4. UBusiness Rddond®r FISA
A, U!Legal Authority
U! 50U.S.C. §8861-63
B. U! De nition of Method

. U! AFIS ebusin eemhﬁhlrd artyt duce documents,
@B ‘ flont lldile vteﬂtwatlon
u5| S B0 alQr alo

E[ggn inted ammtem tr&imes ates
derived Ingp umentsp

C./I[FOUOA rova R i

b2
_ma

D. U!Duration oApproval
U! Duratianestablisbgdheourt order.
E. UNotice aRéporting Requirements

U! Thereasgezial noticeportemuirements.
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F. U! Compliance-Requirements

U! Tdese qgeadreméﬁ)pr«n‘dﬂmd:mmmat&dﬁl%usmess records

order mustdoefoldwing:

&#39;U! Wh uir diyplo edtd®
gcreecree% apgaé%g M%&%@n m&etﬁer
a. U//FOIthD oducm |stamewllyiedmater|al thatis
SRS ards ﬁ%@mﬁ% SRR
must se(ulestarat bussthe CIIﬁ:NgIﬂBe ag)&gopnate
wa turnaqh@%ponswetcmh paigandab&in

responsive materi

EId ial apd
W%geﬁggitmm % artz:_tgréré :jﬁg

forwee s' ttha , A6 %
outsidethe pa o esu ecsltam)uto

3 ﬂ‘.‘;' aartion
recordst 'E)RI Einarkeisac ey .
ACrtpen m ttbaic Co %mms: r%rtmg

I. U//FOIfte overp rm;hnewb ot statutory

protection, ttienoverp rodumatiarlal mu ted like
overproductmuedha conteatationsdcurity letter.

11U//FOQUIOthaverproducesmatdjadstabutory
protectloru ﬂn uploadddtermmmg waamead the
-overprod uce tea nts Q) |e|elr>gen%|ch
e over %u $10)3 nited .
tates aREBA$ECcuUrity Investigatjon;
e sen ormatl n(wrl Ecerproduction; an
the burdenso egEs dhiegverprothatedal fitoen
responsive material.
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by aneutral magistizaeed g@robable, cawdeainingsearctwarrant effectively
insulates th@ocess from&#39;chaltlrgbé-ourth Amendment, - r

U! Nationwide.ScoBearch warramtsler 18.S.C. 8703 a! mde issudija
federal "cowvithjurisdiction ovitie offensader~investigation,ireybe
executed outsittee districof theissuing coufor materiatesponsiveto thearrant.
S@migs  may alsassue warrantsider 18).SIC.8703 al, but thestatute doatot

ive thesarrants effadiside tissuing coutesitorial jurisdicenwitia
ypical FRRRe 4darrant, investighatdts an affidaadproposed
Mizatant  complies WitlFRCP Rulél.

U! Service-Bfocess: Title8 UniteSitates Co8ection 2703sa&larch warrants
are obtainedjlikeany oth&fRCP RulEl searatarrant bate typicalsen/ed

on therovider amompel th@rovider ted andgoroduce thaformation described
in thevarrant. ECRRApressly statestthe preserafearofficer imot requiredfor
service execution afearchwarrant issuggrsuant t8 U.S.C. § 2703 al.

U! CourOrder withPrior Noticéo theSubscriber dCustomer: Investigators
C_an obtain_ ever tmm&_iwrmk aoampitfemopened e#mailoice-malil
stored witproviderfor I8@ays orleassingia 18*U.&#3279Xd! coartler with "
prior notidéne subscriber unlssy havabtained authofidy delayeatbtice
pursuant i8 U:S.C8 270RCPA distinguisihesween thentents of p
communicationsthatralf&lectrongtorage" e.gnopened e-mfait!lesghan
180 day=nd thoskeat-have barerElectrongtorage” fewnger dhat areo
longer itElectronic storaged., openeemail!.

U! -FBIremploybesobtarourtorder unded U.S.€2703 d' -andregikier

-prior notite the-subscribecomplwith thelelayedrnotice provmbmaJ S.C.
§ 2705 al,may obtain:

alJ! The conteotavire or electrosmmmunicatioa been in
electronic storagarelectronic communicatgsiem fonore thaone
hundred aedyhty daysl8 U.S.@.2703 a!.

b. U!"The contesftanwire oelectronic communidagidridgprovideof
remote computingseriaoebehadff. . .aesubscrilmercustomef such
remote computsegvice," 18.U.S&8 2703 b! ! B!iil2703 b! I;and

c. Uleverythingdhatlmbtained ugihd.S.C.25803 d! cauder

without notice.

b2 p
ms

b2 z
ma

Al71
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b2
b7E

Ulltgtaitlard: To ordelelayed notikke,courtust nthat "themeason

to belietleat noti catidghe existenahe court ordeay =endangettfie

life gohysical saffagdividualflead taght froprosecution; jtdad
destructidn tampering ewtdence; fiepdtimidatdotentialitnesses;
or...otherwiseriouslyjcopardiz]| tigationor urdeelpy[d;trial.” 18
U.S.C.~88 2705%aad 2705 dhe applicarst sathaly standasiv

each tiran extensidhe delayed notiseught.

U! Nation\Biciepe: Fecaual ordeder USS.@703 Hhveffect
outside drstricthe issuing colitle 18nited Statede Se@iddiB3 d!
orders omypelprovidéisshose informadibreinformaiistored
outside-the digfietissuing co@ee 18.S.C.2803 d! "acgurt thats
courifompete ntjurisdictrayasuel8 U.S.€2703[dider!; 18S.C..

§ 2711 toudiompetentjurisdictioninghydésderailirt havingjurisdiction
over tldfense beimgestigated witheographic limitation!.

U! TitlB Unitttdtes (Retdion 270R1ers gy Bsueddbsite
courts. S&8 U.S.@§ 2711 13127 ! B!. Title 18 UniteBtates Co&ection
2703 dbrdersbgued state courtmwever, at haveffect outsitlee |
jurisdictidhe issuing stdee 18S.C. 3811!;,

- Ul Cowrder withBubr Notiocgh8ubscribeCostOmer: FBI
employees ndéddnS §£2703atiurtordepbtain mastount Tagd

most transactional  records.

U! Acourt orderder 18S.C.i8 2708dYy compleclosure of:

a. U!All "record st othemformation pertaiairspibscrider customer
ofservice not includimg conterftommunicationyh@idviders
adlectronmommunications ardvieencdenputing servare]!,"

b.7UBasic subscriberinthahaharobtatsdgubpoena without
notice. 18.S.C. 82703 c! II;

iUc! Tg/%égianéctional Recd’rﬂs:(?éamiﬁ:agﬂ?b% %fﬁranﬁg(amwtshe
& rm@&m&mr e

U//FOUO)| 1| b7E

c. _ Ulell siteaBector informa@eiti: siged sectorinformtion &#39; o
considerecedard aher informaeotainitagsubscriband
therefore, produghistoricabnd prospeassé and sectcrinformation b7E
may ltempellecglmpuwtder unti8&#3% RDI83IREequests made
pursuantyt®18.G703 d!&#sS;fosumrospectiveell sitend sector
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infOrmation which iglelivered téaw enforcemen@aemunications
Assistancelfaw Enforcemant CALEAL theeginning amdi of
calls mudie combinveith aapplication pe&n register/siagh trace
device. Somejudi@ticts widquireshowing pfobabtkafere
authorizing ttisclosure pfospective celistedtor infomation.

d. =

b2
b&#39:7E
u//EO0001
b2
b7E
Vi
b2
b&#39:7»E

2 &#39; E

Il b2

b7E
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U! Legabtandard: Aourt ordeinder 18.S.C8703 d!is knowas an
"articulable factgtirder or simplydd order. Thissection imposes -
intermediate stangodect on-line transactiaweabrds. isastandardhigher
thanasubpoenabut notprobablecause warranthe intentising the standarir
accestransactional datais toguard againstshing expeditionsby law
enforcement. Sé&€R. RepNo. 102-82&8#839;B94!, reprintedin 1994
343a.C.A.N. &#39; &#39;

__U! ThEBI musttateient speci ¢ andarticulabléactsftre &#39;court‘tteaind
taere  reasonable groundto believetti@t  contentsof awire  electronic

80m67r11uné%%1@|,0m11 Ier?\(l)éds |gar1]t‘IJ'r informatisought, areleva&%?teg%lég; 0
E

b7E

U! Subpoendth PriorNotice tohe Subscriber Custometnvestigators can
subpoenaopened e-nieimgrovider ithey either giveorior noticeo the

subscriber oricomyth thelelayed notipeovision®8 &.S.C. 2705 a! which
requireavrittencertification lllge SAC &SAC.that there is*reason to=believethat
noti cation &#3%afdtemcahe subpoena mdnave amdverse result.

U! FBlemployees whubtairmsubpoenaand eithegivepratice  tthe subscriber
or complwith thedelayed noticgrovisionsif8 U.S.C.8705 a!,»maybtain:

alJ!  "The contentsfny wire orelectronic communicatidméld bygprovider of
remote computsegvice"&#39;0in bahatiscribeor~&#39;adstmer
remote computirsgrvice." I8&#39;8.2103 b! ! B! i!, §2703 b! I;

bU!  "The contentsof avire or electronicdbatmunication has beenn .
electronic storagarelectronic communications-ggsteroréhan one
hundred anceighty days." 18 8%/Q3 a!; and
cU! Basic subscribérformation listedirl8 18S.C. 2703 c! !.
U]l - - N&#392
b7E
U! Noticezi
b2
b7E

U! Legastandards fatelaying_notice. Shpervisory offigialist certifiy
writing that "thereis reasonto believe theti cation dhe existencedhe court

order may.. endangettelibe physical safen individual; [le&ol] flight

174"
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from prosecutionjlead to] destruction ofor tamperingwith evidence;[lead to]
infimidation potential witnessespr . . .otherwise seriously jcopardiz[e]an
investigationamduly delay[] atrial.” 18 U.S.C. §82&#39;705 a! I! Al, 2705 a! !
importantly, thisstandard musbe satis ed anew everytime anextension ofthe

delayed notisesought. 7

U! Subpoenawithout Prior Notice to the Subscriber or Customer: Investigators
can subpoendasic subscribeinfomation listed in 18U.S,C. 8&#39;2703c!!. 1

U! Thegovernment mesg aadministrative subpaetizorized hy fedeoal

state statutes, federalor sjeaed jury drial subpoena tacompelgrovider to

disclose basicsubscriber informatiorlisted in 18 U.S.C.§ 2703 ¢! I: ~ name; address;
local andbng distandelephone connectimtords, orrecords sessiotimes and &#39;
durations; lengtf serviceincludingstaré!~and types ofkervice usetelephone"

or instrumentnumber orother subscribemumber oridentity, including any temporarily
assigned networladdress; andneans andsource ofpayment forsuch service

iLr]cIuding angredit card dvank accoumumber![.] _ *

b2
b&#39;7E

See-PATRIOT A&10, 1.15 Sta272, 283001!.

U! Legal Standard: The legal thresholdfor issuing asubpoena is low. In United
States Worton Sal€o., 338J.S. 632642-43 9&#39;5Qptinearticulateitie
deferential standdadjudicial reviewof administrativenforcement actiorsdour-
factor evaluatiarf "fgalt issuance requiritigat: i'the investigatiois
conducted pursuamtegitimate purpose; iithe informationequested undtre
subpoena iglevant tthat purposeiii! the agency doewt alreadhave the
informationig seekingiththe subpoeaad ivthe agentys followdbe
necessary administrageps iissuing theubpoena. g

U//FOUOQ! irthe eventhatdederal grand junysubpoenased, however, .
BRREgpriate protectiagainstdisclosure. mbstfollpwedn compliancerith FRCP

b2
b"IE .

.Where the
telephone bil_ling recordsthaghgatikoseof amember o heews media,
approval ahe Attorneyseneral isequired.» See DICB&ction 11.9.1.E!
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" b2
b&#39;7E_ .

U! Service NOT Available to tReblic: Providers_oEervicesnot available "to the
public" arenot prohibited fdisslosure underECPA, andsothe provider may freely
discloséothcontentsindothemrecordselatingo storeccommunicationgndersen
@onsulting UOP, 991 F. S1)gil N.D. il998!  giving hired consulting rm
employeasceds UOP&HBRYsternsnotequivalet providing-maitothe
publicl.Onlyprovider®f serviceso thepubli@reprohibitedsfromiisclosingtored
contentsandrecords,unlessstatutorily authorized.

U! ServicesThat ARE Available to the Public: If the servicesdifered the

provider areavailableto the public, then ECPA precludesboth the disclosureof
contentsto any third party, including the govemment,andthe disclosureof other
recordsto any governmentalentity unless statutoryexceptionapplies.The statutory
exceptiopsrmdisclosumy providéothepl 1 blessenodeth_e<nedds
publicsafetandservicprovidersutweighrivacynterests.

U! If the provider is authorizedto disclosethe information-tothe governmentuir&ler
8.S.C. 2702andis willing to do sovoluntarily, law enforcementdoesnot needto
obtain a legal orderto compelthe disclosure.

U! If aprovidewoluntarilydisclosesindethestatutethereis-nafollow-uplegal
processrequiredor available.if the provider,-onthe other hand,either may not or will
not disclosethe information, FBI employeesmustrely on compelleddisclosure [
provisiongandobtaintheappropriatéegalorders.

i.U! Voluntary disclosure of Stored Contents
U! ECPA authorizesthe voluntary disclosureof storedcontentswhen:

a! UThelisclosiseititheonseripressmplieditheoriginator,

addresseetendexkcipiengrthesubscriberthecasefopened-mail,
188&J@ b! !;

b! U! Thedisclosure may be necessarilyincidentto the rendition ofthe service

ortotheprotectionftherightsorpropertgftheprovideofthatsérvice,"8&#39;
§S.C. 2702b!};

c! U! Theprovider'in goodfaith,believeshatanemergencinvolvingdanger
of deatlor seriougphysicainjuryto anypersonmequireglisclosurevithout
delayofinformationmelatingto theemergency,18U.S.C. 8702 b! 8!;

d! U!TotheNationaCenteforMissingincexploite@hildrennconnection
with reportsubmittedtheretounder 22ation of the Victims of Child
AbuseActof 1990.2 18.S.C. 13032andI8 &S.C. 2702[b][6]!;0r

e! U! The contentsareinadvertentlydiytained the serviceprovider and
appeato pertairto thecommissiofacrime. Suchdisclosuresanonly-be
madda lawenforcemerdidgency. BZ&Q2 b!!

176
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U! Voluntary disclosure of Non~content Customer Records

U! ECPArovides foie voluntadysclosure nbn-content customer
records byagrovider to gyovernmental entity when:

a! U! The disclosureiwith theconsent express implied'of thecustomeor
subscribe¥8 U.S.C; 8702 c! ;A

b! U! The disclosure may be necessarily incidento the rendition of the service
or to the protectionof the raghts property ofthe providerof that service,Y&#39; 18
U.S.C. 82702 c!l;

c! Ul The provider"in daitid believes thatan emergencyinvolving danger
of deathor seriousphysical injury to any person requiregdisclosure without

délay infonnation relating to the emergency, 18U.S.C. §2702 c!!; or

U//FOUQO! Notan emergerdigclosunghder statutory. excepson
justi ed whenthe circumstancdemand immediaaetion orthe parbf the
govemment toprevent deattor seriousodily injury, and doesnot depend
the immediacyofthe risk of dangeritself. For example, ane-mail that
discussesplannedterroristattack butotthe timingfor theattackwvould
constitute amergency ttlakeatens lidelawén  thoughthe timing
the attackanknown. It isthe needor immediataction tgrevent the
serious hathreatenedbytthese circumstaihezshahe immediaoy
the thred@selfthatthe reason Congrasthorized voluni@isclosures
under thexception. H.Rgb. 107-49¥3-14 June 1, 2002!
accompanying H.R3482, TheCyber Security,Enhancem et of 2002,
which passasd padf theeomprehensive Hom&aodrity Acsee P.L.
| 0&#39225296 ~8 ~_

d! Tb thdational Cdatdvlissiagd Explo@&iddrenconnection
withaeportsubmitted theretmler Sectid@7 othe Victimsf Child
Abuse Acbf 1990.2 U.S.C. § 1303and 18J.S.C. £702[c][5]!

U! Preservatiaf Evidencender 18),S.C.s8 -2703!: in 0

b2

.b7E
U! A govemmental entity authorizetb direc}oroviders tovpresestered
recordsland communicationgaursuab®dJ,.7S82703 .
b2
b7E
VAW {Oncepreservatiequestriade, ECPA

r_équires thdhe providemust retaithe recordfor 90days, renewabler
another 90-dgyeriod upoayovernmentequest. SeE8 U.S.C8 2703i! 1.

U! Specifically, U.S.8703 f! listates:

a! U! A providerof wireor electronicommunication servioeaemote
computing servicepon theequest cdjovemmentakntity, mustake all
177
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necessary step® preserverecords andother evidencein its possession

U! FBI employees whosendl18 U.S.C.§ 2703 t! letters tonetwork service
providers shouldbe awareof two limitations. First, the authorityto direct
providers tpreserve recordad otheevidence isot prospectivd@hat is,18
U.S.C8703 t! letters canrdergrovider to preserveecordshavte

already beamreated butannot ordgaroviders tpreserve recordstiyet
made. FBI employeesnt providerstecord informatimmout future-
electronic communicatioeyg musomply witthe electrorsarveillance
statutes. Aecond limitatioof 18U.S.C. 8703 f! isthat someroviders

may banable womply effectiygiyth g3 tirequests g, L,

b7E

U! Vided ape Rentalr SaleRecords I

U! Title L8 UnitedStates CodeSection&#39;2710 makes#hthorized

disclosure okcords bgny persoangaged ithe rentalsale, odelivery of
prerecorded dssette tappasadiavisual materials unlaadl
provides aaxclusionary rute prohibippersonally identi able-informatiof#39;
otherwisetobtained frdm@ing admissibkes evidenda anycourtproceeding.
Personally identi ablejnformation isde ned as "information that identi es a
personas havingrequested oobtained specificvideo materialor services.. .."

a! U!The disclosuoglanenforcement pérsonally identifiable
information ipermitted onlwhentthe lawnforcement agency:

.1! U!'Has thevritten conserdf thecustomer;

I Ul Obtainswarrant issued undertieRCP oequivalent statearrant;
or »

I U!' A granpliry subpoena; .
b b7E: P2

__ U This typé informatiomas speci calhot included thede nition of
"personally identi able information" to allow law enforcement toobtain

information abaudividuals durir@utine investigatisnsh as &#39;
neighborhoadvestigations.
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U/V/FOUOQO! THesclosure opersonally identi ableaformation ina
national securitase make compelledthrougise othe abovéegal
processes pursuant tebusinessrecords ordessued undé&o0 U.S.C.

8 1861.
11.10.4. UApproval Requiremefuds Investigativdethod

A. U!Voluntary Emergergisclosure
U7/FOUQO! ECp¥atects subscrdoed transactioné&rmation regarding -
communications fraisclosurépgroviders of telephoner otheelectronic
communication servicesGenerally, anNSL, grandjury subpoena, oother form of legal

process mubggslé_s%ggmpel theommug;;%gtion servipeovidetdisclose such

b2
b&#39;|E
U//[FOUQOT
b2
b7E
hnmouojii  *ii? A
idnmouo | D b2
b&#39;7E
11.10.5. U! Duration of Approval &#39; g%E

U! Asauthorizdsdfatute e.g., foaslongihe emergency necessitasiage exisisd
only inthose circumstamdesyits impracticabledbtainpgaiess! and applicaldeurt

Al UEEiERiEngs:] A | 92
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-
1 we
" U//FCOUQ! witmtandviders74 7 ~

92B
b2

-b7E

C. U! Cost Reimbursement:

U! Polieynd procedagesding mmstbursemedéscabethmfollowing: 7

U! Congistgmient procedures 9;
b&#39;fE

U! 5/25/20@0st Reimbursen@ntdance 8.S.C. 2706 ECPA! &#39;
11. 10.7. Nidtice aieporting Requirements

A. U! Voluntary disclosuresTitle 18United StateSode Sectioad702 d!~requires the

Attomey Generalteport annuallip Congress informatipartaining téhe receipaf
voluntary disclosureSthecontents adtoredeire  electronic communicatiansan
emergency unt®iJ.S.®.2702 b! 8!, speci cally: ~

[. U, The number occounts frorwhi(ip DOdJeceived voluntatisclosures under
[

subsection b! 8ynd

2. U! Summary dhe basifor disclosureirthose instancesere thénvestigation
pertaining tthose disclosuresasciitbedt the ling of criminalcharges.

B. U!-Roles/ResponsibtBS!ILB assigned dueninistrative respontabhiyy
December 31&#&acbfyear:

1= U_! Tabulatee numbeof voluntandisclosures attored contentsceived undéhe
authority ofl8 U.S.C8 2702 b! 8for thecalendayear; -&#39;

2. U! Preparthe reporsummarizing theasis fodisclosure ithose instancegere the

- mvestlgdationpertaﬂmgamjresvas cég\%d;tdout tivey afriminal

chargesa
. 3. U! Submithe repoittoOGC forreview-and submisstorDOJaccording tthe

statutory requiremeat annuateportife At';)crne General.
- Ul Aihkcahle*Pdilicies .

92
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11.11.1SWwhmary

U! B ra race I%llé T(EIf's.l tbe ) mmm«mr
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H0E onea J.\g/ém ommunications;
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communicatidhs @meraat ot puter network

Irltg and

U//EO |
Crlmma In% @ f',: : qnnarg
[P, 'oaiga?«ﬁﬁﬂe IMihary

Inte |I encer UIC&' ring assessment.

11.11.2 Légal Authorlty T

g8 %%%% 006
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Imwest at -
lm{nwln mation
NE uni a iQn'IS
) ) info ed ltr;commupmatlon
DAICE  1= ng.etst
ST e glomﬁn hanably
IN o : Lommuni
11.1 1A-Standblsks Amo roval Red urrdmxes

Ade@%%%mgmeaﬁm nvesqllglgt QWB/TT

1. Ulegal StaAgatdatitmesRep€lie ndaxid must include:
a. UThe ideafitifederal omm{mgaubmhcatlon and

b., W certi il & r}:ed IS
foreign e gR iy
investigafmoteciineed ’.': :3:: { Inter et o9

clandestlne Intelligeanuk Fhtiesest gﬁlblmﬁidtes
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ersong tscondammryl tipehasiactivitiese cteleblyirst

mendment tihe Constitutio

2. U//[FOUO!. Préeglieetstfatiorenewd IGFR/TT brustade

&239;
routergpueapfopriatdquatissie oviietequ
putergfpuespiropriatdanesey oY £ 30,
gnaturesnst required. &#39;

3. WEmergency Authority5@I1$.88CL843
U/[FQ B AttQapgralre ergency
apprgprlat #39 FBIHQ lﬂs%lsgwr&%ncy Rﬁl%b@rﬁ €0
U/ZFOUO &#39;

b2
b7E

R R TR
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e or"%m . .
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ﬁ%’[ a

IS&P AP [IEES E
nv%&ga% HeS e

gis
1., \legal StaAgphdaticnshfonzanstalse PR/ Tevice

a. UThe idatfiggttomethogovemnib&ite daforcement

or investigdtiger malkmgppllcarlrd)mtientltyrm‘ law
enforcement atjmendy ctinigvestigation; and

_reﬁ’év%%t‘%s%%%ﬁ%@ .'ﬁ%%%ﬁ‘%‘g%f m%&%eabéa?ﬁgy
EL#O/FO \g:)nu % c?ge%iﬁ?a&l ﬂ@@wemment .Before

a.~ U//FOUOI Thénased#msﬁwmstlgatlvepurpose S§
" mader@iabol G oIRGB blasiewaaIto

ongoing crlrm aktigation!

C. PFL{J//T/TF%IGE@BM%WSCM cormemﬂda

d: U//[FOWBetherstd®R/ TS theast intmasitred feasible

" under thecircumstances.

e/ 516 %Mﬁ%ﬁ@ﬂw@%&&

U//FOUWPBY AT isrebes r ! rEmd
serwceo er a ..-:: rson pro |[S] electro

c?r{bgmct € : \EWH

EJ@S >§eut||?n
namdae orderejusnt ers j n Tﬁo h
T e e Cequn e e

3. U'Emergency Authorlty Criminal: 92 i

St

diligence, bebtained.
U! Aemergency saanedinhis sectiomlves:
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2 U! Immedeatgededitiserious hoglilyany person;
“391J! Conspirattiridies charattergsivzied;
c. UAn immettedatatiorsscurity interest;,or

% i SRRt %e%pf%fég‘&%ﬁ%nﬂc 3
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11.11.8. U! Noticed®eporting Requirements-
A. U! ARepoa for~Criminal_Pen Registerflp andTrace: The_Attorndéyeneralis

requiredn@ke amnual regorCongressba numlodrcriminBRIRIETS

applied foby DOJaw enforcemenagencies. 18.S.C.8126. The reporis toinclude the
followinginformation: _

[. Ul The periodf interceptionauthorized bypeler, andthemberand duration of
anyensions;

2. U! The offensepeci ed intheander application, ogxtension;
3. U! The numbesf investigationsivolved;
41! The numberranadhature ofthe facilities affected; and 1

5U! The identitygluding tthistrict, die applylagency makivegapplication
and th@erson authorizinige order.

U//FQUO! DQJ,&#39;Crimil Tl c®nlEsfo€@ement Operatieqsires that.#Ble,
provide quarterhgports openregister usag€o satisfy-DOdata requiremerdad

mﬁ_c'i@'mdplify, elceporting, Cou@-og@aemgzwm m S

expiration datigoriginal orderor extensionsdenialiai applicatiéor arder. For all

e REIT e THES dertiiibetnmigi do

authorlzed purSt@ebnseat undehe provisions &#39;

B. U!Semi-Annual Reptot NationaBecurity,Pen Registard Tra@nd TraceThe
Attorney Genemalst inforthe Houdgermanent Sef@ammittee onintelligence,
Senate S€lentmittee on-IntelilgemrittethefJudiciarthElouse
Representatives Gordmitteeof tdadiciaryof tieenate concenatgisesf PR/TT

devices pursuari08.S.C. -1846.iThis-repadordinatedhrough DOBD. Asemi-
| annuakport muisé submittéaat contaitise followingiformation:

1. U! The totadumber afpplications madefaters approvithg usef PR/T Oevices;
2U!  The totahumber ofuchorders eithgranted, modi ed,»@enied; and

3U!  The totadumber &fR/TT devicebose installateomd usgas authorizieg the

Attorney Genersabn emergermasis andthetal numbefvsubsequent orders
approving adenying thénstallation andse osuch PR/T-devices. &#39;

11.11.9, U!Special Circumstances

A.i U//IFOUQAvoiding Collectiamd Investigatilése ofContent inthe Operatioof
Pen Registerand Trapand TraceDevices

1.U//FOUOQ! Overview: Telecommunicagbmorks proviggers trabilityiteengage
iextendedialing andéagnaling, dtsowdpost cut-through didlgds” or
PCTDD!, whinkoroemstancesare simptgll-routing informatidniathers,
areo:ajhtent For example? CTDD,occur warty places ealling cardredit
card, arollect catly rstdialingdong-distanagarrier accessmber atiten, after
tinétial call iscut througldfads telephone nurnbﬂ‘redestlnapany In
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other instand@§,TDD magpresenghtent, such aghen partycalls
automated bankiegrvice andirters account numberallsgppharmacy sautomated
prescriptiongefvice  andgresgiption information, oenterscallrback

number whenrpromptacdvoice mail serviceS_ee Unit&dates Telecom As_sg_g,
Feder%ngCommunicatBD'remis&CiSC)gn. 22H.3d 450462 D.C "

&HE9;

b2

U//FOUOQ! Thie nition obothgpen register deviaecdrap andraceevice
provides thdhe informationollected bytiegees  "shall noinclude thexintents
any communicatiorl8 U.S.C8 3127In addition)8 U.S.C.8 3121 | makes explicit_
the requiremettiise technology reasonallyailable" thatbstricts collection of
information "as ndbititdude contents ahy wirer electroncommunications.”
"Contentlanjudes information concemitige substancpurpose, ameaning o
communication. 1B.S.C. 510 8!. Whethepegister de nition isread, in

Aconjunctlorthh th&imitation provisidmgwever, stiggests tIathouglsPR/TT
deayce not bdsed the exprepar pose&#39;o0f collectitigeirmndental
collection abntent magcuridespite tlselof "reasonahgilable” technology
minimize, tdhe extenfieasible, angossible ovearollection otontent whildtill &#39;
allowing thelevice teollect allof thedialing angignaling informatioauthorized.

DOJ Policyin additiorto thisstatutory obligatiodOJ hasssuedlirective tall DOJ
agencies requirititat naaffirmative investigativese mape madef PCTDD
"incidentally collethed constituteantent, excaptafses emergency ,-to prevent
an immediatdnger death, seriguisysical injuryr, harrtthe national security.
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4. U//FOUOWhat constituteCTDD contenipplying the abovene term
content igterpreted to mean n?'natlon conceriregsubstanparpose, or
meaning afommunicatioas de neon | 8J.S.C. 8510. Questiamnceming

whether speBICTDD arentent agposedialing, routmgsignaling
hng‘ggggg&n sh%hﬂe addresséal theCDCAGC for coordinatiowith DOJas

U//FOUO

b2
b&#39;7E

B. U//FOUQOUse ofell sitsimulators/digital analyzers/wira@sicept tracking
technology RR/TT ordaronsentis requirddr thd-Bl taespiipmentto capture
any "signalimgformation”. _~includiMptiile Statiddenti cation NumbBISIN!
and Electroruc&#selﬁleenalESNt otheregistration-type data emitted &#om
wirelegghtone the publkrspace even_thoudiethesccomplished witheut
assistance tife servicprovider. Becauds3 U.S.C8 312tRRI€S devicesn
tefms recording, decodingapturirdialing. routinggddressingignaling
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