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ear My, Charmas

By letter to FBI Director Mueller dated March 18, 2004, vou requested respousss
to norrerons questions concerning intelligence analysis and dissernination, FBI orgarzstioual
changes, and other matiers.

We have worked diligently to provides acorate and thorough responses to sach of
vour inquines znd appreciate vour panence as we prepared the snclosed responses.

Please feel free to contact me o we may be of further assistance in responding o
these or other ngudnes. N

Sincerely, B
Sy e,
ol | Ptk

Elems P. Kalisch

Assistant Daregtor
Office of Congressional Affairs

Honorable Jose Serrano ‘
Subcommities o Commerce, Justice, State, and Judiciary
Cormmittes on ;\ppmpnamma

United States House of Reprasentatives

Washington, D, 20513
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¥FBi Reap{ms;es to Questions Posed
By Letter Dated March 18,2004

1. Whaf were the major lessony the FBI learned {vom 91120017

Response;

Today's terromists

The terrorist threat of today presents mmﬂle ~challenges

operate seamlessly across borders snd conlfinents mdsd by sophistcaisd
comymunications technolozes, they finance their op“rma with elaborale
fandiny schemes, and they petiemtly and methodeaily pian and prepars thielr

attacks

To meet and defeat thes threat, the FBLmust iﬂ'ave several entical capabilities
First, we must be intelligence-dnven. To deftat the terronists, we puust be abla 1o
develop intelligence about their plans and use that intelligence to disrupt those
plars. We iﬂu.ﬂ be global, We must continue our efforts 1o develop QUL IVErsEas
operalions, dur pmpe‘:bm} with forsom services, and owr knowlsdge and

experlise Libal)t forzign culturss snd pur teronst adversariss-oversess. We must
have netwocked information fechnology systems. We need the capaaity to HAnAZS
and shace our wifonmation sffectively  Fially, we must remam accountable undsr
the Constitetion and the ruls of law. We must respect oivil liberties as we seek o
protect the American people.

Pripr to September 11, 2001, vanous wails ¢ kd that prevented the FBI fom
shanng not only with other members of the '{I & States Tntelligence Cormmunty

(USIE), but wittup the FBIstself. Legal walls - rs;ai and pergeved -~ prevented
the integration of intelligence and criminal tools . ierronsm invest galicns
Cuttural walls - real and pereaived -~ contmaed o hamper coordination betwesan
the FRL the CIA, and other members of the USIC. Operatianal wails « real and
percerved — between the FBI and our partners in state and local law enforcement
contmued to be a chalienge  Since the September 11th attacks, we and our
partners have been breakang down sach of these walls

The jegal walls betweenn tcl 19r:n s and baw enforcement operations that

hami-::apped us before 9111 have been shinunated. The PATRIOT Act, the
ce s ¢ grocedurss, and the epinwen from the

art of Review tore down the legal

&
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Attorney General's intelligene
o B

Toreign Intelhigence Sun mhhﬂf"” S
wmpediments fo coordinanon and nformaton-shaning s behween crimunal
invesigators and Imtelligence agents We can now i”.l Iy coardmate mpe*:ttmm
within the Bureau and with the USIC We can also deploy the full range of
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-- both crimnimal processes Like search warranis and grand jury
e 1 gence authorities (ke FISA waretap warranes - 1o sdentify,
iaw:ts,t;gatt,, aud neutrabize terronst threals. With these chavges, we'm the Burean
can finally take full operational advants 5 of our dual role as both a law
enforcement and an intelligenve agsne:

We ars eliminating the wall that histoncsily stood betwesn us and the CIA The
FRI and the CLA started exchanging senior personnel 1 1996, and we hive
worked hard to build on that effort. Today, we and the CI4 are mitegrated _1t
virtually every level of our operations. From Ditsetor Mueller's daily mestings
with Georgs Tenet and with CLA officials at his pvica-daly threat briefings, 1o our
joint efforts m iransnational investigat.ons, to our coordinated threat analysis at
the Tervonst Theeat Integration Center (TTHC), the FBI and the ClA have
arthanced owr miersction atb every leve., Thisastsgration will be fuvthet enbanesd
later this vear when the FBI's Counterterronistn Diwvigion (CTD) collocates wath
the CIA's Counterterrosism Center (CTC) and the TTIC at a new facildy
Virgia.

We have also worked hard to break down the walls that have, at times, hﬁﬁ‘““rcd
coordination with our 750,000 partners wi state and locaf law enforcement. We
have more than doubled the munber of Toknt Terronsm Task Foroes (J7T I’Ps,) since
9411, We have processed thousands of seounty clearances to permit law -
enforcement officers fo share freely in our myvestigative mivematnon, We have
created and relined new mform moﬂ shanng systems that electronically huk us
with our domestic partrla*' And, we have br-gu?ht on an experienced police chief
fromt North Carclina to serve as our State and Local Law Enforcement
Coordinator

. Given these lessons learned, what specific and concrete remedial measures is the FBI,
warkma with Federal, State and local partners, taking to ensure that the organization has
snhanced its capacity to prevent future such catastrophic terrorist attacks on the
homeland?

Rince Sepiember 11, 2001, the FRI has undertakien a mimber of inittatives t
UUPTOVE :n‘-‘onmatmn sharmng and coordifation with owr national and intematicnal
pariners. We began by quekly moreasing the number of FTTFs acrogs the
country, bnngimyg the pumber up fom 33 to ¥4 natienwide. The JTTFs paviner
FBI personmel with tundreds of inveshigalers fom varous federal, stats, and local
agencies and ave ymportant toroe muluphers w the fight agamst tervorism.

We aiso estabhished 2 Natonal Jowt Terousm Task Foree (NTTTE) at FBI
Headguerters {(FBIHEGY, stalled by representatives from 38 federal, state, and loeal
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a{%ﬁnc**s The MITTE conducts Hawmon with the tocal JTTFs and other
p;tm patiig agencies and acts as a condud for mformation on terronst threats and
Im, Yi 58 o of the NJTTF is to echance communization, caordination, amd
wq sration b\ acting ast "h:ﬁ ‘hub" of support for the ITTFs througheut the Unitad
Stz.s.es dll'lr & p of fuston for mtethgenve acqured s support of
{ : afz;tic;ris In order fo fulfill this mission, the NITTYF has
coordinated efforts fo establish the FBI's Law Enforcement Online {LEC) virtual
private network as the prumary Intemet-based information shanng piatform for ail
taw enforcement agencies i the Umtad States LEO operatesn a "law
enforcement sensitive” envionment, enabling any law enforcernent agency with a
LEO gecount and an Internet connection to share terronst wmformation with
JTT¥s. The NITTF s also worlang with LEQ and the FEUs Office of Law
Banforcement Coordination (OLEC) on the FBI Elecirone Nationa! Alert System,
which metantly nonfiss law snforcement of incidents that need immediats
attenuon. This system was implemented i October 2003 and distnbutes wstant
messages direetly to the LEO accounts and personal electromse devices {e.g,,
pagers, personal digital assistants, and cell phones) of participating law
enforcemert vfficialy
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In February 2002, the FBI dissenunated the first FBI Itelligenc Buhﬂ . Since
then, mesea than 120 bullstms have gone out i mors than 18,000 law eﬁfm‘sezﬁ‘ IEnL
agencies and €0 United States Government agencies and their s "uocﬂmpmlents, a5
well as government agencies w the Uruted Kingdom, Canada, New Zealand, and
Australia. The FBUIntelhgence Bulletin 5 dlemunated svery Wadnesday, with
additionial Special Tditton Bulletny tssued ay Cuwcumstances wamant hmmb 1 four
mechamsms LEQ, the Nationa! Law Enforcenment %1& emmunmauam Svstem
{NLETS), the Wationa! Threat Warmog System teletype, and the Regiona

Information Sharing System

In May 2003, the Departmient of Homeland Secunty (DHS), the FBL, the CLA, the
State Da,paﬁmnnt and the Departmment of Defense established the TTIC (0 assuss
terronsm related intelligence collested domsstically and abroad in order to form
the most comprehensive passible treat picture. Thes surmumer, the TTIC, along
with a porbion of the FBI's CTD and the Director of Central Intelligence's {DCT's)
CTC, wall be collocated in 2 sangie new famlity

Ou December 1, 2003, ths FBI, m conjunction with DHS, the State Department,
and mazmbers of the USIC, stood up the Terronst Screening Centar {TSC). The
msson of the TSC 1¢ to wse mfonmation denved from the USIC and law
nf droement agencies to dentify known or suspected terronsts who have
articularinteractions with Unuted States anthontiss, soch as being pulled over
unng rotttine traffic stops, bem ; sersensd while attempung o enter the United
tates, ot applvimg for 2 visa overseas. The TSC wiall consohdate unclassifed
wentifiers from Unated Siates {mx erment terronst databdses and provaide 2457

:-—\
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heusands of federal, state, and Tocal screeners across th

[av]

operanonal suppart for
country and around the world, The TSC wall ensure that govermment
mvestigalors, screeners, aid agents areworking off the same nuified,

AR

comprehensive set of anti~tarrorist mformation. and that they have aceess to
miormaton and expertise that will allow them to got quickly when a suspetted

teqronst 15 screened or aloppgd Lo sty fiest two-and-a~-half months of opc‘:' W,
the TSC recervad 1,848 calls from state, Tederal, and loval law enforcemen
personnel, hased on potential watches wath known terrontsts. This 1;\1‘1{& m the
positive identtfication of 740 mdyviduals, some of whom have beep apprebended
and some of whom have been developed a3 informants or subjected 1o

survellance. On Mareh 11, 2004, the TSC bogan using the Terronist Screening
ratabase { 1_bL;B} The TSDB 1 t*l*‘ resul @f TST's efforts to consolidate
disparate miformation cerertly held by multiple agencies and used in different
ways o ong unclassdfied low enforcement sensibive databdse that containe
idéntifmg wformation regarding known or suspected terronsts. The TSDB
serves a single purpoas - *D help identify avdd detain potential terronists in order to

pravent fiiture terromist attacks.

(ra December 3, 2003, the FBY created the OLEC to ephance the “‘B'i’-‘
coopearation dnd substantive :siaﬁs‘.‘msi\mp with its state and local law enforcement
counterparts. The OLEC, which 1s run by a former Cruef of Pmn‘;e, alsiy has
Harson respousibihiies WJ.E the Whate House Homeland Security Council

I sddition, the FBI has moved to enhance the capabilities of is international
Legal Ateche (Legat) offices. o the aftsrmath of the September F attacks, and
throughout the followang vear, FBI Legats facilitated the rymd deployment of
approximately 700 FBI personnel overseas Last vaar, FBI Legats handled
approximately 53,000 leads. The FBUs Legat program cumently consists of 46
offices sround the world, and new offices have been opensd or are projected to
oper m the foliowing locations’ Abw Dhaby, Umited Arab Enurates; Xuals
Lumnpur, Malaysia; Sanza, Yemen; Thilisy, Georma, and Tuns, Tunsia. In
addinon, the FBL 5 reviewing the possthility of estabhshang sub-officss of three
existing Legaty in Bonn, bﬂm@nvi‘mg&fﬂcrh 1; Milan, Italy {Legat Rome);
and Toronte, Canads (Legat Ottawa). The Legats in Amiian, Islamabad, Manila,
Ottawa, Riyvadh, and Cairo are being avgrmented with additionial personne:.

C}*

(')

Improved Analytical and Intelligence Capabilities

In Octeber 2001, the FBI sstablished 1 Cotlege of Anaiytical Studies {CAS)
order to provide trainsng for all FBI analytical support personnel. The curneulum
was developed with the recomniendatons and participation of the CI4, the Jeint
Mahtary Intailizence Leikwe and private ecucational msttutions. The taming
mcludss baste and advanced courses at Quanticr, as well as CIA courses, Last
vear, more than 500 anaiyst ompleted six~-week traming courses, This framing,

_q_
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corbines ‘"v'}‘- :teﬁpk‘d—sm recmif*mmm £ mz’*s Eww . allow-“d r‘ws FRI 0

:,LAJI t0 461 last year. T h}:, }? Bf_ sFY ;.-\;(}4 appropnation meludes ts 2 :ﬂa‘t}, sts.
By L"JIL& 2602, the ¥BI had estabhished an iﬁtdi,;uanc 'P'm*-rm‘ar aod had
“steod up” 1ts Office of Intelligence {06}, ted by an Exectnve Assistant Diregtor
for Intalligence. The O i5 staffed by BBl zad CLA an*l*-*sts th SXATNING
miellzgencs and ensure 1t 15 shared within the FBI, among JTTFs, And with TTIC
and the rest of the USIC, In additron, the O designs and manages a hugh-level
daily wtelligence product for the Director and other key FBI exesutives. This
product helps prepare the Thrector for s daily briefings of the Presidsnt and the
Atormey Gaperal In the period fow October 2002 to Septembar 2003, (he FBI
prochuced 2,425 Intelhigence Reports.

The IBI has always operated a5 both a law enlorcement and an mntslhigence
agency based onits dudl russion 1o 1nvesthigate and arrest the perpetrators of
completed coimes (the "law enforcement mfmm\m"\) and to collect intelligence that
will help prevent fubare orimes anc assist pohiey makers in their decision maldng
{the "mnteliigence mssion™) History has shown that the FRI is most effective in
protecting the Umited Stktm when i performs these two missions 1 tandem

Revised Traiging Carriculum for New Agents -

The FBI has sxpanded the wiegrabion of CT and counternmteligence (U1) tratmung
intoevery facet of New Agents iraiging Since Septeatber 11, 2001, an additional
32 bours of CT and CF trawnung have been sdded to ths curmicuium, for 4 total of
25 howrs, Last vedr, a number of add sional insservice courses were offered,
meindmg: Basic Infernational Terrorism Operations, Basic Anslyst School,
Advanced Analytical courses, and CT Mapagement for field supervisors. In
addivon, all FBI feld offices provide sight hours of CT awarensss framing

Enhanced Language Transhation Capability

The FBI's approximately 1,200 transiators are stalioned across 32 iield offices and
Headguarters, and are now connested via securs networks that allow a translator
in one FBI office to wark on projects fov any other office Smee the beginung of
FY 2001, the FBI has reerutted and processed more than 30,000 translator
applicants. These efforis have resulted in the ad dinon of nearly 700 new hingusis

£

with a "Top Secret” ssounty cleavance

In addivon, shortly after September 11, 2001, the FBI formed 1 Language
Serviges Translation Centerto act 45 2 “eommand.and controlfcenter w covrdimate
translator assignments and maxumize s capacity to rendsr iwnymediate transiation
asswstance Cin Febniary 11, 2003, 1 accor@ance with the USA PATRIOT Ast,

L
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the Director of the CIA sstablished the Natwnal Virtual Translation Center and
designated the FEI as rts Executive Agenl. Like the Language Services
Transiation Center, thus Center acty as a vlearinghouse to provide hmely
transiations for USIC agsaties.

Increased Foreign Intelligence Surveillance Act (FISA) Collection

FISA coverage has incressed significantly since Septeraber 11, 2001, refiecting
both the FBI's mereased focus on 07 and Climvestigations and improvement ix
the operation of the FISA process. From 2001 to 2003, the number of FISA
appheations fled annually with the Foreign Intelligence Surveiilancs Court
snereased by 85 percent. The FISA Court's granting of such FISAs has helped the
FRI investigate terronst networks and operations and disrupt terronst plets. In
addition, the USA PATRIOT Ast made ¢ number of smportant changes to FISA
procedures that have assisted the FBI's €T efforts. The most tmportant of these
was the dismantling of many of the walls betwesn oriminal and {ntelligense
operations, This has given the FBI the abiity to coordmate its mtelhgence and
cruminal investigations and to use the full range of mvestigative tools against
suspecied terronsts

For sxample, on the tatetligence side of an investigation, the FBl can: conduct
surveillance on a suspected terrorist to leamn about his movements and to wdentify
possibile confederates, obtain FISA autherity 1o wionitor his conversations; andfor
approach and atiempt to enitivate hum 86 & soures or an operational asset. On the
crupinal side, the FBI now has the option of incapaciteting the suspeet through
arvest, detention, and prosecution. Lowenng the wall allows the FEI to
continuoualy balance the ppportunity to develop intelligencs agamst the need t©
aporehend the suspect and prevent hum Som carrying out his terrorist plans. This
witegrated approach has allowed the FBI to foil terronist plots from Seattle,
Washington, to Detrolt, Michigan, 1o Lackawanna, New York.

Specialized New CT Units

Cro. September 11, 2001, the FBI established the CT Watch Lirat {then called the
"Bxecutive Watch™} as the FRIs 24-howr ventral cleanmghouse for terrorist threuts
and sctionable mtelhigence, As the FBI's "Threat Central,” CT Watch is the fosal
point for the receipt, preliminary analysis, and Tmmediate assignument for achion of
all ierrorism threats [t ersures that all FBI Field Offices and Legats, all relevant
ovemment leaders and agencies, all YTTFs, and all state and local faw

T LT

Watch s

@
snforcement agencies Teceive timely noudication of terronst threats. CF

also responsible for produciny several datty publications, including:

- The Director's Daily Briefing Reok, which contains a daily update on all

significant thesat mformanon and current teransm mvesigations
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The FBI Daily CT Updale, which contans a summary of significant
ongog ar vary recenincidents that may be twrroriam related.

- The Datly Intelligenca Sunumary, which contains & daily update of
signiGeant wmteligence collented corcernmg terrorist operations.

The FBI also eatablished the Terroriat Foscemg Operations Section {TFOS),
which 15 deveted entwely to the financial especis of terrorism investigations.

entuely to
TROS has focused on informaton shanng and the abilities ofthe JTTPs and
Cominal Tovestigative units w the fisld wdentify, predict, and prevent future
crimmngl enievprises. In s:m)peramo*r witlithe lmamiai sErvices mdus»r_g; the FBI
has frozen more than $172 million in fnaneal assets Tond orgavazations that
support '{t-:m:m ST

In early 2002, the FBI created "Flying Squads” to provide rapud, hughly mohle
support for terronsm mvestigations around the globe, These teams have sxpertiss
i3 CT, FISA requirements, forergn lansuazss, and mteiligence analysis, as well as
specialized knowledge of 3l Qasda and famubiacity with the USIC.

o Deceraber 2002, the FB estabhshed the Communications Exploitation Section,
which analyzes terrorist electronic and telephone comununications and identifies
terronst associations and networks. The following month, we established the
Document Exploation U, which dennfiss and disseminates mielligence
gleansd from nullions of pages of documents and coroputer data sewed overseas
by intelligente agencies.

festroetariag of CTD Branches
Inorder to umprove o abulity to address the terrorist threat, CTD bas heen
restructured. The baswe structiure and the recent changes designed to make CTD

tnore effective Inthis mussion follow

CID s compnsed of theve Branches: CT Operations, CT Axalysis, and
Operaticnal Support.

T Operations Brapch

The CT Qperations Braoch supports, coordinates, and mapayes terronsmergiated
investigations  This Branch s cornprised of fowr ssctions.

- The Intervetional Terrodsm Qperations Ssction 1 supports, coordinates, and
provides oversight of FRY interatioral CT operations related to al Qasda sad
other Suan: extremist groups.
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The Infernational Teonsm Qpr:nhom Sention I supports, coordinates, and
provides oversight of FBI mtemational £T operations reiated o other groups,
such as Hizbailah, HAMAS, and Palestinian Islasmic Jihad, as well as the temrornist
threat from stale sponsors of terorism,

The Domestic Terronsoy Weapons of Mass Destrochion Opsrations Section
supports, coordinates, and provides oversight'of FBI domestic CT operations,
including animal rights extremists and eco-terrorists In addition, this Section's
Special Events Unut plays 3 mayor role in planaag, cmxdmamg, and managing

support 1 field offices charged with CT r\..s.pcmafbni*t ¢s for spectal events such as
the Super Bowl, the Olvmpe Games, and the Republican and Demvcratic
Nanopal Conventions.

The Temoriste Beporta and Requrerments Section (TRRS)Y ovsersees the
dissemination of raw intelligence reports and implements policies and procedures
established by the OF. Since its wception in 2002, TRRS has disseminated mors
than 2,800 inselligence information repons to members of the intelligence, poley,
and law enforopment conwaunittes. When possible, these reports have been
produced at the unclassifisd level 1o to order to allow rapid information shatng
with state and local security entities

Operational Support Branch

The Operational Support Branch is comprised of three sections: National Threat
Center Ssction, CT Operational Response Section, and Terrotist Finanouag
Operations Section  The Nanonal Threat Center and CT Operational Response
Sections have been reorganized to better accomplish CTDY's nussion.

. The Mational Threat Center Sscuon administers O Watch, which is discugsed
above, gz well as four other units relating to threat management,

1. The Threat Monitoring Unit (TMU) supporis the FBI's operanonal role
i defending the United States from the threat of terrorism by receiving, assessing,
and digsemating threat infovpation and information regardng SUSPICIOLS
actrvities in coyunction with FBIHQ, FRI Field Offices, Legats, and the USIC,
Each month, the TMU processes approximately 1,000 threat and sugpicious
activity referrals froms vanous federal. state, and loca] gevernmental and law
enforcement agencies, engunng that the appropnate FBL unuts, JTTFs, and other
government agensiss are sxpeditiously apprized of the threal formation. In
addition, mors than 2,700 sygmficant threat and suspicious achivily repotts have
heen recorded mig a searchable database of TMU threats.

2. The Public Acsess Center Unit (PACT) provades the public with safe,

LN

reliabie, and effechive avenues to report information regarding terronist and other
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coming! activity to the FBI via the Internct and a toli-free taiephone hothne The
PACU, which receives &nd dissentinates approximately 100 threat leads per
month, aiso analyzes and processes thus infonnation for FRI investigative and
wtellizgance purposes and for dissenunation to appropriate federal, stale, local, and
internanonal orgamuzations  The FBLand DHS developed & 120-day pilot program
in whach the FBI will route all DHS web site tip wformation to the FEL tip web
stte for procesang by the PACHL The PACL will then provide DHS with the
ability to view and track the work flow related to these tips 1 veal-tne and fo
racerve munediate nottfication when the FEI requests assistance frowm s field

3. The Teronst Wateh and Warning Ungt {TW WU provides curvent
terronsi-relaled intelhgence wformation and analysis to a broad spectrum of users
through the FBIs Inteligence Ballotn discussed above  In additiow, the TWWU
produces Special Event Threat Assessments thas provide localized strategic threat
agalysis for field offices and local law enforosment agencies hosting large-scale
special events such a5 the Super Bowl, New Year's HBve festivities, and the
Prestdent's State of the Union address. The TWWU has disseminated over 140
Special BEvent Threat Assessrients and updates The TWWU is also responsible
for the FBPs Terronst Watch Tist (TWL], which 1s avarlable to nahionwides law
enforcement through the National Crime Tnformetion Center. The TWL contans
rarres of current subjects of FBI CT mnvestigations

4. The Stratesic Information and Operations Center (8I0C) s prinanly
an adrunistrative wnit which supports the flow of information among the varous
FBI uruts and between the FBI and eutaide agencies. Information conceming
significant incidents and case updates {8 communicated to SIOC via telephone,
e-mail, and fax, and 1 tmmediately routed by the SIOC staff to the appropnate
outside agencies, FBIHG Units, FBI Field Offices snd/or Legats. SIQC alsa
disseminates NLETS messages 1o governument agencies throughout the U. §. and

publishes the *SI0C Mormumg Repor,” a datly surmmary of pertinent intelligence
articles from the FBL and other USIC elaments, whch is distnbuted to FBI Freld
Offices and to JTTF members across the ecuntry.

A

* The CT Operational Respoase Section lsnds crtcal support m three argss:

supporting the NITTF, coordinating deployment of the Headquarters-based Flymg

Squads and the feld uffise-based Rapud Deployment Teams, and conducting
haison with the Depariment of Defense (includmg the mansgement of FBI
persomnel working with the mabtary w Guantaname Bay, Cuba, snd

Afghamstan).

]
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7 Aunalvsis Braoeh

The CT &nalysis Branch oversees the bulk of PTU‘S intellgence functions,
meluding analysis, evidence sxplofaton, and the p marahm and dissenunation
of nrhhs:é wielhigence producty and bnefing matenals. The CT Analysis Branch
operates with the guidance and oversight of the FBI's U1 snd 15 2 vital part o the
FBIs enterprise-wide witstligence prograra. This Branch 1s cpmprsed of two
ptcdueloinic

~

The €7 Awalveie Sechion mecludes five units whose areas of focus mirrer these
of the sections m the CT Operations Branch {though this 1s not 2 one- t')ner‘ unit-
fo-section match besauss the alignments differ somewhat). Iﬂ support of the FEI's

T o’pemmi 15, these tniis examine the compostitipn, activities, tradscrali,
idenlogy, and linkages of tevronat groups, and they assess terronst activities and

threats m‘der 1o asstst FBI managers in making decisions about deployments
and the allpeation of resourcss.

- The Compunication Explotiation Seetion processes and disseminates
wnformation demved from the full range of media, This Section 1s an sssential
parficipant o the National Doocument Explotiation Center process,

3. In what time frame will these changes be implemented?

Besponse:
The changes outlwed above have been implemented. With the FBICTD s

refocation with TTHC and components of the CIA m the summer of 2004, the
FBI's reorgamzation will be nearly complete.

4. How would vou assess yeur progress thus far?

Response:

While the FBI stil has much work to de, the Bureau 15 moving furward steadily
and n the nght direchion. Working with our partners 1w the United States and
abroad, we have disrupted and detamed supporters of at Qaeda from Lackawanag,
New Yok, to Portland, Cregon; we have participated w the detention of much of
al Qacda’s leadership, and we have seized millions of dollars w terronist Brancmg.

With the recent ¢reation of an inislhigence agent career track and

implementanon of admipistrative reforms related to bulding an intelhgence
workfores, the FBI has 1 place the essennal structural elements of an
imteiligence-droven C7 operation  The challenge now is to refing and continue lo

1}
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develop that opevation - an sffost tat will require ¢ ?S‘}GTC&S, contimued atter
by FEI leadership, and constant traniny of FBI parsonnel in mitsiligence rM@ca‘, 5568
and objectives,

‘While the FBI has cleatly made substantial progress over the past 2 1/2 years, it 15
difficult to measurs with precision the current effectiveness of its U efforts
Besides caiting the absence of successful attacks on the homeland since September
11,2001, there 1S ne single measurs that complietely captures the progress made
There are several vardsticks, however that demonsteate the effsct iveness of the
sore functions of a CT Program. These yardsticks mclude; and show progress 1s,
the following arsas:

1. Development of human assets

2. Mumnber of FISAs

3. Qualuy of daily briefings

4. Effectivensss of CT operations

5. Continted protection of civil hibertes

£2

Sucvess Stories

OF course, the most unportast aspect of all of these changes and TEOrZamzaAlions is
the deg.;., s to which they have aided the FBI in disrupting and destroying terrorist
threats. Following are 2 few of the FBI's success stones.

The Lackawanga Six

On September 13, 2002, the FBI arrested five United States chizens near Ruffalo,
New York (Sakim Alwar, Faysal Galab, Yshya Goba, Shafal Mosed, and Yasem
Taher), chavging them with "providing, attemphing to provide, and conspinng 1o
provide material suppont and resources to a desig dctt‘:ﬂ foreign terronst
proganzation.” In adchtion, Mulhtar Albakn, also a United States cilizen, was
rendered from Bahrain to the Unlted States pursuant to an arrest wagant on xhe
same charges Al six individuals were indicted on thess charges on October 21,
2002 The arrests and indhetments were based on mformationindicating tha* these
individuals traveled 1o an al Queda training camp in Afghamstan w the spring/
surnner of 2001, where they recerved mulitary trasming and were visited by Usama
Rin Laden. Al six subjects pled gulty to terronst-retated charges and received
prison seniences ranging between seven and ten years. These subrects gre glso
coopsrating with ongoing terronst mvestigations and have provided sigmficard
mmfrmaton

Bensvolence International Foundsticn
Enaam Arout was the Executive Duractor of the Reneml@nca Irgernational
Foundation (BIF} BIF was a Chicags, Nhnois-based charity long recognized by

1l
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the RS as 2 non-profit orgamzation. The group's purpossfilly amaguous
objectives were, oatensihly, 1o provide hunattanan relie i .m I owgver, the
recipients of ,h, hu.namt.man ad™ were wlumately revealed to be terronst
groups, wehting Al-Qreds  Arnout was indicted m Oct 2002 The

mdiciment « i:‘swhm muitenational snmnal enterpnise t lat; fm’ #l least as
decade, used chartables donations from unwatting Mushm-Amencans, non-
Mustinas, and corporations to covertly support Al-Qasda, the Chechen
Mujahidesn, and armed violence In Boswla, The indictment alleged that BIF was
aperated as 2 cnmunal enterprise that engaged in a pattern of racketserng act vty
In addhion 1o 1‘1, wi-raising, the gro Jup acted as a condwit through whoch other
material support was prov u’xed to farther the violent achivities of the mujatudesn
nd ot hcz Lanont‘. nxgn:wmms Armout ultunately pled gnlty to 8 matgnal-
support based racketee 'mar consntracy violation as «d aduntied that donors to BIF
WS T \51__d Lﬁtg beheving thew donations would support peaceful causes when i

fact, hunds wers e}:pu,.d.;,d 1o suppott violepce overseas.

Portland, Oregon

O October 3, 2002, six individuals were indicted oa federal charges in the
DS“tﬁ ot of Qregon. The mix (Atuned Bilal, hus brother, Moharmmad Bilal, Habes
Al Sagub, Patnee Ford, Jefivey Battle, aad Dz::m&::r Lewis) wers charged with
comspiracy to levy war agamst the Urnuted States, consmiracy to provice mmaterial
support and resources to a terrarist organization, conspiracy to contnbite SETVILES
to al Qagda and the Tabiban, and posssasig mr'amls m furtherancs of ctimes of
viclence. The following day, Bastle, Ford, and Lewis wers arrested in Portland
and Muhammad Bilal was srrested in Detroat. Several days later, Ahmed Bilal
was appretiended in Malaysia and returned to the United States. With the
sxeeption of Al-Saoub, these subjects have pled guilty to terronsin telated and
rooney laundering charges and have recerved federal sentences ranging frorm thres
to eighteen years The only subject who has nwt heen brought © yust sice, Al Saoub,
15 beheved to have been killed m Palustas by Pakastani military authorities

Eamest Jamnes Uianuna

On July 22, 2002, Famest James Ujainmia, aka Bilal Aluned, was arrested oma
matertal witness warrant. Ahrned 15 suspected of berng involved in & terronst
training facility in Bly, Oregon, and providing other material suppert 10 termonsi
On August 28, 2002, he was indicted on charges of couspiracy to provide matenal
support and TEsourcss o a terronst organization and possessing frearms in
furtherance of & cnme of violence. szai Ahmed is an Amencan-born Mushm
convert who has worked for and provided services to Abu Hamza al-Masn, These
services included taksng uommuters to the Taliben prior te United States action m
Afghanistan, ag well as introducing 8 current Guantanano Bay detaines to
wdividualy at af Daeda tramng carps i Afghanistan, znabling thewr
mameulaion e a terror Traming camp. Abmed was under nvestigation based
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pn informaton that he (on behalfof the Hyyphian-born Shetkh Abu Hamza al-
Masrt of the Fizabury Park Mosgue 1z London) provided matenal support I
tarrorist by attempling to establish 2 traming camyp in southern Oregon, pursuant
to Harmza's jikad recrdiing pmmtarrr and served a8 :ldm,aa*- eprasentative for the
delivery of cash, computer hardwire and software, &nd at least ong combatant to
Taliban and al Qaeda sctivities minde Afzhamstan. L frarama bias pled guilty to
terronsni-related charges and has recervad a two-yvedar sentence. ’i‘ms
mvestigation, coupled with Upamma's cooperation, has provided a wealth of
mteiligence with respent to additioral terronst targets, wiuch s bemyg pursisd

apzressively

Holv Land Foundabon
'I’he H’olv L n:i t—olmd'atx‘ T fov Refief and Development (HLF) 15 registered ag a
wationy that kas sonducted fund- \mmg gohivities in

tze' ' d&zaiasx. ln ;,Jaece_ ber 2001, the Department of Treasury's Office of
Forsign Assets Controlidesionated HLF a¢ a Speoially Desigpated Temonst (SOT)

based on information that HLF provided matenal support o HAMAS, InfoCom,
omiputer company and Internet Servics Provider rkmmy associated with HUF, g

g mve:si:igat&d for providing material support to terronsm and for making
aga& shipments to state sponsors of terrorisin in violation of the International
Emerzency Beononmue Powers Act. As 2 result of a superceding indictment
related to the InfoCom inveshigation, the Dallas Division amrested four suspeets
who had been indicted on money laundenng, conspirsgy, and temonist support
charges. Two additiona! suspects wers alsp indicted, however, they arzin fugitive
statuy and remaus at lavgs. "ihe four indvidhaals arrested on these charges are
expected to go to tnalw the tmmediate futurs. [ 15 unportasd 1o note that ong of
the fugitives 15 Mousa Marzook, allegedly a Deputy Head of the HAMAGS
Polincal Burcan and an SDT

Jewish Defense Leagus
Investigation by the Los Angeles JTTE revealed that Irving Rubin and Earl Krugel
were achive members of the Tewssh Defense League, a known violent extrenust
Jewnsh Organdzation. A Cooperating W,Lnehs ceported statements made by Rubin
and Krugel indicating a plan o attack the Talanne Muslim Public Affaws Counoil
{MPACY office 1n Los Angeles or possibly t&“~ Califorma office of United States
Congressman Darrsll {ssa, Staternents made by Kruger indieated the motivation
for the attack was to serve as a "wake up call” fo the Musiime Community, Rubm
and Krugel were arrested by members of the Los Angeles TTTF for conspimng 0
budd and place an improvised explosive device at the IMPAC office. Irving Rubin
comnuited suicide and Ear! Kragel's charges e pending

Ahmad Omar Saeed Sheik
Daruel Pearl, Sowh Asta Bureau Chiel for thes Wall Srreet Jowonad, was hadoaped

w Pakiatan on Jannary 23, 2002 aed mbs 1! murdered. The Newark Field

{3
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Offics assomad the nveshization due o the fact that the kidnapung was
pu"ﬁﬁtdﬁ‘d via witernet emarl through the Dow Jones/Wall Street Joumal's

commputer server systam, which 1s located i Seuth Brunswick, New larsey Asa
resull af e>:cr.pnunal mermational law enforcement and USIC cooperalion, Almad
Omar Saced Shek, & Brinsh national aud [slamme radical, was apprehendad w
Pakistan w carly February 2002, As a resuli of wivestigative work tnto the source
of the e-mailed ransom commurmeations, three other Pakdstan nationals B Fahad
Naseem, Salman Sagqb, and Shetk Mohamed Ades! B were also apprebended. All
four were charged and conyvicted under Paidstam faw for Pearl's abdm:tmm and
rrder, She 1L was sentenced to death by hanging and the other three were

sentenced to 23 years 1n prison

ko

KEK

N T e e s P Tk - ; R P v S
On February 12 and 12, 2003, Joshua Caled Sutter and Davis Wayne Hudl,

Impenal Wizard of the White Kmights of the Ku Klux Rlan, were arrested on g
range of charges, includmy teaching or demonstrating the ma.mnw and useofa
destruchse device, selling 1legal weapons, and corruptly persuading 2 witness
with mntent to mfluencs his or her testimony. A search warrant gn Hull's property
uncoversd fifizen firearms and some pipe bomb w‘ngm weats. Sutter pled guilty to
weapons violations and awaits sentencing  Hull was mdicted by 2 Faderal Grand
Jury on May 13,2003, and his matter is pending nal

Earth Liberation Front

Pursuant to 4 FBI mvestigation, John Wade, Adam Blackwell, aud Aaron Linas
pled zwilty to maliciously damaging and destroying vehucies, houses, and other
pxopmw in the Richmond, Virgma area during the suramer and fall of 2002, The
incidents were claimed on behalf of the Earth Liberation Front, and total damages
were estmated at approxmmately $225,000 On Apnl 12, 2004, Aaron Linas was
sentenced to 42 months i federal prisor Wade and Blackwell awaut sentencing.

5. By what qualitative and quantitative criteria is the FRBI assessing its performance on
intellicence reform?

The FBI has lnmehed 2 multi-pronged etfort to (ASASUTE PrOZrass an intelligence
reform. This affort meludes the creation of bunary sretrics (has an objective been

chisved or not), gualitative measures that evaluate more abstract oljecnves (such
as customer sansfachion and emploves morale), and guantilatve measures that
provide stahstical evahation of performapce (such as the number of meligencs
regquirements met and the mumber of new sourees devels loped). These metrics have
been pubhished 1 the FBRI's "Strategiz Direction” Concept of Operations
{COMUPR) ag follows.
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inteilirence Policy Success Meirics.

Production and digsemination of poh oy manual

Rlimination of redundant policy documents
Production and dissenunation of standards for watethgenes produc
Pereentags of mtelhgence products meeting d&\nmﬂdv

Inteihigence Provess Metncs

Percentage of identified mtethgence requirernonts met and gaps filled

Tstahshment of a Faeld Intelligence Group (FIG) in every Deid office

Bstablishment of mtelligenos-based targeting and source development in each
office

@evﬂnn"wgn" anel mmginienancs of I‘ﬁi’ﬂl&’?‘ yee Collection Capabxiity‘ Bassline

Developmen: and maintenance of inte chm. e analyst capability

Threat-based Management Suocess Metnea

Production and maintenance of an FBI threat forecast
Percentage of intellizence-driven mvestigations
Workforee experisnce, edusation, and demographics
Capability Maturity Model for Human Talent
Capability Maturity Model for analytic tools

Fudget impact madel for assigning value to sources

Customer Service Metrics

Percentage of Products thesemuated and at what classification level
Percentage of produets dissemmatad for sach National Intelligence Priotity
Analysis of customer feedback responses

In addition 1o the above, the O and the Inspection Division have parinered (o
creals ap vitelligence m‘tpmn\m checktist for use in tnspections  The Inspection
Division has also developed a seriss of pesformance metrics for the
implementation of the intelliganos program i each mveshigative division,
Finaily, the FBI s considenng the mclusion of twe mielligence-related cntical
elements in the performance reviews of each FBI agent. Those elements specify”
the development of seurces and the produstion of intelhigence as entical
perfbrmance crtens for agents.

6. Are you modeling vour intelligence reform efforts on the intelligence of the Central
Inteligence Agency, Department of Defense, or some other U S, Intelligense Community
entity?

-
L
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The FBI has modeied us infelhgence program na the tradilional intelhigence cyele
used by all intelhgence ennties, incloding those identified m the question.
Through the intellizence vycle: 1} inlelligence information prioritiss are identified
by national-leve! officaals, 2) coliection strategies are developed by anatysts aad
sonnnumsated o eollectars, who then collect the information by developing
appropriate sources, 3) the analysis and evaluation of collected inteiligence 13
converted mio inellizence products, 4) migligence products are disserninated o
conswmers ingude and outside the FBI, and 5} a feedback mechanisi is created to
provide collectors, analysts, and collection strategy developers with consumers’
evaluations of intelligence value, To ensure uniform implementation of these

rocesses, the O1 led an FBLwide effort m 2003 to develop and promulgate 2
CONOPS for gach process. In addition, the FBI has developed implementation
plans for sach CONOPS and mnpiementation 18 tracked through a master
scheduls,

While the mtelligence eycle sutlined above is common to all intelligence entities,
the mechamsms by which it is implemenied are talored to the overall missions of
the orgamzations in which they ars boused. The FBL has implemented the
intelligence cycle according o four core principles: 1) the independencs of the
intelhgense requirernents and collection management process from Operations,

2) the mtegration of intellizgence production and operations, 3) the standardization
of mtelligence processes and policy by the O and the execution of those processes
and polivies by all operational divisions, both at headguarters and m the feld, and
4) the matry roanagement of 211 analysts, with performance raling sceomplished
by operatioual entities and performance review accomphished by intelligence
entities to ensare that sralyst standards ars maintamned

7. Are you modeling your reform hased oo any other democratic country's internal
intelligenes service? Have you looked at the structure and operation of other such
systems? If so, what frave you concluded?

Response:

The FBI has studied extensivsly the mechanisms and structures aceording to
whuch other democracies perform domestic mtelhgence production, and has
henefittad greatly from a mumber of independest analyses of these structures and
processes, most notably from the recent study by the RAND Corporation. We
have reached three fundamental conclusons Fom our reviews 1) each domestic
witelligence service is charged with performing the same basic functions, 2) each
nation has bult orgamzations {o perform those functions that best leverage ther
larger federal and muneipal structures, and 3) no ovganizativnal construet 13
sufficient in and of itself o ehminate "seams” tnmfonmation shanng,

16
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In building our intelligence m og ar, the FRI adopted the beast practices of other
dernosratic countries. Por example, tf(}"l" the British Qecumy Service {BSS,
formerty MI=3) model, the P% legrnad the benefits of a single focusan
mtelligence source developmens, and adopted thns principle by cresling &

* requirernents and collsetion management element midependent from the FBI N
mvestigatve divisions and staffed by fulb-timie targeting analysts who dnive source
devviopmerﬂ' to fili entical intelligence gaps. The BSS relies heavily on rumcipal
taw enforcemient entities to collsct mietigence wmnmum on its behalf Inthe
United States, state, local, and tribal law enforcement entitiss are alse powerfil
collectors of wiformation. The FRI hds implemented 1 intelhigence requirements
and collectinn management processes o such a way that they leverage the
capacity of our partness m law enforcement.

law enforcement and mielligence upetanm& anri mvﬁ“mau*“ *hm prrmg le b}
integrating intelligence production elements in sach of the FB1's operational
divisions, both at headquarters and 1 the field. Following is & matrx which
wentifies some of the do*neat inteligence functions diseussed in the RAND
Corporating m:iy {und uzed by the FBI to gude the development of dur
intellizence program) and indicates how these functions are implement ed 1nthe
FBL

From the French Servics the F
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8. The FBI hay attempted byice before in the past two decades to integrate its intelligence
programs,. The first tnitiative ~ also Known as the Offics of Intelligence - was an attempt by
an FBI Depuly Director to integrate tntelligence across the criminal and natiovoal secarity
programs of the FBL 1t did pot achieve its desired result, and the organization was Liter
folited Into the second initiative to integrate mtelligence, and partienlarly intetligence
analysiy, across the FBI - the formation of the Investigative Services Division (15D}, The
ISD was disbanded shortly after the events of 9/11/2801. The Committee understaunds that
the events of 971172001 have dramatically increased the importance of leveraging
intelligence to counter ferrovism, but are there any systemic obstacles which were
responsible for the failure of these past two efforis that remain in place and way
wnderming existing efforts at inteligence reform?

Response:

These provious attempts were not withott concrets achisyvement and thoss who
cenceived them should be applanded for thelr efforts. Both of these efforts were
launched when varous walls existed that prevented the implementation of the
vision Legal walls prevented the integration of mtelligence and eruninal tools to
combat terronsm. Cultural walla -- real and percetved -- botwesn the FBI, the
CIA, and other members of the USIC were problematic. Operational walls -~ real
and percerverd -- between FEI efforts snd those of our partoers in state, Jocal, and
ntermational law enforcement were also problematic. Today those walls are
corning down. The USA PATRIOT Act, the revised Attormey General Guidshpes,
and a FISA Court of Review opimion ters down legal walls betwesn mielhgence
and law enforcement. We nojonger nesd to develop paraliel wntelligence and
criruinal cases because of resinchions on informaton sharmg. We have alsg
mmproved our relationship wilh the CT4 aod other members of the USIC and are
wtegrated with them at every level. Within months, the FBI's CTD, the TIA's
CTC, and the TTIC wall collocate We have also steengthenad our velationshup
with our state, lozal, and trlbal law enforcument pactners through the ereation of
&6 JTTEe.

All of the above 1s not to say that we are yet where we want to be. The
transformation of the FBI into a world-class mtelligence organization will requare
strong leadership, hard work, patience, ims, and resources. The FRI can provide
the leadershup, hard work, and patience. ‘With the support of the Conumittes, the
FBI s confident that we will also have the time and resources we nesd to achigve
the results the nation roguires.

MISC. REQ. #53 000004886
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INTELLIGENCE CYCLE

1. The FBY is io the process of establishing # Jormal intelligence cycle. In testimony before
the Senate Judiclary Committes on July 13, the Director stated that "... the intelligenee
cvele of requirements, collection, analysis, disseminution, and feedback always was and is
now carried out...”” across the FBL The Director alse stated that the USA PATRIOT Act
allowed the FBI "... to move {rom thinking about 'infelligence as a case’ to finding
Yintelizence in the case'...”. Do you see any contradictions or synergies between the
githering of evidence to support legal proceedings and the collection of intelligence based
on previousty identified gaps in wational intelligence to prevent terrorist attacks or
espionage activities?

Respouse;

We see enommous synergies between the two activities and, because of the teanag
down of the walls between cniminal and intslligence activities, the FBI is now
able reahze those synerzies. Fust, National Intellizence Requirements are
generated based o5 national security issues avticulated by the President through
his advisors on Mational Secanty and Homeland Securty. The FBUs law
enforcement prionties are fully represeniad in those requurements and the
Astorney Genersl and the Director of the FBI participate in quartarly National
Secunty Councu Principals’ Mestings devoted to the revisw of mtelligence
requiremenss. The new Attorney General Guldelines aliow us to develop positive
intelligence without first opening a case, and the FISA Court of Appeals ruling
sliminated the need to open paraliel engunal and intelligenas cases and to
oandam & wall between themn  For that reason, the CTD has adopted the Model
Countertarrnrism Investigative Strategy (MCIS) In which all cases are opened as
mtelligence cases.

The FBI brings enormous strengths to the development of sources and the analysis
of information precisely becauss of its history of gathenng evidence to support
legal procesdings. Because it 1s accustomed to the need for witnesses and
evidence that will withstand the sooutiny of judicial review, the FBI brings a rigor
and discipline to source development and snalytic work that should serve as a
model for the USIC.

The need to protect classifizd information wathin court proceedings 1s $omelimes
viewed 45 a contradiction betwesn evidence gathering ard intelligence collestion.
The lsgal framework created by FISA and the Classified Information Procadures

Act has for the past 25 vears successfully supported erinunal prosecutions
wmvolving classifisd information.

20
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2. U the starting point for the FBI's jntelligenve related activities remains a case,
presumably opened due o some Inimical activity, ow is the FBI being proactive in
preventing the next catastraphic terrorist atfack?

Response:

The sta;t%:nn pom-* for FBL intelligence activities 18 the intelligence requivement,
aot the "case * Intelligence requirements directly reflect national security
prionties and serve as predication for the npmm& of cases designed o prevent
acts of harm to the pation. In the F3I, the "case” 15 the vehucle for organtung
imvesligative work Because the starting pomt for the FB! intelligence program
an mtslhgence requirement, we ensure that FBI cases are opened to develop Lh“
information we must obtan to prevent not unly lerrorist activities, hut also hostl
migligence operations, cyber attacks, and crimunal achvities that would harm our
mationg.

3. Prior to the creation of the Office of Intelligence in late 2001, could you explain how the
intelligence cyele worked within the FBI? For example, how would 2 tasking for domestic
intelligence collection from another member of the U.S. Intelligence Community be
counnumicated across the FBI, and then a response back to requesting party?

Responsge:

In fate 2001, a0 O was created in CTD. This representsd Stage One of the FBIs
efforts to develop an enterprise-wide intelhgence program, and focused largsly on
aligning intelligence produstion efforts with national priorities and developing
standards for analyst tragung and performance. Stage Two of our efforts focused
on creating a robust analytic capabidity in CTD with the help of 25 analysts
detaled to the FBI from the C1A. Stage Three of our efforts was the creation of
an FBL-wide intelhigence Program 1o ensare uniform umplementation of the
wmtsliigence cyele across all investigative programis.

Prior to the creation of the OF in early 2003, the FRTs intelligence cvele was
unplemented in each of the mvestigative programs. Reguests from other agencies
went directly to those investigative programs, often faciitated by Haison officers
at each orgamzation’s respecave headguarters. Except where tasking was
assnciated with a spearfie operational iead to one or more field offices, there was
ne mechamsm o enswre a response was provided to the requesting party
Sumsiarly, there wae no single center responsible for ensunng that other mierssted
parties knew or had access (o the responss. Mast importantly, the requests for
wiormationTarely crossed investigative programs and, as 2 consequence, the fil]
breadth of FBI collection assets was not mobilized i response to the request.
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4. How did the creation of the Office of Intelligence change this process?
Rasponse:

The Qi created m 2003, leveraged the best practices of individual investigative
divisions to formulate a formal and well-defined process for managing
mielligence requirements and collection whuch Is comuuon to all FBI programs.
We have instituted 2 formal request for informanon procsss that ensures that all
requesters of Information reveive responses (ncluding negative responses) and are
updated on efforts to meet their needs throughout the process. We execote that
process through our Intelligence Requirerments and Collection Management Unit
(RCMUY, whick provides asimgle posst of entry for all information requests. The
IRCMLT represents the FBLon the DCYs National Intelligence Collection Board
and ensures that USIC taskings are passed to FBI field offices through the FIGs.
The performance of FIGs 1s measured by the extent to which they have heen abls
to fulfill intelligence requirements.

5. The Office of Intelligence’s lutelligence Requirements and Collection Management Unit
is responsible for establishing a system for the development and fulfillment of intelligence
collection requirements. What progress had been wmade in this area?

Response:

We have made signuficant progress wy thus area. The IRCMU was established in

& Daveloped a CONOPS forintelligence Reguirements and Collection
Management.

® Developed the fivst FBI requirsmments documents, including one set for
internatbonal tervonsm and three sets for erirnmnal issuss {alien smugghng,
imemational organized erime, and public corruption).

* Developed and published the FBI Intelligence Collection and Reporting
Chuidance Maruial, ‘

® Deoveloped and published an FBI Intelhigence Requirements and Collechion
Management Process Handbook,

o Developed and delivered Intelligencs Raquirements and Collection
Management Traimmng for all FBI exccubives, new agents, and new analysis

@ Completed a sollection baselne that allows the FBI to determme where we
have nielligence gaps with respect to cntical national sscunty neads,
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6. W hdt qualitative and gquantitative eriteria are being used to assess performanee in this
area’?

Respogse:

The FRUowtdmed its performance metuoes for the overali intellizence program,
wcluding the IRCM process, in some detail i cur answer (o # 5 of the "General”
guestions. Please see that response.

. 7. How are internally generated intelligence collection requirements prioritized against
those which may come ta the FBI from other U.S. Intelligence Community members?

The FBI requirements process uses @ single priontization scheme regardless of the
ongmator of the requirement. That scheme is the DCPs National Intelligence
Prionities Framework (NIPF}.

8. What process does the FBI use to develop its priority intelligence collection
requirements?

Respuonse:

The FBIntelligence requiraments process begins with the NIPF, The FBI then

overlays on the NIPF the investigative priorines assigned to i m order to ensure
that mteliygence requirements or which the FBL is both the primary intelligance
agency and the lead op erational entity are adeguatsly reflected in our collection
tasxangs. Using the IRCM process described above, intelhgence collection
strategies and collection taskings are then issued to all opergtional divisions at
headquarters and m the field. Full-time targeting analysts i IRCMU are
responsitile for ensunng targeling sirategies are developed and executed o fill
wtellrgence gaps

9. Are FBI collection requirements vonsistent with U8, Intelligence Community collection
requirements?
Response:

Yes. FBI collection requirements are based on the DCTs NIPF,

10, In terms of performance evaluations, what specific measures are in place that provide
(positive, non-inspection-related) incentives for Special Agent intelligence collectors to
fuifill intelligence collection requirements from both the FB1 aod the U.S. Intelligence
Community?
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Thie FBI 15 conside *mg adding two crateal Fluments to the evaluation of Speaial
Agents’ performance. The fisst focuses on the d I.;pmam of mtzliigeme
sources and the second on the production of mte 1&1 EnCe

11, What specific measures has the FEI taken to improve its ability to recruit buman assets
who may prove beneficial to preventing acts of terrorism directed agaiust the United
States?

Response;

Since September 2091, the FBI has increased international terrorism sources by
over 60% and dernestic terrorism sovrces by more than 30%. We have achieved
ths success theough a number of efforty, including increassd tragunyg offorts such
as Operation Tapwire, which 1s designed o Increase our imnistligence base agamst
critical threats. Beginwung thes year, we will send Special Agent colisctors to the
CIA's 32-wesk case agent traimung course  In addition, uman source
development modules from the CIA course will be added to our training programs
s yoar

ANALYSIS AND THE INTELLIGENCE CYCLE

1. How does the FBI "know what it doesn't Know;" in other words, what process iy the FRI
using to determine its intelligence gaps?

Response:

The FBI process for determuning intellszence gaps begins with the NIPF, which
systermatizes, at a hugh level, the totality of United States national mteiiweme
requirernents. The FBI applies its capability to collect information on threas to
these requirements statements m order to wdentify miellizence gaps. Thess
intalligence gaps are then used by the FB's [IRCMU to dnive the dev ewpmert of
targeting and collection sirategies. Onee strategies are developed, collectio
taskings are asstgned to approprnaste feld offices Targsting and colle c.,tmns
sirategies are developed by the IRCMIT with analysis embedded m operational
divisions both at headguarters and in the field.

2. Have intelligence "baseline” studies been conducted to determine what the FBI's
intelligence universe looks ike?

Response:
In February 2004, the FBI completed an intelligenee collestion baseline, which we
call the muelhgence capabilitios survey  This survey allowed us to captors ui a
24
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single database the sum wial of infelligente collaction resources we can bring o
bear on.g given threatl.

On the snalysis ide, we have baselined our kuowledge of a number of terronst
groups i the Umted Srates, the posture ofkey intelligence se ervices in the United
States, and # number of organized crume arganizations and gangs in the Umted
States,

1. Which vategories of FBI employees are responsible for identifying intelligence gaps?

Response:

All FBI employses (agents, analysts, language analysts, survertlance specialists)
identfy mtelligence gaps in the course of perforraing ther wore, The Ol's
IRCMU is responable for managing the FBI's efforts to fill these gaps. The
IRCMU carries out that responsibility through its dedicated targeting analysts,
whose full-time job 13 to “know what we kaow" and "know what we must know”
so prevent harmi to our nation. Together with analysts snd agents in investigative
divsions, collection strategies are developed to fill intelligence gaps  Thus same
proces is carried out in the field through the FiGs,

4. Bow does the FBI define "strategic” analysis, snd how does it differ from the activities
of tactical analysis, and the activities of reports sificers?

Response:

Strategic analyss is the ability to step back and lopk broadly at treads. Analysis
at this level invalves an aggregation of nformation. Current mtelizgence 18
narrower m scope and s comprised of the individual meces of information thas
arz analyzed in the strategic analysis process. Reporls pificers have a
responsibility to report current mielhgense in & way that profects sources ang
methods, but gets current intelligence to the consumer on a timely hasis

5. (iven demands for close case analvtical suppert and the nsed to rapidly disseminate
intelligence to various consumers, do tactical apalysis in the field have the time and/or the
approprixte analytical skill sets to dedicate to intelligence gap identification, arguably a
wigh-level anatytical function?

Hesponse:

REQ.

Analysisin the field pnmamlv deai with current mtelhgenes denved from field
mvestigative activities. Thew mussion 15 enfical to supp \I\rma mitzlligence
wformation that is evaluated for ;_,apa,: largely through an wdependent analylic
process that 15 a collaborative effort between FBIHQ analytical components and
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the OF's IRCMU. The gap analysis requires us to step back Som the day-to-day
flow of current wmtelhgence and identify n tsthwnu LOTE f1on reqmremems o

satisfy the gaps. Through collection taskings, ilh FRIinfluences the collection of
cment mtelligence to contmue the mistligence cycle.

6. Are strategically oriented intefligence analysts at Headquarters assuming the greatest
respunsibility for the identification of intelligence gaps? If so, have their performance
evaloations been adjusted to reflect this importaat analytieal function?

Respogse:

Yas, FRIMQ wmitsligence analysts assurne the greatest trespoy nsibuity for the
identification of intelligenice gaps, receiving valuable input from field wmisthigence:
analysts  The currant performance plans for intelbgence analyst positions, along
with detailed supplemental work role gudance issued thronghout the FBln
December 2003, do reflect thus tmportant analytic funchon.

7. How are demands for strategic tntelligence analysis at FBI Headquarters being balanced
with the need to provide snalytical support to FBI executives (briefings ete)?

Besponse:

The mieliigence provess 1§ built on the provision of intelligence and the resuits of
wntelligence analysis to consumers who nwed 1t for operationsl, strategic, and
palicy éamsiaza~m&ldng Analytic support 1o FBI executives, in the form of oral
briefings and writien products, {s-a natural outgrowth of engoing current and
finished wteiligence reportag, and we consider it a valuable part of the
mielligence oy ch, and its analytic processes. These requirements are not mutuaily
exclusive, but are properly parts of balanced support for FBI Executives, which
meludes the sm“ision of mformation regarding the strategiwe anaiytic process to
auprave decision-making

The Ol's Stzatesic Analysis Unit (8AU) 1§ responsible for ensuning that strategic
analvsis priorities set by the OF are exesniad by the strateme analysms elements of
cach of the operational divisions. Each FBI operstional division has a robust

strategic analvtic slement that carriss out analyses and production accordmg to
priarities set by the O zach morning af an FBI-wide mtelligence production

weting Those privrities soranate frow: botl the BCT's NIPF and curvent
mielligence that requires that it be put n context to be filly understond The Sall
produces a daly current intelligence summary and ensures that the imbedded

strategae analytic uns in the operations! divisions produce strategic ntelligenes,
but it does not itself produce strategic inelhgence. We have receutly embarked
on work relaied o a seoes of Matelligence campaigns” atmed at ensunng
continued focus on our strategic analysis =ffort.
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8. The Committee has provided the FBD with funding for approximately 800 new analysts
positions this year. Historically, the FBI has had preblems with retention of analysts,
particularly whes it atterapts to quiekly abserb farge sumbers of analysts. How do you
plan on hiring so many new analysia?

Response:

The FBI has an aggressive recrutment plan, wiueh includes a marketing
campagn, career faws, and a soon-ta-be-implemented quick hure system to
expedite the application process. Applications will be reviewed by career boards
at FBIHQ and i Lh'ﬁ Field Offices on a bi-weekly basis. To date, more than 8,000
appheaticus have been received. Through 3 substantial desheation of resources
and procsss oversight at the executive level, the FBI is committed to absorbing
tag farge nurgber of neweanalysthirss As 0}5 Aprd 7, 2004, 3001 minimally
gualified candidates had been referred to the 36 feld offices for selection w fill
authonzed vacancies through the carser board process FRIMQ divisions have
besn provided 1210 munimally qualified candidates from which they may select
candidates for thew authorized positions

9. Hew many reports officers are currently on-board, and where are they located?

Hesponse:

The FBI has allocated 124 Ltelligence Analysts, 44 at HQ and 80 in the field, to
pertorm the reports officer function  Twenty-three répornts officers are currently
on-boacd 1 the fedd offices, and 17 mors are in the hac keround investigation
process. The remaming field positions will be filed from spplicants o the FBI's
current Intelligence Analyst posting.

10, A one-year infusion of analysts - constituting 8 75 percent increase over the curreat

level of analysts - is significant. Please provide a deseription of vour concrete plans for how
these analysts will be allocated between heaxdguarters and the field?

Response:

The FBI plans to utilize the new analyst positions mn each program as follows:

Counterterronsm: 411 134 to the feld and 277 at headquarters
Countenintelligence. 178 105 to the figld and 73 at headquanters
Crimmal: 214 17010 the Beld and 44 at headquanters

Cyber 14 7wthefeld and 7 at headguarters
Total 817
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13, Hew will these analysts will be utilized {counterterrovism, counterintelligence,
criminal, cyber} both {n the fleld and at headquarters? What is the allocation of these new
analysis between and all-source, case support, and repirts fanctions?

The misligence analyst position consists of three work roles: 1eports officer,
operabions spectalist, and all-source analyst. Another position, that of financial
analyst, may mvolve misihgence or other analysis. Cuarrently, the breakdown is as
follows

Counterterronsmy 184 Operations Specialists
85 Reports Officers
149 All-Source Analysts

Counterintethgence: 132 Operabions Specialists
46 All-Source Analysts

All-Sourte Analvsts
Reports Officers
Finsncial Analysts

Crimmai: 17

o A

2
Cyber. 14 All-Seurce Analysts

12. What training resources are in place to epsure all these new analysts receive
appropriate and timely intelligence analysis training?

Response:

All Intelligence Analysts new to the FBI tr new to the analyst position attend the
CAS Basw Intelligencs Analyst (BLA) cowrse. This course s currently bang
revised to menrporata a mimber of core miaihgence learming obyectives identified
by the O1. The FBI has engaged & number of subjoct matter experts in intelligence
anaiytic fradecrafl to work in a coilaborative effort with the O and the Training
and Development Division to make & number of mmportant course improvements
i the Basic Analyst Course, which will be renamed the Analytic Cadre
Bdugational Strategy (ACES 1. As a result of Congressional funding to support
PRI [mtelligence Analysis Training, a number of fundamental telligences analysis
travung modules that are now used withm the USIC will be adopted for inclusion
w FBI analyst razmng. The FBI's strategy includes the use of experienced
contractors o help wlegtify relevant cowrses, subject matter experts for traiung
delivery, snd a "train the trainer” approach to help bwald a cadre of effective
mtelligence analysis rstrictors withon the FBL
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FB1 Inteligence Amalysts will also have developmental opporfunities throughout
their careers, including temporary assignsnents in different functional areas ard
supplemental traimog offered throughout the TISIC, mmmb‘ng training offered by
other law enforcement agenciss, private vendors, and acadeniic wshitutions. The
Human Talent for Intelhgence Productnon CONGPS arm;mates the plans for
career progression in threw tracks {generalist, specialist, and marager), and
esta’hhshes a framework for Intelligence Analyst career developmient and traming
The Human Talent ,:_Jwe‘onmem plan also mchudes the d@v‘eiopmem of 3 higher-
fevel specialized intelligence anaiysis cowrse known as ACES I, which will
enhance the kuowledge, skills, and abilities of the intelligence analyst workforcs,

13. 1t bas come to the Comumittee's attention that the FBY o longer requires new analvsts
to have « bachelor’s degree from an aceredited college or nojversity. While such a degres
may not guarantee analviical success, some would say it demonstraies 2 commitment to
learning, failiarity with research and analytical methods, and writing skilis. What was
the rationals for eliminating this requirement?

Response:

The FBI will waive the college degree requirement for those who have

intelligence expenience. We made thal decision because we did not want io
artificially liont our ability to ture experienced former military or law snforcement
wtelligencs professionals who sould bring great benefit to our intelligence
program, but might not possess a college degres. We at the FBI agree that a
college degres bnngs much to our intelligence program; we also behieve

utelhgence experience brings mueh to our misliigence program. Our introduction
of the watver was designed to ensure we sould balance experience with education
We have hired approximately 75 analysts wn this fiscal vear, and have not vet
exercised 3 waver

14. Does the elimination of this requircment exacerbate the FBI's ongoing analvtical legacy
problem across field offices, where many individuals sot having a bachelor degree were
promoted into analyvtical positions?

Responss:

No, the degree waiver 15 only for those individuals who have specific inteligence
expensence and expertise. All new aualysts will have either a degres or
demonstrated ntelligence sxpenence, and many new hires may have both The
new analysts will work with the FBI's expenenced analytical cadre, ereating a

for ddzzbv‘ team working to fulfill the FBUs mission  With respest to the feld
affice wisihgencs analyst workforce, the FRI 15 in a Hrugue position, in
cempamm with the rest of the USIC, to attract those highly qualified candidates
throughout the country who do not wish 1o move to the W emmh_ on, D.C.
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metropolitan avea to take # position in & USIC asenc ;x. This advantage has been
vonfirmed by a review of the thousands of applications received thus far from
candhdates for fizld office positions. Recent changes ¢ ? Bl personngl policy also
now enable FBI field offices to hure or promote qualifisd intslligence analysts to
the GS-14 non-supervisory pay grade, as has been possible for FBHwO wmtelligence
analysts.

15. If your competitors for human respurces within the U.S. Intelligence Community are
requiring graduate degrees for intelligence analysts, will they not be better positioned to
attract and retaiu a higher caliber of analyst?

Response;

Mo, all new analysts will eifh“r have a degres or demonstrated mtelligence

sxpenence, and many new hires n nay nave both, As discussed Tartherin the

previous response, the FBI 13 1n & Uumgue position, in comparison with the rest of

the USIC, to attract thosse highly qualified candidates throughout the country wha

do not wash to move to the Washington, D C. metropolitan grea to take 2 position
m-a USIC agency.

The FBI s seekang ways, through pay flexibilities and other meahs, to recrit and
retain world-class professionals as Intelligence Analysts.

16. A recent FBI intelligence analyst job posting instructed candidates to "..identify the
) o - -E p b e
program area of interest..however, this does not gnarantee placement in the particalar

program...”

The program areas of interest ars counterintellience {CI), counterterrorism

{CT), criminal and eyber. Is the FBI recruiting a5 tntelligence analyst generalists,

specialists, or

Response:

MISC. REQ. #53

both?

Our mielligence analyst development program calls for all intelligencs analysts

Joining the FBI to learn the basies of all snalytic work roles: operations specialist,

reports otficer, and all-source analyst. At the mtermediate level, analysts will
pursue one of three carser tracks: 1) continued deliberate extension of genersl
knowledge, 2) dehiberate deepeming of specific target and work role sxpertise; and
3} deliberate development of expertiss in managing the work of intelhigence
analysts. This approach allows for the developrant of target experts, work role
experts, and managerial experts, ¢ll ofwiieh are needed for our analyst program
to be suecessful  Our analysts must be deployed agaust our nation's inteliigence
prionnes. That requires us to balance the development of experts and the
developmens of utility playsrs who can be deploved against emerging threats. The
Ol has the responsibility to ensure that the right skall and expertise balance exists
w iss analytic workfores, and we believe our developroent program provides

b
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maxmum Hexibility o reaching and nwainfam:nﬁ this halance. Heoauss the
anaiyst development pm:uam fivst teaches the hasic tools of intetligence analysts,
£

analysts will be able fo apply thess tuols to new targels quickly and sffectively,
allowing us to muntain tus balance as the theeat to our national seourity evolves.

17, What doey the FRI balisve the appropriate miy of analytieal specialists and generalists
may be?

Hespunse:

ALFBRIHG, approzunately 60% of the inelligence analysis showid b°: 5 wi‘ alists
and approsamiately 40% generalists, In the field offices, the mix of spenialists and
generalists ie highiy dependent on the threat environment, and the s.tze, sta Ff ng,
and organizatonal struchure of the particular fizld office. The need for specialists
and generabists varies depending on she functions that each entity within the
organization performs. Program magagers routmely reassess sach organizations
funcuonal area and redivect resources as geeded Rscrm?mem sfforts may be
aﬁjustsﬁ tw reflect changes in mendgess' assessinetts of program needs and the
hreal snvirommuent.

18 Duoes the FBI believe that inielligence aualysts are interchangeable, that is, that a
eriminal intelligence analvst working organized crime can perform the same expert
analytical function al the same level as & counterterverism analyst working Al Qaeda?

Kespouse;

No. As discussed further in responss w (Question | f*, the FBI's intelligence
analyst devslopment program calls for allmtelligence analysts joining the FBI to
iwara the hasics of all analytic work roles {operatmrs specialist, reports officer,
and all-source analyst) and o pursue ane of { three caveey tracks at the intermediate
level {(continued deliberate extension of general knowledge, deliberate despening
of specific target and work role expertise; and deliberate development of expertise
i managing the work of intelligence anslysts) Please ses our answer above for
additional detatls concerrang our analyst development program,

19, Droes the ¥BI believe that its Special Agents ars Hs best analysts?
Respouse:

Roth Agents anyd support analysts mherently perform analysis as they work to
accomphish the FBPS mission. Ageats and ansbysts routinely work i tandem
each performing functions w the areas forwhich they are trained and have
developed axpert;se:- Analysisis askall that ust be demonstrated by both
posttions: The mvestigative work performed by Special Agents wberently
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mchudes analysw of the strength of evidence, the fdantafi ariufg of Ingreal
mvestigative Teads, and many other aotivities that requize the svalvation of the
wformation collected

29, How many analysts has the FBI detailed to the Terrovist Threat Integration Center
(TTICY?

Of the 63 FBI personnel ailocated to TTIC, most are analysts The breakout
follows.
41 Intelbyence Analysis

ypervisory Techmcal Information Specialst
echrucal Information Specialists
,_P voal Agents
QOther Support Persunnel

1
18y
4T
4 Spe
3

21. What is the division of labor hetween FRY counterterrorism analysts assigned to TTIC
and FBI counterterrorism analysts who remain at FBI Headquarters?

Response:

The FBI's CTD has three core responsibilities: 1) managing CT operations withm
the Urutad States to detact, disvupt, and prevent {stonst activities; 2) conducting
analysis to support its own operations, and 3} producing and dissenunahing
wielhgenee reports resulting from tHhese operations to ali federal CT elements and,
as appropriate, state and local law enforcement afhaials,

FBI analysts within CTD explowt avarlable intelligence and midrmation to dnve

FBICT operations that will lead to the wentification and dusruption of terronist
activities. The FBT 13 alse responsibie for analyzmg law enforcemment and
investigative wiformation which has been determuned to have ne connection to
intemational terrorism {such as mformation exclusively about nen-Kan
argarmzations or animal "hberation” groups).

TTIC has the anthonty to task collestion and analvsis from USIC agencies,
meluding the FBU The analytic work sonducted at TTIC creates products that
inform each of TTICs pastner elements, a5 well as other federal departments and
agencies, as appropriate  These products are developed collaboratively among all
of these elements, principaily through their assignees physically located at the
TTIC faciliy, but alse working closely with their headquarters elements.

22. For how leng are snalysts detailed to the TTIC?

Response:

Lad
T
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Agsignments fo TTIC ave generally two vears in length; howsver, sither shorier or
ionger tours can be ufgﬂtldtyd between FBIand the Director o TTIC.

23, Are there any analvtical redgndancies or planned competitive analyses being
conducted by thése two groups? If so, please explain the plan to snsure that prxtem;alh
competing analytical conclusipns are briefed to vonsumers.

Response:

“Competitive analysis” has for decades been a comerstens of Umiled States
intelligencs analytic i3 and the best way to goarantee that decision makers gat
the most acourate possible overall picture. We are stiil i the process of building a
prograun that will permmt this level of analysis

24, How do FBI counterterrorism analysts assigned to the TTIC interact with
counterterrorism professionals within the Director of Central Futelligence's (DCI)
Counterterrorism Centex?

Regsponse:

White TTIC has primary respensibillty for terrorism threat analyais, the CTC has
primary respensibility for all other international terrorism analysis (e.g,, ter*"onsm
that does not impact on UL.S. mnterasts overseas) For example, OTC el ¥sis
might focus on terrorist weapons programs, tactics, and logistics capabilities;
terronsm financing; and worldwide terrorism ceoperation. To the extent these
issues require coordination with TTIC, FRE analysts assigned to TTIC will interact
with the aggropﬁﬂte CTC analysts.

25. Does the FBI have auy analysts assigued to work with the Department of Homeland
Secarity’s (DHS) Information Analysis and Infrastructure Frotection {(IAIP) Divisien?

Response:

There are no FBI intsiligence analysts physically assigned to the DHS Information
Analysts and Infrastructure Protection (14/IP) Division  FBI intelligence analysts
do, howsver, coordmate and exchange miormation with DHS AP analvsts daily
in terrbrrs-related mattors of mutual interést:

26. With respect to the GS~132 {intelligence analyst) series of employee, what is the FBI's
historical (going back 13 years) attrition rates? Are gxit interviews conducted with
intelligence anafysts whoe depart the FBI? If so, what de the aggregate results of thies
interviews indicate regarding the reasons FBI apalysts depart?

Response:

tod
iy
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Specific exat mierviews are not condncted with intalligence analysts who depart
the Hﬂ, However, exit interviews and queshionnaires are provided to gl
emplovees separatimg from the FBL Somie employees provide reasons tor their
dspartures; others do not. This information 1s not required  The table below
provides availadle aﬂr‘imﬂ iI‘\iUl'ThdizOﬂ for the infelligence analyst position with
respect 1o the past 16 years, with Fiseal Year 2004 figurss through 3724/ ‘04

!;u,
e
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¥BI Intelligence Analyst Statistics
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The information below for the vears 2001 to the presemt depiets the reasons for
separation, when available.

46 yntelligence analysts were hired 1 FY 2001; 26 separsted froms the FBLm FY
2001, Of those 26 employess;
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§¥ intethgencs snalysts obtaned other postions within the FRI and separated

n,

from the 0132 (Intelligence) Seoes in FY 2001
2002

9% inteliigence analysts were hured m FY 2002, 42 separated Fomthe FBIn FY
2002, Of those 42 employess:

16 {38%) Retwed

10 (24%) Accepted employment with ancther govermunent agepcy

%3 Removed from the FRI

%) Separated for other reasons {pessonal, full-time parent, healih, et

41 wieihgence analysts obtained other posthions within the FBI and separated
from the §132 {Intelligence) Senes in FY 2002,

snce analysts wers hived in FY 2003, 67 separated from the FELin FY
hage 67 em“fw 88

fas
=
I
-9
1“? r‘w-
o QQ

15 {22%) Retwed
27 {40%) Accepted employment with another government agency
4 {’6‘“ %) Removed frony the FBI

345 \ Fassad away
i {a_ %) Acceptad into New Agents Clasg
17(25%;) Separated for other ressons (pevsonal, full-time parent, health, etc.)

14 intelligence analysis were roizrated to DHS wm March of 2003 pursuant to
FRIDHS reorgamzation.

41 intelligence analysts obtawned other positions within the FBI and sepa rated
from the 0132 {Intelhgence) Series wm FY 2003

% utelligence analyvsts were hired from 10/1/03 to present; 34 sep arated from the
FBI from 10/1/03 to present. Of those 34 employses:

4 {12%) Retwred
10 (29%) Beparated for other reasons {personal, full-time parent, health, ste.)
19 (56% 1) Accepted employment with another government agency

1 {3%) Removed fom the IB‘
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PRI “h: snce analysts have ghtained other positions withm the FBI and have
separated from the 0132 (atelhigence) Senss from 10/1/03 1o present.

27. What percentage of FBI intelligence assels (operational assets, efe.) are vetted
apalytically? What role do FBY intelligence analysts and Special Agents play in the asset
vetting process? Who makes the final judgment on the credibility and reliability of an
intefligence asset? How arc differences (regarding source reliability and eredibility)
between case agenis who recruited a source and intelligence analysts who assess
information reported from & sourse resolved?

Response:

Currensly human source validation processes vary amopg the major investigabive
5. i umdergo a fommal vahidation process

srograms. Forexample; O program sssels underge & tormal
S tad PIOE &

mads fd largely on the CIA's processes  Criminal mformants and cooperating

witngsses are subjected tosuttability and rphahliw a'*ses'sm'f‘nts pursuam to
i{uauiuu@ n 18 of the Attorney General Guidelines nclude review by the

Criménal Informant Review Commuttes)

We are now formulating 8 standard set of processes and procedures across FBI
programs for human souree validation and vetting. It will build on best practicss
i our four investigative programs and establish 2 single set of standards and
protocals for all FBI programs. The adminstraton of that process will be
transferred to the O for execution and manitoring once the standards and
protocols are complete. The Office of Inspections is leading the FBl-wide effort
to formulate the asset veting and vabdation standards and protocels.

28. With respect to the Trilogy Project, are avalysts now able to text search (with
appropriate security controls) all commanications into FBI Headgquarters from FBI field
offices and the U.S. Intelligence Comumunity?

Respouse:

Anaiysts can condust text searches currently using the Automaied Case Support
{ACS) system, but the process 18 cumbersome. ?xh& Virtual (Zase File (VOF)
technology will enhance analysts' abiliry to search buth structured (fielde :U’tagged 3

Cf
“$
and unsiructured (free texi) data with appropnate access cotfrols.

29, Has FBI Beadquarters conducted inspections of its field offices to determine if they are
uploadiog investigative/operational commmunications in a timely and sceurate manner for
apalvtical exploitation? 1fso, what are the resulis of those inspections, with respect to this

isvue?
Response:
37
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The Inspection Division conducted comprehensive reviews of the operations of
twenty Hield divisions over the past vear These reviews did not identify
significant deficienciss with respedt to the entry of lnvestigative mitnnation into
the FRI's system of records.. Deficienctes weve noted with respect to fatiures to

tunely record accomphsbments for statishical purposes.

Routine Sle reviews by fleld office supervisory personne! are another way of
determining whether standard recorde management procedures-are bewng followsd
by mdividual agents and analysts.

The Information Resources Division provides the Records Management Division
{RWVD) with & statistical chart which midicates the rumber of documents added to
ACS and the gumber of these documents whaose text has alss been uploaded.
Most offices are uplosdmg betvveen 80 and 100 pereent of the document typeg that
are capable of belng uploaded. This chartis p*cm&d 1o the field 50 that field
managers can monttor they performancs in addion {0 reiterating the importance
of uploading decuments tnte ACS  While this report only tracks those dosuments
which have boen added to ACS as senals, and does not track documents which
remain on FRI employees’ computers, on disks, and w desk drawers, RMD is
surrently working on 2 pew Fecords Poliey Manual which, when compleied, wall
be 1ssued and available to all employses. This manual will revtsrate the
importance of managing matedals on mdividual computer drives and otherwise
under ndividual employes control, and of uploading these watenals wito the
Bureau's systemy of records,

INTELLIGENCE DISSEMINATION AND THE INTELLIGENCE CYCLE

1. In instances in which the U.S. Intelligence Community develops information indicating a
terrorist threat to U.S, infrastructure, how is that information shared with the FBI? What
is the division of Iabor between the FBI and DHS with respect to notification of State and
kocal Jaw enforcement and private sector owners of LS. critical national infrastructure?

USIC terrovist theeat infivration ts shaved with the FBI m a vanety of ways:
Jomntly staffed offices and projects, slectronteally ransmitted and hard copy

mielligence reports and other products, and personal contact between wtelligence
COUntErpAns.

The FBI has responsbility for copununicating terronsm nformabion to state and
local law enforcement organizations by using WLETS or by communicating
durough the NITTF 1o local ITTFs  DHS 18 responsibis for cotununicahing
terrorism dormation fo all state and local officials and appropriate private se
orgamzations outsids the law enforcement domam. The FBI and DHS wsue joint
thrsat wanungs '

ey
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2. How does the interaction between the FBI and DIBS take place with respect to such
tnformation?

Response:

Tnteraction between the FBI and DHS takes place on a number of levels DHS
representatives attend the FBIs Dasly Intelligence Production Board meetings,
DHS members are part of the NITTF at FBIHQ, wtelligence components at
FRIHQ are i daily contact with DHS intelligence components to coordinate
mielhgence reporting and analysis; and DHS component orgameations have
substantial representation m.the JTTFs in the field.

Multiple vehicies have been developed speorfically to convey threat mformation
between the FRI and DHES.

A, K R -

The Emergent Threat Intelligence/Information Svatem The Emergent Threat
Intelligence/Information system was developed primarily as a means of
cormmunication batwsen the DHS Homeland Security Operations Centey and the
FBI's OT Watch inour SIOC  This mierfacs ocours via several seoure mediums,
including telephone, facsimile wansmssion, and Secret Interuet Protocol Router
Network (SIPRNET) or Joint Worldwide lnteligence Commurseations System
(TWICS) coraputer traremission, 1t 1s anticipated that future communication will
be processed {as allowed) via the IRIES (law enforcement sensitive} computer
system. Examplss of the types of mtelligence requssts made through thas system
wnciude name checks of persons of interest on incomung fughts, major
developments m ongoing operaticns or investigations, and short notice wiite-ins
or bomb threats. A commummcation is deemed "emergent threat” when the request
is time sensitive and a routine or formal methnd of wteragency notihication would
delay the transmussion of potentially critical information,

"Request for Information” Cable Transmussivas: This type of mtelbgence or
information request has been established to address specific ongoing ot long-temmn
mtelligence or information requests. Utlizing this medrom, DHS submits a
detaied request for speeific information to the FBI CTD's Exscutive Stalf af
FBIHQ After the miormation s propesly vetted for case sensttive content, a
response s provided to DS via the same cable transmission mediur,

Routme Intelligence or Information  Rouline inteiligence or informatian 18
disseminated to DHS, the USIC, the law enforcement community, and ultimately
the private sector via atelligence vulletins that are issued weekly and as

necessary  The FBI curently 15 warking with DHS w provide a unified
dissemination system to prevent conflicting or duplicative messages  An example
of thus jmmnt effort 13 FEIHQ's Terronsm Watch and Warning Unat, whach provides
a draft of the Weekly Inteltligence Bulletin to DHS for input priar to publication,

L
O

MISC. REQ. #53 000004706



3. How many State and local law enforcement officers have been granted Secret or Top

3

Secret security clearaaces?

Response:

Between September 11, 2001 and February 19, 2004, the Sscunity Division

recetved and processed the following.

State and Local Law Eaforcement Executives:

. 2,707 security clearance requests recetved
» 2,351 successfully processed

. 269 open sases currently pending

Towt Verrorizm Tagk Force Mentbars'

. 1,588 requests for Top Secret Clearance

» 1,414 successiully processed

. 175 open cases currently pending

4, What information thresholds and procedures de VB Joint Terrorism Task Forces
{JTTFs) use when considering whether fntelligence should be shared with State and lecal
jaw enforcement officials, as well as with private sector Information Sharing and
Analytical Centers (ISACS)? Do any written guidelines outlining the thresholds and
procedures {or dissemination of (sensitive but unclassified and classified) intelliggnce to
state and tocal law enforcement exist?

Responge:

Tn March 2004, FBIHG issued written procedural guidance to allt field offiees
regarding mtelligence reporting and dissemination with respect to JTTFs. This
guidanse specifically addressed the refationship betwesn the FIG and the ITTF in
each field affice.

The FIG will deploy to the JTTF a combmnatiop of the tollowing personne
depending on the structurss of the organizations involved. one or more
intelligence analysts in 3 Reports Officer role, one or more Special Agents, andior
a clesred, permapent FIG tusk force officer or analyst with & dedicated aasignment
of reporting raw, collected intethgence which meets specified reporting
thresholds. This information is commumeated to CTD's TRRS for dissenunation
to FRI wmielligence customers by OTD via an Inselligence [uformation Report
(IR}, FBIHQ mielhgence anaiysts commumeate and coordmate daily with DHS.
DHS, whoese component agencies participate i the JTTE andfor FIG, 18
responstble for commumnicatiug terrodsm mformation to all state and local
officrale and appropriate private sector organizations outside the law enforcement
domain.

4
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The FRI has drafred an Intelligence Dissemumation Poliey Manual, whmh has been
provided to the Department of E‘v“"*-' ce forreview  The draft manmial addrasses
comprehensive infelligence dissemunation policy issues, such & dlsom‘ma ton of
clagsified and unclassified telh rence 1o 2 broad range of customers, mcluding
state, local, end fnbal law ﬁ:nromﬁmem pfficials

The FBI is also 1 the final stages of preparing an Intelligence Requi rements 4 anid
Collestion Management Handbook which addresses reporting thrashiolds for state,

local, and irihal law enforcement dissemination,

5, Has the FBI eonducted consumer surveys with State and local law enforcement
personnel to determine their satisfaction with the FBI's dissemination? 1f so, what are the
resulis?

Response:

The FBI s currently construchng & web-based customer survey for state aud local
law enforcement agencies to leam of their satisfaction level with information and
msethgence disseminated by the FBI This survey has not yet been distnibuted, but
15 € ne»tm ta be in the near future. Thus feedback report wall be part of future
field offce pre-inspections to detemmmne satisfaction levels.

OLEC reports that, during its two-year existence, the number of complamnt calls
from Lm' enforcement personnel regarding mfﬁmlat;or sharing by the FB has
steadily decreased When OLEC persenne! attend meetngs with law
enforcemum, they are often told that there is an Increase i covoperation aad
information sharng by the FBL The Director’s Law Enforcement Advisory
Group also reportsthat if's members have expenenced & significant ymprovement
w the level of cooperation and nfonmation sharing betwesn the FBI and state and
logal law enforcement.

QRGANIZATIONAL CHANGES

The Committee recognizes that the FBY hay made substantial organizational changes as it
referrms its approach to intelligence, to include the establishment of an Exeentive Assistant
Director for Intelligence, an O1, Field Intelligence Groups, and an Office of Law
Enforcement Coordination, among others.

1. The FBI has established Field luteligence Groups (F1Gs) at each of its 56 field offices.
Whis controls these resources on 2 daily basis, the jocal Special Agent in-Charge, the ¥BI
Headguarters Qffice of Tntelligence, or the Executive Assistant Director-ToteHigence?
Generally, whi arve the rating and reviewing offieials for professionals serving in the F1GY

£
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Response;

The Spacial Ageat i Charge (SAC) o1, inthe case of the New York, Washington,
and Los Angeles Field Oifices, the Assigtant Director 1 Charge {ADICH, 1
ultimately responsible for the daly operation of the FIGs.

xh@&e asst g wd 1o the Fliae coordinate, manage, and perform ndeiligencs
functions Accordingly, they reced Ve performance-telated oversight and direction
from 5‘13 FI h&m \ fc pmmand. Sproal Agants assigned o the FIG are rated by
the FIG Supervizory Special Agent (SH4) and reviewed by the Assistant Special

Agent in Lnnm (AE: ACB for Intelligence. Amalysts ars rated by the FIG
Supervisory Inteligence Analyst (51 %‘i 2 :d reviewsd by the FIG SSA, If 2 f id
office does not have an 514, the 854 becomes the mi‘i:lw official for that office’s
analysts and the ASAC would then sssume the role of the reviewng Diili‘;’i&l

2. How many FIGs have reports officers currently on board?

Responge:

PN

As of 5/18/04, 49 of the FIGs have rep os:t ~ o‘*"icem on board, There are currently
56 active reports officers on board across these 4% feld offices. The FBI has a
funded staffing level of 81 reports officers f;r FBI ficld offices, and the salzction
and background investwauon procsss to fill the 25 wnencumbered positions is 1
rogress In the fald offices in whch no pofts officeris curently assigned, FBI

P
analysts are per ﬁrmn;, the raports officer Bimenon and will cortinug 1o doso
until teports officers are browght on board

3. How many veports officers are on board across the FBI (please inchude a breakdown by
field vifice and Headquarters)?

Response:

‘There are 44 reports officers asaigned w FBIHQ, 24 m UTD, 2w Ol and 11 1
the Counteninteliigencs Division. Carrently 36 reports officers are on board

g
-
feld affices

4. Do the FIGs have access to national intelligence, or only that which is collected locally
by the FBI? What iy the relationship between FIGs and analysts ot FBI Headguarters?

Bespouse:
Yes, FIGs have access 0 nationa. intelligenes i & vaniery of wevq, meluding
Laison wiih members of the USIC, sstablished networks with the FBUs stats,
42
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focal, and tnbal pactners, and through esteblished communication and reportmg of
national ntelligence mutters to and from FRIHQ.

The FIU 1 the centralized wtelligence component in each Geld office responsible
for the management, exscption, and covrdimanion of thy ttelligencs function. As
patt of that function, FIGs rou Sne by conununicate with analysis and other
intethigence persoane! at FBIHQ to exchange pertnent intelhigence, to report raw
mtf:‘h%nm 1rf0ma 100, and-te share other Wnformation deemed of natiomalor
regiona! significance ln addtion, FIGs report itelfigence to FBIMQ analysts and
other intelligence personpe! for dissernmation cutside o‘f the FBI, mcluding
dissemination to members of the USIT and of the state, local, and tribal police
sonmanties,

5. Whatis the relationship betwesn FIGs and other locally stationed representatives of the
U.S. Tutelligence Comranunity?

Response;

Locally stahioped representatives of the USIC operate under the auspices of the.
FIG o their mteractions with local FBI feld 0fnw< In general, the FIG serves as
the centralized mnselligence cornponent that coordinates mtelligence fanctions and
information shanng with representatives of the USIC.

5. FBI publications indicate that these FIGs ave structured differently based on the size of
the field office. Is the size or type of field office positively correlated with the foreign
intelligence oy terrorist threat to the United States?

Response:

The size of a field office 18 based on cwrrent and smerging national secunity

thres t rmmal threats, and demographic and geographic factors. Sumilarly, the
s12e Lsf each FIG 15 b:me"i on these sanie factors within the pamicular field office
struciure

7. How are these FIGs being utilized?

Response:
The FIG 15 used to centrally manage the FBI's intelligence fimctions in the fisld
office and is respousible for the managesient, exscubow, and coordination of

intelhgence sycle fanctinns (requurerments; plammng and drection; collection;
processing and explotation; analysis and production; and dissemunation).
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8. How many FIGs are managed by analytical persennel?
Response:

The FIGsan the foﬂm*«*mg four FBI fisld offices are managed by analytica
personnel (namely SlAs) Charlotie, Cleveland, Denver, and Portland

8. Do the FIGs report directly to the Special Agent-in-Charge or the Assistant Director-in-
Charge?

Response:

In wost ficld offices, the FIG is directly supervised by an SSA who reports to the
ASAC of the Intslligence Program. However, there are a fow excephions. In
some of the FBI's targer field offices, the FIG 13 comprised of several squads. For
example, i the New York Field Office the FIG consists of five squads. Each of
the five squad supervisors reports divectly to the ASAC for Intelligence, who is
subordinate to the SAC for CT. In the Los Angsies and Houston Field Dfﬁce&,
execufive matagement created & G8-15 Program Manager position to directly
supervise ntelligence operetions These Program Managers report divectly to
then respective SACS,

10. Has the FBI conducted any assessments of whether the FIGs are producing intelligence
results better than old erganizational scheme, in which analysts were integrated with
investigative/operativnal squads?

Response;

The FIGs provide an independent itellizence regquirsments and sollection
function; supervise and oversee affective standards for the intelhigence analyst
workforce; and provide platning and direction to all other parts of the mtelligence
cvcle, Under the FIG concept, intelhigenes analysis continue to be Inmtegrated, or
interactive, with all sguads, Resident Agencies, and Tagk Forces a5 necessary 1o
fulfill the mtelligencs apalysis responsibiltiies arpontated m the FBI's Intelligence
CONOPS

Several assessmenis are underway o evaluate intelligence performance inthe
feld offices  Additionally, fisld office inspections now focus spacifically on
intelligence performance

11, 'Will ali newly recruited analysts (hired ax a result of the ongoing initiative to hire 900
apalysts) allocated to the field be assigned to the FIGs? If so; does each of the FIGs have o
plun of action us to how it will absork, train, and deplov the analysts? Have these FIG
plans been covrdinated with the Headquarters Office of fntelligence?

44
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Response:
Not all new mteliigence analyst posihons will be alincated to feld offices All
intellizence ana hf tg w fho are assigned (o the fsld will be admumstratively

gssigned toa FIG for pacformance gversigh! and management.

New field office mspection standards milude a review of the fisld office’s ‘p‘;&ns.
for the aasessment and development of s wtelhgence analyst compleman '?"I-'-s:
O worked with the Inspection Division to d{:velop *?1 inspection stmdards he
Fi(s have been supplied with varions CONOPS and other guidance to assist tuL-m
1 assigning, deploying, and providing franing speortuaiites for intelhigence
analysts,

12, The FBI plaas fo collocate ¢lemients of the Counterterrorism Division with the
interagency Terrorist Threat Integration Center and the DCT's Countertervorism Center.
Presumably this move Is being made to integrate more closely U8, countertervorism
activites. Is this a merger of equals? How will law snforcement equities be protected?

CTD, TTIC, and £7C are not merging. The FBI is collocating a portion of CTD
in the building cecupied by TTIC, but these CTT elements wall retamn thelr
wdentities, including therw separate chan of cormmand and reporiing structures.
CTC will alse relocate a portion of 1ts organization to the same buidizg. The
collocation will not adversely affect law enforcement squities, but is instead
miended to nprove operational coordmation, enbante mierachion, facilitate
mformation sharing, and create 2 synergy among U.S. oificials 'E:ngaged w the war
ggzainst terronsm.

13. Precisely how will information and cases be maasaged so ag to prevent, consistent with
current U.S. law and regulation, foreign intelligence eptities from mvestigating or
surveying U.5. citizens domestieally?

Response;

The FRT OTD 15 not merging with the other agencies, but will collocate with them
to unprove operational cooperation. Thus collocation will not result i the
creation of a new organization and the FBI will continue to conduct ifs activities
in aceordance with all appicable legal guidelmes and intemal authonties.

Mumerous authonues impact the Bursaw's mvestigativ 'S process and govery how
the FBI manages information and vases, These wclude the USA PATRIOT Act,
the Attorney Goneral Guidelines for FBL National Secunty Ir vestigations and

Foreign Intelligense Collection and Foreign Cf Invesugations, and FISA. These

45
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authorities will remain in place after the collocation of the FBI's CTD, the TTIC
and the DCHs CTC.

These authonties and longstanding regurements with respect to the saleguarding
of sensitive and classitied information {Incladmmy Executive Orders 12958, 12068,
and 13292) and t}‘e conduct of Cl activities (mcluamﬂ Executive Order 12333}
will ensure that improved coordmation withe the USIC does not have the adve
affect of increasng the sbility of foreigy htelhgence entities o harm the nfsrests
of the United States or Hs oitizens.

&
i

14, Will the FBI retain its owa cadre of intelligence analysts, or will they all be
fucorporated into another analytical entity within the new organization?

Response:

Yes, the FBI will retain 1is own cadre of intelhigence analysts, The colocation of
three separate entities {TTIC, the DCI: CTC, and portions of the FBI's CTD) will
not ereate a new entity. Not all parts of CTD will be relocating to the naw
building, and those elements that are relocating will vetain thelr dislinetive
operational responsibilities and autborities and will continue to report through
their regpective chans of command. As indicated above, the FBI's CTI) has now,
and will continue to have following the partial relocation, thres core
responsibilities: 1) managing CT apemtmns within the United States to datect,
disrupt, and prevent terrorist activities; 2) conduenng analysis to support its own
C‘f srations; and 3) producmye and disserminating to all federal TT elements and,

appropriate, to state and local law enforcement officials, wtelhgence reports

resultwig fom these operations. Therafore, mteliigence analysis will continue to
be a crincal element in CTIY's organizational structure and operational capability,
and they wili contimue to support all three core CTD responsibibties

15. Will such ag organizational ennstruct affect in any way the support the FBI's Counter-
terrorism Division provides to FBI field offices?

Response:

As menhoned previously, the colivcation of the ULS, Government’s prumary
€7 entities 11 one building 15 not creating g new agsncy of Grganizational
constnict, Re”ﬁocat&on of & portion of the FBI's CTD will have no effect on
FRIHQ s relationshap with the 56 FRI Reld offices with regpect to the support
provided, tbu dssemmaumn of intelhigence, the coordination of cases, or other
operatronal watters.
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BUSINESS PROCESS CHANGES

1. In testimony befors the Congress, the Director stated that the FBI has ceatralized
management of counterterrorism and counterintelligence programs. Presumably, FBI
Headquarters bas Inng exercised managerial eontrol ever cases opened, for the most part,
ouf of the FBI's 56 field offices {the Office of Origin concept). Specifically, how has the
new cenfralization initative changed Headgnarters oversight, inftuence over, and intesrest
in counterterrorism and counterintelligence cases and operations? Does the Office of
Origin concept remain in place?

The centralization of the FBUs national security programs applies more to
program management than fo mdividaal case management. As discussed further
below, oversight ol mdividual cases by FBIHQ has been and 1s atill generally
reserved for complex wvestigations that rely on multipis FBI Divisions or
muliiple agencies, utilize sophisticated wyestigative techniques (requiring high
level authonties), are highly sensitive or high profile, or require FISA authonity or
a Title 1T court order. Centralization at the program level, rather than at the case
level, has moreased significantly because of the benefits inherent in such
centralization. For example, & centrally controlled snd managed CI program
ETIBULES:

1 The conunitment of adeguate resourcss to suppet an effective natronal ]
program and-accountamhty among feld managers;

2. A siuft in emphasts Tom cominal and reactive to natiens! secuanty and
proachive.

3. The pursuit of esprionage prosecution when warrantad and the use of other
lawful newtralization technigues when espionage prosecution 1 not
possilile.

4, A reanvigorated asset recruttmernd and validabion progrant.

5 A dynamic analytical process to assess and rank both foreign intelligence

theeats and national CI priontes.

<,

Full acoess to the awhonties necessary for many of the investigative and
operational techmques used in Cl cases, meludmg FBIHQ managsers, the
FBI Director, the Attorney General, and the DCI, all of whom are located
1w the Washmgton, D.C area. Unlike cruminal casgs, which typically rely
on investigaiive authontes avadable o Held ofhoes becauss they are
exercised by SACS, United States Attorneys, and the local federal
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judwcrary, in CT cases thess suthorities have only moderate authonty. For
example, the FISA requires that FISA matiers be handied exclusively
through the Foreign Inteiligence Survediance Court located m

Washington, I1.C.

7 The FBT's ahility to respond appropriately fo an adversaty that is very
different from a traditional criminal defendant. For exampie, m Cl matiers
the adversary may be a forelgn idelhgence service that has a centrally
rontrolled bureancracy with @ sirategy, plans, and budget, or it may be an
intelligence service that operates asynumetneally fom amaorphous
collectinn platfnms as well as through more traditional symmeincal
means. Defeating and disrepting su organization ke the latter requires a
comprehensive siralegy and program plan Success would likely not result
from a prece-meal approach, but wonld be possible based on an approach
that incorporates robust centrally dnven strategic analysis as well as jocal
tactical analysis.

With respeet specifically to mdividual case management, the Otfice of Ongin
concept remamns in place for CT mvestgations. The FBI has traditionslly allowed
SACs great latitude i all facets of Investigative strategy and categonies, and SATS
and their Seld agents still exsrcise overall operanonal and day-to-day control of
the vast majority of individual cases.

As indicated above, incieassd FB oversight and centralization of individual cases
is somawhat more frequent now than in the past because more FBLinvestigative
assets ave focused on CT and thess cases movs frequently mvolve multuple FBI
Duvisions and multiple agencies. Recause individual offices may have a marrower
view of the FBI's overall CT program and @ lunited abiluty to interface daily with
the multitude of foreign and domestic organizations often involved m CT
investigations, ineredsed centrahzation allows FBIHQ to set, monuor, and adjust
nanonal priorities and to coordinate information analysis and intelligence shacing

In rare situations, FBIHOQ exercises operational control of an investigation counter
to the desires of an SAC. Tn most cases this is because the overall strategic
objective is different from the field division's objective. Operational
determmations such as tus are normally discussed #t length befors

implementation,

2. How, if at all, has this centralization initiative shifted the relative balance of power
between FB1 Headquarters and Field Special Agents in-Charge?
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Response

The nationally managed and centrally doven CT and €1 programs offer the benefit
of consistent and focused guidance and dirsction SACs do, though, stll retam
control of thewr investigative assets, and any balance of power shift bstwesu
FRIH( and the ficld SACs required by 3 complex or multi-agency case is usually
understood as appropriate acd beneficial for the overall effectiveness of the
Bureau. For example, while the Assistant Director for O clearly sets program
pavameters through the development of the CI strategy and program plans, SACs
continue fo exercise conlrel over Held office operations and SACS generally
welcome CI program guidance and dwection,

3. Consistent with legislative initiatives codified in the USA PATRIOT Act, the KBI has
gutlined a new investizative strategy for terrorism cases kuown as the Model Counter-
terrorism {nvestigative Strategy (MCIS). How exactly are eriminal and natiogal security
cases integrated pursuant to this new strategy? How is this strategy being implemented at
FBI Headguarters and in the field?

Response:

In the past, investigators would have focused solely on sither ntelhigence
collection or criminal prosecution  Recogmizing that the long-term goal of an
international terronsm nvestigation is the development ol mitelhigence regarding
all aspects of the terrorist threat, the MUIS empowers field offices w ntilize a
variety of means, ranging from non-cruminal measurss (o prosecution, to resolve a
threst, but emphasizes the need to conduct intelbgence wnvestigations w order to
fully ideniify the nature and extent of the threat, is perpetrators, and hakages to
terronst groups  However, because of ther nature, wternationsl terrornism
myestigations are nationally managed by CTD under the MCIS to ensure that field
offices coordinate with the approprate CTD operational, analytical, reports
dissemination, and operational support units durmg the course of sach stags of an
myvesigahion.

4. Does this strategy incorporate domestic terrorism and international terrorism cases?
Respounse;
The MCIS apphes only to Infemational Terroniso investizations. Consequently, o
A &2 o

does not address domestic terrorism investigations, which are conducted purstant
1o the Attormey General Guidelines on General Crimes.
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ENABLING CHANGES

1. Historicatly, there has been little in the way of formal earser paths and development for
both Special Agents and intelligence analysts who wished to spend their entire career
working in the FBIS counterterrorisin and counterintelligence programs, What specific
measures have been put fnto place to establish {ormal fntelligence career paths for Special
Agents aud intelligence analysts?

Response:

Analvst Caresr Tracks: The FBI has institoted an analyst career track that offers
thres different analyst carser paths. After analysts reach a certag jevel of
senionty (the GS-11 levely, they are askedaf *hey arg wrterested e {1 building
e‘x;'*f‘m? 1o a specific program area (suck as al Qasdal; {2) gatming broadesr

spertise that will prepare then to work in & broader number of program areas, ot
u‘: working toward becoming a supervisor or manager w the Inteluigence
ngram Tramang and tempamw assrgnments appropriate o a partieutar track
are first offered to aualysts o that track.

Special Azent Career Tragks Traditionally, the Burean has recruited, tratned,
rewarded, and promoted is agents for kew enforcement work., This approach was
adequate so long as the Bursan's nussion was percoved primanly as law
enforcemert, Mow that intethgence work has assumed a central role in the FBI's
sfforts to prevent terronsm, thus approach is no longer adeguate. Consequently,
March 2004 the FBI established @ new career path ior Rpenial Agents designed
with three objectives. Fursy, the caresr path will give all FBI Agents expensnce
wath intsthizence and cmu?yms Second, the career path will provide an
opportumity to develop specialized skills, sxperience, and aptitades it one of four
priorty arzas (1} intellizence; (2) CT/CE (3) evber; or (4} ermiinal. Thard, wtwill
make intelligence expertise and expenence prerequisites for elevation to senior
supervisory ranks. This plan will produce a cadre of Special Agents wha are
proficient n the processes of mteiligence collection, but who also have the law
snforcement shalls and knowledge necessary to take advantage of our integrated
aperationgl approach

2. How many ivtellizence analytical persopnel servein the Senior Execulive Service at the
FBI?
Responses
The FBI has three Sensor Executive Service positions classified m the (132 seres.
We are developing formal mechanisms to propare analytie personne] for entry inte

senior positions and working to oreate addihons! execulive positions, both
management and techmeal, 16 1ead the FBI's Intelhgence program.
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3. How many intelligence analysts are employed a5 won-managerial G8-15 personnel?

Response:

The FBI has many 0132 personnel af the GS-15 fevel, but they are currenily all i
muanagenal positions. The FBI is explorg mechanisms to \,aumhsh non-
supervisery GN-15 analyst positions.

4. Can Special Agents in field offices be unwillingly reassigned from national ssenrity to
criminal work at the behest of the local Special Agent-in-Charpe?

FBI Special Agents in Freld Offices are assigned based ou the FBI's priantiss, the
deeat enviomment 1n the Freld Office’s mwﬁ and the knowledge, skilly, and
atnlittes of the Special Agents available. SACs have the latitude to make
assigrments in the Field Office according to the needs of the FB

5. Are Carcer Boards now structured in such a manger (having clearances and 2 "need to
know™}) that allow them to review fully a Special Agent's of intelligence analyst's work
produets for promotion consideration?

Response;

New promodon procedures were established for all FBI0132 Intelligence
Avpalysts in December 2003 These procedures establish promotion boards to
review an analyst's work products and demonstrated skalls o determine if
promwtion 1s mented,

All career board members have the necssaary clgarances to review an employvee's
work proeduct. The estabhshed procedures wnelude 2 provision to allow promotion
assessment by e different meaos 1f an employes's work products are extremely
sensitive and review by promotion board members would be inappropnate.

The Special Azent caresr boards are able fo review all necessary information in
considening prm iotions

6. Specificaliy, what new training initiatives bave been implemented and are in place that
enbance new and experienced FBI employee training on intelligence nratters?

Respouse:

o

Please sge the responde question 12 mn the "Analysis and Intelligence Cyole'
SeEon

A
s
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7. Do Special Agents train jointly with CLa Directorate of Operations Xutelligence Officers
regarding intelligenes asset recruitment methodologies? i not, why?

Response:

FBI Special Agents do not train jointly with CIA Divectorate of Operations
Intefligence Officers regarding ntelligence asset methodologics because of the
difference in the two agencies' missions  the FBI nussion incorporates law
enforcement, whereas the CIA focuses only on itelligence. The FRI is working
with our partners in the USIC to develop a training curdiculm that focuses on the
skalls and knowledge needed by the FBI's Special Agents in this area.

8. How and to what extent has the FBI's College of Analytic Studies drawn ou the
experiences of other U.S. Intelligence Community agatytical training groups, such as the
CIA's Sherman Kent School, #nd the Joint Military Intelligence College?

Response:

As a result of the funding appropriated by Congress specifically to support FBI
Intelhigence :‘—‘maivm Traming, a nuntber of fundamental mtelligence analysis
tratming modules that are now used within the USIC will be adopted for use in FBI
aralyst traming. The FRI's strategy includes the use of expenenced contractors to
help identify relevant courses, subject matter experts to provids training, and a
“train the trainer” approach to help buiid a cadre of effective lntellizence analvas
mstiuctors within the FRL

The CAS has drawn primanly on the expertise of thres USIC training and
development orgamzations as it revises and enhances its analytc training,

Sherman Kent Schoal. College representatives initiated meetings with Tnstruciors
from the Sherman Kent Scheol (SKS) in the Spring of 2002, Afer numerous
mestags and discussions, instmctors from the SKS developad two weesks of
traintng for wnclusion w the FBUs six-wesk BIA cowrse  Further, under the
auspices of the College, numerous SKS courses were delivered to FRI analysts
both at the Agency's facility fn Lake Fairfax, Virginis, and throughout various FBI
field offices. The College continues a close working relationship with the SKS
and 13 10 the process of imbiahing contraci procsdures to obtain the services of
various contractors ongimnally lired by the SKS 1o deliver similar training to FBI
analysts:

Dedenss Intellisence Agency College representatives enjoy a productive working
&< ep 3 &

relationship wath the Defense Intelli g:’: ci Ageney (DIA). A comprehensive

pracucal exercise, onginally created by DIA, s included in the Collegs's six~wesk

£
S
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BlA course In fact, DIA wistructoss are cften used o svaluate FBI analysty’
presentations at the conclusion of the DIA exerase.

Joint Mulitary Intelhgence Collsge: Representatives from the College met
extensively wilh stall from the Joint Miluavy Intelligence Collegs (IMIC) during
the Spring and Sunumer of 2002 and exanumed IO curmculurn to determine
fow it could be neorporated into FBI analyst traiming Both parhies agreed that
the best vehucie for taking advantags of the JMIC's expertise would be the
establishment of & "scholarshup™ program whereby the FRI would send analysts to
JMIC o obtan 2 Master of Science degree m Strategic Analysis, The FBI
irutiated such a program during FY 2003

9. By what performance eritevia is the FBI assessing the outconies of its new training
initiatives? Have any studies been conduacted? If so, what are the resules?

As indwated m earlier responses, intelligence analysts’ basic and advanced
trartung courses are being revised and wuproved  In the current basic intelligence
trauung module, students are afforded an opportuaity to complete Level 1
evaluations, 1.¢, how they reacted to the mstnuchon, The evaluation results have
revealed conastent student satisfachon with the traimung they recerved

Level 2 evaluations, Le., learning umpact s a result of the tramning, are primanily
conducted via the practical apphoation of learmung through class exercises,
Students participate in nummerohs group exercises which provide them with
opportumiies to apply the knowledge they have ganed to real world situations.
Thus level of evaluation Is also being expanded dunng FY 2004 to melnde o
comprerensive final exam at the conclusion of the sue-wesk BLA course.

The Coilege has not had an opportanity to apply evaluatons at Level 3 {behavior)
or Level 4 {(retwm to FBL) because of the evolution of intelligence analysis
processes within the FBLiself. However, the College anticipates being able to
mplement these two levels of evaluation m FY 2005 with the benefit of Of's
CONOPS and supporting policies and procedures and the development of the
expanded basic analyst course (ATES I3

10. The FBI continues to update its information techaofogy o support of its missien,
Numerous General Accounting Office and Department of Justice - Office of luspector
General studies have critiqued the lack of an overall enterprise architecture for the changes
currently being made. Has the FBI developed an enterprise architecture for integrating the
many ongoing information technology improvement projects in which it is engaged?

(e
Pt

MISC. REQ. #53 000004720



Response:

he F%i realtzes the ixr‘pr’srmme of an Enterprise Architecture (EA), and therefore

h ag established a fcmm! BA program The FBI s awars of the criticisms made by
e (eneral Accounting Cffice (GAQ) and the DOV Inspector General, and agrees

mat appLup.uat\.vcogrcm} e actions must oe expedited. An BA polcy staterment
thal provides guidance and direction for the EA program was approved in
September 2003 and is bewg implemented. In addition, an ¥BY Enterprise
Aschitecttre Board (BAR) has been formally established, with representation
across the Burear, to evahuate architecturally significant projects in order to
ersure corapliance wath standards and the informanon technology (IT) operating
environmignt. Architectural reviews have become ar integral part of the [T
mvestment managenient provess, and FBI procedures now require that ail projects
with a lifetirae budgat of over $10 million be approved throngh the board and
signed by the Chief Information Officer (CIO)

Ao IT Strategic Plan provides gmdancs for the EA staifs development ofa "To
Be" architecture that enhances the FBIsIT support. The CIO has witiated the
development ofz formal EA Staff to address: business/mission, appheation,
wiformanon, infasteucture, and seeunty, On March 19, 2004, the FBT awarded &
contract for products that will aclieve EA compliance with GAQ's "management
muturity level three” in FY2004 and with "maturity level fowr" in FY2005. The
CIO s additionally developing polcy that will require solution architects o be
part of the team responsible for the design and development of FBI systems,

11. When will the Trilogy's Virtual Case File (VCF) system be operational?

The Computer Sciences Corporation completed the replacement of FBI computer
hardware on 4/28/04. The final phase of Tnlogy s upgrading of the FBI's case
mapagement software by converting from the ACS system to the VOF format.
The FBI s currently working with the Science dpplications Internationsl
Corporation o determine what needs to be adjusted to meet the Divector's
completron deadhine of the sad of 2004,

12. 'Whea the VOF is operational, will investigative/operational squads (consistent with
appropriate security procedures) in the field be able to restrict sn analyst's access to
documents developed as 2 result of ongoing investigation and operation?

Arcess conttois on VUF-oreated investigative records are a component of the
secunty model bemg implemented. These aceass controls are defined both by the
34
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user's roie and the document level or type {such as grand jury matenal). Legal
restrichions on access and fgs‘t:m\.um Impos sed by polioy will be o greater than
necsssary o protect investigative intogrity and will be dmdoped with 8 sensitivity
to the wmportance of full wnforreation in an analyst's efforts to "connect the dots.”

-

wli
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13, What is the status of the FBI's elecironic connectivity to the rest of the U.S. Intelligence
Community? What information technology initiatives have been implemented to ensure
more timely sharing of intelligence between the FBI and other entities of (he U.S.
lotelligence Community?

Response:

The ¥BI 15 connected to the restof the USIT at the Top Secret SCT fevel via the
new SCI Operational Network (SCION) The SCION projest was imtiated m
September, 2001, and has met all scheduls, budget, and performance
requirements. SCION connsets to the USIC {Intelmk) via the Metropolitan Area
Network and JWICS. SCION 15 the business tool for the FRI's OF, CT, and Y
Drvisions and has enabled FBIHQ CT and C1 personnel to perform their duties
more efficiently and effectively. For example, the FBI uses SCION to contribute
{c the President’s Terrosist Threat Reports and fTRs.

SCION 15 currently avaulable to over 1000 users at FBIHQ, and the FBI has
initiated a pilot deployment project tn the New York, Boston, and Kansas City
field offices. As funding becomes available, SCION will be made avarlabie to all
FBI field offices. Limited acoess to Intelink 15 avatlable w most field offices
t’hmugh the FBU's Intetligence Information System Metwork {IISNET), though this
acewss 15 accomplished through older and often wadequate workstations focated m
small Sensitive Compartmented Information Facihities {SCIF) that are not
sccessible to all Special Agents or analysts. Ar impediment to field expansion of
Intelink 1s the lack of SCIF space for FIG and ITTF personnel.

Access tothe intelligence ard homeland security comnmmities at the Secret level
18 provided wia the Department of Defense STPRNET, which provides the
comunumications backbone 1o INTELINK-Secret. The FBI has estsblished a small
SIPRINET presence, but requirements for this access are increasing dramasically,
sncluding the need for INTELINK-Secret acesss a8 each JTTF, FIG, and Regional
Counterinteliigefice Working Group for each assigned Special Agent and analyst.
The FRI's geal is to provide SIPRNETNTELINK-Setret access throu 'E'h STCUTE
dynamic virtual private networks to all FBI workstations in the future. The Anti-
Dm‘ Network rides the SIPRMET commurications ba;:khom and provides

unals and aeeess as a vehucle for the domestic sxchange of intelhgence on
E?mt‘ -drug efforts.
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For the transrussion of official information to other agencies, the FBI has just
maplemented ts new FBI Automated Messagiiy Svstent (F ‘\d\aﬁ), whach s based
on the Defense Messagmng System (DMS] and wy Li pro vide writer-to-reader secure
g-mail to both intermal and external users The FBI s the first crvilian agency to
operate the classilfied DMS  FAMS willpermit on-line miessage creation, review,
and seareh capabilifies to everyone connected (o FRINET, FAMS gives the FBI
the capabiiily of sending aad recerving to any of the 40,000+ DMSB and
AUTODIN addresses, A THSCT version of FAMS 18 currently being tested and
will provide the same capability to evervoue on SCION or HISNET. Witkun t‘w
government, DME will replace AUTODIN and a diverse array of e-mall systerns
currently in use thronghout the Depmrﬂes of Defense and the USIC, In its final
form, DMS will become the governnunent's global secure e-mail system, providing
certifed mteroparability for over 2 mullion crvihian and mihieary users and
pernutting oulitmedia altachments 1o messages and provide end-to-end acourity.

The FBI s just begmning to implement data mat programs as part of the
Intelligence Commumty System for Information Shanng (IC SIS}, and the first FBI
T&/ARCEIT Data Mart IT( D) 15 currently in development. The FRI will apply
new secunty lechnology to deploy a Prowction Level 3 Data Mart capability with
discremmar; access vontrols and Public Key Infrastructare certificates i suppont
of closed Comunumuties of Interest, whick will permit secure sharing of owr most
sensitive data with trusted members of other agencies. Current FBLintelligence
products (utelligence bullstins and raw HRs) are being published on FRI web

sites connected to SIPRNET and TWICS The FBI doss not yet publish metadata
with these products, but we are i the process of meeting this requirernent. The
FBLis also working with DOJ on interfaces between ICSIS and the Law
Enforcement Information Sharing inittanve, aund with the FBI's Crimimal Justics
lnformation Services Dhvision to wereass the shanng of itelligence related
nformation with state and Jocal officials.

The FBI is also investigating the use of ascwre one-way transfers to move
information between secunty donaing and to permit all-source Inteiligence
analysis, and the use of nexi-generation, conmmumly High Assurance Guards is
heing planned to med\, for the two-way transfer on cntieal mtelligence between
secunity domains  Secure wireless cornectivity and Virtual Prnivate Networks are
also bewng cousidered to unprove aocess o intelligence by deployed petsonnel.
The FBl1s also starting to use on-line, desktop collaboration tools such as Info
Waork Spacs, which s the foundatior forthe Intelhgence Community
Collaboration Portal to increase intelhgence collaboration.
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